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A. Allow-Social-Media/L— )L R TDFacebookBkae Z#EFa L E T,

B. Allow-FTP 7R & —TI&_App-ID 2R L T FTP A SNFET,

C. Allow-Office-Programs JL—JLIZ 7 T 75— 30T 4 LA E#ERALTLET,
D. Allow-Office-Programs JL—JUIZT7 T r—2 3> L —T#FERALTVET,
Answer: A,C (A —vt—U%7&Y)

Ex#fERE: 31
R )=223y MEDSVWT EFERTVSTIL—TOBEMERTEA?
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Name Type Zone Address User Zone Address Application Service Action

1 allow-it  universal pm inside  any it L any T3 it-tools application-default & Allow

A CNBFT7A4T7 04— ILORIERICEDVTOARTEINEG T IL— 71?
B. o[ —H—LFJIL—TRIIIRYEVTTHEOHICEREINET,
C.O27AT7 74— ILDEBEHA LI —DHANEENET,

D. ZN 5 (XRADIUSERSE Y —/N\—D oA ViR— kEnf=FIL—TTT,

Answer: (fAZEZRTT B)

SRR SEEN

S .

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-users-to-groups.html

A%h7: PCNSA [EfEE (X GoShiken.com AR SN =& LT L) PCNSA HEERRAIRESE ! GoShiken.com A Ex#70) PCNSA HERMIREE #12M# L TULVEF, GoShiken.com PCNSA HEXfERE (L
R C BENEETIIVET, &HD GoShiken.com PCNSA &% 7 v 9 5 AL T 5 5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFF &1 78 &%
& Ef{TE T 30%wiEAlEI5la— F: Freepdfdumps)

AT EIRE: 32
A9 Y—=2 3y FMZEDNWT EFNTWETIIL—TOEMIZATTIMN?

Name Type Zone Address User Zone Address Application Service Action
1 allow-it  universal pm inside  any it L any 03 it-tools application-default & Allow
LAY —REITIL—TRIIIVETTHEOIZERINET,
NS T AT I —ILDERIAERIZEDNVTODHFRREIND T IL—T T,
. N5 (FRADIUSERSEH —/N—D oA ViRk— b Enf=FIL—TTT,
IDTFATOA—IILDEBRZHA LAY —DHBNEENET,
Answer: (fRAZE % RTT 5)

OO0 w>»

ExFTERE: 33

RARADHEICHERAINTOWEH LWLz 7ICEATIEMEZTRYET , COTILITIE, —RUBETTVr—2a3 DV I Dz T7ONT#EBERALET 774 T704+—ILDBEY
FTFXT—AR—REEHFLEE EDEX1) T TOT7AIUNDBEERHEL 7O/ EREZTAY I LETM?

AZEEXa1UTAR)O—IL—ILISERINDMEBETO T 74

B. & ELF1TARY—IL—IIEBRAINDT—274L2)2570774)L

C.2ELXa)TA4RI)ID—I—IIERINDT—2741L2)25T0774)L

D. XEEF 2T ARYL—IL—ILICEREINEZIAILARETO T 7ML

Answer: A (A —vyt—T %K)

EFTfERE: 34
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B 1I—Y—IIL—TIa—HF -2 JFITT5BICERTES  AILGHEREEIDEF TS,
(DFERLTLEEELY,)

A.iOST /31 X/ 5 DBlometricR ¥ v UFER

B. h X2 LAPIRS ) Tk

C.EXaUTAEBREELUVARY FEEI X T L SIEMS) I Z [ESplun#i &

D.DNStEFxal)F4H—EX

E. 2747 24#—1L0%5

Answer: BDE (A —vt—T%#REY)

Ex#fERE: 35
REEMNYouTubelZ7 VAL ES3ETHE 7TV r—2a0TAYIR—IURRRENET , YouTube7 T r—23 2070y LTS tEFXa)T4RY O—FffTTH?

Source Destination
MName Type Zone | Address | fone Address | Application | Service URL Action | Profile
Category
1| Deny Universal Inside | Any Outside Any Google- Applicatian-d | Any Deny Mane
Google docs-hase
2 | Allowed- Universal Inside | Any Qutside Any Snmpv3 Application-d | Any Alloes Mone
security Ssh
SErV._. ]
3 | Intrazone- | Intrazone | Ang Any (intrazone) | Any Any Any Any Allow Mone
default
4 | Interzome=l L8 Te LLt i ranmiE Any Any Any Any Any Any Deny Mone
default | I
A V—CRHRTIFILE
B. Google%#EET 5
C.AVA—J—2TI7FILb
D. fralcsnf-tXxa)T4H—ERX

Answer: C (A —vyt—T%EY)

=ITRERE: 36

Active Directory L=/N\—H LT I—TTHIN—TIvEV T EFERAT HH5E. 1 ——IDERET IRICAZ T LI2LELHY FIH?

A LDAPHY—N\—TO 774 JLEER L, /R— F3268F 1 IESSLDHZ L3269 T/ O—/N\LAZ AT H—/N—DIL— k FASL VITERLET,

B.VIW—TIvE T Xv vy adV ) TS EHER T2 —ILERELET,

C.1—H—R-RDEFa1)TA4RK)>—DTSAT)REEBIDESZRELET

D. LDAPSZERALTKRAAM Oy bO—F (KT 2=ODRADIUSH—/IN\—T O T 74 )L EHR— 636 F=1E389 TR L F T,

Answer: B (A —vyt—T#ET)

AN N—T#FEALTWSEEEIE, FTLDAPH—N—TOT 7M1 ILEER L, R— k3268 SSLDIFA(X3269) T/ B—/N\ILAZOTH—N—DIL— kb FAL VIZEKELET, RIZ,F
DLDAPH—N—TOT 7 A JLEER L AR—F38ITIL— b FAS OV FA—F—ITHEHRLET, CAITEY FTRTORAASVEYTRAS U TA—Y—LTIL—TOEBRIERICFHIATE
BEOICIHYFET,

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-users-to-groups

Ex#fERE: 37
SYNIS vy FREMEKEDLEMEZRETES I 7AT7IA—NAVKR—RY MIENTIAN? 2OERLTLESEY,)
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A.QoST7O77AIL
B. DoSHEXK IO T 7ML
C.U—rRrEITOI7A1

D. DoSHEX KRR o —
Answer: B,C (A —yt—T %5 7)
B

S

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles

You can add secunity profiles that are commonly applied together 1o ! | L _Sooumls This Set of peoliics can be rreated
as a unit and added o security policies in one step (or included in security pokcieS BV USRI YOUERG & 1 o S D a default security

profile group)

S0,

PROFILE TYPE DESCRIPTION

Antivirus Profiles Antivirus profiles protect against viruses, worms, and trojans as well as spyware downloads
Using a stream-based malwareprevention éngine, which inspects traffic the moment the first
packe! is received, the Palo Allo Nétworks antivirus solution can provide protection for clients
without significantiyimpacting the performance of the firewall. This profile scans for a wide
variety of malware in executables, PDF files, HTML and JavaScript viruses, including support for
scanning inside compressed files and data encoding schemes. If you have enabled . on
the firewall, the profig also enables scanning of decrypted content

The default profile inspects all of the listed protocol decoders for viruses, and generates alerts for
SMTPR, IMAP, and POP3 protocols while blocking for FTP, HTTP, and SMB protocols. You can
configure the action for a decoder or Antivirus signature and specify how the firewall responds 10 a
threat event:

+ Default=For each threat signature and Antivirus signature that is defined by Palo Alto

MNarwnrke a dafaalt artvnn ic enarcifiad intarmaliv Tereralley thae dafalt artinn e an alart nr 2

#T[EE: 38

URLZ A LB ) T DEF2T4TBI7AIIZEVWT 7I2aVvERETETHIEBIFENATIAN? 2DFJIRLTLLZELY,)
A JOovy )X+

B. A X% LURLAT3

C. PAN-DB URLA T3

D. Rl R k

Answer: (&% F&K~9 B)

https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profil

ExFTERE: 39
A= 3y MZEDWT, RIESRNIFIFENEzA—F—TIL—TOBMIERTTMN?
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Marme Type Zone Address User Zone Address

- nwversal oy ineid S« S
A. FIL—TF DMZ)OA—F—MNT7 FYr—2a V279 R TEEESIZLET,
B.5IL—7 MDA—HF—MNT7 T —SaVIc7 I ERTERESIZLET,
C.DMZY—2HDY—N—~D BED | A—H—DT7 IV RA%=HALET,
D. 2 TOR—FrTIT7 TV r— 3 o~ADT7 I CREAREIZLET
Answer: (&% &RT~9 5)

#T[EE: 40

ARFALURLAT I KT 51=6DIEL WLWFIEIRITTH?
AXTOzHob>tXa)T40 TJOT74I)L>URL hT3Y > B
B.AJYxH b>tFxa)Tq FATF7A4IL>URL Za LR ) % > BN
C.HAICIU>HRBILATOHY F>URLTZ IR VYT >EMN
D.ATPzHU b>HREALATOY F>URLAT I > 3B

Answer: (f2Z %X~ D)

EHTRERE: 41
AT LRATURLDENLEINAELWVEFZHRE LTSS,

Answer Area
First Drag answer here ‘ | lﬁ&in‘@i 2% Clou
Second Drag answer here | .:al Dynamic Lists
Third Drag answer Liere Custom URL Categories
Fourth Drag answer here Block List
Fifth Drag answer here Downloaded PAN-DB File
Sixth Drag answer here Allow Lists

Answer:
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Answer Area

First

Second

|| Sixth }wer here

Third

Fourth

[~ PAN-DB Cloud

Fourth  kwerhere | [" External Dynamic Lists

Custom URL Categories

Third Ewerﬁ L 2

Fifth |

[ sixth |

EHTREE: 42

Block List

Downloaded PAN-DB File

Allow Lists

BICEDWT SSUTLSHY—ERTA T 7 IILERA T2 3 v OBMIERITT AN ?



General Settings

Force Admins to Acknowledge Lagin Banner
SSU/TLS Service Profile  None
Time Zone None
Locale  English
Date
Time
Latitude

Longituda

AVSATUNDIT ST ERIIT 5-DITERENS CATIRAEZEELET,
B.BEEBA UA—TI1—ANLIFAT U DT IIVHFITEETLAHAEEERLET,
C.EEBAUVI—TJ1—REREITHOICERASNS SSUTLS BEILIEEZERLET,
D. 77 A7 04 —ILDT A—/NJLIESSLTLSZ A LT MEZERELET,
Answer: (fBZ %R~ D)

xFRIRE: 43

FAALDERTZILT) XRLIZEDWTIIIL D 7 E#ERT ABIZFIRATES3DOERII[MTTM?
(DFERLTLESLY,)

A. BRI

B.URLARA LATT

C. T DD ik B DIfifE

D. iE5
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E.IP7 KL X
Answer: ACD (A —vt—T %KY

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/threat-prevention/dns-security/domain-generation-algorithm-detection

=PRI 44
PAN—KRESA IV IDEEEE ELWVHRBAE —BHIETLZEL,

Reconnaissance

Installation

stage where the attacker will explore
: methods such as a root kit to
Command and Control rag answer her establish persistence

stage where the attacker has access to
o S a specific server so they can

£ answer here communicate and pass data to and
ACLIR S Qogeciine from infected devices within a
network

Answer:


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2026-08-03.q289-mondaishu.html

Reconnaissance

Installation

Command and Control

Act on the Objective

xHTEIRE: 45

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker will explore
methods such as a root kit to
establish persistence

| stage where the attacker scans for

network vulnerabilities and services
mmmnmﬁmmmm

stage wherée the a;tacker has amss to
a specific server so they can
communicate and pass data to and
{rom infected devices within a
network

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker has
motivation for attacking a network t

deface web property

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network

AT UVITHT BHIRAFEAELGS REENEEEFIIMENLG IO T OV ERMNT SE-OITREICHAT EIRRATA o7 TANAEF =MD 5T 14 vV &ML T HDIZH

ENTL&OIM?

A.NOFILERY FT—9 XDOFEEIPT FL R

B..\O7ZI)Lb3rYy FT—Y ZAMDC&CIP7 FL R
C.NAZ7ILERy FT—DZAMNRBHELTVIBEEDOHDHIPTFLR
D.NAFILbRY FT—DRADEVRIVIP7 LR

Answer: A (A —yt—T%#ET)

BEOHD EBEG FRIIE/MEBENGI DT UOVERBT L-OICHERR FEFERAT SRR M2 TOYITHITE RYO—CTHEIPT RLRAYR MEFERALET,
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000PMOpCAG

#HTfERE: 46

O—AILEBET7THOU MW LT FriEESN=&

BNZFATHEEEIA TIENTIAN?

I DR

ElE
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A A—/\—a1—H—

B. ®EIRN—X

C.HA4F+3vYy

D. T/\/ REEEH

Answer: (& %X D)

BHO—IL INBIlE, T7AT 24— IADT I 2RIERZFET L MHAAAFLIEENERSINI-O—IILTT  FHENEMEINDE T7A4 7O+ —ILITEIMO—IILOEZZ BEMICEH
LEI, FHTEHILILEEHY FHA,

A%h%: PCNSA FERE5£ (X GoShiken.com ARt SN T-A# L 103 L) PCNSA RERRIRESE ! GoShiken.com A\Ex#T D PCNSA SHEARAREE 212t L TLVE I, GoShiken.com PCNSA HE&RARE (L
RIT MENEETITIVET, &F®D GoShiken.com PCNSA fEE %4 v 9 5 AL T 5 5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFF 85 iR

L EfEE T 30%wiEiIEI5a— K: Freepdfdumps)

=XATEIRE: 47
X)) TA4R)O—=IL—ILIZEDWVWT AT - N —ADITARTOFTP RS 74 v (=BT BIIL—ILIEHYFETHI?

Type Zone
universal g |

unrersal [N

unrversal (B 198

ersall (T o

TRt ol oy, danger JER | o danger JEUD
intrazone =ny y (intrazone)

INtraz one

A. RER—% L

B. 4} 88 H\ > DEA
C.AYvA—a—VT 74k

D. A&EDMZ

Answer: B (A —vt—T %KY

ExFTiEIRE: 48

EEEL A—Y—DPEEDA—IWTINVr—2 a3 VDB EFRTELLSICHAITIHENDHY FT,

EEEL A—F—DPEREDA—ILTITIr—2a 0 LAFIRATERWNWKSIC, 7747 94—LEEDESICEHEETNIEEINTLLEOIMN?
A7T)r—23 0740 3—%EEL aA5RL—2a ATIVTITANRZYDITLET,

B.77U45—3 7403 %EHL a5HRL—2a3 hTFaY A=Y THFIYTIA4LEYUTLET,
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C.7ITUHr— a3 T N—T%EBL FIITA—LT TV 5r— a3 FBMLET,
D.77Ur—2a v I—TH#ERL ZIITA—)LATIVEZEBMLET,
Answer: C (A —vt—U%&9)

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/app-id/use-application-objects-in-policy/create-an-application-group

xFEE: 49

SYNZS Y FREREKDLEMEZRETED 7747 IA—IILaAVEKR—2 MMIENTTHM? 2DFR)
2OBEIRLTLEZELY,)

A.QoSTOT774 L

B. DoOSHEXK IO T 74 )L

C.Y—RETOI741L

D. DoSHEXtERAR! o —

Answer: B,C (A —vyt—T%%EY)

HKBENSDRE

V—URETOIT 7ML UTOSEEDREANCHRELET,

* SYN (TCP)

* UDP

* |CMP

* |ICMPv6

*ZFO/DIPT KLR

#T[EE: 50

IP7 RLAD 7O Y MEELERIEDT I avERETED LX) TATAT7Z7ANEENRTTMN? 20:BRLTLESLY,)
ATUFI4ILA

B.URLZ 1 LB YUY

C. eS8 14Xt R

D. RIXM D T 7&K

Answer: C.D (A —vt— U %7&9)

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/objects/objects-security-profiles/actions-in-security-profiles

#TfERE: 51

Ny IT7A—N—J0— FEHLIA—FEFT BLVPRTLEOMBEZERALES ETH5Z0MOEANCRET SO LX) T+R)O—IL—LIZREDZATOTOT 74 ILEER
TEAMBENHYFEITMN?

A.URLTZ 4 LB YT

B. Mag5 xR

C.774A4.1L7R0vY

D. /XL ) = 7 XK

Answer: B (A —vyt—T%#ET)
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MEEMRELT L) T4 70T 7ANLIE Y FT—YIZBATEEBENCRELFTT AL EEEREELT L) T4 77 7ALIE Ny D774 —N\—200— FEHI—FET XU
ATLREEEZBERALELSI LT H5FTDMDAANCRELET , T 74N FORBHERELF IV T TAT7AILIE BHODIRTOERE OVT4hIL B PDEBNISATURE
Y—N—RELFT T FEDIVIRTFYICHT INEEERCELHNEERTHIILELTEET,

EXFTERE: 52

PAN-OSGUID EDE S 3T BEEFURLIA LAY T TOT7AILERELETIN?

A. vy FJ—2%ab

B. R!)>—

C.AHA7 zH +

D. T/A( X

Answer: C (A —vt—U%5&9)

URL 242> TRIT7AILIE PAN-OSGUID (AT MOV a v THBBLET URL 724205 TJAT7ANIE T7ATI2A—ILNSEIEFHZURL AT IZx LTEIT
$H5T7U a3y EFA,. Javy BE BT A N—FA FEE)EFEELEFT URL DA4LAULYT TAT7AILTIE RBAEBER I« vV IMHIE URL 4L R DT 40540 BHET
=IO —FORFNGEEDRELRBRTEET URL D4RV TRAIT7ANEERFRIEIERTBICE ATV M >[Fa)T4 TFAT7ZAI]>[URL 242 Y DT ICBHT S
WENHYFET . SR URL 24LE Y2 TJOTF7A4IL_[URL 745 Y2y TO7 74 ILDOER] [PAN-OS 10.1 DEFHF S 1=FREEE]. [Palo Alto Networks ZBERY FT—5 %11

T « EIHEE (PAN-OS 10.0)],

ATEE: 53

EHITE—-—OBYADI7OF7EHBELTWET BE—DRy FT—9 LEIZ2EDActive Directory KA A >ay bA—S5—NHYFET 7747 74+—ILDBEEBTL—UIFIFEAEFHEIATWE
A,

BENDRY FT—HTlE, EDUser-IDT—2 2 FTHHTITH?

AEZERAAM Oy FO—F5—[ZWindowsR—RADI— Y FOAEBRHINET,

B. 774774 —JLICPAN-OSHEET—2z o bETTAA4T S

C.xYy FT—4H LIZCitrixB —3FILY—N—I—Txr FHABRShTLET

D. FAA D AUN—DAEBRY FT—7IZEEAESNIZWindowsR—ZXDI— 2 k

Answer: (fAZE % RTT B)

https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/user-id/map-ip-addresses-to-users/configure-user-mapping-using-the-windows-user-id-agent/ configure-the-windows-based-user-id-
agent-for-user-mapping.html

Ex#fERE: 54
REREnfzxa )T 4R O—RAITEDIC & SSHIFEDKR— hTHRISNFTA?

Name Type Zone Address Zone Address Application Service URL Category Action Profile
1 umrversal [ER [ tsich T ‘ o S Diery
2 urversal e ey - ; ) - i & A
3 Wiralone-Geims _  Ininzone: am 1Y (ntrazome) ') o ATy iy & A
4 interzone-defaut 3 inferzong LYY BITY ..|:I'. ‘-J':l- :'-:‘:" e any any ATy vy & Demy
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B. 23
C. 22
D. 80

Answer: C (A —vt—T %KY

Ex#fERE: 55
EEEF, Ly a v BEINANATRY O—E—BLTVWENEI N ZRIET AF-OICMEERALEIN?

A.
B.
C.
D.

REESR

FRA AR
EZmOy
RTFLOY

Answer: (&% %K D)

Ex#TERE: 56

EHEY— > D1—HF—HDMZY— U HDOSFTPH—R—~AD F5 T v o &

D

Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications; SSH

Action: Allow

Source Zond: Trusied
Destination Zond: DMZ

Sariaes: S5H

ApPhcabone: Any
Acthon® Adlow

Source Zone: Trusted
Destination Zone: DMZ
Services: SSH
Applications: Any
Action: Deny

Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications: SSH

Action: Deny

Answer: (&% %KT9 D)

=TI 57
Palo Alto NetworksWDNSt X 1 1) 74 H—EZXD3DD4FHIIMTIHh? 8OFBEIRLTLFEELY,)

A.DGA/DNS b U R LR PR EE L EOBMEFERLET
B. B L BEBHHSA U ADNRETT,

C.
D. HxIHURLZ AL R ) VIS4V ADRBETT,

HATOBEADHAHEHEE App-IDEFALEEF YT AR O—BFEDESITBRINIELINTLEIN?

SEGFAMMTEEALT V7LE A LOREREZL—YT—ICIRBELET,

E. Y— RN—T 4 DDNStEF ) TAH—EXRANDEMLGH TRV )T avhETY,
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Answer: AB,C (A —vt—T%%7)

DNStEFa)T4H4 TRV VT avaMATEHIET. BELGFANTERNEY7ILE A LMREREZFATEET DGADNS F o) VR OEMFE L ORI ZAL5 2 & T, DNS
PS4 v ICEOERBESIIICEEL HEEOB W S RS —EREBLTHET A EATETT DNSUT A F v L RBIEEELY 59 RFA—RDT7—X T I FrITRBEEATV S
0. BHET—HY—ADDER S BITHALBTE LT R FrDT—ER—2KITT Y LR TEET, SOVTHF v YR Mk Y DNSEMEA L THEICERENLBEDH S F A 1
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Go to Device > Setup > Services > Service Route Configuration > Customize and configure the
appropriate service routes. See the following figure:
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GlobalProtectT—< = > b Z{# L TGlobalProtects — b = A IZ##9 51— — GlobalProtectld ., A—H—DTFNA RET7A T I+ —IILDBIZVPN R U RIVEHEILT B EITEY Ry
FI—OANDEREGIE— M7V R EZRELES, 21— —DHClobalProtect T—2 = > & {FMH L TGlobalProtect7— bV A IR T 5 &, 774 7o+ —LIEF1—HF—%5RiL 21— —
DIP7 FLRZLI—H—ZNIIRYEVITEFET,

HTTP Aw 4 —RIZEBAINEI—H—2: J7 AT 94 —ILIE Web FS T4 v IDHTTP AY A —MD1—H—ZEMETEEELTEES, COHETIE Web —n—FxTFOx
Y—IN—D, T7A T IA— DRSNS ARZLHTTP AY A —[CA—HF—ZE#/HATIDLENHBYEST, 7747 04— ILIE COFEREFEALTIP 7 FLRAZI—HF—LITTYELIT
TFET,
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FT—5tF a1 F 4 EEE (PAN-OS 10.0),

TR 91
AP 1)—=22 3y FMZEDWT EFATWRTIL—TOBEMIIAMTTM?

Name Type Zone Address User Zone Address Application Service Action
1 allow-it universal pm inside any it I any T it-tools application-default & Allow
A. TN 5 IEXRADIUSEEEEY —/N\—D 5 A ViR— b SNz L—TTT,
B. 774704 —ILDEBEHA LI —HF—DHMNEENFET,
C.MblET7A 77+ —ILOREFERICEODVTOHARRENETIL—TTY,
D. 1—H—R%ZJIL—TRITIRVEVITTHEHICERINET,
Answer: D (A —vt— U %&9)

FA%h7%: PCNSA fERE&£ 1E GoShiken.com AR S N=EH LT LY PCNSA HEXIZESE ! GoShiken.com ME&$7 PCNSA HERRIEE # 1R L TLVEJ, GoShiken.com PCNSA HERRIRE
BRI T MENEETIIUVET , &FD GoShiken.com PCNSA fIREE %47 v b9 5 AL T 5 5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFFERE A

& EfRfHE T 30%w iS5 1o — K: Freepdfdumps)

ExFTIEIRE: 92

REARR A, V—ANATZFEALTA 22—y FEOY—N—CEHKELESI ELTVET,
T7A4T7 94— ILTY—ANATZARIIZTBIZIE EDORY) S—NBRETTHN?

A EETY—EREYV—UFIRE LEZNATRY O —

B. M8}V — R EEBDFEET RLRAZFERA LR ENATRY o —

C. REXFLIEEWAEYV — U NBERINTULELNATRY O —

D. A EREETEEEDHEET FLAFER L-FRINATARY o —

Answer: A (A —yt—T%#ET)

Bl

EHTREIRE: 93

Active Directory L=/N\—H LT I—TTIIL—TI v EV T #HRAT 556 1 —F—IDERETLIRICAZT ILENHYFETM?
A.LDAPH—N—TA 774 ILEER L R— F3268F 1z IESSLDBZEE3269TH O—/\ILAZ AT H—IN—DIL— bk FAL VIZEGELET,
B.JIWN—TIYvE Xy vl a1zl T EHERTD2—)LERELFET,
C.A—H—AR—ZADEFXFa)TARI)I—DTSAT)RHEBIDESEXRELET

D. RADIUSH—/I\—T 077/ L&KL LDAPSZFERL THR—F636TRAS VO FO—5—IZERLET,

Answer: A (A —vyt—T%EY)
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AZN—HYILTIL—TZFERALTWBIIGEEIE, FTLDAPH—N—TOT 74 )LEER L R— 3268 SSLDIZE(EL3269) TY A—/N\ILAZ AT H—N—DIL— bk FASVICERLET, RIZ 5
DLDAPH—NR—TAT 7 A ILEER L, AR—F3BITIL—F RALM IV FE—F—ICHEBGLET, SNICTKY TRTORASVES T RAS O TA—HF—LTIL—TOERIEEICFIATE
HEDITRYFET,

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-users-to-groups

RFTEIRE: 94

RANTSH T4 RFHIEZBE LT ELWERIEENTT M ?

ARy bTI—0BLBEXATAT7—FITIFYvDOHOPIBHICETD2EFAVTAVRIBLEDOF vy TEHLNITIDICRIODO—EDEMEZRHBELET,
B.BBREELGE—IAIVOZTHNERT 5 OFHEE, FHEBTAIRERLVAIDEVEEBEZRET ADICKRILLET,
C.BPAY—ILIET7 74 724 —ILETOHEITRAIRETT

D. &5l T — 2 I SERAERERLET

Answer: B (A —vyt—C%#EY)

&#TEIRE: 95

FacebookF ¥ v FEFERT 5=0IZ, EQApp-ID7 T H—2 a3 U EHATHIDERHY FTH? 2DBIRLTLESELY,)
A. Facebook

B. facebook-email

C.7xARTYIF¥vyh

D. facebook-base

Answer: C.D (A —vt—T#%T)

ExHTfEIRE: 96
Y—ANATRY O —ZET 5, [Eif/\7y b2 TOEDEBIC[BMIPER— M), [BIf], [FHIP], [ELIDF T a UARTENETH?

MAT Policy Rule

Destination Address Translation
Translation Type None

Address Type

Interface
iP Address

A 3—TJ1I—X

B.IP7 FLX

C.HiRZ214 7

D. Ffi24 7

Answer: C (A —vt—T %KY

xR 97
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AVTUVICHT SFIRNIFEALELGLS HEENEEFIEEMEBENLZ I DT UOVERAT SLOHICHEBICHATIRRATA VI TANRMT—DED T T4 v ZMHET 5DITEIIDHEEEE
EnTLEOIM?

A.NO7)LEbry bTD—9 XDFEEIPT FL R

B.\QO7IL bRy FT—U XADC&CIP7 KL X

C.NNAZILERY FI—IZXANBHELTVWEIEEDHHIP7 FLR

D./SB7IL bRy FT—DXADF)AVIP7 FL R

Answer: A (A —yt—T %KY

BEOHD EBEG FRIISEREBENGI DT UOVERBT L-OICHERR FEFERATEHIRA M2 TOYITHITE RYO—CTHEIP7 RLRAYR MEFEALET,
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/content-inspection-features/edl-for-bulletproo

ExFTIEIRE: 98
Palo Alto Networks Security Operating Platform®D 7 —F 79 Fv & ZDFHBAE —BHIEFETLZELY,

=43, finspects all traffic to block

- Tt
L

Threat Intelligence Cloud

= Gathers, analyzes, correlates, and

% ¢ disseminates threats to and from the

Next-Generation Firewall Drag answer here network and endpoints located within the
= network.

& Inspects processes and files to prevent
- known and unknown exploits.

Advanced Endpoint ¢ 4 Drag answer here P

Protection -

Answer:
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G_rather§, analyzes, correlates, and : ' Identifies and inspects all traffic to block
disseminates threats to and from the : ’ Inown threats.
I
i
i

network and endpoints located within the
network.

Threat Intelligence Cloud

' Gathers, analyzes, correlates, and

[
|
|
|
|
|
: Identifies and inspects all traffic to block
|
|
|
|

e known threats. , | disseminates threats to and from the
Next-Generation Firewall , | network and endpoints located within the
| 1 network.
|1
o= T =G == e
| Inspects processes and filestoprevent } , Inspects processes and files to prevent
known and unknown explois. = "\ ur e its.
Advanced Endpoint | g Q | e@Ia D known and unknown exploits
Protection I - WL - g !' :
I [l
== == f=—=0x_- -
Explanation:

BBRAVTIOI VRISV R -2y b= BLUVRY FT—JRICEETEHI U FRA D MIHT HERZINE, 747, BEM T BIELET,
RERTFAT 24— -FTRTD LS T4 v I ZHINELVREL BMOERBZ IOV I LET  BELIVRRAVMRE- TOERET 7ML EREL BB I URMOTII R TOA +
L LET,

HTRIRE: 99

A—H—ZZIP7 FLRIZIYEVT T BHEEIDEFTLLEEILY, 3DFBIRLTLEZSLY,)
AF—brT+r—HR

B. syslog

C..R—rwvEVY

D. S ALK

E. —/\—E54R

F.rov 7

Answer: B,CE (* —vt—T %57

Ex#TERE: 100
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< B i Internet

SPAN or
Mirror Port

FROD—%2ZBETHE A VF—T—REIMIZIEZEDT =234 TERETRETLLOIMN?
A3y 7T

B. xR

C.L1¥—3

D. \—F¥I)LTAY¥—

Answer: (fRZEZ%RTT B)

FTERE: 101

Ty RIT—VEBEE FY P )=V EROOICBMIL—T 27O LEFERTILELNHY FET,

CHOBERD=HIZ NGFWRBIL—F —XED3DDEMIIL—T s 2o TR FaLEYR—FLTOETN? EDFBIRLTLLZELY,)
A. EIGRP

B. IS-IS

C.BGP

D. OSPF

E.ZoMNIHERY < FZ&Ly

Answer: CD.E (A —vt—T%5%Y)

ExFTEIRE: 102

R — T D REERT B=HICRERTOT7AIILDOEBEITENTTIN? 2OFIRLTLLEELY,)

A.y—nN—JaoJzrz7q4)L

B.ZBE7OT774)L

C.tXxaT47B774)L

D.AVA—2Jz—REEBEITOT7qIL

Answer: AB (A —vt—U%E9)

TJ7AT7 04— )LTCIE BIATOAT 7ML ERET IRIAL— TV RAEEELEFT RATOT7AILEFEMEI VI LT EAZIE TACACSIEWSEARIDTAIT7AILEEERT HE, TDER

EEJO07 7 A JLIETACACS+H— N—TOT7 7/ IILEZREUVHELET,

Ex#fERE: 103
VAT LATURLDENMUESNSAELWEFRZREL TS,
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Answer Area

Furst
Second
Third Drag answarm Custom URL Categories
Fourth Block List
Fifth Wfﬂg answer here Downloaded PAN-DB File
Sixth Drag answer here Allow Lists
Answer:
Answer Area
First Sixth  |swer here PAN-DB Cloud
Second | Fourth [swer here External Dynamic Lists
Third | Third Fwerﬂ q md—m URL Categories
Fourth First  |swer here Block List
Fifth - wnloaded PAN-DB File
| Sixth Second | Allow Lists

=FEIRE: 104

EEEL, A—Y—DREDA T RT7 TV =23V EFERATEDLIICTIRLENHY FT BIMNLBRETEROT7 TV Tr—>a v ZHaAd5ICIE  EBBE I 7ATI0+4—ILEEDLSITE
EINIEENTLLEIN?

AT7TNVr—23 T4V FERL, #7404 TATSLJEVWSERIZMIT EDRR VRTLATIVDA T4 R TAGS LY TATIUTIALNEERELET,

B. 77U =23 v I—T%#ERL ZTIICEDRRVATLZEMLET,

C.7IVTr—23arI4 B %&EHL, FO4 X TOTSLIEVWSEAERT RIZESRR YRATLIATIVTIANEGYVILET,

D. 7745 —>3avsIL—T %R L Office 365 Evernote Google Docs Libre OfficeZBM L E Y,

Answer: (&% XT9 D)
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&5t BA

FIVr—23 074031 AT73Y YTATI) 70/80— JYRVER HHELGE 21— —DERLEZTZ7IVS—2 a3 VERICESWTTZ I S—2a v EBMNICTIL—Td 540
DU bFTY, NE BATMIZERBLTOWVEWNWT TN r—23 o0ADT7 9 A EREIZEMIZLEVWD A—HF—HBT7 IR TELELSICLEWVEGEIZERTY  EXIE REENEHETHER
54 74 RXF045 S L Evernote, Google Docs, Microsoft Office 365% &) # BHICERTED L SICLIEZWMEGERENEAONE T , COLS BT TV r—2 3 VEREICEMNCTBICZIE, B
T3) EPRRVRATLIEYTHATIY T4 RTATSLNII—BTET TV r—23 T4V EZEBLET HLWFZITUr—232 74 XRTATSLINESEL HFLLTZ TJIDA
ERENDE CNHDFHLWT TN r—2a Vi EEER LT AL ICEBMIZ—BLEST, T4 LFICERLEBHIC—HITE7 IV r—2a v EREICHENICT H52HIC, R S—IL—)LR—
RAITEMDEREZMZSBEFIHY FEA,

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/app-id/use-application-objects-in

-policy/create-an-application-filter.htmi

TR 105

S IVIUTAANETNARIZETEIRA N TSIV T4 RIZKDE VALAREKY I bDT Y T7— FERRBRIEEDS SWVNTTM?
A. BB

B. 7 E{

C.&H

D. &8

Answer: (&% RT9 5)

#fERE: 106

T7AT 74— ILDFH L Wildfire 7UoFVAILR TR FYEFIVvITEHILSICHETEOIRMAEEENSSWNTTM?
A 59T

B. 17 &

C.24BfEC &

D. 30 C

Answer: B (A —vyt—T%EY)

WildFire Provides near real-time malware and antigirus sigil sz 2eated as a result of the analysis done by the WildFire
public cloud. WildFire signature updates are made available every five minutes. You can set the firewall to check
for new updates as frequently as every minute to ensure that the firewall retrieves the latest WildFire signatures
within a minute of availabilityy Without the WildFire subscription, you must wait at least 24 hours for the
signatures to be providéd in the Antivifus update.

A%#h7: PCNSA fERE&E L GoShiken.com MR SN 1=E4# LT LY PCNSA HEERIRESE ! GoShiken.com HERET D PCNSA HERRIREE #12HE L TLVEJ, GoShiken.com PCNSA HERRTRE (L
BT MBENEETIEVWET, &EHD GoShiken.com PCNSA fEREE %4 v 9 5 AL T 5 5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFFERE &5
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EHTERE: 107
PAN-OS/A—2 3 V10.0TEASNIEDNSEF 1 T4 H—ERICEALT ELVLRREIRDSIE5ENTTMN? 2DER)
A. PAN-DB & EHDIREZ S 7 T R—FIIBHTOT I T4 N—2a UHARETY,
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B. IFIDNSEH DL EMEZHFRLFT,

C.ITEEHMIZAMELEIh BESNFET,
D.#5>0O—KL=DNS7Yy7T—FDDNS T2 D 100K HIFRZMEE L FT,
Answer: AD (A —vtE—D#5%T)

R#TiERE: 108

FEEIEI LAN V—2FIE VPN V= RHESN DMZ V—2FzlE Untrust V=23 TDHODNS bS5 749w PIC—8BT5EFa)T4 RUD— IL—ILEERTIHELHY T,
FEEEE EERXY—VEREV—VNLANTHD F S T4 v ERELIEKLBUVL EERY—VEREV—VNVPNTHD F S 710 v EBE L ALY,
EDEF2)T4R)—RAUNZA TEFERITRETLLIN?

A1 +EoI—Y

B. 77+ k

C.AVEA—J—V

D. 2=/\—H)L

Answer: (fBZ % &RTT 5)

=ETEIRE: 109
X)) TA4R)O—=IL—ILIZEDWT AT - oNE S —ADITARTOFTP RS 74 v I IC—HBTBIL—IILIEHYFETHI?

AA3—a—2TFT 74Uk
B. 1294 FR—4L

C. NERDMZ

D. S8 5 DEA

Answer: A (A —vt—T%EY)

&ATERE: 110

EEENRT7 RLRAA T FEERTHICIE EDRTEI VI TAIEENWTTM?
A . E=42—

B. ik

C.RUI—

D. T/Af R

Answer: B (A —vt—T %KY

BT 111
EEEE 7IVG—2aVbBBOBNT Y I T—bERTDa2— LT BRI 7TYTT— DA VA b= )LE—FEHRERSEBICEESTRIELINTIHN?
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A. THIXEBEHZENICT S

B. LEWMEDA TS avERELET

C. M7 IV r—2avaENTH AT avaFERALTEEBMNIC B A—FLTAI VR M—JLJLET

D. EBENT Y ITT—bERBLER 7TV r—2aVEERZEBNIC BHoo0—FO&H L ETA VR F—ILLET,
Answer: B (A —vyt—T#%T)

BT 112

R —FTT 4 XA P DEEHEEIZMTTM?

A BAEOEARGEXF L) TAIL—IILERRARTISIET . EETIL—VOEREERLET,

B. DI 7AT7 74— IAUE—DEFa) T 1 )L—IL%Palo Alto NetworksDEREIZH#1TT %

C. ey a FRKICOJ ZEHRIT 5 1EFa) T14IL—ILZHIBRT S

D. R—bR—ZRDEF 2 YT AI—IWNET TV 5T—2a3 vR—ZAQDEFXF21 T AIL—ILIZEHRT S

Answer: D (A —vt—U%EY)

B SEEH . % & ¥ https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-new-features/app-id-features/policy-optimizer.html

=RETMEIRE: 113
Palo Alto Networks 7 7 4 74 —ILZERALTHLWEF 2 T4 V=V FERT 5 -OITWELFIEZIESFICHBAL ET,
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Step 3

Step 4

Step 5

Step 6

Answer:



B

ATYTN-Fy bIT—V 2 TEERLET

ATV T2-FAMELRTATLDYRA DS Y —VEBIRLET
ATy 73- [Bm)EER

ATYT4-I—VRBERET D
ATvI5-J—vB 4 TDEE
ATYT6-RECKELTSAVE—Tz—REEYETS

xPTRIRE: 114
INTY FUZEDCKREZECIZIE, EOFEBEMINESTLEIN?
AV—RETOI7AM4)L



B.URLZ 4 /LAY 7OaT74M4)

C. VA IILARREKITOT 7ML

D.MtssE 70274l

Answer: A (A —vyt—T %K)

DoSIREMEEX BERDT/INA RIZHT H2HRBIZKNT SHHBEZSSICHIETEI2IOTHY V- RETOT 7LD LEWMENT/NS ANDHEDCPSL— b E# LEE>TWSBEICESE R
%,

=ETERE: 115
X2 TA4R)O—=IL—ILIZEDVWT ATRY =N —ADITRTOFTP RS T4 v I I2—HBT BHIL—ILIEHYETHM?

. " = wdl D= B i s g L i W
' ~
1 CE
[E]
: n . m _Q*.n'-‘:\r._-."_h-l |
[ Y ] T e ca |..|_"_"'*_.r'h-|1.='-'""" £
™
A. NERDMZ

B.A 2 —a—2F 74k

C. &M 5 DHEA

D. 4 V%A RR—% )L
Answer: B (A —vyt—T%REY)

HTfEIRE: 116
RO Y—=2 3y MZEDIWT, ESRILF TSNz =T IL—TOBEMIXAITT M ?

Mame Trpe Zone Addiess User Zone Address AD Py

, o
A ZETOR—FTITZ7 TN T—23 AT Y ERERREICLET

B. J)L—7 DMZ)DA—H—MNIT7 TV 5—2 a3 V7O RRTEDLSICLET,
C.ON—T QDA —F—WNIT7 TV r—>a3 7O ATESELSIZLET,

D.DMZY —>RADQY—/N—[Z FED | A—H—HIKT7I X TELHELIIZLET,
Answer: C (A —vt—T%#ET)

BRI 117
EEENMBOBMN YR M LTHAEFHTEALES ELTVES, —HBOIY b ERETTRASIMNTRRESATVET,
CHDIZ7—DREAIFEITLLEIMN?
A EEICEESASERTLET,
B.IYrYETALEA—RTY,
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C.IVHJIZRERRBENEFNTULET,
D.TVRUMNEHLELTULET,
Answer: (fBZZRTT D)

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/exclude-entries-from-an-external-dynamic-list

BT RE: 118
RERSNEXF1VTARYD—RAIZE DI E SSHIFEDR— FTHAShFETH?

Source Destination
MName Type Zone Address | Zone Address | Application Service URL Action | Profile
Category
1| Deny Universal Inside | Any Outside Any Google- Application-d | Any Deny None
Google docs-base 0 J
2 | Allowed- Universal Inside | Any Quside Any Snmpv3 Application-d | Any Allengy - ot
security Ssh 1
Serv... 55l
3 | Intrazone- | Intrazone Any Any (intrazane) Any Any Any Any Allow None
default
4 | Interzone- Interzone Any Any Any Any Any Ay Any Deny MNone
default

A EFEDE

B. T 74 FR—F

C. — B EDH

D. SSLE K U'SNMPv3 &R LAR— k
Answer: B (A —vt—T %KY

HTEIRE: 119

EEEMN . TIAILFDONATIL—ILHOSEEN 7O0—%2K5N TS5 NATHL JL—LEERLEWEEZTWEY, ChETS5EOOREBELAEEIHY FTITM?
AT7TVr—23 4 —N—54 FFEDBEHINATIL—ILEERLET,
B.ELWNASA—RTHLWLNATIL—ILZEZERL BIRZ A T% BLIOFFEICLET,

C.tXxal)T4 RUD—IL—ILEEBLT, bZ 70y %FALET,

D.585%kA U3 — 7 2 —RICEMT HFFMINATIL—ILEERLE T,

Answer: (fBZ % RTT 5)

ExHTEIRE: 120

EEHEL RA M OHEBIZERASATOSFH LTI TICET 2EMEZITRY £9,

DIV TIX —REETITVr—23 DY I b7 EONBEEEERT S,

EBENI7ATI+—ILDBE TR FrT—E3R—REEBHLEE . EDEX1) T TAT7AIUNZOBEEREL 7o ERZTAY I LETM?
AEEELXIVTARI)I—IL—IIEREINEZT—2740L2)25T0T74)1L

EEEX LT AR D= —ILISERINSDAIILAREKETO T 7ML

REEX AT ARY =L —ILICERENDEEE IO T 7ML

REEX AT ARY == VIZEBRIND T2 7402 TOT 7ML

Answer: (fAZEZ%RTT B)
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Reconnaissance

Installation

stage where the attacker will explore

methods such as a root kit to
Command and Control ' er establish persistence

D

stage where the attacker has access to
- a specific server so they can

£ ans’ communicate and pass data to and
Act on the Objective Bont iafactan devices withina
network
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Act on the Objective

stage where the attacker has
motivation for attacking a network to
deface web property

Reconnaissance

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

Installation

L1

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network
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DST NAT: 1.1.1.100 10 10.1.1.100

Untrust-L3 Trust-L3

.

192.168.1.0/24

1.1.1.250 1.1.1.100/24
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|
|
I
|
|
i
i

=

& ¥

10.1.1.1']0(1
EDtFxa)T4R)O—IL—ILT WebH—N—A~AD LS T4 v IDNHFRAISINETMN?
A. Untrust (any) » & Untrust (10.1.1.100), Web 7552 >4 - 3]
B. SHE LA (F8) M SEELAL (1.1.1.100), YT T TS9O 04 - A
C.DMZ (10.1.1.100) ~DTME (EE). vz T TS9P0 T - A
D. DMZ (1.1.1.100) ~OFME (EE). vz T TS0 DT - A
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D.HA RKAZ2—MSHIVRTFLATDIV R EBIRLET,
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A. https://urlfiltering paloaltonetworks.com D™ = TH A tOAT I ZHERL TL &L,
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RYS—ToavE BEIERELET,
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Identifies and inspects all traffic to

Threat Intelligence Cloud A ALVON"
. NETW - block known threats

I - — L—

Gathers, analyzes. correlates, and '
disseminates threats to and from
the network and endpoints
located within the network

MNext-Generation Firewall

Inspects processes and files to
Advanced Endpoint Protection ag answer her prevent known and unknown
exploits.
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Threat Intelligence Cloud

Next-Generation Firem@II

Advanced Endpoint Protection

Threat Intslligencﬁtp d

Advanced Endpoint Protection
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No App Specified b
"hese are security policies that have no application specified and allow any application on the ¢ ice which can present a secunty risk. Palo Alto Network
'ou convert these service only secunity policies to application based policies. ;

App Usage

=d | Apps Seen Days with No New Apps. Compare Modified

Compare 2019-06-2...

incida_nartal x A B " = Camnare 2040 NA 2

4
A Rf=771)
B.H—EX
C
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Manage Locks tor Restricting
Configuration Changes

STRATA

Locking the candidate or running configuration prevents other Agdmiris!ralors from changing the configuration until you manually
remove the lock or Panorama removes it automatically (aftefa commit). Locks ensure that administrators don't make conflichng

changes 10 the same settings or interdependent settingsdiingedncurrent Iogin sessions

If you are changing settings that arg unrelated 1o the settings other adminisiaig s are changing in concurrent ses-
sions, you don’t need conligus atian Iocks 10 prevent commit-confCIS RSN queues commit operations and
performs them in thie ofder thar administratossaniliBie e Commits =g L & o B See |

A template or device grotp configuration pusilie il B Nrewall Hiw 10 the template or device group has a
commit ar config lock that an administrator sat MMIHM' Tirewall,
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URL Filtering ProfilesActions

STRATA

The URL F itering profile specifies wieb access and credential SubMmEsSion perm AT v, !ﬁi St h URL category. By defaull, site acorss
‘or all URL categories is set 1o allow when you L %. TH means that the users will be able 1o browse to
Ml sites freely and rhe rraffic will not be logged. You can customirdBb®WRL Fillering profile with custom Site Access seitings for eact
Lategory, of use The predefined default URL filtering profile on i fiNgaNBo allow access 1o all URL categones except the following

threat-prone categories, which it blocks: abused-drugs SIUNRS MBLIAY. hacking, malware, phishing, questionable, and weapons

For each URL category, sclect the User Credentipl SERmIBIIeNS 1o allow or disallow users from submitting valid corporate credentials

9 a URL in that category in onder 1044 . G W | ol Managing the ites 1o which users can submil credentials reguines
and you must first kN (5] URL categories with the Site Access sct 1o block are automatically
} ok Lse figs [ Lerr e o Y
Learn more about configuring a T o ensurne profechion agas nst URLS rhat have beon ob
L 1 sting m [ onte
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B. 70747
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B./—X

C.774ILH A4 X

D. A
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WildFire . 7 724 k> €% Y F 4 FOT 74 L > WildFire 47
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A. 2

B.3

C.4

D.5
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| Domain’s DNS Name lab.local |
Kerberos Server Profile lab-kerberos

Enable Security Log

Server Log Monitor Frequency (sec) 2

Enable Session

Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30

Syslog Service Profile

Enable Probing
Prove Interval (min) 20

Enable User Identification Timeout

User ldentification Timeout (min) 45

Allow matching usernames without domains [

Enable NTLM [

NTLM Domain_

User-ID CollegtorName i\

7 lab-client I fierosoft Active Directory client-a lab local
A. /KRR K lab-client AR A/ av bO—F(T&k>THRHEHEIAFELT,

B.1—4—IDI— 1Y hE_lab-clienté V3 SRILDMNE=T 74 79+ —ILIZEGShTOET,
C. KRR k lab-client A 2—H—IDI—Y x> hTkoTHREEShFELL -,

D.User-IDT— x ¥ b lab-client&E WS SRILDFF WV FAS Oy FA—FITERINTNET,
Answer: (&% X9 D)

| Connected
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B.URLZ 4 LAY 2770774 IEERL DNSL U HR—)JLURLATI TRV Y LET,

C.TUFARNAD T TAT7AILEERL DNSL U R—ILiREEEICLET,

D. VA ILARETO T 74 ILEERL DNSO VU R—ILIEEEEZBICLET,
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A. HTTP_CLI_, SNMP_HTTPS

B. HTTPS_SSH_ Telnet, SNMP

C. SSH: telnet HTTP_HTTPS

D. HTTPS_HTTP_CLI_ API

Answer: D (A —vyt—T#ET)

https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/firewall-administration/management-interfaces Palo Alto Networks 7 7 4 704 —)LZEEBT 32X UTDAI—H— A 2 —T A
AZERATEET,

DIJAVA—TJ 11— REFEATHE BEVCEREXEEZLBMBREICETTEET , DI F 71 HhNLA 23— 2 —XTIH HTTPS (HERELIGHTTPEFERLTI 74704+ —LICT IR
TE EREXRZITODICRELAETY,

AXV R4 A4 —T AR CL)ZERT 5L SSH (H#E) Telnet, F#/[EaVV— L R— MEHRTIOT U FZEHRLTANT S LT, —EDFI RV EETTEFET, CLIES U TILlaA
VA—TIA AT BEE—FEREE—FD2DDIAT U FE—FEYR—FLTHEY TR TNICHELGIT U FERT—F AV FOBEBEAHYET, ATV FORR MEE LHEXITEN
5¢& CLIRARGIGEREETEDERZRBLET,

XMLAPI #FIAT AT EBENERLEL BEOHARET T r—2 3 00RO M) LOHELTERTEFEFT XMLAPIHE HTTPHTTPS UV IR FELRARVRAZFEALTEESINT
Web 4—E XTI,

Panoramaz{fflH3 5 & HEHD T 74 794 —ILIZH L TWebA—RADEE LR— MR, ELUVRTREFEITTEZET,

Panorama®WebA 32— 2 —RIET77A 724+ —ILDWebf V23— 2 —X([ZPTWETHA SHEED-HDBMBEREN HEH > TWVET,

Ex#TERE: 195
RRSNEZEF2)T4RY—RANCEDIC L SSHIFEDR— FTHAINFETH?

Source Destination
MName Type Zone Address | Zone Address | Application Service URL Action | Profile
Category

1| Deny Universal Inside | Any Qutside Any Google- Application=d | Any Deny None
Google docssbhase

2 | Allowed- Universal Inside | Any Qutside ANy Snmpv3 Application-d | Any Al O \
security Ssh 1
SErv... 55l

3 | Intrazone- | Intrazone Any Any (intrazone) Amy Any Any Any Allow None
default

4 | Interzone- Interzone Any Any Any Any Any Ay Any Deny Maone
default

A. 22
B. 53
C. 80
D. 23
Answer: (&% %K 9 D)
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g‘% |?dentiﬁes and inspects all traffic to

; e a0\
Threat Intelligence Cl R RETiOF S N block known threats.

Gathers, analyzes, correlates, and
disseminates threats to and from
the network and endpoints
located within the network.

Next-Generation Firewall

D ~ Inspects processes and files to
Advanced Endpoint Protection - : prevent known and unknown
exploits.
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Threat Intelligence Cloud

s R
Next-Generation Firewall Threat | ce Cloud

Advanced Endpoint Protection

Next-Gen

ThreatlntEIiigencﬁcpd dis

Advanced Endpoint Protection
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ZRITTIBENHYET,

AJICREELEWRFS T4 v - 8T 5 EXa )T+ R)O—IL—LEERFERFEELET,

R)—IL—ILD FHLaV 8 THERL, eyl a & THRICOJZEHETH AT avEwFUIZLET,

EHERNBE 774 T 4+—I)LE=IEPancramab BEBRMER I 74 7IA—I)LICaZy FLET,

SEEH. OJDREREEE vy a &THOOY BEEE - Palo Alto Networks_ [Palo Alto Networks Certified Network Security Administrator (PAN-OS 10.0)] & 7=(& [Palo Alto Networks
Certified Network Security Administrator (PAN-OS 10.0)],
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A.BEHLES MR

B.BHEESAM R

C.EBRESAMEUR

D. ERIRIRE S A1 X
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XAV TAR)O—IL—ILDERERLELGDHAVR— U FMIENTIN?
A.ESEOJ774I)L

B.%B%A 3 —TJ 1 —RA

C.24 L7k (5)

D.77U—>3y

Answer: D (A —vyt—T%REY)

B SEEH
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A.Foro—Fk

B.LEa—R1)I—

C. TR FRUS—D—H

D.S9<FzvYy

Answer: (&% %K D)

RFTRIE: 202
IPOAILREA—FRIRRIBDT7 RFLRA Tz FE BREDEDEH TSR TESEITMN?
A ttxXa)T4KR)I—IL—)L
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B.ACC/ O—/\JLT7 4 LR —

C. SV EREIRY 1) R b

D.NAT7 LR T—JL

Answer: (&% F&K~9 B)

IPOAINEKA—FRRIBOT7 RLRA Tz ME X2V T4RYO—IL—ILTOHMERTEET,
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-web-interface-help/objects/objects-addresses IP7 A JL K AH— K< X

~IPv47 RLADRIZCAS Y2 ETRRY EOTRFEFIMBENHYEFT)DMSBATIPISILEA—FT7 FLRZADLTLEZE W, il

10.182.1.1/0.127.248.0, 74 L FA—KIRAY TlF €0 OEY FMI EBEHEOEY N 0THN—ZNBIPFRLRADE Y FE—HBTEIVERHB_EEFZRLET YR ID1T OEY MED
AIVEA—FEY FTHY HBRARDEY bN ATHN—ENBIPT FLADEY bE—HBITEIRERFHY EFLBA IPTRLRETAILFA—RIRTEZNATVICEBRLEST, —HOHIEL
T NAFTYRZ=ZRY FOOMMTIEX, T4 FA—FTRX21010I12& 2 T4DD—E 0001_,0011_1001, L U1011) BB NFET,

=HETHRE: 203
BAN—HESA T4 IILDREEEZE ELWGRBEE—HIETTLEEN,

Reconnaissance

stage where the attacker scans for
network vulnerabilities and services

Installation ) that can E:xplmt

stage where the attacker will explore
methods such as a root kit to

Command and Control establish persistence

stage where the attacker has access to
. a specific server so they can

communicate and pass data to and
AL UMD Qe eRIne from infected devices within a
network

Answer:
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Reconnaissance

Installation

stage where the attacker has
motivation for attacking a network to
deface web property

Installation

Reconnaissance

Command and Control

Act on the Objecti ) |

e i

ork vulnerabilities and services
hat can be exploited

stage where the attacker will explore
methods such as a root kit to
establish persistence

Act on the Objective

EX#TEIRE: 204

RENTWSEXa)Ta4RYD—DFITIE, ED2DDVTHA bR TAY I INFETHA? 2DFEERLTLEZSLY,)

LY
Name | Tags Zone | Address | Zone addi.:%sﬁ&mjf@m Service | URL Action | Profile
1 | Block- | outbound %ﬂ% Aoy | Any any Social- Deny | None
Sites el e |h networking
A. Facebook
B. YouTube
C. LinkedIn
D. Amazon

Answer: (&% &9 D)
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EHTEIRE: 205

FIPCEEIN=BEDH DT 7AINENLTRRMIRET S H-LGIIILYz7ICETLIEMEZITRY F£7,
T7AT70+—ILDER TR F T —IR—REZBHLEEZ EDEXa)T4TOT7ALDCOBRERIML RBRY FI—VZRELETTH?
AURLTZANLE YT TAIT7AUDNZELF LT AR O—IIL—IILISEREINET,
B.XEEXxaT4RYI—I—INERINDIT—R274L2) 057774,
C.ZEEF31VTARIIS—I—IIZTOFIAILRTAI7AIDNBERINETS,

D. MESs xR

Answer: C (A —vyt—T%EY)

EEEXAUTAR)O—IL—ILIZBEREND T a>TOaTr7M)L,

S

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles

#TEIRE: 206

A—HY—RZZFEBHNI—F—JIL—TIZTEDD=HIZFTHITTBHICIE, ED2ODHEEZFIATETETM? 20ERLTLESLY)
A. XML API

B. A JEnEDBEEZ J T

C. GlobalProtectT—> x> +

D. 2—#%—ID WindowsR—X I —L x> k

Answer: AD (A —vt—U%&9)

https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profile-actions

HTEIRE: 207

TORSRMNIF7AT7I+—IVIRETIEIRESNLGD ERHHOAD I 7A T 04— ILRETEHRESNGVT—270—DARAITENATTMN?
A 7ORNIU R

B. %18

C. XA

D. dtFE

Answer: (&% &RTT 5)

#TEIRE: 208

EHIEIE—-OBRYADI A7 EHBELTWET BE—DXRy FT—9 EIZ2EDActive Directory KA A Oy FA—S5—NHYFET 7747 I4+—ILDBETL—VIEIFEAEFHINATWE
HA,

BENDRY FT—HTlE, EDUser-IDT—2 2 FTHHTITH?

AEZERAAS 2Oy FA—=5—IZWindowsR—RADI—C v FAERASIhET,

B. 774 774 —IJLIZPAN-OSHEETI—C 2 b4 T7049 %

C. vy k7 —% LICCitrix?—Z F Y —N—I =V bHABRASNTOET

D. FAA D AUN—DRAEBR Y FT—VIZEEFA SN E=WindowsR—ZXADIT— TV k

Answer: A (A —vyt—T%EY)
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$RBA/S&E EF: https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/user-id/map-ip-addresses-to-users/ configure-user-mapping-using-the-windows-user-id-agent/configure-the-windows-
based-user-id-agent-for-user-mapping.htmi

XFTFEIE: 209
RnahztxaUT4R)O—HRAICEDC L SSHIFEDR— FTHAISNETMN?

Name Type Zone | Address | Zone URL Action | Profile
Category

1| Deny Universal | Inside | Any Dutside Any Deny None
Google

2 | Allowed- Universal Inside | Any Outside Any Allow None
CECUrity

3| Intrazone- | Intrazone | Any Ay | [irttazane) Any Allow | None
default i

4 | Interzone- | Interzone | Any Any Any Any ARy Ay Any Deny Hone
default

A —FHIEEDH

B. FEDHKR—k

C. T4 rR—F

D. SSLE K U'SNMPv3 & E LAR— k
Answer: C (A —vt—T #5K7T)

AR 210

SPAN or
Mirror Port

FROD—%EETHE A VA—T—REINIZIEEDT =234 TERETARETLLOIN?
A. koL

B. L14¥—3

C.Rv7J

D./ \—F ¥ LT A ¥—

Answer: C (A —vt—T #5&7)

TR RE: 211
EBEF BEDT7 TV r—2avIt/lT 5T I4IMDIEETIavELEEEL KDYITRS T4y 9%y LTICMPa—FEZEELVWEBFBZTVET,
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Bt & DBEIFITHRLEZELEINTLET, )
EDtEFa)T4R)O—TFo2avhInzE5|ERILTVSADTLELEIMN?
A Foyv7
B. ICMPEERREZHKE L T1EE
ClmAaztvyk
D. y—/n\—% 1ty k
Answer: B (A —vyt—T%EY)

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-policy/security-policy-actions.html

BE7%: PCNSA B (L GoShiken.com Mg EIN-EH LT L) PCNSA SHERRIRESE | GoShiken.com M ExFT D PCNSA HEREIEE it L TULVE T, GoShiken.com PCNSA &AL
BRI T MENEHTIIVET, &I®D GoShiken.com PCNSA FIEE X4 Y 9 5 AL T 5 5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFF 8 A

E BT ET 30%w iS50 — K: Freepdfdumps)

TR 212
BHREZXDOSIEM KR O—F - (IDoSKHER K TO T 7 A ILIZ—HEIETLESLY,

Threat Intelligence Cloud Drag answer here Identifies and inspects all trafnc to
block known threats.
Gathers, analyzes, correlates, and
Next-Generation Firewall sRraly answer here disseminates threats to an':'i from
i the network and endpoints
located within the network.
Advanced Endpoint Protection Drag answer here

Answer:
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Threat Intelligence Cloud Next-Gen TP YRR\ Lo - N oA fics andiSpeet Sl aticis

"2 block known threats.

-~

Gathers, analyzes, correlates, and
disseminates threats to and from
the network and endpoints
located within the network.

Next-Generation Firewall Threat Intelligence Cloud

Inspects processes and files to

Advanced Endpoint Protection Advanced Endpoint Protection prevent known and unknown
exploits.

ExHfERE: 213

A—H—E URLTZ A LA ) I DEF1 )T TAT7AILADEZT BIEROEIEEHIET E70 L a3V ERTTILELHYEITH?

A.URLZ 4 LB YT >HhT3Y

B.URLZ 1 LB YUY >URLT 4 LR ) VT ERRE

C.URLZANBY LT >4 054N TIYREE

D.URLZ 4 LAY V% >HTTPAY 4 —{EA

Answer: A (A —yt—T %KY
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/credential-phishing-prevention/set-up-credential-phishing-prevention#idfd42ebad-dOfc-
415a-aadc-e222fc2beb80

B PIRE: 214
FROBAA O TERERERI T, 77 AT I4—LD RS T 4 v Y BREDRRIZE S TLIEM?
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A MEBEERETO I 7MILOTI P avIick-oTIOv I EShFE LT,
B.7UFRIAzT77AT7ANLTIavIickoTIavsEnEL,
C.EXxalT4RIYI—DF7HavickYyavyShnEzLI:,

D. VM LAREEF AT TAIT7AILDTIavIZk-oTIAY I EhFEL:,
Answer: B (A —vt—T %KY

&#TEIRE: 215

EEEN NTOB) X FMZHINNEEZERT 5O FHTIV M) ZEMLTOWFET EBEBRFEFTZREFLLSIELTVETHS, OKIREZ U T L—RRICHES>TOWTERTEE A,
OKJRA UM L—RERINDIERELTEZONDBLDE2DEIFTLZEL, 20ERLTLLEZEW,)

AIVRYMNEHLELTWVET,

BIVMIMYURMDIVMYE—HLET,

C.AASNEIVRIEFUVR DIV R E—HBLERA,

D.ZODIVMYIZIETAILFEA—FRBNEENTLET,

Answer: A,C (A —vyt—T %K)

HTEIRE: 216

R)V—FTT4IA4 VDR O—Ea—X X2 )TAR)D—Ea—E¢EEDKSICEBYFETMN?
A L—ILDIEFIZEEHZEZHLVEREZA T3 VERBELET,

B. L—ILOFRARRERTLET,

C.EETHV—DFMETRLET,

D. L—ILIC&>TREENET7T TV r—>avaBELET,

Answer: A (A —yt—T#ET)
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PoliciesSecurity TIX IL—ILD T 4 LA ) DT OHREZFZETIEIETEFEFLA, CNIE IL—ILAR—=XRADKRY O— L—ILDIEFNEFE SN D18 TT , PoliciesSecurityPolicy OptimizerNo
App Specified, PoliciesSecurityPolicy OptimizerUnused Apps. & & U PoliciesSecurityPolicy OptimizerNew App Viewer (Saa$S Inline Security 4 7 X 9 1) T4 a v BEHBDIEE) T4 ILE2 U Y
TEXVEREZTEHE IL—IR—AADIL—IILDIEFFEESLFEA,

https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/app-id/security-policy-rule-optimization/policy-op

=ITERE: 217

SE NT—R—ILEL LOYELENEFDOSEICELFEL-, ERHIIHEDTIRZEDE=O SEBRETNT—FR—ILEL LDz THA b www.powerball.com) ~DTF7 I A &a[T 5
EICLFELE EELURLIZALEYUTD BEx T ATITIICEBFINTVWRMBOD T THA bADTHERITEILEESNATWET,

EEEHLPowerBallEX LDz THA MMITF7HOERATESL—AT, BExVIJILJURLATIVADTHIERZTAOY Y LEWEERITENRTTMN?

A. HRAZ L URL A7 %R L *powerballcom ZEBMLT . £Xal)T« FOT7AIILTHALET,

B.URLZ 4 LAY VT DEFRI ) X MZ*.powerball.comZBMLET,

C. powerball.com #X v > JJLURL AT I UMNSFETHIBRLET,

D.t¥Xxa!)T«4 R —DHFRIL—ILIZ URL www.powerball.com 72T & EBMLET,

Answer: (& %K D)

EXFTREIE: 218
BAN—BRESA ITHAVILDREEE, ELVGBAL—BHE TS,

Reconnaissance

stage where the attacker scans for
network vulnerabilities and services
Installation that can be exploited

stage where the attacker will explore
methods such as a root kit to

Command and Control " Drag answ establish persistence
stage where the attacker has access to

a specific server so they can
communicate and pass data to and
Act on the Objective Ron st detices withina
network
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Answer:

stage where the attacker scans for
network vulnezabilities and services

Act on the Objective
Reconnaissance
Reconnaissance
Installation B
Command and Control

stage where the attacker will explore
methods such as a root kit to
establish persistence

Command and Control

Act on the Objective

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network

=IEIRE: 219
AT LATURLDENINEBEINDAELWEFZRELTLEELY,




Answer Area

First Drag answer here
Second Drag answer here | ___-- srnal Dynamic Lists
Third Drag answerm 4 .Custnm URL Categories
Fourth M Block List
Fifth —Wag answer here Downloaded PAN-DB File
Sixth Drag answer here Allow Lists
Answer:

Answer Area

First Sixth  |swer here PAN-DB Cloud

| Second | Fourth iswer here External Dynamic Lists

Il Third ' Custom URL Categories

Fourth ' we Block List

Fifth | 1ftl Downloaded PAN-DB File

Sixth “f‘__‘ Allow Lists

EXFTREE: 220

EBEI BEDT7 IV r—2avItdT 5T IAHIEDETTIavELEEZL KDYICEST74v9%2TAY I LTICMPOI—F RELOBEFEELZELEIATVET 1 ZEELLE
EATCVWET EDEXF2YTARI)O—TFoO a3 vNnESISEILETMN?

A —N—%tvy k



B. ICMPE|EREEZWEL TEELET
C. kmy 7

D.liAZz )ty k

Answer: (&% XKTT D)

RFTERE: 221

PAN-OS 10.0CHR— hR—XDEF ) T4 R) O—IL—ILD—EBEZRTTHNRIFENTIMN?
AR)O—>EFXa2YT4>IL—ILOFER>T7TUNBESATLEEA

B. R —>tEFa)T1 > )L—ILER>KR—FOHIEE
C.RUL—>tFxaT4>IL—ILOFER>KRK—FR—XD/L—IL

D.RYL—>tFa T4 > )L—ILOFERKR > RERDT T

Answer: A (A —vt—T %KY
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/security-policy-rule-optimization/migrate-po

BT HRE: 222
RIRSNFERICEOVWT £Fa)T4R) D—HRANCDOVTE LLERRZ2DEUAG S, 2DF|IRLTLEZELY,)

Name Tags | Type Zone | Address | User | HIP Zone Address | Hit . | Last | First | Application | Service Action | Profile
Profile Count | Hit | Hit

1| Allow None | Universal | Inside | Any Any | Any Outside | Aoy - - . Office- Application- | Allow | None
Office program d...
Programs

2 | Allow FIEalalone | Universal | Inside | Any Any | Any Outsidel| fip- any fip-service.. | Allow | None
 aaalto o

|J‘u!m_k‘-- {3%00e | Universal | Inside | Any Any | Any Quits:dé | Any - - . facebook Application- | Allow | None
Social d...
Networkin

. WebH—/N\—~DFTPZEH AT % )L—ILTIE_ App-IDEFER L TFTPAHR SN ET,
N—w )Lty hO—F% 25 %509 % IL—ILTIE, FacebookD I R TDOHEEZHFRILFET,
.Office TAY S LZHATHIL—INETTV5—3 0 JIL—T#FRLTWET

D. Office 7RI S LZHATHIL—NLEFT TV r—3y T4 L3 —%FRALTUVET
Answer: AC (A —vt—T %K)

O w >

ATEIRE: 223

X1V TAR)O—L—ILOBRERELGDHAVR—FR U MIENTIN?
AEETO774)L

B. %A 32— —RA

C.24 L7k (4)

D.77U4—>3y

Answer: D (A —vyt—T%EY)

ZH .

<https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-web-interface-help/policies/policies-security/buildingblocks-in-a-security-policy-rule.html>


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2026-08-03.q289-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2026-08-03.q289-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2026-08-03.q289-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2026-08-03.q289-mondaishu.html

=FTERE: 224

Active DirectoryZ# R L TLWEWESIZ, A—F—BAEREZIE T 5-00FULEY ) 2 —2avEEnTIM?
AVZIRTFPATOTATAaIUODY

B. BREIAR—42 )L

C.ONL—TIvEVY

D. 7«4 LY FREAH—EX

Answer: B (A —vt&—T #5%Y)

RETIRE: 225
YR REEETHE EEEFAL—Y—ETR LI —Y—OFAN SSH 2 TITS5HP0T BXKUSSL7 IV Sr— a3 v HxFRLT, —RBMEGEA V22— y Y —/N\—EDMZH—
N—IZF7 I ERTEDELEIICTEILERAHBYET,

DMZ Zone

!, | UntrastZone
erver _ P o :

10.0.1.10/24

10019728 10 V111124 N
! Him——— .

172.16.16.1/24 ¢ 4192.168.0.1/24
Server |

100111724 |

Trust Zone
Wireless access

point

PC : Smartphone . . ?
.‘ : Wireless printer o
172.16.16.11/24  172.16.16.10/24 | 192.168.0.10/24 197 168 0 1124 1 92_5;* F_'ﬂ_ e

EDBENEFLWVERZL =0T DN ?

Source Destination
NAME |TAGS | TYPE |ZONE |ADDRESS  |USER DEVICE|ZONE |ADDRESS |DEVICE APPLICATION SERVICE
03-A |none |universal [PIOT-Guest[TA172 16 16.0%4 |Eny) || any MOz [C11.1.1.024 |any Essh # app
P Trust £ 9168 0.0/24 paiﬂﬂ_.,":’.‘-?- [C110.0.1.0/24 Euﬂb-browsmg
A. W
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Source ./ Deslination
NAME |TAGS | TYPE | ZONE ADDRESS ZONE |/ADDRESS |DEVICE APPLICATION |SERVICE
O4-A none juniversal :I{__’Jlt-Gue*ﬁt lT_‘:r!'I 721816 024 ™ Dz @S‘S!!'J = 2pp
Ut IR 192mme BB i 8 web-browsing
Source | ~ _ Destination
NAME |TAGS | TYPE | ZONE ADDRESS USER| DEVICE ZONE | ADDRESS DEVICE | APPLICATION | SERVICE
01-A | none |universal MIOT-Guest @TD 0.1.0/24 any |@ny ™ DMZ @1 1 1 .0/24 any Bssh # app
Bl B¥T0 2 4R (W ' M Untrust . . & ssl
,.ﬁ . b},:‘r,ﬁ_::j @ 172 16.16.0/12 @ 192.168.0.0/24 @ \’fﬁ'b'brﬂ’lﬁii”g
C. et == -
Source . | . Destination
NAME ZONE | ADDRESS USERE_-géﬁjg;Eiiﬁin ADDRESS |DEVICE APPLICATION | SERVICE
02-A | none |universal ﬁ?ﬂ;ﬁuesz @1?2 16.18.0/24 | any any JII"I DMZ |any any Bssh # app
rust 3102 168.0.0/24 | ™ Untrust %fy%b-bmws!ng
D |

Answer: B (A —vt—T %KY

=FTIRE: 226

X2 TFAR)—IL—=IEEXFaUTATOT7AILDOHEESRBAT H3D0DERBRIEIENTTH?
(DFRLTLEEELY,)

AtEF21UTAR)D—IL—IE FS T4 99 ZTAVIFERIEHFATEIIENTEET,

B.EXaTA4RUS—IL—IErS T4 v I EREBELEFTN, JAVI LEEHA,

C.EXxalT4RIYID—IL—NLIEEF2)T4TOAT7AINICHRFITOENATNET,

D. EXa)T47AT7ANIEEF YT AR O—IL—ILIZHEMAEINET,

E.tXal)T4708 774X SNz bS T4 v LTORMERT D2DELHY FT,

Answer: ADE (A —vt—T %Y

B PCNSA B (L GoShiken.com MR EINF-EH LT L) PCNSA SHAERRIREE | GoShiken.com M iz M PCNSA HEREIEE 1=t L TLVE T, GoShiken.com PCNSA tE&fERE (X
R C MENEETIIVET, ®HFD GoShiken.com PCNSA &£ %47 v k9 5 AlLZ B i5: https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html (36030%OFF I E&E A

E B ET 30%wiIEI5Io— K: Freepdfdumps)

xFTEIRE: 227

Palo Alto Networks 7 7 4 7+ —JLICEWVWT BRAJREBS L ULKR— bEREZRIO TRy ETRET S TL—2lEENRTTIHN?
A T—4

B.tt¥al) T4 0HE

C. &

D. *v kDO—5 1
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Answer: C (A —vyt—T%EY)

ExFTEIRE: 228

EEEI BRMOILNDIT RAA LV EITRTIAVIFERLIED VI R—ILTBEOIC VTILEIA LDV TR FYRREETT IHETENT ILENHYET,
CORERERDICIF, EDFIA TOR—MEI VDO UEFRAINIELONTLLEIN?

A. 1—H%—ID

B.¥alTsNEBIDY

C.77UID

D.a>7>YID

Answer: (&% &RT9 5)

HTEIRE: 229

A—H—MNURLIZCZIV AL LS ELIZEZFICOT IV NI ZERLBEWVWURLZ A LAY T TAT7ANTIaVIEENTTMN?
A F—nN—54F

B. A9 %

C.7mv¥y

D. #&lT%

Answer: B (A —vt—U%EY)

RBA/SEEF https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profile-actions

Ex#fERE: 230

BHNAI—Y—JIL—T TR EDQ&LSLBEREENDBEIZEYFETM?

A REGLA—T—THOEEOHLHTBINT H5EHEEZIRMT 5QoSKRY) O—ZEMT S

B.RELI—HV—1THOEEDHAFEHIH L TEEY A XAREZITIRIY O—FERT S

C.EERA—HY—THOERDHATHI NI 2BHEEZRET LRI O—ZHERT S

D. 7747 74—ILEEEOHMGT X FZEERT S

Answer: (&% &RT~9 5)
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/user-id-features/dynamic-user-groups#:~:text=Dynamic%20user%20groups%20help%20you,activity%20while % 20maintaining
%20user%20visibility.
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Answer Area

First Drag answer here

Second Drag answer here | ___-- srnal Dynamic Lists

Third Drag answarm > [ ..Custom URL Categories

Fourth M Block List
Fifth —Wag answer here Downloaded PAN-DB File
Sixth Drag answer here Allow Lists

Answer:
Answer Area
| First | [ Sixth _ |werhere PAN-DB Cloud
Second I Fourth  wer here External Dynamic Lists

| Thid | Third  |swerhere | [ Custom URL Categories

|  Fourth | First here Block List
Fifth Downloaded PAN-DB File
Sixth Allow Lists
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B. HEEL K— k tcp/dd22 D fop-44221E VWS BHIDH AL LY —ERA TS 1o REERKLET,
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C. EEE(X R— b tcp/4d22 Z15D fcp-4422 1L WS RARIDHRZ LY —ERFT TV Y FEERLET,
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https://docs.paloaltonetworks.com/wildfire/9-0/wildfire-admin/wildfire-overview/wildfire-concepts/wildfire-sign
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Fifth D ded PAN-DB File Downloaded PAN-DB File
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Application URL Profile
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General Settings

ik,

| L i

Accept DHCP server provided Hostname
Accept DHCP server provided Domain

Login Banner

— -

Force Admins to Acknowlefioe T8giBanner

SSL/TLS Service Profile  None v
Time Zone None s 4

—. T

Locale en v

- .

Lot |\

—
[

|| Automatically Acquire Commit Lock
__| Certificate Expiration Check
|| use Hypervisor Assigned MAC Addresses

|| Advanced Routing

|V" Tunnel Accelaration

A BEALVI—TJI—RERETHHITFERSINSSSL/TLSHESILDEREEZTEELET,
B. 9547V DI S IOYERIET H=OIFERASINS CAIIBAZZEELET,
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/device/device-certificate-management-ssiltls-service-profile
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Virtual Router - Static Route - IPv4 %
0.0.0.0
0.0.0.0/0
ethernetl/1
IP Address
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10
Unicast

BFI fle Disable BFD
Path Monitoring
A.BGP
B. #89)L— K
C. OSPF
D. T74IL MIL—b
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RES—2 DI RTHDL—HF—E DMZV -2V ADY—/N—~DTelnet7 7 L ADHZHAT SN EBELHYET , CDFA TDT IV LADHEHAT 55X T4 R) O—IL—ILDEF2D %
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Enable Security Log
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Enable Session
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Enable NTLM
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Enable Security Log -/
Server Log Monitor Frequency (sec) 15
Enable Session -
Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout -/
User Identification Timeout (min) 45
Allow matching usernames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name
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