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ATHERE: 1

An administrator creates a new Security policy rule to allow DNS traffic from the LAN to the DMZ
zones.

The administrator does not change the rule type from its default value.

What type of Security policy rule is created?

A. Universal

B. Intrazone

C. Tagged

D. Interzone

Answer: A (A —vyt—T %K)

ATEIE: 2

Which statement is true regarding a Prevention Posture Assessment?

A. The Security Policy Adoption Heatmap component filters the information by device groups,
serial numbers, zones, areas of architecture, and other categories

B. It provides a set of questionnaires that help uncover security risk prevention gaps across all
areas of network and security architecture

C. It provides a percentage of adoption for each assessment area

D. It performs over 200 security checks on Panoramalfirewall for the assessment

Answer: B (A —vyt—T%#ET)

Explanation

References:

AT 3

EBEQF BRGEATA7 IVTUoY Web A hADTIRZHIELE-VWEZFBZTHET, C
DEHEZERTSHICE END2DDODURLATITYZEZARXRZLURL ATIYICHAEHLEIME
NHYFTHM? QOBEBRULFZELY)


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html

A. 155 &Rk

B. X&) X4
CRKN)=—SVUTAF4T
D.&URY

Answer: A,C (A —vyt—T%EY)

=IEE: 4

Why should a company have a File Blocking profile that is attached to a Security policy?
A. To block uploading and downloading of any type of files

B. To detonate files in a sandbox environment

C. To analyze file types

D. To block uploading and downloading of specific types of files

Answer: (&% &RT~9 5)

&#TEIRE: 5

An administrator would like to protect against inbound threats such as buffer overflows and illegal
code execution.

Which Security profile should be used?

A. URL filtering

B. Vulnerability protection

C. Antivirus

D. Anti-spyware

Answer: (fRZE%RTd 5)

RITRIRE: 6

Which license must an Administrator acquire prior to downloading Antivirus Updates for use with
the firewall?

A. Threat Prevention License

B. Threat Environment License

C. Threat Protection License

D. Threat Implementation License

Answer: A (A —vt—T#ET)

EHMRE: 7

Panorama MEXE & Panorama NEET 5774 7O+ —ILEREICNVITvTTHENS T
EEHERETICE FLOVRT D2 —ILENEREIVRAR—bZFEMNTEEEFICENDTO +
JLEERTIDELNHY FTH?

A. SMB v3

B.FTP

C.HTTPS

D. SCP
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Answer: D (A —vyt—T%EY)

=ITRRE: 8

NOATFILERY R T—Y D74 T 94— ILEBEBTACS T4 v FTOvsTE3=0HIZFH
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Answer: ADE (A —vyt—UZET)

ATHEIRE: 9

Which protocol is used to map usernames to user groups when User-ID is configured?

A. TACACS+

B. SAML

C. LDAP

D. RADIUS

Answer: C (A —vyt—T%EY)

Explanation/Reference: https://docs.paloaltonetworks.com/pan-o0s/9-1/pan-os-admin/user-id/map-
users-to-groups.html

AT 10

Which license is required to use the Palo Alto Networks built-in IP address EDLs?
A. DNS Security

B. Threat Prevention

C. WildFire

D. SD-Wan

Answer: B (A —vt—T#ET)

Explanation/Reference:

Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/use-an-external-dynamic-list-
in- policy/builtin-edls.html#:~:text=With%20an%

EHTERE: 11

X2 T4 RYS—ZBKT 5HE User-ID DR b TS5 F 4 RIEATT H?

A. Limit User-ID to users registered in an Active Directory server.

B. Use only one method for mapping IP addresses to usernames.

CI— VIV rhAY—ERZFEHRLTWWENWY—2TUser-IDT—2 2  bEFRILET,
D. Deny WMI traffic from the User-ID agent to any external zone.
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Answer: (A& %RTd 5)

RFTHEIRE: 12

Which type of security rule will match traffic between the Inside zone and Outside zone, within the
Inside zone, and within the Outside zone?

A. global

B. intrazone

C. interzone

D. universal

Answer: D (A —vyt—T%EY)

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000ClomCAC

#TfEE: 13

Facebook Fv v FDFERAZHATIHELNSHS 2 DD App-ID 7TV 5r—2 3 UIEENTTHM?
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A JA4RTvY
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C.ITARTYIFvvyh

D.72xA4RTvHI A—)L

Answer: B,C (A —vyt—T%REY)

RHRIE: 14
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Answer: D (A —vt—T #5KT)

mHTERE: 15
An administrator is updating Security policy to align with best practices.
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Which Policy Optimizer feature is shown in the screenshot below?

A. Rules without App Controls

B. New App Viewer

C. Rule Usage - Unused

D. Unused Apps

Answer: (fBZZRTT D)
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/security-policy-rule-
optimization/migrate-port-based-to-app-id-based-security-policy-rules

=HTEIRE: 16
A= ay bz&kdE, REVWSITRIUAFWNVEI—F—D T IIL—TOBMIXATIT H?

Name Type Zone Address User Zone Address Apphcation
- versal gy e RS 3
AJTL—T RIRAQI—F—ITIT 7TV 75— v~"DF7 )2 REZHALET
B. TRTOD|A—H—MNDMZ V—2HDY—N—[ZT7 IV EXRTELLIICTLET
C.7IL—7 DMZJADA—H—WITF7I)r—2a V77 RATESLELSICLET
D. 1—H—HWFRTOR—FTIT 7TV r—2a3 V7o CRATEDELSICLET
Answer: A (A —vyt—T %K)
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PR 17
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D. FalIL—ILDHEE X3 T4 RYI— L—ILHBRRICERAINET,

Answer: (&% &RT9 5)

EHTfIRE: 18

Where in the PAN-OS GUI can an administrator monitor the rule usage for a specified period of
time?

A. Objects > Schedules

B. Policies > Policy Optimizer

C. Monitor > Packet Capture

D. Monitor > Reports

Answer: B (A —vt— U %% 9)

The Policy Optimizer is a feature in the PAN-OS GUI that allows an administrator to monitor the
rule usage for a specified period of time, as well as optimize the security policies based on the
traffic logs and recommendations. The Policy Optimizer can help the administrator to improve the
security posture, reduce the attack surface, and simplify the policy management. The Policy
Optimizer can be accessed from Policies > Policy Optimizer in the PAN-OS GUI. Reference:
Policy Optimizer, View Policy Rule Usage, Updated Certifications for PAN-OS 10.1

EFTERE: 19
Based on the Security policy rules shown, SSH will be allowed on which port?

Source Destination
Name Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| Deny Universal Inside | Any Qutside Any Google- Application-d | Any Deny None
Google docs=hase

2 | Allowed- Universal Inside | Any Qutside Any Snmpv3 Application-d | Any Allow None
security Ssh
Serv... ssl

3 | Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any Any Allow None
default

4 | Interzone- | Interzone | Any Any Any Any Any Ay -”"Any Deny None
default | '

A. same port as ssl and snmpv3
B. any port
C. only ephemeral ports
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D. the default port
Answer: D (A —vt—T %KY

RFTEIRE: 20

Ny b 72— JORFIZ 7TV r—2a VERTEITIND 2 2070 RIEENTT
M2 2OBEEULCIZELY,)

A NRNF—UR=Z2DT7 T)r—= 3 V#EH

B. 77— 3yA—nN—54 KKR)—D—
C.tylar7IUr—SavhiEilanhfzLl:
D.77Ur—SavhavToygBnoERINELLE:

Answer: (fRZE % RTT 5)
http://live.paloaltonetworks.com//t5/image/serverpage/image-id/12862i950F549C7D4E6309

Ex#fERE: 21
EHEEZBLT. X2 )T RUS— L—ILICEALTELW 2 DDA T 3 vIEENTTH,
ROEEULLESELY,)

Name Tags | Type Zone | Address | User | HIP Zone | Address '™ 1(@&& irst | Application | Service Action | Profile
Profile s P

1] Allow Noae | Universal | Innde | Any Any | Any Outnde | Any - . . Offfice. Applicatica- | Allow | Noae
Office program d
Programas

2| Allow FTP | None | Universal | Inside | Aay Aay | Aay Outside | fip- - . . any fip-service.. | Allow | None
to web ser serier

3| Allow Noae | Universal | Inside | Aay Any | Aoy Outsade | Aoy - - . facebook Applicatson- | Allow | Noane
Socul d
Networkin

A. Office 7RT S LEZHATBHIL—IVETTIr— 30 T4 W3 —%FHLTWET

B. Web H—/\—A~® FTP 2589 % /)L—/LTIX_ App-ID ZFEHA L= FTP NFAmShTULET
C.Office 7O S LZHATHIL—IIET TV r—2 30 JU—T#FEALTUHET
D.V—S%)L 3y hID—X 25 %03 5IL—IL T _Facebook DTN TDHEEZHFRAILE T,
Answer: AD (A —vyt—T%EY)

Web H—/\—~® FTP Z# A § 5 )L—ILTIE _APP-ID TlEHE L R—FR—ZADJIL—ILEFAL
TFTP AFFRISNZET,

EFTERE: 22

Which object would an administrator create to enable access to all applications in the office-
programs subcategory?

A. HIP profile

B. URL category

C. application filter

D. application group

Answer: C (A —vt—T %#5KT)

BT RE: 23
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Internet

SPAN or
Mirror Port

Given the topology, which zone type should interface E1/1 be configured with?
A. Virtual Wire

B. Tunnel

C.Tap

D. Layer3

Answer: C (A —yt—T #ET)

EHTEIRE: 24

The Palo Alto Networks NGFW was configured with a single virtual router named VR-1.
What changes are required on VR-1 to route traffic between two interfaces on the NGFW>
A. Add interfaces to the virtual router

B. Add zones attached to interfaces to the virtual router

C. Add a static routes to route between the two interfaces

D. Enable the redistribution profile to redistribute connected routes

Answer: (&% &RT~9 5)

=ATfERE: 25
Ag)—o g3y bz&dE, ELWS SRRV ELI—F—D T IL—TOBEMIERITT HM?

hame Type Zone Address User Zone Address Apphcabon
' oy o o !
A JIL—T DMZJADLA—HF—NIT 7TV 75— a3 VIZF IV ERATESELIITLET
B. TRTOD|A—H—MNDMZ V—2HDY—N—[ZT7 IV ERXRTELLIICTLET
C.A—H—MNIRTOR—FrTITF7IVSr—2aVICT7IERTELLSITLET
D. JIV—T RIRDA—H—[CIT 7TV 75— 3 o~DT7 I EREHALET
Answer: D (A —vt—T %KY

Ex#TfEIRE: 26
YAN—BREDSA ITHAVIREER LT REENVEHOI L U OMBIEICH L TEEDH
H2A—FERITTESHIRBERELET,
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Cyber Attack Lifecycle
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Rt rvrd iiande VW eapon § aleom {)(-In,.-'-r-' Exploitatwon It allation & Control Cl;.lﬁg.-\...—-
7 “ w N - 7 -

A BE

B.41 X =)L
C.T/RX7O4 bk

D. BAZIZEDWTITEIT 5
Answer: C (A —vyt—T%REY)

RATERE: 27

Which table for NAT and NPTv6 (IPv6-to-IPv6 Network Prefix Translation) settings is available
only on Panorama?

A. NAT Target Tab

B. NAT Active/Active HA Binding Tab

C. NAT Translated Packet Tab

D. NAT Policies General Tab

Answer: A (A —yt—T%#ET)

The NAT Target tab is a table that allows you to specify the target firewalls or device groups for
each NAT policy rule on Panorama. This tab is available only on Panorama and not on individual
firewalls. The NAT Target tab enables you to create a single NAT policy rulebase on Panorama
and then selectively push the rules to the firewalls or device groups that require them. This
reduces the complexity and duplication of managing NAT policies across multiple firewalls1.
Reference: NAT Target Tab, NAT Policy Overview, NPTv6 Overview, Updated Certifications for
PAN-OS 10.1.

ExHfERE: 28

What is the correct process tor creating a custom URL category?
A. Objects > Custom Objects > URL Category > Add

B. Objects > Security Profiles > URL Category > Add

C. Objects > Security Profiles > URL Filtering > Add

D. Objects > Custom Objects > URL Filtering > Add

Answer: A (A —vyt—T%EY)

EHTRIRE: 29
Given the topology, which zone type should zone A and zone B to be configured with?


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html

Firewall ‘&&--ebt
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A. Virtual Wire

B. Tap

C. Layer2

D. Layer3

Answer: D (A —vt—T%#ET)

X FTEE: 30

NATZILELRY RT=9 D747 04— ILEFRLTHFLOEF2 YT V-V EERT 51
DICHELGFIEZETRLET,

Select Zones from the list of
Step 1 Drag answer here available items

Step 2 Drag answer here
Step 3 Drag answer here
Specify Zone Name
Step 4 '
Select Add
Step 5
Specify Zone Type
Step 6

Answer:
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Step 6

B
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ATy T 3-[BM] EERLET

ATvT4-J—VRZDIEE
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ATV T6-BEICHLTAVA—T A REEYLHTS

mETIRE: 31

Which administrator type utilizes predefined roles for a local administrator account?
A. Device administrator

B. Role-based

C. Superuser

D. Dynamic

Answer: D (A —vyt—TU%#ET)
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ExHfERE: 32
Given the scenario, which two statements are correct regarding multiple static default routes?
(Choose two.)

Multiple Stap@PsGE\\ Butes

Firewall

VR1
1\
M

default-route default-route

A. Path monitoring determines if route is useable

B. Route with lowest metric is actively used

C. Path monitoring does not determine if route is useable
D. Route with highest metric is actively used

Answer: AB (A —vt—T%ET)

R 33

Assume a custom URL Category Object of "NO-FILES" has been created to identify a specific
website.

How can file uploading/downloading be restricted for the website while permitting general
browsing access to that website?

A. Create a Security policy that references NO-FILES as a URL Category qualifier, with an
appropriate Data Filtering profile
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B. Create a Security policy with a URL Filtering profile that references the site access setting of
block to NO-FILES

C. Create a Security policy that references NO-FILES as a URL Category qualifier, with an
appropriate File Blocking profile

D. Create a Security policy with a URL Filtering profile that references the site access setting of
continue to NO-FILES

Answer: B (A —vyt—T%EY)

RFTEIRE: 34
Based on the screenshot what is the purpose of the included groups?

Narma Type e Address User Zone Address Application Service Action
1 allow-it  universal pm inside  any it I o8 it-1ools application-default & Allow

A. They are only groups visible based on the firewall's credentials.

B. They are used to map usernames to group names.

C. They contain only the users you allow to manage the firewall.

D. They are groups that are imported from RADIUS authentication servers.

Answer: B (A —vyt—T%EY)

Reference:

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-users-to-groups.html

EHTERE: 35

ARBLURLATIN ATV FEERT BGE BNGEEA TEENTTH?
A.hT3)—%

B. KAAV—H

C. "R +4&

D. 74 ILFAh—F

Answer: (f8&ZRT9 B)

FTEIRE: 36
AT—FAVMERBSEET , EF2V T TAITFANE RS Ta v ETOY Y FIIEEH
AICEET,

A. FBA7E tep £HIEAFBAE udp 574090 L

B. cS 74 vV ZHATEHEF) T R)I—IC&>TEHEiShi=t&

C.txalT4 R)I—IZk->TEMINBHI

D. hS 74 vV %HuFELIETAYITE5EFaT4 R)—ICk->TEMINI=E&
Answer: (& &%~ 9 5)

E5EA
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FTERE: 37

You receive notification about new malware that infects hosts through malicious files transferred
by FTP.

Which Security profile detects and protects your internal networks from this threat after you
update your firewall's threat signature database?

A. Antivirus profile applied to inbound Security policy rules.

B. Data Filtering profile applied to outbound Security policy rules.

C. Vulnerability Protection profile applied to outbound Security policy rules.

D. URL Filtering profile applied to inbound Security policy rules.

Answer: A (A —yt—T%#ET)

Ex#fERE: 38
The firewall sends employees an application block page when they try to access Youtube.
Which Security policy rule is blocking the youtube application?

Source Destination |
Name Type Zone | Address | Zone Address | Application | Service [ Ra e Ao Laetian |\ Profile

Deny Universal Inside | Any Outside Any Google- Applicationh None
Google docs-base
Allowed- Universal Inside | Any Outside Any Snmpv3 Application-d Allow None
security Ssh
serv... ssl

Intrazone- | Intrazone Any (intrazone) Any
default

Interzone- | Interzone Any Any Any
default

A. allowed-security services
B. Deny Google

C. intrazone-default

D. interzone-default

Answer: (&% XKTT D)

RFTERE: 39

Which interface type is part of a Layer 3 zone with a Palo Alto Networks firewall?
A. Aggregation

B. High Availability

C. Aggregate

D. Management

Answer: C (A —vt—T%#EY)
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=#ERE: 40

A—H—ZFIPF7RLRIZTYELVST T B3 DOFEIIAMTIMN? §20ERULCESLY,)
A H—/\—ER

B. ¥4 ALK

C.tk5v7

D.A—b+rTJ#+—hH XA

E..R—kwvELST

F. syslog

Answer: AEF (A—vyt—T%%T)

HTREE: 41

Match each feature to the DoS Protection Policy or the DoS Protection Profile.

Threat Intelligence Cloud

Next-Generation Firewall

Answer:

Threat Intelligence Cloud

Next-Generation Firewall

X HTREE: 42
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A.CLI Ta< > K fesetrules]#AAL _Enter ¥—%#LFET,

B. /L—ILERARTL IL—ILZEIZUL—IL EY F AoV 2—D) Yy M >[ERShiz)L—
W ZERLET,

C.O7AT7I+—ILEBEBMLET

D.L—ILEY R HADUA—DEY N >[TRTOIL—IL]|FTLavEFERALET,
Answer: D (A —vt—T %KY
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-web-interface-help/policies/policies-
security/creating-and-managing-policies

RFTHEIRE: 43
Place the steps in the correct packet-processing order of operations.

Operational Task Answer Area
Secull" L grofliie’enforcement || -~ first
decryption | second
zone protection it -~ third
App-ID : fourth
Answer:
Operational Task Answer Area
2 . 18
Security profile enforcement ||| zone protection Tirst
decryption _.J4 décryption . second
: 1 _— g_._; .;_ |... = oo T . : e e
zone protection Security profile enforcement | third
App-ID ||App-1D fourth

PR 44

App-ID AVFUYDEHICEALTELWLW 2 DORRBIEIENTIN? COHEEULLESLY,)
ABHFINETIUS—ararTovickyY X274 RUD— IIL—IILOBERBZEMN
EEINDAEEENHY FT


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html

B. 77— 3y avToYDEHRE LW TV r— 3 VIIEREIZFFTHET S0
ENHYET

C.EHFEDEXxa1UTa RUS—L—LIE TIIVTr—230 avTUoYDEHOFEEEZITE
‘A,

D.77U—>3y avTUoYDREHE FLWT T r—a UNBEMICENSh SES
nEY,

Answer: (&% &RT~9 5)

FLWLApp-ID ABASHh BEDEHICKDTIFATI+—ILICEESNSE T ILF—&
BEEB=TT IV r—23 08T 1L —DEFMICEHRINEST, I 521
T4 R)—ERBICHESTLIEEFNERNDRICNMZA L ENTEFET,
https://www.paloaltonetworks.com/resources/techbriefs/app-id-tech-brief.html

&FTIEIRE: 45

Which statement best describes the use of Policy Optimizer?

A. Policy Optimizer can display which Security policies have not been used in the last 90 days

B. Policy Optimizer can add or change a Log Forwarding profile for each Secunty policy selected
C. Policy Optimizer on a VM-50 firewall can display which Layer 7 App-ID Security policies have
unused applications

D. Policy Optimizer can be used on a schedule to automatically create a disabled Layer 7 App-ID
Security policy for every Layer 4 policy that exists Admins can then manually enable policies they
want to keep and delete ones they want to remove

Answer: C (A —vyt—T %K)

RFTEIRE: 46

Panorama D EZIZY—2RETOT7AILEFRELFTH?

A #*EF

B.7>7L—F

C.TI\ARTIL—T

D./\/ 53427

Answer: B (A —vyt—T%EY)
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/use-case-
configure-firewall
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HTERE: 47
RORT Y TE N7y FRBEEORNL, D

REFTHIEFTERELET,

content inspection P

al 1.‘ m(y |m'kl.ﬂ'.| p .

DoS protection

Answer:
Fontent inspection -

MI2WE mniTa

IDoS protection first

i~

IQOS shaping applied

secol

Secunty policy lookup

third

[DoS protection

HTRE: 48

How many zones can an interface be assigned with a Palo Alto Networks firewall?
A. two

B. three

C.one

D. four

Answer: C (A —vt—T %K)
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mFTIRE: 49

If the firewall interface E1/1 is connected to a SPAN or mirror port, which interface type should
E1/1 be configured as?

A. Layer 2

B. Tap

C. Virtual Wire

D. Layer 3

Answer: B (A —vt—T #KT)

=FERE: 50
Given the detailed log information above, what was the result of the firewall traffic inspection?

Detalied Log View
[=

Sewan 10 ML SemarE e
MTon  Grop Souse 197 1B 100 TS
el 1D aarow DAG
Aapa #ree B
A Cnaboared Dbl

172 WAG o
CHnvry 193308355355

P dajul
0 ST Zone Servn
Damwrr 0 (003% D000 a4 1 [ )
PPl i MATE AT 19084 58
g A sk b MAT Bpn 28391
Caratemtee Teme O 1AMUTT GF07 49 N forwyrten fae F 001 0.0
Rrceve Teme 203170027 020233
T Type bk

| Peguat Count I

Vit higmr
UL 391 114 T in-ai arpa

Parva Mush O

Feap i O
Source UALRD
(CE——1
Evprasmic Lnte

A. It was blocked by the Anti-Virus Security profile action.
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B. It was blocked by the Vulnerability Protection profile action.
C. It was blocked by the Anti-Spyware Profile action.

D. It was blocked by the Security policy action.

Answer: C (A —vt—T%#EY)

ExHfERE: 51
In the example security policy shown, which two websites would be blocked? (Choose two.)
Mame Tags Zone N ;ddren Zone ) -An.:ldl.'-en Application Service URL Category Action Profile

1 | Block-sites 8] 1 inside  any P putside  any any any social-networking @& Deny none

A. Facebook

B. Amazon

C. YouTube

D. LinkedIn

Answer: (fBZZRTT D)

Ex#TfERE: 52

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Identifies and inspects all traffic to block

known threats.
Threat Intelligence Cloud Drag answer here

network and endpoints located within the
network.

l _ GGathers, analyzes, correlates, and
@ disseminates threats to and from the
a it

Next-Generation Flrewall

\ Inspects processes and files to prevent
known and unknown exploits.

Mhﬂﬁolnl
~Protection

Answer:
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Threat Intelligence Cloud Drag answer here Drag answer here

Nt.i-weneration Firewall Drag answer here Drag answer here
Advan c‘ed Endpoint Drag answer here Drag answer here
Protection

B#T[EE: 53

FIVr—23 0 =T FHTPH FOBREIIRITT M?

A. R O—TRKRICIEWFWT TV r—a oRNEENRTHET
B.EEZLE7IVr—avEBHICEOWTT7 I r—2a v E 8MICIL—TELET,
C.7FVr—avDBHENR—bETALINLERLET,

D.L—ILFEEEFBEA TV FOBMEREL IL—ILR—XELYBEYIZEET HDICHEII
5FY,

Answer: A (A —vyt—T%FEY)

TIVr—23 0 GL—TIE R)—ATRKICKSIDENHDET7 TV r—avez884 T
SO RTT , TIV =230 JL—TE HBATOEREHRNICHFRILEZ7 T r—
AUANDT I EREBRTADIZIUBFES RBaSn=7 IV r—3 & )L—Tkd
5L N—IAR—ADEBIERIEINET HR—+FB37 TV 5—2aVIZEBRNH 125
BIZERDR) O— L—ILEEBHTEIROYIC EEEZRFEZT7TVr—3 v JIL—T0OH%
HHTEERT,
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/app-id/use-application-objects-in-
policy/create-an-application-group

R#TEIRE: 54

What must be configured before setting up Credential Phishing Prevention?

A. Anti Phishing Block Page

B. Threat Prevention

C. Anti Phishing profiles

D. User-ID

Answer: D (A —vyt—T%EY)

To enable credential phishing prevention, you must configure both User-ID to detect when users
submit valid corporate credentials to a site (as opposed to personal credentials) and URL Filtering
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to specify the URL categories in which you want to prevent users from entering their corporate
credentials.
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/url-filtering/prevent-credential-
phishing

Ex#TERE: 55

Based on the graphic, what is the purpose of the SSL/TLS Service profile configuration option?
General Settings W

Login Banner
S5L/TLS Service Profile  None v
Time Zone None v
Locale English -
Date -
Time -
Latitude
Longitude

Automatically Acquire Commit Lock
Certificate Expiration Check

Use Hypervisor Assigned MAC Addresses
GTP Security

SCTP Security

v Policy Rule Hit Count

A. It defines the SSUTLS encryption strength used to protect the management interface.
B. It defines the CA certificate used to verify the client's browser.

C. It defines the certificate to send to the client's browser from the management interface.
D. It defines the firewall's global SSL/TLS timeout values.

Answer: C (A —vt— )

Ex#TfEIRE: 56
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Which three Ethernet interface types are configurable on the Palo Alto Networks firewall?
(Choose three.)

A. Virtual Wire

B. Tap

C. Dynamic

D. Layer 3

E. Static

Answer: (A %RTd 5)

Palo Alto Networks firewalls support three types of Ethernet interfaces that can be configured on
the firewall: virtual wire, tap, and layer 31. These interface types determine how the firewall
processes traffic and applies security policies. Some of the characteristics of these interface types
are:

Virtual Wire: A virtual wire interface allows the firewall to transparently pass traffic between two
network segments without modifying the packets or affecting the routing. The firewall can still
apply security policies and inspect the traffic based on the source and destination zones of the
virtual wire2.

Tap: A tap interface allows the firewall to passively monitor traffic from a network switch or router
without affecting the traffic flow. The firewall can only receive traffic from a tap interface and
cannot send traffic out of it. The firewall can apply security policies and inspect the traffic based
on the source and destination zones of the tap interface3.

Layer 3: A layer 3 interface allows the firewall to act as a router and participate in the network
routing. The firewall can send and receive traffic from a layer 3 interface and apply security
policies and inspect the traffic based on the source and destination IP addresses and zones of
the interface4.

R#TERE: 57

Refer to the exhibit. An administrator is using DNAT to map two servers to a single public IP
address. Traffic will be steered to the specific server based on the application, where Host A
(10.1.1.100) receives HTTP traffic and Host B (10.1.1.101) receives SSH traffic.
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DST NAT: 1.1.1.100 to 10.1.1.100 Dst Port 80

1.1.1.100 to 10.1.1.101 Dst Port 22
Untrust-13 : Trust-13
| - . ]
1.1.1.250 N I

192.168.1.0/24

-

Which two Security policy rules will accomplish this configuration? (Choose two.)
A. Untrust (Any) to DMZ (1.1.1.100), ssh - Allow

B. Untrust (Any) to DMZ (10.1.1.100, 10.1.1.101), ssh, web-browsing - Allow

C. Untrust (Any) to Untrust (10.1.1.1), ssh - Allow

D. Untrust (Any) to DMZ (1.1.1.100), web-browsing - Allow

E. Untrust (Any) to Untrust (10.1.1.1), web-browsing - Allow

Answer: AD (A —vyt—T%EY)

m#TfIRE: 58
Match the Cyber-Attack Lifecycle stage to its correct description.

Reconnaissance

stage where the attacker will explore
methods such as a root kit to
Command and Control - hen establizh persistence

stage where the attacker has access to
a specific server so they can
£ communicate and pass data to and
Act on the Objective St infeciad devices itk s
netwaork
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Answer:

Installation

Command and Contral

1

Act on the Objective

Explanation:

Reconnaissance - stage where the attacker scans for network vulnerabilities and services that

can be exploited.

stage where the attacker has
motivation for attacking a network to
deface web property
stage where the attacker will explore stage where the attacker scans for
methods such as a root kit to network ilities and services
establish persistence W
C O
stage v stage where the attacker will explore
a specifiehs methods such as a root kit to
ol huni establish persistence
1 e
L |
stage where the attacker has stage where the attacker has access to
motivation for attacking a network to a specific server so they can
deface web property communicate and pass data to and
from infected devices within a
network

Installation - stage where the attacker will explore methods such as a root kit to establish

persistence Command and Control - stage where the attacker has access to a specific server so

they can communicate and pass data to and from infected devices within a network.

Act on the Obijective - stage where an attacker has motivation for attacking a network to deface

web property

EX#TREE: 59

You have been tasked to configure access to a new web server located in the DMZ Based on the
diagram what configuration changes are required in the NGFW virtual router to route traffic from

the 10 1 1 0/24 network to 192 168 1 0/247?




Ehll -1721612 H

AR I I LT rrr N\ V_/ g

811
. LLL 5 LTI ¢ E
2 T THI Qmu.m;m.u =
: =

10111 v wabseraor acrme com

192 168 1 10

el Choing
101.1.2

A. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of
192.168.1.254

B. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of
192.168

1.10

C. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/2 with a next-hop of
172.16.1.2

D. Add a route with the destination of 192 168 1 0/24 using interface Eth 1/3 with a next-hop of
172.16.1.2

Answer: (& %X D)

Ex#fERE: 60

The data plane provides which two data processing features of the firewall? (Choose two.)
A. reporting

B. network processing

C. signature matching

D. logging

Answer: B,C (A —vyt—T%EY)

= HTERE: 61

Which two features can be used to tag a user name so that it is included in a dynamic user
group? (Choose two)

A. XML API

B. log forwarding auto-tagging

C. GlobalProtect agent

D. User-ID Windows-based agent

Answer: (fBZ % &RTT 5)
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https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-
filtering-profile-actions
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ExHfERE: 62
An administrator is reviewing the Security policy rules shown in the screenshot below.
Which statement is correct about the information displayed?

T
- = -
p—

LL -1 - a—
| e——

[ gm—

HHH
'S RRRARE

F
I
KR

A. The view Rulebase as Groups is checked.

B. Eleven rules use the "Infrastructure* tag.

C. There are seven Security policy rules on this firewall.
D. Highlight Unused Rules is checked.

Answer: A (A —vyt—T%EY)

EHTIRE: 63

Which path in PAN-OS 10.0 displays the list of port-based security policy rules?

A. Policies> Security> Rule Usage> No App Specified

B. Policies> Security> Rule Usage> Port only specified

C. Policies> Security> Rule Usage> Port-based Rules

D. Policies> Security> Rule Usage> Unused Apps

Answer: A (A —vt—T%5&9)

Explanation
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/security-policy-rule-
optimization/migrate-po
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= HTERE: 64

You receive notification about a new malware that infects hosts. An infection results in the
infected host attempting to contact a command-and-control server.

Which Security Profile detects and prevents this threat from establishing a command-and-control
connection?

A. Vulnerability Protection Profile applied to outbound Security policy rules.

B. Antivirus Profile applied to outbound Security policy rules

C. Anti-Spyware Profile applied to outbound security policies.

D. Data Filtering Profile applied to outbound Security policy rules.

Answer: (fAZE%RTT 5)

&#[EIRE: 65
Based on the security policy rules shown, ssh will be allowed on which port?

Source Destination
Name Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| Deny Universal | Inside | Any Outside Any Google- Application-d | Any Deny None
Google docs-base

2 | Aliowed- Universal | Inside | Any Outside Any Snmpv3 Application-d | Any Allow None
security Ssh
Serv... 55

3 | Intrazone- | Intrazone | Any Any (intrazone). | Any Any Any Any Allow None
default .

4 | Interzone- | Interzone | Any Any \Vey tArq- Any Any Deny None
default |

A. 23

B. 22

C.53

D. 80

Answer: B (A —vt—T %KY

HTEIRE: 66

Which dynamic update type includes updated anti-spyware signatures?
A. GlobalProtect Data File

B. Applications and Threats

C. PAN-DB

D. Antivirus

Answer: (&% &RT9 5)

EHTIRE: 67
An administrator receives a global notification for a new malware that infects hosts. The infection
will result in the infected host attempting to contact a command-and-control (C2) server. Which
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two security profile components will detect and prevent this threat after the firewall's signature
database has been updated?

(Choose two.)

A. vulnerability protection profile applied to outbound security policies

B. URL filtering profile applied to outbound security policies

C. anti-spyware profile applied to outbound security policies

D. antivirus profile applied to outbound security policies

Answer: B,C (A —vyt—T %5%9)

#T[EIE: 68
Complete the statement. A security profile can block or allow traffic
A. on unknown-tcp or unknown-udp traffic

B. after it is matched by a security policy that allows traffic

C. before it is matched by a security policy

D. after it is matched by a security policy that allows or blocks traffic

Answer: D (A —vyt—T%EY)

Explanation

Security profiles are not used in the match criteria of a traffic flow. The security profile is applied
to scan traffic after the application or category is allowed by the security policy.

E#fEIRE: 69
An administrator is updating Security policy to align with best practices.
Which Policy Optimizer feature is shown in the screenshot below?

DA YL WITH WO ROW

RN
Sodd 0106 1RIOOZ P08
S0 e L bl
X w008 TR0, 002114

ey 4 183 - JO0-11-1

< = G 1 s ol & B 7 B

A. Rules without App Controls

B. New App Viewer

C. Rule Usage

D. Unused Unused Apps
Answer: C (A —vt—T %#5KT)

BT 70
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A. @it

B. 2{5

C. %15

D. RF

Answer: D (A —vt—T%#%Y)

TAORSRAME RBAZECHRAICERGS IRTOLSI 70y ERELET L KA
DHN—ZNTOWENMEROADZEIXLETIEEY FEA,

BT ERE: 71

An administrator notices that protection is needed for traffic within the network due to malicious
lateral movement activity. Based on the image shown, which traffic would the administrator need
to monitor and block to mitigate the malicious activity?

Internet

Internet Perimeter
Firewall

Data Center
Perimeter

VMs

A. branch office traffic
B. north-south traffic
C. east-west traffic

D. perimeter traffic

Answer: C (A —vyt—T%REY)

ExHfERE: 72
Given the cyber-attack lifecycle diagram identify the stage in which the attacker can run malicious
code against a vulnerability in a targeted machine.
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Cyber Attack Lifecycle

Command Act on the

Reconnaisance  Weaponization  Delivery Exploitation  Installation .. & Control Objective
i

¥

1

-

) E

A. Act on the Objective
B. Installation

C. Exploitation

D. Reconnaissance

Answer: C (A —vyt—T%EY)

=HFERE: 73
FROCZEETDE V—VAEY—VBEEDY—2 34 TTHERTILENHY TTH?

Zone A Fircwall _— i

A.LAYV 2

B.LA4¥3

C.A4A—H¥xRvy bt

D. [REET A v—

Answer: (&% FR~9 B)

=HEE: 74

What are three valid ways to map an IP address to a username? (Choose three.)
A. using the XML API

B. DHCP Relay logs

C. a user connecting into a GlobalProtect gateway using a GlobalProtect Agent
D. usernames inserted inside HTTP Headers

E. WildFire verdict reports

Answer: ACD (A —vt—T%5%7)

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-ip-addresses-to-users

XHTMEE: 75

How are service routes used in PAN-OS?
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A. By the OSPF protocol, as part of Dijkstra's algorithm, to give access to the various services
offered in the network

B. To statically route subnets so they are joinable from, and have access to, the Palo Alto
Networks external services

C. For routing, because they are the shortest path selected by the BGP routing protocol

D. To route management plane services through data interfaces rather than the management
interface

Answer: (A %RTd 5)

Service routes are a feature of PAN-OS that allows the administrator to customize the interface
that the firewall uses to send requests to external services, such as DNS, email, Palo Alto
Networks updates, User-ID agent, syslog, Panorama, dynamic updates, URL updates, licenses,
and AutoFocus1.

By default, the firewall uses the management interface for all service routes, unless the packet
destination IP address matches the configured destination service route, in which case the source
IP address is set to the source address configured for the destination1.

However, in some scenarios, the administrator may want to use a different interface for service
routes, such as when the management interface does not have public internet access, or when
the administrator wants to isolate or monitor the traffic for certain services23.

To configure service routes, the administrator can select Device > Setup > Services > Service
Route Configuration and customize each service with a source interface and a source address.
The administrator can also configure destination service routes to specify a destination IP
address and a gateway for each service1.

Service routes are not related to routing protocols such as OSPF or BGP, which are used to
exchange routing information between routers and determine the best path to reach a network
destination. Service routes are only used to change the interface that the firewall uses to
communicate with external services.

Therefore, service routes are used to route management plane services through data interfaces
rather than the management interface.

References:

1: Configure Service Routes - Palo Alto Networks 2: Setting a Service Route for Services to Use
a Dataplane's Interface - Palo Alto Networks 3: How to Perform Updates when Management
Interface does not have Public Internet Access - Palo Alto Networks

EX#TfEIRE: 76
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Internet

SPAN or
Mirror Port

Given the topology, which zone type should you configure for firewall interface E1/17?
A. Layer3

B. Virtual Wire

C.Tap

D. Tunnel

Answer: C (A —vyt—T %K)
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EHTRRE: 77
Match the Cyber-Attack Lifecycle stage to its correct description.


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html

Installation

Command and Control

Act on the Objective

Answer:

Reconnaissance

Installation

Command and Control

Act on the Objective

Explanation:

Reconnaissance - stage where the attacker scans for network vulnerabilities and services that

can be exploited.

stage where the attacker has
motivation for attacking a network to
deface web property

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network

stage where the attacker scans for stage where the attacker has

network vulnerabilities and services motivation for attacking a network to
that can be exploited deface web property

stage where the attacker will explore stage where the attacker scans for
methods such as a root kit to network vulnerabilities and services
establish persistence that can be exploited

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network

stage where the attacker will explore
methods such as a root kit to
establish persistence

e the attacker has access to




Installation - stage where the attacker will explore methods such as a root kit to establish
persistence Command and Control - stage where the attacker has access to a specific server so
they can communicate and pass data to and from infected devices within a network.

Act on the Obijective - stage where an attacker has motivation for attacking a network to deface
web property

= HfEIRE: 78

Which URL Filtering Profile action does not generate a log entry when a user attempts to access
a URL?

A. allow

B. block

C. continue

D. override

Answer: A (A —vt—U %7&9)

RATEIE: 79

BEOJICIE, EOBEOI7ATIO+—IVERICET ST N)ARTINETH?
A. TN

B. % 7E

C.>RTLAY

D.JEvk

Answer: B (A —vt— U %%&9)

#TfERE: 80
Employees are shown an application block page when they try to access YouTube. Which
security policy is blocking the YouTube application?

Source Destination
Name Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category

1| Deny Universal | Inside | Any Outside Any Google- Application-d | Any Deny None
Google docs-base

2 L-AlloWwed= | Un srsal | Inside | Any Outside Any Snmpy3 Application-d | Any Allow None
..!fu_"}:‘.'.! - :_ Ssh

il ssl

3" Intrazone- | Intrazone | Any Any (intrazone} | Any Any Any Any Allow None
default

4 | Interzone- | Interzone | Any Any Any Any Any Any Any Deny None
default

A. Deny Google

B. interzone-default

C. allowed-security services
D. intrazone-default

Answer: (&% F&K<9 B)
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EHTEIRE: 81

Palo Alto Networks 7 74 704 —ILTIX A V3 —T A RIZV—2F WK DEIYH TS L
MTEERIAN?

A.2

B.3

C.4

D.1°D

Answer: D (A —vt—T#ET)

ERBA/ZHR: hitps://docs.paloaltonetworks.com/pan-os/8-1/pan-os-web-interface-
help/network/network-zones/security-zone-overview

EFTERE: 82

Which three management interface settings must be configured for functional dynamic updates
and administrative access on a Palo Alto Networks firewall? (Choose three.)

A.NTP

B. IP address

C. MTU

D. DNS server

E. service routes

Answer: (&% &RT9 5)

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIN7CAK

Ex#fERE: 83

Within a WildFire Analysis Profile, what match criteria can be defined to forward samples for
analysis?

A. Application Category

B. Source

C. File Size

D. Direction

Answer: (&% &RT9 5)

A WildFire Analysis Profile allows you to specify which files or email links to forward for WildFire
analysis based on the application, file type, and transmission direction (upload or download) of
the traffic. The direction match criteria determines whether the file or email link was sent from the
source zone to the destination zone (upload) or from the destination zone to the source zone
(download). You can also select both directions to forward files or email links regardless of the
direction of the traffic. Reference: Security Profile: Wildfire Analysis, Objects > Security Profiles >
WildFire Analysis

Ex#TMEIRE: 84
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Web £y oa 8T LIZEWSAYvtE—SF1—HF—DITFVFIZEETSHEF2)T1 R
)o—ToaviFENTIHN?

A EE

B. kOowy 7

C.H—nN—%ty FLET

D. V547 bz )ty FLEFET

Answer: A (A —vt—T %7%9)

E#TEIRE: 85

Which User-ID mapping method should be used for an environment with clients that do not
authenticate to Windows Active Directory?

A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent

C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: (&% &RT~9 5)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/user-id/map-ip-addresses-to-
users/map-ip-addresse

&#TEIRE: 86

Which the app-ID application will you need to allow in your security policy to use facebook-chat?
A. facebook

B. facebook-base

C. facebook-chat

D. facebook-email

Answer: B,C (A —vt—C%5%7)

Ex#fERE: 87
Based on the security policy rules shown, ssh will be allowed on which port?

Source Destination
Name Type Zone | Address | Zone Address | Applicarics ﬂr:?g;l_-,'“ URL Action | Profile
I | P i Category
1| Deny Universal | Inside | Any Outside Any Googlel I =Koplication-d | Any Deny None
Google docs-base
2 | Allowed- Universal Inside | Any Outside Any Snmpv3 Application-d | Any Allow None
security Ssh
serv... ssl
3 | Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any Any Allow None
default
4 | Interzone- | Interzone | Any Any Any Any Any Any Any Deny None
default
A. 23
B. 80

C.53
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D. 22
Answer: D (A —yt—T %KY

EX#TMEIE: 88

Match the Cyber-Attack Lifecycle stage to its correct description.

Command and Control

Act on the Objective

Answer:

stage where the attacker has
monvanonfowutncldngammkm

Reconnaissance

Reconnaissance

mpa\ e .

-
¥ ‘.r | stage where the attacker will explore
Act on the Ob !l II ‘methods such as a root kit to

Command and Control establish persistence

*

Command and Control
Act on the Objective



https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html

EHTfEIRE: 89

Which three configuration settings are required on a Palo Alto Network firewall management
interface? (Choose three.)

A. hostname

B. netmask

C. default gateway

D. auto-negotiation

E. IP address

Answer: B,CE (A —vt—U%&7)
https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIN7CAK

EFTERE: 90

Which link in the web interface enables a security administrator to view the security policy rules
that match new application signatures?

A. Review Policies

B. Review Apps

C. Pre-analyze

D. Review App Matches

Answer: A (A —vyt—T%EY)

RFTERE: 91

What can be achieved by disabling the Share Unused Address and Service Objects with Devices
setting on Panorama?

A. Increase the per-firewall capacity for address and service objects

B. Reduce the configuration and session synchronization time between HA pairs

C. Increase the backup capacity for configuration backups per firewall

D. Reduce the number of objects pushed to a firewall

Answer: D (A —vt—C#ET)

Select this option (enabled by default) to share all Panorama shared objects and device-group-
specific objects with managed firewalls.

If you disable this option, the appliance checks Panorama policies for references to address,
address group, service, and service group objects, and does not share any unreferenced objects.
This option reduces the total object count by ensuring that the appliance sends only necessary
objects to managed firewalls.

If you have a policy rule that targets specific devices in a device group, then the objects used in
that policy are considered used in that device group.
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BT 92

Given the topology, which zone type should interface E1/1 be configured with?
A. Tunnel

B. Virtual Wire

C. Layer3

D. Tap

Answer: D (A —vt—T %KY

E#fERE: 93

During the App-ID update process, what should you click on to confirm whether an existing policy
rule is affected by an App-ID update?

A. check now

B. review policies

C. test policy match

D. download

Answer: B (A —vyt—T%&Y)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/manage-new-app-ids-
introduced-in-content-releases/review-new-app-id-impact-on-existing- policy-rules

ExHTTERE: 94
Arrange the correct order that the URL classifications are processed within the system.
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Answer Area

First

Second

Third Drag answer here,, ¢ Custom URL Categories

Fourth Drag an@e Block List

Fifth Drag answer here Downloaded PAN-DB File

Sixth ?Qgﬁ‘% answer here Allow Lists

Answer:

Answer Area

First Block List @AN—DB Cloud
o External Dynamic Lists
=

Custom URL Categories

Block List

Allow Lists

Explanation

First - Block List

Second - Allow List

Third - Custom URL Categories
Fourth - External Dynamic Lists
Fifth - Downloaded PAN-DB Files
Sixth - PAN-DB Cloud

XHTMEIE: 95
EHETNI FOERKICERENRTELIVEETELINRERET 50D K YFMELA
TLavERBT P2EBELA T ENRTTH?



A.)L—F

B. E18%

C. A—/)L~X—X

D. R —/8\—1—4H—

Answer: B (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/firewall-administration/manage-
firewall-administrators/administrative-role-types#id8b324bf1-eac8-

40e1-82d5-6f82ff761fa9

X #fERE: 96

What is a recommended consideration when deploying content updates to the firewall from
Panorama?

A. Before deploying content updates, always check content release version compatibility.
B. Content updates for firewall A/P HA pairs can only be pushed to the active firewall.

C. After deploying content updates, perform a commit and push to Panorama.

D. Content updates for firewall A/A HA pairs need a defined master device.

Answer: (fRZE % RTT 5)

HTREE: 97
Given the scenario, which two statements are correct regarding multiple static default routes?
(Choose two.)

MultipleStali& Default Routes

Firewall

L L

¥ _ gy

A. Path monitoring does not determine if route is useable
B. Route with highest metric is actively used

C. Path monitoring determines if route is useable

D. Route with lowest metric is actively used

Answer: (&% &RT9 5)

Ex#fEIRE: 98
An administrator needs to allow users to use their own office applications. How should the
administrator configure the firewall to allow multiple applications in a dynamic environment?
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A. Create an Application Filter and name it Office Programs, the filter it on the business-systems
category, office-programs subcategory

B. Create an Application Group and add business-systems to it

C. Create an Application Filter and name it Office Programs, then filter it on the business-systems
category

D. Create an Application Group and add Office 365, Evernote, Google Docs, and Libre Office
Answer: A (A —vt—T %KY

Explanation

An application filter is an object that dynamically groups applications based on application
attributes that you define, including category, subcategory, technology, risk factor, and
characteristic. This is useful when you want to safely enable access to applications that you do
not explicitly sanction, but that you want users to be able to access. For example, you may want
to enable employees to choose their own office programs (such as Evernote, Google Docs, or
Microsoft Office 365) for business use. To safely enable these types of applications, you could
create an application filter that matches on the Category business-systems and the Subcategory
office-programs. As new applications office programs emerge and new App-IDs get created,
these new applications will automatically match the filter you defined; you will not have to make
any additional changes to your policy rulebase to safely enable any application that matches the
attributes y
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/use-application-objects-in
-policy/create-an-application-filter.html

ATERE: 99
Match the network device with the correct User-ID technology.

Answer Area
Microsoft Tt o
Drag answep hiere™ syslog monitoring
Exchange
Linux b ; :

S Drag answer here Terminal Services agent
authentication <
Windows : i

_ Drag answer here server monitormng
clients i
Citrix client Drag answer here client probing

Answer:
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Exchange

syslog monitoring

Linux
authentication

s € ~CILND .
syslog monitofing " | | “Terminal Services agent
y B i,.l- u B

— [ §
¥ o TN | e
o s —

-
=

F B

Windows R ol
client probing server monitoring

clients

Citrix client Terminal Services agent client probing

Explanation:

Microsoft Exchange - Server monitoring
Linux authentication - syslog monitoring
Windows Client - client probing

Citrix client - Terminal Services agent

Ex#fERE: 100

An administrator is reviewing another administrator s Security policy log settings.
Which log setting configuration is consistent with best practices tor normal traffic?
A. Log at Session Start and Log at Session End both enabled

B. Log at Session Start disabled Log at Session End enabled

C. Log at Session Start enabled Log at Session End disabled

D. Log at Session Start and Log at Session End both disabled

Answer: B (A —vyt—T%#ET)

= #fERE: 101
Based on the graphic, which statement accurately describes the output shown in the Server
Monitoring panel?
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IMMM|MM|WOW|TWWM|MMW|MWM.

l Domain’s DNS Name lab.local
Kerberos Server Profile lab-kerberos

Enable Security Log

Server Log Monitor Frequency (sec) 2

Enable Session

Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30

Syslog Service Profile

Enable Probing
Prove Interval (min) 20

Enable User Identification Timeout

User Identification Timeout (min) 45

Allow matching usernames without domains ]

[T lab-client [ ‘Microsoft Active Directory “client-a lab local "Connected
A. The User-ID agent is connected to a domain controller labeled lab-client.

B. The host lab-client has been found by the User-ID agent.

C. The host lab-client has been found by a domain controller.

D. The User-ID agent is connected to the firewall labeled lab-client.

Answer: (& %X D)

lab-client is not a host, it is the name we are giving to the agent that is connecting to the specified
domain controller (Active Directory).

mFTIRE: 102

TINVT—230 TJ4UNF—%5BRETHEEIERTELIRUZ YR MTBA T avEEN
TYhH?

A AT3dY YI7AT3) FTo/80— UJRY BLUHH

B.h73Y HJAF3) T0/80— BLUHH

C.Z2HI.AT3d) Tv/8 —_UJRY HLUHHE

D.AT3IY HIATI) VR BER—F BLUTV/0D—

Answer: A (* —yt— )

=FfERE: 103
Given the cyber-attack lifecycle diagram identify the stage in which the attacker can run malicious
code against a vulnerability in a targeted machine.
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Cyber Attack Lifecycle

R 0N N4 nd @ W 1'.;thll|_'+lf r D{\-h.' l-r_-r EI‘J'!‘)!!.I“()H .lﬂtdl'tlﬂn

g \ ' " i " ' B "

wammand Act on the
& Control OhJﬂ trve

r -

A. Installation

B. Exploitation

C. Reconnaissance

D. Act on the Objective

Answer: B (A —vt— U %% 9)

HTEIRE: 104

What are three factors that can be used in domain generation algorithms? (Choose three.)

A. cryptographic keys

B. time of day

C. other unique values

D. URL custom categories

E. IP address

Answer: AB,C (A —vt—U%E&Y)

Domain generation algorithms (DGAs) are used to auto-generate domains, typically in large
numbers within the context of establishing a malicious command-and-control (C2)
communications channel. DGA-based malware (such as Pushdo, BankPatch, and CryptoLocker)
limit the number of domains from being blocked by hiding the location of their active C2 servers
within a large number of possible suspects, and can be algorithmically generated based on
factors such as time of day, cryptographic keys, or other unique values.
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/threat-prevention/dns-
security/domain-generation-algorithm-detection

TR 105

Which prevention technique will prevent attacks based on packet count?
A. antivirus profile

B. zone protection profile

C. vulnerability profile

D. URL filtering profile

Answer: B (A —vt—T%#ET)
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= #fEIRE: 106

URL 74 LB YT X2 )T4 TJATF7ALNTTI L3I VERETEL2DO0EBIRIENT
ITH? (2DOBREUVLTZELY,)

A.Joyy YRk

B. h X2 L URLATIY

C.PAN-DBURL A731)

D. ffal ) R b

Answer: (fRZE%RTd 5)
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-
filtering-profile-actions
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HTEIRE: 107

An administrator manages a network with 300 addresses that require translation. The
administrator configured NAT with an address pool of 240 addresses and found that connections
from addresses that needed new translations were being dropped.

Which type of NAT was configured?

A. Dynamic IP

B. Static IP

C. Dynamic IP and Port

D. Destination NAT

Answer: A (A —vyt—T%FET)

The size of the NAT pool should be equal to the number of internal hosts that require address
translations. By default, if the source address pool is larger than the NAT address pool and
eventually all of the NAT addresses are allocated, new connections that need address translation
are dropped. To override this default behavior, use Advanced (Dynamic IP/Port Fallback) to
enable the use of DIPP addresses when necessary.

HTfEIRE: 108

An administrator is troubleshooting an issue with Office365 and expects that this traffic traverses
the firewall.

When reviewing Traffic Log entries, there are no logs matching traffic from the test workstation.
What might cause this issue?

A. Office365 traffic is logged in the Authentication Log.
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B. Traffic matches the interzone-default rule, which does not log traffic by default.
C. The firewall is blocking the traffic, and all blocked traffic is in the Threat Log.
D. Office365 traffic is logged in the System Log.

Answer: B (A —vyt—T%EY)

HTEIRE: 109

A Panorama administrator would like to create an address object for the DNS server located in
the New York City office, but does not want this object added to the other Panorama managed
firewalls.

Which configuration action should the administrator take when creating the address object?
A. Tag the address object with the New York Office tag.

B. Ensure that Disable Override is cleared.

C. Ensure that the Shared option is checked.

D. Ensure that the Shared option is cleared.

Answer: D (A —vt—T%EY)
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/manage-
device-groups/manage-unused-shared-objects

=#TERE: 110

NEY— LN —CDEZBEBT DS T4 v IIZIE—BTEHN  V—RZEBT DS
TA4vII2@F—BLAGVEF2IY T4 R I— L—LIEENTTH?

A.JO—n)L

B.1 k35—

C. V— 2

D. 2=/\—H)L

Answer: C (A —ytE—T #%7)

intrazone TIX BH AV —CRBID RS 74 v I TREL V—2AD RS T4 v IDERISNE
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BT RE: 111

At which point in the app-ID update process can you determine if an existing policy rule is
affected by an app-ID update?

A. after clicking Check New in the Dynamic Update window

B. after connecting the firewall configuration

C. after installing the update

D. after downloading the update

Answer: B (A —vt—U%&9)

AR 112
Based on the screenshot what is the purpose of the included groups?
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A. They are only groups visible based on the firewall's credentials.

B. They contain only the users you allow to manage the firewall.

C. They are groups that are imported from RADIUS authentication servers.
D. They are used to map usernames to group names.

Answer: (&% &RT~9 5)

AT 113
Refer to the exhibit. A web server in the DMZ is being mapped to a public address through DNAT.
DST NAT: 1.1.1.100 0 10.1.1.100 |

Untrust-L3 Trust-L3

m - E1/1 E1/3 &
- AT T T I e

EW< 192.168.1.0/24
'}l l

1N1 110NN
Which Security policy rule will allow traffic to flow to the web server?

A. Untrust (any) to DMZ (10.1.1.100), web browsing -Allow

B. Untrust (any) to Untrust (1.1.1.100), web browsing -Allow

C. Untrust (any) to Untrust (10.1.1.100), web browsing -Allow

D. Untrust (any) to DMZ (1.1.1.100), web browsing -Allow

Answer: D (A —vt—T %KY
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/networking/nat/nat-configuration-
examples/destination-nat-exampleone-to-one-mapping

DMZ

el

AT 114

An administrator is configuring a NAT rule

At a minimum, which three forms of information are required? (Choose three.)
A. destination address

B. destination interface

C. destination zone

D. name

E. source zone
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Answer: (A& %RTd 5)

TR 115

The compliance officer requests that all evasive applications need to be blocked on all perimeter
firewalls out to the internet. The firewall is configured with two zones:

1. trust for internal networks

2. untrust to the internet

Based on the capabilities of the Palo Alto Networks NGFW, what are two ways to configure a
security policy using App-ID to comply with this request? (Choose two )

A. Create a deny rule at the top of the policy from trust to untrust with service application-default
and add an application filter with the evasive characteristic

B. Create a deny rule at the top of the policy from trust to untrust with service application-default
and select evasive as the application.

C. Create a deny rule at the top of the policy from trust to untrust over any service and select
evasive as the application

D. Create a deny rule at the top of the policy from trust to untrust over any service and add an
application filter with the evasive characteristic.

Answer: AD (A —yt—T%5%7)

= #fERE: 116

What are the two main reasons a custom application is created? (Choose two.)

A. To correctly identify an internal application in the traffic log

B. To change the default categorization of an application

C. To visually group similar applications

D. To reduce unidentified traffic on a network

Answer: (fRZEZ%RTT 5)
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/app-id/use-application-objects-in-
policy/create-a-custom-application

TR 117

An administrator is trying to implement an exception to an external dynamic list manually. Some
entries are shown underlined in red.

What would cause this error?

A. Entries contain symbols.

B. Entries are wildcards.

C. Entries contain regular expressions.

D. Entries are duplicated.

Answer: C (A —vyt—T%REY)
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/policy/use-an-external-dynamic-list-
in-policy/exclude-entries-from-an-external-dynamic-list
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R—FDAHIZEDNWTAH IV DT IL—TEHRELEWVGESIXAZEEBR L ETH?
A 7RELRGIL—TF

B. hRALATxH b

C.77U—>avinin—7

D. yY—EXRJIL—T

Answer: D (A —vt—U %% Y)

Y—EXR=LAN¥4 . FTI)r—3r=LA4¥%7

HTfERE: 119

Policy Optimizer DEREZ R L KFHBALTLSHDIF ENTI H?

ARV —FTTARAF %R )LTHEATSIE FETIITRTOLSVY—4 K
DI L TCTENGELAY—T7App-ID 2Fxa) T4 R —%EBHMIERTEET, TDE,
EEEEIRFLEZVLVRY S —ZFHTEMEL HIBRLEZOKRY) O—%HIBRTEET,

B. Policy Optimizer [£_ &% 90 BREIZER I WG >fzFX2 ) T4 RYO—FRRTEET,
C. Policy Optimizer [&_ FEiR & 1=% Secunty R O—DAJEETO T 7 A JLZEBMEIETE
BTEFET,

D.VM-50 27 A 7 94— I EDRY—FTT4A4H—FX EDL ANV T7App-ID X1
T4 RYD—IZRERADT7 TV r—2a0hhdnERRTEET,

Answer: B (A —vt—T#%T)

ExHfERE: 120

Which plane on a Palo alto networks firewall provides configuration logging and reporting
functions on a separate processor?

A. data

B. network processing

C. management

D. security processing

Answer: (&% &RT9 5)

= HTEIRE: 121

What are two valid selections within an Anti-Spyware profile? (Choose two.)
A. Default

B. Random early drop

C. Deny

D. Drop

Answer: (fAZE%RTT 5)
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CDAT—FAVREELSETTEHTavEERLTLLESWN, X2 T TR 74
WIE, c5T74099 7OV ERIEHFATEET,

A T—48 TJL—RFEEFEBITL—200WThh,

B. 374 vV &HATAEXa T4 R)I— IL—ILE—HLT-#,

C.t¥alT4 RYI— IL—ILE—HT BRI,

D. hS 74w o EHAFELIEITOVITEEXa) T4 RY— L—ILE—BLI=E,
Answer: B (A —vt—T %%

ERBA/SER:

ZH

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-policy.html

RHTMEIRE: 123
Bi4REx DoS 7ATH Y a v RYS—FfEDoS 7OFo 3y JOJ7A4ILEBELET,

Threat Intelligence Cloud

Gathers, analyzes, correlates, and
disseminates threats to and from
the network and endpoints
located within the network.

Mext-Generation Firewall

Inspects processes and files to
Advanced Endpoint Protection ' prevent known and unknown
exploits.

Answer:
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Identifies and inspects all traffic to

Threat Intelligence Cloud - ion Fi
g Next-Generation Firewall BIGEL Ertun thraats.

Gathers, analyzes, correlates, and

NektiGanaration Firawal Threat Intelligence Cloud disseminates threats to and from
the network and endpoints

located within the network.

ocesses and files to
n and unknown

Advanced Endpoint Protection Advanced Endpoint Proteéﬁ( O '
| U’ exploits.
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EREEELT X2 TFq RYUS— L—ILIZBELTELWL 2 DDA T a Vi ENRTT .,
@ROBEULZELY,)

B
HE TRpas Zone | Address | User | HIP | Zome | Address | Hit | Last | Firse | Application | Service Action | Profile
- Profile Coant | Hi Hin

1| Allw Neae | Universal | lasde | Aay Amy | Asy Cratzide | Anj . . . Orffice- Application- | Allow | Neone
Oifice program 4
Programs

2 | Allow FTP | MNome | Universal | Imsade | Asy Amy | Amy Oatude | fip- amy fp-service.. | Allow | None
o weh ser perver

3| Allew Nooe | Universal | Imsdde | Azy Agy | Amy Cutuds | Aoy # & . frcebovk Application- | Allow | Nooe
Socanl d
Networkm

A. Office 7RSS LZEHATEHIL—IWNETTIr—ay J4 L8 —%#FHALTOWET

B. Web Y—/\—A~® FTP %A 9 5IL—ILTIX App-ID Z{ER L= FTP BAFrRISN TULET
C.Office 7OV S LZHATHIL—IIET TV r—2 a3y JIU—T#FERALTWET
D.V—S% L %2y FI—F U5 %HA T BIL—IL T Facebook DT R THDHREXHFATLET,
Answer: AD (A —vyt—T%EY)

Web H—/\—A~®D FTP % a[3 5 /)L—ILTIE APP-ID TIEHE LK R— FR—XDIIL—ILEFRHL
TFTP BSHA S hET,

R#TERE: 125

Which Security profile would you apply to identify infected hosts on the protected network using
DNS traffic?

A. URL traffic

B. vulnerability protection

C. anti-spyware

D. antivirus

Answer: C (A —vt—T %KY

In addition, you can enable the DNS Sinkholing action in Anti-Spyware profiles to enable the
firewall to forge a response to a DNS query for a known malicious domain, causing the malicious
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domain name to resolve to an IP address that you define. This feature helps to identify infected
hosts on the protected network using DNS traffic.

EHEIRE: 126

Given the detailed log information above, what was the result of the firewall traffic inspection?
A. It was blocked by the Anti-Virus Security profile action.

B. It was blocked by the Anti-Spyware Profile action.

C. It was blocked by the Security policy action.

D. It was blocked by the Vulnerability Protection profile action.

Answer: B (A —vt— U %7%9)

= HTERE: 127

Which option shows the attributes that are selectable when setting up application filters?

A. Category, Subcategory, Technology, and Characteristic

B. Category, Subcategory, Technology, Risk, and Characteristic

C. Name, Category, Technology, Risk, and Characteristic

D. Category, Subcategory, Risk, Standard Ports, and Technology

Answer: B (A —vt—T %KY

Explanation/Reference: https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-web-interface-
help/objects/objects- application-filters

xPTfEiRE: 128
YA N—KHEDSA T4V ILREEZEELT REEHNZNDIDVIZH LTEEOHD2—F
HFRITCEHIERBERELET,

Cyber Attack Lifecycle

Reconnaissance  Weaponization  Delivery Exploitation
, ) \ \

Command Act on the
Installation_ & Control Objective
& F k'

il

mEN W
mm

A BE

B. BMICEDNTITHT S

C.T/ R7OA k

D4R =)L

Answer: C (A —vt—T#ET)

BT 129
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BEEDHD EWeb AT UoYERETAICIIEDEFIU T TAIT7ALNEFERTIHELD
YEIH?

A.URL 74 LB )25

B. V1 JLARK

C.Webarvsrv

D. fia5sa 4 fRiE

Answer: A (A —vt—U %&9)

URL Z4LAR )2 TI1d WebH A4 FOURLATIYELEaAT—LavIZEDLNTWeb oy
TUVENETESL X)) T JAOTF7AILTT URL Z4ILEYVTE . Tavi vy <
Woz7 ARVE 7R A= YA FEEDBEEDHD D Web AT UoIANDT I LR
799 LkY Web TS50V T DHRFERAR) O—2@H LY T 5DITKZILE

T URL 74 ILAYVTIE PAN-DBY SO K H—EXEZFERALT ABEHLD Web 41 +D
URL A7 31 EEFHICEAAT A RFBFRERELET URL T4 IR UG R O—ZHERL
T.URLATIN ELEaT—2 3 VICEDNVT Web U IR MEHRI, JAYY 75—k,
AT FRIELESLEY  SFEISFELRI—Y—JTIL—TORER=—D LN EIAR 24 XL
FUTEET , SEZB URL 7002 )T ERMGEEX2U T RUP—DEY F7 Y

7. PAN-OS 10.1 DEH IN=-EE

HTEIRE: 130

What do dynamic user groups you to do?

A. create a QoS policy that provides auto-remediation for anomalous user behavior and malicious
activity

B. create a policy that provides auto-sizing for anomalous user behavior and malicious activity
C. create a policy that provides auto-remediation for anomalous user behavior and malicious
activity

D. create a dynamic list of firewall administrators

Answer: C (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/user-id-features/dynamic-
user-groups#:~:text

AT 131
Given the screenshot, what are two correct statements about the logged traffic? (Choose two.)

FROM HAT (] SESSHON END ALTION 106G BYTES EWTES
TOFE ZIOME TOIOME INGRESS LT SOURLE APPURD  EGRESSUF DESTIHATION PORT AFFLICATRON  ALTION EEASON BYTES SCURCE  ACTION SENT  RECENVEID | LG TYPE

A. The web session was unsuccessfully decrypted.
B. The web session was decrypted.

C. The traffic was denied by security profile.

D. The traffic was denied by URL filtering.
Answer: B (A —vyt—T#ET)
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EHfERE: 132

Recently changes were made to the firewall to optimize the policies and the security team wants
to see if those changes are helping.

What is the quickest way to reset the hit counter to zero in all the security policy rules?

A. Highlight a rule and use the Reset Rule Hit Counter > Selected Rules for each rule

B. Reboot the firewall

C. At the CLI enter the command reset rules and press Enter

D. Use the Reset Rule Hit Counter > All Rules option

Answer: D (A —vt— U %7&9)

m=ATfEiEE: 133
If users from the Trusted zone need to allow traffic to an SFTP server in the DMZ zone, how

should a Security policy with App-ID be configured?

Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications: SSH

Action: Allow

Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications: SSH

B. Action: Deny

Source Zone: Trusted
Destination Zone: DMZ
Services: SSH
Applications: Any

c. Action: Deny

Source Zone: Trusted
Destination Zong; BDMZ

Services: SSH
Applications: Any
Action sAdionss

D.
Answer: A (A —yt—T#ET)

= HTfEIRE: 134

An administrator needs to add capability to perform real-time signature lookups to block or
sinkhole all known malware domains.

Which type of single unified engine will get this result?

A. Content-ID

B. Security Processing Engine

C. App-ID

D. User-ID
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Answer: (A& %RTd 5)

HTfEIRE: 135

Which User-ID mapping method should be used for an environment with clients that do not
authenticate to Windows Active Directory?

A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent

C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C (A —vyt—T%EY)

Explanation
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/user-id/map-ip-addresses-to-
users/map-ip-addresse

EHTMEIRE: 136

R O—DRAEASINDLSIZTBICE EDEF2) T RUD— Y FEFERTIHE
NHYEIMN?

A. FTNARTIL—TDHBRIIL—ILRA—X

B. ¥HERIIL—ILR—X

C.EHTNARTIL—TDHEFIL—ILR—X

D.O—AIL T7AT4A—IL KR I—

Answer: B (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/panorama-web-
interface/defining-policies-on-panorama
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Answer: (&% &RT~9 5)

EHTEIRE: 138

Which profile must be applied to the Security policy rule to block spyware on compromised hosts
from trying to phone-home or beacon out to external command-and-control (C2) servers?

A. Anti-spyware

B. File blocking

C. WildFire

D. URL filtering

Answer: A (A —yt—T %KY

Anti-Spyware profiles blocks spyware on compromised hosts from trying to phone-home or
beacon out to external command-and-control (C2) servers, allowing you to detect malicious traffic
leaving the network from infected clients.
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-
profile-anti-spyware

HTEIRE: 139
Based on the screenshot what is the purpose of the included groups?

— Type Tone Address User Zone Address Application Service Action
1 allow-it  universal pm inside  any it e any o) it-tools #* application-default & Allow
A. They are only groups visible based on the firewall's credentials.
B. They are used to map usernames to group names.

C. They contain only the users you allow to manage the firewall.
D. They are groups that are imported from RADIUS authentication servers.

Answer: B (A —vt—C#7%Y)


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
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Panorama A L TEEXRT/NA AANDAVTUVYEHERT P 2—)LT BI121E PAN-OS
102 DEDNANMERINETH?

A. [/ SR> [T/ RAEH] > [BIEH] > [R7 P a2—)L] > [Eh]

B.[/\/ SX]|>[TN\ARAEBR] > [>T UYEH > [RT P a—IL] > [EN]

C.[/N/ ] > [BIEF] > [T/31 RER] > [R7 ¥ a2—IL] > [BhN]

D.[/\/ SR> [AVTUYEH] > [T/\A REA] > [R7 D a1—)L] > [EMN]

Answer: (&% %K 7 D)
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-panorama/deploy-
updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama//\/ 5 < Z{FEH L 1=
AVTUOYBEHDARTY D a—)L

AT 141
Which two configuration settings shown are not the default? (Choose two.)

—

Palo Alto Networks User-ID Agent Setup

Enable Security Log
Server Log Monitor Frequency (sec) 15
Enable Session -/
Server Session Read FréGuency (Sec) 10
Novell eDsrectory Query hiterval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout
User Identification Timeout (min) 45
Allow matching usernames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name

A. Enable Probing
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B. Server Log Monitor Frequency (sec)
C. Enable Session

D. Enable Security Log

Answer: B,C (A —vyt—T%EY)

HTEIRE: 142

U RO L—ILABEETBBEICFARDN A T Y bABBRENTVNENESI L ZHRTHD
[CRIDCLI av Y RIZENRTTH?

A.>> R T L FQDN &R

B.>FQDN R RV AT LEZERLET

C.>>XATLFQDN DRTZFERKLZEYT

D.>>XTLFQDN RRZERLET

Answer: (& & &9 5)

show systemfqdn A > FIEX, 774 74— ILLEICRESN TS FRDNA TPV b EZ
DERREINFZIP 7 RLRERRFLET, CAIE FARDN A TPz Y AELLBREIATNS D
EIMN BLRUVENODAFERINDS LI T4 vV E—HBMLTVENE SN EHERT HDITEKILS
FT .o R IIL—ILIE FIDIL—IHARL ST v I FAN—LTWEH RLT—HBLL
WIL—=ILTT O FO IL—ILTFQDNA T2y F2ERT AR5 FQRDN AT Y AR
RENGULOD, S T4 9P ERLDIPT7 RLAAEY BTHN JL—ILHESIZA B ETREMEA
HYET,

HTEIRE: 143

Which statement is true regarding a Best Practice Assessment?

A. It provides a set of questionnaires that help uncover security risk prevention gaps across all
areas of network and security architecture.

B. It runs only on firewalls.

C. When guided by an authorized sales engineer, it helps determine the areas of greatest risk
where you should focus prevention activities.

D. It shows how current configuration compares to Palo Alto Networks recommendations.

Answer: (&% &RT~9 5)

HTEIRE: 144

EDFATDEXa) T4 RK)— L= ABY—VRAENRY—ROREBY — > ESHER
V—UDRBERND T T4 v I8 LETH?

AAMVESY—Y

B. s O—/\)L

C. V— 2

D. 2=/N\—HJL

Answer: D (A —vyt—T%EY)


https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html
https://www.jpnpdf.com/PaloAltoNetworks.PCNSA.v2024-06-29.q230-mondaishu.html

HTREIRE: 145

An administrator needs to create a Security policy rule that matches DNS traffic sourced from
either the LAN or VPN zones, destined for the DMZ or Untrust zones.

The administrator does not want to match traffic where the source and destination zones are
LAN, and also does not want to match traffic where the source and destination zones are VPN.
Which Security policy rule type should they use?

A. Universal

B. Intrazone

C. Interzone

D. Default

Answer: A (A —vyt—T%EY)

FfERE: 146
Based on the graphic which statement accurately describes the output shown in the server
monitoring panel?
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A. The host lab-client has been by the Us_er-ID agent.

B. The User-ID agent is connected to a domain controller labeled lab client.
C. The host lab-client has been found by a domain controller.
Answer: B (A —vyt— )

HEIRE: 147
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What in the minimum frequency for which you can configure the firewall too check for new wildfire
antivirus signatures?

A. every 5 minutes

B. every 1 minute

C. every 24 hours

D. every 30 minutes

Answer: B (A —vyt—T%EY)

WildFire Provides near real-time malware and antivirus signatures created as a result of the analysis done by the WildFire
public cloud. WildFire signature updates are made available every five minutes, You can set the firewall to check
for new updates as frequently as every minute to ensure that the firewall refrieves the latest WildFire signatures
within a minute of availability. Without the WildFire subscription, you must wait at least 24 hours for the
signatures to be provided in the Antivirus update.

HTEIRE: 148

An administrator receives a global notification for a new malware that infects hosts. The infection
will result in the infected host attempting to contact a command-and-control (C2) server. Which
two security profile components will detect and prevent this threat after the firewall's signature
database has been updated? (Choose two.)

A. vulnerability protection profile applied to outbound security policies

B. anti-spyware profile applied to outbound security policies

C. antivirus profile applied to outbound security policies

D. URL filtering profile applied to outbound security policies

Answer: (&% %KT9 D)

Antivirus: Includes new and updated antivirus signatures, including WildFire signatures and
automatically generated command-and-control (C2) signatures. WildFire signatures detect
malware seen first by firewalls from around the world. You must have a Threat Prevention
subscription to get these updates.

New antivirus signatures are published daily.

Anti-Spyware profiles blocks spyware on compromised hosts from trying to phone-home or
beacon out to external command-and-control (C2) servers, allowing you to detect malicious traffic
leaving the network from infected clients. You can apply various levels of protection between
zones.

https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/security-profiles

ExHfERE: 149

Prior to a maintenance-window activity, the administrator would like to make a backup of only the
running configuration to an external location. What command in Device > Setup > Operations
would provide the most operationally efficient way to achieve this outcome?

A. save candidate config

B. save named configuration snapshot

C. export named configuration snapshot

D. export device state
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Answer: (& %X 5D)

HTEE: 150
Which data-plane processor layer of the graphic shown provides uniform matching for spyware
and vulnerability exploits on a Palo Alto Networks Firewall?

DATAPLANE

SIGNATURE MATCHING

SECURITY PROCESSING

NETWORK PROCTSSING

.. -m;pa\&am_, |

Brilk

A. Security Matching
B. Security Processing
C. Network Processing
D. Signature Matching
Answer: (&% %KT9 D)

mFfERE: 151
Based on the image provided, which two statements apply to the Security policy rules? (Choose
two.)

. .

ADDEESS  DEVICE oM

L)
LR Adlavwg

i e
Source Detination "
ADDRESS @llﬂﬂ sEnvicit ACTION  PROFME OFTIONS
B @
™ . ary ||
| B3 tacemoon

r daid = Aew 55
& appinaton-oeta. Abow L3

vy =) Allgwy  ThOrE

A. The Allow-Office-Programs rule is using an application filter.
B. In the Allow-FTP policy, FTP is allowed using App-ID.

C. The Allow-Office-Programs rule is using an application group.
D. The Allow-Social-Media rule allows all Facebook functions.

Answer: AD (A —yt—U#%ET)
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Answer: (A% RTd 5)

S
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-
filteringprofile-actions.html

URL Filtering Profile Actions
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he URL Filtering profile specifies web acoess and credential submission permissions f st LA tegary. By detaulf, Lite &
for all URL categonts id 2ot fo alloww when you This means that fihe ssors will be able 1o browse o
sites freely and the traffic will not be logged. You can customigs The URL Filteting profile with custom Site Access senings for each
ofineg 3 g pe o RL ca L3
£ 4]
F cach UR ol User Credential Submissions © W O a 3 c 3
JEL =] . s Ty I
and you mutt first URL categories with rhe Site Access sef to block are automatically

EHfEIRE: 153

Which path in PAN-OS 11.x would you follow to see how new and modified App-IDs impact a
Security policy?

A. Objects > Dynamic Updates > Review App-IDs

B. Device > Dynamic Updates > Review Policies

C. Device > Dynamic Updates > Review App-IDs

D. Objects > Dynamic Updates > Review Policies
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Answer: C (A —vt—T%#EY)

To see how new and modified App-IDs impact your Security policy, you need to follow the path
Device > Dynamic Updates > Review App-IDs on PAN-OS 11.x. This option allows you to
perform a content update policy review for both downloaded and installed content. You can view
the list of new and modified App-IDs and their descriptions, and see which Security policy rules
are affected by them. You can also modify the rules or create new ones to adjust your Security
policy as needed1. Reference: See How New and Modified App-IDs Impact Your Security Policy,
Updated Certifications for PAN-OS 10.1, Palo Alto Networks Certified Network Security
Administrator (PAN-OS 10.0) or [Palo Alto Networks Certified Network Security Administrator
(PAN-OS 10.0)].

= #HTfERE: 154
Arrange the correct order that the URL classifications are processed within the system.

Answer Area

First Drag answer here PAN-DB Cloud

Second Drag answer here ~ External Dynamic Lists

Third Drag answer here Custom URL Categories

Fourth Drag answer here Block List

Fifth -'“_:mmaded PAN-DB File
S N U 0 |

o

Sixth . C s Allow Lists

Answer:
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Answer Area

First

ﬂ Drag answer here

Second m answer here | Mmlswer here I
Third Drag answem - |F Drag answer here I

Fourth | Drag answer here l
Fifth 2 Drag answer here Drag answer here I]
Sixth Drag answer here Drag answer here J

B #TEIRE: 155
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Answer: B (A —vt—T %KY
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HTEIRE: 156

An administrator needs to allow users to use their own office applications. How should the
administrator configure the firewall to allow multiple applications in a dynamic environment?

A. Create an Application Filter and name it Office Programs, the filter it on the business-systems
category, office-programs subcategory

B. Create an Application Group and add business-systems to it

C. Create an Application Filter and name it Office Programs, then filter it on the business-systems
category

D. Create an Application Group and add Office 365, Evernote, Google Docs, and Libre Office
Answer: A (A —yt—T%#ET)

Explanation

An application filter is an object that dynamically groups applications based on application
attributes that you define, including category, subcategory, technology, risk factor, and
characteristic. This is useful when you want to safely enable access to applications that you do
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not explicitly sanction, but that you want users to be able to access. For example, you may want
to enable employees to choose their own office programs (such as Evernote, Google Docs, or
Microsoft Office 365) for business use. To safely enable these types of applications, you could
create an application filter that matches on the Category business-systems and the Subcategory
office-programs. As new applications office programs emerge and new App-IDs get created,
these new applications will automatically match the filter you defined; you will not have to make
any additional changes to your policy rulebase to safely enable any application that matches the
attributes you defined for the filter.
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/use-application-objects-in
-policy/create-an-application-filter.html

= #fERE: 157

Which User-ID agent would be appropriate in a network with multiple WAN links, limited network
bandwidth, and limited firewall management plane resources?

A. Citrix terminal server deployed on the internal network

B. Windows-based agent deployed on each of the WAN Links

C. PAN-OS integrated agent deployed on the internal network

D. Windows-based agent deployed on the internal network

Answer: (fAZE % RTT B)

EHTEIRE: 158

What is the main function of Policy Optimizer?

A. reduce load on the management plane by highlighting combinable security rules

B. migrate other firewall vendors' security rules to Palo Alto Networks configuration

C. eliminate "Log at Session Start" security rules

D. convert port-based security rules to application-based security rules

Answer: D (A —vyt—T%EY)

Reference: https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-new-features/app-id-
features/policy- optimizer.html

Ex#TfERE: 159
EZHEEZ DoS ATV a3y R o—FEDoS FETV 3y JATFAILERELET,
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nd inspects all traffic to
ock known threats.

Threat Intelligence Cloud

Gathers, analyzes, correlates, and
dissemninates threats to and from
the network and endpoints
located within the network.

Mext-Generation Firewall

h Inspects processes and files to
Advanced Endpoint Protection Drag answer here prevent known and unknown
exploits.

Answer:

= #fERE: 160

Which action can be performed when grouping rules by group tags?

A. Delete Tagged Rule(s)

B. Edit Selected Rule(s)

C. Apply Tag to the Selected Rule(s)

D. Tag Selected Rule(s)

Answer: D (A —yt—T #ET)

When grouping rules by group tags, the action that can be performed is to tag selected rule(s).
This action allows you to assign one or more tags to the selected rules, which will group them
together and display them under the corresponding tag group. You can use tags to organize and
visually distinguish your rules based on different criteria, such as function, location, or priority1.
Reference: View Rules by Tag Group, Use Tags to Group and Visually Distinguish Objects,
Certifications - Palo Alto Networks, Palo Alto Networks Certified Network Security Administrator
(PAN-OS 10.0) or [Palo Alto Networks Certified Network Security Administrator (PAN-OS 10.0)].

HTREIRE: 161

Your company is highly concerned with their Intellectual property being accessed by unauthorized
resources.

There is a mature process to store and include metadata tags for all confidential documents.
Which Security profile can further ensure that these documents do not exit the corporate
network?

A. File Blocking

B. Data Filtering

C. Anti-Spyware

D. URL Filtering

Answer: (&% FK~9 B)
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/objects/objects-security-
profiles-data-fi

HTEIRE: 162
FROCEEBETSHE, V-V AET—VUBEEDT—2 B4 TTHERTHIRLELHY FTH?

Firewall

Zone A Zone B

IP address

A.L1¥3

B.L1V¥2
C.RETAv—

D. 2w 7

Answer: (fBZ % RTT 5)

E#fERE: 163

Which update option is not available to administrators?
A. New Antivirus Signatures

B. New Malicious Domains

C. New Spyware Notifications

D. New URLs

E. New Application Signatures

Answer: D (A —vyt—T%EY)

FTEIRE: 164
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9, https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 2id=kA10g000000CIItCAC
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If a universal security rule was created for source zones A & B and destination zones A & B, to
which traffic would the rule apply?

A. Some traffic within A

B. All traffic within zones A & B

C. Some traffic within B

D. Some traffic between A & B

Answer: B (A —vt—T %KY

HTEIRE: 166

Which situation is recorded as a system log?

A. An attempt to access a spoofed website has been blocked.

B. A new asset has been discovered on the network.

C. Afile that has been analyzed is potentially dangerous for the system.
D. A connection with an authentication server has been dropped.

Answer: D (A —yt—T#ET)
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HTEIRE: 167
Given the image, which two options are true about the Security policy rules. (Choose two.)

Name Tags | Type Zome | Address | User | HIP Zone Address | Hit Last First | Application | Service Action | Profile
Profile Count'| Hie Hit

1| Allow None | Universal | Inside | Aay Any | Aay Outside | Any . . . Office- Application- | Allow | None
Office program 4
Programs

2| Allow FTP | Nooe | Universal | Inside | Any Any | Aay Outside | fip- - . . any fip-service.. | Allow | None
1o web ser serier

3| Allow Noae | Universal | lnside L Aanw ank | Any Outaide | Any . . . facebook Application. | Allow | None
Secul | d
Networkn 2 i L _-_J._ J

A. The Allow Office Programs rule is using an Application Filter

B. In the Allow FTP to web server rule, FTP is allowed using App-ID

C. The Allow Office Programs rule is using an Application Group

D. In the Allow Social Networking rule, allows all of Facebook's functions

Answer: AD (A —vyt—T%EY)

In the Allow FTP to web server rule, FTP is allowed using port based rule and not APP-ID.

Ex#TfEIRE: 168
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What is an advantage for using application tags?

A. They help with the creation of interfaces

B. They help with the design of IP address allocations in DHCP.
C. They are helpful during the creation of new zones

D. They help content updates automate policy updates

Answer: (fAZE%RTd 5)

ExFTEIRE: 169
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What allows a security administrator to preview the Security policy rules that match new
application signatures?

A. Review Release Notes

B. Dynamic Updates-Review Policies

C. Dynamic Updates-Review App

D. Policy Optimizer-New App Viewer

Answer: B (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/manage-new-app-ids-
introduced-in-content-r

AT 171

What are three characteristics of the Palo Alto Networks DNS Security service? (Choose three.)
A. It uses techniques such as DGA/DNS tunneling detection and machine learning

B. It requires a valid Threat Prevention license.

C. It enables users to access real-time protections using advanced predictive analytics.

D. It requires a valid URL Filtering license.

E. It requires an active subscription to a third-party DNS Security service.

Answer: AB,C (A —yt—U%5%T)

DNS Security subscription enables users to access real-time protections using advanced
predictive analytics. When techniques such as DGA/DNS tunneling detection and machine
learning are used, threats hidden within DNS traffic can be proactively identified and shared
through an infinitely scalable cloud service. Because the DNS signatures and protections are
stored in a cloud-based architecture, you can access the full database of ever-expanding
signatures that have been generated using a multitude of data sources. This list of signatures
allows you to defend against an array of threats using DNS in real-time against newly generated
malicious domains. To combat future threats, updates to the analysis, detection, and prevention
capabilities of the DNS Security service will be available through content releases. To access the
DNS Security service, you must have a Threat Prevention license and DNS Security license.

EHTfERE: 172

An administrator wishes to follow best practices for logging traffic that traverses the firewall.
Which log setting is correct?

A. Enable Log at both Session Start and End

B. Enable Log at Session Start

C. Enable Log at Session End

D. Disable all logging

Answer: C (A —vt—T%EY)

HTEIRE: 173
When a security rule is configured as Intrazone, which field cannot be changed?
A. Destination Zone
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B. Actions

C. Source Zone

D. Application

Answer: A (A —vyt—T%EY)
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClomCAC

=HTERE: 174

Which two features can be used to tag a user name so that it is included in a dynamic user
group? (Choose two)

A. User-ID Windows-based agent

B. log forwarding auto-tagging

C. XML API

D. GlobalProtect agent

Answer: A,C (A —vyt—T%EY)

= HfERE: 175

An administrator wants to prevent users from submitting corporate credentials in a phishing
attack.

Which Security profile should be applied?

A. antivirus

B. vulnerability protection

C. anti-spyware

D. URL filtering

Answer: (fRZEZ%RTT 5)

Ex#fEIRE: 176

An administrator is creating a Security policy rule and sees that the destination zone is grayed
out.

While creating the rule, which option was selected to cause this?

A. Interzone

B. Source zone

C. Universal (default)

D. Intrazone

Answer: D (A —vyt—T%REY)

In Intrazone security rules, no destination zone can be specified.
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Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications: SSH

Action: Deny

B)
Source Zone: Trustad

Destination Zoné; BMZ
Services: 58H

Applications: _&{;}_y
A

Source Zone: Trusted
Destination Zone: DMZ
Services: SSH
Applications: Any
Action: Deny

D)

Source Zone: Trusted
Destination Zone: DMZ
Services: Application-Default
Applications: SSH
Action: Allow
A X7 a3rC
B.#/7<3>D
C.A7va>B
DAL 3 A
Answer: B (A —vyt—T%#EY)

x#HfERE: 178
FRAOCEEBEERETDHE V-V AEY—VUBEEDY -V 34 TTEBT IRENHY FIH?
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Zone A Firewall
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Answer: (& %R 9 B)
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ExHfERE: 179

Which two statements are true for the DNS security service introduced in PAN-OS version 9.0?
A. It removes the 100K limit for DNS entries for the downloaded DNS updates.

B. IT eliminates the need for dynamic DNS updates.

C. IT is automatically enabled and configured.

D. It functions like PAN-DB and requires activation through the app portal.

Answer: AD (A —vt—T%EY)

Ex#fERE: 180

An administrator notices that protection is needed for traffic within the network due to malicious
lateral movement activity. Based on the image shown, which traffic would the administrator need
to monitor and block to mitigate the malicious activity?

Cita Center
= S

g
A. branch office traffic

B. east-west traffic

C. perimeter traffic

D. north-south traffic

Answer: B (A —vyt—T%#ET)

Ex TR 181
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Step 2

Step 3

Step 4

Step 5

Step 6

Answer:



Step 1

EEA

ATV T1-[RYy bT—D] 2 THEFBRLFET
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ATy T 3-[BM EERLET
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B #TERE: 183

How are Application Fillers or Application Groups used in firewall policy?

A. An Application Group is a dynamic way of grouping applications and can be configured as a
nested member of an Application Group

B. An Application Filter is a dynamic way to group applications and can be configured as a nested
member of an Application Group




C. An Application Group is a static way of grouping applications and cannot be configured as a
nested member of Application Group

D. An Application Filter is a static way of grouping applications and can be configured as a nested
member of an Application Group

Answer: (fAZE%RTd 5)

HTEIRE: 184

What must first be created on the firewall for SAML authentication to be configured?

A. Server Policy

B. Server Profile

C. Server Location

D. Server Group

Answer: B (A —vyt—T % &)

A server profile identifies the external authentication service and instructs the firewall on how to
connect to that authentication service and access the authentication credentials for your users. To
configure SAML authentication, you must create a server profile and register the firewall and the
identity provider (IdP) with each other. You can import a SAML metadata file from the IdP to
automatically create a server profile and populate the connection, registration, and IdP certificate
information. Reference: Configure SAML Authentication, Set Up SAML Authentication,
Introduction to SAML

EHTfEIRE: 185

T7AT70+—ILTERTIVANIAREKT Y ITT— b2 Ao o0— R 5H1IC EBEETED
FAEVREMETEIRLENHY FIH?

A. ZEDRALE

B. ILAZE

C. V4 ILAXER

D.URL 7«1 LR )2y

Answer: A (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-admin/subscriptions/all-
subscriptions.html#idcaa6fcOb-3d53-4870-884d-a00d474bf98e

= #fEIRE: 186

Which object would an administrator create to block access to all high-risk applications?
A. HIP profile

B. application filter

C. application group

D. Vulnerability Protection profile

Answer: B (A —vt—U%&9)

Explanation/Reference:

Reference:
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https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIKECAOQ

EXHTREIE: 187

Match the network device with the correct User-ID technology.

Answer Area

Microsoft

Exchange

Linux
authentication

Terminal Services agent

Windows
clients

Citrix client

Answer:

Answer Area

server monitoring

client probing

x#fERE: 188

syslog monitoring
LA Citrix client jer h Terminal Servi
authentication PR erminal Services agent
Windows Microsoft ! . e
- 1 here
clients Exchange F SCLVEETIUITLONIDG
Citrix cli Windows b . .
s clients e client probing

Based on the security policy rules shown, ssh will be allowed on which port?




Source Destination

Name Type Zone Zone

Deny Universal Inside QOutside Applicatio
Google -bi '
Allowed- Universal | Inside Outside Ay Application-g
security i
Senv...

Intrazone- | Intrazone ' {intrazone) Any
default
Interzone- | Interzone g Any Any
default

A. same port as ssl and snmpv3
B. any port

C. only ephemeral ports

D. the default port

Answer: D (A —vt—T %KY

&HTERE: 189

Choose the option that correctly completes this statement. A Security Profile can block or allow
traffic .

A. on either the data place or the management plane.

B. after it is matched by a security policy rule that allows traffic.

C. before it is matched to a Security policy rule.

D. after it is matched by a security policy rule that allows or blocks traffic.

Answer:B (A —yvt— )

Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-policy.html

=#ERE: 190
Place the following steps in the packet processing order of operations from first to last.

Ccontent mspechion
0S shaping apphedl ==

Securty pohcy lookup

DoS protechon

Answer:
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oS shaping applhed | e e e I
| I ISecunty policy Igokdp I secot
R amat el J | |
Becurty policy lookup L s R :
[ UTITY PONICY OKUE I - a X . &
[ | | coflentapspection : third o
e i e ) e 05 |

v ; i
DoS protection = = ’

____________ @08 Shaping applied |

Anmti\rea
S Ll y noumup

cAnENt mSpernhon

(205 shaping apphed

L

HTEIRE: 191

What is the minimum timeframe that can be set on the firewall to check for new WildFire
signatures?

A. every 30 minutes

B. every 5 minutes

C. once every 24 hours

D. every 1 minute

Answer: B (A —vyt—T%EY)

Explanation

Firewalls with an active WildFire WildFire signatures every five minutes. If you do not have a
WildFire subscription, are made available within 24-48 hours as part of the antivirus update for
firewalls with an active Threat Prevention license.
https://docs.paloaltonetworks.com/wildfire/9-0/wildfire-admin/wildfire-overview/wildfire-
concepts/wildfire-sign

= #TfERE: 192

An administrator would like to create a URL Filtering log entry when users browse to any
gambling website. What combination of Security policy and Security profile actions is correct?
A. Security policy = allow, Gambling category in URL profile = alert
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B. Security policy = deny. Gambling category in URL profile = block
C. Security policy = drop, Gambling category in URL profile = allow
D. Security policy = allow. Gambling category in URL profile = allow

Answer: (fAZE%RTd 5)

HTEIRE: 193

What are the two default behaviors for the intrazone-default policy? (Choose two.)

A. Allow

B. Logging disabled

C. Log at Session End

D. Deny

Answer: A,C (A —vyt—T%EY)

By default, the firewall implicitly allows intrazone traffic (within a zone) and implicitly denies
interzone traffic (between zones).

By default, traffic allowed or denied by the implicit Security policy rules is not logged on the
firewall.

= HTEIRE: 194

HE-DRAF 1 DOEYMDO 1 JOT7E2HOTEY BE—DOxry FT—0 LIZ2 DD Active
Directory KAS Y a2 bA—=5HAHY FZ7A4T70+—ILDEBTL—2IiEhHhThLHIFIASH
TWEEA,

*2Yy rFI—VATHRLGEA—HF—IDI—2xz Y MEENTITM?

A. 774724 —IVIZBRASNT- PAN-OSfi&T—> Uk

B. FAAL Y AVN—DORERY FT—VI2F 704 Stz Windows R—XDI— vk
C.xy FI7—4Y LIZEBREN=Citix #—SF I H—N—I -k

D.&FASY a2 bO—5—IZT 784 SNtz Windows R—XDI—Ix >V k

Answer: D (A —vyt—T%EY)

SREA/SHE:

S
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/user-id/map-ip-addresses-to-
users/configureuser-mapping-using-the-windows-user- id-agent/configure-the-windows-based-
user-id-agent-for-usermapping.html

#TiERE: 195

An administrator wants to reference the same address object in Security policies on 100
Panorama managed firewalls, across 10 device groups and five templates.

Which configuration action should the administrator take when creating the address object?
A. Ensure that the Shared option is checked.

B. Ensure that the Shared option is cleared.

C. Ensure that Disable Override is cleared.
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D. Tag the address object with the Global tag.

Answer: (&% F&K~9 B)

To reference the same address object in Security policies on 100 Panorama-managed firewalls,
across 10 device groups and five templates, the administrator should ensure that the Shared
option is checked when creating the address object. This option allows the administrator to create
a shared address object that is available to all device groups and templates on Panorama. The
shared address object can then be used in multiple firewall policy rules, filters, and other
functions1. This reduces the complexity and duplication of managing address objects across
multiple firewalls2. References: Address Objects, Create a Shared Address Object, Certifications
- Palo Alto Networks, Palo Alto Networks Certified Network Security Administrator (PAN-OS 10.0)
or [Palo Alto Networks Certified Network Security Administrator (PAN-OS 10.0)].

HTEIRE: 196
Match the network device with the correct User-ID technology.

Answer Area

. = | e =
Microsoft B |
Exchange 1
Linux ' i )
gl Y answer Re | erminal Services agent
authentication
) =
Windows | _ " T |
Cliellts j il i i y w1 111 AR 2 ‘
Citrix client - N Yot T I | client PI obine

Answer:
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Answer Area

- P P — " — — -—--'—~—'—-T
Microsoft | ] |
! jysfog monitoring

Exchange | 7l : |
Linux : : - ]
T SYSIOE OGNS Termmal Services agent |
authentication : |
: ] [ — 1
Windows i !
. HEIT 11 SErve [1118 |
clients | |
$ WM = i
Citrix client Y 118 9 Lol tasie ont client probing |
: PSR SR J

Explanation

Microsoft Exchange - Server monitoring
Linux authentication - syslog monitoring
Windows Client - client probing

Citrix client - Terminal Services agent
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HTEIRE: 197

An administrator receives a global notification for a new malware that infects hosts. The infection
will result in the infected host attempting to contact a command-and-control (C2) server.
Which two security profile components will detect and prevent this threat after the firewall's
signature database has been updated? (Choose two.)

A. vulnerability protection profile applied to outbound security policies

B. anti-spyware profile applied to outbound security policies

C. antivirus profile applied to outbound security policies

D. URL filtering profile applied to outbound security policies

Answer: B,D (A —vyt—T%EY)

Explanation/Reference:
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https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/policy/create-best-practice-security-
profiles

HTERE: 198
Match each feature to the DoS Protection Policy or the DoS Protection Profile.

Threat Intelligence Cloud

Gathers, analyzes, correlates, and

Next-Generation Firewall dTn_ﬂ?ﬁmiE::ﬁgm
located within the network.
Inspects processes and files to
Advanced Endpoint Protection Drag answer here prevent known and unknown
exploits.
Answer:
. o Identifies and inspects all traffic to
Threat Intelligence Cloud Next-Generation Firewall St bt et
reat Intelligence Clou blockkriown thieats
Gathers, analyzes, correlates, and
Next-G tion Firewall Threat Intelligence Cloud disserﬂ'ingtgs th'reatstd-and'-f_rom
xt-Generation Firewa s retworkiand endpolis
- — located within the network.
Inspects processes and files to
Advance Advanced Endpoint Protection prevent known and unknown
' exploits.

w=EERE: 199

Which two configurations does an administrator need to compare in order to see differences
between the active configuration and potential changes if committed? (Choose two.)

A. Running

B. Active

C. Device state

D. Candidate

Answer: AD (A —vyt—T%EY)

#fERE: 200
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In which threat profile object would you configure the DNS Security service?
A. Anti-Spyware

B. URL Filtering

C. Antivirus

D. WildFire

Answer: A (A —vyt—T%EY)

ExFTEIRE: 201

EEE(X office-program YT AT ITVRDITARTODT TV 5—2 a3 VIZF7HOATESELSIC
THRIZIX EDATSH FEERLETH?

A.HIP 7Oo2o74JL

B. 77U —>3avIq4lL3—

C.URL A3

D. 77V —>ariL—7

Answer: C (A —vyt—T#ET)

ExHfERE: 202

When creating an Admin Role profile, if no changes are made, which two administrative methods
will you have full access to? (Choose two.)

A. web Ul

B. XML API

C. command line

D. RESTAPI

Answer: AD (A —vt—U%E9)
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/firewall-administration/manage-
firewall-administrators/configure-an-admin-role-profile

E#TERE: 203

A—AILEBETHOY FOFREEIN-O0—ILZFRATIEEEIA TXENTTH?

A. A—/\—1—H—

B. A—/)LRX—X

C. 884

D. 7T/\4M REBEH

Answer: C (A —vyt—T%EY)

SRBA/S R https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-cli-quick-start/get-started-with-
the-cli/give-administrators-access-to- the-cli/fadministrative-privileges?PageSpeed=noscript

Ex#EIRE: 204
Which User-ID mapping method should be used for an environment with clients that do not
authenticate to Windows Active Directory?
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A. Windows session monitoring via a domain controller
B. passive server monitoring using the Windows-based agent
C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C (A —vt—T%#EY)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/user-id/map-ip-addresses-to-
users/map-ip-addresses-to-usernames-using-captive-portal.html

xFTERE: 205
Y RIT—H0 FTINARAZEELWUser-ID T2 /A EBELET,

Answer Area

Microsoft '\ —
Exchange - §Y$103 monitoring

Linux

authentication Terminal Services agent

Windows
clients

server monitoring

Citrix client | | ' Dfl client probing

Answer:
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Answer Area

Microsoft Linux TR
.. rhere S monitoring

Exchange authentication

Linux b i - ;
e Citrix client =|  Terminal Services agent
authentication
Windows | [~ Mictosofts e
14 &EO ~ % pr here server monitormg

hange _.

clients f_ﬁxc

T

Wi
client probing

‘ Citrix client

xFTERE: 206
RREINERD )= 3y MZEDWT VUV I TFTBER)O— L—ILIZ—HTEHTRTDH

TIVr—2avaRERTDHV14 2V EIDBEAC ) VIR EENDFIETENTTH?

No App Specified :
'hmuesecukypo&i&sMhammmpicaionspecﬁedmdﬂowawappicaionmhcaﬁqdb{aﬁeﬁkhcmmmasecu'lyr‘sk Palo Alto Network
'ou convert these service only security policies to application based policies. :

App Usage
(Bytes, 30 days) Apps Aliowed | Apps Seen 'Days with No New Apps| Compare Modified
any 8 8 Compare 2019-06-2.

1 incida nndal 172 6MA anv q A Camnara 2010 NR 2
A FERSh-7T)
B.falsniz7 7V
C.y—EX
D. & i
Answer: D (A —vt—T %KY

w=EERE: 207

When is an event displayed under threat logs?

A. When traffic matches a corresponding Security Profile
B. When traffic matches any Security policy

C. Every time a session is blocked

D. Every time the firewall drops a connection

Answer: (&% %KT7 D)
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/monitoring/view-and-manage-
logs/log-types-and-severity-levels/threat-logs#:~:text=Threat%20logs%20display%20entries
%20when,security%20rule%200n%20the%20firewall.

Ex#fERE: 208

Which information is included in device state other than the local configuration?

A. uncommitted changes

B. audit logs to provide information of administrative account changes

C. system logs to provide information of PAN-OS changes

D. device group and template settings pushed from Panorama

Answer: D (A —vt— U %%
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/device/device-setup-
operations.htmi

EFTEIRE: 209

EEAD HTTPS & GlobalProtect R LA V23— 24 ATHMZE>TWHIHEE EEBT7 7t
AIZIXED TCP R— rAMERINE T H?

A. 80

B. 8443

C. 443

D. 4443

Answer: (&% &RT~9 5)

AT 210
Based on the graphic, what is the purpose of the SSL/TLS Service profile configuration option?
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General Settings o

Hostname
Domain
Accept DHCP server provided Hostname
Accept DHCP server provided Domain
Login Banner
Force Admins to Acknowledge
G — V - =
ocsie | B -« a o - =
o P T - =
_Time L © Dl -4
Certificate Expiration Check
Use Hypervisor Assigned MAC Addresses
GTP Security
SCTP Security
v Policy Rule Hit Count

CED

A. It defines the SSUTLS encryption strength used to protect the management interface.
B. It defines the certificate to send to the client's browser from the management interface.
C. It defines the firewall's global SSL/TLS timeout values.

D. It defines the CA certificate used to verify the client's browser.



Answer: (A& %RTd 5)

ATEE: 211

POAILEA—F IR BATDFT LR ATO ) ME BROLEDEHTSRBTEET
n?

A txa)T4 R)I—IL—IL

B.ACC4YO—/\)L 74)LE—

C. 5 &REIRD 1) X k

D.NAT 7 KLR F—JL

Answer: A (A —vt— U %%9)

IPIDAINKA—KR IR BALATDFRLRA ATz ME X2 ) T4 RYUL— IL—IT
DHERTEET,
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-web-interface-help/objects/objects-
addresses IP A )Lk H—FK TRY

~IPODAILEKEA—FK 7KRLRAZ IPVAT7RLRADEICRAS Y2 ERRY (EOTHREDIDHEN
HYFET)DEATAADLET, HIZIE,

10.182.1.1/0.127.248.0, 74 ILFA—FK IR/ ®OE0 0) Ev I LLESNDEY A0 TH
N—ZNBIP7FLADEY FE—BITIVENHSEZTRLET , YRAVAD 1 EY M
TAILRKA—FREYFTHY  ZOEY FIEBERRELDIPT FLRADEY FE&E—HT S0
BEHYECA, 1LIPTRLRETAIILEA—F IRV ENAFTVICEBRLET IVFUI %
AT HE NAF) R=ZRY L0011 TIE, TAILEA—F TRXY 1010 (T 4 DD—F

(0001, 0011_1001 &KL 1011) [T Y FE T,
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ExHfERE: 212

Which Security profile would you apply to identify infected hosts on the protected network using
DNS traffic?

A. URL traffic

B. vulnerability protection

C. anti-spyware

D. antivirus

Answer: C (A —vyt—T#ET)

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles
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EHfERE: 213

An internal host needs to connect through the firewall using source NAT to servers of the internet.
Which policy is required to enable source NAT on the firewall?

A. NAT policy with no internal or internet zone selected

B. pre-NAT policy with external source and any destination address

C. NAT policy with internal zone and internet zone specified

D. post-NAT policy with external source and any destination address

Answer: C (A —vt— U %7&Y)

AT 214

In which threat profile object would you configure the DNS Security service?

A. Antivirus

B. Anti-Spyware

C. WildFire

D. URL Filtering

Answer: (&% &RT~9 5)
https://docs.paloaltonetworks.com/dns-security/administration/configure-dns-security/enable-dns-
security#:~:text=T0%20enable%20DNS%20Security%2C%20you,t0%20a%20security%20policy
%20rule.

Ex#fERE: 215

You notice that protection is needed for traffic within the network due to malicious lateral
movement activity. Based on the image shown, which traffic would you need to monitor and block
to mitigate the malicious activity?
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_ Inspect Inspect
Public users - inbound outbound

or hqsts traffic traffic

-

:2 Internet Applications

db-ext

Inspect
internal

traffic

A. east-west traffic

B. perimeter traffic

C. branch office traffic

D. north-south traffic

Answer: A (A —vt—T %)

#HTfERE: 216

Given the topology, which zone type should you configure for firewall interface E1/17?
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Internet

SPAN or
Mirror Port

A. Tap

B. Tunnel

C. Virtual Wire

D. Layer3

Answer: A (A —vt—T %KY

Tap - A Tap interface monitors traffic that is connected to a network switch's MIRROR/SPAN port.

RFTEIRE: 217

EEEX LANYV—2HRDDNS S5 7490 E—893dtxa)Tq R)— IL—ILEERT
BBHENHY EHITDMZY—2ADDNS FS 7490 E—BTH20ELHYET EESE
(E.DMZYV—=2E LANYV—VRBID RS 749 FHRAIL-< BT,

EDEFaT4 RIVD— L= AL T=#ERTIBLENHY £9H?

A.1=/\—H)L

B. V— R

CAYVEZIY—Y

D. 774k

Answer: D (A —vt—U%&9)

ATERE: 218

IP7 RLREA—HY—RIITVEVTTEFME 3 DOHEIEMTTMN? §OHERUL S
Ly,)

A. XML API Z{EFH9 %

B.DHCP yL— 14

C. GlobalProtect T— = > k% {# M L T GlobalProtect ¥— b = A (LT 51 —H —
D.HTTP Ay F—RICIEAShz2—HF—4

E. WildFire EiR L /R— b

Answer: (fBZ % RTT 5)

Palo Alto Networks 7 7 4 7o+ —JLI&_ User-ID T—2 = > +_Captive

Portal GlobalProtect, XML API HTTP Ay A —G ED S EIELFZZFEALT IP7RFLR
FA—HY—ZITIVTTEET, INODHFEITKY T7A4T704—LIKIP 7 FLAREIFTIE
BLA—HY—IDIZEDWTEFaT4 RIP—FFRHTEFEFT, CNODAHEICIEIRD &K S
BELEDOAHYFET,
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XML APl OfER: XML APl 2R3 5 & SN RATALIEHTTPS ERE#FEALTCTA—HY— <y
EVIRBETIFAT IA—ICEETEFET , I7AT70A—LIECDBERZEZEALT IP T
FLADBRICHD1—F—ZHA L BEULGRY O—FBRATEET,
GlobalProtect T—< x> b %{#MA L T GlobalProtect 5— b = A [T 51 —H —:
GlobalProtect [, A—H—DTNA RET7A T +—IILDREIZVPN FoRIILEREILT S &
&Y Ry FRT—OADREBVE—F 7O EAFRELEFT, 2 —F—AH GlobalProtect T—
Dz b#EFERALT GlobalProtect — b A IS 5 774 7o+ — LT —YV—%
L A—HY—DIP7RLRZA—H—R1IZvyTTEET,
HTTP ANy A —RNIZEA SN2 —F—R: T7A4 T4+ —I)LIE Web k574 v oD HTTP
ANYHE—Po1—F—ZFZHMHETEILETEFT, COHETIE Web —N\—F [ 7AF
DH—N— TFAT O+ —IDRAHAINDINRFILHTTIP AY A —[ZA—YY—ZZFEAT S
DENBHBYES , 7747 24— ILECDEHREEALT IP7 FLRZA—HY—K1IZTvE
DUTEET,
SEZER IP7 FLRZELA—H—IZT v T3 FEEEE - Palo Alto Networks _ Palo Alto
Networks Certified Network Security Administrator (PAN-OS 10.0) & 7= (X Palo Alto Networks
Certified Network Security Administrator (PAN-OS 10.0),

BT HRE: 219
UTDRY)—roay hEHERLTLLEED, EFASERICESVT EDTORIL T
QA—S—AHERFEO—HZBREL BEOJ T M) ZERL, 374 v 0 ZEFRILET A

A TLET &L Y WDy WL D ] oA TUR D AL N WL DF ol s asell WG AL TeOy
T i vt By w1 Sl il Tewet by
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A. smb



B. Ef&

C. ftp

D. http2

Answer: (fAZEZ%RTT 5)

A Y= 3y kzkBE imap pop3 . smip DA TIAHIL N (FI—R) 7o arviEsE
5 7IU5—30 bS5T7499 JA=CEIZTS—FEERLET . 75— RMIBEDOTIC
REINFET,

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/policy/security-profiles

EHTEIRE: 220

Which user mapping method could be used to discover user IDs in an environment with multiple
Windows domain controllers?

A. Active Directory monitoring

B. Windows session monitoring

C. Windows client probing

D. domain controller monitoring

Answer: D (A —vyt—T%EY)

To ensure the most comprehensive mapping of users, you must monitor all domain controllers
that process authentication for users you want to map. You might need to install multiple User-1D
agents to efficiently monitor all of your resources.

AT 221

Which two settings allow you to restrict access to the management interface? (Choose two )
A. restricting HTTP and telnet using App-ID

B. permitted IP addresses

C. administrative management services

D. enabling the Content-ID filter

Answer: (&% %K 7 D)

Ex T RE: 222

Drag and Drop Question

Match the cyber-attack lifecycle stage to its correct description.
Select and Place:
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ERHTEIRE: 223

Which administrator type utilizes predefined roles for a local administrator account?

A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: (&% &RT~9 5)
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/firewall-administration/manage-
firewall-administrators/administrative-role-types#id8b324bf1-eac8-

40e1-82d5-6f82ff761fa9

HTEIRE: 224

What is a prerequisite before enabling an administrative account which relies on a local firewall
user database?

A. Configure an authentication policy

B. Configure an authentication sequence

C. Configure an authentication profile

D. Isolate the management interface on a dedicated management VLAN
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Answer: C (A —vyt—T%EY)
https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-admin/firewall-administration/manage-
firewall-administrators/configure-administrative-accounts-and-authentication/configure-a-firewall-
administrator-account

R#TEIRE: 225

A network has 10 domain controllers, multiple WAN links, and a network infrastructure with
bandwidth needed to support mission-critical applications. Given the scenario, which type of
User-ID agent is considered a best practice by Palo Alto Networks?

A. Windows-based agent on a domain controller

B. Citrix terminal server with adequate data-plane resources

C. PAN-OS integrated agent

D. Captive Portal

Answer: A (A —vyt—T%EY)

E#fEIRE: 226

NAT 280X Ta RUS—ZERTLHEEIIHERASINS 2 DO—HEEFENTTM?
2O2BEULCIZELY,)

A. Pre-NAT YV —>

B. NAT D7 FL X

C.NATHIO7 FL R

D. NAT DYV —>

Answer: (&% &RT~9 5)

A%h7: PCNSA fE#ESE (L GoShiken.com AME#t SN =& L1579 LY PCNSA FHERREIESR !
GoShiken.com M &x#HTD PCNSA FHERFIER 12 L TLVYEJ, GoShiken.com PCNSA F{E&
MREIXRF T, BENEE TS IWVVET , HTD GoShiken.com PCNSA BiREE xS Y L9 5%
A& Z 5 5 https://www.goshiken.com/Palo-Alto-Networks/PCNSA-mondaishu.html
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RATERE: 227

In a File Blocking profile, which two actions should be taken to allow file types that support critical
apps?

(Choose two.)

A. Clone and edit the Strict profile.

B. Edit the Strict profile.

C. Use URL filtering to limit categories in which users can transfer files.

D. Set the action to Continue.

Answer: (fRZE%RTd 5)
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HTEE: 228

View the diagram. What is the most restrictive, yet fully functional rule, to allow general Internet
and SSH traffic into both the DMZ and Untrust/Internet zones from each of the |IOT/Guest and
Trust Zones?

Untrust Zone
| ¢
100 1. 5058 - - -t .
"
¥
(tonzama | Y[ 12 | | r—
frzaninaad & -}{l: 1 5 Ll
R l 10T | Guest Zone
Trust Zone & { g "
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e
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720 18, 11 §72.16 18 1054 e
A T2 LA 8 LA 18 0§30
A.
= “ -
A TAEd el Fi- DD 4 wiie ‘ “ﬁ" AsDuiil Ci AFFUCATON urndl
23 A e O S innsue - _ s 2 -~ = i P ks e Artant
-~y &‘.I;u-n_.':;\f;:‘ %g thii "":.“ . St B w
| & B e oy
L

d a1 R
'S & 1R,
W - - P

mAMI TAGE e TONr ADDEINE M DrweE ToNT ADCATLE DEwsCR APPLRCATHON W

Answer: (&% FK~9 B)
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EHfERE: 229

Which Security policy match condition would an administrator use to block traffic from IP
addresses on the Palo Alto Networks EDL of Known Malicious IP Addresses list?

A. destination address

B. source address

C. destination zone

D. source zone

Answer: B (A —vt— U %7%9)

There are many ways to enforce web page access beyond only blocking and allowing certain
sites. For example, you can use multiple categories per URL to allow users to access a site, but
block particular functions like submitting corporate credentials or downloading files. You can also
use URL categories to enforce different types of policy, such as Authentication, Decryption, QoS,
and Security.
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-
category-as-policy-match-criteria.html

= HTEIRE: 230

Which solution is a viable option to capture user identification when Active Directory is not in use?
A. Authentication Portal

B. group mapping

C. Directory Sync Service

D. Cloud ldentity Engine

Answer: A (A —vyt—T%EY)
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