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Working with Groups

When creating a group, you must provide a unique, unchangeable name for the group. The name must be
unique across all groups within your tenancy. You must also provide the group with a description (although
it can be an empty string), which is a non-unique, changeable description for the group. Oracle will also

assign the group a unique ID called an Oracle Cloud ID (OCID). For more inf jon, see Resource
Identifiers.

O

[4 Note
If you delete a group and then create a new group ‘Wi thegname, they'll be considered
different groups because they'll have different ¢

A group has no permissions until you wrj ne policy (© that gives that group permission to either

the tenancy or a compartment. Whe it e policy, you can specify the group by using either the
unique name or the group's OCID.Q) geeding note, even if you specify the group name in the policy,

IAM internally uses thegCI
Policies.

ine the group. For information about writing policies, see Managing

You can delete a group, but ofily if the group is empty.

For information about the number of groups you can have, see Service Limits.

If you're federating with an identity provider, ou‘ll create mappinis betweerj the identity provider's

‘ rati _\ﬂ&htiw Providers.

groups and your |IAM groups. For more inf @l )
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Flexible Shapes

A flexible shape is a shape with a customizable nugnbet of QEPUS™WHREN Vol create a VM instance using

the flexible shape, you select the number efs@CPUS that yvolgeed for the workloads that you will run on
the instance. The amount ofimiE@mary, nétwark bafhdwidth, and number of VNICs scale proportionately

with the number of OCPUs

The VM.Standard.E3.Flex shape, a ¥iMstantard shapge, is@-Hexible shape
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Components of IANT

IAM uses the components described in this section. To better understand how the
components fit together, see Example Scenario.

RESOURCE

The cloud objects that your company's employees cieateand use when interacting with
Oracle Cloud Infrastructure. For example: compute instdnces, block storage volumes, virtual
cloud networks (VCNs), subnets, route tablésgetc.

USER

An individual employee or system that needs to manage or use your company's Oracle
Cloud Infrastructure resources. Users might need to launch instances, manage remote
disks, work with your virtual cleud network, etc. End users of your application are not
typically IAM users: Users have one or more IAM credentials (see User Credentials).

GROUP

A collection of users who all need the same type of access to a particular set of resources or
compartment.
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Supported Database Editions/and\érsions—

All single-node Oracle RAC DB systems support the following Oracle Database editions:

e Standard Edition
* Enterprise Edition
* Enterprise Edition - High Performance

®» Enterprise Edition - Extreme Performance
Two-node Oracle RAC DB systems require Oracle Enterprise EditionsExtreme Performance.

For standard provisioning of DB systems (using Ora€le Automatic Storage Management < (ASM) as your
storage management software), the supported database verSions are:

e QOracle Database 19¢ (19.0)

® QOracle Database 18c (18.0)

® Oracle Database 12c Release 2 (12:2)
o QOracle Database 12¢ Release:1 (12.1)

® QOracle Database 11g Release 2 (11.2)

For fast provisioning of singléshode virtual machine database systems (using Logical Volume Manager %
as your storage management software), the supported database versions are:
* QOracle Database 20c (20.0) - Preview version only

® QOracle Database 19¢ (19.0)

® QOracle Database 18c (18.0)
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OCI services with SLA

Services Data Control

Fert.

| Plane Plare
Compute Yes Yes
Block Volume Yes Yes

File Storage 5 m Yes
Database - Dense 1/0 é w“' 5 Yes
Database Cloud ';'saen"-.flrr.gI d Yes
Database Exadata Serv "-.& E ‘I’ES Yes
Data Safe . Yes Yes
Other services - APl Gat®éay, Autonomous Data Warehouse,
Autonomous Transaction Processing, Database Backup Cloud Service,
Digital Assistant, DNS, Email, FastConnect, Functions, Health Checks,
Integration Cloud, Key Management, Load Balancer, Monitoring, NoSQL

Database Cloud, Notifications Service, Object Storage, Outbound Data
Transfer, Streaming Service, Web Application Firewall
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Oracle profects the security of your kiys by storing Orache Kiry Management 5 a managed seivioe, 30 Irbegrates with Oracle ldentity and Access
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ared mainisingng HSAMS and key management lifecycle via integration with Ovacle Awdit
saftwaie
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¢ Identity and Access Management (IAM): m lerviﬁou should protect your
cloud access credentials and set up individu r T ible for managing and

reviewing access for your own employee accounts and for all activities that occur under your tenancy.

Oracle is responsible for providing effective IAM services such as identity management,
authentication, authorization, and auditing.

e Workload Security: You are responsible for protecting and securing the operating system and
application layers of your compute instances from attacks and compromi$es. This protection includes
patching applications and operating systems, operating system configtration,and protection against
malware and network attacks. Oracle is responsible for providing sectige images that are hardened
and have the latest patches. Also, Oracle makes it simple for y@u to Bring the same third-party
security solutions that you use today.

¢ Data Classification and Compliance: You are réSponsiblefef correctly classifying and labeling your
data and meeting any compliance obligation§yAlS@pyou@re responsible for auditing your solutions to
ensure that they meet your compliance obligétions.

¢ Host Infrastructure Security: You aref@8ponsible for securely configuring and managing your
compute (virtual hosts, containers), storageé (object, local storage, block volumes), and platform
(database configuration) servigds. Gtaclehas a shared responsibility with you to ensure that the
service is optimally configured and secured. This responsibility includes hypervisor security and the
configuration of thé@perfissians and network access controls required to ensure that hosts can
communicate correctijpandthat devices are able to attach or mount the correct storage devices.

* Network Security: You are responsible for securely configuring network elements such as virtual
networking, load balancing, DNS, and gateways. Oracle is responsible for providing a secure network
infrastructure.

® Client and Endpoint Protection: Your enterprise uses various hardware and software systems, such
as mobile devices and browsers, to access your cloud resources. You are responsible for securing all
clients and endpoints that you allow to access Oracle Cloud Infrastructure services.
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https://www.oracle.com/cloud/storage/pricing.html

Product Unit Price Metric
Block Volume Storage £0.0255 GB Storage Capacity / Month

Performance Units Per GB / Month

* 0 VPUs at 50 for Lower Cost
* 10 VPUs at $0.017 for Balanced
2,20 VPUs at $0.034 for Higher Performance

Block Volume Performance Units $0.0017
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Availability

Rest assured that your cloud workloads are in

uptime and connectivity.

continual operation with Oracle’s commitments (o

Manageability

The elasticity and configurabiiity of infrastiuciure ts
part of why people move applicatians to the cdoud,
Your services need to be rmanageable all the time (o
deliver this benelit. Oracle provides manageability
SLAS to ensure your ability to manage, monitor, and
modify resources.

Performance

it's not encugh for your laa5s resources to be merely
accessible. They should consistently perform the
way you expect them to. Oracle is the first cloud
vendor to guarantee performance, so you can rely
opyour infrastructure for enterpeise applications,
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