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Staiernenh 5
Microsoft Entra ID is dl}:laﬁf} Lo 4 :q;ms@ eﬁncﬁmﬂt

] h‘lgm Eﬂtra m %Erﬁdﬂ aﬂ:art of a Microsoft 365 subscription.

Mrﬂ* l.'-rﬂ:m I is an identi d access management senvice.
- L\ egeReiai

Answer:
Anzswer Area

I

'Microsoft.t. -

Microsoft Entra ID is deployed 1o @mon-premises environment 1.9
Microsoft Entra ID i5 provided as part of a Microsoft 365 subscription 1 C i

Microspft Ertra 1l is an identity and access management service. |

Microsoft Entra 1D is % reml.u_&- enwirorement.
Microsoft Ent e as part of a Microsoft 365 subscription

. M. Qﬁ an identity and access mﬂnﬁgﬁ* M I C ro S Oft
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s BN i icro soft

"~ w canuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to control sessions in real ime.
Azure Defender L § hode
Azure Sentinel
Microsoft Cloud App Security

-

Answer:
Answer Area

+ Ccanuse conditional access policies

Azure Active Directory (Azure AD) Privileged Edentaty ﬁaﬁg&mem (PIM) | to control sessions in real time.
Azure Defender

Azure Sentinel v ‘ 1 .

e s TN = Microgoft

Answer Arca me M |crosoft

= canuse conditional access policies
Azure Active Directory {Azure AD} inf%gfqmﬁ@- mmw .;le} to control sessions in real time.
Azure Defender
Azure Sentinel

Microsoft Cloud App Security - 5
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The Cloud Security Posture Management (CSPMias® 1= psaift Defender for Cloud block malware and other unwanted applications,
access and application control '
Cloud Security Posture Management (CSPM)
container security
wvulnerability assessment

while reducing the network attack surface oft Azui'e v.rtual machines.

Answer:

loud block malware and other unwanted applications,

container security
1..-'ulr.'u.':ra[l:riIiil:*;..r assessment

while reducing the network attack surfaceon ‘
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Answer Area

* | track compliance with grgupings of copfals ffamia specific regulation or requirement

Answer:
Answer Area
AN :
Y H_~ ] track compiiance with groupings o Qg wﬁﬂ ajpmﬁr vetyuls e b requirement
Assessments
Improvement actions
oy I_.«: T
flfemplates
Answer Area
i ¥ track compliance with groupings of controls from a specific regulation or requirement.
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= Micrqsoft I
. You can restrict communi meowme by using O

Information Bamriers.

You can res Ag 2 SharéPoint Online site by using Information O o
Barrler PY.
@ ring a file with another user in Microsoft Teams by using w

B _— & Microsoft ..

oo
You can restrict cnmrnumcatmt:etmn mrﬂn Excha nge Online by using e &
Information Barriers. h =
You can restrict a-:cessmﬂ a Sl'nrePomt Online site by using Information 1O
Barriers. ; il

_ You can p&vem shmng 2 file with another user in Microsoft Teams by using 10,

Infﬁ'mﬁon‘ﬂarmri il

O

Statements
You can restrict communicati mim by using
Information Barriers.
I 4d
.. T bftvnh another user in Microsoft Teams by using
il -
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Cormrective
Detective

Preventative

Answer:

2. Use encryption to protect data at rest.

Actively monitor systems to identify irregularities that might represent risks.

Compliance score action

—
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Detective

P S ———— | ]

J5& encryption 1o protect gata at rest.

Actively monitor systems 1o identify irregulanties that might represent nsks.
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Explanation:

Preventative Use encryption to protect data at rest.

Detective
m Vicrosoft

Actively monitor,systéms to identify irregulanties that might represent risks.
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You can manage Microsoft Intune by Using the

Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center.

Microsoft Endpoint Manager admin center.
Answer:

Answer Area

You can manage Microsoft Intune by using the

Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 secllfity ce

T
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- enables €dllaboration with business partners from external
Active Directory Domain Services (AD DS) | organizations such as suppliers, partners, and vendors. External

:Active Directory forest trusts . . lrusers appear as guest users in the directory.
iv@ Rirectory (Azure AD) business-10-business (B28)
iva Dinedt fto-consumer B2C (Azure AD B2C)

Answer:

% 'Microsoft . enables collaboration with business partners from external

Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts " users appear as guest users in the directory.

Azure Active Directory (Azure AD) business-to-business (B2}

O-C0 .

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b
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Statements Yes No
Users can apply sensitivity labels manually. O Q
Viultiplé sensitivity labels tan be applied to the same file. Q O
A sensitivity label can apply a watesmark to a Microsoft Word document. Q Q
Answer:
Statements Yes No
Users can apply sensitivity labels manually. L O O
Multiple sensitivity labels can be applied te the same file. O ED]
A sensitivity 1abel can apé{qv@tﬂmark to a Microsoft Word document. :_d* O
Explanation:
Statements Yes No
Users can apply sensitivity labels manually. O Q
Multiple sensitivity labels canhe applied to the same file. O ®)
A sensitivity label can apply a watermark to a Microsoft Word document. O O
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Micrqsoét
In Microsoft Sentinel, you can mate comimon tasks by using | playbooks.
' deep investigation tools.

hunting search-and-query tools,

Answer:

'__-.‘.'-E.'g )
I

In Microsoft Sentinel, you can automate cqmrrﬁ?'l mskﬁ!ﬁwﬁm ks.
. "a B L 5 G p investigation tools.
B B N hunting search-and-query tools.
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Microsoft Azure

Azure services

+

Create a
resource

P Search resources, services, and docs (G+/)

'

§

Subscriptions

»

Azure AD
Connect H

Answer:

Security Center

Vhcro

o

Advisor

&

Monitor

soft

More services




= Microsoft Azure *"'[ n '-

Azure services

. ' ?

Create a Application Subscriptions
resource Insights

» <

Azure AD Security Center Advisor Monitor More services
Connect Health

S -

https://docs.microsoft.com/en-us/azure/security-center/secure-score-access-and-track
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Answer Area

Statements -y Yes No
Microsoft Sentinel uses logic apps to identify anomiglies acrossirasources, C C

Microsaft Sentinel Lﬁﬁ'_mmki'fﬂ-cmrelate alerts into incidents. C O

The hunting Eearch-and-quer=jﬁ of Msb@ft@ wﬁtn the O O

MITRE ATT&CK framework.

-

Answer:



Answer Area

Statements
Microsoft Sentinel uses logic apps to We

e

Microsoft ip
The hunti rch-and-query tools of Microsoft Sentinel are based on the md 1. O
MITRE ATT&CK framework. s

m@@m =" Microsaft

o i
ate alerts into incidents, Q 10

Answer Area . . - A
N meMicrosoft w
Microsoft Sentinel uses logic apps ta.idéntify anomalies across resources. O ®
Microsoft Sentinel uses workboaks to ;orre!éte alerts into incidents. O C
The hunting search-and-queky taels of Microsoft Sentinel are based on the ® Q
MITRE ATTRICK framaivork
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Azure AD Connect can be used to implement hybnd identity.

Hybrid identity requires the lmplementatmn of two Microsoft 365 tenants.

.. = igation of hybrid identities requires the synchronization of Active Directory Domain
Micros&tes

DS) and Azure AD.

Answer:



Statements
Azure AD Connect can be used to implementhybrid identity.

| L]

Hybrid identity requires the implementation of two Microsoft 365 ten.ﬁ M I C ro S %f I

Authentication of hybnd identities requires the synchronization of Active Directory Domain
Services (AD DS)and Azure AD.
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Azure Firewall TIRETZ D) V—RDEFEFENTIN? ERIEENETNEELMBREEZRLTVET,
R EICIRA Y FAMESNET,

A. Azurefr8< > v

B. Azure Active Directory (Azure AD) 1—+H—

C. Microsoft Exchange Online ®Z{E kL A

D. Azurefy 8y kT —%

E. Microsoft SharePoint Online ¥4 k

Answer: (&% %KT9 D)

E5EA

T7AT7 74— ILIERERY FT—V ZEHEREZEL TLSDFTTIEGELS DDoSHEMFRIEFEER Y bT—VI2& > TEEMIZ 11255,

A% SC-900 fERELE (X GoShiken.com ARt S f-B# L 143 L) SC-900 HEXREIRESE ! GoShiken.com MNEEH D SC-900 RAERRIEE # =M L TLVE T, GoShiken.com SC-900 HERRIREII R E T.
RENEETTIVET, D GoShiken.com SC-900 [EREE %4 v F3 B AL 5B 5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRIRESE A & IEfZ{+ & T 30% w 431

£|5|a— K: Freepdfdumps)

= 17
XZIELCERSEDERRERVGZ S,

é;ﬂchmark recommendations and guidance for protecting Azure services.

Azure Application Insights-

Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

Answer:
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% ‘ A/ imr@ﬁ@cbenchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher

Log Analytics workspaces
"Security baselines for Azure ”

atic _;:_-;‘ and guidance for protecting Azure services

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure
S
https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cloud-services-security-baseline

'Microsoft
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Statements Yes No

You can create one Azure Bastion per virtual network. . F O
‘ Microsott

Azure Bastion provides secure user connections by using RDP. O Q
Azure Bastion provides a secure connection to an Azure virtual (@) (@]
machine by using the Azure portal
Answer:
Statements Yes No
—
You can create one Azure Bastion per virtual network. O O

Azure Bastion provides secure user connections by using RDP.

ﬁzatg; r?:;;:oé%m;mt gegﬁagaffi on to an Azure virtual 10! @)




Statements Yes No

You can create one Azure Bastion per virtual m‘ﬁ

Azure Bastion provides secure usgrcomms by USinQI! M ﬁ'o S Oﬂ:

Azure Bastion provides qg@ﬁé"’tﬁm'lecﬁun to an Azure virtual

O

machine by using the Azure portal.
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When users sign in. | sugseatcalion S | s!‘.g: nl;?riuoumw_
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Answer:

Angwer Area

suthsnhoal=on

i-L.lIl"l

Microsoft

L™ verifies ther credentialy 10 prowe thew identity.

®\icrosoft
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Answer Area

with windows Hello for Business, a user's biometric data
|is stored on an external device.
|is stored on a local device only.
is stored in Azure Active Directory (Azure AD).
is replicated to all the devices designated by the user.

Answer:



Answer Area r

= MicPosoft
Wwith Windows Hello for Business, a user's biometric data used for authentication -
is stored on an external device.

Is stored on a local device only.

Is stored in AZure Active Directory (Azure :

is replicated to all the devices designated by the user.
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Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to 0

grou e “risk level.

PR PR et , .

‘Lzure Active Directory {Azure AD) Identity Protection can detect whether O
user credentials were leaked fo the public.

Azure Active Directory (Azure AD) Identity Protection can be used to 0
invoke Multi-Factor Authentication based on a user's risk level.

Answer:
ANswer Area

Statements Yes No

Azure Active Directory (Azure AD) Identity Protectian can add users to O E
groups based on the users' risk leyel —

Azure Active Directory (Azure AD) Identity Protection can detect whether |O @)
user credentials were leaked to the public.

Azweﬂdi%ﬁﬁ?:ﬁ@&ﬁ&%] Identity Protection can be used to E 0

inuaka knti_Factar Avthanticatinn hacad nn a near'e rick lowsl
S

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-
risks https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
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Microsoft Intune can be used to manage Android devices. O O
Microsoft Intune can be used o provision Azure subscriptions. O O
Microsoft Intune can be used to manage organization-owned O O
devices and personal devices.
Answer:
Statements L ' o
l f
maeVicrosoft
Microsoft Intune can be used to manage Android devices. @ O
Microsoft Intune can be used to provision Azure subscriptions. O 6]
Microsoft Intune can be used to manage organization-owned El O
devices and personal devices.
S .

https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-device-management
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Answer Area

Statements —] M I C F(ffSOft

Microsoft Entra ID Protection can add users to groups based on the uSers' risk level.
Microsoft Entra ID Protection can detect whetheruser credentials were leaked to the public.

Microsoft Entra ID Protection canbe used to invoke Multi-Factor Authentication based on a
user's risk level.

Answer:



Statements
Microsoft Entra ID Protection can add users to %pﬁd on the users’ risk level. C ol
L

Microsoft Entra |ID Protection can detect v \ethePuser credentials were leaked to the public. | ()|

7 im gﬁf Authentication based on a

Microsoft Entra ID Protection
user's risk level,

Microsoft Entra ID Protection can add users to groups Based om'the users’ risk level.

Microsoft Entra ID Protection can detect whether user credentials were leaked to the public.

Mlcmli‘ﬁ Immof it:oke Multi-Factor Authentication based on a - O
user's fsk |
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Answer Area T
o= Microsoft

Statements Yes No
Azure Policy supports automatic rEmem@on k* " A 0O O

q“ "~ 5‘* | e
Azure Policy can be uséd fo. r%&g that new resources adhere O 0O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a @] O

taraet resource is created or modified.
Answer:



Answer Area

Statements - Yes No
Azure Policy supports automatic remedmbon 1% o) o
Azure Policy can be’ nsEd’tn;éll’ra;w‘tal thatl né;ﬂ resources adhere | O @)
to corporate standar&s —
copes Rgeroesne ©l [

S
https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Answe .
icrosoft

You can use v in the Microseft 365 security center to identify devices that are affected by an alert

classifications
incidents
policies
Secure score

Answer:

Answer Area \ Al | M ICr OSGft
You can use ~ inthe MlchMSﬂS semuﬁr center to identify devices that are affected by an alert,

classifications
policies o %
Secure scoré® o °

SR .
https://docs.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=0365-worldwide
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is a cloud- -baseg: solution ttﬂl I&verag es on-premises Active Directory signals

Micrasoft Defender for Cloud Apps to identify, d&tefct anﬁ imrestlgate advanced threats,
Microsoft Defender for Endpoint y

Microsoft Defender for |dentity
Microsoft Defender for Office 365

Answer:



is a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, deteet, andiinvestigate advanced threats.

Microsoft Defender for Identity |
Microsoft Defender for Office 365

Explanation:

R s - cloud-based solution that leverdges on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, detéet, and investigate advanced threats.
\icrosoftDief@rides far Endpoint
|[Microsoft Defender for Identity
Microsoft Defender for Office 365

Microsoft Defender for Identity (IB#Mzure Advanced Threat Protection  Azure ATP) (& #4 > 7L X XM Active Directory 4 FILEFRAL T B ZENE LE-EELEBR BESNE-ID BLUVEED
HOENEILTEHE. RE AET S5V FR—RODEFa) T4 Y)a1— 32T,

RATEE: 27
BESIaL—YaVilBELNEFENTOSY—EXRFAITTMN?
A. Microsoft Defender for Identity

B. Microsoft Defender for Office 365

C. Microsoft Defender for SQL

D.B

E. Microsoft Defender for Cloud Apps

Answer: (fRZ%RTd 5)
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HET=XAzure TR ) T avuxBEHBTY,
ARFCHEHEDH L EENEMLEEET IMLENHY T,
fAZEFESINRNETLLOIMN?

A. Azure Active Directory Azure AD) ID{R

B. Azure Active Directory Azure AD) TOT7 AL E1—

C. Azure Active Directory Azure AD) 4FHDEE PIM)

D. Windows Hello for Business

Answer: (&% %XT9 D)

Ex#TfERE: 29
UTORERIZTDODVWT ELWMERIE KL ZRBIRLTLESWD, £S5 THWMMESE DOV JZERL TSN,
T EEEITIRA Y FAMEShET,


https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html

Answer Area

Statements Yes No

¥ou can create a hybrid identity in an on-prequises Adtive Rirdtony that syncs to Azure AD
Liser accounts created in Azure AD sync@utdigatitally to an on-premises Active Directory

WWBBRRLISING & bybid godel autheMlication can either be done by Azure AD or by anathers
ity e ovidel. ' TR el a o
L %, 'Y :

Answer:

Answer Area

Statements Yez No
) & s -1
You can create a hybnd identity in an on-premiises Active Directory that syncs to Azure AD. |
aiy,
=gk |
User accounts created in Azure AD sync automatically to an on-premises Active Directory I I
—

" . ) |
When using a hybrid model, authentig@lien €am either be done by Azure AD or by another
identity provider L -

Explanation:
Anzwer Area
Statement: : ot " Yes No
You can create a hybeid identity in an on-premises Active Directory that syncg to Azure AD .
User accounts created in Arure AD sync adiomltically 18 an onspresiisas Adtive Directory .
When usifil) a bylsd mgidelaitheniicalion’chn either be done by Azure AD or by another =

identity prasid

Microsoft (&, /N1 J'1) v K ID &4 > 7L X XM Active Directory & Microsoft Entra ID (Azure AD) ##i& L. V5V FEFVTLERDT7 TV 5—2 3 V2R THE—DID 2FKRT 5-HIT U TL X
A®D ID A Azure AD ICRIEAS NS 13D EFRBALTVWEST , CODETILTIE . TALI M) ATz b (A—F—_FTIL—T BELVEIRSNI-EM) X, Azure AD Connect E7=1& Cloud Sync #{#EMA L
THUTLIRAD S Azure AD IZHRNET, Chid /Na Ty FBIEBICBIT5 70 a =V OEEMAEFRTY, Microsoft (&SI HENEERLEEE VSRT—KFOEXRL TNRIRE
EIETLN—TDEZRLIVFTUARE)FYR—FEINTVEITN V5DV FTER SN zA——EA > TLUIXAD ICEFMICEABHIAGWERBALTOWET B EDREMLEEZR LEEEEREHL
BHWRY 7hAHYk JOESIZ VT3 AV T UIATHEREZELEITET, 2FY ., Azure AD AS ADDS ADI—HF— 7HI Y FOERIET 74 FTIRITOAEEA, BEEICEL

T . Microsoft (X /N1 Ty FIDIXY 5 RRBEE VNRT—F Ny P aREAELITINRRIIL—BEE) #HHR—FLTEHEY Azure AD B A U4 U EEFTT S5 AOID FO/84 54— (AD FS Y —F
R=T4DIP BE) EDTTFL—LavEFR—FL FDTONA F—DERERERIIL T Azure AD [C b—9 U ERFTTHEBRTNET, ChoDEdIE /N1 TYy FIDIZETS
Microsoft ® SCI HA F VR E—HMLTWET AV TLIANGI TV FAQORBIFZEETT N, BEFMAGEARAOI—F—REIFZFETIETA  RBEIEBR LIz Y1 >4 VU AEICIE LT Azure AD F
flIE7zFL—YavanfzIldP IC&>TUREBEINhFET,

Ex#TERE: 30



UTORERICDOVT ELWMEEIF R ZBRLTLLESVD, Z5THNMESEF DOVE 1 ZBRLTLZED,
T EF LIRS Y RAIMEEShET,

Statements Yes No
You can add a resource lock to an Azure subscription. O O
You can add only one resource lock to an Azure resource. O O
You can delete a resource group containing rescu@ tfl&M«éngQ:&Q(ft Q O
Answer:
B7LL]
T3274hWNA—HF—AVE3—T1—R TFANT7IV 75— 0 BFA-LOHATEFMICERSAES
Statements f Yes No
You can add a resource lock to an Azure subscription. s | _' 1% | O O
You can add only one resource lock tq;;g,_ll";ﬁ_zt;}_re:msource. O |

You can delete é‘@ﬁurMcMrgﬁngiiﬂces that have resource locks. ! o | @]

TR RE: 31
UTORERICDOVT ELWMEEIF R ZBRLTLLESWD, Z5THVMEEEF DOVE 1 ZBRLTLZE,
T EF LIRS Y MBS hET,

Answer Area — M i Croso ft

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to @)

groups based on the users’ risk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether ©O
user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to O
invoke Multi-Factor Authentication based on a user's risk level.

Answer:



Answer Area

Statements Yes No
Azure Active Directory (Azure AD) Identity Profection can add usersto O O]
groups based on the users’ risk level.
Azure Active Directory (Azure AD) Identity Protection can detect whether | O O
user credentials were leaked to the public.
Azure Active Directory (Azuré AD) ldentity Pratectionicanybeusedtd O O
invoke Multi-Factor Authentication based on & user's risk level

S
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-

risks https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

A#7: SC-900 FREL (L GoShiken.com MRS =EA# LT L) SC-900 :REARIRELEE ! GoShiken.com M EEH D SC-900 HEXRIRELE #12# L TLYE I, GoShiken.com SC-900 REXRAREILHZIT T,
BENEETIIVET, &EFHD GoShiken.com SC-900 FIEE %4 v 9 B Al T 5 i5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRIRESE A & IEfZ 1+ E T 30% w3l

#|5|a3— F: Freepdfdumps)

Ex i RE: 32
UTOREBRIZTDODVT ELWMEEE KL ZRBRLTLES WD, £S5 THWMMESIE DO JZERL TSN,

T EF LIRS Y MBS NET,

Statements Yes No
You can create one Azure Bastion per virtual network. O O
Azure Bastion provides secure usef connections by using RDP O O
Azure Bastion provides a secure cannectmn_to.an.ﬁaummﬂual t O O

machine by using the Azure portal
Answer:


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Statements

You can create one Azure Bastion per virtu (ne@o

Azure Bastion provides secure useQ ons by using RDP.

|81$8ﬁ0 an Azure virtual

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/en-us/azure/bastion/tutorial-create-host-portal

SR .

XHTREE: 33

AzureDry b D=0 H—ERZBYLGHBAL —HSE TS,
EET BICE, ZRDINSZETH5Y—EXRZEROFRBPMFS v I LTLKEESV, FY—EXE 1BERTSIEL BEREFERATLILL Fo<{FEALLGVWIELTEET,
T EBDOICDOEIRA Y MAMEShET,

Services Answer Area
Azure Bastion “Provides Network Address Translation (NAT) services

Azure Firewall

_ o Provides secure and seamiess Remote Desktop
Network security group (NSG) connectivity to Azure virtual machines

. M I c ro S 0 ft Provides traffic filtering that can be applied to specific

network interfaces on a virtual network

Answer:
I Azure Bastion | QS-O t.
: "“‘I”’f Bj“_"’: _______ E - Azure Fuewg Pll:mdﬁ Network Address Translation (NAT) services
Azure Firewall O it A WY _"‘"'“'
bmmmmm e | Azure Bastion A ' Provides secure and seamless Remote Desktop
[ Nemk E(UFIT)" gfo“p {N'SG} : l oo _ i, Dh A SR Cﬂﬂmtl'ﬂw tﬂ MUI’E \I"II'TUGI m&{hlnﬁ?
P " _;. Neﬂﬁo-r‘! mrity group (NSG) F'rmndes traffic filtering that can be applied to specific
\ (b N | network interfaces on a virtual network

Explanation:



Services Answer Area >

Azure Bastion Azure Firewall S Movides Network Address Translation (NAT) services

Azure Firewall

Provides secure and seamiess Remote Desktop

Network security group (NSG) connectivity to Azure virtual machines

Provides traffic filtering that can be applied to specifi
& Y network interfaces on a virtual network

MicrosoftdAzurer v kD —4oH—ERIZIEX, 7OV T FADOSERICEEXNIGT 2BEELERINAHY I,

Azure Firewallld, AT— b I BISORRA T4 TDRY L T—0 X2 )TAH—EXTHY bS5 74 v 70—OHIEEETHBRDI=HIZ FEIETNAT SNAT) E5E5HENAT DNAT) ZBARMIIZHR—

b LTULVET, MicrosoftDERBAIZ L 5 & Azure Firewallld BIEFS 74 VI ERIERT T4 v IDFY b T—0F7 FLRAZEH: SNATDNAT) E T A LR ) VT RIS 5 118 NATH—E XIZHR#ET

7,

Azure Bastionld RS U2/ TY v IIP7 FLRAEZRART A EH L AzurelR— 2 LA L TLSEBETREYT S U ADREN DV —L L AHRDPE L USSHIER 2 EEIRHEIT AL S IR I TLY

F9, chlE AzurelREEI O UADERERYE—FTRY by TERKEESIZT-BLET,

Y RT—=0Fa2 T4 TIL—T KNSG) L AzurelZ#lHFAENT- RS T4 v D T4 ILR ) T DEEAHTT, Microsoftld NSGIZIE BHDIEEDAzure) V—ANDZERY N IT—D 3T 495,

FEEEFNRLD)YY—ANLDEERY FT—I b S T4 v I EHAFRIFEETE2EXF 1) TAIL—IBNEENTWNS 1 EFHBALTEY IL—ILIEEBERY hTD—0 LY TRy bEEIIBELDOR Y

D=9 43— x4 R NIC)IZERATEET, LA >T NSGIEEHEDRY FT—I9 A4 U3 —TJ A RITERAEINBZ S T4 v 743 ) VT IZHETERKETY,

CRBEDTYELT I AzureDIEBE Sy FT— S X2 T A ETLERBRLTOET, BAMICIE NIC/H TRy FTOL—ILA—ZIDT 1 LAY U HIZIENSG, EFBD R T— F T)LA Y ARY

< 3 > ENATIZ(XAzure Firewall, # L TR T 5O R—XDORDP/SSH7 ¥ 2 X [Z(&Azure Bastion LN TULVET,

HHRE: 34
XZIELCTERSEDERRERVGZ S,

Arure Active Directory (Azure AD) Privileged ldentity Mann-lge-mrm rF'IM}

Microsoft Defender for Clowd

M--:-mfl Sentinel
Micr t Defender for Cloud Apps can use conditional access policies

to control sessions in real ime

Answer:

can use conditional access policies

Micr@sDTt

Azure Active Directory (Azure AD) Privileged Identity ManagementiPiM)

Microsoft Defender for Cloud

Microsc : i

Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time.



Ex#TEIRE: 35
XZIELCTERSEDERKRERVGZ S,

Answer Area N [ &
Microsoft .
Azure Active Directory (Azure AD) is g

used for authentication and authorization.

@agemem group B
: urity information and event management (SIEM) system

Answer:
Answer Area

MickoSOft

Azure Active Directory (Azure AD)is ' v

b e T R e e =

used for authentication and authorization. |dn identity provider '

|

i e —

amanagement group
a security information and event management (SIEM) system

Explanation:
Answer Area ﬂ’% ‘;‘H icro Sﬁm‘ H_
Azure Active Directory (Azure AD) is alll -
ane;ttended deIEEﬁnn and response (XDR) system
used for authentication and authorization.| EMF pruwder
‘ a management group
a security information and event management [SIEM} system

Azure Active Directory (Azure AD) (£, 7 5 FR—ZXD1—H—IDE L UVRIHAY—ERXTYT, SH:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity ?view=0365-worldwide

Ex#TfEIRE: 36
UTORERIZTDODVWT ELWMERIE KL ZRBIRLTLKESWD, £S5 THMMESE DOV ZERL TSN,

T EEEITIRA Y EAMEShET,

Answer Area

Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O O
Global administrator is a role in Azure Active Directory {Azure AD). O 0
An Azure Active Directory (Azure AD) user can be assigned m’iﬂi&:ﬁ &) ’:-xﬂ ﬁ O

Answer:



Answer AN\ /1| ~rOs Oft

Statements

You can create custom roles in Azure Active Directory (Azure AD).

Global administrator is a role in Azure Active Directory (Azure AD).

An Azure Active Directory (Azure AD) user can be assigned only one role. O

SR .

https://docs.microsoft.com/en-us/azure/active-directory/roles/concept-understand-roles https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

xPTfRE: 37
XEELLERIEHERREEVLGZ I,
Answer Area

Azure Active Directory (Azure AD) is v

an extended detection and response (XDR) system
used for authentication and authorization. | anidentity provider

a management group. |

a security informatiof and eM %%@émilgw system

Answer:
Answer Area

Azure Active Directory (Azure AD) is

used for authentication and authorizatieriy 3
© L 0 " T& management group :
a security information and event management (SIEM) system

xPTRIRE: 38
UTOEEMIZDWT ELWMESIE KWV ZBIRLTLEESWD, F5THWMESIE DOWA 1 ZBIRLTLESLY,
ECEFEEICIRA Y EAMEShET,



Statements

Microsoeft

Windows Hello is an ulsu-celn'q:rlcgL of passwordless authentication. O

Software tokens are an example 0f passwondiess authentication.

FIDO2 security keySiare anéxample of passwordless authentication,

Answer:

m Viicrosoff__

Software tokens are an example of passwordless authentication.
Windows Hello is an exampie of passwordless authentication.

FIDO2 security keys are an example of passwordless authentication.

Ex#TREE: 39
XZIELSTERSEHERKRERVG S,

fides single sign-on (S50) capabilities acrass mukiple identity providers.

A domain controlle:

Active Directory Domain Sorvices (AD DS)
Microsoft Entra Privileged Identity Manageims

Answer:
Explanation:

Answer Area

Federatian * provides single sign-on (550} capabilities acrass multiple identity providers.

Microsoft D ID 7—F T UV F v TlE 7z TL—2 3 VIZ&>TELS ID TANA 4 —RHOEBEREFRIAFEIL I EBCTS Y h I+ —LDEREBA =D UT I Y4 24> (SSO) WalkEIZE Y &
9, Microsoft Learn Tl&, 7 =7 L— 3 »[& SAML, WS-Federation_ OpenID Connect/OAuth 2.0 72 EDIZERE EZFEAL A —F—MNEKR—L ID TONA F—TRIAZTWV VSA2T18—FT4 (77
Jr—avFEREY—EX)DBRITANS b=V VERMBTELELSICLTVSEHBHALTULET, COBEBERARICEY MBIT/SAXT—FZ2aE—-—LEVERBERZRHALIZYT LS LG REIC
ID#HETE BEHOIURTLOY SO KRBT —LLRABYA VAV THVRAR) IV RAEERERTEET,

¥HERAIIZ  Active Directory KA A4 o H—EX ADDS) & FAAS YOy bA—F—IF FIZTE—ODOWindows KA A 274 LA FATKerberosZFRALTAH YT LIRADTA LY M) BKXUVRIEY—ER%E
RILET,



INTLM(Z B TiE 7 O/\4 #—RISSO%# X1 L £+ A, Microsoft Entra Privileged Identity Management PIM) (X REID O ¥ A b V3 A LRBR—ADFEEEZEETLHEDOTHY SSOMAEEIRIET
BEDTIEHBYFERFA, LD >T EHOIDTO/NA F—RTSSOZRIT S EF#BMEL=HIMIE, 2zFL—2 3> TH,

XFTEIE: 40
XZELSERSEDERREZRVGZ S,

¥ measures atompany’s progress in completing actions that help reduce risks

Compliance score
Microsoft Purview compliance portal reports
The Trust Center

TusBihic oS Oft

Answer:

¥  measures agomgany's progress in completing actions that help reduce nsks

F‘:omphance score _:

Microsoft Purview compliance portal reports
The Trust Center

Trust D ts : |
rust Documen — MICE‘OSQ&

ElE):
AVTSAFTURRAT

BT E: 41
UTOEERICDOVT ELWMEEIF R ZBRLTLLESVD, Z5THNMESEF DOVE I ZBRLTLZED,
T EFEITIRA Y MBS hET,

Statements Yes No
Network security groups (NSGs) can deny inbound traffic from the internet O O
Network security groups (NSGs) can deny outbound traffic to the internet O O

Netwmk-saﬁxi i r traffic based on IP address, '®) O
protocol [and amﬁ?‘m @rfﬁ!e

Answer:




B *tierosoft A B 18

-5""-» — —
; b ‘

Network security groups {NSGS} can deny umqg,m m&g intemet. 'O o)

LT ¥ \.__,
79\ *

Network security groups {NSGS}W@}WM traffic to the internet. 101 O
¢ o {’L \'1* %

Network security groups {iEE :&n filter traffic based on IP address, I
protocol, and port. G

Explanation:

Statements

Network secunty groups (NSGs) can deny | nc:@'memt

Network securty groups {NSGs} dound traffic to the internet.

Network secunty groups ( w :

protocol, and port. 6 §mfs

Azure Y b —9 X2 UT 4 JIL—TEFEHATDHE Azure [RERY FT—9AD Azure )Y —RXREDBITEZIESNEIRY FIT— bS 7490 ET4NR) VG TEFET XY EI—9 &
Fa)Ta4 TIL—TICIE, SEIELGEFED Azure ) Y—RAADZERY L T—9 bS53 T4 99 FEEZIHLDREERY FT—Y S T4 90 FHAFLIIERETS X2 T4 L—IDBEEN

TWET KIL—ILIZH LT EERXERE . A— b LUV TOLILERETEET,
S

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

=FTRIRE: 42
UTORFLMBRIZCDOWNT ELWMEEIEX KWV ZERLTLKESW, 25 THEWMEGEIX VWA JZBIRLTLESLY,
o EFE LIRS EAMESNET,

1l;l “l

il 1mmmiill

‘mamm h(‘;l '\ nmmzu I

fh'Jr. TN T T I+ T
Answer:



EXHTREIE: 43
XZELSTERSEDERKREZBVG S,

Applications registered in Azure Active Directory (Azure AD m%@mﬁmlly toa
‘ ®

‘guest account.

‘managed identity.

‘service principal.

‘user account.

Answer:

Applications registered in Azure Active Directory (Azure AD{re @Mﬂ automatic
O

A

o

SR .

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

RHTHEE: 44
XZELSTERSEDERKRERVGZ S,

st Microsoft
assigned permissions.

authenticated.

L3

authorized.

resolved.

Answer:

W0 icrosoft

guest account.




When users sign in to the Azure portal, they afe/ ftrs.{ @%C v
assngned permissions.

‘authenticated. |
authorized.
resolved.

Explanation:

When users sign in to the Azure portal, they are first v
assigned permissions.
authenticated.

~authorized.
OS esolved.

Microsoft 7 5 K ID TlX Azure ) Y —RADT7 U RIE BEE BRI E WS KEDIEFICHLVET , Microsoft Learn TIE, CD 2 DDOR Ty TZHAEICEELTWEYT, BBELEEX BAFEEY—E
ADID ZHITHTOVRATYT ) —FH B BAFLEIY—EXNETTEIREZRET H5TO0VRXTY |, Azure Y41 >4 > TlE Microsoft Entra ID (IH Azure AD) NET 1 —HF—DEEIEER
(ISRT—F MFA &HRET VR TINAREH YR VFHE) #RFALFET  RIALPBITSHE, 2—F—D ID ZiRT5FX21) T4 b=V UDBRTINET, O IDHAEILINTHD
T.Azure [FEBRIICHEHF T, FBAI T, Azure Resource Manager MA—J)LR—X D7 7 £ A #l{Hl (RBAC) DENY HTEFMMEL HFAISNIIEEEZRELEFT , SCI A A VAT €A FSRAEDID
IEFF 588 L TWVET, BRMICKRIET 5 1GR NG T FILTREET ), RIC HR/IMERT7 VX ZHEAT 5 (RBAC F£1=I34FHE ID EEICK > TRAT B), LIzA>T 1—H—5H Azure R—F JLIZH
A 40F5E RODATY TIFRBEE, DFYVA—F—HLHHETHINEFHERT S ETT RORTY FIEBITY, Sl KB EHE KR O—IZEODNWT A—HF—NF7IEATEDLIY—R L
EERELET, COIEFFTITIE, Microsoft 365 £ & U Azure 2FKICEITEERERX ID BLXUVT IV LRAEEOEBRERLY FET,

Ex#TMEIRE: 45
XZIELCTERSEDERRERVGZ S,

Answer Area

Templates S e T irack Compliance with grouplings Bf controls from a specific regulation or requirement

Assesaments
Improvement actions

Solutions

Answer:
Answer Area
¥ | track compliance with groupings of controls framaSpecific regulation or requirement
Ssgessments

Improvement aclions

Solutiong L
Explanation:
i

Microsoft Purview Compliance Manager Tl Hfild $HFEDHBEH  HE FH-EBEHICEICEEBRDIIL—TADEIRREENRT H5-OICFEFERINITELERERTT,



R4V bOBREXF2UT4 AVTSIATUOR BLVTATUTa4T« 8Cl) FBAT Y $5I12SC-40085 K USC-900REEWK T v Tl FEHEDKRBNIBAREIZRD &L SITERIATLY
9,

BS54 7RI FR—2v—OFHligeE L MEOCEFHDOEGAQENIKRZEBH BE HETIHDITH/ILEFT, FHEHEIL, 1ISO 27001, NIST, GDPR_HIPAAZE E DB EDRFIEITEE I L—L
T—JIZHRIELTEY  —EOEEREER SN IBERDEENTVET,JSCIFF 2 A Y IO LHEINZABIESSICUTEEMFTUOET,

ML B EDORECREIIHT IV TSATURARREZRAET AE=OICFERINET ., ChICFar rO—ILIYEVINEETFN AV TSAT7URBEEZERTDHE=OICAIVERIN TS D,
LT E2BENHEIMCODVNTORRERBELET I FAYTII A2 —DZFOMDA T3y GUOTL—F BER Va—2aV)E ThTNWELRIHEEELET,
TUoTL—bE FHEEERT -0 DHRARERET S,
BERLE FFEOPTERINDIERNBITHRT Y IO LTHD,
Microsoft DEEE(CHTHY ) a—a EF AU RVER BFRARELGE  EHOBETHELI-LDEHELET,

LIz > T HEDRBNELIESEHICEDCERRD I IN—TAQOEIIKRRZEBIHT BHI12IF, T4 VAV T bHIRIELFZE L VAEE BT,

EX#TfEIRE: 46
UTDERBRICOVWT ELWVMGEIE RIMZRRLTSCES D, 5 THRWMEEEF DWWZ I ZEBRLTLESY,
T EB LIRS Y MBS hET,

Answer Area
Statements Yes N¢

Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.

Azure Active Directory (Azure AD) is provided as part of a @] ®
Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access O O
i n-::nc.m.n.nf c—anlir‘a
Answer:

Answer Area

-4 Statements

Azure Active Directory (Azure AD) is deployed te an on-

premises environment.

Azure Active Direclory (Azure AD) is provided as part of a
Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access
management service.

SR

https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity ?view=0365-worldwide



A%h7: SC-900 FEREL (X GoShiken.com ARt E - L+03 L) SC-900 HEXFERELE ! GoShiken.com MEREH D SC-900 RERRIEE #1244 L TLVET, GoShiken.com SC-900 HEXRIRBILRE T.
BENEETIIVET, D GoShiken.com SC-900 FIEE %4 v 9 5 Al 5 5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRAIRESE A & IEfZ 1+ E T 30% w3l
#1513 — F: Freepdfdumps)

HTERE: 47
UTDERBRICDOVWT  ELWMGEIE FRIMZRRLTSES D, 5 THRWMEEEF DWWZ JZEBRLTLESY,
T EFEITIRA Y FAIMEEShET,

AnswerArea— [\/licrosoft

Statements '.{ Yes No
Azure Active Directory (Azure AD) IS’ ugﬁ:- an on- O O
premises environment. { "_:-._
Azure Active Directory ( Q provided as part of a O @)
Microsoft 365 subscgp
Azure Active Directoryh AZLre AD) is an identity and access (@) O
management service. o

Answer:

Statements

premises environment.

Azure Active Directory Azf@%ﬂs provided as part {jg %C ros Q)f

Microsoft 365 SI.IDS

Azure Active Dlrecto% ure AD) is an identity and access E 0
management service.

Azure Active Directory (Azure AD) I@!@ an on- O

S -

https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity ?view=0365-worldwide

E#TERE: 48
UTOEERBICONT, EBRAELWMEEEX FVZRRL, £S5 THEVEERE DOWEJZERLTIEZE N,
T ERBEITIRA Y MBS hET,

Statements

Dhesvice identity can be stored in Azure AD

A sngle syrtem-asagosimanbget ety Can e Uted by mulbphe Arure resounces

f woou Selete an AFure resourcs that has 3 user- Mthgned maANMGEE Kentity, P‘ﬂ"l‘"—lmﬂ

sdenily i celeted automatically . MicrOSOft

Answer:


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Statements

T_\nﬁrhdﬂmr,cmbtncrfdnw:q

A pnghs q-tmwl.qr-m m.p“\-*tm%pnh LS By RTINS ATLS FELOLICeL

e s

Statements '
Device identity can be storad in Azure AD

=fHRE: 49
XZELSTERSEDERKRERVGZ S,

When you enable security defaults i+ AdflVe Cirectory (Azure AD),

Azure AD Identity Protection %n
Azure AD Privileged Identity ent (PIM)

multi-factor authenticati

L

. - ﬁl
will be enabled for all'Azure AD users.

Answer:

When you enable security defaults in Azure Active Directory (Azure AD),

b

‘Azure AD Identity Protection

Azure AD_Privileged IdentltyManagement (PIM)
imulti-factor authentication (MFA) |

e

will be enabled for all Azure AD users. | i Micro SOft

Explanation:
G574 hNaA—HY—A 2V —Tz—X TXRAN T7IVr—2 a3 0HBIIESMICERSNAET



When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD ldentity Protection
Azure AD Privileged Identlty Management (PIM) |
‘multi-factor authentication (MFA) |

will be enableﬁnr Mkﬁ]’ﬁ@ﬁﬁi

g

&8 50

XEELSTERSEDRBRBZEVGZ S,

Answer Area

+~ is a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, détect, and investigate advanced threats.

Microsoft Defender for Endpmnt

'Microsoft Defender for Identity.. © . -
Microsoft Defender for Office 365 . = 5 Mi Cros Oft
Answer:
E5EA
G574 hNA—HY—A 20 F3—Tx—R TXFRIRBEIFEEDQEHEECEBBERINET
Answer Area
~ is atloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats.
| Microsoft Defender for Endpoint | E

Microsoft Defender for Identity . | -

MICF-‘JSOft Defender for Office 365 ~n Y il M IC I'OSth
=ERE

XZIEL < xﬁkéﬁ%u_#RHi’é EUG s,

Answer Area

Answer:

Conditional &Eﬁ_po&_i_.;-ei'am enforced I aftor | first-factor authentication.

before

Micragtft

=




Conditional Access policies are enfarces el w | first-factor authentication

{ -_-f: e

dyring

V< M) Erfiead of
J Wl

Answer Area

Conditional Access policies are enforced  aftar *  first-factor authentication

B HTfERE: 52

T—ARBEHRTET 5OIZERTE S Microsoft PurviewV ) a—> 3 VI ENTIMN?

A A oA F—1) XY ER

B.OVISAT7VRIFZ—Dv—

C.OaXaz=4—33>aVvI3A4TF7VR

D. eDiscovery

Answer: A (A —vyt—T%EY)

Microsoft Purview [Z# [+ % Insider Risk Management (& IR EDZHOT— 2 /R E VNS BB ERET 5-OIXHFAIZEKET SN-Y) 12— 3 VT Microsoft (FIhE ZLDA—HF—F LUV
VATLEEFHEMITC HBET —IDORBLCT—ARLELE . BEOHD . HAVIERLLBVVRABIYRIVERET DAV TIATUARA YY) a2a—2a3 0 THHAEHRBALTLET,

BT, FAELRIT7AILDF 28— R YLA—NITNWAT A T7ADT—E2IE— BERRONBERFLE VSR IOEWMTHZERT SN RV EERY O—ERLET , T2 RBLEEDT
DTL—FTCEREINEZINLDRY O—(F, T—2EBKRHL DLP)RY S—hoDEXREOEVVTS— b2 M) A—EELTHEATEZ SO, T2 RBODERVDOHI2AAN IIKETLHE BBNICT
S— hERABERET—ADPERENET , COT—9T70—I2&Y FAEBEEBBEIT XA REOUAREEDOHEIA VT FERRICE) T2 RE. BLVBETEET,

ZTOMDA T avlE ENTNELGLIBENTHERAINET AV TFAT7U0RTIRA—Ory— 3 BFHRRREZERIT S5O TEAGC RECASKERICHT S50 TI54 7o RKREFME L VB L F
T332 —2320aVTSATVRE FBEUEAVE—CPAVTSATUORERDAYE—T Fry bPA—LTOENSEORBELREELE)IZERE L TET, eDiscoveryld, 1HHRIFH
DEELEZBICENEZRRICRET 2OTIELEL FAPEEDEOICBEEND IV T UVERDITTRET H=OICERAINET,

LEA-2T T2 RBZEET 5 =HIZ#EH S HMicrosoft Purview/ ) 1 —3 3 > (& Insider Risk Management T3,

ExFTiEIRE: 53

Ry FRAKRY b+

UTORERIZDOVWT ELWMEGEIX EWVZEBIRLTLESWD, Z5THWMEEE DDWE ZBIRL TS,
ECEEICIRA Y EAMEShET,

Ry kT U7

Answer Area 4 s
Statements r 'l \ 8 Ol Yes No
Applying system updates increases an organization's r51:':1.'.um~ score in Azure Security Center. O Q
The secure score in Azure Security Center €an evaluate resources across multiple Azure O O
subscriptions.
Enabling multi-factor authentication (MFA) increases an organization's secure score in Azure 0O o

Securitv Center.
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Answer:

Statements Yes No

Applying system updates increases an organization's secure score in Azure Security Center. o o

The secure score’in Azure Security Center can evaluate resources across mulhﬁmﬁr

subscriptions. M | C ro S Of

Enabling multi-factor authentication (MFA) increases an organization’s secure me in
Security Center.

wHYaY wFAUTF A AVTSAT VR BEUTATFUT 1 T4 OBEEHAT
Explanation:
Ry o X1
SAFLTYTITF—REEF 1) T4 LOBEBEHEERL T2 F1—H—(2e>ThYRELEEBEFEELET . 7y IT— F2EALAEVNE XETORBUAEY KEEZHOTNEELAY
FY,
Ry X2 (%0
7 R &I - A
— RN RT— FDAZFERT 5156 KEOHRBUNEY T, LERIDIE MFAZEAMTSET 7AV  OEXFa U T4ARALELET,
S .

https://docs.microsoft.com/en-us/azure/security-center/secure-score-security-controls

=#EIRE: 54
UTOHKEBMIZDOWT ELWMEEIE ROV ZBIRLTLESWL, F5THWNMESIE DOWA 1 ZEIRLTLESLY,
FECEE LIRS FAMEShET,

Statements
Securnty defaults require an Azure Active Directory (Azure AD) Premium license

Security defaults can be enabled for a single Aziifeif\étive Ditectory [Azure AD) user.

m;e;} Security defaults arm MTI&‘?S guéuffulu-factﬂl authentication

Answer:

Statements
Security defaults require an Azure Active Directory (Azure AD) Premium license.

Security defaults can be enabled for a single Azure ActiVe Directory (Azure AD) user.

=
When Secﬁdefami e F%agaa ﬁam must use multi-factor authentication
(MFA). 8




EX#TEIRE: 55
XZELCERSEDERRERVG S,
is a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, detect, and.investigate advanced threats.
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender 6 Offfieé 365

Answer:

isa cluud-baé_? scﬂuﬁm n{a‘tﬂ@qﬁ’hges on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats,

— o e e s me— e e

Microsoft Defender for Office 365

Explanation:

is a cloud-based S%Métjqw@wﬁl-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, detéct, and investigate advanced threats.
Microsoft Defender for Endpoint

|| Microsoft Defender for Identity
Microsoft Defender for Office 365

Microsoft Defender for Identity (IBF#Mzure Advanced Threat Protection_  Azure ATP) (& A4 > 7L = XM Active Directory 4 FILEFRAL T B ZENE LE-EELEBR BESN-ID BLUEED
HAIRBLTEHE RE ABET STV ER—RODtEXaT4 V)a1— 32T,

#ERE: 56
UTOREBRIZTDVT ELWMEEIE KL ZBRLTLESWD, 25 THEVEEE DA JZERLTLEZSW,
IR LITIRA Y RAMEShET,

Answer Area

Statements

Conditional access policies can use the device stale as a signal.

Conditional access policies apply before first-factor authentication is
complete.

Conditional acceé#‘ﬁnfql i I-fdctor authentication
(MFA) if a user atiempis tm gﬁfﬁalic&tion

Answer:




Answer Area

Statements Yes

Conditional access policies can use the device state asa signal.

0!

complete.

Conditional access policies can trigger mutti-factor authentication
(MFA) if a user attempts to access a specific application.

Explanation:
Answer Area

Microsoft
otatements

Conditional access policies can use the device state as a signal.

Conditional access policies apply before first-factor authentication is

complete. :

Conditional access policies can trigger multi-factor authentication

(MFA) if a user attembts to access a snecific anplication
Ry X1 (&L

iRV VERIAY4

Yes No
o o
0 o
o O

FHERETIERA R)O—F BE-—ERDEIAMNTT LERICERSINES , Ry P X 3 &L
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A g PaTate aed identiigs 8 dewﬁenmunimeAzurewebappﬁmuﬁusetheiame:'dentir::.r.

A certificate
A servce prindipal £
A systemn -assigned mandgied

L IVE
m Microsof

Answer:

Answer Area

A certificate
A sepncespiing pal
A system=assigned managed wentity
[} A user assigned managed identity

¥ _ 15 used when multiple Azure web apps must use the same identity.

= IMicrosoft

Explanation:




Answer Area

A user-assigned managed identity * iz used when multiple Azure web apps must use the same identity

Microsoft @ Azure ') YV —RIZBET B ID HAF VATIE IR —V RIDICIEVATLEIYHTID EA—F—ZEYHTIDD2EENHEIESINTVNET, FXFa AT VATLEYHTID (FE
—D)Y—RIZARA—TEIN_ FDSATHA IS EFBHSATWET, PRATLEIY HTITAR— FID [ Microsoft Entra ID TR SN FD Azure Y—EX A VRABZVADSA ITHA4 9L
[ZRfFITFonEST, UY—RADEIBRENS E Azure X ID ZBBHICEIBRLES, )—A. 2—F—ZYETID FEHD) V—XATHIATEFET, —4F—-FYETIR—TJFIDERE22 K7D
Azure )Y —RATT 1 D2ULED Azure H—ERX A VRZ VRIZEIYHTEHBENTE  FNEFERATHIVY—REFHMIAILTEEINET, JCDIFT A TIE EHD Azure Web 7 7 TRIL ID #
FRTIVELRHD=O CORXBFETILEZYR—FTE3IR—T FIDDEHFAI—F—BEYETIR—PFIDDAHFTYT, CNICKY IDIZRBAC 7V RHFAIZ—EfME5L _RBL ID &30 App
Service f VRAAVRIZTAYFTEDI=H Azure ')V —R (KeyVault, R kL—2 SQLEE)ANDL—I Ly FLR PORAMNERIESIN SAT7H4 )L E0—T— a3 VDEEN—TIEINE
T AHAECARY—ERTY VIR EERT S & FIEROEENBUMLEICRYETN, DRTLEYLTOIDIERDT7 TV r—a vETHRETEFEA, LEN>T 2a—F—FYLHTD
EEBIDMNEYGEIRREGYET,

#EIE: 58

&7 f=[EMicrosoft 365 EBMHTRH ) T avEBEHBTY,

MEEBENJ LEARETEZFRALC. A—Y—T7I9 T4 ETA2EETHFETT,
ERRRIIEDCHVDHMGRESNEIMN?

A. 180H

B. 90H &l

C. 158

D. 308

Answer: B (A —vyt—T%EY)

Ex#TfEE: 59
XZEELSTERSEDIRBRBZRVLG S,

Answer Area
er-paianed mansaged identits * s used when multiple Azure web apps must use the same identity.
ertiticate
- clemi- g - e ackentit
A userassigned monaged identity
Answer:
Answer Area
A yser-assioned managed identity * is used when multiple Azure web apps must use the same identity

A cartihcate
[ | I i
| & sysiRm=assine anaged identity
R T TR T T
| i g n L [ | M | Vre ol e - 4
s nm | sovesbpteaded veslrerdaei BEAE S R—

Answer Area

A user-assigned managed identity * iz used when multiple Azure web apps must use the same identity

Ex#fERE: 60
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X#ZEIELSERSELERREZVULG I,
When you enable security defaults in Azure Active Directory (Azure AD),

b

Azure AD Identity Protection
Azure AD Privileged ldentity Management (PIM)
multi-facter authentlcatmn {MFA}

e
will be enabled for aﬁ Azure AD users.
Answer:

When you enable secunity.defadits in Azure Active Directory (Azure AD),

Azure AD ldentity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

will be enabled for all Azure AD users.

When you enable security defaults in Azure Active Directory (Azure AD),

.

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM) =
multi-factor authenti€ation (MFA)

will be enabled for all Azure AD users.

= HTEIRE: 61
Azure Active Directory (Azure AD) IDREZFERA L TETTEL3DDRIRIVIEENTEIN? ETNETNDERIE, TL2HGV ) a1—230FRLTVWET,
R LIRS Y FAMESINET,
A N— b F—HHBONBT7T I EREZHRELET,
EEBEI—T 4T A ANDBE) RV B,
.DR—ZXDY Ry DEHEEBEEZBELLET,
A—Y—FRRECEET SV RV ERET S,
—RITHEESNILEERL BEFMICEY BTET,
Answer: (fRZE%RTT B)
Microsoft Entra ID Identity Protectionl&, J RV R—ZXADEHAFET IV L AKETHY, DR—XDYR I DBEHEEBEZBEL L. EEBENIRIDEVNI—F -0 A VEREBETESLSICL
FY9,
SCIDAAFURIZED & IDREBEEIL, A—F—URIOYAS A VYRV GEDITFIVEFEHmL, VRIBHERL NXT—FD) LY FOYRIR=—RDKR) O—I2&kDT70 ATV IE
ED7ILavEBERATAIET BHMNICBETSICENTEZT , ZOR—FIILE JRIDEVNI—H— YRIDENVTA U4 BLUYRIBREICEAT ML AEMEZIREL X2
TAF—LNMEEEL VR EERFLIIANTTESLESICLET, SHIZ IDYRY T—4RIEAzure Monitor/EZZMiskEZ B LTI Y A7R— FTE _SIEM/SOARY —ILEET 52 & T BT
PR EDT=HI1Z F)ZO*ﬁtﬂttﬂFl JTF AT I5—brEHY—FKI—F 42— 3 VIZTH9RR— M THTEMNAREIZHEYET,

m o O W
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BT RE: 62
UTOERBRBIZDOVWT ELWMEEIF FIMZRBRL TSN, E5THRWMESEF DOWZ JEBRLTLESY,
I EREE LIRS Y RAMEShET,

Answer Area
Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used fo ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O O
taraet resource is created or modified.
Answer:
Answer Area
Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensuee that new resources adhere | O O
to corporate standards.
Compliance evaluationip Aﬂe Poligy aecurs, only,when a O EI
target resource is createdal'modified.
S .

https://docs.microsoft.com/en-us/azure/governance/policy/overview

ExFTERE: 63

Microsoft 365 AV TS5 A 7R U2 —DIEHIREY ) 21— a3 VEFERATHIET MERETESTETHN?
AECOTAREEZZITzaVEaL—4

B. 74 v VI REEZIT-A—H—
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C.TILDITTXRODALILANLD T 7AIL
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Answer: D (A —vyt— )
il

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-worldwide

XHTEIE: 64
UTOEFMBICOVWT ZETHEEIF R ZBRLTLEZS 0, &S L&L\iﬁ‘“(i DVWAJZBIRL TS0 T EfELITIEAMESNET,

Answer Area

Statements % . Yes Neo
Conditional Access is mpllerr_ilﬁ}ed hf-usnr],ﬂ&l'ﬂee in Microsoft Entra ID

A Conditional Acgass ﬂ'p[rqﬂ;an‘hbc; or allow Microsoft Entra ID
connect rom bmd mﬂhe specific platform of a user's device

ngﬁ’ﬁb e applied to a Microsaft 365 group.

Answer:
ARSWET Area
Statements - Yes No
Conditional Access is |mpj$'1=u'ned by H}g ﬂm ﬁ wuﬁil Entra ID E-"_'__J
i : g(w ﬁc:‘.&h ﬁul?ﬂanbln& of aliow Micrasoft Entra ID : :
'--‘:urﬁ :}rfh.ﬂrm pon the -.::miur: platform of a user's device

=
Y Wosonitcomnr BB M FOPSOFL 12

ﬁ-”;hi PE:- %
Statements ,-—3- 1.{ L

Conditional Access s |ln¢~' oo Sllm IJml_ilE'h in bicrosofl Entra 10

o h -
Y:s_{ b 8 3
A Conditienal Acgass & :%{,\n‘t-lu{k: or allow Micresoft Entra ID

connections | wu!ﬁlﬁt platfarm of a user's device

:;;;.H ﬁ:?l palicy can be ; mnl-wﬁ _Mi tEuIlLO S Of{

#HfHRE: 65
XEELSTERSEDRBRBZEVG S,

An Azure resource can use a system-assigned to access Azure services.

Answer:
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An Azure resource can use a system-assigned

to access Azure services,

Azure Active Dlgcw (Agure AD) joined device
managed ldenuﬁr 3
service pnncnpa}.___ it

An Azure resource can use a system-assigned to access Azure services.

AD) joined device

|managed :dentlty .

service prncipal
Juser identity

EX#TEIRE: 66
UTORERIZTDVWT ELWMERIE KL ZRBRLTLES WD, £S5 THWMESE DOV JZERL TSN,
E LSRN Y FAMESNET

@Ssoft = b
You can use Advanced Audit in Microsoft 365 tomv billing det ils O O
You can use Advanced Audit in Microsoft 365 to vi n'r.ents of an email message. ') o
You can use Advanced Audit in M:cmsnﬁ %h’ when a user uses the search bar O o
in Outlook on the web to search for IlE

Answer:

| .
satements == MicCrosoft

You can use Advanced Audit in Microsoft 365 to view billing details.

You can use Advanced Audit in Microsoft 365 to view the contents of an email message.

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox.

Explanation:
Statements I Yes No
You can use Advanced Audit in Microsoft 365 to view billi G’Is O [iﬁ"
You can use Advanced Audit in Microsoft 365 to vi ontents of an email message., O lﬁ|

You can use Advanced Audit in Microsoft %tlwmiLMsr%\mg Bf t o
in Outlook on the web to search for |te ai

RN SR AIAY-
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Ry X2 L\ Z
Ry X3 dFLy

BT ERE: 67
UTOERBRICDOVWT ELWMEEIF FIMZRBIRLTLSEZS D, E5THRWMESEF DOWZ JZERLTLESY,
TR EITIRA Y RAMEShET,

ANswer Area
Statements _0O° Yes No
You can create custom roles in Azure Active;;{ﬁitgﬁﬁw (Azure AD). Q O
Global administrator is a rale in Azumﬁﬁuve Directory (Azure AD). O O
An BB AN D’Frbctorﬂﬁurgﬁn} user can be assigned only onerole. O 0O
Answer:
Answer Area
Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). LF"QF] O
Global administrator is a role in Azure Active Directory (Azure AD) ey g
An Azure Active Directory (Azure AD) user can be assigned only one role. O '_c}-

Explanation:

Answer Area Wi

Statements
You can create custom roles in Azure Active' Directory {Azure AD).
Global administrator is a role in Azure Aclive Directory (Azure AD).

An Azure Active Directory (Azure AD) user can be assigned only onerole. O

Microsoft ® ID 75 v k 7+ —.L (Microsoft Entra ID_ IB# Azure AD) &  #8#HRAHDT 4 LY FY) O—JILEARB L O—)LEYR—FLTWET, AKX HA4 X XTI, MicrosoftEntra 1) YV —ZADNE
BEREMNETHEOHIZ HEOHRZIL O—LEERTES | LEHAIATEY  ChoDO—ILIE RMEBOEBEHRAATA XTE5EHIHERT IBEENDO—IILERTERINATOET, F¥a
AU MZIE, TR—NLEEE (B SHEERE) KA LAADA—)ILELTREINTEY, TRTOEEBEEEICT I EATES EFTHEL . BA—LOEIYHTOEE I RXTOLI—H—D/INRXT—
Foytey b TFH2or2EQO IDEREDCDEELAEETT, ENY HTICEAL T, Microsoft EA—LOENY B THAEZRZTHAIZEZHARLTOWET EBEFEX 1 2ULEOO—ILEZIA—F—(CEIYHTS)



CENTE A—F—DEIERIIEY L TONEZTRTOO—IILOERDIESICHEYET, LA >T (1) hRZ L O—)LOERKIFHR—F SN TOET (IELY), (2) FO—/NILEEE(EL, Azure
AD/Microsoft Entra TEZESNf-O—I/ILTT (W) B)BALA—HF—ITEHOO—IILZENVHBTHILETHFAINTHEY H/MERLEBEONMZRET S-OICKFERINS O 1—HF—H»HN1D
DAO—ILOAHIZHIBRENTWLDEWNIDIFRY TY (LMVZR),

A7 S YA

Azure AD [THR B LO—)LEHR—FLTWET,

Ry X2 (%

Ja—/N)LEEBEIL Azure Active Directory DI R TODEBBEEICT VLA TEET Ry I X 3 SEBHL:

https://docs.microsoft.com/en-us/azure/active-directory/roles/concept-understand-roles https://docs.microsoft.

com/en-us/azure/active-directory/roles/permissions-reference

xPTIRE: 68
UTOEERIZDWVWT ELWMESIE KWV ZBIRLTLESWD, F5THWMESIE DDWOWA 1 ZBIRLTLESLY,
ECEFEEICIRA Y MAMEShET,

Statements

Each network security group (INSG) rule must have a unigue name
Metwork security group (NSG) default rules coiibe deleted

Metwork security group (NSG) rules can be configured 1o m TCP MTJCM? rltwork ft

protocol types :- l C r0 S 0

__ BENicrosoft

tach network secunty group (NSG) rule must have a uniue nafme,

Network security group (NSG) default rules can belgeleted.

Network security group (NSG) rules capyb@confiitired to check TCP, UDP, or ICMP network
protocol types.

EXHTREIE: 69
XZELSERSEDERRERVGZ S,

Angwer Area

Microsoft Sentinel provides uick insights intodetaby ullng - ®felogicaps. -
Arure Monitor workbook tTemplaie
shTune FESoUnE Draph Eiphorse

I M a . f Py DOOKS



Answer:

Microsoft Sentinel provides Guack insights int@ data by uSINGg”  Azure Logic Apps

-'l.:._.-u-_‘ Monitor workbook templates
ATure Recource Graph Explorer
:|J=h.'l."| aoks

N/ |crosoft

Microsoft Sentinel provides guick insights into data by using | Anure Logic Apps. b

=HTHIRE: 70
XEELSTERSELIBRREEVLG S,
Answer Area

With Windows Hello for Business, a user's biometric data used for authentication !
"|5 stored on an external device,
is stored on a facal device only.
AFENEBctive Directory ( re AD}

is replicated (¢!l 1he #EGdeE tie<lghated by the user.
Answer:
Answer Area fﬁ ﬁu&*
-
With Windows Hello for Business, a user’s biometric data used forauthe the"m%tlon
o | “f-?:_,-. ® I__}s stored on an external device. _
- = '¢ » _is stored on a local device only. _ |
1Y iC ro SOft \1: J*.L- - is stored in Azure Active Dnrectory (Azure AD).
"o B i is replicated to all the devices designated by the user.

Explanation:

is stored on an external device.
is stored on a local device only. -
|is stored in Azure Active Directory (Azure AD).
lis replicated to all the devices designated by the user.

Explanation:

ﬂiﬁiwnl_l:‘r/jlz F'j:T/\’{ZJ:'»D —AhILIC 1%@3“35-?-0 /:
https.//docs.m|crosoﬁ.com/en—USIW|ndows/securlty/|dentlty—protectlon/helIo—for—business/hello-overview
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T EBEICIRA Y MAMEEShET,



LT R T

Statements Yes No

GitHub s a cloud-based identity provider
Federation provides single sign-Qn«S5Q) with multiple¥dentty providers

A central ﬁh}ﬂ'l pmwde* manages all modermn authentication senices, such

=l RATEroSDHft

Answer:

Answer Area

Statements

GitHub 15 a cloud-based identity provider

Federation provides single sign-on(S5Q) with multple 1dentity providers

A central identity provider manages all modern authentication services, such
as authenticatign, authornzation, and auditing

Explanation:

Statements

GitHub 15 a cloud-based identity provider

Federation provides single sign-onJdSS@Y With Miultpie [dentity providers

A central identih ovilefimanages all modern authentication services, such
as authent * o, and .-'-,J Hiting ‘ft

Microsoft @ ID 4 & VX Tl&, V—Y v )L ID —E X (GitHub, Google, Facebook % &) %  Microsoft Entra ID THES ID ICERTE S 5 KR—XD ID 7ANA A—ELLTHELTVET,
ETIL Tl GitHub & OAuth/OpenID Connect #ER L TaA—H—%FAL 7TV y—> 3 o F =X Entra D N2 (T ANARER b—9 VU ZFTT 5 ID O/ 4 —& L THERE L F9, Microsoft ODFFJ
BTOI7zTL—Yavid EBOERZE#Z T, Active Directory 77 L—> 3> H—E X (ADFS), SAML_OpenID Connect 7R/ A — EDEHD ID 70/ F—LDREIT SSO ZwEEIZT S
EEERTHY A —V—(F—ERATIETT RYRLYA VA VT B ELRLKERODT TV r—2aVIZ7 9 RTEET,

FELHRELT SCIEHTIIRENABPECEASINTWET  IDTONAS F—ILEIZEIE O—F—DHETHINFABEL Y L—L/ =IO 0FFHTTH)EHELELET B A——NETTEDHiE
EERETD)E. 7TV —2 a3 FREVY—RICE>TEITENET (K DOBES DTONSA T SZBEINEZBE Y L—LZFEALED)  BEBFEROLARIILIZRUVES, IDTONA 5—
FHA oA oRTEEBOJFREL 7TV 5—2 3 00 ZF0MOY—EXRFIHBEDEFFHO I E2RFLET,
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EXHTREE: 72
XZELSERSEDERRERVGZ S,

+» enablescollaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External

Active Directory forest trusts users appear as guest users in the directory.

Azure Active Directory (Azure AD) business-to-business (828)

Azure Active Directory business-to-consumer B2C (Azufe AD 82C) m Microsoft

Answer:

+ enables collaboration with business partners from external

Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External

Active Directory forest trusts users appear as guest users in the directory.
Azure Acfive Directory Lﬁzureﬁ us:ness ts usiness (B28]"
Azure Active Directory bus (Azure AD BZC}

Mi ICr@so fwables cetraboratmn with business partners from external
e 2°  organizations such as suppliers, partners, and vendors. External

Active Directory Domain Services (AD DS) A L 1
I’ users appear as guest users in the directory.

Active Directory forest trusts

'Azure Active Directory (Azure AD) business-to-busin m
Azure Active Directory business-to- -consumer EEE 2C)

S8 -
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b

HTERE: 73
UTOEERIZDODVT ELWMEEIE KL ZRBIRLTLESWD, E5THEVMESEE DOVE jZ8RL TS,

T EEEITIRA Y EAMEShET,

Answer Area p 1 :
Microsoft

; Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O O
target resource is created or modified.

Answer:



Answer Area

Statements

Azure Policy supports automatic remediation.

Azure Policy can be used to ensure that new resources adhere r{j I
to corporate standards. =

Compliance evaluation in Azure Policy occurs only when a
target resource is created or modified.

Explanation:
TJ274NWNA—HF—A 23— —X THFRIAL 7TV 5—230 BFA—IILOHRATESMICERINET

Answer Area

Statements Yes No
Azure Policy supporis automatic reme_didﬁbn.._ _ ) A @) O
Azure Policy can bewused to ensm.te that new resources adhere © O
to corporate standards.
e e NTTEBeeft © B

TR 74
XZELCTERSEDERKRERVGZ S,

« enables callaboration with business partners from external
Active Directory Domain Services (AD DS) - organizations such as suppliers, partners, and vendors. External
:Active Directory forest trusts  rusers appear as guest users in the directory.

ive Directory (Azure AD) business-1o-business (B28)
ﬁiMo@nm@@gttu consumer B2C (Azure AD B2C)

Answer:

|zatir.:nn5 such as suppliers, partners, and vendors. External
“users appear as guest users in the directory.

I .:c & Borion it s
8 a ration with business partners from external
Ar:twe D:rectﬂfy Domain Services (AD DS)

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b

EHTERE: 75
UTDERBRICOVWT  ELWMGEIE FRIMZRRLTSESD, 2 THRWMEEEF DWWZ ZERLTLESY,



T EB LIRS Y MBS hET,

Answer Area

gz W Microsoft

§i Yes

Applying system updates increases an organization’s secure score in Azure Security Center.
The secure score in Azure Security Center can evaluate resources across multiple Azure
subscriptions.

Enabling multi-factor authentigation (MFA) increases an organization's secure score in Azure
Security Center.

Answer:
5 BA
J5 74 ANA—HF—A2VE—DT—R TFRAL T7IVT—ay EFA—IIOHBIIEHMICERSINET

| M | Cros @tfttmﬂﬂts Yes No

Applying system updates increases an organization's secure score in Azure Security Center. O Q
The secure score in Azure Security Center can evaluate resources across multiple Azure 0O 0
subscriptions.

Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure ') 0

Coririty Conter
A7 & I - A

VATLT7YTT—hrEEFX 2 T4 LOMEEREFRBL T F1—HV—ICt>THYRELIEREBEZRELET . 7y 77— F2EALABVE REEDOHKBHENEY HBEZZITPTVRELLY
F9,

Ry R2 &0

Ry X3 (FLy

A—Y—FBERITNNRT—FDAZHERT 5568 REDOHBENRKY £3, ZLERFZE MFAZERICTSZET . 7HO o bDEFa2 Y TaAMELFET,

&#HT[ERE: 76
LUTOEFEMIZOVT, BZETHHEEIE FRIMZBRLTCESZVD, ZABLEVESEF DOV ZRRLTSES WD, T EFELITIEAMESNET,

M\ lickosoft i

Microsoft Entra ID Protection generates risk detggtions once aJuser BAhaRticated

— o B A
o y v WL E BB g .
Microsoft Entra 1@ w-ﬁ aﬁuy'l,__i_j_rhﬁ-jrwl & Low, Medium, or High to each risk event

2]

A user risk in Midfdsoft Entra ID Protection represents the probability that a given identity or
account is compromised



Answer:

Answer Area

Explanation:
Answer Area
Statements Yes No

i - | ate -
I ft Ent I 1 -
M 1 E L P I il ] L]
aC

XE:

Microsoft Entra ID Protectionl&, A —H—FR5I& =17 TR  RBEEFRICH VRV FFIELET,

COY—ERE Y4204 078—D—FELT DT7ILEA LIDOFFHEERBETDELBIC, FISA4A 2V TORBELDEL £y 3 UNHFASNIRIEFHAFET I RO BETELLSICTLET,
A48V T MOAETIE, HAUA V)R 1EF HEDEEERNDIAABICL >DTERBEINTULLRWVERZRL, O—HF—URY [ EF BHEDDELETHVY MHAEFESNTVIHEEREZRL
FT,NODYRVIFURIBEELTERTRIN, BERRIE MFAD MY A— TR0 TAY Y FEEREGNART—F) 2y FOEXRIZERATEET,

Microsoft Entra ID Protection (& #&H#ERLHE SN YRV EZNTN B F SIOLARLVICHFEL EBENR) O—RIGEZENC R 7—OBLUBHETESLSICLET, BEHKBERIEY 1 >
A VFED—FELTYTILEA LTHEINS=-H (ZORDATTHLHEIND =), A—F—HIRBIASNE-RICEREIN D EVNSDIFEY T, IEFEIZ(X, Identity Protection (7 L A k1) Z###E
BIZAHL A VA DRI YA oA o A oA VRICHISHREGRERKRE VRV LALEERLET , A—F—URXVIXID BRDBRESNDAEEERL A 24 VU R IIEEDORIAITN
FEHTHOATREEEERLET,

Exh7; SC-900 fEIREL (& GoShiken.com AR SN LT L) SC-900 RERRIRESE ! GoShiken.com A&xEFH D SC-900 :REXFIREE 2124 L TULVE 3, GoShiken.com SC-900 A EXRIRE X &I T,
REMNE-ETIIVVET, HZEFD GoShiken.com SC-900 FIEE %4 v 9 B AlE T 5 5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRARBEE A & IEfZ (T E T 30% w7l
#|5]a— F: Freepdfdumps)

TR 77
XEELSTERSEDIRBRBZREVG S,


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Answer Area o

— Microsoft

« is a cloud-native security information and event management (SIEM) and security orchestration
Azure Advisor automated response (SOAR) solution used to provide a single solution for alert detection, threal
Azure Bastion  Visibility, proactive hunting, and threat response.
‘Azure Monitor
Azure Sentinel
Answer:

Answer Area

~ is a cloud-native sec nagement (SIEM) and security orchestration
Azure Advisor automat respo sed to provide a single solution for alert detection, threat
hzure Bastmn ' ' : @ n threat response.

IOk

SR .

https://docs.microsoft.com/en-us/azure/sentinel/overview

EXHTREIE: 78
UTOEERIZTDVT ELWMERIE KL ZRBRLTLKESWD, £S5 THWMMESE DOV JZERL TSN,
T EEEITIRA Y EAMEShET,

Statements Microsofte=

Azure AD Connect can be used to implement hyh ent'ity

Hybrid identity requires the i mplementati_qn___nf.j:y@ Microsoft 365 tenants.

Hybrid identity refers to the synchrenization of Active Directory Domain
Services (AD DS) and Azure Active Directory (Azure AD).

Answer:
ne - Yes No
Azure AD Connect can be used to Iemmgbgdﬁ.cglt%p ft :-C_}-; O
Hybrid identity requires the implementation of two Microsoft 365 tenants. O .IL_Q-'
Hybrid identity refers to the synchronization of Active Directory Domain Y Q

Services AN NSY and Axire Active Directory (A7Hre AM
Explanation:



Statements Yes No

Azure AD Connect can be used to implement hybrid identity. O O
Hybrid identity requires the implementation of two Microsoft 365 tenants. Q Q
Hybrid identity refers to the synchronization of Active Directory Domain O O

Services (AD DS) and Azure Active Directory (Azure AD).
RABYITRE NATUYRIDE TALY MY —EREMETAHIETHUTLIREISY FRITHENDIDEERTHEHD EEEL TULVET , Microsoft LearnTIX, Inf Uy RIDIZ A>T
L = X MActive Directory & Azure Active DirectoryZ#i8 9 2 Z E TRIBEINF T | ERRTNET, ZOHEIE AD DSHFAzure ADIZIER T ARIEAMEEL A T a oD 7z TFL—a UHREIC K > TE
HBEn 11— —[FE—DIDTHYTLIREY TV ROBADY Y —RIZT IV ERTEDLSITHRYFET,
COMEBEERTHE=HIZ A48V T FOY—ILIFBRREIZRD & 5 IZHRATULVET, Azure AD ConnectlE /N1 T v RIDOBEF##E-T=OIZHKiFSh=v400Y 7 F®OY—ILTT, JAzure
AD Connect (IE#AEMicrosoft Entra Connect) (&, 21— — JIL—7T ZFLTHEIZIE L T/RRT—FONY L aFAzure ADICREAL VT IWH A OF DOV —LLARY A A VIREDNATY KR
DFVADOEBRERELET,
T+ MZBE LT, Microsoft M ID 75 v k7 +—L4I(F Microsoft 365 #0#8i (B — D Azure AD TF > MZBELER T LN S | EBREIZCLTWET, LEEA2T /N1 T v K ID BEATIX 2 DD Microsoft
365 T2 MMILELL BEITE—O Azure AD (Microsoft Entra ID) 77+ > F&# 1 DUEDFA 2V TFTLIXADDS 74 LR MZY Y LET, BT 5 & Azure AD Connect [E/714 T v K ID ZFAIRE
L. /N 7Yy FIDIZR#ATT,
AD DS & Azure ADD#IETH Y B DMicrosoft 365TF > FIBEHY T A,

BT 79
XZEELSTERSEDRBRBZEVLG S,

Answer Area
Federation is used to establish + between organizations.
mutti-factor authentication (MFA)
a trustrelationship
usefEicount synchronization .
a VBN conhéction ! -
Answer:

Answer Area

Federation is used to establish * | between organizations.
multi-factor authentication (MFEA

a trust relationship
useraccount synchronization
a VPN connection

JxTlL—2av el EEBERENIEILIIN-FAMVDEEARTT , SR
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

Ex ¥ RE: 80
UTOHERIZTDODVWT ELWMERIE KL ZRBIRLTLES WD, £S5 THWMMESIE DOV JZERL TSN,



T EB LIRS Y MBS hET,

Statements Yes No
Users can apply sensitivity labels manually. P . & Q O
Multiple sensitivity labels canbe apphe,d tothe same file. ) O

A sensitiﬁfﬁﬁé%ﬁﬂ@.@@fﬁ to a Microsoft Word document. 9] O

Answer:
statementh/| | CPOSOTE Yes o
. ] Q

Users can apply sensitivity labels manually. ®

Multiple sensitivity labels can be applied tuﬂﬂre same file. Q o I

A sensitivity label can apply a watermark to a Microsoft Word document. Q O
SR .

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-labels ?view=0365-worldwide

EXHTREIRE: 81
XZELSTERSEDERKRERVG S,

OV 5 = Microsoft
In Microsoft Sentinel, you can automate ¢ wﬁ:‘l 111@1.! plyyioake
é " deep wvestigation tools

heunting search-and-query ook

orirones
Answer:
Answer (| -
e S N drosoft

In Microsoft Sentinel, you can automate cammion tasks by rplwhoakﬁ. st |
deep investigation tools

hunting search-and-query tools
IM

workbooks,

i
K.

i i &

In Microsoft Sentinel, you can automate camm" ta% ﬁ'_-,r uSireg playbooks.,
S W
i 5




&#fHRE: 82
XZIELCTERSEDERRERVGZ S,

ke
is a cloud-basedEolutionthat leverages on-premises Adtive Directory signals

Microsoft Defender for Cloud Apps to identify, derect, and investigate advanced threats.

Microsoft Defender for Endpoint
Microsoft Defender for ldentity
Micraosoft Defender for Office 365

Answer:

{is a cloud-based solution that leverages on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats,

Micrasoft Defender for Office 365
ZRER

l|Microsoft Defender for Identity

Microsoft Defender for Office 365 #
1Y A
Microsoft Defender for Identity (IElﬁAzure Advanced Threat Protection_ Azure ATP) (& 74+ > 7L = XM Active Directory 5 FIILEZFR LT HBZEMNE LE-EELEBEB. BESNID. BLXUEED

HALEINMILTERE  BRE RAET IV FR—ADtEF2)T4 Y )a1—2320TY,

is a cloud-based sulutmn %s on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, ate ad'ufanced threats.
Microsoft Defender for Endpoint

xFTfEIRE: 83

Active Directory (Azure AD) IZ7 T r—2 3 & EHBTHE  EDL S LBEHEDIDIMERSINETMN?

A DATLIZE>TEIYETOEN-EEID

B.2—H%—7hAv> ¢t

C. 1—H—HE|Y HTHLEEIDD

D. y—ERXREHEE

Answer: D (A —yt—U %#%T)

BT

Azure R—B W7 T r—2avEdBET S E R—L TALI MIFEREETFUORNMIZTIE—23 0 TP bEY—ER TV NUABHMICERSNET,

XHTMEIE: 84
UTOEERIZTDODVT  ELWMEEIE KL ZRBIRLTLESWD, £S5 THEVMESE DOVZ jJZEBRL TS,
I EEITIRA Y RAIMEShET,

Stabiornts — Mlcro'gaﬂ‘“

Enabling muiti-factor authentication (MFA) increases the Microsoft Securé Score.

A higher Microsoft Secure Score means a lower.identified risk level in the Microsoft 365
tenant,

Microsoft Secure Score measures progréss in completing actions based on controls that
include key regulations and standards for data protection and governance.

Answer:


https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html

191

1ol

l_ -

R

Ne
Enabling multi-factor authentication {(MFA) increases the MMO@. L &)
umwmaM' ‘ Ghﬂuummnxﬁ . 0
Microsoft Secure Score i ing actions based on controls that - O
include key regulations and data protection and govemnance.

EX#TEIRE: 85

UTORERICDOVT ELWMEEIF KW ZRBRLTLEESV, 53 THRVGSEF DX ZERLTLEEY,

T EBEICIRA Y RAMEShET,

Answer:




XHTREIE: 86

LTOE

BR[CDVT ELWMEREF FOMZERBIRL TSV, £33 THVEEIX DOVZJZRBIRLTLES LY,

1RV bOMEESNET,

~

o EfE L

Answer:

EXHTMEIRE: 87

EXEZBIRLTLESY,

EEF CEY Y —

l = 9}

F, EDY—ERZFERAITLELNTIN?EHET I

~

29 5l

AzureDEF 1) T4 RAAT %



Microsoft Azure

Azure services

+ @ | 9. LT | @
o b ’
Create a Alerts Application Subscriptions Policy
resource Insights
y
S || OO S || & | -
Azure AD Security Center Advisor Monitor More services
Connect Health

Answer:




Microsoft Azure

_|_

Azure services

LR N

C

k
Create a Alerts Application Subscriptions Policy
resource lnsights
» Q © >
Azure AD Security Center Advisor Monitor More services
Connect Health

Explanation:
tXal)TaE2E—

EXFTREIE: 88

UTOEERIZDVT ELWMEEIE KL ZRBIRLTLESWD, 25 THEVMEEE DOVZ jJZBRLTCESY,
T EEEITIRA Y EAMEShET,




Statements Yes No
You can create one Azure Bastion per virtual network. @) O
Azure Bastion provides secure user connections by using RDP. O @)
Azure Bastion momﬁ ion to an Azure virtual O O
machine by using :
Answer:
Statements Yes No
You can create one Azure Bastion per virtual network. O O
Azure Bastion provides secure user connections by using RDP. '2 O

Azure Bastion provides a secure cogbdfcf\.ﬂ a Aquye irjdal O O
machine bv usina the Azure portal. “*~
SR .

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/en-us/azure/bastion/tutorial-create-host-portal

XFTREIE: 89
XZELSTERSEDERKREZRVGZ S,

Sdes single sign-an (S50} capabilities across mukltiple identity providers.

s
A domain controllers

Active Directory Domain Services (AD D5)
Microsoft Entra Privileged Identity Managems

Answer:
Explanation:

Answer Area

Federation * provides single sign-an (550) capabilities acraoss multiple identity providers.

Microsoft @ ID 7—F TV F ¥ TIE, 7z TL—2avIC&>TEALS ID 7O, A —HOEEEGRNEL SN BBOTSY b I+ —LDBEREBA VUL 44 24 2 (SSO) BETHEIC R Y F
9, Microsoft Learn Tl&, 7 =7 L— 3 ~[& SAML, WS-Federation_ OpenID Connect/OAuth 2.0 72 EDIZERE EZFAL A —F—MNKR—L ID TOANS F—TRAZTWV VSA2T18—F74 (77



)lr—2a3VFEREY—ER)DZITANS b=V VERMBTESLIICLTVAEHRBALTVWEY, COEBRBARICKIY MBIETNRT7)—FZ2a0E—-LEYERBRZRHALEZYT LI LG TERIC
IDZHETE BEHOVATLOYISORBTY—LLRABYA VA Y THARYIVRERIBTEET,

*TEBAIZ  Active Directory KA A »H—EX ADDS) & FAA YOy bA—5—(X EICTE—DWindows FA A /74 LR FATKerberos#FRALTAH Y TLIRADTA LY P BLKUVERIEY—ER%E
RELET,

INTLMIZ | B TIE T R/8 1 A —[ESSO % £ L £t A, Microsoft Entra Privileged Identity Management PIM) £ REID O ¥ R b U2 A LERBRA—IXDFAKREEIET H5ELDTHY SSOMRELIZHET
2HDTEHYELA, LEA>T EHOIDTONA F—FETSSOERMT H L 2BME LEEMIE, 7z FL—Ya>TT,

RETMEIRE: 90
XExELLLERSEHERBREEVLZ I,
Answer Area

w i
WilVFal TaTelal & o
‘ BY
W R Rl W W

w requires.additional verification, such as a
Multi-factor authentication (MEA)| Verification code sent to a mobile phone.
Pass-through authentication
Password writeback
Single sign-on (SSO)

Answer:
Answer Area

Pass -through authentication
Password writeback
Single sign-on (S5S0)

B8
G274 hNA—H—A 23—z —XA TFAL 7TV r— a3 005BIEEEMICERSNET

Answer Area

w requiresadditional ven qlinn,f&uch asf
Multi-factor authentication (MFA)| verification code'sen! 0 & mobilepHone.

Pass-through authentication
Password writeback
Single sign-on (S50)

gg%nbnl—t&'i d1— 'U' 75\-6-’( oA /j-élyxls #'I-'FI'EE.HE[ ﬁTé’hcé:'_'“@)\jJ%’?El%InhnEE& Lﬂﬂ@KAﬁE:.m.?EQE%*?’%)th’Z'C?

Ex#TERE: 91
XEELSTERSEDRBRBZEVG S,



Answer Area =NMicrosoft

Microsoft provides the | Microsoft Purview compliance pastal L® a5 a public site for publishing audit reports and
Azurs EA portal

Microzoft Punwew compliance portail
| Microsoft Purview governance portal |
| Microsoft Service Trust Partal |

other compliance-related information associatéd with Microsoft cloud services

Answer:
Answer Arga

Microsoft provides the | Microsoft Purview compliance portal. ¥ aev,pliblic site for publishing audit reports and
Azure EA portal

Microsoft Puniew comphiance portal
VIICrOsSOlt HUnew GOVernance porta

icr joe Trust Portal

other gamphance-relatéd |11L|rmat|on associated with Microsoft cloud sennces.

BE#1: SC-900 RIRES L GoShiken.com ARSI =& LA L SC-900 FHE&RIRESE ! GoShiken.com MEx#ET D SC-900 :RAERRIEE £ 12# L TLVE T, GoShiken.com SC-900 X E&RIREIL &N T,
REMNE-ETTINET, HEFD GoShiken.com SC-900 fEEEZ 4 v 9 5 AlX T B 5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRARESE A & IEfZ 1+ E T 30% w i3l
#|5|a3— F: Freepdfdumps)

Ex#TREE: 92
UTOEELRICDOVT ELWMERIF R ZBRLTLLESWD, Z5THNMEEEF DOWE 1 ZBRL T LS,
T EF LIRS Y MBS hET,

Statements ‘.:'i M ' Croso fyis No

Conditional access policies can be applied to global aﬂlanistraturs.

O
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or 9] @)

i0s, as a signal.
Answer:


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Statements Yes No

Conditional access policies can be applied to global administrators. 124 Q
Conditional access policies are evaluated before a user is authenticated. O : £ !
h T =, b 1]
Conditional access policies can use a device platform, such as Android or J_O_l @)
i0S, as a signal. -
Explanation:

Statements

Conditional access policies can be applied to global administrators.

Conditional access policies are evaluated befare a user is authenticated.

Conditional access policies can LEE a demce platform, such as Anfiroid or
10S, as a signal.

Microsoft Entra D&M FET7 VX (CA) [, A—H— TNA R FAR VRIDLDIUITFILEFMLTT IV EREREFRELET, T3V T+ —LTIE CADRET T4 Y424 &I

PNDEZENHATRMICRINTVWEY, EHEFETIER R —1F F—ERZBIAILET LERISERASNET, ID2FY CAIUOUNARY O— Oy Y E5HET 50112, I—Y— IRV DREE

| (/XX — K _Windows Hello FIDO2 %2 &) Z EBICIRTT IDELAHY ET, LA > T CANI—F—RIRIFHESN D E VWS ERIFELL HY FHA,

AOA—TJICELT &l NETIVERTEH, — BI85 —OmMADIDERRICTEET  BIVATAH T avEFERTHE BEEIIR) D —ZF21—H— JIL—T BLUTaLI Y
A—)VISERATEET, B—Y—LTIL—TEEDHIDBRNT D [BLUEEDAzZUre ADT 4 LY M) BO—LEZEHHFET IR RYS—ICEHEMENT 50, FO—NILEBEETA LY b

JO—)LTHBI=H 6D THIOUMIRYO—%2FATEET L OVvIT7IRERCEOHIC DELSCEBIDDREBBAT IO Y FEBRILTE L Z & EMicrosot DR F TS50 T4 R &

LTHELTWLET),

DOFIIIEHIZCBELT CAXTNART S Y b IA—LDITANR )T EHR—FLTWET, FXFa AV MIRBEHINTVWEITNART T Y b ITA—LEHIZIE, COEHIE, TNNAADARL—

TAVIVRTLTS Y T +—L i0S, Android, Windows, macOS7ZE E) ICEDWTWET JLREHESIATWET, BEE (X, Android £ 7z ILIOSIZEDWTEL D5 MFAREIT/NA R7EE)EEKR

THEDIZ, COEFHEEISKFERLET,

hoEEFLEHDE

*CAIZT O—N)LVEBEICHLERATEET (LY,

*CAIL, F—ERDPIADRITFTHESNET (BHDFIEIL VWZ ),

*FINARATS5Y kT +—L (FlAndroid/iOS) (FBE#ECAL T FILTT (KLY,

Ex#TfERE: 93
UTORERIZTDVT ELWMERIE KL ZRBRLTLESWD, £S5 THWMESE DOV JZERL TSN,
TR EITIRA Y EAMEShET,



Statements Yes No
You can use Advanced Audit in Microsoft 365 to view billing details. Q O
You can use Advanced Audit in Microsoft 365 to view the contents of an email message. O O
=
You can use Advanced Audil‘ﬁiﬂdiﬁer i g&ﬁ user uses the search bar
in Outlook on the web to seafch for iteriis m O 2
Answer:
i c rﬂatenaﬁ Yes No
You can use Advanced Audit Micmsuft(;ggo view billing details. =, O O |
You can use Advanced Audit in Microsoft 365 towiew the cortents of an email message. ®) ®)
You can use Advanced Audit in Mictesoft 365 to identify when a user uses the search bar E o
in Outlook on the web to search for items in a mailbox.
S

https://docs.microsoft.com/en-us/microsoft-365/compliance/advanced-audit?view=0365-worldwide

xPTRIRE: 94
UTOEEMRIZDWT ELWMESIE KWV ZBIRLTLESWD, F5THWMESIE DDWOWA 1 ZBIRLTLESLY,
ECEFEEICIRA Y MAMEShET,

Answer Area j i
m~ Microsoft

Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O ®)
premises environment.
Azure Active Directory (Azure AD) is provided as part of a O (@)
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access O O
management service.

Answer:



Answer Area

Statements

Azure Active Directory (Azure AD) is deployedto an on-

Premises envirgnment 4

/zure Active Directory.(Azire AD] is provided as part of a
Microsoft 365 subsdriptian.

Azure Active Directory (Azure AD) is an identity and access
management service.

Explanation:

Answer Area

Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises gnuifnn;nfqif: -
Azure Active Directory (Azure AD) is provided as part of a e O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) Is an identity and access O O
management service.

A7 S AR Y-

Azure Active Directory (Azure AD) (&, 7 5 FR—XQD1—H—IDE L UVRIMYP—ERXTYT,

Ry X2 (FLy

Microsoft 365 & Azure Active Directory (Azure AD) #{#F L &9, Azure Active Directory (Azure AD) [&_Microsoft 365 4 TRX 42 1) T a vIZEFENTWET,
Ry X3 (FLy

Azure Active Directory (Azure AD) (&, 7 5 FR—XD1—H—IDE L UVRIHMYP—ERXTYT,

= HTEIRE: 95

Compliance Manager|Z & [T 55l & (A T H 2

A BFEQRG BEE FREAHIZEICERRDYIL—T,

B. BN EREE(CENT LDICRIDHEEAA T VX,

C.HAXETHAMNZILEINTNWSIEENTHE,

D. BMOBEREECHBRA =T F 7,

Answer: A (A —yt—TU%#ET)

& BA

Microsoft Purview Compliance Manager(d Microsoft Purviewa > 754 7 U A R— A L DEED—D T #HBOaA L TSA 7O REHZ L YEHELNDEFIZEET 52NDIZHK/IL B FI, Compliance
Managerl&, T—2 RE XU DIBEN L  BEHGHIEROERE AHORMADOHIE  BEEANDREEFT AV TSATUoADHLD IERTHR—FZRELET,
UTDETHZCEWNEKE AV TSATUVRIFA—Vry—N B0 TS A7V REBELED LS ICHRILTEDINECHRVEEITET,
AVTSIATUVRIR—Dr—([E UTOMEZRBISIIET AVTSATUORAOBRILEVRVDEBEREZXELET,
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— RIS R B &K CHhigi iR 4/HIIRE LB OFHE, F-EEBHRERFDI L T34 T VR Z—XEHE T -HOD AR LFHE (FIATEEGFTFEIES A o RBHICL>TERYFET  FHIETIH
bEIELESEW),

T— J70—HEICKY BE—DY—ILTYRIFHEZEMRMICETTEET,

BRCE > TRLEEMOTEVRBORGZETF S H5-OITRID RSN IRERICEHT HFMEFIENA FERHBELET Y470V 7 FAEET SRR OVTIE REOHMEEERESRT
SNFEY,
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Ex#TEIRE: 96
XZETHSED,

Arwid Afagd
4 B
Microsoft provides the Microsoft Puniew compliahice portal X iFRpUbig s for publishing audit reports and
Azure EA porta
. . 0FW W '!-f
T s - J.u A
Micr i R iRe R ol Sl ce T odtal
Microso RS Bpaite Tr ‘.9"r'.-l
sther compliance-related informatt®h assomated with S AT b elaud senvice
Answer:
Answer Area
Microsoft provides the MicrosoftPurview compliance portal *  Wasa public site for publishing audit reports and
4oaurerApotal . WAL
| ysof w comphanc i
=T MItrSTofT PUTTIEW gl t"ﬂ MmePorEl — —
Microsofl Sepvige tPaital
other comphance-related informatiortassetiated with Microsoft cloud services
Explanation:
Answer Area
PACTOSOR provides the Microsoft Purview compliance pggroal Tl 3% a public site for publishuing audit repons and
mphance-related information assodated Wit BhGrosa it ™t loud sennces

A0V bDEF2) T4 AVTIAT7UR _BEVIDIZET 5454 4 > X TlL, Microsoft Service Trust Portal $TP)AY, Y49 OY 7 bDY 59 FYH—EXRICET A MIAEELAR—F VTS
AT VRBIA FHELAR—F BECEEEREERXIA Y 2RI A22MEME L THRESNTVWET , CORF1 AL FTIX STPZEL T SOC1/SOC2LKR— b ISO/IECEREE &EBEME oY
TS3ATUVRAA RBEDEHRICT I ERTERLFASATEY B4 o/0V I 0oy rA—)LEFHEL  BHOBRIEHICEL LEDLETRIET S ENTEET STPIE, BHMEE T 1 —
TV UVREER LR EL-THEY BERELEEBTHLUENTAIVOVI LMDV TSATUORGHEERL YAV I DI SOERTSY b I+—LEEKTEX2L T4 T34\ — B
VaAvTISATUVREFEDESICEELTWALEEBETELLSIZHLTULET,
*HERAYIZ Microsoft Purview A > 754 7V A R—A2)LIE HBARATI TSA 7R Y )a— 3> (DLP 1E#H{E#E eDiscovery REURY AV TSAT VR IR—Vv—HE) ZBRELUVE
BYL-HITFERINSTHY FEBER—FILTHY Microsoft DEEMEYD AR KR R TIEH Y £ A, Microsoft Purview /N2 R IR—F )UK T—F ANFUREAZQTERD ST
DAICERZBEWVTWET Azure EATR—ZIIE, T2 —TS54 AZHOEREFRRTOERBICERASINET, LA 2T Microsoft 759 K H—EXICETHEEBELR— M RZDMDa LTS5 4
7 U AEEFERE AT 52 Y A+, Microsoft Service Trust Portal T3,
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FEE LIRS MAMESNET,
Answer Area n

Microsoft
Statements Yes No
Compliance Manager tracks only customer-managed controls. O @)
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O
adheres to specific data protection standards.
Answer:
Answer Area .
Microsoft
Statements Yes No
Compliance Manager tracks only customer-managed controls. O |* o':
Compliance Manager provides predefined templates for 1O O
cre ating assessments. KT s
Compliance Manager can help you asses whether data :_ Ql (&
adheres to specific data protection standards. -
A

G274hNA—H—A 28— x—RX TFAM FTIV5—30 EFA—IILOHRAFEFNICERINET

Answer Area

Statements Yes

Compliance Manager tracks only customer-managed controls. O

Compliance Manager provides predefined templates for O
creating assessments.

Compliancé Marn €an help you asses whether data @)
adheres to specm%ﬁﬁanﬁg@ tandards.
A S ARV
Compliance Managerld Microsoft " &9 50> bO—)L BEENEEIT L bO—IL BLUHBEID FO—ILFEHLET,

Ry X2 1%L
Ry X3 1Ly

Ex#TREIE: 98



Azure Active Directory (Azure AD) D E D#EEEZFERL T Azure )V —REEBTE-ODOVY R M U AALUIT) 7O CREZRBETEETIN?
A EHERFETHIERARY O—

B. Azure AD ID{R5&

C. Azure AD $#IDEH (PIM)

D. ZBEEAERY o —

Answer: C (A —vt—T %KY

Azure AD Privileged Identity Management (PIM) &,  Azure AD & U Azure ) V—RADT XY A M VA A LDYET O L AFRBELET,

SR .

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

B TR 99
XZIELCTERSEDERRERVGZ S,

Answer:
Angwer Area
When wsers sign in ..'_-E:_"_?" w ] verifies thew credentials 10 prove thew identity
Iuﬁl Tt
2R TIMG
ne | suthentication
¥ otoeretoh.
4 VL rosert
Explanation:
Microsoft M ID AEETIX B EIF . A—HF—DNH A AV LESELEEEZIC . FOA—HF—NHETHEINZIERAT HFIETT, Microsoft Learn TlE BEFERD L S ICHAMEICEELTWEY, BILE

. 1A—H— TNA R _FEIEFHY—ERADID #8H\T 570X TY, jChlzt L, BalElE, 12— — FNA R FEEFH—ERRETTERIEEEZRET 5 IO X T, |Microsoft Entra ID (IH
Azure AD) NDY A A U ID TANA S —([FERBERERIEL RALSRNT SHE 7TV 75— a v 7O R EHATEHOICERT S M —0 &2 HITLET, IMicrosoft (&, FIFRIREL %I
DVWTELITRD&SITERBAL TLET, Microsoft Entra ID [ /SR T — K ZERIBEE. FIDO2 X ) T4 F— FAZERN—XRDOFBIE, 7T L—2 3 UERBAEAG E  BHROBIEAEEYR— L TWL
T,  BEEBELEEHIL YA U4 VBFICID #RIAT 2 ANDXLTEHY FEHA EEF BAELD /70747/X0)T:&')( X2 TABEEDARY L ERKTHIEOTHY EEBIE D 77X R
)o— BLUBREDEREEE 1 ZIEELET, LA >T, B—HF D214 095E&, MERIMERZHEZR L TCAAERZITVETIEVS XTI FBAIPELIMEREB L LGYET  GELE S,

SREEIS, BBE DRENTONSHEIC, A —HF—DERELE iﬁ%*ﬁﬁiﬂaKAEEE@E?‘T’3%‘J&HT57‘J‘B'GTO
AnTwer Area .

When users sign in. "Suthentiatior ¥ wenhes thew credentials 10 prove thew identity

Ex#TfERE: 100
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Azure LERFDIE (MFA) THEATEARIMAEETENTIN ? ERETNENTELLEY ) a—2a v ERLTVET, T B

. A—I)LERE

. B

. Microsoft Authenticator 7 ')

TEFARAYE—D BMS)
LX) T ICEAT H5EM

Answer: (&% XRT9 D)

mUOUJ>

EHTREE: 101

UTOERBRICDOVWT ELWMEEIF FIMZRBIRLTLSEZS D, E5THRWMESEF DOZ JZBRLTLESY,

T EEEEITIRA Y RAMEShET,

rcros,oft

You can restrict commu
Information Barriers.
You can rcstm H‘I Online site by using Information

” Baner

ng a file with another user in Microsoft Teams by using

Answer:

Information Barriers.

You can restrict
Barriers,

e ¥

TEITTRA Y FAMESNET,
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Statements

You can restrict 2
Bariers' S

EXHTRERE: 102

Microsoft Purview Compliance Managera > 754 7 AR A7 #EEHBL TLVET,

AVTSATZUVARRATDT I3y ThHTa) & BYLBTIOaVEBALTLESL,
B&ETBICIE EROFINCHEYLET I3 Y TATIVEREOT I aVICRI I LTLKESW, &7 a3 vy TATIYIE 1B BHE, FEF<KERLGVWIENTEET,
A EMDICOFIRSA U EAMESINET,

®

Action Subcategories Answer Area -. - w_ ;
o | IF'EM*.CJ: th
IFD\et-ect"r:e i hen -l " Detective : ‘-'-'."..._-,| -
________ E . ¢ " Performi a system access audit.
|r_.___...=. :__ L _cdl . ulil _3 b P ﬂ\- =X

Ii Preventative | '

lMake configuration changes in response ta a security incident

()

1:}

)



Action Subcategories

Cormective

Preventative Efig rypiglata at rest
" S 5

Detective SR

Detective T YU | P@Rorm a system access audit.
j . WA N
Privventatiee E 4

Corr Ec_l.'.L_'u_-__'“

% BEN\icrosoft

Make configuration changes in response Lo a security incident

#TEE: 103
UTORERICDOVT ELWMEEIF R ZBRLTLLESVD, Z5THNMESEF DOVE I ZBIRLTLEZED,
T EFEITIRA Y RAIMEEShET,

B\ fergtoft (O e

Azure AD Connect used to implement hybrid identity, = Q o)
Hybrid identity requires the implementation.of two Microsoft 365 tenants. O O
Hybrid identity refers to the ﬂn'&hrghi:atiaﬁ of Active Directory Domain O O
Servires (AN NSY and Azure Active Nirectary (A7ure AM

Answer:

Statements
Azure AD Connect can be used to implement hybrid ideny,

Hybrid identity requires the implementation of two Microsoft 365 tenants.

Hybrid identity refers to the synchronization of Active Directory Domain
Services (AD DS) and Azure Active Directory (Azure AD).

BrLL]
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Statements Yes No
Azure AD Connect can be used to implement hybrid identity. 8 Sﬁf‘q @)

! G O N | .
icrosoft 365 ti& M ICPOS w t

Hybrid identity refers to the synchronization of Active Directory Domain \ﬁi] ®)
Services (AD DS) and Azure Active Directorv (Azure AD). '

Hybrid identity requires thi N a '
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XZIELCTERSEDERKRERVGZ S,

Microsoft

When you enable seounly detaults in Azure A

Answer Area

re AL Prvlecec foeniot g Mo nagemunt TR * will be enabled for all Angre AD users

Answer:

'

When you enable secuntysetsuBunATing

Microsoft

i B @ - o

Asurie AD Privibiged ‘%-:.",?‘E._{- acgerment (PIA) v il be anablad for 3l Azure AD users
=

fzute AD ldentity Piteclipn

" vil'-r:.'m“%l‘h:-;-- '.-.I.-'.r

Explanation:
Z BRI MFA)
Microsoft Entra ID (IB%: Azure AD) Dt ¥ ) T BAEMEILX #HEIND ID REOEXRZETHY BRI HETTHY FEKRICEEBMICEREINET , Microsoft DAA F AT, X2 ) T4 BRE
Bl BRBRIN-tX 1) T RETHBERET D IDICKRIE B TRTOI—F—H Azure AD SEZRDPILCEHZFT D ILENHSEHALTWET BEEEAMCTEE VRIDENE
EOBEHEOBMEERICI—F—LEBEEZFIIH LT MFA Fy LY UMGETI SN O MFA Z2H 2B -8R OVERDRIE TR ol Ta vy ShFES, Microsoft (&SI ¥ 71 BAEEE

TRTDA—F—ELEBEEICHLTEERINZERTILE ERXME D X1 T a4 AW RXLFRBIZ 1 ERRTOET, ChoDFIfEX A REZL R D—%FHTEH L 2L E
X2 TAEFZEBRIETEIESICHKESNTHY PP REOHABOFEMNET I EREFLEELTVVEVWTF U MIZETY, LA >T X2 T BIEEEZEMT 5L 3 XTH Azure AD
A—H—([Zx LT MFAREMIZHY BALGTENT IAILFELTETIN IR T—RKOHFDH A VA VIZERTEZ7HIU FR-OIMYDY RIAEREINET,
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XEELSTERSEDBRBRBZEVG S,

Compliance Manager can be directly accessed'f'fmnrxﬂé Cro

Microsoft 365 admin center.
Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

Answer:

Compliance Manager can be directly accessed from the
Microsoft 365 admin center.
Microsoft 365 Defender portal.
Microsoft 365 Compliance Center

Microsoft Microsoft Support portal.

Explanation:



Compliance Manager can be directly accessed from the
Micrgsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center

Cre¥oit Microsoft Support portal.
Microsoft [, A > TS5 A4 72V R IRX—T v —% Microsoft 365 A TS5 4 7 VR 24— (IR Microsoft Purview 3> 754 7 VR R—4A L) NTHIATE A#EEL L TRE T FTULVETS, Microsoft
DSCIEEAVTUYTIEK AVTSIATUORIF—V%—([FaAVTI3ATUoRR—FILADEFRT—Y AR—RELTHHASATEY, OV T4 T7UoREHDEREXIEL] OV TI347
VR RAT FHRBEFABLIVNRZLOFHE, EBHiE LUEY B TAIRRGRET VI VERBLET, FXa A Y T EEEIL Microsoft ZFAd 5 1 LHBAINTULET,
65 AVTSATUVR VA=AV TSATUVRIFZ—V Y —([ZT7 VAL RAAT7ZEEELEY a2 FO—LEFRHEICIZECIYE S LY oY bA—LOEOTR L EEBEB LY TE
FI . FL AVTIATURAIR—V9—EaAVTIAT VR R—FIIN FEF—LaVITEERRTINDZH RRBINERE(QAVITSIATUOREEE JO—NIILVEBE QVTSATUR T—
AEBELGZE)DA—HY—F AVTIAT7UVRIR—Dry— TL—FERAVTEHEZEREZERRLEZY 7O avEEVETEY F#MEATA IR ERRELZYTEL I LLHBEIZSATL
F3 . Thizxt L Microsoft 365 BBt A —ETF U b FR I—F—BFEICEAZELTHY Microsoft 365 Defender R— A2 JLIEFEF 1) T4 BREBRBAFICERZELTH Y Microsoft H
R— b R=FIEH—ERXR VI IXRMRATT, LEA>T AVTIA TR IRy —~DEEMMNDIDEREINIZIY M) RS 2 bE, Microsoft 365 A TS5A 7R 222 —TF,
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XZELSTERSEDERKRERVGZ S,

Answer Area
Federation is used to establish Uv  Dbetween organizations
multi-factor authentication (MFA)
a trust relationship
useraccount synchronization
a VPN connection
Answer:
Answer Area
Federation is used to establish w between organizations.
multi-factor authentication (MFA)
a fusicehaionship |
user agcount synchronization™
a VPN connection ,
Explanation:
Answer Area _ by
o _ IViicrQsort o
Federation is used to establish v between organizations.
multi-facter authentication (MFA)
a trust refationship

usef ageount synchronization
a VPN connection

JrFL—avEld EEERARIINGE FA( D OEEKTT, 1
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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XEELSTERSEDIBRRBZEZRVLGE Y,

Arndwer Area
é e niinu v for r
daily
hor
|
L ]
Answer:
ANSWer Area
y e L nt MRSy v [»]) I
it |
.__ — _.:_]_ el
daily

Explanation:

Answer Area
Microsoft Defender for Cloud D+t ¥a1 )54 AV TFSAT7UR _EELUVID DL VYT, COY—ERFBRGEHLGRBER L EZBREZIRET S LFHSATHET, 2XOFHAICEL D
& . Defender for Cloud [& fe¥a ) T4 BRDIRY OHEBEZIFET 5-OICY YV —XEREMICFTHE L Y TRIV T3 V2R T DY —REREMICRES L UTIHME LET  HESELEXAT
AAT7DEHFHIE, T3V b TH—LN eFxa T4 R)D—LaHEHERAL TREZHRGENICHNTIL, ME MEH SN RBICENEZREIE L TBEAM ST VRITIVEL IS EHIETERINE
9, C DML EHE T T ILIE, Defender for Cloud MY 57 F &% al) 74 ZBEHE (CSPM) BEEDEB LAY FHLLIERFLEERESINFZ) Y —XDBRTDa— LNz 3 TE#/F DI LG EE
MENBDIEHFRIALET  FRFFL FME L) A—F5-OIRELZEERR (1BRICE 15928 FREEALE) FEL RO —BHEOFHEE T2 NEX EENKELL T FILZES
Ni=EFIZETEINET, LI=A > T, Microsoft Defender for Cloud I& Azure ') V—R &t X211 T4 EORREICEL T ML ETIEVLSIXXE, EFHNEGRA X v TG BEMGT) 7ILE2A
LX) T4 EBTMEERT S Microsoft DEE % B L T continuous TIELLSERLET,
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UTOHERIZTDODVT ELWMERIE KL ZRBRLTLESWD, £S5 THEWMMESEF DOVE JZERL TSN,
T EEEITIRA Y FAMEShET,
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Statemeants

crosoft Entra Access Review evaluates user and grédllg perficsilins for Az

A uter can be removed from a group auTomsle = ' If‘lt a Microsoft Entra Access Revew
Walua TN

'”MmmﬂEIMfémﬁtﬁxf*he n il Microsoft Entra ID service plans

Answer:

Statements

v

crosoft Entra Access Review avaluates user and Qifun Pt ons for AFure resources

A user can be removed from a group ay ;'-.u':.-'l'ﬁ. Mer a Microsoft Entra Access Review

v alu i |
n’# lﬁﬁ' Tw",wﬂ%ﬁﬁ?h?me Hr:a able in all Microsoft Entra ID service plans,
Explanation:
Answer Area q
L4
Statements Pﬂ’ﬂ 1 "a_ | 1&.;? - [iu,ﬂs% L No

Microsoft Entra Access Review evaluates user and grgifp peris «mr Tor Azure resources

A user can be removed from a group autoraakicaily After a Microsoft Entra Access Review &
evaluation.

The Microsoft Entra Access Rewiliy fsature 15@vailable in all Microsoft Entra 1D service plans o

Microsoft Entra Access L E 2 —(d ##EN T Ut XIEREZ THAMICIREIL  BUIGRBICHABTE L L SIXET HOICHKITSATLET,

Microsoft D KF¥a AV MMZ&kBE FOERA LEA—FZIN—T AN—29T TR —TS5AXF7TYDENY BT Azure AD O—)L S KU Azure JVY—X O—JL (34 ID BEERH) xR e
BLENTE LEL—HHEEFEFLI—Y— Y—EX TYVIUINIL FEIETIL—ThH Azure ) V—AANDT I LR ERFIARENEINFFHETEE T, CNEIRVDIBREEZEMITTVWET , 77U/ EX
LEaA—IZE#FEEYR—FLTWET, LE2—% HREOEHERIICEBRTESE=H LELA—DKRTTIHE FEEIN-2—H—FFLEa—Shihofza—F—FIINL—T 7TUH5—3
COEIYET FEEA—LASBEMNICEIBRINET, CAE2BEORRERIAL TCOVEST KREIC. 77X LEA—IE PIMBLUFEL ID ANF R EMA T, Premium P2 D#aE (FRTEIE
Microsoft Entra ID P2) T9,

NBIEFTRTOY—ER TS VIZTEEFNTWLWEIDHFTEHY FEA, 7TV ME LE2—BUFEHNFI—HF—ICH L TEULZ P2 5S4V REBEBEELET, LEA->T 3FBDE@BIE IV
T9,
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Applications registered in Azure Active Directory (Azure AD) are.-a}ﬂmﬁgg@ﬁ@ﬁcally to a "

guest account.
managed identity.
service principal.
user account.




Answer:

Applications registered in Azure Active Directory (Azure AD) are associated automatic -

guest account.
managed identity.
{service principal.
user account.

S
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
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an automate commaon tasks by using

deep investigation tools.
hunting search-and-query tools.
playbooks.

workbooks.

Answer:

In Azure Sentinel, you can automate common tasks by wsing' =
b deep investigation tools.

- hunting search-and-query tools.
e O V-4 iplaybooks. |
MiOsOft workbooks.

In Azure Sentinel, you can automate common tasks by using &8y 1 icrosoft v

deep investigation tools.

‘hunting search and query too!s
e S s
workbooks.

EHEIRE: 111
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Microsoft Azur

Azure services

e |
. :
Create a “| subscriptions Policy
resource
» -
Azure AD Advisor Monitor More services
Connect Health

Answer:



Microsoft Azure

Azure services

.

Create a Application Subscriptions
resource Insights

» 0O &

Azure AD Security Center Monitor More services
Connect Health

Explanation:
tXal)TaE2E—

ATREE: 112
UTOEERIZDVT ELWMEEIE KL ZRBIRLTLESWD, 25 THEVMEEE DOVZ jJZBRLTCESY,
T EEEITIRA Y EAMEShET,



Answer Area

Statements

Control is a key privacy principle of Microsoft.

Transparency is a'key privacy principle of Microsoft.

“hared réspohsibiliy is/akey privacy principle of Microsoft.

Answer:
Answer Area F
: \Yille ""C\--f.:‘
Statements=" & %71 ¢ Yes Nc
Control is a key privacy principle of Microsoft. g O
Transparency is.a key privacy principle of Microsoft. @) O

Shared tesponsibility is a key privacy principle of Microsoft. O E

RATEE: 113

A= FrYY A vE—2 FYUORLTEESNDIBEOHD) VINLEETFHICE EDQLSLBEHRNBZONETHI?

A. Microsoft Defender for Identity

B. Microsoft Defender for Endpoint

C. Microsoft Defender for Cloud Apps

D. Microsoft Defender for Office 365

Answer: D (A —vyt—T%EY)

Microsoft Defender for Office 365 &, A — /LA SHKRL—2 3 07—V 0—FZBLTRESNDIERN L A—H—%RET H1-HIZEKET SN Tz Microsoft 365 V1) 2a—2 30 TF,SCIDL—=2%
& # Tl Defender for Office [CDWWTERBAL TLVE T,

365 (F, AYE—DOHBA VT UVEREFYRILELTHRATSAIILIIT T4vT TOMOESELGREZRMLTIAYY TSI & T, Exchange Online, Microsoft Teams SharePoint
Online, OneDrive for Business #{R& L %3,

BELGHEED—DOAE—T U TY, CNIEFICEEDHDAURLN S A—F—Z2RELFT , A —HF—DBNAN—) I ZETA—)L TeamsF v v b A Vv E—D FLREFYRILERERET S L,
T—TUIIEFDURLERF v U LTCEEHMAFT 2DV Uy I LERREIC) VIORBEFIVvIIN BEOHD) VU FHRIEBRMO T4 v 0TS MOV THRRATATHA b+
[ZDEAB) ) LHIENIZIGEEE . 7O/ EANTAV I SN EER—IUNRTINET , SOV Y VBORERIEE, A —JILOHKEEXICET2BEOHD) VU ICHTH5EELFEEKRE LT,
A48V rDEFI) T4 FF2 A MTRIASATOHET,
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Zhizxt L Microsoft Defender for Identityl&7 > 7' L = X MActive DirectorylZ# (T S IDERED BB DR EI245E L TH Y  Defender for Endpointl& 7/34 X & TV KR4 > k% {R# L Defender for
Cloud AppsldSaaS7 77— a oy FOIT#RELET, ChoDVWTHE A—IL Fry b FYRILADBEDHD ) O F%TOVITEHEODEERY ) a—L 3 TRHBYFELRA, LT
H > T _ Microsoft Defender for Office 365N\ B HBIRFK &L Y FT,
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RS S®\itrosoft

w reguires additional verification, suchas a
Multi-factor authentication (MFA)| Verification code sent to a mobile phone.
Pass-through authentication
Password writeback
Single sign-on (SS0O)

Answer:

Statements _ .

Users can apply sensitivity labels manually.

Multiple sensitivity labels can be applied li; the same file.

&*Sﬁl?n_SItIM| it&] m%f\taﬁrmark to a Microsoft Word document.

B7LL]
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Answer Area

+ requires additional verification, such as a
Multi-factor authentication (MFA)| Verification code sent to a mobile phone.

Pass-through authentication
Password writeback

Single sign-on (SSO) f_: Microsoft
SERDPIAEE A—HF—DBYA oA VT BRI EFEEICRTINDIO—FOANCIERBIALGE ENMORAERFEREZERT SH5TOVXTT,

#TMEE: 115
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w reguiresadditional verification, such as a
Multi-factor authentication (MFA)| Verification code sentiq a mobile phone
Pass-through authentication — icrosof
Password writeback Y G
Single sign-on (S50Q)




Answer:

Answer Area

w requires additional verification, such as a
verifiication code sent to a mobile phone.

Pass-through authentication
Password writeback
Single sign-on (SS0O)

Explanation:

AnswerArea |\ /|

w requires-additional verification, suchas a
Multi-factor authentication (MFA)| Verification code sent to a mobile phone.
Pass-through autherfication
Password writeback
Single sign-on (S50)

SERDBALE, DA A VT HBRIC EFEFEICRAINDII—FOANCERRIALGE EBMOKXANERFEEZERTSHTOELRTT,

#TEIRE: 116

Microsoft 365 ¥ a1 ) T4 2 —TEFa ) T DERZHEZELZY ID DRERRZEMLIZY T HICIE AEZERINEEINTTMN?

ARESI 1 L—4—

B. L7/R—
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Answer: B (A —vyt—T%#ET)

Microsoft 365 ©¥ 1 1) 7 1 t > 2 —/Microsoft 365 Defender R—2 LD LA R— FMEEIEX MBE2AD X1 T4 &K ET I TAET 4 ZBRINTAHFRIETES L SIZEREF SN TULVET, Microsoft [,
LAR— FEEEIC DT eX 2 ) TADEMZERTL ID. TV RRA Vb A—EQASHRL—23 Y 95D R FTTIEERICHE2RERREZBHTES 1 LHBALTVWET, LAR—FAD ID 5

L 3 > Tl Microsoft Entra ID {RE L BEET S ID (HEHNSD LT FILNENEIND O FXF2 T4 F—LIRFX VRIDEVWVHA 42 A—F—DJ XY MFADEA/ZER ZTDMD ID FREA +
) O BEDERZERTEEFT, CNODEESNEHANYERADA Y Va2 R—FIE GRERKTEBFRIOBAICHESIZTILZRET S LEFZBMELTEY HIEOMRERIIL  BEOELXIBLLT T

[Z’IBET,

HEBHIZ HEL I 2 L—F—Fa—F—ilFE>IalL—3y Oy P VIR E)EERTITHEHITERASN X1 T REDIERLAR—MERZBEME L3O TEBYFEFLA NV TaA2YT
(BN TAVI)TIE . TTFIRDRAEDEHICEDT LA N ZBETEEFIN BERF Y2 R—FOBMBZRBETIEDTEHY FRA 120272 ME REMZEROCRERT—4 X

E1a—%KRTTDIDTIELEL TI3—rEAOToMLaA—FIZEERFTRY7—2D8EREETVES, LEAST X2 ) T DIERAZERTL, IDOREXRT—2 X FBHT 5[, Microsoft

65X T4y E—DLR— FHEYHIBRITY,
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Microsndl Deferaier for Cloud = | provades dud worklosd LroteChon "Cl]t and hybnd cloud resources

Agure Moninos
Microsof Clowd SBounTy Denchmarnk

Bicrosoft Secule SC0ae
. e W

Answer:
Answer Area -’ | =

Microsoft Defercher for Cloud w | provides cloud'Wordioad prot o Mﬂmm é@ riLLﬁ

|

Thgure Monmor — — © T
Microsoft cloud secunty benchmark
Microsoft Secure Scome 2

.
Answer Area

Microsodt Defender for Cloud *  prowdes cdoud workload protection for Azure and hybyid cloud resources.
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Answer Area . 'L
BE N\ icraosoft
Azure DDoS Protection Standard can be used to protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
resource groups.
wvirtual networks.

Answer:

Answer Area — Mic rOSOft

Azure DDoS Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.

SR .

https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview

=ETHRE: 119
UTOEERIZDWT ELIWMESIE KWV ZBIRLTLESWD, F5THWMESIE DDOWVA 1 ZEIRLTLESLY,
ECEEEICIRA Y RAMESHhET,



SN Tcrosoft b ho

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management salution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

Answer:

Statements

You can use the insider risk management solutlc-n tn(det&ct
phishing scams. '

You can access the insider risk managemﬁrﬂ; sdiuflnn from
the Microsoft 365 compliance center b B

d s '\ '; '-.
il 9

You can use the insider risk nﬁffag‘bment Sﬂlutlon to detect
data leaks by unhappy em €

BT
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T4V THRIEINEBMSDEBRTH S,
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NER1) X9 EHEIL Microsoft 365 DAV T4 F7VAY ) 1—3 VT,
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Answer Area

_ iz used vhen multiple Azure web apps must use the same identity

i & certificate
A sepvice principal
& svaren- o] anagEd klentity

[ e —

Answer:

Answer Area

= _ iz wred when multiple Azure web apps must use the mame ldentity

Answer Area

A user-assigned managed identity * iz used when multiple Azure web apps must use the same identity.
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Microsoft 365 T KR4 > DT —4#E%kFH1E (Endpoint DLP) &, EDARL—TF 4 VO SR TFLTHERTEETMN?

A. Windows 10 &i0OS®D &

B. Windows 10 & Android @

C. Windows 10_ Android_iOS

D. Windows 100D #

Answer: D (A —vyt—T %K)

Microsoft 365 Endpoint Data Loss Prevention (Endpoint DLP) (& DLP 3> rB—)LZE I > FRA > MIZHEEE L F 9, Microsoft @ K& 2 A > kTld, Endpoint DLP (& Windows 10/11 T/34 X ] (3RED
HAFA U ATIEMacOS 3B ICREXERIT HEHRBAINTUVET, SO HEBFBRNESENDIGEEIC USBADIE—_HRI Web ~D7 v 70— FREDREFXEHRL FIRLET EER
= & LT Microsoft (& i0S F1=1d Android (239 % Endpoint DLP DU R— r2XEILLTWERBA, SN6D TS5y k7 +—LAld Endpoint DLP TlE#% < _Intune @7 7)) {£E 7R 1) 2 — & Microsoft
Defender for Endpoint £/ JLIEREIC K > TEE SN FET, RREINBEREREERET % & Microsoft @ Endpoint DLP 75w k7 —LDHYHR— &=L HR— IR TULEVE/NSIL OS &k
53 BHE—DIE LL\A TS 3 >(d Windows 10 D& & 42 Y £ (Microsoft [FIRTE Windows 11 & macOS £ HR—FLTWEIN, TS IHEREICEFNATWVEEA), LT=H > T Endpoint DLP (%
iOS F£7z(X Android TIEEFTINLGEWN=H VX FENzA T a3 >DFTIE, Windows 10 DAHHIE LLVEIRTY
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Statements

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a loweridentified risk level in the Microsoft 365
tenant.

Microsoft Se«:urqﬂre SRS progress in ¢ ting actions based on controls that
include key regutatio :Mfﬁ:l&' @@g; ion and governance.,

Answer:

Sasiints N - MICI‘OSt

Enabling multi-factor authentication (MFA) increases the M»q'bsq__Mcure Score.
A higher Microsoft Secure Score means a lower hdemhdmk level in the Microsoft 365
tenant.

Microsoft Secure Score measuras progress n cumﬂﬂm actions based on controls that m
include key regulations and standards fortfata*pr&ecucn and governance,
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BEOY IR )T avithiz>TAzure) V—R&—EBLIEFETTIOA4THICE EQKSBY—IILEFRATEEFTMN?
A. Microsoft Defender for Cloud

B. Azure Policy

C.¥A4/vBavYIJrEe2UFRIL

D.72a—ILIdIL—TY b

Answer: (&% X9 D)
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Azure BastionZff i L TAzurefR B S VICEBRT OILENHY FT AEFERAITRELVTLELESIMN?
A. AzurelR—4 JL

B.SSHY 547>k

C. PowerShell!) E— ~0L18

D.UE— TRV N TEGI AT+

Answer: D (A —vt—C #7%Y)
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Statements Yes No

| _ o
You can use the insider risk management solution to detect = M ICIrOS Oft
phishing scams.

You can access the insider risk management solution from
the Microsoft 265 compliance center.

You can use the insider risk management soiution to detect
data leaks bv unhappy emeloyess.

Answer:

Statements

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance cénter.

You can use the insider risk management selution to detect

data leaks by unhappy employees. p— M I C ro S Oft

Explanation:
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T4V THERIENBOSDBRHTH S,

Ry R2 &0

NER1) R - Microsoft 365 DAV TSAF7AY)1—23>T,
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Statements

In software as a service (Saas), applying service
responsibility of the organization. .

In infrastructure as a service (laaS), managi
responsibility of the cloud provider.

In all Azure cloud deployme ing the security of information
and data is the responsibility of the organlzatmn

Answer:

Statements go\ Yes No

In software as a service (SaaS), applying service pac cations is the Q 'O
responsibility of the organization.

In infrastructure as a service (1aaS), manag mé ysical network is the ;-.Q-; O

responsibility of the cloud provider.
In all Azure CI'DUd dep]ﬂ};meilt --7.'.-_ 14 { J E@% ﬂf Inf{}fmatlﬂﬂ [-Q_l O
Itheo gan zation,

and data is the responmbﬂlﬁ

Explanation:

Statements

In software as a service (SaaS), applying service packs to applications is the
responsibility of the organization.

In infrastructure as a service (laaS), managing the physical network is the

responsibility of the cloud provider. .U M | 0 S Of
— |
In all Azure cloud deployment types, managing the security of informaticn (EJ‘
and data is the responsibility of the organization.
Microsoft DEFEHXEETILTRH V5O R TANA T NI SO RE#REL BERIISIFIZRELET—22RETHILEEINTOWET AzuretFaUT A DX ADKMIE, FTAAMAY FDFE
FICBEARGLS T2 . ZVRRAV M 7HV UM BEUT IV ERAEERBICHT HERFBICERFICHY FTIEHRASATOET, ChiflaaS, PaaS, SaaSOWWTNIZHL BRSNS HBIEEICE
WMET—ADEXIIVTAICERZAS CEND AT—FAURIE LM ERYET,




SaaS IZEL T Z4 70V I ME BEIE RY FT—0 H—N— ARL—FT A VI VRTL ESHICIFERDT T)r—2 a UBBEZSOERBRLLGDIVSIRA VISR NIV F v &= EBE 14
LG EFRBALTEY, 7N A —DRY—ERDRFLEEFHFEELELFET ,SaaS T 7 IV 7r—2 30— FAONRYFERCYH—EXNY IV DOBERBLEDRF RV [FH—EX T/ F—1HE
LL BEEET—2 D LUV 7I/ERIZERLFEST, LIEA>T RTF—FAV M1 & DIWR T,

laaS ICBEAL T XAV BY 7 MEITANA F—HI BB REBEZEEIT S ERRTVET, R4V T MIYWERRA L Ry hT—9 T2 4 —RHIEFZAVET | —A BEIEIYITRY Y
TavADTRAROS 7V r—2ay 2y bID—0%lEHEEBRL GRELET, LEA>T YERY FI—IDEBRBEIISORTANA T —DRHFTHY RT— LAV R2[X WV ERYE
ERS

Zh5DSCIRAE, AzureD B ZEIZEIT D Microsoft Learn/Docs H A # v ADEEEL L BHEDTT,
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Statements Yes

Network security groups (NSGs) can deny inbound traffic from the internet O

Network security groups (NSGs) candeny outbound traffic to the internet

Network secunty groups mm W%rﬁ@gﬁﬁﬁn IP address,

protocol, and port.

Answer:
Statements Yes No
Network security groups (NSGs) can deny inbound Ua;m@ﬁ'olhthewﬂemet fo:l )
Network security groups {NSGs}cﬂhdemmﬂbcund traffic to the internet ':D:I O
! r v'- -.:.l )
Network security groups {Né&} "ami&ﬁidﬁﬁﬁﬁﬁﬂ?oﬁ IP address, 1O o)
protocol. and port .

Explanation:



Statements ‘ o W‘j E Cros @ﬂ No

Network security groups (NSGs) can deny inboundfraffic from the internet.  |© 0O
Network security groups (NSGs) can deny outbound traffic to the internet. O , O
Network security groups (NSGs)canfilter traffic based on IP address, o O

protocol, and port.

Azure Y b7 —0 X2 UT 4 JI—TZEHETDHE Azure [RERY FT—9RAD Azure J Y —REDBTERIESNBEIRY FT—D bS T4 90 ET4NB) VG TEFET Ry FTI—9 &
Fa)Ta4 TL—TICIE, SEIELHEHED Azure ) V—RADZERY FIT—D bS5 7499 FEIEZFIHLDEERY NTI—Y S T4 v EHMNELITERETSEF2) T4 L—ILHEEEN
TWET , ZIIL—LICH LT EETLEHEE, R— b LUV TOFaLEFEETEET,

S .

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview
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Answer Area
Statements Yes Mo
Conditional access policies can use the device state as a signal. 0O (@)
Conditional access policiesapply before first-factor authentication is @] O
complete. :
i . . =) . . L
Conditional access poliCies can trigger mi;ﬁ-ﬂactMsr@rﬂ as Ol o 0
{(MFA) if a user attemptis to access a specifie agplication.
Answer:

Answer Area \ ﬂ ICTrOSOT1

Statements

Conditional access policies can use the device state as a signal.

Conditional access policies apply before first-factor authentication is
complete.

Conditional access policies can trigger multi-factor authentication
(MFA) if a user attempts to access a specific application.

S8
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Answer:

Explanation:

Fd o

Microsoft I& Identity Protection [ f#® ID [CEZEZ 52 5RO HHMEBMEEHREL BEILEZHEL HEO ID ICEHAET SAFABTLHEEZRAET S I-OICFERAINS LR TULVET, Identity
Protection (&, TRBLRBIER. BERIP 7 FLR RENGVWHA A2 TANT 4 [BEY] FAIEERITIHEDBREREZFERAL T A—F—DURIEHAI VA DRI EFELET, 2
5>DHAAADEEBEEICLY COY—ERE 2BAT—2€y FERELET 2ty b (—BHMCRELERBIFERETFEND) ICEM G- —RARBAR O oM EI N ZRETE 51
H IDBEDIVRVEERTEET,



Identity Protection(ZI&, BHENIZ YR IADOXIEEBEET 5 1R O —FIEHAEENATEY BEARNIZEI—HF—VRIR)O—EHA AV ) R R) D= EIFonFE T, Microsoftld, Ch oD
RYO—I2&->T B—H—YRIDPBRHEEINIGEGE NRAT—FOEFEZER LY, HA VA V) RIDPBREINIGEE  SERFBIAEZER LY TEESELEHBALTOET, LIzA > T, Identity
Protectionld  £HFZT7 UV CRIZE DK YRR O—D—EELT UYRIVIZEDVWTMFAZFUET ZENTEET,

=2 L, IDIREHEEETIIL—TDSA4 79 AV LBRBIIITVWERFA XA IVAY I RME TIL—TAN—2y TOBEEL #IDREMEETILA < Azure ADDEIMI Y IL—T/IDH/NF 2V REEED T I E
FIFTWET,

LIzA>T VR LARNLIZEDWTA—H—Z2JIIL—TITEMT S8, IDREOHETIEH Y FHE A, IDREF BEH, VRIFHHE, SLURY O—ICEDILHE MFARPARRD—FD Yy g
EVNTEAZBLTHY JIL—TADEY HTIEIToTLWEEA,
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Answer Area .;
WAICIO!

+ canuse conditional access policies

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) | to control sessions in real time.
Azure Defender |
Azure Sentinel

Microsoft Cloud App Security

Answer:

Answer Area

w canuse conditional access policies
Azure Active Directory (Azure AD) Privileged ldentity Managemest (PIM) to control sessions in real time.
Azure Defender
Azure Sentinel
[Wicrosof Cloud App Security

S .
https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security
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Statements

Microsoft Entra ID Protection can add users tg gg@ups teomisk level. O
L
Microsoft Entra ID Protection “ ser credentials were leaked to the public. ()

)

Microsoft Entra ID Pr can be used t
user's risk level.

Answer:
PRIV =l Ml W

Microsoft Entra ID F’rot%ti L 9
user's rnsk level, s O 5

Answer Area

Microsoft Entra ID P;otection

- |
o1 user credentials werito the public,

Microsoft Entra ID Pro
user's risk level.

L

ection can be used to invoke Multi-Factor Aut ﬁonMJc\(ﬁ:ar%S

oft
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Answer Area

« provides bist practices from Microsoft employees, pariners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.
Azure Policy
The Microsoft Cloud Adoption meewm!@ .
A resource lock ! ICI’OSOft
Answer:

mi Microsoft

« is acloud-based solution thal leverages on-premises Active Directory signals

| Microsoft Cloud App Security . o identify, detect, 'and investigate advanced threats.
| Microsoft Defender for Endpeint © -

IMicrosoft Defender for ldentity ' i
Microsoft Defender for Office 365

At A
274N —A23—Tx—RX THAM 7TV 75— a3 0G5RTBSHMICERSNET

Answer Area 0“‘

w provid praetices from Microsoft employees, partners, and customers,
Azure Blueprints includi ahd guidance to assist in an Azure deployment.

Azure Policy

e MiCoS R GO0 ABOpaon Fraawo o gi' & as
A resource lock : # - MICI‘OSOft
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Answer Area Y e\ N

~ isa apu&baxﬁﬁf!unon that leverages on-premises Active Directory signals

Microsoft Detender for Endos tﬂrﬁm'ﬂ&dé‘iﬂ t, and investigate advanced threats.
Microsoft Defender for Endpoint o A P
Microsoft Defender for IGE8NEEY , » » " =
Microsoft Defender for Gifice 3

Answer:

Statements

You can add a resource lock to an Azure subscription.

You can add only one resource lock to anAzure resource.

You can delete a resource group containing resources that have-res i%fcM'{ rom f't O

BILL]
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Answer Area

« is a cloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security tolidentify, detect, and investigate advanced threats.

Microsoft Defender for Endpoint

Mo DEletcls kI T
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i VIS L Statements Yes No

Conditional access palicies always enforce the use af multi-factoragthentication (MFA)

Conditional access policies can be used 10 block af€ess to an application based on the
location of the user.

Conditional access pehcies onlyaffect users who have Microsoft Entra joined devices
Answer:
Answer Area

Statements

Conditional access poalicies always enforce the use of multi-factor authentication (MFEA)

Conditional access policies can bewsed 1o block acfess to an application based on the
location of the user. ‘i

n * -
m gl |! Tal daleda -.E:“ .-;‘I_
Conditional access palicies only atfects st '{.ﬁhq have M,I!.\t!‘%_&ﬂ fAntra joined devices

Explanation:
Answer Area
Statements Yes MNo
Conditional access policies always enforce the use of multi-factor authentication (MFA) { L
Conditional access policies can be used 1o blockaceegss 1o an application based on the -

location of the user.

n N i i
Vil lr,.-- 5..- ™ .:i"' ;‘"'. . .I!-
IVIICFOSOTT

Conditional access policies only affect users who have Microsoft Entra joinegliglevices, L .
EHFETOER R O—TIE, EIZ MFA BN &Hl S ES (Microsoft Entra DFEHFET VR R O—FFREMEAHY LT LYL MFAZREET HDITTIEHY FEHA, MFA [XETREEHIEIGED 1
DTIMN RV —TIRK ERLEETNARDER TV EAOREHTO V) FARKNADREDER, £y a UFlHORELGE HMOT7 I X GHEZEHTEIELTEFET,
SCl #h#: BEHHET I ERIE Azure AD AV T FILEHEL BERREZITV. EBOR) O—2BRATL-OICERTSY—IILTT, ChoDRIYO—TIEMFA ZERTHIENTEEIN IR
TORY) —TRHATIEHBY FHA, | BIZEDVWTT7I7ERZ2TOV Y = FVEHHFZT7I/ERIE LFiFEFOr—23 0 (BRIPEBELGE) Z2FALEZOS—2 3 UR—XDEHEYR—FLE
T, R)O—E, A= DY A A L TWEBRICESVWTT7 /2R &EJAy Y FIEHFRAITEET,
SCl k¥ BEBIFUHMAETTI LA R —2FEALT A——OEMICEOVWTT IR EZTA Yy I FEHAICEFET, BRI EEMEZERALC ERTEITV7ELEBRRLGEIY 7E2ER
LEI,JEntralTEML TS TN RDAITHELET = FHHET I ERAF UTZELIRTOLI—Y—ETNM RITEREINET,



IV hSHEE.

NATYYy RIS Daqy,

ZEFH T /181 R Microsoft IntuneE 1= I&Azure ADFEH) |

BRICE ST, EEMENDT/NA X BYOD) HbREEHYFT,

SCHE¥:  BHHETHOER R o—IF BIRENEEHIZE DT Microsoft Entra [ZEBMML TWATNA REIFTTHL T RTOI—HF—ETNARITERASNET, |
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Answer Area

With Windows Hello for Business, a user's biometric data us ul:h io
|is stored on an external device.
_ g |is stored on a local device only.

|is stored in Azure Active Directory {Azure AD).
'is replicated to all the devices designated by the user.

Answer:

Answer Area

s stored on an external device.
TS stored on a local device only.

188
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Answer Area

You can use - in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hunting =
Attack simulator ] .
Incidents _ = M ICIOS Oft
Answer:
- W
Answer Area r*‘@' ‘5’-:: -y
You can use ~ in the Microsoft 365 sg;:%y ceﬁ@"ﬁn view an aggregation of alerts that mte M&E&%Qf@
Repnrts r"'f—*f: o, :“é
Hunting {F- . &ﬁ;fé‘d
_Altack simulator @
I Incidents >
Explanation:

THERAM XFOHAFEFHMICERSNET



Answer Area

You can use
Rep uns

| Huntlng
Attack simulator
Incidents
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~ in the Microsoft

Ccr
w an aggregatmn of alerts that relate to the same attack.
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Answer:
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Answer:

i

=
=

£

* | first-factor authentication.

icrosoft

Explanation:




Answer Area

Conditional Access policies are enforced  after * first-factor authentication
Microsoft Entra &£ {F =7V XA TIX R O—DEFME, A —F—NE—BFRFE (A E, 12— —%F + /XX T— K F=1Z Windows Hello for Business ¥—) #IEFEIZ5E T LI=&ICiThHhnE
9, Microsoft Learn TlE B FZ7 IV XX Azure AD BT FILEHEL ERREZTV MEEOR) O—%@RT5=-OIFERATIY—IL | THY, E—EBERZIANET LR IISERASINS, &
SMBALTWET, T7ATYRAIRUNT HE  FHEFETTIOERE, 21— — TS ADKE HAT, VRY (ID REMID), TTVr—2a VG EDLTFILEFEL MFADOER 7o2X0DTJAY
J. v alilHOBERGEDRIEZERLET,
COFEICEY FHEFETIEANTSAT)RIAICHOTHRDH D I LFE L RUDERBERIRAOAEISRIIFITEFH SINEI L HYFERA KDYIZ, K YRDAFIR MFAZGE) EER LT
Y. 7OERANRRZFRBLIZY £y a zHRLIZY TEL2BBDRY) D—RERS U bHEMENET, LIzAA>T, BINDELWVTIA,
FHRFET VAR BRIDY A VA VTRERBVTFILEREL  ZOR BESNET IV ELARELRELERT S0, BE—ERZTIOA, &P, RbYIZjJEV>-RBIBEUTEIHY FHE
A,
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provides single sign-on {550) capabilities across multiple identity providers.
A domain controller

Active Directory Domain Services (AD DS)

Azure Active Directory (Azure AD) Privilege Identity Management (PIM)

Federation

Answer:

providessingle sign-on (550) capabilities across multiple identity providers.
A domain controller

ctive Directory Domain services (AD DS

Azure Active Directory (Azure AD) Privilege Identity Management (PIM).. ,
Federation

Ex#TfERE: 140
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Answer:

Answer Area

HfRE: 141

™ Microsqft .

uthenticated. O O

tul: level of Low, Medium, or High to each riskevent. O O

Azure AD Identity Protection a risk c
1 ‘

nsk in Azure AD Identity Protection represents the probability that a given identityor () Q
account is compromised.
No
O
O
O

\‘

Yes MNo
Azure AD Identity Protection ﬁsk iOns once a user is authenticated. . 0O
risk level of Low, Medium, or High to each risk event. @ @)

Azure AD Identity Prot
.. M l c rm Protection represents the probability that a given identityor @ o

UTOERBRICDODVWT  ELWMEEIE FMZRBRLTSEZS D, E5THRVESEF DOV ZEBRLTSESY,
T EITIRA Y RAMEShET,



Answer Area

Statements Yes No
Windows Hello for Business can use the Microsoft Authenticat [ O
method R :
Windows Hello for Business can use a Pl n authentication method. O O

'._'.l.

Windows Hello éor B

fetion mformatmn SYNCS across a
registered by a .

'ﬁﬁ Mlcrosoft

Answer:

M I C rmwftm'“ can use the Mics Aut “ T

Windows Hello for Business can use a Pl ﬁthentncalmn method.

Windows Hello for Business information syncs across all the devices
registered by a user.

Answer Area

..Mmrosoftﬁ\ .

Windows Hello for Business can use the Microsaft Authe

method,

Windows Hello for Business can use a Pi?d ‘lih\enh{ahun method. .

Windows Hellihr B n information syncs across all the devices O L
registered by a

ATREIE: 142
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B atements Yes No
Bl \1Crosoft

Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access poiicies can force the use of multi-factor authentication O O
(MFA) to access cloud apps
Answer:

Statements ' . Yes No

B8\ licrosoft o

Global administrators are exempt from tnncﬁt[ional access policies O | :

A conditional access policy can add users to Azure Active Directory (Azure AD) O I’O‘r

roles gl
Conditional access policies can force the use of multi-factor authentication | (j : o
(MFA) to access cloud apps s
Stawas 1 Yes No
= Microsoft
- bz |
Global administrators are exempt from conditional access policies B 1:.
A conditional access policy can add users to Azure Active Directory (Azure AD) O | ‘
roles A
Conditional access policies can force the use of multi-factor authentication ‘ ‘ O
(MFA) to access cloud apps

HfERE: 143
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Nerwriess Microsoft

| | Ensunng that the data you retrieve & the sime 45 the dald you stored is an exampie of maintaining  availabality -

confdentality

Integnty
ransparency,

Answer:



Microsoft

Ensunng that the data you retrieve is the saine as the dall you stored is an example of mantamng  svailability

confhdentiality

mTagnTy.
transparency,

Ensunng that the data you retreve & thesame Sfithallata you stored is an example of mantanmng  svadlatulity -

BE N\ 1icrosoft
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Answer Area

v isusedio identify"hold, and export electronic

Customer Lockbox in_!ag@_fkm*that might be used in an investigation

BT naY

ﬁ:ul"'"-'-

A resource lock

Answer:
Answer Area

= Microsoft

» IS used o identify, hold, and export electronic
Customer Lockbox informationthat might be used in an investigation.

Data loss prevention {DLF}
1

A resource lock
atEA
BEFIFHHAT

https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365-worldwide
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Microsoft Defender for Endpoint® & DHEEEN BRI ZM/NT 5 ETHAN—BREICH T IF—ROBEHERELEFITM?
A. BBfEE

B. EEAE

C. B ELIFTH

D. *v kI —Y Ri#E

Answer: D (A —vt—T %KY


https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html

FYRIT—ORET A8 —Fy FNEEDBENSOTNA REZRETADICRIGET, 2y M T—V RET RBNEEEHZHE/NT 2HEETT,
SR

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide
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Microsoft

Microsoft Entra Permissions Management is a cloud infrastructure entitlement management (CIEM) solution.
a cloud infrastructure entitlement management (CIEM) solution.

a cloud security posture management (CSPM) solution.
a security information and event management (SIEM) solution.
an extended detection and response (XDR) solution.

Answer:

Anewer Area ——M |crosoft

Microsoft Entra Permissions Management is  _a cloud infré :

a cloud 0 ‘r.-_._. rucf 1re entitlement management (CIEM) solution.
a cloud@ecurity’posture management (CSPM) solution.

a sefuntypinformation and event management (SIEM) solution.
an exteénded detection and response (XDR) solution.

Explanation:
Answer Area
Microsoft Entra Permissions Management is a cloud infrastructure entitiement management (CIEM) solution. o8
CIEM) V') 2 —% 3 > CIEMIE Microsoft Azure, AWS_ Google Cloud Platform GCP)%GEDTILF Y 57 FIRIEEAT HEBNIDET IV EREREZEET HDICH/ILODOEXFa T4 To/00—0Dh
FIUTT,

A9V bR EX2UT AVTIATUVR BEXVTATUT4T4 8CHL—=2FERFa AU b (HSC-3008 K USC-00NFE/NRICEHETHED)ICLKDE RDEBYTT,
Microsoft Entra Permissions Managementl& YL F 7 5% FIRIBEEKIZHI=H5TRXRTODIDEY YV—ADT I R ZBEMIZAHRIEL  HET H5CIEMY ) 12— 3 > TY, | CIEM& L TDMicrosoft

Entra Permissions Management®D X i #eEILLITD EH Y TT,

BE|IGIEREFE DT HO Y FORFERADIERDHER

=/MERDIRADEA,

FHMER ST & LAR— bEERE,

Azure AWS 8 K UGCPEIEZYR—FLET,



DV aA—2avIE 959 RTSY b I+r—LIZEITAIDDELPCHERDFREFRE Nz EBRXTEH)RIICH LT Z=OITHRFINTVET, ChoD Y RV IE HEEDIDA/NF VR Y—ILF
SIEMY—ILTIEHEMIZHULTETEz A,

PR OTEIRE

CSPM OS50 Ft¥xal) T4 REBEE) L IDERTELELS VTV FDREIRICEREHETTVET,

SIEM (f5IMicrosoft Sentinel) (& BERED=HIZOT 04 R FEEHLFTH HEROABRIEIZIFIRILEFRTA,

XDR (ffIMicrosoft Defender XDR) [ . T2 KR4 > k ID, T—42 2&KIChEZ2BHEERMGICEAZBELTHY ERBSEIIHNEELTULERA,

LIzA> T ELLKIAIBY T MI&>THRIESNEZDEIE . VTV FA VTSRSV FYEREE CIEM)Y ) 12— 3>TY,
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= Microsoft

> | provides single sign-on (550 copabilities across multiple identity providers.

A dormaln conbnolles
Acbive DirecBory Danaln Services (AD [15)

Answer:
Answer Area e Fo i i
L2 =" Microsoft
rabicen - 5"' ] Fi“‘mﬁ:le-s sifghe sign-on (S90) capabilities across mubiple identity providers.
A domae controdles :
Actnee D!rl.‘ttul'l' Domain Seraces (AD D5) !
Microsoft Entra Privibeged Identity Managem g
= FTEIRE: 148
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Answer Area
When users attempt to access an application or a'semice, [ authentication 'j controls their level of access.
administration
auditing

Microsoft

|8 uthor 1zation

Answer:
Answer Area

controls their level of access.

When users attempt to access an application Of'&‘t{.’ﬂ'lit.

administration
lauditing _ _




Answer Area {w
When users attempt to access an ap Imé authentication hd controls their level of access.
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Statements Yes No

Security defaults require an Azure Active Directory (Azure AD} Pr O

Eﬁ}M‘lﬁf %@f* a Slngle Azur :::ryuI [Azure AD) user. O o

When Security defaults are enab must use multi-factor authentication O @
(MFA).

Answer:

Statements 'Microsoft

Security defaults require an Azure Directory (Azure AD) Premum’_!ic'e’me;,

Security defaults can be enabled for a single .-ﬁ.zl_.qu.#.@twé_ ﬂlm}f {Azure AD) user,

When Secunty defaults are enabled, all administrators must use multi-factor authentication

{MFA),

Statements Yes No
Security defaults require an Azure Active Directory (Azure AD) Premium licen ® @)
Security defaults can be enabled fer asi 8 O
When Security defaults are en O] @)
(MFA).

RHRE: 150
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When users sign in to the Azure portal, they are first icrosoft
assigned permissions.

authenticated.
authorized.
resolved.




Answer:

When users sign in to the Azure portal, they are fifﬁ] 0 v
asglg_ned permissions.
‘authenticated. |
authorized.
resolved.

Explanation:

When users sign in to the Azure portal, they arefirst

assignedipe rissfens’ > O

authenticated.
authornzed.
resolved.

Microsoft 7 5 F ID TlX Azure ) Y —RADT7 U R BEE BRI E WS KEDIEFICHKLVET , Microsoft Learn TIE, CD 2 DDOR Ty TZHAEICERELTUWEYT, BBEIEEX BAFEEEY—E
ADID EHMTHTOCRATY ), —AH BAEIE BAAFLEY—EANETTELIREFRET S5 TO0ERTY |, Azure YA > A > Tl& Microsoft Entra ID (IH Azure AD) W E T 1 —H—DERKIFR
(IXRT—FK MFA EHHFET IR T/N\A REHR )R FHE) ZRELET BRIV FRITSHE 21— —D ID Z5ATE2EF2U T4 b=V UDKITINET, 2O IDHAHEILINATHD
T.Azure (XA EAF T, BRI Tl Azure Resource Manager WA —)LR—X D7 4V & Xl (RBAC) DENY BTHEHMAEL  HFrl SN DiEEEZRELEFT , SCI A A VAT O FSRFDID
IEF &AL TWET, BATRMICKRIET 2 1GR NG T FILTRIET 5), R RIMERT7 VR %#EHAT 5 J(RBAC E1=(345#E ID BEICK > TRAT B), LizA>T 1—H—5H Azure R—42 JLIZH
A240F2E RUDRATY FERBE. DFYI—HF—DHETHINERRTEILETT  RORTY FIERITY, Ihlk, &E &EHE A —ICEODVWT I—HF—HBNT7IVERXTED) VYR LR
EZERELET, ZOIEFAITIE, Microsoft 365 XU Azure £RIZEITERELH D ELUVT I/ ERAEBOERELGY FET,
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Answer Area

You can use v in the Microseft 365 seCupity center to identify devices that are affected by an alert.
classifications
incidents
o —
policies [ ———
Secure score J LERA
Answer:
Answer Area T T——
r VIICFOSOTL
You can use « in the Microsaft 365 security center to identify devices that are affected by an alert.
classifications
{incidents |
policies

Secure score

SR

https://docs.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=0365-worldwide
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Statements Yes No

You can use information barriers with Microsoft Exchange.
You can use information barriers with Microsgft SharePoint.

R J & Pl "..‘
You can use information barriers-vih g«:‘rmﬁ Teams.

Answer:

Statements I f.n 'l \‘ 'r () TI

You can use information barriers with Microsoft Exchange.

You can use infarmation barriers with Micresoft SharePoint,

You can use information barriers with MicroSoft Teams.

Explanation:
Statements Yes No
You can use information barriers with Microsoft Exchange, i W A
You can use information barriers with Microseft SharePoint. .
You can use information barrers with Microsoft Teams. ) 3

Microsoft [ 1E¥k/\N') 7 (IB) # FBHIBH O BHEREBEGZH-3-HIC BEQDLI—F—F LI IL—THODaz2a=4y—>30Ea5KRL—Y 3 U FHIBT %R O—EEE L TULET, Microsoft
365 TlX. IBO#EAFaSKRL—L 37— 00— F&KIThiz-> Tirhh 4512 Microsoft Teams 42 IB v2 Tl SharePoint 8 & U OneDrive [ZH@HINE T, ChickY HEERATRETHLE
JAVMIBIYETONA—Y—IE . Fry b KB . 77MILOEANTELCLYEST, COY—ERL HAHELIZI2a=/r—2308KUV0a5RL—230TELIMERIET S EOTHY,
NS OEIE%E Teams DF vy b/F v & JL_SharePoint/OneDrive 44 FE LUV I 7AIVICEARAT A ET A—F—HARaAVTUoVERFFLETIEALELS ELI-EZITEIT AV MOBERNEES L
5&3ICLET,

*EBAY(Z Exchange Online M A —)LIXTE#HR/NU 7 (IB) DHHR— FRARTEHY FEFRA BEA—ILDTOAYIOIL—T 4 T ETVERA, A—ILOFIRIE, IB TIEA < D (A —/L 7 O—RA|
BE) TREINET, LI=H > T Microsoft M SCI 74 & > XIZia>T_ IB IE Microsoft Teams & & U Microsoft SharePoint/OneDrive & & L £ 9 A, Exchange A —JLIZx{ 9 7R 1) o —EFA#EEILIR
HLEEHA,


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html
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Statements Yes No

You can use information barriers with Microsoft Exﬂﬁeoom @ O
You can use information barriers wi ﬁ@

You can use information bar%Q h Microsoft gms M | C ro S Oft & O

Answer:

® O

Statements !E] M i Cros Oft Yes No

You can use information Larriers with Microsoft Exchange. O O,
You can use information barriers with'Microsoft SharePoint. 1O | @]

: . ! : : it
You can use information barriers with Microsoft Teams. LD

statements BB\ licrosoft _«(\ = No

You can use information B@rLera with Microsoft Exchange - L E‘; ".-1 v O .
% R

A’
You can use information barriers w1th Ml fﬁé_th:épomt - O

RETEIRE: 154

UTOHKEMIZDOWT ELWMESIF ROV ZBIRLTLESW, ZF5THWMESIF DOWA 1 FEIRLTLESLY,
ECEEEICIRA Y AMEShET,

Statements Yes No
Conditional access policies can be applied to global administrators. Q Q
Conditional access policies are evaluated-hefore a user is authenticated. O O

Conditional access policies ¢an use___,‘,_
i0S, as a signal.
Answer:

CSERELBWNMERIE DA IZBIRL TSV F B EIIRMMEShET,



Microsofttement

Cwitmnal access policies can be applied to global adn‘nmstfators

Conditional access policies are evaluated bEfb'ﬁé%_a"':u'ser is authenticated.

Conditional access ]JOlICIE‘S Can use a dewice platform, such as Android or

i0S, as a signal.
Explanation:
Statements Yes No
Conditional access policies can be applied to global administrators. ‘[ ®)
Conditional access policies are eva[uated hefoi’e a user is authenticated. O sl

Conditional acc%oﬁlilﬁela@\S@ﬁm such as Android or |@[ O

i0S, as a signal

Ry X1 Ak

EHFETIVERAR) O —EFITRTOLI—HY—ICHERATEET

Ryd X2 W&

FHHETIOERR R O—F  EF—BRFBANTT LE-RICERINET,
Ry o X3 1EL

BEDTSY P I+—LDTNAREZFEALTWSA—HY— FEEIBEDREZRII—IN/FNTNDIAI—HY—L EUHMETIERA R —4¢EBRTHEIZFEATEET,
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T EITIRA Y FAMESNET,

Answer Area

Statements

Conditional access policies can use the device stale as a signal.

Conditional access policies apply before first-factor authentication is
complete.

Conditional acceﬁﬂhm%%ger mutti-factor authentication

(MFA) if a user attemp’* t lication.




Answer:

Answer Area

Statements Yes No
Conditional access policies can use the device state as a signal. '_o_| O
| : PR of 1 o 3 Bt
CﬂﬁMﬁ@E@gﬂ@" % apply before first-factor authenticationis O Yol
complete. =
Conditional access policies can trigger multi-factor authentication { o_| O
(MFA) Iif a user attempts to access a specific application. B

Explanation:

G2 74hNA—HF—A 28— —R TFXAM F7IV5—30 BEFA—IILOGAFEEFNICERINET
Answer Area

Statements Yes No

Conditional access policies can use the device state as a signal. @) ®)

Conditional access policies apply before first-factor authenticati n EM EQ ros @ﬁ
complete.

Conditional access policies can trigger multi-factor authentication O @
(MFEA) If a user attemnts to access a snecific annlication
SRS A

Ry g R2 LR
EUAETIERRARY D= E—ERTENET LERICERASNEFT Ry I R 3 F0
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'sthtementss O T

Microsoft Intune can be used to manage Android dewvices.
Microsoft Intune can be used to provision Azure subscriptions.

Microsoft Intune can be used to manage organization-owned
devices and personal devices.

Answer:



Statements

Microsoft Intune can be used to manage Android devices.

Microsoft Intune can be used to provision Azure subscriptions. @

Microsoft Int be used tafilfna ization-
Hevices and personal devices o K TE O L A TY

SR .

https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-device-management
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Answer Area - _] %

. M A‘lgl [ngSJgfatﬂu retneve & the same as the data yourStored is an oRimpie of mantainng  avadabibty. g
avadainlty,
confioentality
nteQry.
ransparency,

Answer:
Answer Area
Ensunng that the catd you retneve & the S2me as mm,wmk Mt_xﬁlpﬂc of mamtaming  avadlability -
confdennality
TEG Ty
. F— Iransparency.,
il . .F
m Microsort
Explanation:

Ensuring that the dats you rétneve is thaghme asithe data Yourstored is an example of 'r-.“ Mil

= ¢rosoft

A0V 7 FDOSCIZBALVT YT, FHRAEZBL VWS HRHLGBEMIECIARS AT FICK>THEREATWS,



A8V T M, BEE e TR, tX a2 T DEXRRNTHSIEHALTVET, COETLICEVWT et BHRMEETELIRBZHEL  BERSARKEMEEEATY
BOWIEZRATDLDEFERSNTVET  SCIENMTIE, B2 LT FEGRESAZHLEL, T—2OEHMETEMZERT A LIZERTHESNTVET, RGLET—40MREFELET—4
ERILTHACEZRIET D IEVSEHEF, COTEHFRMERAGCLTEY REDELEEERICT—2HRSA BB, FLEFERESNATOVEWI EZRIATHIEEZEKRLET,
RA7OV I DHAAF AT, BEHRE FEGEEZRHEFLEBHLET S 1FECE D TXAN TS ENESHITBBASATVET, ChICF BSENY Y FIvIHL TOILERRD
E. BUTUIYDNREASA TGN EZAATEL JFIHIEENFT T, FBHIC BEHRET I XFHR (R/MEBDRACESIELGEE)ICERZESE, AR BROVATLADEFEELIEL
BAL)—BTF IR IERZEEFY, COVFT VA TEH BFENT—EDARESNET R LER—THLIZENRRASNTNSO, T L XAOBRBER TG EREEOHIFLHTADE
EANEBELGYET, CREFESIC A7V T bOEFA) T4 AVTIAT7 VR BLUIDICEAT AT VRICEITHEEHODEETT,
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T EEEITIRA Y EAMEShET,

Answer Area
Statements Yes MNo
You can croate & hvbeid .1-."I1'.|1:|.' in an on-orefiset Atk Directory that oynct ta Arure AD
User accounts created in Azure AD sync @utommatically to an on-premise i BEDHET r'n.@;i_-!-.p:--, Vi ‘ ™MTT
When using a hybed model authanbication can arther be dona by Agure AD or I-:"r' anothed
wkentity provides
Answer:

Statements

You can create a hybrid identity in an on-premises Active'Directory that syncs to Azure AD

User accounts created in Azure ADVSync automatically to an on-premises Active Directory

When using a hybinid model, auth@ntication can either be done by Azure AD or by anather

identity provider

|
L —




Answer Area

Statements B e Yes No
You can create a hybrid identity in an on-premises Active [}ﬁctmy lﬁht sy‘ncs to Azure AD. ® O
,1 o x:—:f
User accounts created in Azure AD sync qy\toﬁacally‘hﬁ? on-premises Active Directory. O .
V& \*-‘.u x
When using a hybrid model, authagcelhn al\ e:ther be done by Azure AD or by another @ 0O
identity provider.
) I,}’E "\ 1'\.
-."l;:lll,"
R %
.-_,‘?f.\ i\:‘.:r,:, -::-:’I . [Lm M f
IcCrosofTt
A ®

#ERE: 159
XZELSTERSEDERKREZBVG S,

9

Azure Active Directory admin center.
Microsoft 365 comphance center.

Microsoft 3 center.
Microsoft Endnoi - f@“j@f Al center.

Answer:

Answer Area

You can manage Microsoft Intune by ush'ig the ™

Azure Active Directory admin center.
Microsoft 365 cumpllance c-e nter.
.Ivlmrnsnft:iﬁs securit e

You can manage Microsoft Intune by using the : :
~Azure Active Directory admin center.
Microsoft 365 compliance center.

m . A Microsoft 365 security center.
L_ M IC rUSOft Microsoft Endpoint Manager admin center. |

E#TEE: 160
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T EFB LIRS Y MBS hET,



Answer Area

Statements Yes No
mssTIMd&E% Eéfuted to encrypt documents. O O
sensitivity labels can add headers and footers to documents. QO O
Sensitivity labels can apply watermarks to emails. O O
Answer:
\nswer Area :

B8 \Jicrosoft
Statements Yes No

sensitivity labels can be used to encrypl documents.

sensitivity labels can add headers and footers to documents.

Elolo
o

sensitivity labels can apply watermarks to emails.
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When users sign in to the Azuré‘pan] they safikst

assigned permissions.

authenticated.
authorized.
resolved.

Answer:

When users sign in to the Azure portal, thecglrst
K assigned permissions.
O
q I authorized.
ICrosoft resoived.

HTERE: 162
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When using multi-factor authentication (MFA), a password is cons.id-?réﬂ ”*'netﬁin_g'_'.{ou

Answer:

When using multi-factor authentication (MFA), a passworgsis Gensidered somethihg oo

know |
share
Explanation:
When using multisfacior authentitaticﬁ'wifﬁ.]. a password is considered something you

are

have

know

share

RABYITbDEF2)T4 AVTSZAT7UOR BLUIDICEATEHA T URTIE, ZERDBI MFA) X B L-ATI)ORMBEREZMAEHOETCI—V—FRIAT I LICTEDVTVWET, 7
498V T ML I3DDERFIA TEZRODKLSITHBALTNET,

MoTWAIE HME ) HF-TWAIE (A ZLTEHPEETHSZE (KRE)N\RT—FE, A—F—HINEELTYS VA VEBICAAT IHEFFERICEONTWNSO, floTWWS I & ICEHEICH
HINFEFT MFAIX, CNEODELBIERDSIBE2DOULZERTHIETEF AN TAHERIELFT ZEAIX NRRT—F (HITWVWBAIE)ITMAT, BEICKDIRBON—FIT7 =02 (BX
W52 &), £=IEWindows Hello® & 5 T ARKEREE (BREBECHSHZL)HETT,

BLGANTIIDEREFERATSHIET NRAT—RRTL— ILTUINNREYT AT T4 vV TRED—MBHUGRBEERMTEFT, CNE NDDER LEAENRRT—RBRREEAT
H 2OEDEERLERNEITNAET I X TELRWNEHTT  Microsoft & MFA ZEAMIZL NRT— R UBRALBRMAFEEEEDRIIAEZELEBAELESIET THIV FEEDYRY
FRMBIIEBT S EFHRELTVET, ZDT= Microsoft Entra ID (Azure AD) THERASINTLVS MFA ETILTIE ANARXRT—FIE fIoTW53D1EHLEEINFET,
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A8V EDEDR—=FIIYA T 478V IT DY T FH—EXDEFRZRELEE SO LGEDRFBEICEDLSIZENML TLEINIIOVTOFERINFLNETMN?

A. Microsoft Endpoint Manager Bt >4 —

B. Azure IR FEE + &

C.Y¥A4/BYIhrHY—EXR FSRFKR=2)

D. Azure Active Directory Bt >4 —

Answer: (& &%~ 9 5)

E5EA

Microsoft Service Trust PortallZ[&_ Microsofth’y 5 FH—ERXB L UZ ZITRFINTVWIBEET —F 2 RET H-HICERLTVWSIEERE O R ICHET HHMERSABH N TVET,
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An Azure resource can use a system-assigned to access Azure services.

Azure Active Directony (Azure'AD) joined device i -

managed identity’y, ), = Microsoft
service pripeipaly, .~

user identity =

Answer:

An Azure resource can use a system-assigned — to access AZure senvices.,
Azure Active Directily (Azure AD) joined device
managed identity

SENVICE pnncipal

user identity

Microsoft
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UTOEERIZDWVWT ELWMESIE KWV ZBIRLTLESWD, F5THWMESIE DDOWA 1 ZBIRLTLESLY,
ECEFEELICIRA Y EAMEShET,

Statements

Microsoft Defender for Endpoint can protect Android devices. '

Micr ) Wt can protect Azure virtual machines that run

Microsoft Defender for Endpﬁint-_:can protect Microsoft SharePoint Online
sites and content from viruses.

Answer:

Statements

Microsoft Defender for Endpoint can protect Android devicés.

Microsoft Defender for Endpoint can protect Azure virtual machines that run
Windows 10.

! 21 g ' )
Microsoft Defender for Endpoint ciﬁm:ﬁw wf line
sites and content from viruses. ICEJF @S T.
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State’f‘?ﬁ“ Microsoft

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

Answer:

Statements

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use theiinsider risk management solution to detect

data leaks by unhapov M']ETO S Oft

S -

https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center?view=0365-worldwide
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T EFEITIRA Y FAIMEEShET,

Statements Yes No
You can add a resource lock to an Azure subscription. O @
You can add only one resource lock to an’Azure resource. O O
You can delete a resource group containing resources that Rave 1esodrce Yocks. O O
Answer:
Statements Yes No
You can add a resource lock to an Azure subscription. ;_D'_I O
You can add only one resource lock to an Azure resource. O : O !
You can delete a resource group containing FESourcesvihat haveuesolccelldcks. Q : B
-l
Bl
&Ly
(AYAY-4
(AYAY-4

FWEBETHNEL TR Toay YY—RTL—T FEFVYV—RZOvy 7 LT HBROMOI—F—DNEELY Y —REZBROTHIRLEYERLEZYV T SDEBECIENTEET, O
D95E - —DEFIERIEIINTEMLGYET,

WWZ - BEADFTRLEBROBRLLNAOYINEBESNET,

WWR -y ISRV Y—REEL)VYV—R TIL—TZEIBRLELSETEHE R—FIILUIICTS—MNRERESN D YV—XEFEHIRSLELA,
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json
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Answer Area —' M | Cros Oft

Statements

Azure Active Directory (Azure AD) Identity ProtectionCan add users to

groups based on the users’ risk level.

Azure Active Directory (Azure AD) ldentrty Protection can detect whether
user credentials were leaked io the public.

Azure Active Directory {Az_l_.me_AD} Identity Protection can be used to
invoke Multi-Factor Authenlication based on a user's risk level.

Answer:
Answer Area

Statements

- Azur m AD) Identity Protection can add users to
gmu sk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether | ¢
user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to
invoke Multi-Factor Authentication based on a user's risk level.

an A
T34 ANA—HF—A VB3 —Tx—R TXAM F7I)5—2ay BFA—ILOHGBEFEESNICERSNFET

Answer Area

Statements Yes No
AD) Identity Profection can add users to O O
ﬁaupm ﬁm&k level.
Azure Active Directory (Azure-AD) ldentity Protection can detect whether | © (@]
user credentials were leaked to the public.
Azure Active Directory (Azure AD) Identity Protection can be used to O O

invoke Multi-Factor Authentication based on a user's risk level.
R/ S ARV
Ry X2 (&L
RIEHRRERE L, A ——OFANLGRAFEBRNRELIZZLERLET,
R S P A
ZERDPIE . A—F—DVRIBE WK IODDEHICEDWVTRELELDIBELHY TT,
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. can be used to provide Microsoft Support Engineers with accessio Mgﬁiﬁ‘ﬁﬁiﬂfﬁam
Customer Lockbox stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.

[Information barriers
Privileged Access Management (PAM)
Sensitivity labels

Answer:

M i creseafbe used to provide Microsoft Support Engineers with access to an organization’s data
Customer Lockbox . stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.

Information barriers

Privileged Access Management (PAM)
Sensitivity labels

SR

https://docs.microsoft.com/en-us/azure/security/fundamentals/customer-lockbox-overview
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X2 TAEBBEEREL XY NIV 4 VI S2RICEROHHEBZERET AFTEZILTTLET,
NEEDEFL) T4 FEHITEETAIDTLLEIMN?
AtxFar1)T4BRELTDTZATUOTATA

B. #aREFEETIL

C.EBETVVY

D. ZE[A1

Answer: D (A —vt—T#ET)
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T EEEITIRA Y RAMEShET,

Statements . M E £ r@ S G‘i:i: Yes No

Each network security group (NSG) rule must have a unigbe namie

MNetwork secunty group (NSG) default rules capbelticictied

MNetwork security group (N5G) rules caf b&goffigured o check TCP, UDP, or ICMP network

protocol types

Answer:


https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html

= \icrosoft

Each network secunty group (NSG) rule must have a uniqué name,
Network security groupgNSG) defaultiles can be teleted.

Network security group (NSGJ rules can be configured to check TCP, UDP, or ICMP network
protocol types.

Statements

Each network secunty group (NSG) rule must have a unigll® nameg

Network security group (NSG) defaultoules an bé deigted;

protocol types.

Network security group (NSGhalfes an be &on ., UDP, or ICMP ne ft

ICFOSO

=HTERE: 172

Ry FRARY bk

UTORERIZDONVT ELWMEGEIX EWVEBRLTLESWD, Z5THEWMEEE DDWWE ZBIRL TS,
o EfE LIRS EAMESNET,

Ry hT Y7
Answer Area ' | IVE
m Microsoft

Statements Yes No
Azure Active Directory (Azure AD) Idenity on epm o
groups based on the usgrs’ risk level dl? c
Azure Active Directory ( otection can detect whether O O
user credentials were '
Azure Active Directory (Azure AD) ldentity Protection can be used to O O

invoke Multi-Factor Authentication based on a user's risk level.

Answer:



Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Pretection can add usérsto 0
groups based on the users’ risk level.

Azure Active Directory{Azure AD) Identity Protection can detect whether O
user credentials were l2akedto'the public.

Azure Active Directory (Azure AD) Identity Protection can be used to &)
invoke Multi-Factor Authentication based on a user's fisk mh -
Icrosoft

532 Microsofta > TSA TRV ) a—2 3 VDOBEEICDOWTEHRBALE T

Explanation:

RN S ATAY-4

Ry R2 (%L

RIMEHMRAE L, a—F—DFDLGRAEBRNREL-CEEZRLET,

Ry X3 A&

ZERDPIAF, A—F—DURIBE WL ODDEHICEDIVTRELLDIGEELHYFET,

SR .
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
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Answer Area uﬁ" .
wm Microsoft
Conditional Access policies are enforced | afier * | first-factor authentication.
before
during
|instead of
Answer:

Conditionalidgess5 policies.are enforced & - | first-factor authentication
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Microsoft Azure

P Search resources, services, and docs (G+/)

Azure services

_|_

Create a
resource

Alerts

Azure AD

Connect Health

D

Securi

Center

L
Ap & ©| Subscriptions

©

Advisor

®

Monitor

More services

Answer:

Microsoft Azure

P Search resources, services, and docs (G+/)

Azure services

_|_

Create a
resource

»

Azure AD
Connect Health

S -

Alerts Application Subscriptions Policy
Insights
& -
Security Center Monitor More services

LIV

icrosoft

https://docs.microsoft.com/en-us/azure/security-center/secure-score-access-and-track
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. Microsoft

Microsat Sentined provides Guck insights into dets by using e Log

Fazure Monitor workbook templates
Azure Recource Graph Explorar
playbookt

Answer:
Answer Area

AT (o

Azure Resource Graph Explorer
playbooks

EHERE: 176
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I EfELITIRA Y RAMEShET,
Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. O O

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O Q

Microsoft Defender for Cloud can evaluate the security “Mef O

kb erosouft
Answer:

& Microsoft

Microsoft Defender for Cloud can detect 'ﬂ.l'l'b@fabﬂiﬂes and ;hfm fo¢ ﬁ,“-- "ﬁbrage

Cloud Security Posture h-!anagl.-mcnt QGSPNH 5 mmﬁmu Amrl: subﬁcm{mﬂs

Microsoft Defender for Clmdﬂn e-».ra!uate me security of workloads deployed to Azure l C 4
Of On-premises,




Statements p Ve Yes No
Microsoft Defender for Cloud can detect vulnerabilities a,nti threanfwme‘ﬁthQE ® O

Cloud Security Posture Management {CiPWﬁm@atﬂ for aﬂ Azure suhscnpt== M I c r@ S Of

Microsoft Defender for Cloﬁd hnﬁvaﬁ:ate the security of workloads deployed to Azure @ O
and on-premises.
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Microsoft.Azure | C j_ ri Bfources, services, and docs (G+/)

Azure services

4+ |m| @ '

Create a Application Subscriptions
resource insights

& Q o

Azure AD Security Center ' Monitor More services
Connect Health

Answer:



Microsoft Azure L Search resources, services, and docs (G+/)

Azure services

o — e —— - m—

e
P J ll'f ! @ % -:'.‘a . ﬁ L]
W i = o
|
Create a Alerts Application Subscriptions Policy
resource lad “Insights
k A I Fernany
L e | & -
Azure AD Security Center | | Advisor Monitor | More services
Connect Health
e e

Explanation:
tXxa)Tas5—
S .

https://docs.microsoft.com/en-us/azure/security-center/secure-score-access-and-track
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A—Y—BAEE L TA—ILEYR— T SHREIEfRITT M ?

A. Microsoft Entra ID Protection

B. Microsoft Entra2 Z3R25E MFA)

C.EILI7H—ERNRT—KY+tvy bk 8SPR)

D. Microsoft Entra /S X 7 — F{R:&

Answer: C (A —vyt—T%EY)

Microsoft Entra ID (IRzure AD) DL T H—ER/XAT—FK)ty b 8§SPR)IE A—H—HNRT—FZ Uty bFEEEOVIEBBRTL-=-OICAANEREZTOVLENHDIGEIC FBEEAEELTEF
A—)VERRMICYR— M HHEETT,

MicrosoftDIDE LUV T7 IV ERICEAT A RFX 1AL FESCIDFEE AT UYIZEDE SSPRTIE, BEENEFTEE A T4 REBE ENMILT7TY X2 VT BB A—IEGEE 21— —DFET
ELRAAEEERTEFET , A—IUDEIDCHEO>TWEEES BEREADREBA—ILT FLRIZEAEI—RFNEEINFET , A—V—IEZDI—FZANTEHIETRAEREZTL, CNIEZSSPRTO
TRIZEBITBRIERTY TE LTHEOLALET,

XTERRIZ

* Microsoft Entra ZERFREE (MFA) I MFA DAEE LTHA—ILEZYR—FLTWERBA BIET7T) BE. TFAM AV E—CHEDHECEAZENTUVWET,

* Microsoft Entra ID Protectionl&  fEfR7%H 4 oA 01— —ZBRHMLTHRE LFETHN A —ILR—XDFILIRELFEFEA,
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* Microsoft Entra Password Protectionld 21k SN =/\X T — FORELIZ/NRT—FIZH0LTHE3DTHY A—ILT7 FLADEEEZIEIRE L TWEEA,
LEEM2T VR MDHRTA—IEFRAAEZELTYHR—FLTWAM—DA T3 VF EILITH—ERNRRT—FKJtv bk 8SPR)TY,
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Answer Area .
Mrcresoft

You can manage Microsoft Intune by using the v

Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center.

Microsoft Endpoint Manager admin center.

Answer:

Answer Area M EC rG‘Sth

You can manage Microsoft Intune by dsing the

Azure Active Directory admin center.
Microsoft 365 compliance center.

Microsoft 365 security center.
ICroso napoin dnager adimin center.
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Microsogt
In the Microsoft 365 Defender portal, an incident is a collection of camrelated
events
vulnerabilities
Microsoft Secure Score improvement actions

Answer:

In the Microsoft 365 Defender portal, an incident is a collection of cofrelated i
L Ve

vulnerabidities

e

Explanation:

in W?@fb}jﬁ&ﬁmﬂer portal. an incident is a collection of cormelated

events
vulnerabilities
Microsoft Secure Score improvemnent actions

Microsoft 365 Defender Tl Microsoft 365 H—E X &AM DEF 1) T4 T F DB T —rE LTERSNET Microsoft D KFa AV FTIHR A0V TU E HEBROHZIT7S—FDES]
LEZELTHEY HEBEOLKBEZRLTVWET AV TUMN ATz MI BEETEZLTFIL I oT4T4 BEVIHHEENT DO 7T IR MIMELRDOT7S5— FZERIZMNEBST 5D TEHAEL,
EERMICF)T—DEBEETSIENTEFET  Microsoft IEEBIC AV TUME BETS75— b BEE, 1—— BLTIHNETIL—TE1TEH5ILT/AXZ@BL L FAEDIVTFRIME
BRI DEHBALTWET, -, BEMEBIZ& Y  Defender for Endpoint, Defender for Office 365_ Defender for Identity . & & U Microsoft Defender for Cloud Apps M5 D7 5— k& 1 2D 5 —RIZH#k



BTBHILT, BOCHRLEELGILICERTELLSICHYFET | AVITUMTR 7HIRMIRALTA Y EBEZZITHEELI—Y— T5— O HREINLETI 3 VERRT
= AWARE(TNAADREE URLD IOV E) 2ETTEET,

flile ZHIBRT HH A —HF—ZFEMT D), SNIE AR M (EDTLA M) K5 (Defender iS5 ERICK >TEEINSIBELHDHKR), £ & U Microsoft Secure Score DWET 7 > 3 > (RBIC
B9 HH#EEIE) L IIHBMTT, LT=h > T, Microsoft 365 Defender R—A2 L TlE 4 > T2 bE Microsoft 365 EXa ) 74 RE VI LARTHRELFABRIN-EBEEZIDIFELTHLSIZET SN
- MBI S57I—rDEETT,
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Aprwer Area

g r g n E "J prorvided dingle 1ign-on (530) capabilithed sordis muliple identity providers
A dormain coniroller

Activ Dinsdtonry Domasin Sorvicet (AD D5)

Mz et Envtra Privsleged kkdentity Masagernent [ FlA)

L

Answer:
Answer Area . ~ e~ L4
o Microsoft
Federation - l provides single sign-on ($50) capabilities across muktiple identity providers.
A domain controller
Active Directory Domain Services (AD D5)
Microsoft Entra Privileged ldentity Managem@nlyPING
1 mmmmmm
Answer Area

Federation * provides single sign-on [(550) capabilities across multiple identity providers.

A#7: SC-900 FREL (L GoShiken.com MRS =B LT L) SC-900 :REARIRELE | GoShiken.com MR D SC-900 HEXRIRELE #12# L TLVE I, GoShiken.com SC-900 REXRAREILHZIT T,
BENEETIIVET, D GoShiken.com SC-900 FEIEE %4 v 9 5 Al T 5 i5: https://www.goshiken.com/Microsoft/SC-900-mondaishu.html (27330%OFFRIRESE A & IEf# {1 = T 30% w5l

#|5|a0— F: Freepdfdumps)
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Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Microsoft Defender for Cloud
Microsoft Sentinel

Microsoft Defender for Cloud Apps

can use conditional access policies

ions i - ' VACIrosoTtt
to control sessions in real time. - ICrOSOT1

Answer:


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Azure Active Directory (Azure AD) Privileged Identity Management (P1i)

Microsoft De
Microsoft Se
Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time. m VIICTOSOTL
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¥ measures a company’s progress in complating aﬂr@hg#h@!;hgk},rﬁ?uce risks
Compliance score
Microsoft Purview compliance portal reports
The Trust Center
Trust Documents

Answer:

¥ measures a companySogress i kammeum petrqnsdipatfhelp reduce risks

Microsoft Purview compliance portal reports
The Trust Center

Trust Documents
TR B OO=

Explanation:

AVTISAFTUARARAAT

Microsoft Purview Compliance Manager Tl&, AV 7547V R RATFIE AV TIATUORET— I RED IRV EBBT HIRERDTETRKREAET 53512 TT , Microsoft (I DR a7 % RFIE
BLET—HARER—RSAVERICHI=5a0TS5AT VARG EEEILTESIEZ LA L TLVET, Compliance Manager THE SN DA EZWERIZIIRA U FHAEYLETO A ChOEDHERERET,
TARM BLVEHRATEZETRATHLEAYET RA D FIURVICIELTEAMTITEND 20 VRIVBEDIROEVNI Y FA—LEZRETEHE 2ARORTICKESER L EFT, Microsoft [ F
2, AVTSA70R RATIGERLOEB KR ZRITIEZETHY A2 T5A4 7 U RORBIRCENFIF TIEAWLWEBRE L TLVET A, GDPR, ISO/IEC 27001, NIST 800-53, Microsoft Data Protection
Baselines W ED T L—LT—I £KICH-53 2 FA—ILOEREKRZEH BEIELLF T, 8L UVERT A EEZAREICLET,

*HERAYIZ Microsoft Purview A > 54 7V A R—F2 )LD LER— kI LiR—rEAS YA K (DLP RER) XY BEELRE) ZRELFEFIN, VRIVBEROES KR EH—MNIZTMIT HEEEFEELELEE
o SRR EA—IE X2 VT4,  TS3AN—_ AV TSATORANORY HAHICEAT 5 FHMEEHRT 51=6HD Microsoft DAY A FTHY SR+ FFa A2 bk (BEELAR— M B, &
DA b R=N—) [T SHHESEEHZRBELFET, ChoDWWTht OV TSAT7U0RRAT7DESIC ERRNTRS Y FR—XDOEBRRITEEIRBIT 2L DTEDY FEA,
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an be vted to imgle

&% the smiplaemiaon of twe Microcoft 365 tenants

bhon |!'.,'br T icdantities rMouires the synichromezaton of A
AD D5) bl Wicrosaft Entra tenant




Answer:

Statements

V1 | O S Rt can be used to implghent Mg iden
IVEIIWVGE V2T L

Hytrid identity requires the implementatin ,_-.f two Microsoft 365 te

Authentication of hybnd identigiBhre8@iifes the synchromzation of A
Sernces [AD D5) and a Microsgit EMra ¥nant

Explanation:
Answer Area
Statements Yes MNo
Microsoft Entra Connect can be used to implemgnt hybga rieﬂ?"ty_ *
Hybrid identity gequirgs the/Mplsmeihtgo 8f two Microsoft 365 tenants L
- > w
Authentication offbyBind icERELEss L'._*nre;._'l"].t S [,L. :,:-.,_,I.,;JJ. ,J..th'.{ Directory Domain .
Services (AD D5)"5nd a Michases ird tanang § L uj‘_.'; w11

Microsoft® /N4 1) v FIDIZEE3 %4 4 > X Tl Microsoft Entra Connect (IRzure AD Connect) [& 74> 7L = XMAD DSH 5 Microsoft EntraT 7+ > FIZIDFREAL /N1 T v FIDEEXEERT 518
[CFEAINZY—ILTHDEHBAEINTLET MicrosoftickdE NATY Y FDIE AV TLIRADTALYI M) EISHRDTALY M) 2EHEITHIETERIN 21— —(FE—DIDTHRAD
RIEICTVERTEEL3I2HY FT, ZhIZIF2DDMicrosoft 3657 F > MEIER L 2T L 2 AMAD DS E#fE S f=1DDMicrosoft Entra7+ > FHARETT

REEETIL SRAT—Fny P aRE PHS) /NRAXIL—FBEE PTA), 7z T7L—323 > ADFS) MiFE Microsoft (&, A—H— ATy FAEntralD IZHFEEL, —BELID ##BFLELASITVFR
—ERICHLTCERIATED LS, TALY NREHNIBETHDIERELTWET, ZD=H N4 Ty FID OEBRLEGIRELEEET 5762 Entra Connect BMER N 2 DD M365 TF >
MEIFRETT, £ Microsoft 7 59 K H—EX2E TN, Ty FID #5859 5IZI1&_ AD DS & Entra ID O RHNNBETT,
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Answer Area e .
VIICTOSOTT
You can use ~ in the Microsoft 365 security center fo view an aggregation of alerts that relate to the same attack
Reports
Hunting
Attack simulator
Incidents
Answer:
Answer Area
You can use + in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack
Reports
Hunting

Attack s:mulath Croso £t
Incidents 1 USULIE




SR .

https://docs.microsoft.com/en-us/microsoft-365/security/defender/threat-analytics?view=0365-worldwide
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BHOY TR )T avIithtiz>T—E8LAETAzZUure) V—REZTAEY I =V $5ICK EDLIGY—IILEFERATEEFTMN?

A. Microsoft Defender for Cloud

B.7X—)IL7IL—T1) >k

C.vA4/7BvYIJbEVFXRIL

D. Azure Policy

Answer: (fBZ %X~ d D)

Azure BlueprintsZ A9 % &, ARM/Bicep7T > T L— b B—JLEIY BT Azure Policy s EDBRAIGEL T —T4 777 bEv bEERL EBOY TRV YT aVITBUETHILET YY—RE
A—FL—IZEZ—BLTT7OATEET,
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Answer Area

Fede(ati I] |5 used to establish w  between organizations.
i" OSOT1L multi-factor authentication (MFA)

a trust relationship
user account synchromzation
a VPN connection

Answer:
Answer Area r{‘jj ICrosc Nﬁ %
Federation is used to estabiish w between organizations.
multi-factor authentication (MFA)
' a trust rﬁaugnsiplg i
user'acmunt synchromization
a VPN connection
Explanation:
Answer Area F’x Nic Cros ~F+
|V I O h109] L.
Federation is used 10 r—:-stablish v between organizations.
multi-factor authentication (MFA)
a trust reiati'ﬁnship
user account synchronization
a VPN connection

JxTLl—2av el EEBRIEILIIN-FAAVDEEARTT , SR .
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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Answer Area

e e S |

Statemé'nhté il Yes

Azure Active Directory (Azure AD) Identity Pralection can add users to ®
groups based on the users risk level

Azure Active Directory (Azure AD) Identity Protection can detect whether ©
user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to O

inunka Muthi_Eartar Avthanticratinn hacad nn a near's rick laval
Answer:
ANSWer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection canadd users to @)
groups based on the users’ risk level,

Azure Active Directory (Azaré AD) Iderfity Protection can detect whether | O
user credentials were If}aked to the public. -

Azure Active Directorf (Azufe éﬂ)l’derﬁlhj Protection can be used to 10|

immibka MithiZFarior Mithantiratinn hacad nn a neer'e rnick loval

Explanation:

Answer Area

Statements Yes No
Azure Active Dite e AD) ldentity Profection can add users to O O
gicups'based ohﬁg%sefé risk level.
Azure Active Directory (Azure-AL) identity Protection can detect whether | © @)
user credentials were leaked to the public.
Azure Active Directory (Azure AD) ldentity Protection can be used to (B O

invoke Multi-Factor Authentication based on a user's risk level.
VR S ARV

f\‘ v R2 &Ly

RAEFHRRRE E, - —ORMGRARRNRR L EERLETS,
I RZ S A

No

ZERIBIAF, 2 —F—DVRIGE WK ODDEHICEDVWTRELLIHEENHY FET,
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W icrosoft = S

Network secunty groups {NSGS)E&n deny inbound traffic from the internet. @] O
Network security groups (NSGs) can deny outbound traffic to the internet. O O
Network security groups (NSGs) can filter traffic based on IP address, O O
protocol. and port.
Answer:

Statements Yes No
Network securty groups (NSGs) can deny inbound traffic from the internet. @] O
Network security groups (NSGs) can deny outbound traffic to the internet. @ O

B -
Network security groups (NSGs) can filter traffic Bacad buiPldadiesss O ft @) O
protocol. and port, p—
S .

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

HTEE: 190
UTOEERICDOVNT ELWMEEIF R ZBRLTLLESVD, Z5THNMESEF DOVE I ZBRLTLZED,
T EF LIRS Y RAIMEEShET,

Statements

Microsoft Secure Score in the Microsoft 365 security center can provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Mic ‘ 365 security center gives you
points if you address the improveiefit ac im 9:;%
application or software. { e g

Answer:



Statements

Microsoft Secure Score in the Microsoft 365 security center can provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft
Secure Score compares to the score ofiorganizations like yours.

asoft Secure Score in'the Microsoft 365 security center gives you
if Mﬁfgmgm action by using a third-party
pplicati afe:
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Statements
Sensilivity labels can be used to encrypt dqmﬁ:enta. o
Sensitivity labels can add headefiah& footers to ducumg%f.: M l Cros 8

Sensitivity labels can apply Watermarks to emails. o o

Answer:

Sensilivity labels can be used (o encrypl documents.

Sensitivity labels can add headers and footers to documents.

Sensilivity labels can apply wallifia K J‘ﬂa

BT
574 hNaA—HY—AE3—T1—X TXA 7TUr—30m

REAIXEEMICERSNET

Statements No

Sensitivity labels can be used to encrypt documents. O O

Sensitivity labels can add headefs and footers to docw%f*-' Microsof

Sensitivity labels can apply watermarks to emails. (O | o

Ry X1 (&L



BESRNILEFERTIE A —ILORX a2 AV FNOBESLEGEDRESRELREL T EROLWVWANT—RIZT7IVERTEDEHSIENTEET,

Ry X2 %Ly

Office 7 7)) #ERT AR BESNILEFRALTIAVTUVIIR—VEFITEIENTEET, SRNIUDBNBERAINIZ FF2 A M BHAL AVET— FETVI—FEBMTEHI LT BEEZHE
BTEET,

Ry X3 dFLy

Office 7 7 #ERT ARIC BWESNILEZFALTCIAVTUVICIR—VEFITEIENTEET, SRNIUDNBERAINIZA—ILDAY T =0T YR —%FEBMTHIET HEEERTENTEET,
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RAYITIEDEDR—ZIYA LT A4V T DY T FH—EXDNEFIZELEE SO)LLEDHHMELEIZEDLSICZERL TLEIMNIDODVWTOERNELONETHN?
A. Microsoft Endpoint Manager &+ > 2 —

B.Azure X FEHE + %

C.YA4/7BYIThrY—ER FSRXFKR=%)

D. Azure Active Directory i+ > 2 —

Answer: C (A —vt—T#%Y)

0230 X)) T4 AVISATIUR BEUTATUOTAT1DEEZERBAT S

Explanation:

Microsoft Service Trust PortallZ[& Microsofth’y 5 RFH—ERXRB LU ZITREFINTVWIBER T —F 2 RETHLOICERLTVWSEEERE JO X ICET HHMBERN/BEH I TLET,
S .

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide
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Azure Active Directory (Azure AD) D E DHEEEZFERL T Azure )V —REZEBTHODOVY A M VAL L UIT) 7O REZRBETEETIN?
A ZHBRET7IOERR) O—

B. Azure AD ID{3:%

C. Azure AD $#EIDEIE (PIM)

D. FBEEAERY o —

Answer: (&% &RTT 5)

&5 BA

Azure AD Privileged Identity Management (PIM) [&_ Azure AD 8 & U Azure J Y —ZRAADT Y A M VA A LDBHET I ERAEIRBELET,

Ex#TERE: 194
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Answer Area

w provides best practices from Microsoft employees, partners, and customers,
Avure Blueprints including tools and guidance to assist in an Azure deployment.

Azure Policy
The Microsoft Cloud Adoption Framework for Azure
A resource lock

Answer:


https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-900.v2026-07-23.q205-mondaishu.html

Answer Area

w provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.
Azure Policy
The Microsoft Cloud Adoption Framework for Azure Ll =R
A resource lock M ICI OSOft
S

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/get-started/
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You can use information barriers with Microsoft Evghangj‘
=

& 7 @
You can use information barriers with Micmof@ehint.
L i

You can use information barriers with Qf@ Teams.

Answer:

Statements Yes No
You can use information barriers with Microsoft Exchange: O @)
You can use information barriers with Microsoft SharePoint. ] O

You can uéeii;wfoeri grﬁe@ﬁ@ﬁgwﬂ Teams. ] O

EXHTEIRE: 196
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Ansinr Ares f StMi Cras oft

Azure Defender can detect vulnerabilities and threats for Azure Storage.

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Azure Security Center can evaluate the security of workloads deployed to Azure or on-

premises.
Answer:
Answer Area )
Microsafmens Ves  No

Azure Defender can detect vulnerabilities and threats for Azure Storage. E Q
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O Q
Azure Security Center can evaluate the security of workloads deployed to Azure or on- O ©)
premises.

SR

https://docs.microsoft.com/en-us/azure/security-center/azure-defender
https://docs.microsoft.com/en-us/azure/security-center/defender-for-storage-introduction https://docs.microsoft.com/en-us/azure/security-center/security-center-introduction
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FRIAEFEER A e

Statements |

JYes N
Conditional Access is implegiented Bpuging policies in Microsoft Efta 10 M I ‘: rﬁ 5 O%t

A Conditional Access policy'éan block or allow Microsoft Entra ID
connections basediipoth specific platform of a user's device

A ConditionalidccegsPolicy can be applied to a Microsoft 365 group.


https://www.goshiken.com/Microsoft/SC-900-mondaishu.html

Answer:

— m Micrasoft -

Conditional Access i mmphinsinted by uling polcés in biciosalt Entra 1D

A Conditianal Accass policy can block or allow Microsaft Entra (D

connactions based Bpon the specific platform of a user's device

A Conditional Atcess pabcy can be appled to a Mecrosoft 365 group.

Liaterments
Conditional Access i im wm Gy‘nﬂuq. polickes i Mitrosol Entra 1D,

. A Conditional Access m‘l-c:.nw-ﬁm or aliow Microseft Entra 1D *
| M lc rO SOft umw-(lmlquw;wq_ r.;:-n, i platlosm of a user s divdce

-‘\Loﬂ:lrlaonafl AREE ST F:\hcy can e appled o a Msoroscl 365 group, -
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XZIELCTERSEDERRERVGZ S,

~ enables €allaboration with business partners from external
arganizations such as suppliers, partners, and vendors. External

Active Directory Domain Services (AD DS)

Active Directory forest trusts users appear as guest users in the directory.

i ——

ive Directory (Azure AD) business-16-business {EEB] -
-tive ﬁMowm@e@hu consumer B2C (Azure AD B2C)

Answer:
~ ‘enables collaboration with business partners from external
Active Directory Domain Services (AD DS) _ ‘“_‘__ | sorganizations such as suppliers, partners, and vendors. External
Active Directory forest trusts users appear as guest users in the directory.
Azure Active Dire € AD) DUSINess-t0-DUSINEsS (B2B): g |
"Azure Active Directo!y Dusi mer ure ADB2C)

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b
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The Cloud Secunty Posture Management (CSPM) ¥ features of Microsoft Defender for Cloud block malware and other unwanted applications,
access and application control
container security

vulnerability assessment

S Microsoft

while reducing the network attack surface on Azure virtualmachines.
Answer:



The Cloud Security Posture Management (CSPM)
| access and application control

iﬁaﬁ@éj@lfcther unwanted applications,

container securty
vulnerability assessment

Answer Area

The | Cloud Security Posture Management (CSPM) ¥ features of M,lcrmoﬂ Defender for Cloud block malware and ot= [l!’i*uMd @ﬂ@@'@f

while reducing the network attack surface on Azure virtual machinesi™

#HTEE: 200

XZELSTERSEDERERERVG S,

When you enable security defaults in Azure Active Directory (Azure AD),

L

Azure AD Identity Protection .~ |
‘Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA) __

|
will be enabled for all Azure AD users.

Answer:

When you enable security de

Azure AD Identity Protection X

Azure AD Privileged Identity Jement (PIM)
Imulti-factor authentication

; LN
will be enabled for all Azaré:AD users.

SH -

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
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Answer:
AINSWET Area

Ex#TREE: 202

' % %
Authentication of n(ﬂne«s requires the symhmnuza..mt ms Oft
Services (AD DS} ar%‘a licrosoft Entra tenant.

Microsoft Entra Connect can be used to lmplerﬁj h@@%ﬂ C

Services (A

Hybnd identity rl:qunrﬁ tm nents
i -: 1
Authentica mbmmm of Active Directory Domain Ix_: | O

Statements . 1-}-‘ 't.: A Y Yes No
M. 2 4 , - ‘:.- {
icrosoft Entra Connect can be used to JMPIEI?m lI )
Ay 1
Hybrid identity requires the i Ieﬁlﬁ&g &n@a Mlcmmh 365 tenants. 0 O

1" "1 _';,

-\.‘—w

O

O

15

~ |

MI{ rosoft 365 tenants.

- Mmaﬁ\ft T

Microsoft Entra Connect can be used to impl identity. - O

Hybnd identity requires the implemntatém Microsoft 365 tenants. O -

the synchronization of Active Directory Domain . Q
ant.

Authentication of hybrid identiti
Services (AD D5} and a Micro

N\

UTORERICDOVNT ELWMESIF KW ZBRLTLEESD, 53 THEVGSEF DX ZBRLTLEEY,
T EB LIRS Y MBS hET,
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Answer:

T
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‘Microsoft Cloud App Security o ify, detect, and investigate advanced threats.

Microsuft Defender for Endpelnt
Mlcrosuit Defender fﬂr Identlty

Answer:
Answer Area
M ICroS Oft v isa 1ut|en that leverages on-premises Active Directory signals
Microsoft Cloud App Security to and investigate advanced threats.
_Microsoft Defender for Endpoint

IMicrosoft Defender for Itzierrlityr !
Microsoft Defender_f' iﬁ" \

Explanation:



G574 ANA—HF—A U8 —T1—R TXRIRBIIPEEDOEEECBEERINET
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Answer Area £ W T
s Vicrosoft

You can use ~ in the Microsoft 365 security center to identify devices that are affected by an alert.

classifications
incidents
policies
Secure score

Answer:
Answer Area

You can use - in the Microsoft 365 security center to identify devices that are affected by an alert.

jincidents
policies —

Secure score _' M iCi”OSOft

Explanation:
Answer Area Vlicros O'ﬁ".
You can use ~ in the Microsoft 365 seclfity center to identify devices that are affected by an alert.
classifications
incidents
policies

Secure score

Microsoft 365 ¥ 2 ') 7«1 24— (BT Microsoft 365 Defender) TlE, 41 VT FEFERALTTFH U F2EDBREZ M) 7T—VBLUAELET  Microsoft DEFa2!) 74 FFa A2 FTIE,
Ho T REIE BEETET7S5—FDESITHY TTIRMDKREBEDEAKBEI LV FY—I Y FCIRETELLSICEFNICEAEMRTONZ EFBALTWET £/ 20T FRNTIE, R—42ILIC

TNAR A=Y — A=KV IR TIVr—2a B ENHEERITHIEENKRTIN, AIGHEEIBEDNDT I —MIL>TEEEZZTAIIVRFRA VM ERRIHEEL RT3y (T4

ADEEE FAENRVT—CDRE, VA INLARNEKERF Y UDEFTRE) ZRTTEET, COHRFICKY X2 T4 F—LIIMELOT7S—MIEEEFLT A0 T O EHEXIG/EE] 29 ¥ 3
VNCHEBEZTDBITNARE—EBERTRL 75— DA A LAV ETNHNA ROFEMESOHERABTICMYBO ZENTEET,

CHNIZHL EFa7RAT7EEHEOEF 1) T RHEHBEEEZITTS30THY R D—IZERERRER DefenderiR!) —H0a LV TSAT7UARYO—HBE)THY 75— FOREE 21—

TEHHYFRA, DERFTS—FORAETEHLEL  FREREOSANIFFICEATEIEDTYT, LEN>T 75— FDEEEZITET/81 REHEET 5I1Z1E Microsoft 365 Defenderd 1 > T > g%

FRLET, COMETIX BEETEIT7I—rEEHIZ BRHICEAETOII VT T4 RHLEELIC BRTEIT/NA ADRTEINET,
S

https://docs.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=0365-worldwide
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- providesa central location for managing information protection,
information governance, and data loss prevention (DLP) policies.

Azure Defender

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager




Answer:

~ provides a central location for managing information protection,
Astire Dafender information governance, and data loss prevention (DLP) policies.

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager

S -

https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center?view=0365-worldwide MIP ##E(& Microsoft 365 A TS5 A 7V RICEEFNTEY T—5DIEE T —42 D
RE T —HIBROMLEDOI-ODY—ILERBELET,
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-worldwide
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