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. ContosoAzureAD > Identity Governance » Privileged [dentity Management » ContosoAzureAD > User Administrator
Role setting details - User Administrator
Privileged Identity Management | Azure AD roles
# Edit
Activation
SETTING STATE
Activation maximum duration (hours) & hour(s)
Require justification on activation "l"n-
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None
Assignment
SETTING STATE
Allow permanent ;Ii:gﬂ:ﬂ; -asiig nment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment Mo
Expire active assignments after 1 monthis)
Require Azure Multi-Factor Authentication on active assignment No
T " ] .
Require justification on active assignment — M Croso f.t
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A user who requires access to the User administration role must perform . -
multi-factor authentication (MFA) every [answer choice]. [ g ha(rs

! _:Tllgwdayrs
~ |1 month

Before an eligible user can perform a task that rquﬁl‘%@h&'ﬂser v
administrator role, the activation must be approved by a [answer choice]. [ giobal administrator only

global administrator or privileged role administrator

) . . . .
o \“’\ M IQ itly assigned user administrator

le administrator only




Answer:

A user who requires access to the User administration role must perform

multi-factor authentication (MFA) every [answer choice]. [g hours
15 days
1_manth

Before an eligible user can perform a task that reguires the User -

administrator role, the activation must be approved by a [answer choice]. global administrator only

global administrator or privileged role administrator
‘ Y » | permanently assigned user administrator
] strator only

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan
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A. New-AzureADMSInvitationa <> KLy FE2ETLET,

B.AHaSHAL—LavEREEBRLET,

C.WS-FedIDZ7 R/ #—%EBMLET,

D. Azure ADConnectZ % L F 7,

Answer: (f2Z % &R~ 9 B)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal
https://docs.microsoft.com/en-us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

= HfERE: 3

BRY 4

A—H—TJOT77MIVDHEABRYEREVELTET7TIVICTRTOA—YF—HDHEETELLIICTIRENHYFET , 1 —F— (L MDERELELT ST ITVICAETELRVWESICTILEAHY F
ER

Answer:

See the Explanation for the complete step by step solution

Explanation:

To ensure that all users can consent to apps that require permission to read their user profile and prevent them from consenting to apps that require any other permissions, you can configure the user
consent settings in the Microsoft Entra admin center. Here's how you can do it:

Sign in as a Global Administrator:

Access the Microsoft Entra admin center with Global Administrator privileges.

Navigate to user consent settings:
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Go to Identity > Applications > Enterprise applications > Consent and permissions > User consent settings1.

Configure the consent settings:

Under User consent for applications, select the option that allows users to consent to apps that only require permission to read their user profile.

Ensure that all other permissions are set to require administrator consent, thus preventing users from consenting to apps that require additional permissions1.

Save the settings:

After configuring the consent settings, select Save to apply the changes.

By following these steps, you will have configured the system to allow user consent for apps that need to read the user profile while blocking consent for apps that require additional permissions. This setup
helps maintain user autonomy where appropriate while safeguarding against unauthorized access to broader permissions.
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A. [

B. LMV R

Answer: B (A —vyt—T%EY)

You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/nowto-mfa-mfasettings

HMIRE: 6

FCOBERIE BALIF VA ERT—EOERO—ETT, SOV —XDBRERICIE EESN-BEEZERTETHAREEOH LI MEBOBRENEENTUVET, —HOER Y MMIIZBEHRDIE LULVE
RENEENDIEELHY EFTH MOEBERtE Y MIIXELWERENZWGEELHY £9,

CDEIVLaVOEMICEET 5L TOERICRDZEIETELGLLHBY AL DEBEMIELEa—BERAICRRINGELGEYET,
Microsoft 365 ES 47X ) T 3 o HHEHL T,

Usert EWSRARTDI—H—FERRLET,

Userl AIDEFa27 RAATFHET IV VIVDAT—ERRAERHTETLHA L EHMEBTHILENHY ET,

BRE. X2 ) T4 ARL—4F2 O—)L User1 ZEYHTET,

CNIZEEZEFEERLTVETH?

A. [T

B. LMMYR

Answer: B (A —vt—U%&9)

RATEIE: 7

Azure Active Directory Azure AD) T+ > kDBHY FT,

YR BHLR— bEREET,

EDVRIBHEAA THRA—HF—YX I LLTHEINEFTM?
A. TAJREARFRAT

B.E&IP7 FLX

C. FFEERIT

D.®RELEVLTUIYIL

Answer: D (A —vt—U%5&9)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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MNumiber of day@ | 30 ﬂ -]

Rode: | User Administrator
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‘.ﬁyl icrosoft

| L Search

B5 Overview

ER Cross-tenant access settings

&2 All identity providers

£33 External collaboration settings

A Diagnose and solve problems m

All APl connectors

. User flows

Subscriptions

| Linked subscriptions

Lifecycle management

& Terms of use

B Access reviews

Answer:



g External Identities

Contose Ltd - Azure Active Directory

£ Search «

B5 Overview

Cross-tenant access settings

All identity providers

7 L) )
L
i

Q2
&
@
~

Linked subscriptions

Lifecycle management

& Terms of use

B Access reviews

Explanation:




@ External Identities

ficrosolt Entra 1D
1 Search |

B2 Overview

BB Cross-tenant access setlings

& Al identity providess

5 External collaboration settings q

# Diagnose and sohve problems

Salf-servicesign up

r‘"ﬂi{:ﬁDSD‘E’i l - “Custom user attribules

| "

All APl connectors

®' Custom authentication extensions
(Preview)

% User flows

Subscriptions

Linked subscriptons

Lifecycle management
[ -
| )

Terms of use

B Access reviews

EXFTEE: 12
Terms1 )& WS BRTDOFEAEY (ToU) &€ Microsoft Entra 7+ > kA B Y ET, Policyl EWSBRIDEFEHAFET IR R O—%ERLT Terms1 ZBEALET, 2 —HF—([CTerms1~DRIEZE
KT DL SIZPolicyl #H#FHT 2R EMNH Y £, Policyl ICIXEDRELZHERT ILENHY TTH?
A. 35Tl
B.2—%7vhkJY—2X
C.tviayr
D. &4
Answer: D (A —vt—T %KY

HTREIRE: 13

HE-DE%(Z1E, contoso.com & LY S £ BT Azure Active Directory Azure AD) T+ > FhAHY £,

B4t (FApp1 & LVS BRIDOWebH—E R ZRFE L TLVET,

App1hHiMicrosoftGraphZ{# A L Tcontoso.comDT 4 LY b)) T—R &AM EMTED I LEZHRTILENHYFET,

IEFIZETT IRELNHL3DDT I aVIEENTEN?RETHICIX BUGETVavEaT70o3avD) X M oRIZFBEHEICHEBEL ELWVEFTRELET,


https://www.jpnpdf.com/Microsoft.SC-300J.v2025-05-17.q150-mondaishu.html

Jmmwmmmm
mmmwmwmmv
G nimuhil lll *l‘ .
I g
I rw‘u i1| >) }I

: LA .'l.m, Jlﬂih il}" ””laltimnﬂ

— M WP

Answer:

i |1

mifnl o

N

inmiﬂ mummq T *‘ui

m.w R
fad’y’® | Iili

Explanation:

Create an app registration.

Grant admin t.

Add aﬁﬁgnissions.

g Microsoft
Create an app registration:

Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources it needs.

Grant admin consent:

Higher-privileged permissions require administrator consent.

Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity. Encoded inside the access token is every
permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Azure Key Vault roles, permissions, and the principle of least privilege, as outlined in Microsoft Identity and Access Administrator documentation.
Understanding Azure Key Vault and the Requirement:

Azure Key Vault is a service that securely stores and manages cryptographic keys, secrets, and certificates. It uses role-based access control (RBAC) to manage permissions for users, groups, and
applications.

The question requires that User1 canread the metadataof certificates, keys, and secrets in Vault1. In Azure Key Vault, "metadata" refers to the properties of these objects (e.g., name, creation date,
expiration date), not the actual content (e.g., the secret value, key value, or certificate private key).

The solution must follow theprinciple of least privilege, meaning User1 should be granted the minimum permissions necessary to perform the task, without access to unnecessary actions (e.g., modifying or
deleting objects).

Azure Key Vault RBAC Roles and Permissions:

Azure Key Vault supports built-in RBAC roles that define specific permissions for managing keys, secrets, and certificates. Let's examine each role in the options:

Key Vault Crypto User:

This role allows a user to perform cryptographic operations using keys (e.g., encrypt, decrypt, sign, verify) and to read key metadata.

Permissions include: Microsoft.KeyVault/vaults/keys/read (read key metadata) and cryptographic operations like encrypt, decrypt, etc.

However, this role does not grant permissions to read metadata for secrets or certificates, and it includes cryptographic operation permissions, which are not needed for the task.

Key Vault Crypto Officer:

This role is designed for managing keys and performing cryptographic operations. It includes permissions to create, delete, update, and read keys, as well as perform cryptographic operations.
Permissions include: Microsoft.KeyVault/vaults/keys/* (full control over keys).

This role does not grant access to secrets or certificates and provides more permissions than needed (e.g., create, delete), violating the principle of least privilege.

Key Vault Reader:

This role provides read-only access to the metadata of all objects in the Key Vault (keys, secrets, and certificates).

Permissions include: Microsoft.KeyVault/vaults/read (read vault properties) and Microsoft.KeyVault/vaults/*

/read (read metadata for keys, secrets, and certificates).

Importantly, this role does not allow access to the actual content of the objects (e.g., the secret value, key value, or certificate private key), only the metadata. It also does not allow write operations (e.g.,
create, update, delete).

This aligns perfectly with the requirement to "read the metadata" and follows the principle of least privilege.

Key Vault Secrets User:

This role allows a user to read the content of secrets (not just metadata) and perform operations like getting the secret value.

Permissions include: Microsoft.KeyVault/vaults/secrets/get (read secret values) and Microsoft.KeyVault

/vaults/secrets/read (read secret metadata).

This role does not grant access to keys or certificates, and it provides more access than needed (reading the secret value, not just metadata), violating the principle of least privilege.

Applying the Principle of Least Privilege:

The task requires User1 to read the metadata of certificates, keys, and secrets, but not to access their content or perform any write operations.

Key Vault Readeris the most appropriate role because:
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It grants read-only access to the metadata of all objects (keys, secrets, certificates).

It does not allow access to the content of the objects (e.g., secret values), which is not required.

It does not allow write operations (e.g., create, delete), adhering to the principle of least privilege.

The other roles either provide too much access (e.g., Key Vault Crypto Officer, Key Vault Secrets User) or do not cover all required objects (e.g., Key Vault Crypto User, Key Vault Secrets User).
Analysis of the Options:

A: Key Vault Crypto User:

Incorrect. This role only allows reading key metadata and performing cryptographic operations, but it does not provide access to secrets or certificates metadata. It also grants unnecessary cryptographic
permissions.

B: Key Vault Crypto Officer:

Incorrect. This role provides full control over keys, which is far more than needed, and does not grant access to secrets or certificates metadata.

C: Key Vault Reader:

Correct. This role provides read-only access to the metadata of keys, secrets, and certificates, exactly matching the requirement while following the principle of least privilege.

D: Key Vault Secrets User:

Incorrect. This role allows reading secret values (not just metadata) and does not provide access to keys or certificates metadata. It grants more access than needed.

Additional Considerations:

If the question had asked for User1 to read the content of secrets (not just metadata), the Key Vault Secrets User role might be considered, but it still wouldn't cover keys and certificates.

Custom RBAC roles could be created to fine-tune permissions, but the question asks for a built-in role, and Key Vault Reader is the best fit.

The question does not specify whether User1 needs to perform other actions (e.g., cryptographic operations, managing the vault). If additional permissions were needed, a combination of roles or a custom
role might be required, but the principle of least privilege guides us to the minimal role.

Conclusion:To ensure User1 can read the metadata of certificates, keys, and secrets in Vault1 while following the principle of least privilege, theKey Vault Readerrole should be assigned. This role provides
the exact permissions needed without granting unnecessary access. Therefore, the correct answer isC.

References:

Azure Key Vault documentation: "Azure Key Vault RBAC roles" (Microsoft Learn:https://learn.microsoft.

com/en-us/azure/key-vault/general/rbac-guide)

Azure Key Vault documentation: "Secure access to a key vault" (Microsoft Learn:https://learn.microsoft.com

/en-us/azure/key-vault/general/secure-your-key-vault)

Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers Azure Key Vault access control and the principle of least privilege.
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You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).
Topic 3, A Datum CorpOverviewA. Datum Corporation is a consulting company in Montreal.

A Datum recently acquired a Vancouver-based company named Litware, Inc.

A Datum Environment


https://www.jpnpdf.com/Microsoft.SC-300J.v2025-05-17.q150-mondaishu.html

The on-premises network of A Datum contains an Active Directory Domain Services (AD DS) forest named adatum.com.

A Datum has a Microsoft 365 E5 subscription. The subscription contains a verified domain that syncs with the adatum.com AD DS domain by using Azure AD Connect A Datum has an Azure Active
Directory (Azure AD) tenant named adatum.com. The tenant has Security defaults disabled.

The tenant contains the users shown in the following table.

Problem Statements

A Datum identifies the following issues:

* Multiple users in the sales department have up to five devices. The sales department users report that sometimes they must contact the support department to join their devices to the Azure AD tenant
because they have reached their device limit.

* A recent security incident reveals that several users leaked their credentials, a suspicious browser was used for a sign-in, and resources were accessed from an anonymous IP address,
* When you attempt to assign the Device Administrators role To IT_Group1, the group does NOT appear in the selection list.

* Anyone in the organization can invite guest users, including other guests and non-administrators.

* The helpdesk spends too much time resetting user passwords.

* Users currently use only passwords for authentication.

Requirements

A, Datum plans to implement the following changes;

* Configure self-service password reset {SSPR}.

* Configure multi-factor authentication (MFA) for all users.

* Configure an access review for an access package named Package1.

* Require admin approval for application access to organizational data.

* Sync the AD DS users and groupsoflitware.com with the Azure AD tenant.

* Ensure that only users that are assigned specific admin roles can invite guest users.

* Increase the maximum number of devices that can be joined or registered to Azure AD to 10.

Technical Requirements

A Datum identifies the following technical requirements:

* Users assigned the User administrator role must be able to request permission to use the role when needed for up to one year.
* Users must be prompted to register for MFA and provided with an option to bypass the registration for a grace period.

* Users must provide one authentication method to reset their password by using SSPR. Available methods must include:

* Email

* Phone

* Security questions

* The Microsoft Authenticator app

* Trust relationships must NOT be established between the adatum.com and litware.com AD DS domains.

* The principle of least privilege must be used.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app#verification-code-from-mobile-app

ExFiEIRE: 18

Microsoft Entra Permissions Management Z{#FH 9 % Sub1 L WZNS &FHID Azure TRV ) T2 a3 ohHY ET,Subl [Z(E Usert EVWSBRTIDI—H—HREENTLVET , User! [ZIX Subl 2K THEH
DERMPMTEEINET,

Userl [T 5 SN TSI RTODEREZHADNYERERICESBRADIVENHYET V) a—23 0TI . EBFNZRNBRICHNZADZDELHY FT,

T ERHFAEERD [BE] 2 ITIEAIZTRETTH?

A [A—)LR)—FoTL—RKNY T2 T, ToTL—rEERLET,

B.[A—IL/RY =19 T2 Thi BB EZERLET,

C.[My Requests] 4742 i #HILWI I IR FEERLET,

D.[#[R1 T2 TS V4 vy PO aveEFERLET,

Answer: B (A —vyt—T#E&T)

Ex#TERE: 19
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Azure Active Directory Azure AD) IZEER SN TUWVBApp1E VWS ERIDHR B LY SO KT TUNBHY ET,
AppllE ROBRIZSRT KSR EINTLET,



¢ M(i C FGSOﬁGm feedback?

Enabled for users to sign-in? ® No )

Name ©® Appl

Homepage URL ® https://app1.m365x629615.onmicrosoft.com/

AP

._#4.-;3-' &

e — —

User access URL © httpsy/myappaicrosafcom/signin/App1/09afS8d6-d294-40de-b0d..

Application ID ®

Object ID @ 0., [ 039090227e61-4007-2220-043ba269cd

>

Terms of Serﬁc& Ur_E"@‘ e | Publisher did not provide this information

Privacy Statement Ul @ Publisher did not provide this information

[=

Reply Url © https://contoso.com/App1/logon

E

User assignment required? ® ( Yes -)
Visible to users? ® No )




FOYy TR AZa—%2FALT HICREINTLABHRICEDVTERT— AV ERET T HRIZOERKRETFRLET,
= IH,L\JE$RIJ:%*L%*L1TI'\4./ FDEENHY FT,

[answer choﬁ can mf )
humepage All users N

Noone
Only users listed on the Owners blade
Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice]. [ carc

no one
only users listed on the Owners blade
only users listed on the Users and groups blade

Answer:

[answer choice] can access App1 from the v
homepage URL. | [ All users |

all users

App1 will appear in the Micr ﬁ? app v
Iaum: oice].
_no_ [lI'TE_*_I
ﬁnl‘f users listed on the Owners blade

only users listed on the Users and groups blade

Mlcrosoft

Explanation:

[answer choice] can access App1 from the
homepage URL. |

App1 will appear in the Microsoft Offi
launcher for [an&

\ nnly users listed on the Owners blade
only users listed on the Users and groups blade




Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

FTEIRE: 20

Microsoft Office 365 EnterpriseE35 4 £V AHE Y B THNTWSD2,500ADI—H—HWFET, S RIFELDI—F—IZE|YHTONET,
Azure Active Directory& B+ > 2 —®D[J )L— 17 L— EHv 5 Microsoft 365 EnterpriseE55 4 2V A &# A —H—[ZE|Y ¥ TEY,
=/NRDEEEX T, Office 365 EnterpriseE3T 1 € R E1—HF—MSHIBRT 2HELAHY FT,

fAlZESRETIMN?

A. Azure ActiveDirectory &2t > 2 —®DldentityGovernance 7 L— F

B. Set-AzureAdUsera< > kL v k

C. Set-WindowsProductkeya~< > KL w k

D. Azure ActiveDirectory&EEBt 2 —DS 12X TL—F

Answer: B (A —vyt—T%EY)

TR 21

Site1 & LV5 & ETID Microsoft SharePoint Online ¥4 k% &4 Microsoft 365 ES 4 7R 1) T a UhiHY FT,
A—H—DNY A rADT IV EREZERTEDLLIICTOIDENHYFET , V) a—CaVEROBEHEZH-ITHENHY T,
*HIN—T AN—2y TIZEDNT A—HF—DoDEREFEHIMICEKELET,

*30 BRICBEBMICT IV ERZHIBRLET

BT FAETEREMN?

A. Microsoft Defender for Cloud Apps 79 X R1) o—% kR L E T,

B. Azure AD Privileged Identity Management TO—JLERE L E T,

C.7UO R NYT—UFERLET,

D. £ MET7 VA R O—ZERLET,

Answer: C (A —vt—T#ET)

RFTHEIRE: 22

Userl E VWS BRTDI—H—FEFL Azure Y TR Y T a3 ohHYET, RG1 ERG2 EWVWSEFID 2 DD Y—R FIL—TF,
Userl MRDARY EZETTEDLEZHERTILENHYET,
*FRTDYY—RERTLET,

RETUEBEBLET,

XRETLVIIRGIDATERLET,

*RAML—Y 7HOU MEIRGT TOHMEBLET,
DHEBELEBR—ZADT U X4 (RBAC) KREIE| Y LT O&/MKIIETIT H?
A.2

B. 4

C.3

D. 1

Answer: (& Z%RT9 B)
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xFTEIRE: 23
F v b T—21Z1& Azure Active Directory (Azure AD) 73> b EREIEAIT 54 > T L 2 XD Active Directory KA A UNEFENTUVET,
TFURMIEX RORIZRTTIL—THREENRTVET,

MName Source Member of
Groupl Cloud Group3
Qroupd Active Directory domain | None
Group3 Cloud Mone

THURMIF RORICRTI—HF—DNEENFET,

Name W Member of
User1 | No Group1
User2 | No Group3
User3 | Yes Group2

RORITRT LI, TV ER LE2L—%ERLET,

Setting Value

Review type Teams + Groups, ¥\ |
Review scope Alldsers ( W5 " 7

. w2 || Grawp2, Group3

o

2 % " Y users review own access

. Rehtove access

Tt B N

RDERAT—FAVMIDVWT EDRT— A A true DIHFEIEX[IEWL] ZBIRLFET, TS DEEE, DO EZERLET,
FELCERT BSE-UICT RS Y FOEELHY FT,

& Microsof
T ICFOSOIl
User | will be removed sutomatically from Geotgd of the uter doet not respond 1o the 'E'\l'lfl'll

Teguest.

User2 will be removed autamatically from Group ] if the uter doet not respond 10 The renew
Teguid]

Ligerd willl bepermoved sulpmatically from Groupd if the user doss ROl respand B0 The review
TEQusEsl

Answer:

i
A

;l'.":' ‘-"‘l.-.-l A
= 'E":“-:éj'
Statements X -
y ":% ]
User! will be removed automatically fro G%'I it r does not respond to the femrwl

wiesl s i o
reques : ?r.-_'l;'.} %

b
UserZ wifl be removed automatically f %g&m; if the user does not respond (o the review
' 1I| b

pd if the user doss not respond to the review

Explanation:



AT 24

Microsoft3657 73+ > kA YW F T,

TARTDI—HY—IE Microsoft 3650 —ERICT IV R B L EIC, ZEREEE MFA) ITMicrosoftAuthenticator? 7)) ZERT 5L ELHY FT,
—EDI—F—IL YA 4 EREHBE T ITMicrosoftAuthenticator? 7!) TMFAT OV T hE2Z{ELF-EHMELTLVET,
A—H—HAFEIR LGN S -MFARRZHE LGS, A ——2BBMNICTO VI TEILEAHYET,

fRREK Azure R—2 L5  BERZBI MFADT7ho o b0y o 7o MREEZERLET,
CHNIFEEZERLTVEIN?

A. (L

B. LMMZ

Answer: (&% %KT9 D)

You need to configure the fraud alert settings.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

EHTEIRE: 25

Microsoft Office 365 Enterprise E3 54 TV ANE|Y BTN TSI —H—(X 2,500 AWET, AV RIFFELDI—F—IZEYHBTOENET,
Azure Active Directory ¥t >4 —D [ IL—T] T L— KH 5 21— —I[Z Microsoft 365 Enterprise E5 5S4 XA ZE|Y L TET,
RINEDEEHF AT 1—H—h 5 Office 365 Enterprise E3 54 £ X ZHIBRT 2HELRHY T,

fAIZESIRETLLIN?

A. the Set -KindohsProductKcy cmdict

B. the Update-MgGroup cmdlet

C. the Set-HgUserLicense cmdlet

D. the Update-MgUser cmdlet

Answer: C (A —vt—T%#ET)

Reference:

https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

EHTEIRE: 26

2RXY9

Sg-Operations 7 )L—F D1 —H—h My Apps R—RIJLIZCT V2R TEHE RODT TV r—23 o DHEEL Operations EWVWSRZFIDE THRRINDZEEZHERTINELNHY FT,
*TUOTIY

78

Answer:

See the Explanation for the complete step by step solution
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Explanation:

To ensure that users in the Sg-Operations group see a tab named "Operations" containing only LinkedIn and Box applications in the My Apps portal, you can create a collection with these specific
applications. Here's how to do it:

Sign in to the Microsoft Entra admin center:

Make sure you have one of the following roles: Global Administrator, Cloud Application Administrator, Application Administrator, or owner of the service principal.
Navigate to App launchers:

Go to Identity > Applications > Enterprise applications.

Under Manage, select App launchers.

Create a new collection:

Click on New collection.

Enter "Operations" as the Name for the collection.

Provide a Description if necessary.

Add applications to the collection:

Select the Applications tab within the new collection.

Click on + Add application.

Search for and select LinkedIn and Box applications.

Click Add to include them in the collection.

Assign the collection to the Sg-Operations group:

Select the Users and groups tab.

Click on + Add users and groups.

Search for and select the Sg-Operations group.

Click Select to assign the collection to the group.

Review and create the collection:

Select Review + Create to check the configuration.

If everything is correct, click Create to finalize the collection.

By following these steps, when users in the Sg-Operations group visit the My Apps portal, they will see a new tab named "Operations" that contains only the LinkedIn and Box applications1.
Please note that to create collections on the My Apps portal, you need a Microsoft Entra ID P1 or P2 license1.

RFTEIRE: 27

EEHADLI—Y—DRBEEMBRT I2VENSHY EIT _Azure AD TF 2 MR L TRIZERT H2HELH Y I H?
AtEXa)T4DTIAHILE

B. 1—H%—&%F

C.7UER LE21—DHTE

D. 7/31 RE&RE

Answer: B (A —vyt—T%EY)

RFTRIRE: 28
RDORITRT 1—H—F ST AzureActive Directory Azure AD) TF > bABH Y £9,
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Name Role
User1 Conditional Access administrator
User2 Authentication administrdten osoft
User3 Security administrator
Userd Security operator

Azure AD ldentityProtectionZ2E&E 4 5 FE T,
EQA1—H—MNA—HF—JRIKR) O —%EETE  EQLI—HF—DNIURIDOHZ1—F—LR—FERRTETEITHN?EBZTAICIE BEEIY7TEIGEA T3 VEFBRLTLLEZEL,
I OLDBRREIZEAFRIRAS YV FOEENAHY T,

Configure the user risk policy. -
User3 only

User3 and Uger4, only

User1, User2, and User3 only
Useris L{E:EFS and User4 only

1 User1*ser2, User3, and User4

-

View the risky users repart:{,_» -
' [User3 only

* |User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only

| Ugant jUser@ User3, and User4

Answer:

Configure the user risk policy: v

User1, User2, and User3 only
User1, User3, and User4 only
User1,User?, User3, and User4

View the risky users repoit: -

User3 only |

(User3 and User4 only

User1, User2gand User3 only
User1, User&,andi rﬁ%ﬂ?ﬂf

User1, User2, User3, and User4

o

Explanation:



~onfigure the user risk Bolicy: b
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
Userd, User2, User3, and User4

View the risky users report; -
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

EHTREIRE: 29

RG1 EWSEFIDYY—R JIL—TF & Userl User2 Userd, & U Userd EWNSERIND 4 ADI—HF—Z2ET Azure Y TR ) T avphHByYErd , 2—F—IZRG1 OROO—ILZEYHTEHI &
FZETEILTWET,

*aA—H— 15

* User2: #fa&E

*User3: A NL—Y BLOB 7—4 I) —4—

*Userd: [RBEB< VD EBE

BHER—XD7T Y X4l (ABAC) DEAZEFM L T ET ,ABAC DFERAZYR— 51— —DHEEIEENTTH?

A 1—5—3
B.1—%—4
C.1—H¥—1
D.1—%—2

Answer: A (A —yt—T#ET)

#TiEIRE: 30

Azure AD ldentityProtection & 11275 > T L)% conto.so.com & LY 5 & HiMDAzureActive Directory Azure AD) T3> bR HYET 7O R EZTOVIEBTIC YA VA VY RVBER) O —2FRET 0
ENHYET,

HEEFRDMAETNETIN?

A.AzureADT7 AL E1—%##HLET,

B. AzureAD/NRJ— FREZERLE T,

C.IRTDAI—H—IZLERDBIE MFAZEELFET,

D. I RTDA—H—DEILITH—ERNRRT—FKYty k 8SPR)IZEHLET,

Answer: C (A —vt—T#ET)

MFA and SSPR are both required. However, MFA is required first.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock
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https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

BTRaE: 31
RORIZRITAI—HF—%2ET Azure AD TV bR HY FET,
1 ' smbai LTI

1 -_-'I i : Il

' Admin1 | Anglication administrator

; ‘:_- | = ir M‘h\ administrator
IVRA—TS5AXTFTTI)r—300A—F—KREIZIE, ROEELBHY ET,
*A—H—F BRI TEHOT—RICT IV ERTEHT7ITVICRAETEET,
*A—HY—([E T ITINITIN—TOERT—RICT I ERTEHILICRAETEET,
*A—HY—E AETELEVWTIVIZH L TCEBREOREZERTEET: (T
CEHREORIEEREHERTES521—H —: Admin2_ User2

Userl X, SO T—2 D7V L RICRIENRERT7 T EEMLELES ELET,
BRETEHDEENI—HF—TTH?

A. EEE?2

B. 1—H—1

C.1—H¥—2

D. &1

Answer: (&% %&~d D)

A% SC-300J RARELE L GoShiken.com MRS =&+ LT L) SC-300J FHEXRIRESE ! GoShiken.com NE&EH D SC-300J HERRIREE #1214t L TLVE I, GoShiken.com SC-300J :RERRARE (X & #T
T MRENEETITIVET, &FD GoShiken.com SC-300J fEREE %4~ v 9 5 AlE Z B i5: hitps://www.goshiken.com/Microsoft/SC-300J-mondaishu.html (37030%OFFRRESE R & IEfZ {1+ E T 30%w

#AE51a— K: Freepdfdumps)

ExFTEIRE: 32

Azure YT RH )T avhhyFES,

Role1 & Role2 E WS ZHID 2 DDA RA L A—)LEERT EIBENHYFET , V) a—2avE ROBHZH-ITHLENHY ET,
*Role1 A& Y ¥ T 5 t=1—H—IE_ Azure Container Apps DA VA E VA ZERE-FHEIBRTEET,

*Role2 MEIY B ToNfz1—H—(F BEERY FT—U88EIL—ILEZEBRATEET,

FEO—I)LIZRHER)Y—X TAONS T —DT L RAHFAEENTTMN? BAETBICIE BETEYGA T a vEERLET,
FEFENEFNDOELLERIT 1 RS Y bOBEELAHY T,
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Answer Area

f ‘c n:ms!’t___S

ecurity

ipnpd e .

Microsoft. Compute

o Mizisgoft |

Answer:

m Microsof

Rolet;
fh crosoftApp

Mic rosoftApp

Microsoft. Compute
_MigrasoftNetwork
LMicrosoftSecurity 1 _

o — —

Explanation:

#HTERE: 33
RORITRTA—H—Z2EL Azure Y TRV ) T3 ohHYET,

Name Role

Admin1 Accuunt:ﬁtjuﬁistratnr
Admin2 | Seryice Administrator

| AdMivg drSharéPoint Administrator




Azure AD Privileged Identity Management (PIM) ZRZEJ 20ENHY T3,
PMZFERLTERDODO—ILERZT7 VT4 FILTEIDIEEDI—HF —TTH?
A. Admin2 M #

B. &1 BEE2 S LUVEESES

C. Admin1 & Admin2 M #

D. Admin3 0 &

E.EHEZIA ! DH

F. Admin2 & & UF Admin3 D&

Answer: (&% &RT9 5)

HTEIRE: 34

Userl & LV5 &RITD 11— —% &L Azure Active Directory (Azure AD) T+ > kHH Y T,

Usert B#ILWVAI AR J#ERL FTETHH205IC)Y—REEBMTEDLSITTILELAHY FET,
HlET- I ETH2EMN?

A DANFUR TL—Fho BREERTEEZERELFET,

B. Identity Governance 7 L— kh o — A2 07 DKREILEBEFZZLZELET,

C.[RENLEEE] IL—Fhi H—ERXRHYR—+EEBEODREZZEELET,

D. [REILEEE] IJL—Fho JIL—TEBEORENZEELET,

Answer: (&% &RT~9 5)

#fERE: 35

SecAdmin1 & LS R RID 1 —HY —% & AzureActive Directory Azure AD) T+ > bdH Y £9, SecAdmin1lZ(EX X1 T4 EBEDRIDEYLETOENTULET,
SecAdmin1(% Azure AD IldentityProtectionsfR— 2 LMW H/NRT— K&ty FTERWERELTULET,

SecAdMIN1 NIEEE L —HF— IO > TNARIT—FEZEBEL Ly P aVvEBYICTELILERRTIRLENHYFET , Y a—2Ya v /MFHEQRAIZERT ILENHYET,
SecAdmin1[ZEDFRENZENY BTEHIRENHYFEFITM?

A REIEESA

B.NVTTRYEEE

C. FHEFELEEE

D. t¥xal)T4ARL—5—

Answer: (f2&ZRT9 B)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

ExFTEIRE: 36

Userl EWVSARIDI—H—%ET Azure Y TRV ) T2 avhbyUEd  ROEGHEFFH-ITHELAHYET,
*Userl BT LK BBRSNE7 TVDOMAEZBL LTEMINGEWVWLSIZLET,

*Userl N7 T —23y JOXVEREEEBTEDIILEHALET,

*User 7 T 2 BRTEHIEEHRALET,

*RIMERDORAIZFERALET,

Userl ICEDEREIZEIY HTHIRLELNHY FTH?
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A 77— 3 VRS
B.V2OF77)r—2a ERE
C.77UHr—>a EEE

D. y—EXHYKR— FEEE
Answer: C (A —vyt—T%EY)

xFEE: 37

Userl & User2 E WS &RID 2 ADI—H—%EL Microsoft 365 E5 TRV Y Foavhpyxd,
Userl N IL—TDT7I 2R LELA—%2RTES¢E LUV Use2 AETLETRTDTI 2R LELA—DBELR— N 4HATELLERRTILELAHYFET OV 21— 30T &
INFHEDRANZFERT ARENAHY FT,

BA—Y—ICEDRENZENY L TEHIDLELHY FITHA? BRI BUEKREZENGELI—Y—IC RSy I LET EO0—ILIE 1 EFLIFEHREFRATSEE Fo-FRALAWNI LI TEET,
AVTUYERTTBIE RAVEDREN—2FS v T TN RV A—ILTERENHIHENHYET, T ELVEREIZEAEN 1 RA Y FOBELSHY FT,

Roles Answer Area

Global administrator Userl: Role

Global reader
User2: Role
Aeports reader

Security operator

Security reader ;
| b Y

User administrator

Answer:
Roles . Answer Area

User1: :, Global administrator I

— e o mm e mmem—ns

l
T T T —

User2: | Global reader i

S . - —

o e s e e mem

e -
1 Security operator

S e T e S e S ... .

P o o mwe w— |

Explanation:
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Answer Area ~ %
b AN

Userl: | Global administrator

User2: | Global reader

ExFiEIRE: 38

FCOBEREF RLOFVAERRTI—EDOERO—EHTY, V) —XDZFERBICIE, BREN-BEEXERTIAEMOHIMBDBRENEEFNTVET, —HOEBEM L Y MMIITEHBDIE L UVER
KOEHDGENHY FTHA MMOER Y FMIIXE LWMERENGZWVGENHY £7,

DI aVOBERICEZELEZZE, ZOBERICRSAZEETEERA  TORBRE. CNoDEMIEILEA—E@AICRTINEFHA,

Microsoft3657+ > kM HYET,

10D ERFIIZHREL S NT-100 ADITEEEMNET,

BRIZRREINDTIVELALE2—ZRLES, BRIZTEVV VI LET,)



Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020

Frequency Monthly

Duration (in days) () e ———— —

End () @ End by Occurrences

Number of times 0

End date 01/17/2021

Users
Scope ryone

Review role m ership (permanent and eligible) *
Application Aliministrator and 72 others

Reviewers

Reviewers (Preview) Manager

(Preview) Fallback reviewers (O
Megan Bowen

v ' Upon completion settings

FTRTOT7I9EALE21—1U Y IR FhHMeganBowen|lZ&E > TRZIESNh TSI &MY ET,
BEFADI T —Sr—NEFNFNAOHADT IV LA LE 1 —2HRIZRITMA LS ICTE2HREAHY FT,
BRE BRA—Sv—%T4A— Ny H LEa—T7ELTEMLET,

CHIFBEFEZERLTOEIMN?

A. [T




B. L MMZ

Answer: (fAZE % RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

B FTEIRE: 39

Azure Active Directory PremiumP27 7+ > kA Y F9,

LogAnalytics7—49 AR—X#EBLET,

Azure MonitorZ{#f L T, Azure Active Directory Azure AD) BEFJIEHMERTCTES EZHRTIVLELHY FTI,
HEFRMMESTNETIN?

A. Set-AzureADTenantDetaila~ > KL w FZ&2ETLET,

B. AzureAD7—2 v U #ELET,

C. AzureADDZHBRELXERLET,

D. Get-AzureADAuditDirectoryLogsa ¥ > KL w FZETLET,

Answer: C (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-log-analytics

ExFERE: 40

User1 &LV\S BRTD 1 —H —% & Azure Active Directory (Azure AD) 77+ > bA®H Y £9, BEEH User! ZHIBRLE T  UTZEBATHIHELHY 7,
*Userl D7 W FZEEIBRLTHOSMBRICTHAI U FEBEXTTEFRIN?

*Userl DERTICEATEARLEROENO—ILIFENTTM?

AZHETIVENHY FITH?EZTAICIE BETEUNLA T avEBRLET G FATAOELWMERIZ 1R, FOMIESHY 5,

Number of days:gf" ' ’
15
30
90

180

User administraton
MNetwork admindstranos
Helpdesk administrator

Answer:
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Answer Area

Number of days: _ v

s r Network administrator
[" Helpdesk administrator
Domain name a. pninistrator

Explanation:

Mumberof days: 30

Role:  User administrator
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RELEILTOVYIILDORMBERERB-IRENHY FT,

HEFAZT H2EMN?

A. Azure ADConnectTPingFederate D 7 =T L—L 3 VEBHICLET,

B. AzureAD/XRXJ— F{REZEBRLET,

C. Azure ADConnectT/AR T — RK/n\y L aREEEMICLET,

D. AzureADTRREEAERY V—ZE R LFET,

Answer: C (A —vt—T#EY)

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity
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$w FI—4I2I Azure AD ERHAT B4 > T L I RD Active Directory KA > —E X (ADDS) KA UHEFEATEY  RORITRT1I—HF—HEFLATUVET,

Name | Organizational unit (OU)
Userl oun
User2 ou2

Azure AD Connect R, KA A 2/OU 4 LA ) DT RD &SI SNET,
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#* Microsoft Azure Active Directory Connect

Domain and OU filtering
."?"-"*'-' ?"-"""'z"- irectory: | contoso.com d @

Required Components

m

Sync all domains and OUs

SE 5 qr I
® Sync selected domains and CUs
Connect to Azure AC

— 4 [ ] conoso.com

| Builtin
Connect Directones [.__1 Computers
Azure AD Sign-i L Domain Controllers
L ForeignSecuntyPrincipals
Darnany Ol '."'“E‘!il't; | nfrastructure
Identifying users [ ] LostandFound k
L Managed Service Accounts
Fitenng | oul
Optional Features L. Ou2
: [ Program Data
Configure [ System
¥ users

Previous

Azure AD Connect 1s configured as shown in the following exhibit

i Microsoft Azure Active Directory Connect

Ready to configure

Once you chick Install, we wll do the following:

- - . = o L £ - s = -



{ ® LONTIGUre SyncnIoniZation services on tnis computer
lsar Sagn-In , et .
¢ Install Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication

Connect 1o Azure AD .
¢ Enable Pass-through authantication

Sync ¢ Configure Source Anchor Attribute
Connect Directones e Configure sk2206300uticok.onmicrosoft.com - AAD Connector
Azure AD sign-in * Configure contoso.com Connector
Domain/OU Filtering e [sable Password hash synchronization
Identifying users e Enable Password writeback
Filtenng e Enable Azure AD Export Deletion Threshold (500)

Optional Features

[#] Start the synchronization process when configuration completes.

[ ] Enable staging mode: When selected synchronization wall not export any data to AD or Azure AD

Previous install

RDEARAT—FAVMIDOVWT EDARAT—FA Y A true DIFEF [TV ZBIRLET, TSN DOEEIE, DWW ZRIRLET,
FELCERTBEUICT RS Y FOEELHY FT,

Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) 1o resethis password.

If User1 accesses Microsoft Exchange Online, hewill be authenticated by an on-premises
domain controller ' .
User2 can be added to a Microsoft SImrt@‘ O il{wﬁ‘i" Hd'ﬂeli'byf‘ O

.
-
k

Answer:



Answer Area

Statements Yes

——
User1 can use self-service password reset (SSPR) 1o reset his passweard. 1~ |

| maccesmshcrosnﬂ ﬁenge Online, he will be authenticated by an on-premises
KPS O
User2 can be added to a Microsoft SharePoint Online site as a member. 10

Explanation:

Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) to resétdhis password. L

If User1 accesses Microsoft Exchange Online, h&waill be authenticated by an on-premises ' L
domain controllen

User2 can be addeddo 4 ‘dei@rlﬁ@ 51@5{;&5 a member. .

=ITEE: 43

contoso.com & LN3 B RTD Azure AD T+ bA&H Y _All Company E WS ARIDTIL—THNEENTHY RO ID HNFURABRENHY ET,
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*HEA—Y—ZHIBRT S (T

*ZDTALY M) oNRI—F—ZHIBRTHAFETDORAE: 30

2022 £ 3 A1 BIZ ROBEZEHEHD Package! EVWVSBHDT IR Rusr—SFERLET,
MU EFIOLE]

0 BAHl: T RTHORH
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o &E|: A /N—

*SALATHAL4ONL

07V ER Ny r—2FY BTORESEAR: BT

oEIYETHOEMIMR: 2022F 4 A1 H
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outlook com

t2@outlock.com

2022 £ 3 A 2 HIZ, LR— FEAEBEZEDO®EIZ Guestt ICEIYSBTET,
2022 £ 4 B 1 HIZ Guest3 £EW\S ARIDT R b 1 —H—% contoso.com IZHBFLFET,
2022 %£ 4 A 4 BIZ_Guest3 % All Company ¥ JL—F([ZEBMLET,

RODERAT—FAVMIDVWT ZEDRAT— AU A true DIFEIEX[IEW] ZRBIRLFET, TSN DEEE, DO EERLET,

FELCERTBEUICT RS Y FOEELHY FT,

Answer Area

Answer:

" Microsoft

On May 5, 2022, the Guest1 account is in contoso.com.

On May 5, 2022, the Guest2 account is in contoso.com.

On May 5, 2022, the Guest3 account is in contoso.com.

Answer Area

. EEN %oft

On May 5, 2022, the G

t1a nt is in contoso.com

x ;
On May 5, 202 st2 account is in contoso.com.

On May@, e Guest3 account is in contoso.com.

Explanation:

Yes Ne
9 )
O &,
O O
Yes No
-—- -
[<) , O 1
- = wl
O PO i
S
A | O
I
£l _l




Answer Area

Statements

@

®
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| Server that runs Windows Senve Tk
wlwad &
Server that runs Wind rver 2019 and has a Microsoft

ﬁ.nm installed

ActiveDirectory 7 + L X ~IZ[RIEAY % AzureActive Directory Azure AD) T+ > kD&% Y £9, Azure ADICIE 2 ERRFE MFADNERASINET,
App1Z#AzureADA—H —([ZRAFTER L LEZHERTIVLELHY I,
H—/N—&Firewal1 TR ZEBRT A2V ELAHYEIT M ?EZTSICIE BET) 7 TEUGA T a VEBRLTLLESL,
I L OERIEENRENARA > I~0)1ﬂﬁ1'575\37‘> YEI,

Sernvice to install on Serverd: I . v
Azure A%ppﬂ
The Azure AD Password Pmtectmn DC agent
The Azure AD Password Pmte-::tmn proxy service
Web Applicatior Proxy.in Windows Server

Rule to configure on Firewall1: ; v
Allow mt:ﬂmrng HTTPS connections from Azure AD to Server4.
ﬂjnﬂ incoming IPsec connections from Azure AD to Server4.

Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

Answer:



Service to install on Serverd:

|Azure AD Application Proxy |

The Azure AD Password Pratection DC agent
The Azure AD Password Prﬂtecncm proxy service
Web Apphcanan F'm:qr in Windows Server

Rule to configure on Firewall1: v
Allow inr:uming HTTPS connections from Azure AD to Serverd4.

Explanation:
Senvice to install on Serverd: -
Azure AD Application Proxy
The Azure AD Password Pretection DC agent
The Azure AD Password Protection proxy service
Web Application Proxyin Windows Server
Rule to configure on Firewall1: v
Allow incoming HTTPS connections from Azure AD to Server4.
Allow | Incoming IPsec connections from Azure AD to Serverd.
ctions from Serverd to Azure AD.
Eluw outbound IPset conhedidhs frdm Sefvér to Azure AD.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy
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Site! & LY5 & HEID Microsoft SharePoint Online ¥ k% &% Microsoft 365 E5 7R 9 ) T avhHYET U4 k hosts PDF 77 A )L A—H—h Sitel N EBE I 7 A IILEHRITERE WL SIZT
LENHYFET,

Microsoft Defender for Cloud Apps R—2 LT T 2L ELNHLHRY O —DFEFEIEENTIT M?

A tyiarR)—

B. 7V tX K)I—

C.774ILK)I—

D. ;EE A&t

Answer: A (A —vyt—T %KY
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B. User3 MO

C. User5 O #

D.1—¥—3 ¢,a1—%—5


https://www.jpnpdf.com/Microsoft.SC-300J.v2025-05-17.q150-mondaishu.html

E.2—YH%—4¢a1—4H—5
F. User4d D &
Answer: D (A —vt—T%#ET)
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Microsoft Entra 77+ > kA Y ET,

A4 OKRBEIHN10EZOY I 7O RLEMELETDIRAI— LAY I T RERETLIVNENDHY FT, Microsoft Entra I 2 —THZHERKITNIELINTTH?
AL A YRIR)—

B. /XX — F{R#E

C.A—H¥—JRIKR)I—

D. AL DEE

Answer: B (A —vt—J%%7)
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Microsoft 365 77+ > bDH Y ET,

Azure Active Directory (Azure AD) 77 > M IZREI#I3 % Active Directory KA A UhHY FT,

A—H—X EHDN—FI27 I7A4T794+—ILEFERALTAVE—%y MZEHKLET, 21— —(F_ Active Directory ERIEREZFALTI 74 794 —JILIZH L TRIEZTVET,
Azure AD ZfERALTHE 7 T Tr—2 3 o~ADT7 VR EEBTSHFETT,

T7A47 94— AT EFEALT EBINTVLWEWART TUSr—> a3 v EFNGICTIERTE1—HF—DU R N EERTE2RELNHY FT,

BFHMEWNET H5=-OIAZFERT ILENHY EFTH?

A.Azure AD DT A —TSAXF7T)r—ay

B. Microsoft Defender for Cloud Apps @ Cloud App Discovery
C.Azure AD D79 X LEa—

D. Azure Monitor D7 )5 — 3>y A4 oY A +
Answer: B (A —vt—U%&9)
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BLET,
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C.t¥xal)7T+14DER

D. MicrosoftAuthenticator? ') i > DFER I — K

Answer: (& %X 7 D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app#verification-code-from-mobile-app

E#EE: 50

Microsoft Entra 77 > FIZId_ Groupl EWVS3 T IL—TF & Userl & U User2 £V 2 ADA—HF—MNEFTIATLVET, Usert (& Group! D * 2 /N\—TF,
Appl EVWSBRIDIVA—TSA XTIV r—2 a3 VvEBEHLET,

Appl DEIWLIH—ER 7TV =230 PO REEAMIL ROBEEERLET,

*A—HY—PRIDT TV =23 0ADT I ECRE)VIIRARTEDES(2T5: 1L

*EYLToNfz2—Y—2EDTIL—TITEMT Hh: FIL—T1

DT TV —=2 3 0ADT Y EREHAT HRISAZEHLBE: (XL

DT TV =23 oADT I RERBTES1—H—: User2

UTDEXIZTDWT ELWMEEF EWN ZFERLTLLESWD, 53 THEWNMESIE DOWA JZERLTLESLY,

Statements Yes

User1 must request access to App1 before they can use the app.
If User2 requests access to App1, they will be added to @roWp Sautomatically.

User2 can approve App1 Feéguests By ui.t'ntt.‘F Mic@soft Entra admin center
A

Answer:
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Statements Yes No

User1 must request access to App1 before they can use the app. ' QO
It User2 requests access to App1, they will be addedito Group T automatically.

User2 can approve App1 requests By Using the MICROSOTt Entfd admiprgepter 1 O

Explanation:

User1 must request access to App1 before they can use the app: No

If User2 requests access to App1, they will be added to Group1 automatically: Yes User2 can approve App1 requests by using the Microsoft Entra admin center: Yes Let's break this down step by step
based on Microsoft Entra ID self-service application access and the configured settings, as outlined in Microsoft Identity and Access Administrator documentation.

Understanding Self-Service Application Access in Microsoft Entra ID:

Self-service application access in Microsoft Entra ID allows users to request access to applications without needing an administrator to manually assign them. This is configured on a per-application basis.
The settings for App1 are:

Allow users to request access to this application: Yes- Users can request access to App1.

To which group should assigned users be added: Group1- Users who are granted access will be added to Group1, which provides the necessary permissions to use App1.

Require approval before granting access to this application: Yes- Access requests must be approved before the user is added to Group1.

Who is allowed to approve access to this application: User2- User2 is the designated approver for access requests to App1.

Statement 1: User1 must request access to App1 before they can use the app.

Analysis:

User1 is already a member of Group1, as stated in the question.

The self-service settings specify that users who are granted access to App1 will be added to Group1. This implies that membership in Group1 is what grants access to App1.

Since User1 is already a member of Group1, they already have access to App1. In Microsoft Entra ID, if a user is already assigned to an application (either directly or via group membership), they do not
need to request access through the self-service process-they can simply use the app.

The self-service access request process is for users who are not yet assigned to the app (i.e., not in Group1).

Since User1 is already in Group1, they do not need to request access.

Conclusion:This statement isNo. User1 does not need to request access because they are already a member of Group1 and can use App1 immediately.

Statement 2: If User2 requests access to App1, they will be added to Group1 automatically.

Analysis:

User2 is not a member of Group1 (the question does not state that User2 is in Group1).

The self-service settings allow users to request access to App1, and the setting "To which group should assigned users be added: Group1" means that users who are granted access will be added to
Group1.

However, the setting "Require approval before granting access to this application: Yes" means that User2's request must be approved before they are added to Group1. The approver for App1 requests is

User2 themselves, which introduces a potential conflict.
In Microsoft Entra ID, if a user is both the requester and the approver, the system typically allows them to approve their own request (unless additional policies prevent this, which is not specified in the



question).

Therefore, User2 can request access and approve their own request.

Once the request is approved, User2 will be added to Group1 automatically as per the self-service settings.

The term "automatically” in the statement refers to the process after approval-once approved, the addition to Group1 happens without further manual intervention.

Conclusion:This statement isYes. If User2 requests access to App1 and approves their own request, they will be added to Group1 automatically.

Statement 3: User2 can approve App1 requests by using the Microsoft Entra admin center.

Analysis:

The self-service settings specify that User2 is the designated approver for access requests to App1.

In Microsoft Entra ID, approvers can manage access requests through the Microsoft Entra admin center (via the "My Access" portal or the "Access Requests" section, depending on their role and
permissions).

User2, as the designated approver, will receive a notification (via email or the My Access portal) when a request is made. They can then log into the Microsoft Entra admin center, navigate to the access
requests section, and approve or deny the request.

Even though User2 is not explicitly an admin, the fact that they are designated as the approver for App1 requests grants them the ability to approve requests through the Microsoft Entra admin center.
Conclusion:This statement isYes. User2 can approve App1 requests using the Microsoft Entra admin center.

Additional Considerations:

If User2 were not allowed to approve their own request (e.g., due to a separation of duties policy), Statement

2 might be affected. However, Microsoft Entra ID does not enforce such a restriction by default, and the question does not specify any additional policies.

The Microsoft Entra admin center is the primary interface for managing access requests, but users can also approve requests via email links or the My Access portal. The statement specifically mentions
the admin center, which is a valid method.

Conclusion:

Statement 1:No- User1 does not need to request access since they are already in Group1.

Statement 2:Yes- User2 will be added to Group1 automatically after their request is approved (by themselves).

Statement 3:Yes- User2 can approve requests using the Microsoft Entra admin center.

References:

Microsoft Entra ID documentation: "Configure self-service application access" (Microsoft Learn:https://learn.

microsoft.com/en-us/entra/identity/enterprise-apps/configure-self-service) Microsoft Entra ID documentation: "Manage access requests" (Microsoft Learn:https://learn.microsoft.com
/en-us/entra/identity/governance/access-reviews-overview)

Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers self-service application access and approval workflows in Microsoft Entra ID.
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Name Department Administrative unit
User1 HR None
User2 IT

AU1
The tenant coptainsﬁpéimﬁrge following table.
Name Mmrs Administrative unit

HR Userl AU1

(B0 U

AU1 Di5E ROBRZEHLET,
LBHE: A4 FI vy a1—H—
BBy A /38— FI)L—)L: (user.department -eq "hr")

LUTDEXIZOWT ELWMEEIE R EERLTLESWD, 25 THRWMEAE WX IEERLTESL,

Statements Yes No
HR is a member of AU1. O O
Userl is a memberofAU1. O O
= Microsoft
User2 is a member of AU1. O O

Answer:



Statements Yes No

HR is a member of AU1 Ve ]
User1 is a member.of AUT.

User2 1s a member of AU1 |

Explanation:

HR is a member of AU1: No

User1 is a member of AU1: Yes

User2 is a member of AU1: No

Let's break this down step by step based on Microsoft Entra ID dynamic membership rules, administrative units, and group membership, as outlined in Microsoft Identity and Access Administrator
documentation.

Understanding Administrative Units and Dynamic Membership in Microsoft Entra ID:

Administrative Units (AUs):Administrative Units in Microsoft Entra ID are used to delegate administrative tasks to a subset of users, groups, or devices. They allow you to scope administrative roles (e.g.,
User Administrator) to specific users or groups within the AU.

Membership Types for AUs:

Assigned Membership:Members (users, groups, or devices) are manually added to the AU by an administrator.

Dynamic Membership:Members are automatically added or removed based on a dynamic membership rule, similar to dynamic groups. Dynamic membership for AUs can be applied to users or devices (but
not groups directly).

The question states that AU1 is initially configured for assigned membership but is then updated to useDynamic Usermembership with the rule (user.department -eq "HR").

Dynamic Membership Rule:The rule (user.department -eq "HR") means that AU1 will automatically include all users whose department attribute in Microsoft Entra ID is set to "HR". This rule applies to
users, not groups or devices, because the membership type is "Dynamic User." Impact of Changing AU1 to Dynamic Membership:

When AU1's membership type is changed from assigned to dynamic, the existing assigned memberships (e.

g., User2, HR group, IT group) are no longer relevant. Thedynamic rule takes over, and AU1's membership is determined solely by the rule (user.department -eq "HR").

Dynamic User Membership:Only users whose attributes match the rule will be members of AU1. Groups (like HR and IT) are not evaluated by this rule because the membership type is "Dynamic User," not
"Dynamic Group." Let's evaluate the users based on the rule:

User1:Department = "HR". The rule (user.department -eq "HR") matches, so User1 will be dynamically added to AU1.

User2:Department = "IT". The rule does not match, so User2 will not be a member of AU1, even though they were previously assigned to AU1 and are a member of the IT group.

Groups (HR and IT):The dynamic membership rule for AU1 applies to users, not groups. Therefore, groups like HR and IT are not directly evaluated by the rule. However, we need to consider whether
group membership in AU1 affects the statements.

Statement 1: HR is a member of AU1:

Analysis:

The HR group is listed in the second table with AU1 as its administrative unit, indicating that it was initially assigned to AU1 when AU1 used assigned membership.

However, AU1's membership type has been updated to "Dynamic User" with the rule (user.department -eq

"HR"). Dynamic User membership applies to users, not groups.



In Microsoft Entra ID, administrative units with dynamic user membership do not include groups as members unless the AU's membership type is explicitly set to "Dynamic Group" (which is not the case
here).

When AU1 was changed to dynamic membership, the HR group would no longer be considered a member of AU1 because the dynamic rule only evaluates users. Groups are not dynamically added to AUs
based on user attributes.

Conclusion:The HR group is not a member of AU1 after the change to dynamic membership. Therefore, this statement isNo.

Statement 2: User1 is a member of AU1:

Analysis:

User1 has the department attribute set to "HR" (from the first table).

The dynamic membership rule for AU1 is (user.department -eq "HR"), which matches User1's department.

Therefore, User1 will be automatically added to AU1 as a member based on the dynamic rule.

Additionally, User1 is a member of the HR group, which was initially assigned to AU1. However, since AU1 now uses dynamic membership, the HR group's assignment to AU1 is irrelevant. User1's
membership in AU1 is determined solely by the dynamic rule, not their group membership.

Conclusion:User1 is a member of AU1 because their department matches the dynamic rule. Therefore, this statement isYes.

Statement 3: User2 is a member of AU1:

Analysis:

User2 has the department attribute set to "IT" (from the first table).

The dynamic membership rule for AU1 is (user.department -eq "HR"), which does not match User2's department.

User2 was initially assigned to AU1 (as shown in the first table) and is a member of the IT group, which was also assigned to AU1. However, when AU1's membership type was changed to "Dynamic User,"
the assigned memberships (including User2 and the IT group) are no longer relevant.

The dynamic rule only includes users with the department "HR," so User2 is not added to AU1.

Conclusion:User2 is not a member of AU1 because their department does not match the dynamic rule.

Therefore, this statement isNo.

Additional Considerations:

If AU1's membership type were "Dynamic Group" instead of "Dynamic User," we would evaluate whether the HR and IT groups match a group-based rule. However, the question specifies "Dynamic User,"
so the rule applies to user attributes only.

The initial assigned memberships (e.g., User2, HR group, IT group) are overridden by the dynamic membership rule. Microsoft Entra ID does not retain assigned memberships when an AU or group is
converted to dynamic membership.

The HR and IT groups being assigned to AU1 initially does not affect the dynamic membership of users, but it might be relevant for administrative scoping (e.g., if an admin role is scoped to AU1). However,
the statements are about membership, not administrative roles.

Conclusion:Based on the dynamic membership rule (user.department -eq "HR") for AU1:

HR group:Not a member of AU1 because dynamic user membership does not apply to groups.

User1:A member of AU1 because their department is "HR," matching the rule.

User2:Not a member of AU1 because their department is "IT," which does not match the rule.Therefore, the answers are:

HR is a member of AU1:No

User1 is a member of AU1:Yes

User2 is a member of AU1:No

References:

Microsoft Entra ID documentation: "Dynamic membership rules for groups and administrative units" (Microsoft Learn:https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership)
Microsoft Entra ID documentation: "Manage administrative units" (Microsoft Learn:https://learn.microsoft.

com/en-us/entra/identity/role-based-access-control/administrative-units) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers dynamic membership rules and administrative
units in Microsoft Entra ID.



xFERE: 55
RDORIZRTLI—HF—%ET Microsoft Entra 77+ > kDB Y ET,

Name User type : Member of
User1 Member J GroupT
User2 Member Group1
User3 Guest GroupT

User1 % Group1 OFRE&ETY,

RDBEEHIDTIV R LE2L—FERLET,

*LEa—® R F—L+TIL—T

FRRITRTOLI—H—

*TIN—T G IL—T1

*LEa—#EE Y —-FBR/DT IV ERELEa—LET

UserB D7V EALEA—%FETTEHDIEEDI—H—TIHM?

A 1—H—1DH

B. 1—%—30O#&

C.1—¥—1,a—H¥—20#

D.1—%¥—1 a1—%—2 a1—4%—3

Answer: B (A —vyt—T%EY)

Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on the Microsoft Entra access review settings and the principles outlined in Microsoft Identity and Access Administrator documentation.
Understanding the Access Review Settings:

What to review: Teams + GroupsThis indicates that the access review is evaluating memberships in Teams and Groups within the Microsoft Entra tenant. Since the group specified is Group1, the review
focuses on Group1 membership.

Scope: All usersThe scope defines who is being reviewed. "All users" in this

Ex#TERE: 56

UsertE WS ZRTDI—H—M RDBSIZ/NNRT—FE#AALTTFFU ML A4 L&S5ELFELT,
Pa55w0rd12

Pa55w0rd12

Pa55w0rd12

Pa55w.rd12

Pa55w.rd123

Pa55w.rd123

Passwfis

Pa55word12
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Pa55word12

Pa55w.rd12

Userl TEBERiSNF=H 1 V4 DOETEEE 300000y 7Y MIRMNRT T 5HICUser N7 WO o OOy I 2RI 5FEZZRET IRLELHY FT,
AIZHETIDLENHY FIN?BEZSICE BULGLDOEERLTIZEN

F I OBEREENENIRAS O FOEEIAHY FT,

Tracked sign-in attempts: ‘ v
4
5
10 . & I :
11 = Microsoft
Unlockby: | ) v
Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

Answer:

Tracked sign-in attempts:

Unlock by: _AD | v
|Clearing the browser cache

N _"'iniig in by using inPrivate browsing mode
- . _- el [ 1 .

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment



#TEE: 57

Azure AD Privileged Identity Management (PIM) Z{EfR9 % Azure Y TR 5 ) T3 ohHYET,
D959 R 7T r—oa v EBEO—)LICEKRBELI—Y—2BETILELHY ET,

Privileged Identity Management SREDED T L— F&#FRT HE2LENHY FTH?

A. Review access

B. Azure AD roles

C. Azure resources

D. Privileged access groups

Answer:D (A —vyt—T%EY)

ExFTfEIRE: 58
v kTJ—2I1Z1&_ contoso.com & LNS BRIDA > T L = XD Active Directory KA UMREFENTWVWET, FAS VIZIEX RORICRT ATV EBREERTVET,

Name Type In Description

organizational A

unit (OU) Palt L .

Userl Usar OU1 ' o 4 e RO Tl

User2 | User oul ' User2 is not a member of any |

groups |

Group1 | Security grof ) OU2 User1 and GroupZ are members i
of Group1.

Group?2 | Security group | OU1 Group? is a member of Group1. |

Microsoft Entra Connect %4 A F—JLLET, AL EOUDTAIILRA) VT IOHMBIZHK ST, FALEOUDTAILWZY VTEREEEBRLES, (FAAM2EOU ZAILEYTR2TEY
)y LET,)
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IVIICTOSO
Domain and OU filtering

P i o ar " you change the OU-fitenng configuration for & grven duectory. the ngal sync Cycle will sutomatically
Connect 1o Aure A periorm full import on the dereciony ; ;

ey comosncom i [

Sync all gomaens and OLA
* Sync selected domaens and OUs
Faftprmg -
o -r-.;. s # [J contoso.com
e Buitin
Condiours Computers B
Diowrrigen Controllegs &
ForesgnSecunty@incolil,
infrastructes " >
LostAngRBLAE,
Managed Seradl Accounts
N .
'z 9 9
Pl Mggram Data
i Syslem
N\ e

m

B—H—¢TNARADT 4NN E— | OHBIZHK ST A—HF—ETNARAD T AV —BREEZEBALET, (A——E¢ETNARADTANE—]2TEIYYY LFET, ) RODERT— AV MIDNT %
DAT—FA2 D true DIFRF[IZWN] ZBIRLET, ENUNDEEIE, VWA 1 ZRBIRLET,
EELCBEBIRT BEUIC1 RS Y bOMIENHY FI,

wt EEMicrosaft .

User1 syncsgto gife MicsesofulEmia tenant)

Liser2 Syiiste the Microsoft Entra tenant

Group2 syncs to the Microsoft Entra tenant

Answer:

Statements

User1 syncs 18 the Migrosoft Entra tenant

Userd syfies tithe Microsoft Entra tenant

Greupg.syncs to the Microsoft Entra tenant

Explanation:



MMIVWWET MIea .

Statements Yes No
User1 syncs to the Migrdsoft Entra tehart Ll
User2 syncs®i.the MigroSoft Entra tenant L]
1.. . : ] . ) ) I.:_"\ - ;
ABaesrogmPhonen o
%l Vo d s i L

=HTEIRE: 59
RORIZRITHREL O—)LEZEL Azure Y TRV ) T avhiby F9,
Name Type

Role1 Azure Active Directory (Azure AD) role
Role? Azure subscription role

Azure portal ZEAL T Role3 EWSRFIDHRA L Azure TR Y T3y O—ILEERT IDLENHY £9,Roled [T BEFEDHRIIOR—X 54 VHEREZFEHALET, Roled3 Z1ERT 5=HIZED
A—ILZHEETEETAHA?

GAAHRAHD Azure TR Y T3y O—)LEFHAHIAHFD Azure AD O— LD H

B. Role2 M #

C. H#RAHD Azure YT RH Y T3y O—ILDH

D.

E.

>

Role1, Role2 #i#AH Azure TR0 1) T3y O—)L B LK UVHEAHAHAH Azure AD O—)L
HARAHD Azure B TR 1) T3> O—JL& Role2 DH
Answer: (f2ZEZ%&RY D)

= ATEE: 60
Azure AD T+ DB Y FT,
RORIZRTEFRIEERITLET,

i p (Wl ":'ﬁ- Task
March' ' Y Reglster-fout-enterprise applications namedApp1, App2, App3, and
App4.

March 15 | From the tenant, update the follawing settings for App1: App roles,
Users and groups, Client secrét, and Self-service
March 20 | From the tenant, update thefollowing settings for App2: App roles,
Users and groups, Cliefntsécret, and Self-service
March 25 | From the tenant, update'the following settings for App3: App roles,
Users and groups, Client secret, and Self-service
March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service

4 B58IZ, EHEEX Appl, App2 App3. B LU Appd ZHIBRLET,

TIT)EREEZERTILELNHY FT,

4816 BICEXTTED7TVIEENTIN?4 A 16 BIZCAppd DEDHREZEXLTETEFITMN? EET HICIE AFEHETEULGA T 3 VEERLTLEZEL,
FEELGERT BETITTRASA Y FOMIELNHY T,
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Apps: [._App_a_‘_a_r_ﬂ_appﬁ only eV N
No apps =

== Microsoft

s settingse App roles, Users and groups, Client secret, and SelF—service
No settings
Self-service only

App roles and Client secret only
Users and groups and Self-service on

App roles, Users and groups, Client secret, and Sell-service

Answer:

Apps: r.Appi_apd__&pm o e L
No apps -

App4 only

App2, App3, arid Appd only
ApplaApp2, App3, and App4

x4,
L
i

L

pp roles, Users and qroups, Client secret, and Self-service
- 0 settings

¢ 0 7 7 Self-service only

\ lient secret only

ApP e s and groups, Chient secret, and Sell-service

Explanation:



Answer Area S n g on o
I Sl W -"ul L™

Apps: App3 andApp4 only

App4 settings: L ApD roles, Users and groups, Client secret, and Self-service

ExFHRE: 61

Azure YT RH 1) T3 vEEHEBTY,

HERZEHIHNICERL BEULYA XD O—/ILZER L TERES B(Z1E, Microsoft Entra Permissions Management Z A3 2EAHYFET, VY a—>a v H/MEBORBICHE S HENHY FT,
TOERHFAEBEDY—ERX TYUDI/NLIZEIYETEO—/LIEENTTH?

A BElkE

B.1—4%— 7Vt XEEE

C.FiE®E

D. &%

Answer: (&% &RT~9 5)

A7 SC-300J EIRELE (& GoShiken.com AR SN =&#& L9 L) SC-300J RERRIRESE ! GoShiken.com MEzFT D SC-300J AERRIREE #1=2#t L TLVET, GoShiken.com SC-300J X E&[ERE (X &=
T MBENEETIINET, &FD GoShiken.com SC-300J FIEE %4 v F T 5 AlX T 5 5: hitps://www.goshiken.com/Microsoft/SC-300J-mondaishu.html (37030%OFFEREEE A & EEfi#{T & T 30%w

#7552 — F: Freepdfdumps)

ExFTTEIRE: 62

Microsoft Entra 77+ > Fhi$H Y £,

ZHOHFLWT TUATF Y MMIBMENEI EADMY ET,

FLWIVA—TSARXTF7INVr—2 a3 VDEABTOCREEZETIVNENHYET AZEIRETLELEIHM?
A. Microsoft Defender R—#% JL/ 5 _ Cloud Discovery BEE#&RHARY O—FER L E T,

B. Microsoft Entra B Bt 4 —HM 5 EEEOREREEZHER LTI,

C. Microsoft Entra Bt 2 —MWo 792X LEaA—ZBRLET,

D. Microsoft Defender IR—4A L5 7T aRxO 2 #ERLET,

Answer: B (A —vyt—T%&Y)

ExFTHRE: 63

Microsoft 365 E5 TRV 1) T 3 &EHTT,

A—H—NHG TR YT a4 o4 0FTBEEC, ARALFERSEE (Toll) BRHICRIETAESITKRHDITAV T EARTEINDESICTEIHELAHY ET,
AIZHRETNIEINTL & S5H?

A. 547949 )L7—o 78—

B. 7R I\yH5r—
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C. FBEEAE
D. R ET IV ERKRY ¥ —
Answer: (RZZ&RTY D)

BRI 64
HESNEEEESR— kL MFA DBIEREE-TBENHYET,

EOWEEERAT ABBERHY ETHI? T, 1—H—HERERTTHETIIED SLAMYETHA? BB T HIE. MET Y7 TlEEAS To 3 v EBRLET,
EZNTAOE LVERE 1K1 > FOEADY EF,

Answer Area
Feature: | | N - |
An authenficatiortrethod policy
LA CofidtioMalPAccess policy
pAn MBAfegistration policy
The Multi-Factor Authentication Server settings
Gréte patiod: | > l;
A A°C {5 14 days
\NM1r emTT
“ VIIC TOF U ﬁL L 28 days
Answer:
MNSWET Arca
HF oSNNI i
Feature: IVIIiA4\ "‘E- HE | "% |

ARatthentication method policy

An MFPA registration policy
The Multi-Factor Authenticabion Server settings

Grace panod | - |
M4 days |

T28days

Explanation:

Feature, * -ﬁ!.'-.:ql‘im'ﬂ-:ﬂ Access policy

iGiace pehod 14 days

ExFTfEIRE: 65

FCOBEREI RLOFIVAZRRTH5—EOERO—ETY, D —XDZERICIE, BROENT-BELTERT LMD HIMBDBRENEENTVET, —MOEMtE Y MMIITEHDIE L UVEER
KHEHIEENHY FTITHA MMOER Y FMIIXE LWMERENGZWMEENHY T,

CDEIVaVOEBEMICEAZELEZRIE, ZTOBEMICRAZLEETEFRA, ZTORR. CNODERIILEa—BEREICRTINELA,

ActiveDirectory 7 # L X ~IZRI#A9 % AzureActive Directory Azure AD) T+ > bhHY FT,

Active DirectoryCA—H—7hDO Y B EDICHH>TWDBETYH EBHZH - TSI —F —([XHERK307EAzureADIZH L TEREETE S 2 &b Y £,

Active DirectoryCA—H—7hD > FBNENCHEH>TWBIEE  TOL—HF—7HD 2 FHAzureADANDEEREFT CICALEEND K SITTILERHYET,
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RRER INAR I —RIAEHEBHELET,
cNIFBEZERLTHVETIN?

A. [FL

B. LMV

Answer: (R& % XKTT D)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

= HEIRE: 66
Group! & Group2 £ULV3 2 DT IL—T &  RORIZET 1—HF—% 2T Microsoft Entra 77> FAH Y £3,

Member of Drscriprtion

Group1 Pcurnes

Group! e

MNone It.s.ugr.n:—;: the Owner role for Group?
Group? Assigreed the Owmer role for Groupd
Group2 B Mo £

AVIHCTOS O

GIW—AETIN—T1D A N—TF

ROBEEEHEID7TIER LEL—2#ERLET,

*ZEL LEa—1

*LEA—®REER F—L+TIL—T

*LEaL—8R: F—L4L + JIL—T%ER

*GN—T T IL—T1

R HFRA LA —DH

*LEa—EEEZER JIL—THEH

ROEXIZDOWT ELWMESIE RV ZEBRLTLESWD, F5THWGEIE DWVZ EERL TS,
FEELWLBIRSEICTI RS Y M EShET,

Answer Area

Statements Yes Mo

ivVg i l:: rlbéls E_ﬁ;\fﬂ{['urr" an access révienwy of Lsar

User3 can perform anacoessreview of Userd

User3 can'pertornmn an access review of Users

Answer:
Answer Area
Statements Yes Me
- . =
User3 can perfonm an access redfiew of User) |
User3 can perform an@cosssenew of Userd o
k =

=
3 A - Ca
User3 can peffienm an geeess 'iﬁ.i{lﬁﬂ E.) D -E_ _[ I

Explanation:
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Answer Area

Statements

User3 can perform an access régew Olllser

FTEIRE: 67

Microsoft 365 47XV 1) T a & HEFHLTY,

A—HY—IBEET7ITVSr—2 3 VIO TAITI7ANADT I CREHATELLSICTEIRENHYET V) a—2arTlE, A—F—NHNREESIF21—F—1ER GHRYERETO T 7/ ILIE
R)ICOHARETEDSLIICTEILENHY FT,

NI ZEHETILENHY FTH?

A. tERRD 5

B. EAIEHMRERTE

C.EtXxalT14DTI#4ILE

D. EEEDRIERTE

Answer: D (A —vyt—T%EY)

= HTREIRE: 68

contoso.com & L5 & EIM Microsoft Entra T3> bAHY  FDHIZ Appl EWSBRIDI VA —TSA X T7TUr—Tavhd:FhThiEd,
FAEET useri@outlook.com DEWHIFEREFALE T,

RAEEFICADPI ADT IV EREZRBTEELILEHBIIVLENHY FI,5EFE(E, user! @outlook.com & L TEREETETHARLENHY FT,
fAlxg_RETL&LIN?

A. New-Mgusera~< > KL v F£2ET9 5%

B. Microsoft Entra Connect RI#i# =& L %7,

C.HEaSHRL—a VEREEERT S

D. New-Mglnvitatona <> KLy FERTLET

Answer: D (A —vt—T %KY

R #TEIRE: 69

FCOBEME RLCYSFTUAZRTTSH—EQEMO—FHTYT, V) —XDEEMICIE BREN-BEXERT SAREEOH LI MEDBRRNEENTUVET, —SBOEME Y FMIIEEHDIE LUVEER
RKOEHIEENHY FITH MMOER Y FZIKIE LWVERRENGVEENHY FT,

COEVIVOEMICEELZZE TOEBEMICRSAZ LI TEFRA, ZORRE. ChoDEMEILE A —BEEAICKRRIINERA,

ActiveDirectory 7 # L X FIZEIEAT B AzureActive Directory Azure AD) T+ > kDHY FET,

Active DirectoryCA—H—7hO Y NEFIZHEH>TWSEETEH BN H > TWAA—HF—IIHEK305EAzureADIZx L TEREITES &MY EFT,

Active DirectoryCA—H—F7hH Y FNEFIZHE > TWDEE Z0A—HF—FHO 2 D AzureADADRIEFT CICHILEEINE K ST EIRELHY ET,

RIRR  REETIVERARY O —ZHEBERLET,

CHNIFEEZERLTVEIN?
A [Ey

B. L MMZ
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Answer: (&% %KT9 D)
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

HTERE: 70

DS RR—ZADI VB —TS54 X7 F) %#E&L AzureActive Directory Azure AD) T+ > kDHY ET,
My AppsiR—R LT BET A7 TV EATIVIZIL—TITE2LELHY ET,

fAIZ1ERT 2RENHYFETM?

A3y

B.aLYvayv

C.a&MR—

D. By IL—TF
Answer: B (A —vyt—T%EY)
Reference:

https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-
2dae6bb8a-d8b0-4a16-9a5d-71ed4d6a6ec1d

HTERE: 71

Hit=-DE1t(ZI1EMicrosoft365TF+ > kB Y ET,

FTRTHIA—Y—[E Windows 10%3E1T L _ Azure Active Directory Azure AD) 77+ > FZSML TSIV E1—2—%F >TWVET,

Elft(X, ServicelE WS RRIDY— K/IN\—FT 4 DY 59 FH—ERIZMALTULET, Servicelld OAuthlZE D { AzureADEREE & AFZEZH7R— kL TULVET, ServicelldAzureADF v 5 !) —IZARHE
TWEY,

A—H—MBAEROONE L Servicel IR TETDLIICT 50DV ) 2a—L a3 VEHETLIVELAHYET . COV)a1— 3 0 THE, A—F—HAzureADIZSML TSV Ea—42—H
5NDHSevicel IT7 VLA TEDLELIITTHIRELHYFET , VI a—2ariEk EBEREHRNRICHNZAZBENHYET,

BUZLICAZHEH LEIN?EBZTHICIE BET) 7TTHEUGA T a vEBRLTLESL,

E - I LVERI " 17k ) 3

\i
D
it
P
N
—

Ensure that the users can connect to Service1
without being prompted for authentication:

An app registration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service 1 only
from the Azure AD-joined computers:

Azure AD Application Proxy
A compliance policy

A conditional access policy
o An QAuth policy-

Answer:
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Ensure that the users can connect to Service1
without being prompted for authentication:

An app registration in Azure AD
Azure AD Appl: catlun F'rnxy

A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers:

Azure AD Appli catiﬂn Proxy

A% QA policy
IVITC

Explanation:

without bemg prompted for authentication:

An app registration in Azure AD
Azure AD Application Proxy

An enterpiise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Semvice! only
from the Azure AD-joined computers:

Azure AD Application Proxy
A compliance policy

A conditional access policy
An OAuth policy

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

=HTEIRE: 72

Microsoft3657 73+ > kA Y £ 9,

A—H—IE  FRhENDI—F—DMicrosoft365T—2 DT I LR EHIRTIBELBHEINBDY—ENN—FT 47TV 5r—2 a3 VEFERTHIEBELAHYFET 2 —HF—IL 7TV 75— 3 > %&Azure
Active Directory Azure AD) (&L FET,

ERINE=T7 TV Tr—2a3 o 1—F—DEFA—INADHEAHARYBLUVEZTAAT IV ERERBLIEBERIE. 75— 2RETILELNHYFET,

HEFAMETIREN?EETHICIE BELY 7THEUGA T3 vEBRLTESY,

L UDEBRIZENRENIRS > FOMELAHY £9,



Tool to use:

Policy type to create:

Answer:

Tool to use:

Policy type to create:

Explanation:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security

Microsoft Endpoint Manager

w

fqu.diStmrEl'}r' = Microst
‘App protection
Conditional access
OAuth app

Sign-in risk

bt

User risk

Microsoft

Azure AD Identity Protection

e e e e j—_ j—

| Microsoft Cloud App Security)

Microsoft Endpoint Manager

App discovery
App protection
Conditional access

— o m— m— b

Sign-in risk
User risk




Tool to use -
Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpaint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

HTREIRE: 73

Microsoft3657F+ > kH&HY £,

WE BEXFAFFATHIEFA—ILY 547 > bHMicrosoft ExchangeOnline 28T 5 2 £ ZHAILTLVE T,
A—H—HExchangelHE#iETE L L Z2HRITIVLELNHYFET, CNIE KFORMTA LN EFERTEIEFA—IWNITAT U MDA ERTLET,
fAIZzRETIVHDENHY ETM?

BHOEMZFERAL TSI LRI IHENDHY FT

A. Microsoft Cloud AppSecurity®OAuth7R 1) & —

B. Azure Active Directory Azure AD) DEHFET o ERAR) o —

C. Microsoft EndpointManager® 7 7 r—>a UHHTO 7 74 )L

D. Microsoft EndpointManager®a > 754 7 VAR o—

Answer: C (A —vyt—T%EY)

HTfERE: 74

FLWWAzure AD 7+ b ETTOA4TBH5FETT,
THURMIRLTTI4IL b TEDZERREE (MFA) AENERICGY FIH?
A BEFEBEE

B. EF 4 —JL OTP

C. Microsoft Authenticator

D. SMS

Answer: D (A —vyt—T%EY)

ExFERE: 75

ZERBI (MFA) &R L TH—EX /XXT—FK Yty k (SSPR) NEMIZHE>TWVS Azure AD T+ FHAHY £,
BYIAAE— FTHEERZEAMICLET,

Userl EWWSERTIDFHLWNWI—H—ZERLET,

Userl WMER SN=ZETO LR ERTTAOITHERTES 2 DDRIAEEIENTTI? TNEFNOERITLLBREERLET,
FEELGERT BETITTRASA Y FOMIELNHY T,
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A.FIDO2 &) T4 F—

B. Windows Hello for Business
C/IN—FOz7 k=92

D. 7 34 L/XRO— K A—)L
E. Microsoft Authenticator 7 1)
Answer: (fAZEZ#RTT 5)

EHTERE: 76

AUTUIR 3y bT—2I1Z1F Active Directory KA 4 > H—EX (ADDS) KA A > & CAT £ULVS ZETDEERAME] (CA) AEFENTWNVET,

Microsoft Entra 73> kA Y ET,

Microsoft Entra SEBAZEAR— X DR EZEETEILENHYFET V) 21— a3 v T, A—F—DNCAT ICE > TRITEINAZEZFRALTHA VA U TELESICTIRENHYET , ZYIAET S
WHENHY EFTH?

A.CAT DE#SEHRZEZEMICLET,

B. Windows Hello for Business Z BB L E 7,

C.CA1 %25/ & L T Microsoft Entra 77+ > MMZEBMLET,

D. Azure Key Vault #7704 LET,

Answer: C (A —vyt—T%EY)

A#7: SC-300J fERELE (X GoShiken.com MRt SN =& LT LY SC-300J RERRIRESE ! GoShiken.com A\ExET D SC-300J AERRIRESE Z# 1Rt L TLVE T, GoShiken.com SC-300J SRERRIRE I BRI
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Answer:

See the Explanation for the complete step by step solution.

Explanation:

To implement additional security checks for the Sg-Executive group members before they can access any company apps, you can use Conditional Access policies in Microsoft Entra. Here's a step-by-step
guide:

* Sign in to the Microsoft Entra admin center:

* Ensure you have the role of Global Administrator or Security Administrator.

* Navigate to Conditional Access:

* Go to Security > Conditional Access.
* Create a new policy:

* Select + New policy.
* Name the policy appropriately, such as "Sg-Executive Security Checks".
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* Assign the policy to the Sg-Executive group:

* Under Assignments, select Users and groups.

* Choose Select users and groups and then Groups.

* Search for and select the Sg-Executive group.

* Define the application control conditions:

* Under Cloud apps or actions, select All cloud apps to apply the policy to any company app.

* Set the device compliance requirement:

* Under Conditions > Device state, configure the policy to include devices marked as compliant by Microsoft Intune.

* Set the app protection policy requirement:

* Under Conditions > Client apps, configure the policy to include client apps that are protected by app protection policies.
* Configure the access controls:

* Under Access controls > Grant, select Grant access.

* Choose Require device to be marked as compliant and Require approved client app.

* Ensure that the option Require one of the selected controls is enabled.

* Enable the policy:

* Set Enable policy to On.

* Review and save the policy:

* Review all settings to ensure they meet the requirements.

* Click Create to save and implement the policy.

By following these steps, you will ensure that the Sg-Executive group members can only access company apps if they meet one of the specified conditions, either by using a compliant device or a protected
client app.

This enhances the security posture of your organization by enforcing stricter access controls for executive- level users.
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Microsoft Defender for Cloud Apps (MDCA) integration with third-party web gateways, as outlined in Microsoft Identity and Access Administrator documentation.
Understanding the Scenario and Requirements:

Microsoft 365 E5 subscription:This subscription includes Microsoft Defender for Cloud Apps, which provides the necessary licensing for integrating with third-party web gateways.
Third-party web gateway named Gateway1:A web gateway (e.g., a Secure Web Gateway like Zscaler, Netskope, or Symantec) is deployed to manage and secure internet traffic. The question does not
specify the vendor, but the process for integration with MDCA is generally the same for supported gateways.
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Requirement:Integrate Gateway1 with Microsoft Defender for Cloud Apps to ensure that data (e.g., traffic logs, events) flows automatically to MDCA for analysis, visibility, and policy enforcement. The
solution must also minimize administrative effort.

Microsoft Defender for Cloud Apps supports integration with third-party web gateways to provide visibility into cloud app usage, detect shadow IT, and enforce security policies. This integration typically
involves collecting logs from the gateway for analysis in MDCA.

How Microsoft Defender for Cloud Apps Integrates with Third-Party Web Gateways:

MDCA can integrate with third-party web gateways by collecting logs that contain traffic data (e.g., user activity, app usage, IP addresses). This allows MDCA to analyze the data and provide insights into
cloud app usage, detect threats, and enforce policies.

The primary method for integrating a third-party web gateway with MDCA is toadd a log collector. This involves:

Configuring the web gateway to send logs to a log collector (e.g., via Syslog or FTP).

Setting up a log collector in MDCA to receive and process these logs.

Once configured, the log collector automatically pulls logs from the web gateway, ensuring that data flows to MDCA for analysis.

This method supports automatic data flow and minimizes administrative effort because, after the initial setup, the log collection process runs continuously without manual intervention.

Analyzing the Options:

A: Add a data source:

In Microsoft Defender for Cloud Apps, "data sources" typically refer to sources of user activity data, such as Microsoft Entra ID audit logs, Microsoft 365 audit logs, or other Microsoft services. Adding a data
source in MDCA is used to import user activity data for correlation with cloud app usage, but it is not the mechanism for integrating a third-party web gateway.

Third-party web gateways are not considered "data sources" in MDCA,; instead, they are integrated via log collectors.

Conclusion:This option is incorrect because adding a data source does not facilitate integration with a third- party web gateway like Gateway1.

B: Create an app registration:

Creating an app registration in Microsoft Entra ID is typically used to integrate cloud apps with MDCA for session control (e.g., via Conditional Access App Control) or to enable API-based log collection for
supported apps (e.g., Salesforce, Box).

However, a third-party web gateway like Gateway1 is not a cloud app that requires an app registration. Web gateways are network appliances or services that manage traffic, and their integration with
MDCA involves log collection, not app registration.

Conclusion:This option is incorrect because creating an app registration is not relevant to integrating a web gateway with MDCA.

C: Create a snapshot report:

A snapshot report in MDCA is a manual process where an administrator uploads a log file (e.g., a CSV or JSON file) from a third-party service to analyze cloud app usage. This is a one-time, manual
process used for discovery (e.g., to identify shadow IT).

The requirement specifies that data must flow "automatically" to Defender for Cloud Apps, and a snapshot report does not meet this requirement because it requires manual uploads each time. It also does
not minimize administrative effort due to the ongoing manual intervention.

Conclusion:This option is incorrect because creating a snapshot report does not enable automatic data flow and increases administrative effort.

D: Add a log collector:

Adding a log collector in Microsoft Defender for Cloud Apps is the standard method for integrating third- party web gateways. MDCA supports log collection from many web gateways (e.g., Zscaler,
Netskope, Symantec) via Syslog or FTP.

Process:

In the Microsoft Defender for Cloud Apps portal, navigate toSettings > Log collectors.

Add a new log collector, specifying the protocol (e.g., Syslog over TCP/UDP or FTP) and the details of the web gateway (e.g., IP address, port).

Configure Gateway1 to send logs to the log collector (this step is done on the Gateway1 side, typically by the network team).
Once set up, the log collector automatically collects logs from Gateway1 and processes them in MDCA for analysis.

Automatic Data Flow:The log collector ensures that data flows automatically to MDCA, meeting the first requirement.
Minimize Administrative Effort:After the initial setup, the log collector runs continuously without manual intervention, minimizing administrative effort.
Conclusion:This option is correct because adding a log collector is the first step to integrate Gateway1 with MDCA, ensuring automatic data flow and minimizing administrative effort.



Why "Add a log collector" is the First Step:

The question asks for the first step to integrate Gateway1 with Microsoft Defender for Cloud Apps. Adding a log collector is the initial action in MDCA to enable log collection from a third-party web gateway.
Subsequent steps (not asked in the question) would include configuring Gateway1 to send logs to the log collector, but this is done outside MDCA (e.g., in Gateway1's management console). The question
focuses on the action in MDCA, making "Add a log collector" the correct first step.

Additional Considerations:

The question does not specify the vendor of Gateway1, but Microsoft Defender for Cloud Apps supports log collection from many third-party web gateways (e.g., Zscaler, Netskope, Symantec, Cisco
Umbrella). The process is the same regardless of the vendor, as long as the gateway supports Syslog or FTP log export.

If Gateway1 were not a supported web gateway, additional steps (e.g., custom log parsing) might be required, but the question implies Gateway1 can be integrated using standard methods.

The Microsoft 365 E5 subscription includes Microsoft Defender for Cloud Apps, so no additional licensing is required.

Conclusion:To integrate Gateway1 with Microsoft Defender for Cloud Apps, ensuring that data flows automatically and minimizing administrative effort, the first step is toadd a log collectorin MDCA. This
sets up the infrastructure to receive logs from Gateway1, enabling automatic data flow for analysis. Therefore, the correct answer isD.

References:

Microsoft Defender for Cloud Apps documentation: "Integrate with a third-party web gateway" (Microsoft Learn:https://learn.microsoft.com/en-us/defender-cloud-apps/connect-third-party-gateway) Microsoft
Defender for Cloud Apps documentation: "Set up a log collector" (Microsoft Learn:https://learn.

microsoft.com/en-us/defender-cloud-apps/log-collector)

Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers integrating Microsoft Defender for Cloud Apps with third-party services for cloud app visibility and control.
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Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain| ©

name. @

Respond to the Become the admin message.

From the Microsoft 365 admin center, remm;é the 1
| domain name.

Create a TXT record in the contoso.com DNS zone.




Answer:

Answer Area

Create a sen‘-mgnecl user account in the Azure AD
tenant.

@_#_. ________________

Respond to the Become the admin message.

— —_—— —- — — —  — — — — — — — —q..-n-— —— ey

| From the Microsoft 365 admln t:e:‘ﬁer femove lhe ; ',
dnrnaln name. '

. —— -.-—-——-—-J

___'________-"_'_'-_-'___'_1

| Create a TXT record in the contosg.com DNS zone. |
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Explanation:

Create a self-signed user account in the Azure AD
tenant.

Signin to the Microsoft 365 admin center.

Respond to the Become the admin message.

Create a TXT record in the mntga tﬂnc t%ss E‘:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover
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Name Operating syster Configuration
Server1 Windows Server 2019 Domain controller
Server?2 Windows Server 2019 Domain controller
Server3d Windows Server 2019 Azure AD Connect
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on- premisesdeploy
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mr Microsort

Configure: Pass-throudWauthentication
Microsoft EntraPassword protection
Cross-tenant synchronization
Pass-thiough authentication

Password hash synchronization

Use:  Microsolt Entra Connect
Microsoft Entra Connect
Microsoft Identity Manager (MIM)
The Micrasoft Entra admin center
The Microsoft Purview compliance portal

Answer:
Answer Area

Configure: Pass-throughathentication = B
MicrosofgEntra Bassword protection
Cras - tenant synchronization

Password hash synchronization

Lse icrosaft Entra Connect

Microsolt Entra Connect
Microsoft Identity Manager (MIM)

L

g ' . The Microsoft Entra admin center
E M I c ro S Oft The Microsoft Purview compliance portal
Explanation:
Answer Area
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Co HIK%- gs-thmugh authentication ¥


https://www.jpnpdf.com/Microsoft.SC-300J.v2025-05-17.q150-mondaishu.html

XHTREE: 82

BEDEX1UTA AV TU NOBEEZRRT ILENHY FT,

AT NIEIZMERET ARENHY EFIAM? BZABITF BILGR) O — A TZELWVREICFSYILEST BRI — 24 TE V1 RUEFERT S LY FoKFERALBNIELTE
FT AR VEDREN—Z RSV TSN AVTUVERTTAEDICAIVO—LT IRLENHDGEELHYET,

FENTNOELLERIT 1 RS > FOffEAHY F£9,

—

An authentecation method polhoy Leaked credentials:

" Conditional Access policy
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0, MEspdirces accessed from an ancnymous IP address: I

A user risk pohcy

Answer:

Leaked credentials: | A user risk polcy

i
S ‘%‘: VA sgn-in from & susprecus browsen | A sign-in risk policy
B 9
-

LD
- uifCes accessed from an anonymous IP sodress: | A Sign-in risk podicy

Explanation:
Policy Types Answer Area Y . f
| An authentication method policy _‘ M!ﬂgrec!:rQSS.ﬂ%r ri-!; policy
A Conditional Access policy

A sign-in from a suspicious browser: | A sign-in risk policy

A sign-in risk policy
- Resources accessed from an anonymous IP address: [.ﬁ. sign-in nsk policy |

[ A user risk policy
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MName Type
Lserl | Member
User? | Member
Usera | Guest

Contoso.com [Z[E RDRIZFRT T IL—THEENRTLET,

Name | Membership type Members
Group | Assigned User1
GroupZ | Assigned Group1, User2
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Answer:
Answer Area. ) f
mn Yigrosort Yes No
User1 will sync to fabrikagfl.com, o |
S|
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User3 Wil S§ric to fabrikam.com. o}

Explanation:
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

Location offer your country set, IP ranges MFA trusted IP and corporate network VPN gateway IP address:

This is the public IP address of the VPN device for your on-premises network. The VPN device requires an IPv4 public IP address. Specify a valid public IP address for the VPN device to which you want to
connect. It must be reachable by Azure Client Address space: List the IP address ranges that you want routed to the local on-premises network through this gateway. You can add multiple address space
ranges. Make sure that the ranges you specify here do not overlap with ranges of other networks your virtual network connects to, or with the address ranges of the virtual network itself.

ExFERE: 90

Microsoft 365 E5 4+ 7RV 1) T ar & Azure Y TRV )T 3 ohHUET ROEGEZHE-THENHY £,

* 1 —+H—H% Microsoft 365 EIEHRFFAL T Azure RET O UITHA VA VU TEBHT ExHERALET,

*FLWMRET S U EERT SEEERELET,

BEHICIIMEZERATILENHY FITHI?ZFADICIE, BULGHKEFELVWVEHICFS YT LET BT 1 RULEERTLIILEE FoRKFERALGEVWI L TEET RN VHEDODEIN—% F
SyHTEN. AVTUVERTTREDHIZRIO—ILT IRELAHDIEELHY ET.

Features Answer Area
Azure AD built-in roles Ensure that users can sign in to Azure virtual machines by

using thew Microsoft 365 credentials

Azure AD managed identities
Delegate the ability 1o create new virtual machines

Azure role-based access control (Arure RBAC)
Answer:
Features Answer Area
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Explanation:
Features

Azure AD built-in roles Ensure that USers can sigh in to Azure virtual machines by 2D b :
Using their Microsoft 365 credentials: L -29'e AAIR-IN roves

| Azure AD managed identities
Pelegate the ability to create new virtual machines: | Azure role-based access control (Azure RBAC)

Azure role-based access control (Azure RBAC) At e o
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Explanation:

App code

60

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account- lockout
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

=ETHIRE: 93
RDORIZKRIT 1—H—%EL Microsoft Entra T+ > bMH Y £,
MName Microsoft Entra role

User] Global Administrator

User2 Attnbute Definition Administrator
User3 Security Administrator

T MMIE RORITRT IDBVEENFET,
~ Name Type

| Group1_| Security group _
Servicel | Service principal
M1 Managed identity

EDL—HF—DAREL F21TABHREERTE, EODICEBZEYETEHIIENTEEIMN BT SHICE REBETEYGAH T a v ERBIRLET,
AR ELVWERIEICTRAV AT ESNET,

Can create custom security@itiihule:  Userl and Use2 only -
User1 only

User2 onli'

User1 and User3 only
Userl, User2, and User3

Custom securnty@tnofites can be assigned to.  Group1, MI1, and Servicel MIT only
Groupl only

Group1 and M1 only

Group1 and Service1 only

Groupl, M1, and Senvicel MIT on

Answer:
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o w
-
Custom 5EM%H-¥!ES can
B e
& 5 =
7

#
N b

3
&
|+ 1 1
~ \J
& -'i'kL J
Wt o

- .-I. \.:\)E‘" {;_:\
'
be assigned to
k
;'-:i:" L
B
- )

Wicrosoft

 User! and Usei2 only
Userl and User3 only
User1, User2, and User3

Groupl, MI1, and Servicel Mi1 anly
Group1 only

Group1 and M1 anly

| Groupl and Senace1 onl

Group1, MI1. and Service1 MIT only
MI1 and Servicel only
Service] only

Explanation:
Answer Area

EHTEIE: 94

=UMicr050ft

‘ -
Can create cusla s&w Gm‘; | User1 and User2 only =)
# e

be assigned to

Group1, M1, and Senacel MIT anly

Hirt-D&4(Z1E contosri.com & LY ZHID Azure Active Directory (Azure AD) T3> kDY 3, BttIZIEX  ROKRISRTEGIEAHY T3,

Fabrikam & Litware D1—H—([X EBFA—IL 7 RLRIZENEFND R AL VR EFERALTULET,

Fabrikam & & U Litware 1 —H—DH&F N T UV X TE S _packagel EWVWVSIERIDT IR N r—C2ERTHFETY,
FTARTHDA—HY—h package! ZFRA L TT7 IV ELREERTE S &L 512 Fabrikam & litware D#EH S NI-HHBEER T IVLENHY ET,

ERL T 2 EAH D ER SN -BBOR/NRIEIFTT D,

A.2
B.1
C.4
D.3
Answer: D (A —vt—C#EY)

Group1 & Group2 £LV3 2 DT IIL—T & RDORIZSERTLI—H—%E T Microsoft 365 E5 HTRH Y T3 vhhbyEd,

= Bx,
=HfEIRE: 95
Name Member of | Role
Uszerl Group1 MNone
Userd | Groupl, Group2 None
Userd | Group? Global Administrator

BIRY )TV avIZR ROBEEFOEHFAET IR R —AEFENTVET,
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* AR R o —1

MR V—R

B

*IRTDIZI T T

* T Xl

*fts

* ZERBIADDLE

UTDEXIZOWT ELWMEEIE RV EERLTLESWD, F5THWMEERE DWZ IEERLTLESL,
EEELWVMERIEICTIRA Y RATEESNET,

Answer Area

Statemen! Yes No
At |
] il
It i
Answer:
Answer Area
Siatements ey No
|
|
| ! 1 AR LEid
Explanation:
Yes, No, Yes

RFTEIRE: 96

App1E WS BREIDAZUreADT U2 —T 54 X7 T 17— 3 U %EEET contoso.com& LY S & HETDAzureActive Directory Azure AD) T+ > bHY ET,
FHAREZE (Xuseri@outlook.comDy LT oo vw)LEFERALET,

HAXEBICADPIND TV CR IR TET LI L ZHRBT HILENHY F9 . FRBEEIL, user! @ outlook.coms& L TEREETEHALELHY ET,
DE=IIRZET o EN?

A.New-AzADUsera Y > FLw FZEITLET,

B. /WSO SHRL—2a VEEEEBRLET,

C.WS-FediID7O/N\A/ A—%EMLET,

D. contoso.comTH R haA—H—T7hHo o FEERLET,

Answer: D (A —vyt—T%EY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal
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xFTEIRE: 97
Azure Active Directory Premium Plan 2 5 4 + > X ##D Azure Active Directory (Azure AD) T+ > bW HY ET, TF 2 M RORIZRTA—HF—DAEFhTLET,

Name
Admin
Admin2

RORIZRTTNARBENDY FT,

93 LAFTVILCTD I L/TVILT >TLL IHJ
Default Directory - Azure Active Directory

B save X Discard & Got feedback?

4 Al devices
Users may join devices to Azure AD O

3 Device settings (@D sclected  None )

3 Enterprise State Roaming
Selected

P BitLocker keys (Preview) No men alects
K Diagnose and solve problems i c r S f t
wctivity Users may register their devices with AD (o : C

. All Mone
3 Auditlogs - )
% Bulk operation results (Preview) :
= A - ] -. e

Devices to AD registered require Multi-Factor Authentication (O

roubleshooting + Support
B New support request

device setting to No if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user (O
5 Y

Additional local administrators on all Azure AD joined devices

BT Bl o B LT LRl e s . AM Ao —— s m ol e B oo

Usert IZIEROEITRT 731 ABHY ET,



Name | Operatingisystem | /i Device identity

Devicel | Windows 10 . | Azuyé AD joined

Device2 | iOS (L) {Azure AD registered
Device3 | Winddws 10" Azure AD registered
Device4 | Android Azure AD registered

ROEXITDOVWT ELWMEEE FIMZERLTLESVD, E5THRVMERIEX DOVZ IEBERLTSESL,
AR ELVWEBIRISEICTRAY AT EESNFET,

User1 can join four additional Windows ‘lﬂ ﬁewceg ’tt:'- Azure AD.

Admin1 can set Devices to be Azure AD Iblhed or Azure AD registered require
Multi-Factor Authentication to Yes.

Admin2 is a local admmlstratnrqn ﬂéwceE

Answer:

Micros Oft Statements Yes No
User1 can join four additional Windows 10 devices to Azure AD. 10l |G

Admin1 can set Devices to be Azure AD joined or Azure AD registered require LO e
Multi-Factor Authentication to ¥es,

Admin2 is a local administrator on Device3. | s
Explanation:
Box 1: Yes
Users may join 5 devices to Azure AD.
Box 2: Yes
Box 3: No
An additional local device administrator has not been applied
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

mFTfIRE: 98

contoso.com & L3 & ATMAzureActive Directory Azure AD) T+ > bWHY ET,

Azure ADAERIDDOHEEMN AR TV T4 T1—H— MAVIZEDWVTWA I L ZHRBTIVLELHY FT,
fAIZEZET HILENHY EFIM?

AT7I9tALEa1—

B. AEF-IIERE

C.UVIEINFY TR YT 3>

D.1—%—70—



Answer: C (A —vt—T %KY
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

=HEIRE: 99
RORIZRKTITIN—TEEEL Azure AD T+ +D3HY £,

ROFRIZET ESIZ_ Group! D7 IR LE2—%ERLET,
Setting | Mosoft

Review type | Teams 8 Groups

Review scope +Nl'u§ars

Reviewers Users review own access

ROKIZERT LS Group2 D7 IR LE2—%ERLET,

Guest.users only
Grolp owner

BT IWN—TIZWEL Azure AD Premium P2 S 4 2 AD&R/NMIE? BETHICIE EETENLGA T avEERLET  E TREROELLVERIE 1 RS > bOMELSHY T,

m Microsoft rowpt: (525 [
1
500
Groupe: 1 ol
100
295
395

Answer:
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Answer Arca

Microsoft ....=—
1
S00
Group2: 1 -
100
295
395

Explanation:

Group1: 525

Group2: 1

Microsoft

=HTEIRE: 100
RORIZRITA—H—%EL Azure AD T+ DB Y FT,

User Administrator
Password Administrator
Security Reader

User

FTRTDA—Y—IIHLTEILITH—EXR NNRXRT—FK Y&y F (SSPR) ZE#ICL M—DRAAEZE L TEXFA) T DEMEERT 5L 512 SSPR #ERLET,
NRAT—FZE)Ey b HLEEICHBEOERMZERT ILENHIDIETEDI—F—TTH?

A 1—H—1La1—H—40H

B. User1_User3_User4 M #

C.iA—#¥—3¢,ta—H—40DH

D.i—%—1 a1—%—2 21—H%—3 &a1—H¥—4

E. Userd O

Answer: (JB& % XRTT D)

B#TfERE: 101

T COBEBEX ALY F I ERT —ENEFO—MTY, COV)—AOFEMICIE HBESN-BEZERTELARMEDHIMEDHERRASENTVET, —HOE/MtE Y MMITERDIE L LVFE
REDEFENDEZENHYFIN MOERE Y FMZEFELWERENGZWVGENHY FT,

COEIVLAVOEMICAETSE TNEMICRSAZLEFTEFEEA, TOHRR, ChoDEREFELEA—BEEICERTEINEERA,
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FIVY 9T H—EX (AWS) 7ho > b Google Workspace 7R 9 1) T3> XU GitHub 7HO Y b &®H S Azure YT RY 1) T ar%T 704 L Microsoft 365 Defender ZE#IIZ L F
v,

Microsoft Defender for Cloud Apps £ L T OAuth ZRSIE R ZEATE S L BT INENHY T,

f# R %K Microsoft 365 Defender IR—Z )LV S  GitHub 7 7)) OV 2 ZBMLET, ChIZBZEEFZERL TLETH?

A. [Ty

B. LMMVR

Answer: B (A —vyt—T%EY)

=ETEIRE: 102
ECOBREF ALY FIAFRTIZA—EDEBO—HTY, VU —ADEZEBMIZIE BRON-EEZERT HAEEDOHIHEDERENEFTNTUOET, — OBt Y FZIZERDIE L LVER

KNHIEGENHY FTITHN MOEBERItE Y FZIZIELWMBERENGZWNGEGENHY £7,

CDEIaVOEBEMICEEZELE-RIE. ZOEBEMICRSZLIETEFRA, ZORR, CNODEBERMIEILE a—BREIZRTINELA,
Azure MonitorZ{# A L T Azure Active Directory Azure AD) 79 T4 ET 4« QT EHHLET,

Azure ADA—H—DHY A VA VIZkKTHE BHI00ZBABREFA—ILTS— FAZEESIhET,

FLWEF )T A EBELNHLORDOYICTSI— b 2RETHILEHR T IVELHYFET,

fi#REK Azure ADM L EHREEZERELET,

NIFEEFZERLTOVETN?

A. LMNVZR

B. &Ly

Answer: B (A —vyt—T%EY)

EHTMEIRE: 103

storagel EWVWSBAFIDA CL—U 7HI U REED Azure TR ) T2 avhiHyYEd,
BHOREI L UTHRRAMINDApPI1EVWS 7T EREATHAFETT  RETIUIEL—V Ly FEFERALTH—FAA—FTAAPICRIELFET  RET L URADREY ) 12— 3 VEHRTIVLEND
DEFT VI a—2aviEUTOERZEBL-IRLELNHYFET,

*MEEREICRELET,

* ERIEHRZ Appl I— FICRFETARENG N LZHRBLET,

* Microsoft Entra SRsEZ# AL T KRBT UM Azure ) Y —RICT IR TEE L E#HRALET,
*EBEEFOFHERDRICIMZAES,

HEZICIIMEEDHIRETLLSIH?

A.1—H— T ho> k& Azure Key Vault

B. VATLEIYHTIR—YFIDERML—Y H—ERBES{E

C.1—H—ZEIYZTITHR—T FID & Azure Key Vault

D.1—H—7hDO YV R L—UH—EXEEE

Answer: C (A —vt—U%5&9)

ExFTEIRE: 104

Microsoft 365 E5 H TR ) T avhhpyUErd H TRV T aIZld Windows 2E1TTBT/NAAMNE00 EEFENTEY 5D T /31 XIZ Global Secure Access ¥ 54 7> FEEBRALET,
A—HF—MT/34 AH 5 httpsy/contoso.com IZF VR TELWE ST EIRERHYET ED3DDT7H L aVHIEBIZERTIAVREAHY FT TN EIZTAIZE 72 arvn) R MO LETLET
923 FEEZFERICEEHL ELWEFRTHENET,
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Actions ” Answer Area

Mhc ! QsQf
2 Create an app protection policy S 0 t

i: Create a Conditional Access policy

!I

it Create a remote netwark I

i1 Create a web content filtering policy

it Configure a security profile

Answer:
Actions A é% >
O i B S _H, — MIH‘GSO‘ft
[ # Create an app protection policy e a te net n..u_ulﬂ',
L —— i o
______________________ i _._._._.._._._.._._.._.._....._._.._._..-
i Create a Conditional Access policy B I | T L T | Ty e g | o

T e T T T

AT BN TN I BT T T T T I I I T T T e e
| o -
r Create a remote nebwaorl %, T e e
i by
s

-

Explanation:

Actions

.EE Create an app piotection policy l it f edte A emoté hetwork |

- ———

2 !L Create a web content filtering policy

i Create a Conditional Access policy

—n

3 FCmﬁgurfaseant-_rpnan¢ |

=FEIRE: 105

FCOBERIE BALIF A ETRT —EOBERO—EHTT, SOV —XDRERICIE BESN-BELZEHLTEHAHEEDOH LI HMEBOBRENEENTUVET, —HOER Y MMIIZEHRDIE LULVEFE
RENEFENDGEELHYFTTH MOBER Y FZIXELWMERESLZWGSELRHY FT,

CDEVLIVOBEMICEET 5L . TNERICRAZLIITELGCRY CALDERIEILEa—BREIZRRINGLLGEYET,
Microsoft 365 E5 TRV 1) T 30 %EHTT,

Usert EWSEZRIDI—H—FERLET,

Userl MID£FXa7 RAT7RETIVAVDAT—RRAEEHTELILZHRT OVENHY FT,

fRREK: A——FEEDKREN L User! IZEIYHTET,

CNIZFEEEZERLTVETHA?

A. [Ty

B. LMVZ

Answer: B (A —yt—U #ET)
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=HTEIRE: 106

contoso.com & LS &Rl AzureActive Directory Azure AD) T3> kDB Y ET,

Azure ADIZEREINTWET7 TN r—2 a3 v EETTHIRTOA—HF—ICH FHAET I AR O—DNERINFET,
A—Y—DALAL—RAEFERATELGVEIICTIRLENHY FT,
REEDFEIADAITERNT 2 -DIC FUHAET I AR O—IAIZEDIMBENHYEITHN?

A VSO RT7TVERETIavDEH

B.1—H—0DU XV EH

C.UO5A4T7> 77T DIKEE

D. Y124 2D) Ry &

Answer: C (A —vt—T %#5K7)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

A7 SC-300J FAIRELE (X GoShiken.com MR S -E#& LA0F L) SC-300J HEXFEIRELE ! GoShiken.com MEEH D SC-300J SHERFIREE #1214t L TULVE I, GoShiken.com SC-300J :RERRARE (X & $T
T MRENEHETTIVET, F®D GoShiken.com SC-300J fEREE %4 v 9 5 AlE T 5 i5: hitps://www.goshiken.com/Microsoft/SC-300J-mondaishu.html (37030%OFFRRESE S & IEfZ {1+ E T 30%w

#A1E513— F: Freepdfdumps)

HERE: 107

Terms1 & WS RRIDFERASEE (ToU) EF7I 2R Xy 5—TU%EE Contoso &LV ERITD Azure AD TF 2 EhH Y £9, Contoso DL —H—I[L Fabrikam & ULVS &RID S ER#ERE & XREEF1THo>TLY
F9,Fabrikam A —H—[E 772X RNy —CDFERAEHRISNDHIC, Terms1 ICRET 2RELAHY ET,

EDA—F—HrFRBRYNICREFITEE LA EHET ILELHY FT1,

AEFESRETIMN?
A. JoEC3a=v4y o4
B.BE&ZDY

C.Ha4r14>ny
D. ERKR AT LAR— b
Answer: B (A —vt—J#%7)

E#TfEIRE: 108

Microsoft3657 7+ > bhidp Y £ 9,

TARTOI—HY—IE Windows 10ZETT 5 VEa2a—F—FH>TWET, IFEAENDTIVEL—F—IIRHMATH Y  Azure Active Directory Azure AD)IZSMLTWET , —FODaAVE1—2—(F
A—H—METHY AzureADIZDHETREINFE T,

A—H—HI AT 532 E 1 —42 —TMicrosoftSharePoint Online[Z#&#i 3 21— —MN T 7ML EF O VA—FEEERATELEVWESICTIHELAHY FTT DI —F—%FIER L TIEHEY FEA,
EDR) =34 THERT DDENHYEITH?

A. Microsoft Office3655/\F 2V A7 U L 3 UK & LT Ly S MicrosoftCloud AppSecurity 7 7 74 ET 4 R1) o —

B. vy arvary bO—ILAEBRENTILNSDAZUreADEHRAET IV AR o —
C.UOZATU LT T) DEHEIBREEIN T SAZureADEHFET IV XK > —
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D. H/I\F U RTH 3 UhER S TLyAMicrosoft Cloud AppSecurity7Z 71 # &R 1) & —
Answer: B (XA —vt—C #%Y)

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

=HTERE: 109
RORIZRITA—H—%EL Azure AD T+ > DB Y FT,

IName| User risk level
3=
User! | Low ©

e

User2 | Medium
User3 '*'ngh
RDFIZRT Azure AD Identity Protection 781 & —MH Y E£F,
Type Users User risk | Sign-in risk | Controls
User nisk All Low and abiove | Unconfigured | Block access
policy users \
Sign-in nsk All Uncorfigufed o4 Migh Block access
policy users - Ricrodoft
fElRG1—Y— LR— b ERRAGY A VA4 LR—FEERL RORICSRT LS IEI—HF—ITHLTTI a3 vEETLET,
User Acticn
User1 | Confirm user compromised
User2 | Confirm Sigh-in safe
User3 | Disrmiss user nsk
| U§er2\1 Coafifm user compromised
RDEAT— A FIDOVWT ZBTAHERFI [TV ZFBRLET, ERUNDGEERIE [LWWE] Z8IRLFET,
FEENTNROELWERIE N RA > FOMBELHY £,
Answer Area . 2
Microsoft -

Answer:
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M DTWCT M TO

T
Statements J S 4) Yes No

User1 can sign in by using multi-factor authenticaion (MFA). ,
User?2 can sign in by using muli-factor authentication (MFA).

User3 can sign in from an anonymaous IP address.

Explanation:
Arswer Area
Staterments

User1 can sign in by using multi-factor authentication (WiEA]

User can sign in by using multi-factor authentication (MeA)

-

: 7 .
User3 can sign in from an anofiiSCUS ERE A0 -8

= #TERE: 110

Microsoft3657 73+ > kAW £ 9,

FTARTOI—HY—IL Microsoft 3650 —ERIZT V2R B L EIC LERZBI MFA) IZMicrosoftAuthenticator? 7 1) ZERAT 2ELNHY FT,
—EBD1—F—IE YA 4 EKRZRIEE T ITMicrosoftAuthenticator7? 1) TMFAT OV T R E2Z{ELI-ERELTULET,

A—H - LA >F-MFARRZHRE LI5S 12— —2B8MIC TV I TEIRENHYFET,

FRREKR AzurelR— 2 Lo  ZERFTELE MFA)DFREZEERELZBALET,

CNFEBRZERLTVWEIHN?

A. [FLy

B. LMMZ

Answer: (&% &RT~9 5)

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report the fraud attempt using the Microsoft
Authenticator app or through their phone.

The following fraud alert configuration options are available:

Automatically block users who report fraud.

Code to report fraud during initial greeting.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

EFTERE: 111

FUTUIR Ry bT—451Z1%  Azure AD Connect Z#{# A L T Azure AD T3 > + & RIHEIF % Active Directory KA A4 UREENTWNVET , ROEBEHZET-9 & 512 Azure AD Connect T 2LEMN
HYET,

* Azure AD AD1—H— YA A UL Active Directory KA/ Y a2 bO—5—([2K > TR EZDLELHYET,

* Active Directory KA A > A—H—I[L Azure AD ZIL TH—ERX /XRXRT—FK Jtv + (SSPR) 2 FHATZS20ELAHY T,
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EEWICEMEERTILELAHY FIA?EETHICE METY FTEINGA T a vEERLEY,
FEENTNOELWVERE N RS2 bOBEENHY FT,

Authentication by the domain controller:  Federation with ActivesDirectory Federation Services (AD FS)

Federation with Active Directory Federation Services (AD F5)

Pass-through authentication
Passward hash synchronization

SSPR: rPasswc-rd hash synchronization
Device wrteback
Group writeback

Answer:
ISWET Mred

Authentication by the domain controller: _Federation with Active e ctory Federation Services (AD F3)

tory Federation Services (AD FS)

Device writeback
Grou

Password writeback

Explanation:

il Microsoft

Authentication by the domain controllés: “ Eederation with Active Directory Federation Services (AD FS)

SSPR:  Password hash synchronization

AT 112

T COBEME RLLFTIFERRT S —EOEMO—MTY, V) —XOEEMICE BRSN-BREEERT HAEEDH L MEDHERENEENTVET, —MOEME Y FMIIZEHRDIE L LER
ENHLIHZENHY FIA MOERtEY FMIFELWRERENGWVEELHY FT,

COEITVaVOERICEELERE, Z0ERICRSAZERFTEEFRA, ZORE, ChoDEMELEA—EERICRTEINEEA,



Microsoft3657 7+ > kMH Y £9,
10D EFIZIRAL SN I=100 ADITEEENET,
BRIZRRENBDT7IV9EALEa2—%2RLET, EBRIZ2IZIVYILFET,)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020

Frequency | Monthly

Duration {"1_ dﬂf’] {D -—_-—_—_—_-ﬂ“ﬂ r— p—

End () fm_End tr! Occurrences G
&

Number of times 0
End date 0117 /2021

Review role m anent and eligible) *
Application Ad and 72 others

Reviewers
Reviewers (Preview) Manager

(Preview) Fallback reviewers (i)
Megan Bowen

v ' Upon completion settings

ITRTOT7IEALE1L— Y IR FHMeganBowenIZE > TRIESN TS I AN Y T,
BEMADIRA—S v —DBENFNADEHFAD T IV LA LE 1 —2BRICZITMA LI ITTIRELAHY FT,




fRREK LEa—HLUFEE A N— (HBIZERELET,
NIFERZERLTHVEIN?

A. [FLy

B. L VR

Answer: B (A —vyt—T#EY)

xFTEIRE: 113
RORISRT VY —REESC Azure Y TRH ) T avhiblFET,
Vaultt ~DT7 V2R EBRETIDELRHYET , V21— aVIEROEHZHEZTHENHY FT,
*Userlt A Vaultl THF—ZEBRIUERTEL I L E#MHRALET,
*Uwﬂhﬂmw1lﬁﬁéhfwéﬁmi(77tZT%6 LEHRLET,

*RIMFEDORAIZFERALET,
B1—HY—ICEDREZENY LB TIVENHY FTITH? BET HICIE, EEEETEUGA T a vEERLTEZSL,
FEELGERT BEVITTIRASA Y FOMIELSHY T,

e MEN1icrosoft

| %
h= Userl:  Key Vault Cemuficates Officer i

Key Vaull Certihcates Ofheer
Key Vault Crypto Officer
Key Vault Secrets Officer

User2: Key Vault Certificates Officer =
Key Vault Certificates Officer

Key Vault Crypto Officer
Key Vault Secrets Officer

Answer:

Answer Area

Key Vault Secrets Officer

User2: Key Vault Certificates Officet

Key Vault Certificates Officer

Y e

Explanation:
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Answer Area

FTEIRE: 114

Microsoft Defender for Cloud Apps Z &9 % Microsoft 365 E5 H TRV ) T a v &H->TWET,

EDA—HF—MNTNA AP TS5IHMI 5 Facebook [T7 VLA LTWANEHEET IBENHYET Y a1— 3 TIE EBFAZR/NRICHIZSABHENHY £,
FTRMETARETL &£ 5HV7?

A. Microsoft T KR4 > b Ifx—D ¥ —TT7 TUEBRKR) O—FERLET,

B. Microsoft Defender for Cloud Apps 7R—#% JL KA FRD Facebook M5,

C.&HMETIVERA R —FERLET,

D. Defender for Cloud Apps 77 X R O—Z&ERRLET,

Answer: B (A —vt— U %7&9)

FTEIRE: 115

Azure AD T+ hDBHY ET,

Appl EVWSARTIDFHLWIVA—TS5AX 7T r—2 3207704 LFET,
A—HF—NAppl IZTTF U EADTIERERHELESIET B E KBLET,
A—H—0 Appl IZH L TEBEDORIBZERTELILZHRTIVLENHYET, V) a—2 a VEHER/MIHEDRAIIZH S BELHY FT,
FITMRMETARETL &£ 557

A. App1 DIEREZEMN S Appl ITTFHF U FOEBEDREEZNSELET,

B. 77+ FOEBEDRBE VIV IAMEEAMILET,
C.THTYVIDEBENRE YV IR DLEL—BLEERELET,
D.77)—> 3 DEHMET IR R) —FERLET,

Answer: B (A —vyt—T%EY)
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contoso.com @ SMTP 7 F LA AR—X Z{#F % Microsoft Exchange N H Y £9,

BHOI1—Y—H 1 Microsoft Entra ~DE L T7H—E X 44 > 7w JIZ contoso.com DEFA—IL 7 FLRAZEFEALTWLET,

BEeE&A1—Y—%&3E Microsoft Entra 77 > FMIXT 55 O—NIILEBEERZIELET,

aA—#H—H Microsoft 365 H—E RIZEILITH—ERTHA o7 v TTESH K S5IZ contoso.com 2 Microsoft Entra 77+ > MZA—H— FHhO U FEERTELVWESICTERLELAHYET,
E®D PowerShell A< > KLy FEETTIDLENHY EFTH?

A. B #-MgDomain

B. Update-MgPolicyAuthorizationPolicy

C. Update-MgPolicyPermissionGrantPolicyExclude

D. Update-MgDomainFederationConfiguration
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Answer: C (A —vt—T %KY

AT RE: 117

EEERZR=TIZIE LWGroup1 FIL— T &R T HRBENHY FT,

BMAUN—V Y TL—ILEEDESITRT I ALENHY FITA?EZDITIT BUGELZELVE—S Y MIRZy I LET BB 1BERATSI L BEHEFERATLICEL FoEALE
W ELTEFT, AVTUYERTTDICE S DGEE RNA VBITHREIN—Z2FSvTTHN RV O0—LTIRENHY FT,

I WERITZERENIRAS > FOBELSHY FT,
Answer Arca \" i

ar;Gn:r userType -ddq “Guest” )
“Member™

({uzer.objectld -ne

null

Answer:

Explanation:
Null
"Member"

E#ERE: 118
Azure AD TF > RMMZIE RORICRTI—H—HREENTWNET,

Name Role
User1 None
User2 Privileged Authentication Administrator
User3 Global Administrator

Azure AD Privileged Identity Management (PIM) TlX RORIZFT LS ICE2AETEEO—IILEZEBRLET,
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Z Edit

Setting State

Activation maximum duration (hours) 1 hour(s)

Require justification on activation Yes

Require ticket information on activation No

On activation, require Azure MFA Yes

Require approval 1o activate : No

Approvers - None
Assignment

Setting : - State

Allow permanent eligible assignment Yes

Expire eligible assignments after
Allow permanent active assignment Yes
Expire active assignments after

Require Azure Multi-Factor Authentication on active assignment No

Require justification on active assignment =E M | Cro SOfEs

A—H— 1 FEHREEEORENZESERAHY FT,
RODERAT—FAVMIDVWT EDRT— AU A true DIFEIEX[IEWL] ZRBIRLFET, TSN DEEE, DR EBERLET,
FELCERTSFEUICT RS Y FOEELHY FT,

Answer Area

Statements Yes Mo

User! requires Azure Multi-Factor AutFentication (MFA) 1o activate the Glohal 12,
Administrator role.

Us&f2 cansppliove all Sctivation sequests for the Global Administrator role. [ i

= D M i C r‘ 0 S.U&Um! can edit the Global Administrator role assignment. C C

Answer:



Answer Area

Statements Yes No

User1 requires Azure Multi-Factor A@hentic@tion (MEA) 1o activate the Global |
Administrator role.

User2 can approve all @ftivation réguests for the Global Administrator role. | |

User@ang Useri'ean ecit'the GIOBSIAGMIRs R ar rolaassnmept . 1O

Explanation:
Answer Arca
Statements Yes No

User! requires Azurée Multi-Factor Authentication (MFA) to activate the Global [
Administrator role.

User2 can approve all activation requests for the Global Administrator role. L]

User2 and User3 carrean '-HEE Elﬁi‘qal Adtriirigtrat af rgfEassignment L

RFTERE: 119

Microsoft Entra 77+ > M2 Vo Stz Azure Y TRV YT aoBlHYFERT, TF 2 MIE Appl EVWSRRIDBEEREAST TUNEENTULET, Microsoft Entra T3 > FZ#HD/8— F—#E1H
UET , TFURZIE App2 EVWS BRIDEFFAT TINEENTUVET Appl BNApP2 IZT VR TZER I LEZHRETINEN DY I,
Appl WMERTZLERBRILI2FEEHYET , TN ETNOERIRLGY a1 —23 V& RLET,

AR ELWVEIRIEICTIRSA VM ESNET,

A1—YH—7hork

B. 73 A LINAT—F

C. W&

D.vx*—> K ID

E. fEFAZE

Answer: CE (A —yt—U %7

PRI 120
RDEXIZFRT ID #&ET Microsoft Entra T+ > 3B Y £,

Name Type Member of |
User User Groupi
Managedd | Managed identity Group
User3 User Group2

l ,_";_: 4 . .Elf,-r: . -|;‘;:‘“f.'.

TIL—TNIIERDEENHY T,

CHAEE 1—¥—1, 1—¥—4

* A 2/\—: User1_Managed2_ Gioup2
ROBEEEIOD7TIVERA LEa—FERLET,
*AH: LE 2—1

*LEa—#if: F—L + JIL—TEEIR
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*OI—T: TIL—T1

*RR I ARATHOL—H—

*LEa—HYEFER JIL—THmEE

TH+—ILIN\y ) LE2—HHYE ZENERINTOEEA,

Answer Area
Statements Yes Mo
User1 can perform an agcess reviesd™or Userl
User 1 gamperonm anadcess review lor Managed?2
& S Eerl=cgm perfarm an access review for User3
Answer:
Answer Area
L Statefents L Yes No
| i
User1 can pertonm an aocess reviaW e Llserl Ny

User 1 g p._--f;wun aMtTecs review (or Managed?2 | bonsllll
. [
LiSer1 can perform an access review Tor Liser3 I
T
Explanation:
Answer Area
Statements Yos Mo
User1 can perform an acgiss review for User .
Userl can perform an access review for Managed? #
User1 can perfarm an access review for User3 L

EFTEIRE: 121

contoso.com & L3 £ R0 Azure Active Directory (Azure AD) 77+ > bhH Y FT,

Fabrikam, Inc. L WS BRIDEMHDI—H—ITYY—X 7O R ZRET HEEREEEZELE LT, Fabrikam (& fabrikam.com E WS ZFID KA A U E#FRALET,
T ANRBEL L E-1-154 Fabrikam 2—5—IETF > FA S BEEIMICHIBRINDIBENH Y 9,
RODBEEITOVELNHYFET,

NEBL—H—I2KBZDTA LI MIANDYAL A 0FTAYIT B N

SER—H —DHEIER: (FUL

COTALY M)A BI—F—ZHIRT H5FETOAE: 90

Identity Governance 7 L— FCRIZ KT 2WENH Y £3H?

A NYT—DIZTORRT S

B. {EFIEERETE

C. FIARAK



D. LEaA—EREICTIVERLET

Answer: B (A —vyt—T%#EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-external-users

A%h%: SC-300J FAREL L GoShiken.com MBS =& L9 L) SC-300J FHEXRIRESE | GoShiken.com NE&EEH D SC-300J HKEARIREE #1214t L TULVE I, GoShiken.com SC-300J SREXRARE (X & $7
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#AE510— F: Freepdfdumps)

xFTEIRE: 122
RDORIZRTAI—HY—ZET Microsoft 365 E5E H TRV 1) T avhbyUEd,

Name Member of administrative unit
Usert AU
User2 | AU1
BETER EET
Userd | A2
Users | Mot a member of an administrative unit

A—H—[CIE RORIZRIREINEY B TOENET,

User Role  |\VI|C I ORoleséope
Userl Password Administrator Organization
User2 | Global Reader Oiganization
User3 | None Not opplicable
Userd | Password Allmiinistrator AUT
Users | None Nat cpplicable

User1 & Userd BX/XAT—K# )ty FTEADXEDI—H—TITH? BETSHICIE, REEETEYGA T a vEERLTLESLY,

E ELCERTHEPIC AR Y FOfffELNHY FF

Answer Area n e
M

v n {;’ Hﬂﬁr%@ ‘ ﬁs rfﬁnli ﬁ

| User2 and User3 only
Wser3 and User5 only

| USerd USer3, and User5 only
User3, Userd and User5 only

| User2, User3, User4, and User5

Userd: | User3 onl e

User2 and User3 only
User3 and User5 only
\User1, User2, and User3 only

Answer:
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Answer Area

User?: | User3 only "
|
User2 and User3 only |
User3and Users only
User. User3, and User only |
User3, Userd and Users only
s C R

Userd: | User3 onb

User? and User3 only
n* o User3 and Users only

WaldalYs

[ICTOS Jll ' Lserl, User2, and User3 only

Explanation:
Answer Area

User1: , User3 only bt

Userd:  User3 only v
\ l: ~p 0 N of
. 1.\1 ¥ l ﬁ(‘ = § % :._ i.

| |
Vi - -*:‘a...-

EHTfEIRE: 123
contoso.com & fabrikam.com & LV5 2 D@ Microsoft Entra 77+ > khidH Y £9, Contoso.com [Z[E RDRIZTFKT ID AEENTULVET,

Name | Type
Userd User
Groupl | Seeurity group
| Group2 Microsoft 365 group

contoso.com M 5 fabrikam.com ~DTF+ > FERIEAZER L EFT, ED ID A fabrikam.com EREEAETNF T H?
A 1—H—1DH

B.1—H—1&,5IL—T10H

C.A—H—1 JIL—F1 F)IL—TF2

D. 1 —%—1& Gtoup2® &

Answer: (&% X9 D)

= HTEIRE: 124
User1_ User2 User3 &LV5 3 ADI—HF—MEFENSD Microsoft 365 ES H TRV ) T avhbhbyEd,

RORIZRTTI T4 TILREEED 2 D0 Azure AD O—)LAH Y ET,

% 7.‘... ]
MName Required Require - Approvers
Justification on Iw
activation
Robe1 o Liser]
Role2 Yes . Y "T\Iﬂ = WVichesott

Azure AD O—)LIZ l;t ﬁ@ﬁl-n?’iﬂ")éfﬁﬁ “\HYFET,
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— assignment | assignment active assignment
1

Ves_ Ves
Role2 No IS - SbesT T Ves
Azure AD A—JLICIEX  RORICTT MR EGEHA—F—HULVET,

Role Eligible assignment
Rolel User1, UserZ
Role2 User3

RODERAT—FAVMIDVWT EDRT— AU A true DIFEIEX[IEWL] ZRBIRLFET, TS DEEE, DO EBERLET,
FELCERT BFE-UICT RS Y FOEELHY FT,

s, . 1

If Userl requests Fole, the request will b‘i{sgr:ﬂ-wd lﬁg’aalﬁéﬂy

User? can approve the tWhﬁMlel

Userl must wﬁmmﬁmn I&%pprm-! the requeste

Answer:
Statements
if User1 requests Rolel, the request will ovcgautomaumllr.
Useri can approve the request of Use B2,

apn ove the request of User2 for Role.

- :ij»(;‘gm&@ff tl be approved automatigifly

User1 can approve the request of User3 for Role2,

User1 must provide justification o agprdve the fequiest of User2 for Rolel.

xFTEIRE: 125

Microsoft 365 E5S H TR 9 1) T 3 & HELTT,

A—H— JOT 74 ILICHPANEESNTOVENTRTOLI—HF—28CEWNI—Y— JIL—TE2ERIT I2BENHY FT,
AUNR= YT L= LEEDESICETTAIELINTTHN? @ET SICIE, AZFEETEYGA T a v EERL TS,
FEELGERT BEUITTRASA Y FOMIELHY T,



{usap .-ilepnrf-em_;

-match

RN\ icr&soft

ks .j Micros { |

&{u artnent all —)
Q Snull
“null”
Explanation:
Answer Area BEN\icrosoft

&depart-ent -eq ¥ null v )

HTREIRE: 126

Microsoft 365 E5 4 TRV 1) T2 a v HEHLETY,

IR )T avIcwd 27TV DOREEZERTIVENHYFET , V) a—CaVEROBEHEF-ILENHY FET,

*FIVIZRT 21— —DREFEDICLET,

*TTDOEBEORET—V 7O0—ZERALET,

EEHICHLTEDR—F L EFERATILELHY FTH? BAETLICE, BENOBEVAERFEEZZRLTCESV GFE ELWEREZTAEN 1 RS2 FOBIENHY 9

Disable user I% M

t Purview compliance portal

;| Microsoft Entra admin center
Microsoft Entra admn center
Microsoft 365 admin center
Microsoft 365 Defender portal

Micrasoft Purview compliance portal

Answer:



Answer Area

Disable user consent 10 apps: | Microsoft 365 admin center e

Microsoft 365 admin center

Microsoft' 365 Apps admin center
Micrasoft 365 Defender portal
Microsoft Purview compliance portal

Configure adrmin consent workfiow ronapps: | Mic f -

J Microsoft Entra admin center
| Microsoft 365 admin center

- "‘“.i":" Microsoft 365 Defender portal

3 %

1V UVOWINA Microsoft Purview compliance portal

T Cente

Explanation:
Answer Area |"| a i"f‘s‘_i-{:l';'i:

Disable user consent to 8ppss | Microsoit 365 admin center

Configure admin consent workflow for apps: | Microsoft Entra admin center

FTEIRE: 127

Azure Active Directory Azure AD) T+ > FhAHY ET,

TFHFU MR, A=Y —ET7 TV =23 VEERTEEFT, VVLRICHRESATVET,

Admin1&E WS ARIDI—F—IE App1 E VS ARIDFH LW SO K7 T #7704 T 2LELHY FET,
Admin1HAApp1 ZAzureADIZE R TE S L ZHRT OIVLELHYET , VI a—2a ik &/MHEDRAZFERAIT ILENHYET,
Admin1[CEDFEENZEIY BTEHIRELHYFIMN?

A. AzureADDT7 T r— 3 VERREE

B. Subscription1® 7 T U ¥R T— 2 A&

C. Subscription1 DI Rr—L K7 FYr—avarv b JEa—4—

D. AzureADD Y 5 K77 5r— 3 U EEE

Answer: A (A —vyt—T %K)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

HTEIRE: 128

AU TULIR 3y bT—2I1Z1F Microsoft Entra Connect Z{#/ L T Microsoft Entra 77 > + & RE#3 5 Active Directory KA A UHAAEFENTULVET,
RDOEHZET-9 & 5[ Microsoft Entra Connect ##mM 3T 2LENHY T,

* Microsoft Entra %« >« > I  Active Directory FA A > 22 FA—F—IC& > TR SNDIDLENHY FT,

* Active Directory KA A > A —H—I[&_Microsoft Entra L 7H—EX /XX —FK J£ v k (SSPR) 2 FHATZ520ELAHY FT,
CEEEOFNERMRICIIZFET,

FEHICFHMEFERAINELNTIN? BET B2, EEEHTEYLGA T a vERBIRLTLESL,
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Authentication by the domain controller: v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization

SSPR: v

Device writeback
Group writeback __ -
Password hash synchronization/ Pal ""NCNTT
Password writeback VIR el

Answer:

Authentication by the domain controller:

: |
Passwaord hash synchronization

Device writeback

Group writeback
\Pagéword hash synchrdhization
LVANIMEBDANSINI

Explanation:
Microsoft Entra sign-ins must be authenticated by an Active Directory domain controller: Pass-through authentication Active Directory domain users must be able to use Microsoft Entra self-service
password reset (SSPR):

Password writeback
Let's break this down step by step based on Microsoft Entra Connect, authentication methods, and SSPR requirements, as outlined in Microsoft Identity and Access Administrator documentation.

Requirement 1: Microsoft Entra sign-ins must be authenticated by an Active Directory domain controller Understanding the Requirement:

The requirement states that Microsoft Entra sign-ins must be authenticated by an on-premises Active Directory domain controller. This means that the authentication process must occur on-premises rather
than in the cloud.

Microsoft Entra Connect supports several authentication methods for hybrid identity:

Password Hash Synchronization (PHS):Password hashes are synchronized to Microsoft Entra ID, and authentication occurs in the cloud. This does not meet the requirement because the domain controller
is not involved in the authentication process.

Pass-through Authentication (PTA):Users sign in to Microsoft Entra ID, but the authentication request is passed to an on-premises Active Directory domain controller for validation. This meets the
requirement because the domain controller performs the authentication.



Federation with Active Directory Federation Services (AD FS):Users are redirected to an on-premises AD FS server, which authenticates them against the domain controller. This also meets the
requirement because the domain controller is involved via AD FS.

Comparing the Options:

Federation with Active Directory Federation Services (AD FS):

AD FS provides federated authentication, where users are redirected to an on-premises AD FS server for authentication. The AD FS server communicates with the domain controller to validate credentials.
This meets the requirement because the domain controller authenticates the user.

However, AD FS requires significant infrastructure (e.g., AD FS servers, Web Application Proxy servers) and ongoing maintenance, which increases administrative effort.

Pass-through Authentication (PTA):

PTA allows Microsoft Entra ID to pass the authentication request directly to an on-premises domain controller via a lightweight agent installed on a server in the on-premises environment.

This meets the requirement because the domain controller performs the authentication.

PTA is simpler to deploy and manage than AD FS. It requires only the Microsoft Entra Connect server and the PTA agent, with no additional infrastructure like AD FS servers. This aligns with the
requirement to

"minimize administrative effort."

Minimizing Administrative Effort:

The question emphasizes minimizing administrative effort.

AD FS requires deploying and maintaining a federation infrastructure, including AD FS servers, Web Application Proxy servers, certificates, and load balancers. This involves significant administrative
overhead.

PTA, on the other hand, is lightweight. It uses the existing Microsoft Entra Connect server and a small agent, with no additional infrastructure required. It also supports high availability by allowing multiple
PTA agents.

Therefore, PTA is the better choice to minimize administrative effort while meeting the requirement.

Conclusion for Requirement 1:

Both options meet the requirement for domain controller authentication, but PTA is the better choice because it minimizes administrative effort.

The correct answer for this requirement isPass-through authentication.

Requirement 2: Active Directory domain users must be able to use Microsoft Entra self-service password reset (SSPR) Understanding the Requirement:

The requirement states that Active Directory domain users must be able to use Microsoft Entra self-service password reset (SSPR).

SSPR allows users to reset their passwords via a web portal (e.g., aka.ms/sspr) without contacting an administrator. In a hybrid environment (with Microsoft Entra Connect), SSPR must be configured to
work with on-premises Active Directory accounts.

For SSPR to work in a hybrid environment, the password reset must be written back to the on-premises Active Directory so that the user's password is updated in both Microsoft Entra ID and Active
Directory.

Understanding the Options:

Device writeback:

Device writeback synchronizes device objects (e.g., for Conditional Access or Windows Hello for Business) between Microsoft Entra ID and Active Directory.
This is unrelated to SSPR or password management.

Group writeback:

Group writeback synchronizes Microsoft 365 groups from Microsoft Entra ID to Active Directory, allowing on-premises applications to use these groups.

This is also unrelated to SSPR or password management.

Password hash synchronization:

Password hash synchronization (PHS) synchronizes the hash of a user's Active Directory password to Microsoft Entra ID, enabling cloud authentication.

While PHS is often used in hybrid environments, it only synchronizes passwords from Active Directory to Microsoft Entra ID (one-way). It does not support writing password changes (e.g., from SSPR) back
to Active Directory, which is required for SSPR in a hybrid environment.

Password writeback:



Password writeback is a feature of Microsoft Entra Connect that allows password changes made in Microsoft Entra ID (e.g., via SSPR) to be written back to the on-premises Active Directory.

This is specifically designed for SSPR in hybrid environments. When a user resets their password using SSPR, the new password is written back to Active Directory, ensuring the user's credentials are
consistent across both environments.

Password writeback requires Microsoft Entra ID P1 or P2 licenses and must be enabled in Microsoft Entra Connect.

SSPR in a Hybrid Environment:

For SSPR to work for Active Directory domain users, password writeback must be enabled. Without password writeback, a password reset in Microsoft Entra ID would not update the on-premises Active
Directory, rendering the user unable to sign in to on-premises resources.

Password writeback ensures that when a user resets their password via SSPR, the new password is synchronized to Active Directory, meeting the requirement.

Conclusion for Requirement 2:

The only option that enables SSPR for Active Directory domain users in a hybrid environment isPassword writeback.

The other options (Device writeback, Group writeback, Password hash synchronization) do not support writing password changes back to Active Directory, which is necessary for SSPR.

Final Answer Summary:

Microsoft Entra sign-ins must be authenticated by an Active Directory domain controller:Pass-through authentication (meets the requirement and minimizes administrative effort compared to AD FS).
Active Directory domain users must be able to use Microsoft Entra self-service password reset (SSPR):

Password writeback (required for SSPR in a hybrid environment).

References:

Microsoft Entra Connect documentation: "Choose the right authentication method" (Microsoft Learn:

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/choose-ad-authn) Microsoft Entra Connect documentation: "Password writeback for SSPR" (Microsoft Learn:https://learn.
microsoft.com/en-us/entra/identity/authentication/howto-sspr-writeback) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers Microsoft Entra Connect authentication
methods and SSPR configuration in hybrid environments.
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ROFEBIBEET Azure Y TRV )T avhtHYFET VM1 Azure ) —2 3 U KERE DA TLEYHBTIYR—D K ID: B ROKRICSRIIR—D R ID 2EBLET,

=

'Managed? | East US
Managed3 | West US
RODF7VaveERITLET,

* Managed1 & VM1 [ZE|Y 1 TET,
*KRETEEH) -3 VITRGT EVWSARTIDY V—R TIL—TH#ERLET,

ROERT—FADVKIDWT BZETHISEEE [TV ZBRLET, TN LHNDEZEIE [LWWR] ZBRLET,
EEFNEFNRDOELLSERIE A RS Y FOMEEAHY £,
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Answer:
Explanation:
#TERE: 130

R A—HY—ZET Azure AD TV FAHY FT,

~

RDRI



Azure AD Identity Protection Tl&, ROFEEFHFODA—H— URI R I—EHBRELET,

*EYHT:

o1—H¥— FI)I—T1
odl—H¥— Ry ELE
*arkA—JL:
OT7VER.THUOERETOYY
AR —0ER: A

Azure AD Identity Protection Tl& Z RDBEEEHFIOHA 42 YR RYS—FBRLET,

*EYHT:

o1—H¥— FI—T2

oA 142D XY BLUL
*arvkA—)L:

07V ER: ZERDBIEZEKRT S
*RY—FERALET DL
RDEETE:

BRED:

RDEAT— A FIDOVWT ZEBTAERFI [TV ZBIRLET, TRLUSNDGEERIE [VWWE] Z8IRLFET,

. ENENOELERIE N RS 2 FOEEASHY £,

Answer:
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Explanation:
Answer Area

..,Mz.crosoft T

Usart 5 IP address. ®
p n can ngn in fmm an anonymous IP address, o -

User3 can sign in from an anonymous IP address. @ O

o

TFTiERE: 131
RORIZRT VY —RZEZEC Azure Y TRV YT avnipyxd,

T— o Ticadon
RG1 Resource group East US
Managed! | Managed identity | East US
Managed2 | Managed identity | West US

TR )T aVIZE RORITRIEET D UONEENRTLET,

EDIDIZRGI DFAFAEEO—IZEIYETEHECENTEFIMNE L EORBIIUICIR—VF2ZEVETHIENTELEIMN AFTHICEF HETD Y 7 TEUGBRBRERZZBIRL T LS00, X
ELWERREFZENREN 1R FOEESHY FT,



SERBEICES Microsoft

Identities with Owner role: =%~
Managed1 only

Managed1, VM1, and VM3 only

Managed1, Managed2, and VM1 only

Managed1, Managed2, VM1, and VM2 only
Managed1, Managed2, VM1, VM2, and VM3 only

Virtual machines assigned to Managed2: ¥
VM4 only

VM2 and VM4 only
VM1, VM2, and VM4 only
VM1, VM2, VM3, and VM4

Answer:
Answer Area

Identities with Owner role: v

Managed1 only
Managed1, VM1, and VM3 only
Managed1, Managed2, and VM1 only

N Micro v ¥
Microsoft | Managed1, Managed2, VM1, and VM2 only . _ _
| Managed1, Managed2, VM1, VM2, and VM3 only |
Virtual machines assigned to Managed2: l_,____: S S T S L et | A e SN P L g
VM4 only

VM2 and VM4 only
VM1, VM2, and VM4 only

e e e T R

: VM1, VM2, VM3, and VM4 |

Explanation:

Box1:Managed1, Managed2, VM1, and VM2 VM3

Box2: VM1, VM2, VM3, VM4 This article confirms that managed identities can be used across geos:
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/managed-identities-faq
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Microsoft3657 7+ > kMH Y £9,



BEREREZRAVLA—Y—ZRETIVENHYET V) a—2ariF ROBHZHELTVWIRENAHYET,
JLTUoORILNREBLEBRVWTREZ LA —Y—(CKBIDY I U1,

PRIDBWARMELTHA VAV ESZTLET,

A=Y= T TNV r—2aVIlT7 IV ERTESELSICLEGAL VRV EERTH-ODFIHEELICERLET,
MEFEIRNETIN?EETHICF EEZ Y7 TEIGH T a v@BERLT EE W,

I DEREERENIRS O FOBENHY £9,

To classify leaked credentials @s high#fiskiuSe.. . . . . L.
"1 1 S| Azure Abtive'Directory (Azure AD) Identity Protection
Azure Active Directory (Azure AB) Privileged Identity Management (PIM)
Identity Governance A 9
Self-service password reset ([SSPR)

To trigger remediation, use: & 4 v
Client apps/not using lodern authentication
Device state
Sign-inick
Userlocation
Wser risk

To mitigate the risk, selegt” "~ -
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

Answer:



To classify leaked credentials as high-risk, use:

| Azure Active Directory (Azure AD) Identity Protection |

Azure Active Directory {Azure AD) F'rlwleged Identlty Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use:

Client apps not using Modern authentication
Device state”

Microsofiyy e e -

To mitigate the risk, select:

Apply app enforced restrictions
Block access

| Grant access but require password change |

Explanation:

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) anleged Identity Management (PIM)
Identity Governance A %

Self-service password reset (SSPR)

Client apps not usmg Modern amhe&tmn M I C ro S 0 ft

Device state h

Sign-in rlsk

User hc@in

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

Grant access but requure app prutectmn pancy

To trigger remediation, use:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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HET-D=%(Z1E, Contoso East & Contoso West & LNS ZHID 2 DOEFANH Y FF, A DEFID Microsoft 365 1D 7—F TV F v #RODEIZRLET,



Contoso East #ifD 11—+ —I[Z_ Contoso West 73 > k@ Microsoft SharePoint Online 4 AN TV X ZEIY HTHIDENHYET, 2DV ) a— 3 VIZIEEMD Microsoft 3G5 T 1 £ 2 A hvihs
BEThoTIERY FEFEA,

HETIEMETHZREN?

A. Contoso East Active Directory 7+ L X k% Contoso West 77 > FZREHI$ % & 512, Contoso Cast MEEFD Azure AD Connect H—/N\—ZFER L E T,

B. Contoso West 77> hTAzure AD 7 U r— 3y 7OF L E#ERLET,

C. Contoso East 1—#—% Contoso West 77+ > FDXF R FELTHBEHELET,

D. 2 & B ® Azure AD Connect 4 —/\—% Contoso East IZT 704 L _Contoso East Active Directory 7 # L X k% Contoso West 77 > FZREAT D& S ITH—/—ZERLET,

Answer: A (A —vt—T%#ET)

&HTMERE: 134
Department1 & WS ZEID BRI = v F # &L AzureActive Directory Azure AD) T+ > kDB Y FT,
Department1|Z (&, A—H—BRIZCRTIAhTWH1—H—»AWFET, A—F—]12TE0)voLET,)

Dashboard > ContoscAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

ContosoArureAD - Azure Active Directory
+ Add member [§ Remove member [ ] Bulkoperations ~ () Refresh == Columns 2 Preview features < Got feedback?

© Tris page includes previews avalable for your evaluation, View previews =

| P Search users | piad filters

2 users found

User principal name TS User type Directory synced

MName
I:] . Userl Userl@m365x629645.cnmicrosoft.com Member

] . User2 User2@m365:6 Mni C ro SO'F’tnbar

Department1|Z(& T IL—TBRIZSRENTWB T IL—THHYFET, WL—T12TE0)voLET,)
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b

Dashboard > ContosoAzureAD > Departmentl Administrative Unit

ContosolzureAD - Azure Active Direclnry

Departmentl Administrative Unit | Grtw

+ Add [i] Remove ) Refresh == Columns

review features ) Got feedback?

£ Search groups 7 Add filters )

Name OQ Group Type Membership Type

D ey Groupl ¢ Security
(] K9 Group2 \Q =.Min@SOft Assigned

Assigned

Department1(Z(&  AssignmentsBRICTREINTWHA—HF—EBEDIVETHAHYET, BIVETI2TZVUvILET,)
Dashboard * ContosoAzureAD > Identity Governance > Privileged Identity Management 2 Eunmsﬁﬂ_z___l.lreﬁl} ?

Group2® * > /\—[XGroup2MEBRICERINTWLET,

User Administrator | Assignments
I Uik Management | Azure AD ro y
.‘! MICrosoft. | w0 ooy

Eligible assignments Active assignments Expired assignments E

| O Search by member name or principal name

N -

el

Name Principal name Type Scope
User Administration al 9
Adminl Admml@m?{;ﬁxﬁzwhﬁﬁmsuﬁ.mm User Departmentl Administrative Unit (Administrative unit)
Admin2 Admin2@m36 5429888 Onmicrosoft.com User Directory

—

(-T2 v LET,)



Dashboard » ContosoAzureAD > Groups » Groupd

S Group2 | Members

Group

+ Add members (5 Remove () Refresh [] Bulk operations »» = == (‘.aklmns "\E3 Preview features <) Got feedback?

€ This page includes previews available for your M“f"*“ .”'“.?m:’ g M I C rO S Oft

Direct members

Name User type

[:] o User3 Member
D @ Userd Member

RDBEAT—FAVMIDWT RT— A Y FDtrueDIGEF [[FWVEBIRLET, TNUNDEEIE [LWWWZ]EERLET,
I WVLDERIZENREFNIRAS Y FOBIELHY £5,

= Statements s o f Yes  No

Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1to Group 2 O O
Admin 2 can reset the password of User1. O O

Answer:



Statements Yes No
Admin1 can reset the passwords of User3 and User-‘! O :_1’5_:
Microsoft .«aQ\+*"
Adimin1 can add Useqt to Gl‘ﬁup ™ O 1O
Admin 2 can reset the password of User1. '_(j,' O
Explanation:
Statements Yes No
Admin1 canreset the passwords of Userdand Userd. O 0

Admin1 can add User1 to Group2

Admin 2 can reset the password of User1.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

EX#TEIRE: 135

RORIZRITA—H—%2EL Azure Ad T+ FABHY FT,

Name | Usage location | Department | Job title
User1 | United States Sales AssoCiate
User2 | Finland Sales SalesRep
User3 | Australia Sales Manager

B —Y— JIL—TEERL ROIL—ILEXEFERLET,

user.usagelocation <in ["US®,"AU"] -and (user.department -eq "Sales”) -

EN1—H—NTIL—FIZEBMENFTTHM?

A. User1 & User3 D&

(user.jobTitle -eq “Manager®) -or (user.jobTitle -eq “SalesRep®)



B. User2®M#

C. User3 O #H

D. Usert ®#

E.1—%—1 31—4%—2 &U1—H—3
F.A—H%—1,31—H—20H

Answer: F (A —vt—U %5%Y)

EFTEIRE: 136

Site1 & L3 &R0 Microsoft SharePoint Online 44 k & Group1 & LV5 & RID Microsoft 365 4 JL— F# &4 Microsoft 365 H TRV 1) T 3 Uhi®H Y E9, Groupl M A > /\—hH' Site1 (290 BET7 Y &
ATEDHILEZHRBI IV ENHYVFET , V) a2a—2a TR EEFHER/NMRICHNASZBENHY FT AEFEAEVLDTLLEIN?

AA7U9EALEa1—

B.54 7294 )L 77—, 70—

C.&HFET7THIER KR I—

D. 7O RNy H—

Answer: D (A —vyt—T#ET)

A%h%: SC-300J RAREEE (X GoShiken.com MR & h =& LAOF L) SC-300J :REX[EIREE ! GoShiken.com A EH D SC-300J HEARIREE #1R1t L TLVEF . GoShiken.com SC-300J RERRIREIL R H
T RENEETIIVVET , HD GoShiken.com SC-300J MREE %4 v h 3 5 AILZ B 5. https://www.goshiken.com/Microsoft/SC-300J-mondaishu.html (37030%OFFRESE A & IEfi# {1 & T 30%w

#A1EI51a0— K: Freepdfdumps)
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FCOBRMIE . BLCYFT A ERRTISZ—EDEMO—TY, —EDOBERICIEZENETN, EOON-BEXZRH-THEOERRAEFENTVET Bl Y Ik > TIE ELWVERRVERHDHIEE
LEHNIE, ELWVERRNLGWNMEEEHY FET,

DL aVTEMIZEZAZE TRV VI VIZRDZLEETEFRA, ZDH CNODOEBERIEILE a—BREIZRTINEEA,

Microsoft Entra 77 > b IZRE#I9 % Active Directory 74+ LA kDXHY £9,

Active Directory TA—H— 7 ho Y bHAEHIZHE > TWBIEETEH EMH > TSI —HF—IEH®XK 30 5[ Microsoft Entra [Zxt L TERIEETES Z &b Y ET,
Active Directory T1—H— 7hO Y FBREMZHEH>TWBGEEIEX ZO1—H— 7HD Y FHAESIC Microsoft Entra ~DFREEEZ(ToNTE WK S IZTTEIHERHY T,
Solution: You configure Microsoft Entra Password Protection.

CNIFBEEZHZLTUOETH?

A. [EL

B. L\ %

Answer: B (A —vyt—T%EY)

=FIRE: 138
RORIZERT )Y —REECAzure TR0 ) FoavhibyYET,
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pams B\ icro¥Btt
Group1 Group that hastlic Assigned membership type
App1 Enterprise application in Azure Active Directory (Azure AD)
Contributor Azure subscription role
Role1 Azure Active Directory (Azure AD) role

ED)Y—RIZHLTCT7 VA LVEL—%ERTEEITM?

A. Group1_App1. Contributor_  Role1

B. RTILEFREDH

C. Group1_Role1_ & & UContributor® #

D. S IL—T1DH

Answer: (&% &9 B)

Access reviews require an Azure AD Premium P2 license.

Access reviews for Group1 and App1 can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Role1 would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

= HTERE: 139
T4 DT T) BERERTE FDAzureActive Directory Azure AD) T+ > "B YET , T2 MIFX RORICTRTAI—F—BNEENRTNET,

Name Role .
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
Usell™ n 1; SPlJsers:

App1 EAPP2E WS RRID2DDY 59 K7 T EBEBALET, F0—/\)LEEEIL, App1 ZEAzureADIZ &SR L F T,
A—H—FApplICE|Y B TR ENTESL1—H—& AzureADIZApp2 4 B TES1—H—2HBEITIBENHY T,
RIZHETIVENHYEFITM?2EEZTHICIE EEI) 7TEUGEA T a3 VEERL TS,

I WDBIRIIZENEFNIRS > FOBIELAHY FT,

Can assign users to App1:

Admini only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
AdminT, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admini, Admin2, Admin3, and User1
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Answer:

Can assign users t0#pp1: , -

[ dmind orily
| Admin3 only
erdmim and Admin3 only |

Admin1, Admin2,:and Admin3 only

Admin1gAdmin2, Admin3, and User1

-an register App2 in Azure AD"

v

Explanation:

Can assign users to App1:

Can register App2 in Azure AD:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

=HTfERE: 140

SIZIE User1 &EWLVS ARIDI—H—%ED Microsoft Entra 73+ > kD HYET,

Admin1 only
Admin3 only
Admin1 and Admin3 only

I. Admin1 Admin? Admin3 andllserd

-
Admin1 only
Admin3 only
Admin1 and AGBIIBONY -, - - £
Admin1, Admin2, and Admin3 only
Admin1. Admin2, Admin3, and User1

v

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

R#IZIEY—T T4 T EMBEVI2D00HMALHY F7,

R—=T7 T4 7 BADL—HF—DAHEEET BHIZIE, Userl ICTHERZHE5T IVENHYET,

AN EERTNETLEIN?
A EEBII—T
B. a resource group

C. Microsoft 365 &' JL— 7
D. T E L



Answer: D (A —vt—T%#ET)

HTERE: 141

A—H—MNHgh70 A AV 75— b2 b)A—LEEZIIT IR ZTOVITHEMGET IR R O—2BLET , ROFH TR D—2T XA NTEIRENHYFET,
*aA—HY—ROERMN YIS LET,

*A—Y—DNHLA 4 YRV ERIA—-LET,

TAMERTT2EOITAZERTLILENHY FIH?

A. FHRFET I EAD What If V—)L

B. Azure AD ¥ A >4 > B

C.Azure AD D7V X LEa—

D. Microsoft Defender for Cloud Apps D79 T4« ET« B

Answer: A (A —yt—C %751

=ITEIRE: 142
RORIZRITA—H—%FEL/\1 T ) K Microsoft 365 4 TR o) T avhHyYEd,

Global Admimstrator
Application Addinitriier ~
Cloud A_ml&afh:ih Administrator
Afphdation Developer

Monhe

FUTLIADT T ZBRATHFETT 1, Appl I Azure AD [Z& RSN Azure AD 7 T —T 3y JOXV#ERALET,

T7IVr—230 7OXY ORIV ADA R M—)LEREL Userl H¥ Appl & Azure AD IZERRTE D LSITTARENHYFET , V)1 —2a v TR S/MHEDQRAZERT ILELHYET,
EDI—H—NA VXM= JLEETTILENHY FIM?FET, Userst ICIFEDRENZENY B THILELNHY FIMN?BETHICE BABFBEHETEUGA T a o EERLTLESY,
EELSCERTBE-VICTI RS Y FOMELSHY £9,

Wi ﬁ C FQSQ:ﬁi perform the installation: | Admin3 - |

Admm1
A ind p

Admmnd

fssign User1 the role of: | Application Developer v |
Apphcatnon Administrator

Cloud Application Admunistrator
Globat Admuristrator

Answer:


https://www.jpnpdf.com/Microsoft.SC-300J.v2025-05-17.q150-mondaishu.html
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Wlser! the role of: | Application Developer

~Apphcation Admunisirator

pud Application Administrator
bbal Administrator

Explanation:

User that should perform the installation: wLm
_mgu'usi*r the r.l;;llvu!"*i'.'ll:,'-lr Auﬂp'@_'ﬁé:amn Developer

'Microsoft

=
i
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2RY95

Windows 10/11 Enterprise E3 5 4 > X % Sg-Retail 7 IL—FIZEIY B TELENHY FET,
Answer:

See the Explanation for the complete step by step solution

Explanation:

To assign a Windows 10/11 Enterprise E3 license to the Sg-Retail group, you can follow these steps:
Sign in to the Microsoft Entra admin center:

Make sure you have the role of Global Administrator or License Administrator.

Navigate to the licensing page:

Go to Billing > Licenses1.

Find the Windows 10/11 Enterprise E3 license:

Look for the Windows 10/11 Enterprise E3 license in the list of available products.

Assign licenses to the group:

Select the license and then choose Assign licenses.

Search for and select the Sg-Retail group.

Confirm the assignment and make sure that the correct number of licenses is available for the group.
Review and confirm the assignment:



Ensure that the licenses have been properly assigned to the Sg-Retail group without affecting other groups or users.

Monitor the license status:

Check the license usage and status to ensure that the Sg-Retail group members can utilize the Windows 10/11 Enterprise E3 features.
By following these steps, the Sg-Retail group should now have the Windows 10/11 Enterprise E3 licenses assigned to them.

AT 144

ERERZTHELTICE 2RERBOREZERT ALENHY FT,

fAIZzgRETL & HHV?

A. Azure Sentinel L—ILDOC Y Y EZHRAEIAXLET,

B.7—0Jv U &ERLET,

C. Azure Sentinel 7—4 ARV 2 ZEBMLET,

D. Azure Sentinel LA vy #BMLET,

Answer: A (A —vyt—T%#ET)

Topic 1, Litware, IncOverview

Litware, Inc. is a pharmaceutical company that has a subsidiary named fabrikam, inc Litware has offices in Boston and Seattle, but has employees located across the United States. Employees connect
remotely to either office by using a VPN connection.

Identity Environment

The network contains an Active Directory forest named litware.com that is linked to an Azure Active Directory (Azure AD) tenant named litware.com. Azure AD Connect uses pass-through authentication
and has password hash synchronization disabled.

Litware.com contains a user named User1 who oversees all application development. Litware implements Azure AD Application Proxy.

Fabrikam has an Azure AD tenant named fabrikam.com. The users at Fabrikam access the resources in litware.

com by using gu est accounts in the litware.com tenant.

Cloud Environment

All the users at Litware have Microsoft 365 Enterprise E5 licenses. All the built-in anomaly detection polices in Microsoft Cloud App Security are enabled.

Litware has an Azure subscription associated to the litware.com Azure AD tenant. The subscription contains an Azure Sentinel instance that uses the Azure Active Directory connector and the Office 365
connector.

Azure Sentinel currently collects the Azure AD sign-ins logs and audit logs.

On-premises Environment

The on-premises network contains the severs shown in the following table.

T

it - Windows | S 0 [T 1

11 i 1 { mm“
_‘IIIEJ s, 2019 Bostorqﬁl . :Equgr_mm-:‘ttrqun _
. | ANt 1 1 hi “ -~ ol MVare.co that
iservera ||| [ TEEENE) }Bﬁ%},” | runs the Az D\AbpiCats -Of
_ : THTHHIT fd_ﬁ 1 lmﬂﬂ nee o i
 SERVER2 Windows T [ Member server that uses Azure AD
[yt  Server 2019 .ﬁp!,!g?”_;“r!” Jﬁhnhe_déi;r

Both Litware offices connect directly to the internet. Both offices connect to virtual networks in the Azure subscription by using a site-to-site VPN connection. All on-premises domain controllers are
prevented from accessing the internet.
Delegation Requirements
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Litware identifies the following delegation requirements:

* Delegate the management of privileged roles by using Azure AD Privileged Identity Management (PIM).

* Prevent nonprivileged users from registering applications in the litware.com Azure AD tenant-

* Use custom catalogs and custom programs for Identity Governance.

* Ensure that User1 can create enterprise applications in Azure AD. Use the principle of least privilege.

Licensing Requirements

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest.

Litware wants to manage the assignment of Azure AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to
Microsoft

365 group that he appropriate license assigned.

Management Requirement

Litware wants to create a group named LWGroup1 will contain all the Azure AD user accounts for Litware but exclude all the Azure AD guest accounts.
Authentication Requirements

Litware identifies the following authentication requirements:

* Implement multi-factor authentication (MFA) for all Litware users.

* Exempt users from using MFA to authenticate to Azure AD from the Boston office of Litware.

* Implement a banned password list for the litware.com forest.

* Enforce MFA when accessing on-premises applications.

* Automatically detect and remediate externally leaked credentials

Access Requirements

Litware wants to create a group named LWGroup1 that will contain all the Azure AD user accounts for Litware but exclude all the Azure AD guest accounts.
Monitoring Requirements

Litware wants to use the Fusion rule in Azure Sentinel to detect multi-staged that include a combination of suspicious Azure AD sign-ins followed by anomalous Microsoft Office 365 activity.

Ex#HRE: 145

REDENY L TZEEIS-OICERTIRENZFET IV EAHYET V) a—YavE ZEEOERZEH-ITVENDHYET,
HEIIFFET EINEN?EET AHICIF BHEL) 7 THEUGA T a3 VEBRLTIESL,

T WEREEZNRENIRS D FOMEELIHY FT,

To manage Azure AD bullisin rolgassigninients| use! v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure buili-inrale assignments, use: b
Global administrator
Privileged role administrator
Security administrator

User access administrator

Answer:



To manage h?,u %5 %ﬁ %@ iignrnents, use.

Glnbal admlmstramr

Securlty administrator

User access administrator

To manage Azuie built-in role assignments, use: -
Global administrator
F’ri'uftleged mle administratnr

LLSELEICEESS.EdeDISt[ath

Explanation:
‘0 manage Azure AD built-in role assignments, use: -
Global administrator
Privileged role administrator
Securlty administrator
User access administrator
To manage Azure built-inrole assignments, use: v
Global administrator
Privileged role administrator
" @ﬁnlstrator
Wﬂ | éﬁa%:ess administrator
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

Topic 2, Contoso, LtdOverview

Contoso, Ltd is a consulting company that has a main office in Montreal offices in London and Seattle.

Contoso has a partnership with a company named Fabrikam, Inc Fabcricam has an Azure Active Diretory (Azure AD) tenant named fabrikam.com.

Existing Environment

The on-premises network of Contoso contains an Active Directory domain named contos.com. The domain contains an organizational unit (OU) named Contoso_Resources. The Contoso_Resoureces OU
contains all users and computers.

The Contoso.com Active Directory domain contains the users shown in the following table.



__MName | Office | Department
Adlrmini PACiTeal Helpdesk [
"1.’.*1'(!{'1 il “f'\.:'.l:':nllv.-ﬂ .HH‘.
_i.'!'iier.a Manitreal HiHe
Liser3 f Montreal 1] _H_Fl'._ (AL
dgun2, . fclondon, ¢ Helpdesk | |
ey Londoe Finance
Users Loglign: | {'Satesi!![||T[TTT]]]
Usert Lt iedton _ Sales
Admn3  \[Seatiie | Heipdesi ||
Liserd Seatthe | Sales
Ugerd | Séattle snbesi LR
Userd | Seattle I'sales

Microsoft 365/Azure Environment

Contoso has an Azure AD tenant named Contoso.com that has the following associated licenses:

Microsoft Office 365 Enterprise E5

Enterprise Mobility + Security

Windows 10 Enterprise E5

Project Plan 3

Azure AD Connect is configured between azure AD and Active Directory Domain Serverless (AD DS). Only the Contoso Resources OU is synced.

Helpdesk administrators routinely use the Microsoft 365 admin center to manage user settings.

User administrators currently use the Microsoft 365 admin center to manually assign licenses, All user have all licenses assigned besides following exception:
The users in the London office have the Microsoft 365 admin center to manually assign licenses. All user have licenses assigned besides the following exceptions:
The users in the London office have the Microsoft 365 Phone System License unassigned.

The users in the Seattle office have the Yammer Enterprise License unassigned.

Security defaults are disabled for Contoso.com.

Contoso uses Azure AD Privileged identity Management (PIM) to project administrator roles.

Problem Statements

Contoso identifies the following issues:

* Currently, all the helpdesk administrators can manage user licenses throughout the entire Microsoft 365 tenant.

* The user administrators report that it is tedious to manually configure the different license requirements for each Contoso office.

* The helpdesk administrators spend too much time provisioning internal and guest access to the required Microsoft 365 services and apps.

* Currently, the helpdesk administrators can perform tasks by using the: User administrator role without justification or approval.

* When the Logs node is selected in Azure AD, an error message appears stating that Log Analytics integration is not enabled.

Planned Changes

Contoso plans to implement the following changes.

Implement self-service password reset (SSPR). Analyze Azure audit activity logs by using Azure Monitor- Simplify license allocation for new users added to the tenant. Collaborate with the users at
Fabrikam on a joint marketing campaign. Configure the User administrator role to require justification and approval to activate.

Implement a custom line-of-business Azure web app named App1. App1 will be accessible from the internet and authenticated by using Azure AD accounts.

For new users in the marketing department, implement an automated approval workflow to provide access to a Microsoft SharePoint Online site, group, and app.
Contoso plans to acquire a company named Corporation. One hundred new A Datum users will be created in an Active Directory OU named Adatum. The users will be located in London and Seattle.
Technical Requirements

Contoso identifies the following technical requirements:

* AH users must be synced from AD DS to the contoso.com Azure AD tenant.

* App1 must have a redirect URI pointed to https://contoso.com/auth-response.

* License allocation for new users must be assigned automatically based on the location of the user.



* Fabrikam users must have access to the marketing department's SharePoint site for a maximum of 90 days.

* Administrative actions performed in Azure AD must be audited. Audit logs must be retained for one year.

* The helpdesk administrators must be able to manage licenses for only the users in their respective office.

* Users must be forced to change their password if there is a probability that the users' identity was compromised.

EHTEIRE: 146
RDOKRIZTRT 1—H—F ST AzureActive Directory Azure AD) TF > bAHY £9,

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

User1(dGroup1 DR EE&ETY,
ROBEEHEIDTIVCALEaA—FERLET,
LEaA—951—H— JIL—TDA/N—
gEHE: 28

JI—7 5 IIL—1

LEa7— A2/\— (BB)

UserBD 77 AL EaA—%2FTTESI—Y—FENTIMN?
A. User1_User2 & & UUser3

B. User3dM#

C. UsertM#H

D. User1 & User2d &

Answer: (fAZEZ%RTT B)
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Microsoft Defender for Cloud Apps Z{#HA9 % Microsoft 365 E5 H TRV ) T a v &HE>TWET,
IR T3 oD7T)DEFx) T4 %#8IETDHFETT,
A—Y—RBIAEZVNELLBEVWTTIEHRETILENH D

Microsoft 365 Defender R—Z )L ClE A ZE X ETTH?

A.OAuth R o—#ERL . 75— b ERHERLET,

B.VSOKRT7T) hanJx#wEELET,

C. R+ wF< 3w bk Cloud Discovery LA Rk— F#ERLET,

D. BHEESN7TIUDIV T HEERLET,

Answer: D (A —vyt—T%EY)
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Azure MonitorZ{# A L T Azure Active Directory Azure AD) 79 T4 ET 4« QT &N LET,

Yonld F—IL{tEDAzure A) 1—H—DH A A VETICH LT BA100EBZ3EFA—ILTS5—FEZELET,
FLWEF 1) T EBELNHLORDOYICTSI— b 2RETHILEHR T IVELHYFET,
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A. L\ Z
B. (LY
Answer: A (A —yt—T %)

RFTHEIRE: 149
v k=221 contoso.com & WS BRINDA > T L 2 XD Active Directory KA A4 UAEENTWVWET, RAAS VIZIE RORISRTA TPz FAEENRTULET,

Name Type In organizational . . Description
wnit(OU) |
User1 User OU1 Liser1 is a member of Group1.
bser2 _f.User . | OUT User2 is not a member of any
IVIICFOSOT1 groups.
Group1 | Security group | OU2 User1 and Group2 are members
of Group1.
Group2 | Security group®,. ['OU1 Group?2 is a member of Group1.

Azure AD Connect #4 YA F—JLLET, FALEOUDT 4B VT IDHRBRBIZHST, FAS L EOUD T AR ) U TREEERLET (FAAMEOQU T4 ILEB Y12 TED v L
x9,)
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& Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

Connected to Azure AD perform full import on the directory.

Sync Directory.  contoso.com v Refresh Ou/Domain [?7]

Connect Directories ' Sync all domains and OUs

Domain/OU Filtering %) Sync selected domains and OUs

fllepno g = | A M scontoso.com
optignyyreates | (DS C) ' Euiltin
omputers
. Domain Centrollers
isForeignSecurityPringipals
Infrastructure
LostAndFound
L1 "Managed Service Accounts
o On
| ou2
Program Data
L System
Users

Configure

B—H—ETNARADT A ILE— | OFBAIHR ST, A—HF—ETNARADTANVNEF—BREZRBHELET (- —ETNRARDTANE—12 TV I LET,)




& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

1 iect Directories

Domain/OU Filtering (U Synchronize all users and devices

Optional Features FOREST GROUF

Configure contoso.com CN=Groupt,0U=0U2,DC= contoso,DC=com Resolve @

RDEARAT— AV RIDWT EDRAT— A A true DFRIF[IFV] ZBRLET, TSN DHEIEX, DWZ I ZRBRLET,




Statements

User1 syncs to Azure AD.

b s he ) A

Group?2 syncs to Azure AD.

o Statements Yes No
User1 syncs to Azure AD. K q_\_ﬁ_u O
User2 syncs to Azur 6 O :__(5_:
Group2 syncs to\S AR Mic rosofi ) | O

Explanation:

Statements Yes No

User1 syncs to Azure AD. O

User2 syncs to Azure AL ] O |

Group2 syncs ;':" : @)

E I\/Iirosof't

Only direct members of Group1 are synced. Group2 will sync as it is a direct member of Group1 but the members of Group2 will not sync.
Reference:

htt ESF/E]/dOCS .microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
]

RDORIZKRT Y Y—RZEET contoso.com & LVNS RRID Azure AD T+ > bABHY T3,



Admin 1 EWSZRID1I—F—ZERLET,

MName Description
Aul Administrative unit
CAPolicyl | Conditional Access policy
Package1 | Access package

EHEEN contoso.com DtEx ) T4 DREMEEZENITELLZHERT IBDENHYET,

A ZIRETIN?

A. Identity Governance ##m LE T,

B. Package1 ZHIB& LE T,

C. CAPolicy1 ZHIBRLZET,

D. Admin1 2 Aul OFEFEEEEO—ILZIIYAETET,

Answer: (f2& &R~ 9 B)

To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional Access administrator, or global administrator. Then, browse to Azure Active
Directory > Properties and select Manage security defaults. Set the Enable security defaults toggle to Yes and select Save.

After that, you can assign Admin1 the Identity Administrator role for Au1 to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/
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