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RATRIRE: 1

EHfFET AR O—%FHT HAzureActive Directory Azure AD) T+ kDHY ET,
Y—bFNN—TFT 1 DEX2)TAEREI VARV LNEE SIEM)ZFERALT EHHFETIERD
FERARRESTAHILEEFEHBELTWET,
EHRETIVERRAR)O—T—2%EELAzureADO T A 00— R ZBEBENHYET,
Azure ADWLfIE TV RAR— b HRELAHYETM?

A. JSONEEKXTOH A 21 >

B.CSViEEXXTOHAL 1Y

C. JSONERDEERY

D. CSVEXDEZERY

Answer: C (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

EXFRE: 2

contoso.com & LS &Rl AzureActive Directory Azure AD) 75> kDB Y ET,

Azure ADIZEBFE SN TWA 7 TN r—L a3 VEETTH23IRTOLI—H—IZE FHHETIE
ARY—NEHINET,

A—H—NUAHL—BAEFERATELVKSICTILELNHY FET,
WEDZBAEDHITERNT DD FHRFET IV ERAR O—ICAEZEDIDLELHY FET
m?

AVSIORT7TIVERIITI O a vDEN

B.1—H—0D1 XU EH

C.O954F72 7T DIKEE

D.HA 142D R EH

Answer: C (A —vyt—T%REY)
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication

ExFTEIRE: 3

Azure Active Directory Azure AD) T+ > FhHY ET,

TFHU A, A—Y—@FT7 TV 75— 3 VEERTEFET, VLRICRESATVET,
Admin1&E WS BRTDI—F—(E Appl EVWSEZRIDFH LWV SV 7TV ETTIOATHLE
nHYET,

Admin1 ¥ App1Z#AzureADICE R TE S L BT AMENHYET, V) a—P 3 viF &
HIEORNZERT IVELHY FT,

AdMINIZEDEENZENY HTEHIRELHY FTIMN7?

A. AzureADD 7 7)) r— 3 VRARE

B. Subscription1® 7 7 R T— 2 FhiEE

C. Subscription1 DI Rr—L K7 Y r—avarv b JEa—42—

D. AzureADD Y 59 K7 7)) r— 3 U EBE

Answer: A (A —vt—T %KY

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

EXFEIRE: 4
ZEFRIDIE MFA) BNERNZA > TULVBHAzure Active Directory Azure AD) T+ > EDH Y F£9,
THhoo bR T7OREER ROBICTRT LS ICEBREINTUVET,

Account lockout

"hﬂpﬂlﬂylﬂlk Accrruni in the ) *a:lnr.:luthﬂi..tl}lms awiwicm || there are
oo mary denied authentication attempts m a row 7B Teatuse only applies to
users who enter a FIN 10 authenticate.

Wu‘l MFA denialy to tngger l-:vl:uiﬂl lex."lé\nut o

o

Btir wrrwiil s Wi lesekednnat cnl'.'n:ﬂ.-ri:.m.-l -
[Leo :

Fetinastas Wil ascount i :.mu cally unblocoed =
[ 3o

KOy TA O AZa—%FRALT HICRENTVWABERICEDVWTERT— AV MERET
T AHARIBZOERFEZZEIRLET,
I WLDERIZEFENRENIRAS D FOBIELHY £5,

Answer Arca

A user account will be locked out it the user enters the wiong [answer choice] three times. femail address
Microsoft Authenticatorn app code
suscrc]

 a user account is locked, the user can Skan ' in again successfully after [answer choice)

S®Microsoft <

Answer:
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Answer Arca

A user accourt will be lacked out it the user enters the wronly [answer.choice] three times. Jemail address

H a user account is' locked, the user can sian in agai sucéassiully after lanswer choice]
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FIRE: 5

Microsoft36573+ > kA H Y £T,

Azure Active Directory Azure AD) T3 > k& A > 7L = XDActiveDirectory K 4 1 »IZEHI L
FY,

Emergency1&E WS ZRTIDBET IV LREBT7H OV b EERT 5 FETT, Emergency|Z

(&, AzureADD Y O—/N)LEBEDREINE|Y ZHTHNFT, Emergencyld, AzureADBEEE D [E
ERLUFVITLVIRA VISR NIV FYOEENRELZHEICERAINET,

B 2BFICEmergency 1Y A U O TELRLBLHAHEEEZROTRENHY T,
HEFMETENEN?

A. Emergency1IZZEHREBEE MFA)ZERT DL S ITEHMET IV ERR) O—EBRLET,
B. Emergency1® 5 O—/\)LEEE O—/LDAzure ADSFHEIDERE PIM) 7Y T4 X—2 3 b

BTY,

C. Emergency1 DY A VA VIGFhERERY FT—U DAHIZHIBRT 5EEMHETT IO RAKR) o—
ZHEELET,

D. Emergency1 N EB INIGE, FlEY A A U LEEBRICTI—FEERT HEL SIS
AzureMonitorZ R L £ 9,

Answer: D (A —vt—U%&9)

EXFEIRE: 6

contoso.com@DSMTP7 KL RAEfZEERT 574 > 7 L = XMMicrosoftExchangeffifiih & Y F
9,

A—H—HRBEFDEFA—ILT FLRAZEFERL T Microsoft365H—EX~ADEIL TH—EXH
ATV THEFTO>TWA I b Y FELT,

BoE& 11— —% & AzureActive Directory Azure AD) T+ > MZRT 545 00—/ )L EEE
EREITLIRELADYET,

IBFICETTIDLELNHDA4DDT I AVIEENTIN?BETSHICIE BUNLETFTIavET
23 D)X MO LEIEEEHICEEL, ELWEFRICHERET,
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Actions i . Answer Area

Signin to the Microsoft 365 admin ténter.
'Createa sélrsianecﬁer accountinthe Azure AD |
 tenant.

"Frorn the Microsoft 365 admin center, add the domam"

©
DAHEE. ; @

©Q

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS zone.

Answer:

Answer Area

Create a self-signed user account in the Azure
AD tenant.

Sign in to the Microsoft 365 admin sontedl |ICrosofy

Respond to the Become the admin message.

Create a TXT record in the contoso.com DNS
zone.

1 - Create a self-signed user account in the Azure AD tenant.
2 - Sign in to the Microsoft 365 admin conter.

3 - Respond to the Become the admin message.

4 - Create a TXT record in the contoso.com DNS zone.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

BEHRRE: 7

D59 RR=RADITVE—T 54 X7 7) %#EE$ AzureActive Directory Azure AD) T+ > D%
YET,

My Apps R—R LT BBETHF7 TV EATIVIZTL—TIT IRLELHY ET,

fAIZERT 2RENHY FITM7?

A 325

B.aLvY3v

C.faAR) I—



D. BT IL—T

Answer: (fAZEZ%RTT 5)

Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-
portal-2dae6b8a-d8b0-4a16-9a5d-71ed4d6a6c1d

HTEIRE: 8
ROBITRT &SI, A—F—EEEFEDO—JLDAzure ADFFHEIDERE PIM) O—ILEBREZED
Azure Active Directory Azure AD) T+ > kDY ET,

. ContosoAzureAD > ldentity Governance - Privileged Identity Management > ContosoAzureAD > User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& edit
Activation
SETTING _ STATE,
WNWiHcCro<nl
Activation maximum duration (hours) Bhour(s)
Require justification on activation “Yes
Require ticket information on activation Mo
On activation, require Azure MFA ; i o Yes
Require approval to activate . Yes
Approvers None
Assignment
SETTING STATE
Allow permanent eli;hhas_si_g_nmmt No
Expire eligible assignmm.'ult:; after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment Mo

Require justification on active assignment No
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FAY TEY A Za—2FRALT RITREATVSERICEDVTERAT— AV MERT
I HEEDEREERERLET,
T WVEREZENRENARS D FOMEELIHY FT,

A user who requires access to the User administration role must perform ]‘Z\ f‘
multi-factor authentication (MFA) every [answer choicel 8 hour

Before an eligible user can perform a task that requires the User -
administrator role, the activation must be approved by:a [answer choice]. | global administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

Answer:

A user who requires access to the User admifj prrole w@eﬂ'{ + hd
multi-factor authentication (MEA) everyJanswer ch i hours
15 days

1. month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. global administrator only
global administrator or privileged role administrator
permanently assigned user administrator
lprivileged role administrator only

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan

= HfEIRE: 9
ZEOERZEBI=TICIL AzureADT7 T DEREEBR T ILELHY FT,
HEIIFFET EINEN?EET SHICIF BAET) 7 THEUGE T a3 VEBRL TS,

I VERIEZENENIRS Y FOMELAHY £,
Azure AD tenant-level setting to modify: R, N\ Y v

Allow users to register applica cation
Users can consent to@apps accessing company data on their behalf
Users can request admifi consent to apps they are unable to consent to

o N o
N G

Role to assign to User1: I v
Application administrator
r'@tlop developer,
) IN applicatidn/adrinistrator

Answer:



Azure AD tenant-levelsetting to modify: v

|A|Io_w users o register application
Sers can consent {0 apps accessing company data on their beha

Users can request.admin consént to apps they are unable to consent to

Role to assign to User1: v
Applicalion administrator
Application developer

Cloud application administrator

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

EHTREIRE: 10

Azure MonitorZ{#F L T, Azure Active Directory Azure AD) 7V T4 ET 4 BT R LET,
Yonld, T—ILt EDAzure A) A —H—DH A A VERITICRH LT EHI100ZBZH5EF A —IL
77— rERELET,

FLOWEX ) TAEBELRHLI-ORDYICTS— b ERIETHLEZHRTILELNHY F
9,

fRRE Azure E= A —MD FTHLVIVIIL—TEEELFET,
HNIFEEZERLTOVETN?

A. LWV R

B. &L

Answer: (&% &RT~9 5)

AT 11

B =D&t (FHE Azure Active Directory Azure AD) H¥HDERE PIM)ZFRELFELT-,
PIMTO&EIZHRT 5L SHDITHMADISADI—H—2ENKGEMNGEX2) T4 EEE
ERZHE->TWS I &MY ET,

ITHFADI—F -0 BELGHZEICOAEF21) T+ EBEORINTILRTESLELSITTS
BENHYFET,

tXa )T BEBEORIDOENY B TICEHMEZERT 2LENHY FITH?

A BREFEDFHENOXRDENY B TEHRUINICLET

B. REIBEDHMNST VT4 THBEIYETZHRUINICLET
C.7I9T4T~DEYETRAT

D. BEADEIYBTHAT

Answer: D (A —vt— U %&9)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure

FTEIRE: 12
contoso.comMDSMTP®D 7 k L X ZEfE % 9 S MicrosoftExchangefflfgini & Y £9,
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fAIADD I—H—[F B Dcontoso.comBEF A —)LF FLRZ{FEA L T, Azure Active
Directory Azure AD)~AND LI ITH—ERY A VT v TEFTVET,
BEERZ1—Y—%&8LAzureADT TV MMIxT 50—/ ILEBEEHFEZRIELET,
Microsoft 3654 —E X~NDEIL 7 H—ERXY A U7 v TD=®HIZ  1—H—hicontoso.com
AzureADTF+ U FCA—H—TFh OV b EERTELBRWKSIZTIRELHYET,
EDPowerShellav > kL vy FERITITILENHYFIMN?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. E#-MsolfederatedDomain

D. Set-MsolDomain

Answer: A (A —yt—T#ET)
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-
signup

ATIRE: 13

Azure Active Directory Azure AD) T+ > kABHY ET,

RDFBEEHEDOHRAPpsE WS BRFID I VA —TSA X7 T r—avaL v avuEERL
9,

*FF)r— 3> Appl, App? . App3

‘ThEE . EIES

*A—H—& 45 )L— T HRUsers

AH3DDT7 FTYIZIZ, ROTANRT A EBELHY EFT,

*A—HY NP A A TEDHEIITT S IEL

MBGEA—H—FY HT (&L

*A—H—[ZRFR (FL

A—H—[L My AppstR—RILIZF I ERT B E Appl EAPP2DH EFRZA D EREL TULET,
A—H—DApp3LRRTEDLIICTIRELNHYET, App3h ol EZITRETIMN?
App3M bl Z T RETITM?

A 1—H—E5)L—TMh5 HRUsers&BMLET,

B. 70 LDTANT 4 BRI —BYSBTE[VWLRIZEELET,

C.[#ER]MN S, A—H—REDEREZERLET,

D. >V NYAF oG YA A VAREBRLET,

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-applications-portal-
workspaces

EHTEIRE: 14
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EHERZBH=TIZIE LWGroup1 FIL—T &R T HRENHY FT,

A VN—2 Y TIN—ILEEDESIZETTIRELAHY FTIMN?EZDICIE BEYLIEZIE
LWE—5y MZ RSy Y LET KEF 1EFEFRTSILEE EHEFERTEZLEE Fo1=K
FARALEWI LI TEFT AT UVERTTDICIE, ZLDEE XM VBITHEIN—%F

SYTTEN R O-ILTEZLERAHYET,
I UOBIRIZEFENFNIRS Y FOMMIERHY £9,

Answor Arca

Answer:
Answer Arca

=ETERE: 15
Microsoft36ST7+ > khdH Y F9,

2URIOED') R +EETHighRiskCountries& LS RRIDIGARRZER L E T,
DX DEVWEILEGKT HEE. I — DR HIFTELRRZHBETILELNHY F

_d—

EHHETIEAR) O—TRIZERT HIVENHY FTIN?EET HICE EETY 7 THEY

BAToarv&EBRLTCESEN,

T L VEREEAENRS  FOMENHY ET,

Configure HighRiskCountrnies by using:

Conligure Sign-n froquency by using:

Answer:

A cloud app or action
A condition
A ciranl control

A cloud app or action
A condition

ant contral

Aeloud app or action
A condition

A grant control

A session control

A serss0n control

Ex#TEIRE: 16

cloud app or action

A condition
A grant contral

A session control




SecAdmin1 & LS & RID 1 —H —% & AzureActive Directory Azure AD) T3> bAH Y FT,
SecAdmin1IZ(E, ¥ T4 BEBORIMNEIVETOATLET,

SecAdmin1l, Azure AD IdentityProtection®R— 2 LM /XX D — k&) £y FTELGVEREL
TWEY,

SecAdmiN1AFEBEEL—HF—(TRHO>TNHNRAT—FZEEL Yy aVEENITETEHILESE
HRITIVLENHYFT VY a—2arlE RIMFEDRAZHERT IBENHYFET,
SecAdmMIN1IZEDKRENZEY BTAIRDEAHYEFIMN?

A. I EHEE

B.NLITTRYEEE

C. FHEELEEE

D.tXal)T4ARL—42—

Answer: C (A —vyt—T#ET)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

A%h7: SC-300J RS (X GoShiken.com MRt SN f=E#& L3 L) SC-300J FAERFERESE !

GoShiken.com M &xHT D SC-300J FHERFEL 12t L TLYET, GoShiken.com SC-300J &
BRI R T MENEETIEWNET, &#HD GoShiken.com SC-300J EEE 7 Y b
% A& Z 5 ! https://www.goshiken.com/Microsoft/SC-300J-mondaishu.html (34030%OFF [

REEA L EfRTE T 30%wiERIEIS 1o — F: Freepdfdumps)

ATEE: 17

App1&E WS BRIDAZUreADT VA —T 54 X7 T r—3 3 U & &L contoso.com& LY S ZHID
AzureActive Directory Azure AD) T+ > FhHY ET,

FEAEE(Tuseri@outlook.comDy LTI v LEFERLET,

RAEEFHICADPINDT IV RAZIRETELIZLZHRBIT ILENHY FT  FEEXAFIL, usert
@ outlook.com& L TEREETE AR ELNHY FT,

DIE=IERZET o EH?

A.New-AzADUseravY > KLy hZRTLET,

B.AMaSHARL—2avEEEHERLET,

C.WS-FediDZ7O/Af #—%EBMLZET,

D. contoso.comTH R haA—H—T7ho o hEERLET,

Answer: D (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-
guest-usersportal

BT RE: 18
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ActiveDirectory 7 # L X ~IZRIH#A3 B AzureActive Directory Azure AD) T+ > FABHY ET, T
FTUrRERELCTHEALET,

TEOEXI)TARYD—IZIE ROESICERE SN TLET,

FAS O bA—5—F A2 —3y FEEERELTIIGY FHA,

BRI DI TDHES—N—IZA VA M=ILTDRENHY T,

Active Directory 4 A 12 (&, «k@i(-'r?‘ﬂ'/?"l/ TRY—N—NEEFNTVET,

md: TR T
: Domain controller (PDC emulator) | |
1 M Domam controlier (nfrastruciure’ master)
Server3 Arure AD Connect server
Serverd Unassigned member server
Y—N—[IEENFRELGEIC, A—H— 75\AzureAD( NLUTCRITES L ZHRT HIVE
NHYET,

EBMDNRRII—EREETI -z b EEDY—N—IZA VR =T EDHENHY FITMN?
A. Server1

B. Server2

C. Server4

D. Server3

Answer: A (A —vt—T %KY

RFTEIRE: 19

Microsoft3657 3+ > k3 H Y £9,

Azure Active Directory Azure AD) Tl FIARHNZEBRLET,
FMARNICARLEZA—YY—OH#DBTFUFHAD) V—RIZT7IERTELELIICTILELRD
UEST MO —F—EXT7 IV XRZEESTI2HENHY FT,
AZERETHILELAHYETEIN?

A. Microsoft Cloud AppSecurity® 7 & £ AR1) & —,

B. Microsoft EndpointManager® #| A E£3,

C. AzZureADDEHFET UV AR o —

D. Microsoft EndpointManager®a > 754 7 v AR o—

Answer: C (A —vt—T %#5K7)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

Ex#TfERE: 20
RORIZRT Y Y—REELAzurey TRV Y T avhibyFET,

Name
Group1 Group that has the Assugned membershlp type
App1 Enterprise application in Azure Active Directory (Azure AD)
Contributor Azure subscription role
Role1 Azure Active Directory (Azure AD) role
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EDYY—RIZHLTTIVEALVEa—2ERTEEITHN?

A. Group1_App1. Contributor_ Role1

B. RTILEFREDH

C. Group1_Role1,_ & & UContributor® #

D. S IL—T1DH

Answer: (& %R~ 9 B)

Access reviews require an Azure AD Premium P2 license.

Access reviews for Group1 and App1 can be configured in Azure AD Access Reviews.
Access reviews for the Contributor role and Role1 would need to be configured in Privileged
Identity Management (PIM). PIM is included in Azure AD Premium P2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-start-security-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

ExFTERE: 21
RORIZKITA TP Y bHEEL AzureActive Directory Azure AD) T+ > bABHY EFT,

Type Direcily assigned license
User None
User Microsoft Office 385 Enterprise ES
Security group Microsoft Office 365 =nterprise &5
Microsoit 3635 group None
Mail-enabled security group None

Group3IZA N\—& LTEBMTESZA Ty MEERTTM?
A. User2 & Group2®

B. User2_Group1, & & U'Group2® #

C. User1_User2_ Group1, Group2

D. User1 & User2d

E. User2® &
Answer: E (A —vyt—T %5%Y)
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-
nesting/

EFTEIRE: 22

v k7 —2 121X Azure Active Directory Azure AD) T3> hERIEAT 54 > T L = XA DActive
Directory KA A UMEENTULEFTI—H—IL_Windows 10EETL KA IZSMLTLS
AVEa—42—IZH1 1V LET,

Azure ADYV—L LRI VGV A oA > Azure ADV—LLASSO)#ERETHFETT,
AzureADY— L L ASSOAICaAVEA— 3 —%BRT ILENHYET,
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HET-FAZET HEMN?

AIVE—TS4RRT—bA—Z VT EBYMILET,

B.HA A AT avEERLET,

C. Azure ADConnectiBEET—Y x> hEA VR R—ILLET,

D.AYVESRY N —VDHREFEELET,

Answer: (fRZEZ%RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

RFTRIRE: 23
RDORIZRTA TP 5 FFEEL AzureActive Directory Azure AD) T+ > kDHY FET,

Mame il Type
User1 e
| Guest1 e
ldﬂﬁtl‘l‘y1 Managed identity

Azure ADO—/)LDAzuref#EIDEE PIM) [TEKRE L TEMTESA IO Y MEIENTIMN?
A. User1 M &

B. User1 & Identity1 D &

C. 1—%—1, Guest1 & & Uldentity

D. User1 & Guest1D

Answer: D (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan

= HTERE: 24

Microsoft3657 ) > k&Y £9,

FTRTHILI—H—IL Microsoft 365H—ERIZT I ERT B EE(C, EERDBIL MFA)IC
MicrosoftAuthenticator? 71 AT 2LENH Y I,

—EBD1—F—IL YA 4 ERZEIRE T IZMicrosoftAuthenticator? 1) TMFAZ O > 7 k
ZRELEEBELTVET,

A—H—HFIR LGNS -MFARRZHRE LGS, 12— —2BE8MICTO VI T ILELH
WET,

FRIRER AzureR—A )LD  ZERFB MFADT A2 OV I 7 FEEEZBRLET,
CNFEBFRZERLTVEIHN?

A. [FLy

B. L\ R

Answer: B (A —vt— U %7%9)

You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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EHTEIRE: 25

ADatuma1—H—ZRPAT ILENHYFET, Va1 —2 a3 VEHMBEGHZH L TLSIREN
HYFET,

DI ZT o EHN?

A. Microsoft Azure Active Directory$&fi ™7 « — K05 [REAA T a3 oD H R 2 7 14 X% &R
LET,

B. PowerShellh 5 _ Set-ADSyncSchedulerZ=E{TLE 3,

C. PowerShellh* 5 _ Start-ADSyncSyncCycle#E1TLE T,

D. Microsoft Azure Active DirectoryiEfi ™ « ¥ — Ko [2—H—H A VA4 D DEE|EFERLE
ER

Answer: A (A —vyt—T%EY)

You need to select Customize synchronization options to configure Azure AD Connect to sync the
Adatum organizational unit (OU).
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review NE

Description ()

Start date * 12/18/2020 a8

Frequency | Monthly N ]
Duration {m days} @ ————-—_-———ﬂ b — — — g— — f— 14 |

End O ’ Endby Occurrences

Number of times 0 ‘
End date 01/17/2021 p a

@
A

Users

Scope
| Review o

one
rs erm.-;f t and eligible) *
.pplic illis (&0 hers
Reviewers

Reviewers (Preview) Manager o

(Preview) Fallback reviewers @
Megan Bowen

v Upon completion settings

ITRTODT7IVEALEa—1 Y TR A MeganBowen(ZTE 2 TRZIESN TSI ENHAMY E
ER

BEEADI A= v —DENTNDEHFADT IV AL E 2 —4BRICR(TME LS I12T 2HEN
HYUET,

RRE  RECEICEADT IV EALEL—ZERLET,

CNIFERZERLTVETMN?

A. [T

B. LM VR



Answer: (& %X 5D)

D18912E1457D5D1DDCBD40AB3BF70D5D

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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REDENY U TZEETL-OICERTIRINEZHET ARELNHYEIT, V) a—Tavid,
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To manage Azure AD BL 1“4.:4& a;ﬁmﬁrvér%m -
Global admunistrator
Frvileged role administrator

Security administrator
Liser access administrator

To manage Azure built-in role assignments, use: -
Global administrator

Privileged role administrator
Security administrator
User access administrator

Answer:

To manage Azure AD built-in role assignments, use: g -
{Glebal administrator

(| Privileged role administrator
: SEecuUnty administrator
Useraceess administrator

YIS L
v

To manage Azure built-in role a_ss{@uﬁénts, use:
A Global administrator

Privileged role administrator

Y Security administrator

g [User access administrator

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

Topic 2, Contoso, Ltd

Existing Environment

The on-premises network of Contoso contains an Active Directory domain named contos.com.
The domain contains an organizational unit (OU) named Contoso_Resources. The
Contoso_Resoureces OU contains all users and computers.

The Contoso.com Active Directory domain contains the users shown in the following table.
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Admini | Montreal Felprdersk jillll
“User Btontrent HK
User2 Maontreal Hit
Liserd hMantreal HR
Adrming London | Mo ool
_'LJ_ﬁ_Pl'ﬂ Lot | _} Narke
[Msegn H _+|}l.:-.:l-.:-.!ll"l Sales
o= | London Sl
Adrmm3 Seate 1 'hlp-'Jsxl-c ............
Lser? Seattle il T
Userd Seallle Saless
I oy Caattlas I Salae

Microsoft 365/Azure Environment

Contoso has an Azure AD tenant named Contoso.com that has the following associated licenses:
Microsoft Office 365 Enterprise E5

Enterprise Mobility + Security

Windows 10 Enterprise E5

Project Plan 3

Azure AD Connect is configured between azure AD and Active Directory Domain Serverless (AD
DS). Only the Contoso Resources OU is synced.

Helpdesk administrators routinely use the Microsoft 365 admin center to manage user settings.
User administrators currently use the Microsoft 365 admin center to manually assign licenses, All
user have all licenses assigned besides following exception:

The users in the London office have the Microsoft 365 admin center to manually assign licenses.
All user have licenses assigned besides the following exceptions:

The users in the London office have the Microsoft 365 Phone System License unassigned.

The users in the Seattle office have the Yammer Enterprise License unassigned.

Security defaults are disabled for Contoso.com.

Contoso uses Azure AD Privileged identity Management (PIM) to project administrator roles.
Problem Statements

Contoso identifies the following issues:

* Currently, all the helpdesk administrators can manage user licenses throughout the entire
Microsoft 365 tenant.

* The user administrators report that it is tedious to manually configure the different license
requirements for each Contoso office.

* The helpdesk administrators spend too much time provisioning internal and guest access to the
required Microsoft 365 services and apps.

* Currently, the helpdesk administrators can perform tasks by using the: User administrator role
without justification or approval.

* When the Logs node is selected in Azure AD, an error message appears stating that Log
Analytics integration is not enabled.

Planned Changes

Contoso plans to implement the following changes.

Implement self-service password reset (SSPR). Analyze Azure audit activity logs by using Azure
Monitor-Simplify license allocation for new users added to the tenant. Collaborate with the users



at Fabrikam on a joint marketing campaign. Configure the User administrator role to require
justification and approval to activate.

Implement a custom line-of-business Azure web app named App1. App1 will be accessible from
the internet and authenticated by using Azure AD accounts.

For new users in the marketing department, implement an automated approval workflow to
provide access to a Microsoft SharePoint Online site, group, and app.

Contoso plans to acquire a company named Corporation. One hundred new A Datum users will
be created in an Active Directory OU named Adatum. The users will be located in London and
Seattle.

Technical Requirements

Contoso identifies the following technical requirements:

* AH users must be synced from AD DS to the contoso.com Azure AD tenant.

* App1 must have a redirect URI pointed to https://contoso.com/auth-response.

* License allocation for new users must be assigned automatically based on the location of the
user.

* Fabrikam users must have access to the marketing department's SharePoint site for a
maximum of 90 days.

* Administrative actions performed in Azure AD must be audited. Audit logs must be retained for
one year.

* The helpdesk administrators must be able to manage licenses for only the users in their
respective office.

* Users must be forced to change their password if there is a probability that the users' identity
was compromised.

EHTRIRE: 28

Identity GovernanceZfERL T . 77U —2 3 o702 RDEY ETEEHTILENHY F
T,V a—2a ik ZREOEHEZEE-ILENHYFT,
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Answer: B (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
overview Overview Contoso, Ltd is a consulting company that has a main office in Montreal
offices in London and Seattle.

Contoso has a partnership with a company named Fabrikam, Inc Fabcricam has an Azure Active
Diretory (Azure AD) tenant named fabrikam.com.

Topic 1, Litware, Inc
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Identity Environment

The network contains an Active Directory forest named litware.com that is linked to an Azure
Active Directory (Azure AD) tenant named litware.com. Azure AD Connect uses pass-through
authentication and has password hash synchronization disabled.

Litware.com contains a user named User1 who oversees all application development. Litware
implements Azure AD Application Proxy.

Fabrikam has an Azure AD tenant named fabrikam.com. The users at Fabrikam access the
resources in litware.com by using guest accounts in the litware.com tenant.

Cloud Environment

All the users at Litware have Microsoft 365 Enterprise E5 licenses. All the built-in anomaly
detection polices in Microsoft Cloud App Security are enabled.

Litware has an Azure subscription associated to the litware.com Azure AD tenant. The
subscription contains an Azure Sentinel instance that uses the Azure Active Directory connector
and the Office 365 connector. Azure Sentinel currently collects the Azure AD sign-ins logs and
audit logs.

On-premises Environment

The on-premises network contains the severs shown in the following table.

m "'f:iw'i I I
1 L) systen
Windows
Lk Server 2019 W
; A U P Member server in litware.com that
SERVER1 WS' i r‘z“ i runs the Azure AD Application
Proxy connector
VER? Windo Member server that uses Azure AD
SER Server HOREDN Connect

Both Litware offices connect directly to the internet. Both offices connect to virtual networks in the
Azure subscription by using a site-to-site VPN connection. All on-premises domain controllers are
prevented from accessing the internet.

Delegation Requirements

Litware identifies the following delegation requirements:

* Delegate the management of privileged roles by using Azure AD Privileged Identity
Management (PIM).

* Prevent nonprivileged users from registering applications in the litware.com Azure AD tenant-

* Use custom catalogs and custom programs for Identity Governance.

* Ensure that User1 can create enterprise applications in Azure AD. Use the principle of least
privilege.

Licensing Requirements

Litware recently added a custom user attribute named LWLicenses to the litware.com Active
Directory forest. Litware wants to manage the assignment of Azure AD licenses by modifying the
value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be
added automatically to Microsoft 365 group that he appropriate license assigned.



Management Requirement

Litware wants to create a group named LWGroup1 will contain all the Azure AD user accounts for
Litware but exclude all the Azure AD guest accounts.

Authentication Requirements

Litware identifies the following authentication requirements:

* Implement multi-factor authentication (MFA) for all Litware users.

* Exempt users from using MFA to authenticate to Azure AD from the Boston office of Litware.

* Implement a banned password list for the litware.com forest.

* Enforce MFA when accessing on-premises applications.

* Automatically detect and remediate externally leaked credentials

Access Requirements

Litware wants to create a group named LWGroup1 that will contain all the Azure AD user
accounts for Litware but exclude all the Azure AD guest accounts.

Monitoring Requirements

Litware wants to use the Fusion rule in Azure Sentinel to detect multi-staged that include a
combination of suspicious Azure AD sign-ins followed by anomalous Microsoft Office 365 activity.

A 29
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B. AzureSentinel 7T—2 2RV 2 ZEMLET,

C. AzureSentinel 7 LA T vV &EBMLET,

D. 97—V vy EERLET,

Answer: B (A —vyt—T%REY)
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Tracked sign-in attempts: v Micros Oft

4
5
10
11

Unlock by: . v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

Answer:

Tracked sign-in atterripts:M iC rQ;Oft
4

5
10
[17

- = — o

Unlock by: [ v

Clearing the browser cache
Signing in by using inPrivate browsing mode

Eerforming a self-service password reset (SSPR)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
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Dashboard » ContosofzuraAD » Department] Adminkstrathes Unit

2 Departmentl Administrative Unit | Users (Preview)

Contojolnpedl - Azure Actve Directony

b addmember (8 Removemembor [ Bulkoperitions ~ () Refresh E3 mhn.i Preview features T Got feedback?
ﬂ' This page includes previews swvadable for your evaluation. View peeviews =+ . M IcrOSOft

| £ search usess | gAdd finers
2 users found
Name *o Usé piincigal name T, Usertype Directory synced
D . Userl Userl@m3s5 i 2061% onmicrosaft.oom Member Mo
D . Userd User2 @m355:62081 5. onmicrosof.com hember Mo
Department1Z(& JIL—TBRICRENTWVWB T IL—TRHYEST, WIL—T12TE0 Uy
9LFY,)

Dashboard » ContosoAzureAD > Departmentl Administrative Unit

Sa Departmentl Administrative Unit | Gro

ContosodzureAD - Azure Active Directory

» + Add [i] Remove ) Refresh == Columns oorwie“f features P Got feedback?

£ Search groups .P? Add filters /

Name oQ Group Type Membership Type

= . m oY Security Assigned

|:] Group2 Security Assigned

Department1(Z(&  AssignmentsBRICREIN TS A—HF—EEBEDEVETHAHY ET, E
YUT2TE2O Vv I LET,)

Dashboard * ContosoAzureAD > Identity Governance * Privileged identity Management * Cog

&, User Administrator | Assignments
I\.:.-.lc,-g_].(\-.\j identity Managemaent | Anure AD roles O -
» =+ Add assignments 153 Settings () Refresh <4 Expon 7 Got feed

Eligible assignments Active assignments  Expired assignmens

B urerD >

D Search Ly memier name of principal name

Name Principal name
User Administration LN

;d'm‘.. Mltrmawa:%:f- g fF User Departmentl Administrative Untt (Sdministrative unit)

Group2® * >/i‘—liGroup20)§7T=l:E7T=é1’L'C WET, WL—F2127%9 v LET,)

Scope

i) User Directory



Dashboard > ContosoAzureAD NaIouSS I\ B2
o croupz| Mol Microsoft

T Add members ATV f_] Refresh '_‘_, Bulk operations == Columns . Proview features 5.7 Got feedback?

) This page ncludes previens available for your svaluation. s previens =

Direct members

Name Usaer type

D ° User3 Wember
D @ Userd Wember

RODERT—RADVKZIDWT RAT—FA Y DA trueDIZEIE [N EBRLET, TS D
BEIE [VDWR]IEBRLET,
L UVEBIRIIEFRFNIRS > FOMMELHY F9,

Statements Q Microsofe No
Admin1 can reset the passwords of User3 and User4. O (@)
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. O O

Answer:

Statements

Admin1 can reset the passwords of User3 and User4. @)

Admin1 can add User1 to Group 2 O

Admin 2 can reset the babsward pt Usért.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
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UsertE WS BRIDA—H—ERDRIZTT JIL— T % &L AzureActive Directory Azure AD) T
FTURRHBYET,

Name Type Membership type
Group1 Security Assigned -
Group?2 Security Dynamiic User |
Group3 Security Dynamic Device
Group4 Microsoft 365 Assigned

T+ RTRH RORIZSRTIIL—TE#ERLET,
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

GroupA& GroupBIZED A VIN—ZFBMTEEFITHN?REETHICIE EELY 7 TEUGEL T
DIaVvEBRLTLLES Y,
I WLERIIZERENIRAS > FOBEELSHY T,

GroupA:

v

User1 only

User1 and Group1 only

User1, Group1, and Group2 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB:

v

User1 only
User1 and Group4 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group 1 |\Gralp2 “Gradp3, and Group4

Answer:
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GroupA: -
User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only

Ser1, GraupT, Groupé, Groups, and Group

GroupB: A
User1 only
User1 and Group4 only
User1, Group1, and Group4 only
User1, Group1, Grnurg, and Group4 only

User1, Group1, Group2 Giglindy and-Group4

Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-
nesting/
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User1 User2 & & UUser3 & L3 ZRTDIAD I—HF—%F &L Microsoft 365E5H TR 1) T 3
UhHYFET,

ROKRIZRT LS, A——ZHBETILELHYET,

Configuration
User administrator role
Device Adminisirators role
identity Governance Administrator

role

Regords Management role
Quarantine Administrator role group
Endpoint Security Manager role

: Intunﬁﬂglmmrﬂtmmle
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Portals Answer Area
Azure Active Directory admin center
Exchange admin center Usert: Microsoft
Microsoft 365 compliance center User2:
Microsoft Endpoint Manager admin center| User3:
SharePoint admin center
Answer:
Portals AnswerArea
Mierosoft

Azure Active Directory admin center

Exchange admin center

Microsoft 365 compliance center

Microsoft Endpoint Manager admin center

f
|

SharePoint admin center
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User1:

User2:

User3:

Azure Active Directory admin center

Exchange admin center

Microsoft Endpoint Manager admin center

Azure Active Directory Azure AD) T+ > kDb Y ET,
ROBEFFEALT VILITHY—ERNRRT—FKIJEy b 8SPR)ZH#ERELET,
A A VB —Y—([ZBEREZERT S 1T

ey MIRBEGZAY Y FOE A

A—H—AFATELHFNLGRAAEFIFRTIN?

A. ENAILT T DEHN

B. ##iRND7 FLA~ADA—)L
C.ENA)LF7TY)a—F

D. kR—LT)A>

Answer: D (A —vyt—T%EY)
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New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude

Policy? . | O None

() All users

Assignments @ Select users and groups

Users and groups (0 S
Specific users included

Cloud apps or actions ()

All cloud apps

Conditions ()
0 conditions selected

User!
userl@sk200922outlook.onm...

Grant (O N
0 controls selected
Session (1)

>

0 controls selected

Enable policy

("Report-only & o j

FRy T A 22— %#FALT RITREINTOSERICEIVTRRT— AV MERET
THREDRRZREERLET,

F L DEBRIIZENZENIRS U FOBENHY T,




To ensure that User1 is prompted for multi-factor authentication (MFA)

when accessing Cloud apps, you must configure the [answer choice].

To ensure that User1 is prompted for authentication every eight

Answer:

To ensure that User1 is prompted for multi-factor authentication (MFA)

hours, you must coniigure the [answer choice].

when accessing Cloud apps, you must configure the [answer choice].

To ensure that User1 is promptedfor authentication every eight

Reference:

hours, you must canfigure the [answer choice].

Conditions settings
Enable policy setting
Grant settings

Sessions settings

Users and groups setting

v

Sessions settings__
Usersfand.groups setting

Conditions settings
Enable policy setting
Grant settings

Conditions settings
Enable policy setting

Grant settings

‘Sessions settings

Users and groups setting |

[ Conditions settings

v

Enable policy setting
Grant settings

Sessions settings

Users and groups sefting |

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-policy-all-users-mfa
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Actions ANSwer Area

From Microsoft Cloud App Security, create
a session policy.

Publish App1 in Azure Active Directory

(Azure AD). | @ @

= - =

Create a condltlonal access policy that.has (V:
session controls configured. |

From Microsoft Cloud App Seeurity, modify'
the Connected apps settings for App1.

Answer:
Answer Area

Fublish App1 in Azure Active Directory (Azure
AD)

From Microsoft Cloud App Sesurdftyymodify the
Connected apps settings for Apg1

From MigroSam Cloud App Security, create a
session paligy.

Create a conditional access pelicy that has
session controls configured

1 - Publish App1 in Azure Active Directory (Azure AD).

2 - From Microsoft Cloud App Security,modify the Connected apps settings for App1.
3 - From Microsoft Cloud App Security, create a session policy.

4 - Create a conditional access policy that has session controls configured.
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad
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D. SMS
Answer: A (A —yt—T %KY

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-

authenticator-app#verification-code-from-mobile-app
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Answer: D (A —vt—T %KY

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-

protection-risks
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Jashboard > CONtoSOAZUreAD > Enterprise applications > App1

'|' App1| Properties
Enterprise Application
«

. B save X Discard [a] Delete D Got feedback?
i Overview y
D Oeployment Plan Enabled for users to sign-in? © -T\.
A Diagnose and solve problems i '
Name @ im‘* ) |

Manage
Homepage URL

Il Properties

Logo ©
&2 Owners og
&. Roles and administrators (Prev.
&2 Users and groups
D Single sign-on User access URL
© Provisioning Fic| Ap plkcatidmiD ©
B Application proxy
ObjectID @
C Self-service
Security

Terms of Service Url (O
& Conditional Access
& Privacy Statement Url ©
iy Permissions

@ Token encryption Reply URL

Activity

D sign-ins Visible to users? ()
Appl1tz L 78—
TILITH—ERETEV YV ILET,)

[:“XG)EZRI:/ \'éih.'c L\écl: 2 l:~App10)t}lx7"j'—

J https://app1.m365x629615.onmicrosoft.com/ D ‘

AP

Shrong [=

| https://myapps.microsoft com/signin/App1/09df58d6-d29d-40de-b0d... [ |

09df58d6-d29d—40de-b0d0-321fdc63c665 D |
03709d22-7661-4007-22a0-04dbdff269cd D
Publisher did not provide this information D)
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Dashoboard -~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service ‘
Emgg.ge Lppl:cahon Select approvers

L4

B Overview
User]

(D Deployment Plan Allow users to request access 1o this Userl @m365x629615.onmicrosoft com
application? (0 Selected
Manage 1
To which group should assigned users be Selechm.p h L
! Properties st 9 P gn 2 or2@ 5:{629615mm0ﬁ
: _ﬁ-e_],.
a8 Owners "El'll o b I C ro SO
s 9 Se
i User3@m365x629615 onmicrosoft. com

. g ication? © .
Roles and administrators (Pre 1o this application? ﬂ‘?— :\ "..:," j"'i'- e
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g Whg‘ualrm

ve. lesstc-ths Select approvers Userd
Wra&w"‘ﬁ. o I"EE_:, 1 users selected Userd@m365x629615 onmicrosoft com

3 single sign-on
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& Provisioning "1\'0 ich ro!e should users be assigned in Selected approvers
: is dpplication? * (O Default Access Usert
2 Apphcation proxy gj User1@m365x629615 onmicrosof com
C  Self-service Besdiey
Security

& Conditional Access

. Permissions

RDERT—FAVFZIDOWT RAT— A FHMtrueDFEIE [IFLZEERLET, ZNLUND
BEE [VWWAR]EBERLET,

I VERIEZENENIRS D FOMELAHY £,

Answer Area

Statements No

The members of Group3 can access App1 O O
without first being approved by User1.

After you configure self-service for App1, gi ("3|V| ICro 5@{
the owner of Group1 Is User1. -

App1 appears in the Microsoft Office 365
app launcher of User4. ) O

Answer:



Answer Area

Statements

The members of Group3 can access’App1
without first being approved by User1.

After you configure self-service for App1, O
the owner of Group1 is User1.

App1 appears inthe Microsoft Office 365
app launcheroflUserd) s O 11

Ex$TEIRE: 40

contoso.com & L\ 5 & RiTMAzureActive Directory Azure AD) 77> kD&% Y  Azure AD
IdentityProtection7R!) —AERAINTWET,

Azure Sentinelf » A2 > X Z4ERL L Azure ActiveDirectorya x4 2 1R L £ T,
Azure SentinelhY_ Azure AD IldentityProtectionlZ& » TEAE LU RV 75— MMIEDNTA >
UTUNEERTEDILEHRTIHIVLELNHYFET,
HEFRAMAETRETIHN?

A. AzureSentinel7—R2 ARV A EEBMLET,

B. Azure AD ldentityProtection B4R E B L E T,

C. AzureSentinel 7L A4 T vV e LFET,

D. AzureADD R EEZERELE T,

Answer: (&% K9 B)

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

ExFTERE: 41

Microsoft36577+ > kD HYET,

Azure MonitorZ{# f L T, Azure Active Directory Azure AD) BEEF J1EHREHRIT 2LENH Y
FY,

HEERADAEITRETTN?

A. Set-AzureADTenantDetaila~ > KL w F2ETLET,

B. AzureAD IS EZERLFET

C. Get-AzureADAuditDirectoryLogsa <Y > KL v FEZE{TLET,

D. AzureADT7—9 7w o #ELE T,

Answer: C (A —vt—U %5&9)
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Azure MonitorZ{#F L T Azure Active Directory Azure AD) 7V T4 ET 4 BT % 9HLET,
Yonld, 7—ILt EDAzure A) A—H—DH A A VERITICRH LT BEHI100ZBZ5EF A —IL
77— haRELET,

FHLWEX 1) T EBELNHLE-ORDOYICTS— 2RIETEHLEZHRT IVELHY F
9,

fiRREK Azure ADM B  BEEEZEDEEITlnsightsDEIY B TEERLET,
CNIZEEZEEERLTOWETM?

A. [Ty

B. LMVZ

Answer: B (A —vyt—T%REY)

ITRARE: 43
Microsoft3657 7+ > kMH Y £9,

Azure Active Directory Azure AD) T3+ > MZIZ RORIZRT T IL—THEFEFNTULET,
Group1 Security
Group2 Distnibution

| Group3 | Microsoft 365
| Group4 Mail-enabled securty

AzureADDIBE, Applé WS ZBIDH LWI VA —TFSA X7 T r—oavEamLEd,
ApplICEIYETH I ENTED Y IIL—TIFENRTTM?

A. Group1# & UGroup

B. JIL—T20#

C. 7 IL—T1DH

D. Group1$ & U'Group4

E. JIL—T3D#

Answer: (A %RTd 5)
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