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C. ZEREA (MIA) E&FR) —1 28R LET,
D. Windows Server Active Directory M/XA 7 — F{REZEBRLE T,
Answer: B (A —vyt—T%EY)
Microsoft SC-300: Microsoft Identity and Access Administrator 2 & 4 K& & U Microsoft Learn €22 — )L EHMAFET IR R D—DFEERE IT&DE FHEFETIOER R —FFH ML EL-
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X2 TADOBREEX, TRTOAI—HF—~OMFAQOBERCL AL —RHAD IOV I G E ERNLELRNILOREZRBELET  EZL X2V T OBREBEEAENTIE HAI VAV RIETY
L RAHHOBMAEEET 5O W RAFLOEFHFET IV CAR) O—%EHKT 5 LIETEFEEA,
Microsoft d FF a2 A2 &k Y:
EWEFETIOER R)O—2FRATBHICIE, X2 T DBREEZEMNTILELNHYVFET . FHMETIERAR)O—F X2 )T OBREEELY LS MEEREEICEBALTOET, LA
T. &G ET7OERX%EEL T Microsoft 365 ) Y —AADT I R Z&IHT B8, £ Azure AD TF 2 b TEF AV T A OBREEZENCTEILELAHYET,

= HTMEIRE: 2
T4 DT T) BERERTE Z FDAzure Active Directory (Azure AD) T+ > bABYET, COTF 2 MMIE RORICRTI—H—DNEENTUVET,

~ Name | Role

_Admini lica
Admin2 Application developer
Admin3 Cloud application administrator
User Usan

App1EAPP2EWNS2DD U S R7T) #BALET, FB—/\)LEEEILApp1 FAzure ADIZEFLFET,
Appl I2A—H—%E YN TRIENTEDS1I—H—& Azure AD [T App2 2B TEH1—H—2BTETHILELAHY T,
fAIZHETIVENHY EFITM? EETDHICIE BEILY 7TEUGAE T a VEBERLTILES,
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AR ELVWEBIRIEICTRAV FAMESIET,

Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3.only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only
B fle
Admin3 only Microsofit

Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Answer:
Can assign users to App1: -

Admin1 only
Admingonly _
|Admin1 and Admun® Biibi ' r 0 S O
Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App?2 inAzure AD" -
Admin1 only

Admin3 only

Admin1 and Admin3 only

|. Admin1, Admin2. Admin3. and User1

Explanation:

Canassignusersto Appt: [\l icrosoft v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admint, Admin2, Admin3, and User1

Can register App2 in Azure AD: s
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

S .
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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Microsoft 365 77+ > k & adatum.com & LV5 & RID Active Directory KA A U HYET,
EEERTE 2 A L T Azure AD Connect 27 704 LE 3,
ROBBEETESICEILITH—ER RRT—FK Yty + (SSPR) R T H2LENHY FT,
A—HY—MPNRRT—FZ) Yy bFTEHE ENMIL T T)DEMICEET S50, BRERSINZ3 20X T DEMIZBZEADSLSICTERINDIBENHY FT,
INRT— Ry hENEGHRICBERELS . TFHFURE RAAS VBITIRRD—RERPTEILELRHY FT,
ES5TNIEVNWTLLEOIMN? EETHICIE BEI) 7 TEUGA T aoEERLTLEZSY,
FEELOMBIRSEICTIRA Y RAMEShET,

From the Password reset blade in meAzureACHve AC A L4 v
Directory admin center, configuré: LV RS YAutRentication methods %
Notifications_ &  ©
Properties .
Registration
From Azure AD Connect, enable: | v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

Password writeback

Answer:

From the Password reset blade in the Azure Active v
Directory admin center, configure:

Authentication methods
Notifications
Properties

Registration

From Azure AD Connect, enable: v
Federation with Active Directory Federation Services (AD FS)
L Pass-through authentication

\':__-_ 1T e "D TN F”asswnrd hash synchronization

i)

SR .

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-security-questions
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Microsoft 365 E5 7+ > FHH Y EFT,

Appl EWVWSARIDYI SO R TT)EEALET,

Microsoft Cloud app Security ZEH L T App1 DU TILEAA Ly a3y LRNILDEREFNZTIHENHY T,

EQ4DDT7YLaVEIREICETTIRENHYETA? METRICE BIHTHILavETIaY YR M LESHERICBIL  ELVEFICHRET,
actions AINISWEI Aled

From Microsoft Cloud App Security, create |
a session policy.

Publish App1 in Azure Active Directory

(Azure AD). | @

>reate a conditional access policy that has |

R

)ession controls configured. \

From Microsoft Cloud App Security, modify Ji*f.;:_: » CrO<O L t
the Connected apps settings for App1. Il VI L
Answer:

Answer Area

FublishApp1 in Azure Active Directory (Azure
AD).

From Microsoft Cloud App Security. modify the
Connected apps settings for App1.

From Microsoft Cloud App Security, create a

SRAEP8YG

Create a conditional access policy that that has
session controls configured

1 - Azure Active Directory (Azure AD) T App1 Z28BLE T,

2 - Microsoft Cloud App Security /5 App1 DEHET7 TUDHREEZEBLET,
3 - Microsoft Cloud App Security ™Ws>twvay R S—FERLET,
4-tya UKIHMERSNE-EEFET IR R O—Z2EBLET,
S
https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/ja-jp/cloud-app-security/session-policy-aad
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ANVTTRYVEBEIZLE DALV AEEORNESHZRH-ITLENHY FT,

RAICAZERL, EOV—ILEFERITNELIVTTAN? BETSHICE BETY 7 TENGF T a vEERLTIEED,
AR ELWERISEICTI ARSIV FOMESIET,

Actrvse Dneciony sdrrrss i Conbir
ACtve Difestany module for Wandows Panwershell
BAicronoft 365 adman corder

Microsait 365 admn center

f - . J
[Azure Active Directory admin - i
S | VIICTOS of

s A
THFRAOFRBAIEEBMICERSNET
Jbject to create for each branch office: l v
An actrunlsiratlwe
A custom role ¢
A Dynammﬁj'é’f%ecunw group
AnQU, .
[ool to use: K ¢ > v

re Active Directory admin center
Actwe;ﬂnreﬁnry Administrative Center

Active. DIrPctMric@LﬁB aws PowerShell
Micrnsaft 565 admin center
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r— R XA T 42 - Litware, Inc.

B

Litware, Inc. & Fabrikam, Inc. £ WV\S3 FE#H 2 H OB TT,

Litware ([FFRR F Y ELT MUIZA T 1 REEATOVETA  REBFEXEMIZVET,

EXEBIF VPN EHREZFERALTESELADA T4 RIZYUE—FTERLET,

BEORE, REZHET D

v R —2I121% litware.com & L) & HID Active Directory 74 LR FDBEFENTEH Y | 2l litware.com & LS B EID Azure Active Directory (Azure AD) 75 > M2 U9 & TULVET, Azure AD
Connect [F/SR AL —EBEEFFAL NRAT—F Ny a1 RAEFEDICLE->TULET,

Litware.com IZ[&, T RTOT7 TV —2 a3 VAR EZEET S Userl EWVS 21— —HAUVET,



Litware [& Azure AD 7 7)o —2 3> JOXFO#FRELFT,

Fabrikam [Z[& fabrikam.com & L5 Azure AD 77+ > A& Y F£9, Fabrikam Q1 —H—I[&_litware.com 7> FDT R 7 HD 2 LZFERL T litware.com DY Y —RIZ7 A LET,
BFRIE, 777 FRIE

Litware ® £ 1 —+H—I(% Microsoft 365 Enterprise E5 54 £ > X %#{&#%E L TLVE T, Microsoft Cloud App Security [CHIAHRAFNT NI EEREARY O—FFRTHMPIZH->TLET,

Litware 21 litware.com Azure AD T3 > MZBER T otz Azure Y TR ) T3 vhHYEST, CDOHY TRV 1) TS 3 »IZlE, Azure Active Directory 34 4 & Office 365 ARV 2 #FERT %
Azure Sentinel 1 Y A2 U ANEENTUVET , Azure Sentinel [XIRFE Azure AD A4 A/ 0T LEEOTEZRELTULET,

BEDIRE 7L I REE

FUTLERF2Y R T—JI2IE RORISRTH—N—BEERTNET,

Operating g
Name system Office Description

Windows : . ;
DC1 Server 2019 Boston v _DGE.lcErLro.[er for litware_com

Witk [ Member server in litware.com that
SERVERA1 Server 2016 Bosion runs the Azure AD Application

i R Proxy connector

Windows Member server that uses Azure AD

SERVER2 Server 2018 Bostan Connect

LitwareDilA 7 4 RlEA 23—y MIEEEHGLTWET WA 71 XL YA FEVPNEGEZFERAL TAzure b 7R ) T a VADRBERY b=V IZEBKELTOWET AV TLIADTRTOF
AAoar Q==X AVE3—RY PADTHIERZTAYIINTNET,

i REEH

Litware Tl ROFFEEBIBFEESNTULET,

* Azure AD Privileged Identity Management (PIM) AL T $HHEO0—IILDEEBE*ZELET,

*HERD LN —HF—N litware.com Azure AD TF 2 MZ7 T ) 5r— 3 V& EBFTEHRWNWESICLET,

*TFATUOTATA HNFURIZENREL WBOTEHREL TOTSLEFERALET,

*Userl! B Azure AD TI VA —TSA X TFTTIG—L a3 VEERTEL I EEHERELET,

*RIAMERBRDORAIZFEALET,

Bl SAEUREH

Litware (L& litware.com Active Directory 7 # LR ;IZ LWLicenses &WLV\3 h R A L A—H—F M ZEIML F LT, Litware [&, LWLicenses BHEDMEEZEE TS & T Azure AD S/ 2V ADEY HT
FEEBLEWEEZTWET, LWLicenses [TEYREFHF>A—H—3 BYLES A4 U XHE| Y BT TLVS Microsoft 365 4 )L—FICEHEIMIZEBMEINDIBELAHY FT,

24, EEEN
Litware Tl Litware DFRXTD Azure AD A—H— 7 hO U b EEH FTRXTD Azure AD TR b 7HO U L EBRNT D LWGroupl EWS BRI IL—TEERLIZWEEZTWET,
Zi, FRREE N

Litware Tl&, ROZBIEEHIBEI SNFET,

* ¢ RTO Litware 1 —H—[Zxt L TEERBSL (MFA) ZREL T,

* Litware MRR k> + 7 4 AH 5 Azure AD ~DFEEEIC MFA 2T 51— —%BR9 LET,

* litware.com 74 LA FDEIE/NAXT—K YR FEEELFET,

*FAUTLIRDT7 TV — 3 ICT7ORRTHEEZIZMFAZERALET,

*AEICRREL-ERFREZESNICHREL BELFET,

BEH TIOEREHR

Litware TIE, ROT7 IV EREBEHIAHESNALTNET,

CEBHETOERARY)O—FFALT IRTD Azure ') Y—RE Azure AD 7 T 5— 3 oADITRTOT7 I ERAEZHIELET,
* Microsoft SharePoint Online Dt v 3 UHlHZ KA -FHMAET I A R —FFRELFET,



*Azure AD D7V 2R LEA—ZFRALT 7IIVr— a3 o~ADEET IV R ZHIBLET,

2N EBEREN

Litware &, Azure Sentinel @ Fusion JL—)LZ{EHA L T, 84> L L) Azure AD ¥4 > A U & ZEnlHi < BE L Microsoft Office 365 77 74 ET 14 DHAEHLEZELZERBEORELRHLIZLEEZTL
FY,

Ry ARy FMZEAT HERM

REEHEEETICIE Azure AD TT T DEZREERT IHENHY ET,

E3TNEVNTLLESIMNM EETHICF BET) 7 TENGAH T a vEERL TS,

FEELWMEIRSEICTIRA Y EAMEShET,

Answer Area

Azure AD tenant-level setting to modify: . al v
Allow users to register application

Users can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

A v

Role to assign to User1:

Application administrator
Application developer |
Cloud application administrator

Answer:
Answer Area Wk “{3
Mict '0SOT{A,
Azure AD tenant-level setting to modify: ‘ > v

Allow users to rﬂste on
Users can ccm@m to.apps accessing company data on their behalf

Users can I_‘qumﬁdmm consent to apps they are unable to consentto

Role to assign to User1: o M Iv
®_ 4 "Application administrator
. |Application developer
) 7 |Cloud application administrator

Explanation:

1 REQEHICIE B—HF D7 TV =23 02 FBRTELRVELSICT S I EHESNATLET

2: A—H—1&, 7TIVRAREED RMERORIZFEALTTF U M7 T 2ERTIVELNHY FT,
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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. COBRIE . RLSFH A ZRTTIS2—ENBERO—HTYT, —EOBERBICIEZENEN  EOON-BEXH-TAEREDOH I MEOBENEENTVET Bty ML > TIE EHOERLFET
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CDEVIVOEMICAZLZZRIE, TOBMICRAZLEITEFEA, ZDEH CNODEMEILE a—EBEEICKRTINEFLEA,

Microsoft 365 77+ > khidH Y £,

100 AD IT EEEHN 10 DEAICHINTIHREL TLET,

BRIZRENTWVWEST VR LE2A—ZHRLET (BRI 2 TEVUVILET,)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description &)

Start date * 12/18/2020 B

F. | L

freqventy | 1 C T W) T L v
Duration (im ,-jahr” i e — —————-—-Q il o 14

End (D End by C'c-:urre"ceit;

Users
Scope ® | Everyone

Review role membership (pefifiage and eligible) =

Application Admigistrat@ignd "@others

Reviewers

e L

Reviewers (Previg) Manager i

(Preview) Fallback reviewers (1

Meaan Bowen

»  Upon completion settings

FTRTDT7IHEA LE2— 1Y IR KFIEMeganBowen IZE > TRIESN TS Z &MY FT,




BEFADITR—r—RENTNOEHFADT IV ERALVE 2 —2BRICZITENE X SIZTHIHENHY £,

RE EIXRX—Vry—&T+—ILN\y Y LE2—BEFLLTEMLET,

CNIFBEEZHZLTOETH?

A. [Ty

B. LMVZ

Answer: (&% &RT~9 5)

BRE SCI0EEFHA K (TIVER LE2A— Y I3IV)IT&DE TIVER VEaA—E LEA—HLAEDEEN (TFLE2L—) IR—D ¥ —[ZEESIN, Megan Bowen 7+ —JL/N\v 9 LE1—3i8
ZEFEELTEREINTULET,

Azure AD 77 ZRALEa2—TIE LE2A—HLEFEDREFELLT REF—Dv— 1 DBERSNTNBIEES 21— —0D Azure AD TEBRSINIR—V vy —HAT7 VA LEL—HLF L L TEEMICEIY 4
TonFET =L A—H—[Z Azure AD TIYR— v —DE|YHTONTUOWEWMEEX, LELA—2RVETIAINETI4H—IL/Ay Y LE2—BYE CDIHFA(X Megan Bowen) [ZE|Y HTHNFE
v,

LA 2T . IRTOT7 IR LE 2—FKRM Megan Bowen [TEESNDIEEE, TF2 FADI—H—IZ Azure AD A—H—EHTHEHUICEIY B ToNIR—Vry—DNEELBVWI EZELKLE
£l

BRATAR— Y —FTJA— LAY Y LE2A—BHFLLTEMLTYH, 74—\ y Y LEA—HBHRFEFFHMICEOSOLTTRELEL IR*—Py—DOWEWA—H—DLEL—DHERIET 56 BEE
BREINFHA,

Microsoft D KF a1 A Y FZIERD LS IZHRE SN TVET,

LEA—#HHBFLLT RRA—Dv— 1 FE&RLIEBE Azure AD DI R—2 v —JONT A BERAINET , A —HF—ITIRX—O ¥y —HBUVERWNMERE, TA—IN\y I LE2—BEENMERASINET, 7
F—=Tx—FTA—INY I LE2A—BEEFLLTEMLTE HMMAICESVWTLEA—HMEIYETONEZLIEHY FEA,

ExFiHRE: 8

Ry FRARy MZETZERM

HIET-DE4EZ1E contoso.com & VS Azure Active Directory (Azure AD) T+ > D% Y  Fabrikam, Inc. EWNS EVRR N— b F—HWLVET,

Fabrikam (& Azure AD Z{ER L T#& Y _fabrikam.com & litwareinc.com &WLVS 2 DDRIEFEA KA A VB EFRELTWET EELDKAAL VA E Fabrikam DA —)L 7 RLRIZERSINTWVET,
Fabrikam Q1 —H—DHNT I X TE S packagel EWVWSERIDT I LA N r—CEERT HFETT,

Fabrikam Qi SN - B E=1ERLE T,

package1 IZ fabrikam.com DEFA—IL 7 FLREF D A—HF—DHABNT7 I ERATEZELELIITTIRENHY FET,

ES5TNIEVNWTLLIMN?EZETZICIE BEI)7TEUGA T avEERLTLESW,

EEELVEBIRSEICTI RS EDAMESIET,
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Answer Area

To allow access for users who have fabrikam.com email
addresses, configure:

An access package assignment i
An access package ﬁp 1 Identi
A condtttonal access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure: v

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

Answer:



Answer Area

Microsoft

To allow access for users who have fabrikam.com email A ©
addresses, configure: - | w

An access package assignment in Identity Governance
|An access package policy in Identity Governance

A congditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure: v

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-request-policy
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-create

=HMHE: 9
T4 DT T) BERERTE ZF#DAzure Active Directory (Azure AD) 77+ > bABYET, COTF 2 MIE RORICTKITA—HF—NEENTLET,

Roiz
Application administrator
Application developer
Cloud application administrator
User = Microsaoft

App1 EAPP2E WNS2DD Y T R7 T EBALEY, J O— N\ ILEBEEILApp1 EAzure ADIZEERLF T,

Appl I2A—H—%EYHTRIENTEDRA—H—& Azure AD [T App2 2B TEH1—H—2BETHILELAHY T,
AIZH%ETIVENHY ETHMN? EETHICIE EED) 7 TEULGA T avEERL TSN,
FEELWLMBIRSEICTI RSV FAMEShET,




Can assign users to App1:

w
Admin1 only
Admin3 only
Admin1 and Admina,only
Admin1, Admi Admin3 only

2, Admin3, and User1

Can reqister Ap;;? in A“@ v
p Admin1 only
\ Admin3 only
Admin1 and Admin3 only
H ‘ b}c{ﬁﬁ and Admin3 only
. m& , , Admin3, and User1

Answer:

Can assign users to App1:

Can register App2 in Azure l‘b
% \ :

Admin1 nnl_y
Admin3 only

- Admin1, Admin2, Admin3, and User1

Adrn'rm -:mly
Admin3 only
Admin1 and Admin3 only

Explanation:




Can assighusers,to App: -
- Admin1 only

Admin3 only

Admin1 and Adrin3 only

Admini, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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Ry FRRyY MBI RER

Microsoft 365 77+ > kM dH Y £,

RAEBARE LAY 2B ETIDELNAHYET V) a—a VI EUTOERERL-ITLELAHY T,
-RBOBRVDOHZILI—F—IC&BYS A VEHET D

B,

A UAVEBVRDARNELTISTMIFLET,

SR EBRBTH-ODFIEEELICERT S,
A—H—ARF7TY5r—2 a3 VIZTFIERATESRLSICLET,
fAIZESIRETLLOIMN BEETHICE BEFEIY 7 THEUGAH T3 vEBRLTLESL,
FEELWLMBIRSEICTI RSV FAMEShET,



Answer Area

To classify leaked credentials as high-risk, use:

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance _

Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps not using Modern authentication
Device state
Sign-in risk
User location
User risk

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Srantaccess but require password change

Microkms

Answer:
Answer Area

To classify leaked credentials as high-risk, use: -
Azure Active Directory (Azure AD) dentity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Govenance

Self-service passwordreset(SSPR)

To trigger remediation, use: -
Client apps not using Modemn authentication
Device state.
Sign-in Ask

icrosoft

To mitigate the risk, select,

Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

EHTRERE: 11



RADEX1) T4 AV TU NDOREZRRT D2DENLHY FT,

BEAVVTURMIRLTEDESIBREEZITIRNETLLIN?HEILGR) O—2 A4 TEBULGRBICFS T LTLEEV, FRI) =24 T E EHE, FEEERSNEGVEELNHY FT,
AVTUVERTTBICE ARA VEDREN—Z 59T RV O0—ILT 2BEAHIEHZENDHYET,

AR ELWERIEICTRA U FAMESIET,

Policy Types Answer Area

An authentication method policy Leaked credenuals;

A Conditional Access policy
A sign-in from a suspicous browsern,

REsources accessed from an anonymous IP addresst { | o =N af f .

A sign-in risk policy

A user risk policy

Answer:
Policy Types . « Answer Area

An authentication method policy | C - | L8:ked credentials: [A user risk policy

A Conditional Access policy

A'Siga-in from a suspicious browser: | A sign-in sk policy

A sign-in nsk policy

Resources accessed from an anonymous IP address; | A SIgn-in risk policy

A user nsk policy

FTHEIRE: 12

v k7 —21Z(%  Azure AD Connect Z{# A L T contoso.com & LY5 &1 Azure Active Directory (Azure AD) T3> RZ1) > S TULVS contoso.com & LYS ZHID Active Directory 74 L X kM E
ENTWET,

Attire AD Connect I&, Server 1 E WS BRI Y —/N—IZA VX F—ILENTWET,

Windows Server 2019 #3179 % Server? E WS ZRIDFH L WS —N—FEBEHALET,

Azure AD Connect D 7 T — LA —/N\—H—N\—2FRETIUNENHYET DYV a1— 3 TlE Server! [ZEENRE LEBEICT I —ILA—N—IIHhMDEMER/NEICHZ2DHELAHY F
9,

IEFICETTOIBLENHSIDDT7I2avEENTIMN  BETHICF BUNGTIa2cxT7ooar VA M oRIEEFICEEL ELWERFICHERET,



.,H, \ w

- i ” "

il
I
Answer:
Answer Area

L TWH
On Server2 runexport for ﬂgmm

On Server2, run delta &hmnmaﬁm for all
e of
On Servert, rngpurt for all connectors.

1-Server2 T I RTODARTRIZH LTIV RKR—+EERITLET,
2-Server2 T, I RTHDARVIDTIAREAZETLET,
3-Server! T .IRTDARIEADIYRAKR—FE=ETLET,

TR 13
ZERFI (MFA) DNERIZA > TLYS Azure Active Directory (Azure AD) 75+~ kD®HY F9,
FHOUbBYY 7 REE, ROBIZTRT LS ICHERSNET,

[T Hil

KOy THYY A=a—EEALT. 574 v cRRENERIESNTERT— FAY FEER S ¢ A EEOEREEERLET,
FE ELOERSEID RSy FAMESNET,



Answer:

Explanation:

77)a—F

60

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account- A 2 77 k

=ITEE: 14
Usert L W\S AN I—H—%EL contoso.com & LN FHEID Azure Active Directory (Azure AD) T+ > bhH Y FET,
Userl IZIXFRDRIZTT T/NA ABNHYFET,

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 No
Deviced 105 Yes

2020 & 11 A 5 BIZ_ contoso.com TRAOFEDHF AR ZEZER L TERALE T,
* &1 A1

* &~ 4: Contoso F|AEH

*A—Y—ICFIRRNDOILEEERT S
*FRTDTNARTA—H—DREZRDHD: 4+

*EEDOEER: 4>

* BxhEABR 2020FE12H 108

48 BA

202011 A158I(Z, A—H—1ET/\A4 A3THABHIIZRAELET,
DUTDEXIZDWT ELWMEEIE [FULVZBIRLTLKESWD, 25 THWNMESE DWVE JZBIRLTLESLY,
FEELOLMBIRSEICIRA Y RAMEShET,



Statements WI iC r CP S@ft

On November 20, 2020, User1 can accept Terms1 on Devicel. O

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1 can accept Terms1 on Device3. O

Answer:

statements |\/| | crosoft

On November 20, 2020, User1 can accept Terms1 on Device1.

On December 11, 2020, User1 canaccept Terms1 on Device2.

On December 7, 2020, User1 can accept Terms1 on Device3.

&R |
statements |\ 1CrOSO  Ives No
On November 20, 2020, User1 can accept Terms1 on Devicel. |O | O
On December 11, 2020, User1 can accept Terms1 on Device2. | O o
On December 7, 2020, User1 can accept Terms1 on Device3d. Q (=]

xFEIRE: 15

storage! EWVWSARDRA CL—U FHOU REED Azure Y TRV ) T avhiHyYET,
BEORBEI L UTHRRAMEINBApP1IEVWS T T ERBRTAFETT RETUIE =YLy b EFERALTY— /=T AAPICERIELFET  RET O VRHADRIAY ) a—2a U EHET INEN
HBUYET , V) a—2a3VEUTOEREFH-ITHENHY FT,

CMEEREICRELET,

*ERERZE App1 I— FICRETIRENLGN EZHRELFET,

* Microsoft Entra S22 AL T RET UM Azure )Y —RIZTFTHO A TER I EEHELET,
CEHEOFNhERNRICIMZFES,

HEZICEAEZEDHDIRETLLSH?

A1—H—FhHO U R ML—UH—ERBEIL

B. 1—H%— 7#A7 > k& Azure Key Vault



C.1—H—ZIYHTITr—T FID & Azure Key Vault

D. VRATLE|YLETIR—PKRID ERXRFL—Y H—ERBEEL

Answer: C (A —vt—T%#ET)

SC-300&# TlE, Azure!) Y —RAMD T #— RIDIE_ Microsoft Entra IDTEEMICEBEINSIDZEREL . 7ITVEINEZFEALTEF—Y U EZERTES-O, BRBEROEELALFE IZHY  O— FHROD
=Ly bERBTELEHBPSATVWET 2. o= Ly FO#REX F7IXAzure Key VaultTH Y | 7 TV [FIEBHIAAFT—TIEIH LK I R—2 FIDAM SEntra h—2 V%127 L TKey VaultiZ7 o £ X
TEDENHDESNTVET BHOREY L VTRILT—IA—FERTTEIIVFTIVATE COHAFVRTEHA—Y—EYLETIR— FIDABEASATHET, ChIZR2 F7RVIDELT
ERENn, TOULEDA D RADRICENY B TEHIENTES 1= HEBIDADKey Vaut7 7 E A #—EHFAITNIE, TRTOVMIZFRAYFTEZET, CNITKY SR TLEIYHTID (M4 7HA
IV 1ITEEM TN TS ELEBE LT EEARNMRICIMZ ONET, cO7 7O0—F TR VMEA—F—EYHTIR—P FIDENLTEntrab—o U FEG L Azure!) V—RZFEUH L  Key
Vaut CEBEELE£ 9, T D%, 7 T 5 —2 3 VIEETHIZKey Vaulth 53— F/X—F 4 APIV— Ly FZERIBLET, ChITKY T RTOEEELFEZSINET, O—U Ly FMIREIZEFSA, O—F
RICERERIEIFEELET VM (X Entra ZBEEZFEAL VM 7)) — 2R TE—DO ID ZBFHAT S ETERLDF MBI EINET,

=ATEIRE: 16
RORIZRITHREL O—)LEZEL Azure Y TRV ) T avhiby Fd,

Name Type

Role1 Azure Active Directory (Azure AD) role
Role2 Azure subscription role

Azure R—A JLZEFEH LT Role3 EVWSEZRINDHRE L Azure Y TRH ) T30 O—I)LEERT HARELAHY FT,
Role3 [FEAFDO—ILDR—R 514 UHEREFERALFET,

Role3 #/ T 5 =HICENO—ILEERTEEITH?

A. O—)L2DH

B. HiAAHD Azure YT RS ) T3y O—IILDH

C. #i#HAHD Azure Y TR 1) T3> O—JL & Role2 D#H

D. #i&#RAHD Azure T AR5 ) T a >y O—)LEAHIAHD Azure AD A— )LD H

E. Role1, Role2 #i#iAd Azure TRV 1) T3> O—)L B & UHAIAH Azure AD O—JL

Answer: C (A —vyt—T%EY)

https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#clone-a- role
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RORITRTHTA N A—F—2BELET,
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B HTERE:
a1—4%—1D 75\15'5"5‘c“héﬂ‘ﬁ'é’l‘étl:%?’6?&%%#"&;‘%7‘:3’%%7&“% YET,
A—H—FFEFTREITARETLLEIN, FLAZREITRETLLEOIMN BETHICE EEEETEYGA T a VERBRL TS,
AR ELVWERIEICTRAV MAMESIET,
ICros0
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=FTERE: 19
v kT —21Z1%  Microsoft EntraT3 > k EREAT 54 > T L = XADActive Directory KA 4 o H—EX ADDS) KA UHAEENTWVET ADDS KA VIR LTNRT—RFERITH_ET 21—
— AN EICHEEICTONDLSICTIBELRAHYVET  ENLSIBERELFTV EDLSBY—ILEZFEATNELVNTLLIN?EET SICIE, EEFEMISEN LA T a VEERLTLESWD,

BERBEII1KRAS 2 FTT,
ANSWer Arga
Conhgure: Pass-throygWuthentication ¥
oL E flga Password protection
g% - lnant synchronization
6& ssm::-rd hash synchronization
Use: | Microsoft Entra Connect

Micresoft Identity Manager (MIM)
The M;Hﬁi m n cfnliu t
The h.-hﬁoﬂ P f

Answer:

Configure: Pass-through authentication
Microsoft Entra Password protection
Cross -tepant synchignization
Pass-through authentication
Eﬂ&gwnrd hash synchronization

Lise: | Microsaft Entra Connect

Microsoft Entra Connect
Microsolt identity Manager (MIM)
The Microsoft Entra admin center

. -' - s The Micresoft Punview compliance portal
m= Microsoft

Explanation:



Answer Area

f .:_'-;:;]h suthenicalion

Microsoft Entra Connect

Microsoft SC-300: Identity and Access Administrator 22E 74 K& & U Microsoft Learn £ 2 —JL Microsoft Entra Connect DR - B |[Ch (X MBEEA A > T L I A?D Active Directory KA A > H—
EX (ADDS) IREBICx L CTEICEEL—H— NRNRXRT—FZRET 5-HDRIEZVHE LT HIHEE 1IELWMERIZ/NX X )L—EBEE (PTA) T,

HRHEIXODESY TY,

* INZA R JL—EBEE (PTA) IZ& Y 2 —H—5HY Microsoft Entra ID (1B Azure AD) IZTH A U4 U L&D EFTRRIZ V50 FTERBBORIESNDZENGLKBYFET Kb YIC BAEREFTLIRD
AT MIREICESN A TFLUIRAMDADDS KA Y Oy bA—5—(Zx L TERERNY ZILE A LATRIIShET,

*COBRIZEY AUTULIRADTHO Y FORELEEIZRBEINET 7THOU MRESE OV ISz NRAT—FRAEEINYTEIE TNODERFY S FEEICHENEICRMEINE
9,

PTA 283 BICZIE AT LIZRDT 1LY k') % MicrosoftEntra ID IZ1) 993 %74 71w K ID FE#Y—ILT&H % Microsoft Entra Connect 2R3 2 EAH Y £, Entra Connect Dty b7 v
THEIC BEEEIVA VA VARELTNART— Ny VaR# NARIL—BFH, 7z TL—2 3 OVWThhEBIRTEET,

Microsoft d K& A > MIFERD LS ITHE SN TWET,

INAZRIV—FBEEIZ&KY A—H—FA 2V TULIREVSHORR=—RADEADT7 T ) r—LaVIZRILNRT—RTHA oA VU TEET, FIEEA > T L 2 XD Active Directory IZxf L TiThonEd, JLT1=
MoT BIATIEHEICATLUIADADDS FAASVIZHLTNART—RZRIATHIENSBEHREZB/-TICIE . ROBEZITVET,

BT RE: 20

REDEX1) T4 AT MDEBERRT DVENHY FET,

BEAVVTURMIRLTEDESILGEREEZTIRNETLLIN?BEULGR) O—2 A4 TEBULGRBICR ST LTLLESV, FRI) =24 T 1E BHE, FEEERSNGVEELNHY FT,
AVTUVERTTBICE AR VEDREN—Z 59T T H0 RV O0—ILT 2BEAHIHZENDHYET,

AR ELVWERIEICTRAV FAMESIET,

Policy Types Answer Area

.i":.l ‘Li’ ) §

Leaked credentials

An authentication method policy

A Conditional Access policy
| A sign-in from @ suspicious browser.

A sign-in risk policy

Aesources accessed from an anonymous I[P address: [

A user risk policy

Answer:
Policy Types Answer Area

Leaked Erldentak: | A uier gk policy |

e e i i M ARon-n Fomd suspiaous browser | A Sign-n sk polcy |

— .

__________ Resources accessed from an anonymous IP address: | A sign-in risk policy |
| A user risk poligg " | .
——__‘.._._.H._q.------..qr.- =



Explanation:

Poicy Types | -\’“"‘ Microsoft

An authentication method policy Coaked credentials: | A user risk policy

A Conditional Access policy

A sign-in from a suspicious browser. | A sign-in risk policy
A sign-in risk policy

Fesources accessed from an anonymous P address: | A sign-in risk pohicy

A user risk policy

=T 21

ADatumai—H¥—[IFDS At R EHETILENHYET, V) 12— a3 VIZEEHTEGIBETT,
EDESBIATDATO Y bEERTIRENHY FH?

A.Dynamodl—H—+tFa ) T4 )L—7

B. M IIL—T

C. H7af=mwhIc

D. 1TEUE L

Answer: D (A —vyt—T%EY)

xFTEE: 22
Microsoft 365 E5 TR0 ) T auhbhbly F Iz Usert &£ User2 ELVS 2 ADA—H—MNEFENTULET,
A—H— 1R IL—TDT7 I AL E 1 —%EBTE A—HF 20T LEITRTODF7IEALE2a—DBELR— F2HETEELLEHETIVNENAHYET, 2OV 21— 3 U TlE RIMERD
[REIZEHAT H2LENHY TS,
BA—H—I2EOO—)LEZEY L TEIRZTIN? EETAHIZE BYLEO—ILEZELVWVI—HF—IZFSy S LTLFEEN, FO0—)LIHE EHE, £ EE2<{FERSAGEWMEEAHYET . aVTUY
ERTTBDICIE RAVEDREIN—FZ RSV TTEN RV B—ILTIBELRHIGFENHYFET iE: I VBRI LIRSV NEBTEET,

Roles - Answer Area

J:G}cbaladministrator | Userl: H.I:I-[E'

| Global reader |
L . User2: Role

| Reports reader

| Security operator

Microsoft

| Security reader

| User administrator

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Roles Answer Area

l[Global administrator |\' |

Usesd! {Global admimistrator

Global reader

User: |Global reader

| Reports reader

ISE{ur|r,.r operator

[Se:unt;.- reader

;l'._ls.er administratar

xFEE: 23

RRY2

Salesforce 7 7UADT I RAEEHOIFRA CA—HY—% L E1—F3T0REEETIVNENHYET, LE2—FX UTOEHEZH-ITVENHY £,
*LEa—REBRITO>RENHYET,

CETAR A —OEBEIT IV CREHERTILENHYFET,

*S5ELUAICLEa—D"%T LEWMESIE, 7 R ZHIBRT 2BENHY ET,

*HFRA N A=Y —[ITR2—T v —HULEES(X Megan Bowen W7V XA E#HRET HILELAHY FT,

Answer:
FRBRT Y TINA ATy TOBREITOVTIEHBAESELTIEEL
Explanation:

Salesforce7 7V ADT A CA—HF—DT7 IV LR EHFEDBEHIZEDVWTLE1—9 570X EEET 5(21%, Microsoft EntradIdentity Governance7 7 ZA L E 2 —#ge & ERATEF T, FIBIEIULTD
EBYTY,

BUGRENZEYAETET,

SO0—N)VEEE 11— —EHEE FI=IL Identity Governance EEED LT IAADO—ILZHE->TWSZ EZHERALET1,
Identity Governance [ZF#8ILE T,

Microsoft Entra ¥t 2 —IZH A4 /4 VU LET,

[FAToTAT4 HNFUR]> [T LEaA—-]IZBHLET,

FLWF IR LE2—FERLET,

FHLWFZYI R LEa—]#RIRLET,

R A—HY—DT7IRAEHERT HIZI1L, Salesforce 7 T Z#IRLFI1,

LEL—BEEHBRLET,

LEL—DHEEZARICEELET,

LEa2—HiROHARM % 5 BRICEZELET1,

LEaA—$#HABBEZRELET,

BYAP A—HY—DOIFx—Try—FLE1—HEFLLTHYHTET,

AR A—H—[2IR2—D % —HUEWNMEEIE Megan Bowen # LE 21— B8 EF L LTHY B TET1,

BB 7R EeXZBEELET,

BEESNIHBEAICLELA—NET LEMEEICT IV R ZBEMICEIRT AL SICHREFEBRLET,



AVTSATORADER E@F:

TR LELA—DHEBEEZTHMIZHERL LE2A—RYI—1[CEMLTWD I EEHELET,

TOvREER5S:

TRTOBEBREBIZHFLVWLE2L— 7ORRIZOVWTEML LEA—2FTTI3AHEICODVWTOHAI T RAFRBLET,

NODFIBIZHS ZET R 1—H—0 Salesforce 7 TV ADT7 IV ERANBALEA—Sh IRX—V v NLEL—DEFZAWN LEA—DHRAICET LEWEEET IV EANEIBREINE LS
[CTBIENTEET,

RFTEIRE: 24

VM1 EWS BRIDRBEI S VEEL Azure Y TRV ) T3 upHYET VM1 OERIETRDELSY T,
*TSAR—=KPF7 KLR:172.16.1.5

*INTY)wJIP7 FL X 10f.143.16U5

*ORTLEYETIYIR—D FIDDRT—R R

VM1 [Z App1 EVWSERTOT T EA VR F—ILLET,

TR—U FDD7TVER7 VA=Y V&) VIR T BHEIICAPPIERET ARENHYET, VI I X MIAppI1AERT HIP7 FLRIFENTT A ?
A. 169.254.169.254

B. 108.143.161.25

C.127.0.0.1

D. 172.1615

Answer: (&% %KT7 D)

RFTRIEE: 25
RDORIZRITLI—H—ZEL Microsoft 365 ESE H TRV 1) T avhbyUEd,

Member of H;;:liﬂﬁm ii'i& 5

AL
Al
Al
A2 }
Not § sbamber of an administrative unit

A—H—I2F RORIZTERTA—ILEYETENET,

User Role Role scope
Liserl Password Administrator Crganization
User? | Global Reader Organization
User3 | None Not applicable
Lserd | Password Administrator AU
Users | None [ [ r o ktvetdpplicable

Userl & Userd (FEDI—H—DNNRART—FK&#Y 1y hTEFEFITHMN? BZETBHICIT EZEEHTEIYLEA T avE8IRLTLES N,
FEIELMEBIRSEICTIRAV EDMESHET,
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Answer Area

2 Userd, and User5 only
User3, Userd and Users only
User2. User3, Userd, and Users

User®: | User3

User2 and Users only
| User3 and Users only
|Llscr1. Userd, and User3 only

Answer:

User2 and User3 only

e Lyﬁ?_arﬂ UserS only
7 L [ USer2iuser3, and UserS only
L " User3, Userd and User5 only

[Userd User3, Userd, and UserS

I el
User2 and Users only
User3 and Userd only
Userl, Userd, and User3 only

Explanation:

. U“!; Mlcrosof’f

Userd:  User2 only

EXHTEIRE: 26

REDENYSTZEEI SOICERTIRINEZBET ILEADHYFT VY a—Ya VEEEEHEHIRLENHY FT,
EDTHREVVTLLEIMNM BEETSICE EED) 7 TEYGF T a vEBRRLTIESY,

AR ELWERIEICTI ARSIV FOMESIET,



To manage Azure AD built-in role assignments, use:

To manage Azure built-in role assignments, use:

Microso

v i

Answer:

'|User access administrator

Global administrator
Pnwvileged role administrator
Security administrator

User access administrator

ki

Global administrator
Privileged role administrator

A Security administrator

e

To manage Azure AD buili-in role assignments, use:

v

| Global administrator

riviféged role administrator
| =ecunty administrator

User access administrator

To manage Azure buili-in relefassignments, use:

-

(]

Global administrator
Privileged role administrator
Security administrator

tor

SR .

https://docs.microsoft.com/en-us/azure/ A—JLRA—ZA D7 Y £ A Fl#E/A—)LE Y Y THR—42 )L
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

RHTMEIRE: 27

REDENY U TEEBTL-HIFERTIRENEBETIVLELNHYET , VI a—LavEREFEREH-TRELHY FT,
ES5TNIEVNTLLEOIMN? EETHICIE BED) 7 TEULGA T avEERLTLEZSY,

FE ELWLVBIRSEICTI ARSIV FAMEShET,

To manage Azure AD built-in role assignments, use:

Global administrator
Prvileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v

Global administrator
Privileged role administrator

Answer:

A Security administrator
' [|User access administrator




[0 manage Azure AD built-in role assignments, use: v
Global administrator
bvileged role administrator
Secunity administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
| Security administrator

User access administrator I]

S .
https://docs.microsoft.com/en-us/azure/ A —)LR—X DT I £ A FEH/O—I)LE|Y Y TR—42 )L
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

RHTMEIRE: 28

Admin1 EWS ARIDA—H—%EEL Azure AD T+ bAHY ET,

Adminl (. YRS A—HF—D/INRAT—FEBEZ2ERTDHZR)O—FToTL—r2FEALT HLOEHMNET IR RO —ZERLET,

R)—EYHTIZTEWT T4 FTHIZCEEN _HITBHRASNTEITH? BUEA TV I VEFELVWVHRICKS YT LTLESW, & T avid 10 E#E F-Ee{FRIAGVEELAHY F
T AVTUVERTTDIZIE RAVEDREIN—F FS9 I T 5N R O0—ILTIE2RENHIEENHY ET,

FEELMEIRZEICIRA Y EOMESHET,

Options Answer Area
Adminl | Include:
U I\ FN g e e g o
All guest'and exterta bsers” ) .
| Exclude:
All users

Directory roles

MNone |

Answer:



- Exclude: {| All guest and external users

e PR WY Y. SN PR SR RN NSy SN W

All users

=! Microsoft

Explanation:

BOWERICRVLWXFOHRANBBMICERINES

Admin Include: | Al users

All guest and external users

Exclude: | All guest and external users

Directory roles

Nore rosoft

xFTEIRE: 29

contoso.com ® SMTP 7 KL R AR—RZEHT 574 > T L = XD Microsoft Exchange i@ H Y E£9,

2 —4H—5H Microsoft 365 H—EXANDEILITH—EXR AL U7 Vv FITBERDA—IL 7 RLRAZFERALTWA I EADHDMYELT:,

HEER1—Y—MNEEN S Azure Active Directory (Azure AD) 77+ > M T 55 O—N\ I EBEERZMEBTILENHY T,

EDA4DDTHO L aVEIRBIZETTOLELNHY FIM BRIETHICIE BUNGETILareEaT7oary VA MMoRIEEHICEEL ELWVERICHNET,




Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

F ﬁ Miirgsuft 365 admin ce

[ Respond to the Become the admin message.

©Q

.rtaddthedomain : @

From the Microsoft 365 admin center, remove the
domain name.

—_—

Create a TXT record in the contoso.com DNS zone.

Answer:
Actions

F-—————————————————————————————————————I
IE Sign in to the Microsoft 365 admin center. |
ll———————--————-——————-g

tenant.

— e s s s s s s e s e s s s s s s e

'E From the Microsoft 365 admin center, remove the

, ]

| domain name. ,
!

|

|

|
|‘ Create a TXT record in the contoso.com DNS zone.

Explanation:




' Create a self-signed user account in the Azure AD
tenant.

Sign in to the Microsoft 365 admin center.

-

Respond to the Become the admin message.

Create a TXE fequlrd in the contoso.com DNS zone. ‘
_ VIICrOsoTl

S
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

HTREIRE: 30
HiET-DK%LIZ1% Contoso East & Contoso West & LV 32DDEMAH Y £, MAFID Microsoft 365 1D 7—F TV Fr [ERODBIZRENTLET,

East AL

Fenpal

Contoso East&BFM 11—+ —IZ Contoso West7T 7+ > k ®Microsoft SharePoint Onlinetrf kAN 7V R ZEIY B THILENHYFET, 2DV ) 21— 3 VTl BMOMicrosoft 3G55 1 7 2 R ITHE
HYFELA,

fAIZgTRETL & S5H?

A.West T+ FRDTRTO Contoso East L—HF—DHF A+ 7Hhor FEERLET,

B. Contoso West 7+ > FTAzure AD 7 75— a3y FAOX TV EBRLET,

C. Contoso Cast MBEX7EM Azure AD Connect H—/\—%#& R L T, Contoso East Active Directory 7 # L X k% Contoso West 77+ > FZRIZALE T,

D. 2 ZB ® Azure AD Connect 4 —/\—% Contoso East IZF 704 L _Contoso East Active Directory 7 # L X k% Contoso West 77 > FZRIEAT DL S I2H—/N—ZERELET,

Answer: A (A —yt—T%#ET)

TR 31
T4 DT T) BERERTE Z FDAzure Active Directory (Azure AD) 73+ > bABYET, COTF 2 I RORICTRTAI—HF—DNEENTUVET,

Roi=
Application administrator
Application developer
Cloud application administrator
User Microsoft

App1&EAPP2ELNS2DD I SO K7 T #EALET, V O— /N ILEBEEILApp1ZAzure ADIZESRLET,
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Appl [CA—H—ZE|YB TR ENTESL—HF—& Azure AD [T App2 2B TE 51— —2HBTEITILELAHY FT,
MZEEHETIVELAHYEFI N BEZTHICIE BAEIY 7 TEULGA T a oEFBRLTLESL,
FE ELWLBIRSEICIRA Y RAMEShET,

Can assign users o App1:

Admin1 anly
Admin3 only

Admm1 and Adrmi
3 Mmln?. only

AR in3, and User1

Can register Ppp?mﬁgﬂ@m WA = MIicr Dspf
L L9 AT Admin1 only
13 Admin3 only

" Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only

Admini, Admin2, Admin3, and User1

Answer:

Can assign users to App1: -
Admin1 only
1 Admin3only
I Admin1 and Adsin3only |

Adminl mﬁﬁa “and Admin3 only
A&mlm Admin2, Admin3, and User1

Can register App2 in Azure ADY v
- | Admin1 only

Admin3 only

Admin1 and Admin3 only

_A@1%andh in3only |
| AdminT, +and User1
Explanation:

Can asslgm#erd\ﬂlmﬂsoft v

Admin1 only
Admin3 only

w

Can register App2 in Azure AB; (L
@@ Admin1 only
@ Admin3 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only

Admin1, Admin2, Admin3, and User1
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

A%h%: SC-300 fEIREE L GoShiken.com ARSI =& LT L) SC-300 HERRIRESE ! GoShiken.com ME#FH D SC-300 HEARIRELE #1211t L TLVE I, GoShiken.com SC-300 :REXFIREIIHZ T T g
ENEEETIINVET, ®FTD GoShiken.com SC-300 fAREE# 4 v b3 % AL T 5 5: hitps://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFfERE A & IEfiZ{ & T 30% w 43I Z 5|
a— F: Freepdfdumps)

RETEIRE: 32
RDRIZTRIT 1—HF—%E T Azure Active Directory (Azure AD) 75> kDb Y ET,

Name = MicrRolst
User1 Conditional Access administrator
User2 Authentication administrator
User3 Securnity administrator
Userd4 Security operator

Azure AD Identity Protection #R%&3 5 FETY,

A—H— YR RYI—F#BRTELIDELEDI—H—TID F VRIDOHB1—HF— LR—FERRTEIOFEDI—HF—TIH BETBHICIE BEBEGETEIGA TS 3 0E2ERLTLE
Ly,

FE ELWLVBIRZSEICTI RSV FAMESAFET,

Configure the user risk policy:

Userdonly

User3 and User4 only

User1, User2, and User3 only
Userd, User3, and User4 only
User1, User2, User3, and User4

View the nsky users report:© v

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
oft User1, User2, User3, and User4

Answer:
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Configure the user risk policy:

View the risky users report:

Explanation:
.onfigure the user risk policy:

View the risky users report:

SR .

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

Ex#TERE: 33

Microsoft EntraT 7+ > M2 V9 Enf=Azure S TR Y T avhHBUET, ZOTF 2 MIIE Appl E WS BEEFAT TIUME

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3. and User4

b

User3 only 1

(User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only

.__USE“ Dsex2) User3. and User4

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3,and User4 only

User1 UserZgl' o8 andUsetst

v

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

EFNTULVET, Microsoft EntraT+ > k& D/\— r+—HBNHY F

T, CDTF U RIIE App2 WS BEREAT TUNEENTWNET App1BPAPP2IC 7V ERTEH L HHRIT HIVENHYET,

Appl1 WMEETES 2 DDERBERIZIENTT D, TNEFNDEREEITLLEY ) 1—2avERLET,

AR ELWEBRIEICTRA U FAMESIET,

A.
. ¥x— KID

. T
A—Y—=TFhoU b+

OO0 w

AEEAE



E.O 34 LINRD—F
Answer: (fAZE % RTT 5)
Microsoft Entra ID TIE 1 2D 7 FU 45— a > (Appl) NA—HF—DN AL LIZBADT TV 47— 3> (App2) D APl IZCREICT I RTEIBERHDIEE . T TUDHDEI (V547> FERE®R?
A—&EFENET) AERSINET,
77 EEEDEE:
*App1 (21X, App2 ~DHERZMH 5T IRENHY FI (7T 7r—2 3 VIERKER),
*App1 [&, Entra ID BRI 2 ERIFHREZFEA L CRAT IBLELHY FET,
ﬁx)]&ﬁ’l‘%’la#&dﬁi*ﬁlizﬁw) EBYTY,

*SIBAE - X509 SIBAE#ERAL =7 T RN R ELFIE,
*DSATOR =Ly b-TTUDRAITFERAEINEZTEFR IR—ADF— (/ART—F),
Microsoft d K& A > MZFRD LS ITEREE SN TWET,

75— 3a v DX V547 PERBERIO—TISAT7oM =Ly bERIKIIAZEEZFERALTHELITEET AT a3 B(IR—T K ID) (X, Azure )Y —R (BEREHT 7TV TIEXEL)
[COABRINET,
AToavD@A—H—THhOUR) EE(TUFALNRT—R) EIHRHFROERFERTHY . 7TVDHFDT Y ERIZIFESTT,
Microsoft Entra ID TI& 1 DD 7 FUS5—a > (Appl) MA—HF—DN AL LIZBADT TUr— 3> (App2) D APl IZREICT IV RTEIBERHDIEE . T TUDHDEIE (V547> FERE®R?
A—&3MEENET) MERSIET,
77 EEEDEE:
*App1 IZ(E, App2 ~DIERZEZ 5T ILELHY FET (7T 75— 3 JERKERH),
*App1 (& Entra ID A B# I 2 ERFERZFAL TEAT ARENHY FT,
BN ERBEROBEEIRODELY TY,

*SIBAE - X509 SIBAEH#ERAL =7 T RN RERFE,
*DSATUOR =Ly b-TTVDRAITERAINSETEFERX FR—=XDF— (/NRAT—F),
Microsoft M K2 A > MMIFRD &S IZERE SN TLNET,

PIUTr—2avIDIE 93470 FPEBBRIO—TYIIAT72o 0 =Ly bERIFHAEEZFERALTHITEEF T A T30 B(IR—Y R ID) (&, Azure 1) YV —X (BEFEHT T TIELELY)
[ZOHFBEHINET,
AToavD@A—HF—TFTHhOUR)EE(TUFALNRT—R) ETHRHFROEREFERTHY  7TVDHFDT Y ERIZIFEHTT,

=HERE: 34
ROKRIZRTYY—REEE Azure ﬂ7‘17 7o avhHhyYERd,

Mame Croso
Group1 Group that has the Assigned membership !ype
Appi Enterprise application in Azure Active Directory (Azure AD)
Contnibutor Azure subscrnplion role
Ralel Azure Active Directory (Azure AD) role

EDYY—RIZHLTFTI R LE2a—FFRTEEITH?
A. Group1_App1. Contributor_ & & U* Role1

B. RTILLEBEMEDH
C.UOUNL—71 . 0—-L1_BIUEHMEDH

D. JIL—T1DH

Answer: A (A —yt—T#ET)
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7Ot A LEa1—IZ(& Azure AD Premium P2 54 £ ADNMETT,

Group1 & App1l D7 +tA LEa—IE Azure AD 79 +R LE2—THERTEET,

HEMEREZEQO—ILEO—IL1DT Y R L E 21—I[% Privileged Identity Management (PIM) TR T 2HEHNH Y £9, PIM (X Azure AD Premium P2 [IZTEENTULVET,
ZH

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start- security-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

Ex#fERE: 35

storage1l EWSEZHDA RL—2 7HD U k& WebAppl EWVWSEFID Web 7 TUZEEL Azure Y TR YT auhdHlEd WebAppl (FVATLEYHTORYR—PFID 2ERALET,
WebApp1 MU A TLEIY L TIR— FID ZFHALTstorage! DI 7 AN EFAEESTEELZHRTINELADHY FT,

Azure ;R—4% JL T storage! A Z# KT H2LENH Y £3H?

I T7AIVEERE

LT AGE (FETEF) ERE

HETHEREL (SAS)

T RE

TR F—

Answer: B (A —vyt—T%EY)

Microsoft SC-300 A2RXFEEH 4 FH & U Microsoft Learn EV 2 —J)L REX—U RFIDZFEHALTID #BEBT 5 ICENIE Web FTUNVRTLEIY LB THOIR—D R ID #FHT 5156 Azure (&
Microsoft Entra ID RIZZD ID #XTH—ERX T UL EBEHHFMICERLET,

Azure Storage 7HhHO YV FAD T 7 A ILDFHZAIY EEEAHDIERE I +—2 K ID [T E5F BI2IE Azure R—Z LD [7 0 £ Rl (IAM)] TL— KT, B—ILR—XD 7 7+ X%l (RBAC) 1ER %1%
BT 2BELAHYFET, EFMICIE BULZYY—RRXRA—T(RL—D 7hHO0 MOV TFHF—RHE) T IXF—IVFIDIZRAML—Y BLOB T—2 HREREBE PR FL—Y BLOB T—42BEEELED
A—)LZEYETET,

SAS b=V Y TOERXT— T7ANEERELREDEFDMDA T a VL F—R—RFLRFFHORAFEITKELTEY . ChIER/NMEREYF—D FID BEFNMEDRAIICR LET,

7 X (IAM) (& Azure AD ZN LE=REGE ID R—XDT7 IV 2RERIELET,

#1EfZ:B. 77 £ A& AM) BE

ol

mooO w >

FTEIRE: 36
T4 DT T) BERERTE ZFDAzure Active Directory (Azure AD) T+ > bABYET, COTF 2 MMIE RORICTITAI—H—DNEENTUVET,

Name Roie
Admini Application gdministrator
Admin2 Application developer
Admin3 Cloud application administrator
Users Alser

App1&EAPP2ELNS2DD YISO KT T #BALET, V O— N ILEBEILApp1EAzure ADIZEERLET,

Appl IZA—H—%BYB TR ENTERL—H—E Azure AD [Z App2 2B TE 51— —2HBETILEAHYET,
A3 ETIVENHYETH? EETZICE EET) 7 TEULGF T avEERLTLESY,
FEIELMEBIRSEICTIRAV EDMESHET,
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Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admini, Adimin2, and Admin3 only
Admini, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

3 CAdrnim, Admin2, and Admin3 only
Microsoj Admin1. Admin2, Admin3, and User1

Answer:

Can assign users to App1: -
Admin1 only

Jadmin3ony € Microsofft
Admin1 and n3 only !
Admini, Admin2, and Admin3 only

Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admint only

Admin3 only

Admin1 and Admin3 only

| Admin1, Admin2, and Admin3 only |

I-| Admini, Admin2, Admin3, and User1

B

Can assign users to App1:

Admini only

Admin3 only

Admin1 and Admin3 only

Admint, Admin2, and Admin3 only
Admini, Admin2, Admin3, and Useri

Can register App2 in Azure AD: -

Admini only

Admin3 only

Admint and Admin3 only

Admini, Admin2, and Admin3 only
|Admin1, Admin2, Admin3, and User1

| L ¥ e .}'.

S8
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

xR 37
5,000 AD 1 —H—h VS Microsoft 3657 F > FAHY EFT, ZD 5 H100ANIERER T, BEHBICEEFEDYR— b F—LHAVET,
YR— b F—LARBRERBOAER]RIC/IART—RFD) £y FEZSERBIL MFA) RBEBETEDLLSICTILELAHYET , 2OV a1—2a TR BR/MERORAEZERT 2HENHY FT,



EDFTT Yy k24 F & Azure Active Directory (Azure AD) B—LZFERT ILEAH Y FTIH? BEFT HICE, BEEETEU G T a vEBERLTILESN,
FEELOLMBIRSEICTIRA Y RAMEShET,

Object type: - .
An admunistrative unit
A gistom administrator role
A ch‘lmﬁlc group

f-. '_'_RA Microsoft 365 group

foidn, -
- Authentication administrator

Groups administrator

Helpdesk admimistrator
Password admanistrator

| Micegsott

Answer:
Answer Area
Object type:
_ _ % Authentication administrator
W a W Groups administrator
. = Iielp_cieik a_dm_lnsitratcrr
Explanation:
Answer Area N .
Bl \ricrosoft
Ohbyect l.‘ype.' - A .:us_l;i_m gr!:'rll.. e e
} ,, lhhﬁ *Hg,u-s.k administrabor b

=PTfiRE: 38
RORISTI AR FEBCAVTILIR F—o 18— HHYET,
MName Description

Server1 | Domain controller that runs Windows Server 2019 ~

Server? Server that runs Windows Server 2019 and has Azure AD
Connect deployed

Server3 Server that runs Windaws Senver2019 and has a M!l:l'DﬁOﬂ
ASP NET a applic ation named App1 insta

Serverd | Unassigned server that runs Windows mer

Hardware firewall connected to the internet that blocks all traffic

unless explicitly allowed

Firewall1




Active Directory 7+ L X + & E#3 % Azure Active Directory (Azure AD) T+ > thd Y £9, Azure AD IZIEZERBEE (MFA) NERSINET,
App1 & Azure AD 1 —H—ICARATE S L ZHRBT IDLENHYET,

Server & Firewalll T ZHET HLENHY FIHM? BETLHICIE, ABFEHETEUGA T a v EERLTLEZSY,
FEELOMBIRSEICTIRA Y FAMEShET,

Service to install on Server4:

Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy imWindows Server

Rule to configure on Firewall1: v
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allaw autbound HTTPS connections from Server4 to Azure AD.

Aliﬂwm@rﬂ lFﬁm@glqrﬁﬁom Serverd to Azure AD.

R B )

Answer:

Service to install on Serve;;'-t_;'

The Azure AD Passwurd Protection DC agent
The Azure AD Password Protection proxy service
Web ApplicationProxyin Windows Server

Rule to configure on Firewall1: ' v
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD. |

Allow outbound IPsec connections from Serverd to Azure AD.

SR

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

BT RE:

/\)bjTZO“”‘fi%l FBT7MEVAEEOEMBEGER/B-ILENHYET,

BAIAZERL, EOV—LEFERTAEIVTETAM? AETHICE BZETY 7 TEUNGA T a v EERL TS,
FEELVERIEICTRAIV MAMESNETS,



Object to create for cach branch othoe |An admmstrative uort
A custorm role

A Dynmarme | User socunty group
L=

Taoh to uses: [Arure Active Directory adman center
Active Directory Admimstrabve Center

mh” L Actrve D ry moduleg for Windows Powershell
w Microsefmee=
Answer:

Answer Arca o

IL-JJ-

P
£

lﬂqllgﬂ'l':;["j- - ..&zure Active Difeclony admin Cermer -ﬁ
i: . sl :l1|i;i|
m Microsgft(y ‘:::’::,::.mm e
|} ! i

ExFTERE: 40

FCOBERIE BLIF VA ZRRTI—EQEMO—ETYT, —EDERICIEETNETN  EHON-BREERmEIAEHEOHIBBOBENSENTVET Bl Y Mk > TIE EROERIFEET
AL HNIE EBLLZWMEELHYET,

CDEIVaVOEBEMICEAZ LRI, ZOBEMICRAZLETEEFRA, ZOH CNLDOERIILEa—BEREIZRTINFERA,
Azure Monitor Z{# /A L T Azure Active Directory (Azure AD) 79 T4 ET 4 OJ S5 LET,

Azure AD 2 —H—DH A A VEHITHKRKRTSH L BEH 100 G5 BALIEFA—ILTI—FERELET,

FLOWVEX ) T EBBELDLLEICRHO O TT7S— b ERIETELIICTEIRENHY T,

fRREK: Azure AD MO EEXERLEFT,

CNIEFBEEZEEFHZLTVLETH?

A. XLy

B. LMMYR

Answer: B (A —vyt—T%EY)

PMRETIEILELTILa Yy JIL—TEEBT BIZIE Azure E= A —IBET HILELAHY ET,

B HTEIRE: 41

F BRI BALIF VA EZRTRTI—EQERO—HTYT, —EDERBICIEETN TN  EHON-BEERE-IAEREOHIBEBOBENESENTVET Bty MIk>TE EROERILFEET
AL HNE EBHLLGTVNEELHYET,

DtV IVTERBICAZELERIEX FOEI VI VIZRDZEFTEST ZORE, CAoDEBIEILE 2 —EEICRRTINEREA,

Amazon Web Services (AWS) 7 i1 > k _Google Workspace 7R % 1) F a3y GitHbb 7h9 Y FEEEHELTY,

Azuretr TR 1) T 3 > &ER L  Microsoft 365 Defenderz B LET

Microsoft Defender for Cloud Apps Z{Ef L T OAuth SREIBERZERTET L L #HERT IDLENHYET,

fi#;R % Microsoft 365 Defender fIR— % JLH & _ Microsoft Azure 7 ') a0 2 &EMLET,

CHIFBBEF L THETHA?

A. [Ty
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B. LMMR
Answer: (& &R~ 9 B)
Microsoft Azure a4 2% Azure ')V —R 749 T 4 ET 1 % Defender for Cloud Apps IZ#i& L Y— K/8\—F ¢ 7 TUR®D OAuth BRBEIER TIE%E <  Azure HD ) YV —RAEBBEELEX2 T4 7
Z— MIEICERZHTTWLET,
Microsoft Defender for Cloud Apps DA FFa AV Mk E XDEEYTY,

Microsoft Azurea 7 2 ZiBNN9 % & Azure Resource Managerd 7V T4 ET 4 ET7 53— b EAIRILTEEF TN, — F/X—TFT 1 ODOAUthFBEET— 2 (FAIRIE TE FEH A, JOAUuth7 7Y FREIDERIC
(X AzureBATIEA <  FBEEICOAUthZER3 %5959 K7 7)) 45— 3 > Google Workspace, AWS _ GitHubZi &) ADIEHMNEENE T, L= > T Microsoft Azurea =2 2 F#EBMLTEH NATY v
FIRIEZIATOAUhGEEE) V TR FEEERT HE VS BEEERINFEEA,

RTRERE:

a1—4%—1D fME'Eéhé‘I“b'Iil:F‘aEl?é?ifﬁ%#&fﬁf:wzxgh% VEY,

A—H—FFEFTAMETRETLLID, FLAZRETRETLLIMN @AETSICIE, BBFEEHETHEID A T a v EBRL TSN,
FECELWMMEIRIEICT RSV FOAMESAET,

Thir/ users| st TSt | | Srowicke cofmong for By e, 1 et the data of Comioso.
muluh‘lﬁﬂm -factnr puthorteation (MFA),
| Reaistcr tora ol wWvice pascwond reset (SEPRE iy e sl reset (EEFRD
You L ﬂﬂﬂl’ﬂl’.llt i A BRI ITSH DOty
AT nak pralicy

= M | {:rﬂsnﬁ Ardnzure AD Bassword Protection pobcy

The usert must (st Soascie: camnest or S0y Spelo accoons: e dalaof Contos.
| |Eequster for] muf-facior authontcation (MPAL |
Requted lor soll-seres e password et (SEPRL

'r'uu sl cantgune 1: gy Tk, gl
Ayl 1k oY
Arsfzure AD Pissword Protection policy

= HfEIRE: 43
Group1 & Group2 &£WLV5 2 DDYIL—T & RORICKRTI—H—%EL Microsoft 365 E5 TR U ) T avhHyFET,
Name Member of Role

Lizer Growp? Mo

oup 1, Groupd '-.:':.'-'.':

Lser3 Sround mal Admimstrato

*7“77(’7 1) 7°~/5| Iz, «k@.&m’&ﬁ? HBRETIVER R O—BEENATNET,
*ZEn R S —1
R Y—R
=8
*IRTDIZIETTY
* Tt R
5
* BERDBIAHLSDLE
UTDEXIZTDWT ELWMEEX EWNVZEERLTLESWD, Z5THEWMESIE DDOWA 1 ZERLTLESLY,
EEELWLMEIRSCEICTIRA Y FAMEShET,
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Statements

Statements

Explanation:

a—H— 1% Microsoft 365 7 TV IZH A VA4 23 5L TIZZERDBA (MFA) AT H2ENSHY £, = &L 1—H— 2 (I Microsoft 365 7 T IZH A A > 5 & FICLERRBIL (MFA) ZERT
BHENHY FET, =1L —H— 3 (X Microsoft 365 7 T [CHA oA F B EEFIZZERABEL (MFA) #FATIBLENHY TF,= LIWVZ TRTD Microsoft SC-300: ID BLU TV L REEE FX
AV MK ZEEMINOEMAHRE: = FHMET IV LATE EHREYETH#A—Y—FET7—90—FID(R) >—0OFEARLEEEE) EF—Ty b VY—X (RESNDZTITV/IIY—REEE) I
EOTRESNFET,

R —DFFEHELS BERDPIAZHLELTDHIHESATLSIEE R >—D1—F—ZYETRXRA—TITEFNITRTODIE FRIY—RAANDT I L RABFICZERDPIATETTILENHY
FT ERODIIN—TDAN—THHTHLEANENMEINDZLEHY FEA, A —F—DBLTIhHADTIL—TIZELTWWREE KR —DERINET,

HIZ AR —DA—F—EYLBTRI—TICEFNTOVEV I —(E FHEO—LEZREFLTVDEETEHE ZTORY =& >TMFAOAAEZRO oNFRHA, TFU X2 ) T+ DEEEEZE
ALTWAD FHAFETIVERR) O —DZOEBET AV FEREFZOIIL—TEXHRELTWEIEEERE /O—NILEBEO—ILZRELTLSA L EVL>T MFANBEIMIZHTI SN DD
(TTIEHY FEA,

NhEIVFIVFICERT S E Policyl [T RTDISORT7TVERFELTEY OFY FITVAEIZN—HI) IL—TOaVTFANEEETSE A—F—EIYLBTHORXa—T(& Group1 IZ
RESINFET, Usert Groupl) & User2 Groupl & Group2) [FliAE B R A—TRIZH D=6 MFA ZETTHILENHY £, User3 [& Group2 DHIZELELET, Group2 IR o—Da1—H—F|Y Y
TEENTHD O FO0—/NIILEEEDO—)LEFHFD User3 [Z(F Policyl NMBERSINFFA, LEEA>T ROKSIZHY FI,

User1 MIFE (X [XLY) User2 MFE(X [&Ly) Userd DiFEIE WNZ |,

HTERE: 44

I-.Group1 D EZEfRRT HLEBELRHY ET , FIMEITARETLLOIMN?

A.IT-Group 1 ' IL—TH#BHERLET,

B. IT-Group 1D A UIN—2y TR TEEHUTINA RIZERLFET

C.IT _Groupl1 ICRTEEZEZEMLET,

D. IT-Group1D A U IN\—=2w TR TE#EBHA—F—ICEBLET

Answer: A (A —yt—T%#ET)

HARAAFDT 4 LI R O—IL (TINA REEELE) ZTIL—TICEY S TRIZIE O—ILZE Y L TEELETIL—THABRETY,

SC300MD RF¥a AU bTIE, UWSOFREFXa T 45IL—TIZAzure ADO—/LZEY BTBIZE, Pzure ADO—ILZE T IIL—FICEIY B TR ENTEZTTIEWVWSKETIIL—TZ2ERTILELHY
FTILHASATVET, S5, CORMEERTEFHA  EERBICRETIVENHY FT BFEOTIL—TE#ENO0—)LEIY B TRIEEICERT I LIETEFHAJIERASATOET B L
Fa)TaTN—THO—)LEIY BTAEEE LTHERSNTLERWMEE Ta4ALYZ ) O—LZEYSBTESELIZEZFIZEYA—ICRRINFELA, CNIE, B—ILEIY B TAEETHEWNIIIL—T
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(. Azure ADA—LDEY B THEE L TGERTEFEAIEVWSIBELEL2CELTY, LA > T RVDFIBIEL T _Group1ZA—/LE|Y HTHEELEF U T L—7 (A—ILEY ETHE T IL—
TEFENDZENZNELTEBERL ZDTIL—TICTNA REBEO—ILZEYLUTEETT A N—2yT0REE (M —Y—FLEBMNTNNA R)EERELY BIEEZEMLEZYLT
H BEOCIIL—THAO0—)LE|Y B TREEEGIIL—TIZERINE =0 BREBIERRINEEA,

=HTEIRE: 45
Azure AD Identity Protection ZfR L RORIZFRT Y Y—REEL Azure AD T+ b OBHYET,

Azure Multi-Factor Authentication (MFA) [EF R THIA—H—IZ L TEMICHE > TLET,

Userl &, BMNEAEZ B LT HHEENDERENDT7S— b2 M) H—LFET,

REYA A4 0FBHEEIC Userl ITNRRT—FZE )ty FSEDIBENHYFET, V) a—2arTRH EBOFNER/DRICNZLZDLENHY FT,
fAIZgTRETL &L S5H?

A. User1 @ Azure MFA &8ty FLZET,

B.Userl #@FEHY ELTY—Y LET,

C.HAUA4Y JRY RYL—ZEBELET,

D. PREEFLIFERENDERET M) A—2nd&L5I22a—H— URI RYI—2BERLET,

Answer: B (A —vt—T%#ET)

XFTEIRE: 46

EREEHZH-TICIE Azure AD T7 T DEHZEZER T ILELNHYET,
ES5TNIEVNTLEOIMN? EETHICIE BED) 7 TEULGA T avEERLTLEZSY,
FE ELWLVBIRSEICTI ARSIV FAMEShET,

Azure AD tenant-level setting to modify:

Users can consent tc apps accessm&cunpany data on their behalf
Users can request admir comeri 10 apps they are unable to consent to

npuI— |y
* |Application administrator
Application developer

Cloud application administrator

Role to assign to User1:

Answer:
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Azure AD tenant-level setting to modify: ' v

Allow users to register application}
Users can consent to apps accessing company data on their behalf
Users can requestadmin conserit to apps they are unable to consent to

Role to assign to User1: v

lication administrator
lication developer

Cloud application administrator

SR .

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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FTRIRE: 47

Subl EWS AN Azure ¥ TR 1) T avhihpy FIITIERGT EVWSERDY Y—R FIL—FTREENTVET,RGT [ZIE. Azure B—ILR—Z DT 4 & X 4§ (Azure RBAC) Z{EAT 3 KV1 &
KV2 EWVSERID 2 DD Azure F— AV TFHF—DNEFNTULVET,

YIRD )T a U RORIZSRTA—F—HREENET,

| Name Role [ Role scope
' User1 Ke:,r Vault Administraton | sSubi

Userd | Key Vault Reader RG1
| User3 Key Vault Secrets User | KV1

KV1 [ZId Secret 1 EWVWSZRIDU—I Ly FMNEENTUVET  KV2 [ZIE Secret2 LWV RZRID—I Ly FAEENTWVET,
Bo—OLy FOEZHEADMSZENTELIDFXEDI—HF—TITHA? AETBHICIE BEBRHETEYGA T 3 vEBRL TS,
FEELWMEBIRSEICTIRAI U EAMEShET,
e o R S S i
| User1 only
User2 only
| User3 only
User1 and User3 only
User2 and User3 only
User1, User2 anid Uger3

Secret2: : i

{ User3 only
M icroiddsee! and User3 only
User2 and User3 only
User1, User2, and User3


https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

Answer:
wecret 1: % ot

Uséif '

User2 only
Useronly _ _ _ _
‘User1 and User3 only | 6\
User2 and User3 ﬂ:'-&o
User1, 3

Secret?: A

User2 and User3 only
| User1, User2, and User3

Explanation:
Answer Area
Secret] UseﬂandUseribﬂly w
S ecrptl:  Userl o i
SR icrosoft

XHTREIE: 48

A—H— IDAERESNLARREICET IRMBEGEH-IVELSHY FT,

A—H—RBEFAEITRETLELEID  FEMEREITANETLLOIMN BETDI2EF, IERETENGA T a3 VEERL TS,
AR ELVWEBRIEICTRAV MAMESIET,

Foe

The users must first: N » v
Provide consent for any agpi&aEcess the data of Contoso.
Reqister for muﬂi-factqra_ﬁttvéntication (MFA).

Register for seff-service password reset (SSPR).

F e T

You must configure:
A sign-in risk policy
A usertiskpolicy

. AzkeAD Password Protection poli
B\l cragers =

Answer:




oft =

medﬁ C.CIHSEN fOI' an:.r app 'l'ﬂ' ECCESE ihe d&t& of Contoso.

user risk policy |
An Azure AD Password Protection policy

SR .

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

REMIRE: 49
ROREIUNEEND Azure Y TRV YT a3 onHYET, BRI VM1 Azure ) —2 3 v RKEERE, VATLEY LTI R— R ID: S, RORICRIIR—C FID 2R LET,

RODTYavERTLET,

* Managed1 & VM1 [ZE|Y H{TFET,

*KREFEEBY -3 VITRGT EVWSEFIDYYV—R TIL—TE#ERLET,

LUTDREXIZTOWT ELWMEEIE KW EERLTLESWD, ZS5THEWMEAE DOWZ IFBEIRL TS,

FEELWERISEICTI ARSIV FBMEShET,

Answer:



Explanation:
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EX#TEE: 50

EOTIRR BHROEBINFET

~
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A

BEBEIAREDOHIHEOBEENTFTNATVEY By b

FTENREN ED

ATy, —EDERMI

F:COBERMIE RLYFT A ERTYT S5 —EDNEMD

PEAELHNIL, EBHIGTVEELHYET,

NEMIZLE 1 —ERICRTEINELA,

)

_h

R5C

~

—

LIFTEFEA, TDED,

DtV avOEMICEE L& ZOEMI

Microsoft 365 73> kDY £9,

100 AD IT EEEMN 10 DEMICHTMINTHELTVET,

1270y LET,)

SNTWB7I R LEaA—%ERLET, (BF

-7

BR(



Create an access review

Access reviows allow reviowers o attest to whather gsers still need to be in a role

Review name *

Description

Start date *

Frequency Lant s

Duration (in dﬂ_.’.s: -—————-——————*:}

en o

USETS

Scope ® Everyone

Reviewers

Reviewers e A iz

S

TRTODT7I LA LEa— JU TR kI MeganBowen IZE 2 TRZIESN TSI &MY ET,
BHMADI A= ¥ —BNENTNDOEEADT IV LA LE 2 —%BRICZITRND L SI2TE2RELAHY ET,
fRRE: LEA—BUFEEAUN— (BD)IZHKELET,

CNIZBEEZEFFH-LTWETH?

A. LMIVZ

B. (&Y

Answer: A (A —vyt—T%EY)

ExFTHRE: 51

contoso.com @ SMTP 7 kLR AR—X Z{FEAT 5 Microsoft Exchange ###AH Y £9,

BHO 1 —5—H_ Azure Active Directory (Azure AD) ~DE L TH—E R H4 7w FIZ contoso.com DA —JL 7 FLRAZEFALTLET,

HOEL1—Y—%280 Azure AD 77 Y NIRRT 35 0— N EEEEBEZMELET,

a—H—H Microsoft 365 H—E R IZEILITH—ERTHA 7 v T TESH K5I _contoso.comAzure AD TF 2 MIA—H—TFHOU FEERTELRVWESICTIRERAHY I,
E®D PowerShell A< > KLy FEETTIDLENHY EFTH?

A. Set-MsolCompanySettings


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

B. Set-MsolDomainFederationSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer: A (A —vyt—T%EY)

Microsoft SC-300: Identity and Access Administrator 22 & 4 F&E & U Microsoft Learn @Y7 > Azure AD T+ Y FDEBEEBETFHF U M TANT A DB ICEKDE BILITH—EXR ATy T N
ASNHYA Ty TEIRENEN)EEATDIHE, A—F—IXBEHFD Azure AD TF 2 MIBEEMITONIZA—IL RAS VEFERALT ZDTF U MITHD Y bEERTEET, COBEE, BATRMIC
B EEINATOWENES HMB1—F—PEBEINTOWVEVWI—F—NID ZERTES-O HBORRZEZEBRTARELGT AV Y FIMER SN SATREELHY F7,

A—H—HEBORILEH KA 1 > (fl: contoso.com) ZFERALTCEILIV—ER YA T v TEETTERVLIICTLET,

com) ZFERALTWSI5E  EEEIIPowerShellZ{#H L TAzure Active Directory®AllowEmailVerifiedUsersiR E # EMIZ T H2HELAH Y T, COBREEIZ & Y | 2 —H—HMicrosoft 365 F Dthd
Azure—ERIZEBFT OB MMBOFA S UTTHOU FE2BEMICER TSI EEZMCIENTEET,

CDESIBTFUE LRILODBREEZERT HE=OIZERENDaTY KLY k& MSOnline €L 2 —JL® Set-MsolCompanySettings T3,

B{A87% PowerShell A< > FIZRD L S IZHY FT,

Set-MsolCompanySettings -AllowEmailVerifiedUsers $false

COARUFE BFA—ILTHEREIN A —DELIY—EX YA T v TEE ML EEBEOADNTFTUMITHAVY FEERTESLSITLET,

ATLavROZEOMDaT U RFLy NI BHSEMICERINET,

* Set-MsolDomainFederationSettings - KA A VD7 FL—>a Vv EEZHERT A -OIZFEREINET,

* Update-MsolFederatedDomain - 7 =7 L—> 3 V{EHEREEZRHE(IBETH-OIEREINET,

* Set-MsolDomain - FA A VEIED TA/NT 4« GRAADFEEL L) AT 5=HICERINET,

Microsoft DA FF a1 A MIkDE:

A—H—IEBORIEEH FAAA VEFEALTEILIV—ER YA U7y TTELRNKLSI2F BIZ(F, Set-MsolCompanySettings Z{E A L T AllowEmailVerifiedUsers % $false [ZERELET,

B #TEIRE: 52

Microsoft Defender for Cloud Apps Z{£H 9 % Microsoft 365 E5 TR o) T avhbh Y £,

EDA—HF—MNTNARAROTZ M bFacebooklZ7 VXA L TWANEHRET ILENHYFET, VI a—2avEEBEEXREZR/NMRICMZLZLELNHY FT,

FITMRMETARETL &£ 557

A. Microsoft Defender for Cloud Apps R— % )L 5 | FEFE S L TLVEE LY Facebook,

B. Microsoft Endpoint Manager T7 FU#mAR) O—Z R LET,

C. Defender for Cloud Apps 7Y R R o—Z%ERLFET,

D. &EFET7 VR R —FERHLEFT,

Answer: C (A —vyt—T#ET)

BRI, BEBEEXZR/NRICHNZ A 5 | Microsoft Defender for Cloud Apps (MCAS) R L T, 7/N AT T H—h 5 Facebook [IZT7 VR L TWAA—H—%#AT A EEFRTNET,
ARERDEEY TT,

* B#9: Facebook (¥ 5 K 7T IZ7 O 2RTHA—F—%HAT S,

* vJ—)JL: Microsoft Defender for Cloud Apps,

*EG R TE AR, DFYREELR— K,

INEERRTZ2E=-OD0OBEINLEYD AT v Fl Defender for Cloud Apps [C7 VR R O—% RIS & T,

TFOERR) O—%FRATHE 21— — THRA R GR. 7 TIVDOFERARKRICEDVT ISV R7ITIADYTILEAA LY a TR EERBLUHETEET , 7V XK O—IZIFUTD
HEEDNH Y FT,

*A—H—hUEEDT T (Facebook L E) [THA AV LE=YERLIZY LIz EEBRHELET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
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*EPMICOYICRERL EEEICEELET,
*IURRA Y MEREEH A ET IV ERAOBRIEIFTE - EBOFHAEZR/MRICHNZA S 1 EVWSEHZ/-LET,
Microsoft Defender for Cloud Apps @ K¥ a1 A > k& Y:
FOEVRR) O —IETTIVDT IO CRNA—VFEERL A— DI EORBEAEIIRBEINTOWEWNWISORT IV =23 It/ oA VFERET IO RALEZEEIZTS— e M) H—TE
I, 1FZOMDA T a VIZDNWTIXUTCEREALET,
*(A) JERFED Facebook [EFZNEEILELTIY—VLEIN, 7IV/EALTWSAA—H—Z2HELEFLEA,
*B) Intune DT TR O—IX VTR FTTIDTIEATIEEL ENAIL TNHNARADEREEFHELET,
*D) &HBFETOER KR O—TIE Facebook NDT7 VA& TOv I LIzYEBEERLEZYTEETA ENT IV ERALENEHRESAELEA,

ExFERE: 53
RORIZERT1—H—%E L Microsoft Entra T+ > kDHY ET,

Member of
Group

Groapl
Group1, Group2

ROBEFHE>A—H— R RYI—DBHY FET,

* BRRA

B85 JIL—1

o k&4t T IL—T2

A4 )R hLE

* T4 1 RHIE:

07 EREHTTE: IAT—FDEELZERT S

A—H—DPHAL A LEIETHE RDRICRT ELSICA—H—DURY LRILBRESIIET,

User Risk level
User1 High :
User2 Mediom

Userd V1 "High

LUTOEXIZDOWT ELWMESIF FUMZBERLTLSESWD, E5THWMESEF DOVZ JEERLTLESY,

Answer Area

Lol N
[T
ki s

Statements - rfagsgs®*

o % 8 BE"
Lser? mu:-t'ﬂ-..% t'—utﬁpamenng Sign in
= Y R
™% % o

e A W BN
,.: .{::Q?'LII?'-!?IEM&IHE thels password dulum:. sign in.

. :_. | ] LT wihr&uﬁg H-,t'ﬁ?“;ﬁ”f?‘i li,'|'||r-..:_| $ign in

Answer:



ANsSwer Area

Statements Yes
x . e a
User1 must change théipassword during sign in | ;
User2mustighange their password during sign in
% Qs‘@r?‘ 1ast eharigetheir password during sign in.
Explanation:
Answer Area
Statements Yes No
User! must change their password during sign in .
User? must ehange their password during sign in ARyt WY
User3 must change their password during sign in *

ExFTEIRE: 54
Groups1, Group2, Group3 £LV5 3 DDHIL—T & ROKRIZETI—HF—EEL Microsoft 365 E5 TR L1y T avhhpyErd,

| Name ! Role Member of
; Userld | Global Adm nistrator R -'EEr_aﬂ:._E.«'I
; Userd i None e all® Group2
{ Userd Global Rapget & ﬂﬂgﬂqiﬁ“d‘m{
ROBEEFDCAT EVWSLZFOEBMAETT IR R —FFHLET,
* :L_.H:‘_
‘B
#a1—H—L 5 I—T: FIL—T1
o &5+

#1—H—L T I—TF T IL—72

#T 4 LY FDRE: S O—/NILEEE
0=y r)Y—X

HEDD. ITRTDI ST TY

o0 7t Rl

#Grant: ZERDIAZTEKRT S
ROFBEEFDCA2 EVLWSEARDERMET IR R O—%#FERLET,
* :L_.|j:‘_

*ET

#1—H—ETN—T: TI—T2

o Br4+



#1—H—L T I—T: FIIL—T3

o=y kr)Y—R

BHB.IRTDISHIETTY

o 7Yt RHlfH

HHFR 7O ERETOvY

UTODEXIZDOWT ELWMEEIE EUOMEFEBRLTLESWD, 23 THWMEGAF DDA IEBRLTLESL,
SEE ELWLVBIRSEICIRA U MBS ET,

£*

o '{'-1_5__ F 4
Statements i

Userl will be prompted for multifactor aulhtn'llmrﬁﬂ [MFATi‘ﬁfwn the user signs in to
Microsoft SharePoint Online -'

s
.--‘-

User? will be prevented from signing in to Mud%uﬁﬁlmrepcmt Online .[m e 3
0 m Microsof

&l

User3 will be prevented from 5|gmnqﬂ]@:"§tﬁaiaﬁ SharePoint Online

Answer:

Statements

Userl will be prompted for multifactor authentumﬂon TMFA) tien the Usersigns mto
Microsoft SharePoint Online

Userd will be preventied from sigfiing in to Mlcmsaﬁ SharePoint Online.

User3 will be prevented fi'ﬁrn signing in to Microsoft SharePoint C}nlmj M i c ro' S Of_tl_ -

Explanation:

Statements m Yes
User] will be prompted for multifactor authentica z@On 1 o C

saft SharePoi

[aEe]
Microsaft SharePaint Online Ni
Lserd will be Drrwntcilrum signy ? il Online. -
Lp i ro

Liserd will be prevented p

=HIRE: 55
Ry FRARY BT HERM
RORIZETYY—REEL Azure Y TR ) T avhbyYET,

VM1 Virtual machine

App1 Azrure App Service web app

Managed1 | Managed identi
Managed2 .| Managed ident%f Microso

B8 \Microsoft




User1 & LY5 &RIIM Microsoft Entra 1—H—# /B LE T,
VM1 & Appl1 IZEBIITZES ID (FENTT A BZTHICIE REEHETEDGA T a v EBIRL TS,
AR EMIEICTIRA Y EOAMESNET,

[AWISVFEI MITo

VM1: v
User1 only

Managed? only

Managed1 and Managed?2 only

ManagedZ and User1 only

Managed1, Managed?, and Eﬁeﬁ"

App1:

User1 only

b\-f anagen% anj‘ gﬁer'l only

A system-assigned managed identity only
A system-assigned managed identity and Managed?2 only
A system-assianed manaaed identity, Manaaed?, and User1

Answer:

WMID2WVWESI MITo

VM1: o
User1 only

Managed2 only

Managed1 and Managed?2 only
ManagedZ and User1 only
Managed1, Managed?, and ESEF:I"

App1:

User1 only

b‘u’ anagea% anfj‘ gser‘l only

A system-assigned managed identity only
A system-assigned managed identity and Managed?2 only
A system-assianed manaaed identity,. Manaaed?, and User1

X HTEIRE: 56

FSwF7oRrOoy JOER

Microsoft 365 E5 TRV ) T vk Azure TRV Y T avnidpyFEd,
ROEHZH-TLELHYET,

- A—H—DAzurefRfBBI L UITHA VA U TEBL L EERT S



Microsoft 365 M & I1ER,

-FHLWMRBET D U E T DEREZZRELET,

BEHICIEEDESLHMEZMAIRETLLOIN? BULHEZELVERICFS Y I LTEATLESY, EEEF1E EHE, FEE2<{ERSAEVNMEEAHYEIT , aVTFUVERTKRT BIC
X, RAVEDREN—%F FSvTTEN RIUO—ILTE2BELNHEIEENHY FT,

FECELLERIEICTI RS bAMBESIAET,

Features Answer Arca
| Azure AD built-in roles ]

Ensure that users caﬁs:g\lh to Am%ﬂual machines by

. . ulhg tte-lr Mlicrosoft 365 credentials: |
Azure AD managed identities .

Delegate I.Wﬂb.ih tO create new virtual machines:
“"hﬁﬂ'ﬁ&% icacat A © Aoy
Answer:

Fi— mm MICrosoft | Answerise

| Azure AD built-in roles " : - : B _
| Ensure that users carfSighiim to ARlire yinuatmachines by [47..re role-based access control (Azure RBAC) |
using their Microsoft 365 credentials: | J

| Azure AD managed identities : _
L Detggatethe abiity to create new virtual machines: | Azure role-based access control (Azure RBAC)

| Azure role-based access control (Azure RBAC)

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-vm-sign-in-azure-ad- windows#configure-role-assignments-for-the-vm

xFTEIRE: 57

contoso.com & L3 £ B0 Azure Active Directory (Azure AD) T+ > bhH Y FT,

Fabrikam, Inc. E WS EHDA—H—IZT) V=X 7O R ERHT H5-HIC HEREEEFEE L FT, Fabrikam [ fabrikam.com &WLV5 FAAS U EFERALET,
T ANTREZH > 1=15E  Fabrikam 22— —[3TF+ > FA S BEEMICHIBRINDIBENH Y T3,
ROBEEERT ILENHY FT,

- EA——NZDTA LI M)A AT HIEETOVIT B LVE

- BB A—F—ZHIBRT B [FL

-ZDTALY MUDBHEBI—Y—ZHIBRT S5FETHOHEE: 90

Identity Governance 7 L'— FTIEfI £ T 2LELHY FTH?

ATOERNYT—

B. {EREERTE

C. R

D.79+ALEa—

Answer: B (A —vyt—TU#ET)

https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management- external-users#manage-the-lifecycle-of-external-users
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B #TfEIRE: 58
RDRIZTRTI—H—%E T Azure Active Directory (Azure AD) T3> kDB Y ET,

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

User1 (% Group1 OFRE&ETY,

ROBEFEHFEIDTIELRA LEL—FEBRLET,

-LEa—®RA—H— FIL—TD A /N—

- WK 2B

-ON—TF T IL—TF1

-LEa—#SF AN— (BS)

UserB D7V ERALEA—%FETTEHDIEENDI—H—TIHM?

A1—H—1 1—H—2 1—H—-3

B. 1—¥—30O#&

C.1—H¥—10#&

D.1—H¥—1éa—H—20H

Answer: (&% &RT~9 5)

BEFBEELEa—Shti-H 2ENEBPBETLEA—T52&ICHYET,DFY UserdldUserdIc&-TlLEa—&anhExEd,
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how- to-start-security-review

BT 59

REDENY L TZEEI I OICERTIRIANEEET IVENHYFET V) 2a—Ya VERAEHZRBH-ILENHYET,
EFTNEVNNTLLIM? BAETHICIF BZET) 7 TENGA T a vEBRLTILEEN,

AR ELWERISEITTI ARSIV FOMESHhET,

To manage Azure AD built-in role assignments, use: -
Global administrator
Privileged role administrator
security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
oecurity administrator

User access administrator

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

F'o manage Azure AD built-in role assignments, use: -
Glabal administrator
rivileged role administrator
Secunty administrator _ _ ¢
User access administrator

To manage Azure built-in role assighmients, use: v
Global administrator
Privileged role administrator
Security administrator

|User access administrator

S
https://docs.microsoft.com/en-us/azure/ A —JLA—ZAD T J £ A&/ O—)LE|Y HTHR—F )L
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

R#TERE: 60

contoso.com & L3 £ B0 Microsoft 365 T3> kHHY ET,

FRAPA—HY =TI ARERIHE-o>TLET,

RDORIZET L S5I2, 2—H—I[d contoso.com & DHEBEEIZHBEFEINET,

User email User type | Invitation accepted Shared resource
User1i@outlook.com | Guest MNo Entgrprr_se
application
User2@fabrikam.com | Guest Yes Ente_rpr:_se
application

Azure Active Directory EEBE 2 —DOAEHIASHRL—a VBRENL  ROBISRT &SI2a5HRL—2a VHIBRREEZERLET,
Collaboration restrictions

llow invitations to be sent to any domain (most inclusive)

Lo B

Jeny invitations to the specified domains

®) Allow invitations only to the spacified.dogaing (fndist restrictive)

TARGET DOMAINS

titlamls Far
UTIOOR COT

a2 —#H—I[& Microsoft SharePoint Online ¥4 kh 5 user3@adatum.com 44 ZBFLET,
UTODEXIZDOWT ELWMESIE EULMFERLTLESWD, 23 THWMEAT DOWR IEBERLTLESL,
FE FELOLWEBIRSEICTI ARSIV FAMESATT,



Statements Yes No

User1 can accept the invitation and gain access to the enterprise application. O O
User2 can access the enterprise.application. O O
User3 can accept the invitation and gain access to the SharePoint site. O O
Answer:

Statements L Yes No

e

User1 can accept the invitation and gain access to.the enterprise application. E (@)
User2 can access the enterprise application, ] O
User3 can accept the invitation and-gain access to the SharePoint site. Q E

E#TfEIRE: 61

N T—DIFHBEISN TS ERZERRET IVNELNHYET 7TV EALVEA— 2B LUVEEBETELSDIEEDI—HF—TTH"?
L A—Y—50H

A—HY—4&a1—H—5

. A—H—3D#H

LA—H—3La1—H—4

A—H¥—3&a1—H—5

LA—HY—4ADH

Answer: A (A —vyt—T%EY)

Mmoo W >

A%h%: SC-300 [EIREE L GoShiken.com ARSI =& LT L) SC-300 HERRIRESE ! GoShiken.com M E&#FH D SC-300 HEARIRELE #1211t L TLVE I, GoShiken.com SC-300 :REXFSIREII T T fiE
ENEHTIIUVET , &I D GoShiken.com SC-300 fIREE %4 v 9 % AlX T B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFF RS A & IEfiZ {1 = T 30%wiFFIZI5|

a— K: Freepdfdumps)

EXFTERE: 62

KDY IV—T%EL Azure Active Directory (Azure AD) T+ > kHHY FT,

* BRI T IL—T1

*AUN— A—H—1 aA—H—2

*PrAE 1—H%—3

2021 1 B 15 BIC HIZTRT &3IZT79E€R LE2A—FERLET (B2 TEIV YOI LET,)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Review]1 et
Description (0)
Start date * 01/15/2021 i
Frequency Monthly i
Duration (II'I days} @ _—————————-Qh—ﬂ':"':ﬂ“’=‘"=='*='="‘="='=" 14
End () End by C}ccurrences)
Number of times 0
End date * 02/15/2021 i
Users
Users to review Members of a group v
Scope O Guest users only
@ Everyone

Group *

Group1
Reviewers
Reviewers Members (self) >
Programs

| imk +A Aresaram




e R T T

Default Business Flow

v Upon completion settings

v Advanced settings

"__MiCI‘OSOft

ol

A—H—E ROKRIZTFT & 312 Review! DERMICEZLET,

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes

User2 | January 20, 2021 NO

UTOEXIZTDODWT EELWMESIE KWV ZFERLTLESWD, F5THWMNMESIE DOWVA JZERL TS,
EE ELLSEIRSEICTI RS EDAMESNET,

Statements _1 Microsﬁft

On February 5, 2021, User1 can answer the Reviéw‘l questionagain. O

On January 25, 2021, User2 can answer the Review1 question again. O

On January 22, 2021, User3 can answer the Review1 question. @)

Answer:

Statements Yes

On February 5, 2021, User1 can answer the Review1 question again. :_Q__:

On January 25, 2021, User2 can answer the Review1 question again.; O |

On January 22, 2021, User3 can answer the Re@ie% MWO S Gf t

Explanation:



Statements Yes No

On February 5, 2021, User1 can answer the Review1 question again. | O O

On January 25, 2021, User2 can answer the Review1 question again. O @)

On January 22, ZM W@%r the Review1 question. O \ 0/

=08 -
=Z nw -
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

=#TERE: 63
RDRIZTRTI—H—%E T Azure Active Directory (Azure AD) T3+ > kDB Y ET,

Roie

Conditional Access administrator
Authentication administrator

Securnty administrator

Security opRfiatafH soft

Azure AD ldentity Protection &4 3FE T,

A—H— YRY KYS— % BERTEIDREDI—H—TTh, T URIDHZ1—Y— LE— FERRTEIDORENI—HF—TTH, BETI2E EEERTENEA TS a v EBRLTE

I AN
AR ELVWERIEICTRAV AMESIET,

Configure the user risk policy: v
User3 only

User3 and User4 only

; , User1, User2, and User3 only
Microsoftt User1, User3, and User4 only
User‘lﬁ_ User2, User3, and User4

View the risky users report: v
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and Userd

Answer:



~onfigure the user risk policy: v
User3 only

User3 and Userd only
User1, Usere, and User3 only
User1, User3, and User4 only
User1, User2, Userd, and User4
View the risky users report IVITCTOSO
User3 only
User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only
User1, User2, User3, and User4

S
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

RFTEIRE: 64

Azure Active Directory Premium P2 7+ > kD&Y E£ 3,

Log Analytics 7—9 AR—XEERHLET,

Azure Monitor Z{#F L T Azure Active Directory (Azure AD) BiE O JEHMER T CTELH L HERTHILELHY 7,
FITMEIRETL&LIH?

A. Set-AzureADTenantDetail A< > KL w FEETLET,

B.Azure AD 7wV #ERLFET,

C.Azure AD DEMBREZEELFET,

D. Get-AzureADAuditDirectoryLogs A< > KL v FEEFTLET,

Answer: (& &R 9 B)

SR .
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

EHTEIRE: 65

Microsoft 365 77+~ FhBH Y £,

§TRTOI—H—IL Microsoft 365 H—ERIZT7 I £ RT 5 & FIZ  ZERFDEE (MFA) 2 Microsoft Authenticator 7 7 1) # AT 2 ENHY FT,
—BOA—HF—hi5 YA A4 OERFRHIBE T I Microsoft Authenticator 7 71) TMFA 7OV T &2 TW oz EWSHENH Y FT,
A—H—DRHIELTWWRELWMFA YV IR FERELEZBE. 20— —Z2BBNICTOV I TILENHY FT,

FRRE: Azure R— AR )LD BERDIEE (MFA)D7HH U Oy I 7Y RREEHERLET,

CHIFBBEFE L THETH?

A [0

B. LM%

Answer: B (A —vyt—T%EY)
&EA

FETAEZERTEEZEBRT I LELHY T,
S


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

xFTERE: 66

5,000 AD 12— —h VB Microsoft 3657 F > EHAHY FF, ZD 5 H100ANERERIH T BREHBICEFEFEDOYR— bF—LIANVET,
YR— b F—LHANRRT—FZ)Ey FL BEBRBOADLZERDIE MFA) [REEETELLIICTILELNHYFET, 2OV a—2 3 0T MERDORAZERT SLELAHY FET,
t NAITx 7 R Azure Actlve Directory (Azure AD) B—JLZERT HLELAH Y FITH? BZFT HICIE REEETEUGA T a vEBERLTILESD,

Object type: M icrOSOft—

An admnistrative unit
A custom administrator role

A dynamic group
A Microsoft 365 group

-

Authentication administrator

Groups administrator

Helpdesk administrator
Password ad mmis_tratur

Answer:
Answer Area
Object type: >
| A custom admunistrator role |
sA dynamic group’ T
['A Microsoft 365 group
Role: v

Authentication administrator

Groups administrator
elpde a mnmstrator

Explanation:

Obyect type: A custom administrator role

Roles Helpdesk administratos



=IEIRE: 67
v kJ—2I1Z1% contoso.com & WLVNS A > T L S XM Active Directory FA A UMNEENTWVET , CO RAS VIZIE RORICRTA TV FHBAEENTUVET,

In organizational Description

unit (OU)
ou1 User1 is a member of Group1.
QU1 User2 is not a member of any
groups.

Security group | OU2 User1 and Group2 are members
1 of Group1.

Secunty gmrﬁlﬂf) Uft Group2 is a member of Group1.
Azure AD Connect 4 VA F—JLLET, FASEOUDTANLAY VT IORIZRTESIC, FASEOUDITANLAY VI REFBRLET (FALEOQUDIT AR YT 1R TEIY Y
9LFET,)



& Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
Connected to Azure AD perform full import on the directory.

Sync Directory:  contoso.com v Refresh Ou/Domain [ 2.

Connect Directories _ Sync all domains and OUs

Domain/OU Filtering @' Sync selected domains and OUs

D T et e ek B ]

| contoso.com
Optional Features b L) Builtin

Filtering

I Computers
_| Domain Controllers
_|_ForeignSecurityPrincipals
| Infrastructure
| 4 LostAndFound
* 1 Managed Service Accounts
v il on
I 0OuU2
| Program Data

Configure

B—H—¢ETNARADTAIWE—BREIF, B—H—ETNARAD T4V EF— 1 ORICRT ESICEBRLET, B—H—¢ETNARADTANE— 12 TE0 )y LET,)



Microsoft Azure Active Directory Connegl

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering () Synchronize all users and devices

@ Synchronize selected @

Optional Features FOREST GROUP
Configure contoso.com CN=Group1,0U=0U2,DC= contoso,DC=com Resolve V]

UTOEXIZDOWT ELWMESIE R ZBRLTLESVD, E5THEWNMGSEEF DOA JZERLTESL,




Statements Yes No
User1 syncs to Azure AD. £\ O
User2 syncs to Azure AD. @) O
GrEbBR RSB A RAD- O O

Answer:

User1 syncs to Azure AD.

User2 syncs to Azure AD,

Group2 syncs toAzure AD.

Explanation:

Statement?ﬂ MicrosYsit No

O\

User1 syncs to Azure AD. -0 b | O
& Vv

User2 syncs to Azure AD@&¢ | O 0]

Group2 Syncs toa%}e AD. 0 o)

L

TGIL—T1DOEHED A VN—DHLREENET  TIL—T2 T IV—T1OEED A VN—THAORPEINFETHN JIL—T20 A oN—FRPEhFEA,
S

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
=TfERE: 68



2 X910
AuditE WS T IL—T#ERTHIBERHYET, VY a1—2a TR AUWDAN—DEF 1) T4 )—F—O0—)LEZEMELTESEESIZTIRELAHY FT,
Answer:
REBRRATYITNART Y TOBREIZCOWTIHEGRBAZSR LT W
Explanation:
EEIEVWSEFDITIL—TE#ERL TOAN—DEFa T4 J—F—O—)LETIT1TIELTELLIIZTBHICIE ROFIBIZHWET,
Microsoft Entra &t >4 —%RE 3,
XA TABEEBEFE IO —NIILEBBEOREEZHODTHI U ITHA VAV LET,
TL—TIBELET:
[F—LETIWN—TN> [T T4 TEF—LETL—TITBHLET,
XaUTa GIL—TEERLET,
Xa)Tqa JIL—TDEMEERLET,
[BEAFE)|R—CT . JIL—TRELT AuditjyEAALET,
WHEIZIE CTEHRBEZEML  [RANEBRLET,
BHEERE:
[BXEDImE] R— T T, Microsoft Entra O—JLZ ZDFIL—FIZEIY B THRIREIZT EINESMEBIRL [RAN] ZBIRLET,
‘®EDEY BT
TL—TH#ERLEZSE, B—)L> TRTOO—)LIZBELET,
tXal)Ta J—F—O—)LERDITTERLET,
FEIYETIOTT [EIVET] Z&8RLET,
EE I JIN—TEERLT ZDAN—ZO—)LEFEYHTEI2,
FERRLTRRT:
REEHREL, BEE|VIL—THMEREIN  ZDAN—DEFa) T4 V—F—0O—VET7IV T4 TILTETEHILEHRALET,
Yy TV TERTL EEZRELET,
INODFIEICHS LT, BEEJTIL—THER SN, ZOAN—D X2 ) T ABEEO—LEZEMETELLSICHRVET, SNICEY ANR—FEFa) T HEFERZBEETCETFEIN EE
ERIIMFESNFEAFLOWIIL—TLO—LDEY HTITOVWT MHABROBEREICHTEA T ZIL,

HTREIE: 69

Appl DFFEISNF-ER L HEMEHEZB-IRENHY FT,

A ZRETARETL £ 5HV7

A. Microsoft Endpoint Manager TERE S Nf=K1) > —

B. Microsoft Endpoint Manager ® 7 7 ) #m7R 1) & —

C.Azure AD TO7 71) &k

D.Azure AD 7 74— 3y JOxd

Answer: D (A —vt—T%EY)

Microsoft SC-300: Identity and Access Administrator 22 E 74 K& & U Microsoft Learn €2 a2 —JL Azure AD 7 75— 3y FOXV2FEALTYVE—FN 7O ERBIZA V> TLIR 77 #2807
BlI2&dE Azure AD 7 I r—3y TOXFVEFERTHE VPN TORREZBREELEETIC NEODAVTLIAWeb 7TV —2 3 0ADKRERYE—F 7O ECANTFREIZKEY T,

ZDIF YA TIEL Appl (& Litware Yy FT—Y9RATHRACEINTWEAVTLIRTFTIUS—230THY  BITEHTIX Azure AD FREE% & L THREL—H — L4V BB —+ — (Fabrikam X k 75
DULEED) DEAANRLICT IV ERARETHIVENH D EIEESNTLET,

Microsoft DAX KX 1 AL MMIIZRD LS IZRBHE I TULET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Azure AD 7 74— 3> AXVE AT LIAOWeb 7TV =2 3 0ADREBYE—F THOERAFREL Azure AD EIELTY VT IIL A4 A4 (SSO) EEH¥AHETIER KR o —
FERLFET, JBBICERICAzure AD 77Uy —2 3y 7JOXY a2 EETLTWSY—/A— (SERVERT) BNEFENTEY _Litware A App1 I1Zx L T Azure AD £HFE7 92X & MFA ZEAL
ES3ELTWBZEEEZDE Azure AD 7T r—2 3y T7OXFONBEYLRERETT,

ZRMDA T a3 UIFBEYTEHY FEA:

* A. Microsoft Endpoint Manager TIRESNF=R ) L— F U TLIR TFITVDLHTEEBLL TNARDAVTSATUoRETTIVDERBICERAIAET,
*B.IVKRKRAU M IR2—Tr—DT7 TUHEREKR) O— 7O ROLRATIEILEL BAMIIL 7T DER (MAM R S—E) ITERSNET,
*C.Azure AD TODT7 T D& XFDU 5 FE=IE SaaS 7 T D#MEIERINETA Appl IAVTLIRATHY  TAXFY FHUHERANBLETT,
D:Azure AD 7 V) /r—ay %

kE w21, Contoso, Ltdiff &

Contoso #t (& BV FUA—ILICARZFEEZT OV R ESCT MUIZA T4 REERAHA0YILT4 VT E#TT,

Contoso (& Fabrikam, Inc & LS =4t &1R# L TULVE T, Fabrikam (21 fabrikam.com & LY5 Azure Active Directory (Azure AD) T3+ > DB Y FT,
BFDIRE

Contoso #tDA > T L I ARy FT—2(Z1&, contos.com & L5 Active Directory KA A UHAEENTWLNET , 2D KA A »IZI&, Contoso_Resources & LVS ##gE AL (OU) NEENTULVE
9, Contoso_Resoureces OU [ZIE, T RTHA—HF—¢LaVEa—F—HMEENTVET,

Contoso.com Active Directory KA A V(2IE RORICKTA—HF—DAEENTLET,

[ Name | 'Office | Department|
Adminl | | Momtreal Heslpue sl
Liser] Montrest HR

__i ftér.:’ L wvireal I ||::

Adserd hanireal HE,
Sudming ' L ovrcdon Hr_\||;;-c,-q~.k

__I.!*:-'frt L H’;I.N’I i 1 F"-n.'a.rl.-_'r

e, g L1l 1_‘5‘5{1|.-.-r:|- --:;H.li.l. adll
Userh Lesewion T Tkl
Aurdminl Sl Helpdeski ||
User? Seatthe | | Sales
User8 Seslile aales
Userd Leattle | Sales

Microsoft 365/Azure ¥z 1%

Contoso 21X RDEEES 4 £ X %D Contoso.com & LVS ZHID Azure AD T+ > b HY ET,

Y449 Ry 7k Office 365 T4 —TF5 4 XE5

IVA—TS5A4XEEY T4 +EF2UTq

Windows 10 T2 —F5 4 X E5

ooy MEHE3

Azure AD Connect (& Azure AD & Active Directory Domain Serverless (AD DS) ORI TR S TLVE T, Contoso Resources OU DA MEIEFA SN ET,

NIVTTRYEBEIL EE Microsoft 365 Bt U4 —2FALTCA—Y—REEZETELET,

A—H—EEE(IIRE Microsoft 365 EEtL VA — AL TCSA LV RAZFHTEYLUTTCULWET , ROFINERE I RXRTOA—HF—IZTRTOSAEVANREY B TEATLET,
AY KA T4 RO —H—I[E Microsoft 365 EEtE VA — AL TFHATIA LV RZEYHATEHIIENTEFT  UTOHINERE, TRXTOLA—HF—IZ5A 2 ADNEYETOATVWET,
Ay Ry 74 RAQOI—H—IZIE Microsoft 365 BEV AT L T4V ANEYHETENRTVERA,

T RIL AT 4 ADA—H—IZIE_ Yammer Enterprise 54 2V ADEY BTN TULWEEA,

Contoso.com TlxtF ) 71 DBEEENEMIZHE>TUHET,

Contoso &, Azure AD Privileged Identity Management (PIM) AL T70no Y FEBEO—ILEZETLET,

MEXT— AV K

Contoso [FRDEEEHEL TLET,

*ME I RTOANILTTRYEEE(L Microsoft 365 77 > FE&ADAI—HF— SA U RAEBETEET,

*A—H—EHEEL Contoso F T4 AT EICERELEZSA U RBEREFHTERTHIDOITEEI L EHELTNVET,



*ANWTTROEBEIL WETL Microsoft 365 H—ERET TUADAEBT IV ZREST AN 72RO TOED I =V JIZZ K DFRZEPLLTVWET,

*IRAE ANLVTTRAOEEEF ELSHEBERORBLLIC, A——BEEO—IILEZFERALTERIVERTTEET,

*Azure AD TOY / — RFZFIRT 5 & Log Analytics EEDBEMICHE > TWEWNWI LEZRT IS — A vE—IORRRSINFET,

AESN-ER

Contoso [FRDEEZEZEEI HFETY,

ILTH—ERNRT—FK)+ty b 8SPR) ZEE L £9,Azure MonitorF A L TAzureEEET7 IV T4 ET4 BT 0L TFH U MMIEMENEFRI—Y—~DS/ 2 REYETEHRIELE
9, FabrikamDA—H—,RBALTHERI 4 T 07 F v oR—VEERLET , A—V—EBEO—IILEZEBRL 79T 3 VICEHAGEHEREIDEIZHEYET,

Appl EWVWSBRTDHRZ LEEETF Azure Web 7 T #FEELET Appl A V23— IS 7O ERATE Azure AD 7H OV FEFERALTRIESNET,

X—5T4 T HMAOHFRLI—F - LT BE}AIET— 70—%FE% L T Microsoft SharePoint Online 44 k JIL—TF 7T I)ADT I AZFRELET,

Contoso#t&Corporationtt & LV 5 £ # B URT 5 F%E T4, Adatum & LN 5 Active DirectoryfB#i B OU) (2, #H7=IZA DatumaA—H—1008 MMER S NET , 2 —F -1V R EDT7 MMLICHRZELF
ETY,

T E 4

Contoso Tld ROFMEHZHEL TLVET,

* AH 1 —H—(%_AD DS m 5 contoso.com Azure AD T3 > MZREHIT 2HENHY FI,

* App1 21, https://contoso.com/auth-response #3693 ) # 4 LY b URI BB ETY

AT DI/ REVETIE, A —F—DOREBICEDVTEFMICEIVETONIRENHY FT,

* Fabrikam 12— —(& ¥ —4 T« VJEF® SharePoint 44 ~Z&HRAX 90 BEI 7YV EATEELENHYET,

*Azure AD TEITSNBSEBTI L a VIIEBSNSILENHYFET BEEQJ T 1 FRREFTILELHY FT,

*ANLTTROEBEX FNEFNDA T A RAADLI—HF—DHDSTA U RAZEETE2RENHY FT,

*A—HF—DEANERNRELI-AREENHIGEE, 1T —I[CNRRDV—FOERZRHNT ILENHY FT,

=ATERE: 70
Microsoft 365 73+ > kDY £9,
FHMETIERR)O—IE EFHERETIELR R O—DRIZSREN TS ESICTERELET  (FEMETIERRI)SO—142TE#5 Y9y LFET,)
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mETHIRE: 71

YIalb—v3ay

BEIZIECTROBT A VEREREFEALET,

A—HY—RBEANTBIZIE, A4V RV IRICH—YIILEES TOI—HF—R2EI V9O LET,
INRT—FZEANTBICIE, RRT—FZAAIRYIRIZA—VILEEE, TONRRT—FEI v I LET,
Microsoft 365 1 —H—%:admin@XXYyz112233.onmicrosoft.com

Microsoft 365 /XX J— F: =1122334455667788

Microsoft 365 IR—Z LM T S HOHF—ICEEICHARAENLEWNGEIE Cil F—Z B LEAL KF—2WMLT HLWISHOHF— 2 JICR—FILEBEFHAHFT,
LT ORRITEMIR—bOAZEMELTWET,

ZiRA VR A R 99999999

sg-Legal S IL—TDA—HF—MNTF U MK >TEBINEZISOR FTIVIZTIVERTBEEZIE 12HBEICEICBRIAFZTILSICTHINELRHY ET,
SRRV ERTIBHICIE BULGEBEEL A —ITHA A4 LET,

Answer:



Microsoft Entra, Microsoft Entra ID. Conditional Access. Configure adaptive session lifetime policies

Sign-in frequency control

Step 1:
Step 2:
Step 3:
Step 4:
Step §:
Step 6:

Step 6a:

Step 6b:

Sign in to the Microsoft Entra admin center as at least a Conditional Access Administrator.
Browse to Protection > Conditional Access.

Select Create new policy.

Give your policy a name. We recommend that organizations create a meaningful standard for the names of their policies.

Choose all required conditions for customer’s enviromment. mcluding the target cloud apps.
Under Access controls > Session.
Select Sign-in frequency.

Choose Periodic reauthentication and enter a value of hours or days [Specify 12 hours: 12 + Hours as Unit] or select

Every time.

Home > Contoso | Security > Security | Conditional Access > Conditional Access | Policies >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

Sign-in frequency Ve

Assignments

Users or workload identities (i)

Specific users included

Cloud apps or actions (O

Session

Control access based on session controls to
enable limited experiences within specific

cloud applications.
Learn more

D Use app enforced restrictions (O

D Use Conditional Access App Control (O

Sign-in frequency @

@ Periodic reauthentication

\ 0

I Select units




1 app included

Conditions ()

0 conditions selected

A\ Some of the applications currently
selected are not compatible with the
Access controls "Sign-in frequency" option of "Every

time"

Grant (i)

0 controls selected

_ D Persistent browser session (O
Session (D

D Customize continuous access @

0 controls selected :
evaluation

D Disable resilience defaults @

Enable policy

' Report-only On Off \'
=

Step 6¢: For Assignments, User or workload identities, specify the sg-Legal group
Step 6d: For Cloud apps or actions. specify any/all cloud apps.
Step 7: Click Create. and save your policy.

Reference:
https://learn.microsoft. comy/en-us/entra/identity/conditional-access/howto-conditional-access-session-lifetime

A 72

Microsoft 365 77+ > kD®HY £,

TARTOHOI—Y—IE, Microsoft 365 H—ERIZT7 V2R T % & E(2 ZEFRBEL (MFA) [Z Microsoft Authenticator 7 7'1) AT 2 ENHY £,
—EDI—HF—h5 HA 4 UEREZRIBE I I Microsoft Authenticator 7 71) T MFA 7OV T F 22 TE =& WSHBENH Y £9,



A—H—MFBRLTWVELVMFAY VIR M ERELGE TO1—F—288MNITO VI TEIRENHY ET,
fRREK: Azure R— R LD D BEFRZEE (MFA) D1—H—DJOv Y /7Oy I RREREEHERLET,
NFBEEZH-LTOETHA?

A. [ELy

B. LMV R

Answer: B (A —vt—T %K)

FETHEZEEREZEBRT DVENHYFET,

S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

ATMEIE: 73

RDA Ty b%EEL Azure Active Directory (Azure AD) T+ > kDB Y F£9,
* DevicelE WS ZBRIDT/NA R

* User1_ User2 User3_ Userd User5& LS &RITD 1I—H—

* Group1, Group2_ Group3_ Group4, Group5& WLAS ZRID T IL—F
GIL—TEROERD LS ICHEREShET,

Type - Membership type | == Members
Security Assigned _i_'..g.e_s 1, Userd, Group2, Group3
Security Dynamic-Usar © , “j.bser’?

Security = [sOynamic Device Devicel

Microsoft 365 | Assigned Userd
Microsofl 365 Dynamic User Usars

Microsoft Office 365 Enterprise E5 54 VA ZEHEIY B TEHIIENTEDIDIXED T IL—TTETM?
A.TIL—T1ETIL—T4DH

B.9IW—T1. 9NW—T2. 9L—T3 . FI—T4_ELUVTIL—T5

C.UN—T1ETNL—T20#

D. JIL—T10O#&

E.JW—T1 JN—T2 JL—T4_JIL—T50H

Answer: C (A —vyt—T#ET)

S .

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

FTEIRE: 74

Appl EWSBRIDI VR —TSAX 7T 5—2 30 %EL contoso.com & LVS & HID Microsoft Entra 77+ > bhdH Y £,

FHEEET useri@outlook.com DERIFHREFFALET,

FHREEEICADPINDT IV LR EZREBTEELILE2HEBTIVLELHY £, i5EXHETuser! @outlook.coms L TR TETHILENHY FT,

By Hglg e 3 T i L Y FERATT b

B. New-Mglnvitatona <> KL v FZETLET,

C.HEaSHRL—a VEREEERT S

D. Microsoft Entra Connect RI#iZ & L F 9,

Answer: (fAZE%RTT 5)

N L—F— (BRAEELE)IZTVEA—TSAX 7TV S5—2 3 01 ED Microsoft Entra ) Y —AADT IV R EHAIT 588 ELWARE, F02—H—%25 A 12— —ELLTHBEFEITHET
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ER

Microsoft SC-300 2E HA FIZIXRD LS IZEBEINTULET,

BEED 7 o> b Outlook.com, Gmail | £z IEMDEntraTF > b E) ZEA L TR T 2048 1 —H— & HEEXE %47 5 [Z1E Microsoft Graph APIZE f=[£New-Mglnvitation PowerShella< > KL v b %
FRALT YA AL LTHBEIIVENHYET, COVF VAT FEEEIIEARDMicrosoft 7 1™ > k T Husert@outlook.comZ{#F A L £, New-Mglnvitatona <> KL v k&, 325
DE=HIZHEIDIZY) VO FTBTR MA—F—%TF 2 MZERLET,

EHTERE: 75

Azure Y TR9 YT a3 EEHELTT,

Azure AD B 4[& Log Analytics 7—9 AR—X[ZEEShET,

A9 IT)L 14—tV A AU BET T ITITRRNTIRDENHYFET,
JINEEDESICHETINELNWTTM? @ETSICIE, ABFEEHTEY LA T a vEERLTLESL,

SLEN1NLOES
| where ResultType == @

¥ | login_count = count() by Identity

extenda
print
project
render
summarize

| columnchart

extenda
ornt
project
render
summarnze

Answer:



SigninLogs
| where ResultType == @

| ¥ | login count = count() by Identity

extend
print
project

| ¥ | columnchart

extend
print
project

summanze

Explanation:

Ry Z1

v e=k

| ResultType == 0 DIHE

| login_count = count() % ID BlIZ&%&t9 %

|ATS2%Lo8)099 53

CODVINE YA o40 0T E#WMBL BB LI A 20F T4 LF—L A—HF—LDH A U4 UHEEH L #BRZAVS7ELTERRLET,
Ry R2=L2EY2Y

=HERE: 76
RORIZET VY —REZEC Azure Y TR YT avniHyEd,

MName [ Type Location
RG1 Resource group East US
Managedl | Managed identity | East US
Managed? | Managed identity | West US

IR YT avZiF RORICRTRET D UNEFATLET,



RG1 DFFEZEO—ILZEIYETEHIENTEL IDIFENRTT A, £ Managed2 ZEIY LB THIEMNTESRBI L VI ENTIA, BET SHICIE BEBETHEYGA T a vEBRL TS,
EELWBIRIEICTI RS POMESHhFET,

Answer Area

Identities with Owner role: v
Managed1 only

Managed1, VM1, and VM3 only
Managed1, Managed2, and VM1 only
I Managed1, ManagedZ2, VM1, and VM2 only

M ICOS Oft Managed1, Managed2, VM1, VM2, and VM3 only

~ Virtual machines assigned to Managed?: v
VM4 only

VM2 and VM4 only
VM1, VM2, and VM4 only
VM1, VM2, VM3, and VM4

Answer:
Answer Area
Identities with Owner role: 4
Managed1 only
Managed1, VM1, and VM3 only
Managed1, Managed2, and VM1 only
| Managed], Managed2, VM1, and VM2 only . _
:._Minagedt Managed2, VM1, VM2, and VM3 only |
Virtual machines assigned to hr'1ar1s|g+|3e:i2:l e ot ol il o e i T I g
VM4 only
VM2 and VM4 only
| \".’,M,‘I ;}@% ':‘*i M4 only
| VM1, 2, VM, g ijﬂ:
Explanation:

R 9 X1:Managed1_ Managed2 VM1, VM2 VM3



Box2: VM1 _VM2 VM3 VM4 CDEETIE IRx—T R ID 2EHOHMBICH->THERTES L ZHELET,
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/managed-identities-faq

B#N7: SC-300 RIREE (X GoShiken.com AR I N =G4 L %9 L SC-300 :HEEEIRESE ! GoShiken.com MM SC-300 HEREIREE 1L L TLVE T, GoShiken.com SC-300 AERRIRE LRI T fiE
ENEETTISNET, &HTD GoShiken.com SC-300 MREEZE 4 v + 9 % AILZ B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFIREE A & IE A2 & T 30% w3 E5|

a— K: Freepdfdumps)

RFTHERE: 77

Microsoft 365 7+ > kDHY £,

TRTDA—F—FEFEFEL IV T by TEHF>TLET,

A—H—[E Wi-FIirEREEOERIRENBSTOVAVEREA SBRICEEZTVET , ERMTEETIBE. 2 —H—I1E/ — VAV EA VA —RY MIT IV ERTELERRY FT—UIZHEHEL
Y,

LERDIE (MFA) ZEE$5FETY,

A—H—FUE—F By —23 00 ED MFASRIIAEZERATEETH?

A. Microsoft Authenticator 7 7'1) A i D &40

B. 7 7YX T—F

C. Windows Hello for Business

D. SMS

Answer: C (A —vyt—T%EY)

Windows 10 Tl Windows Hello for Business ¥ PC & E/NA LTINS RIZEFTH/INRT—FDRHYIZHBRAG 2 BRPIAEZEALET, COREEE, T/N1 R(HF T o EAREEEE7-1X PIN Z2EH
TEHLNWEA TOL—HF—ERFRTEAEINET,

R —Y— DR E TS & A—H—D T/ 4 XIZWindows HelloA v b7 v T & WindowslEA—H—IZP 2 X F¥— (EHEEDERBIIPLPING E)DHREEZROET , 11— —
FPIRFY—FANTEHIETRAEREZITVET, D%, Windows(EWindows Helloz R L Ta—Y—%FBLF T,

S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

ExFEIRE: 78

Microsoft 365 77+ > FhH Y £,

TARTDA—Y—IFEFTEEESY T LYy TE#H-TUVET,

A—H—IFE Wi-Fi 7 A OEFEEEREN L VERENSEET L ENLHY ET,
A—H—L ERMDSEETEE A2 —RXY MIT IV RRATERER Y M I—VIZSv T by TEEHKELET,
ZERDEE (MFA) 2EETH5FETY,

A—HY—FUE—bF OT—2a3 0 ED MFARIEAEZZFERTEETH?

A. Microsoft Authenticator 7 71 M 5 DFERI— K

XU TaICETSHER

=i

. SMS

OO W


https://www.goshiken.com/Microsoft/SC-300-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Answer: A (A —vt—T %KY

S
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app#

HTERE: 79

EEERZEH=TIZIE LWGroupt JIL—T &R T 2RENHYET,

A UN—V Y T —LEEDE SICHBEEEIRETLEIN? BRI BYLGBEEZELWVE—F Y MIRS v I THIETY,, FBERIE, EHE, FE2ERSAGEVNEENHYEST 20TV
VERTTDIZE RAVEDREN—Z FS VT T H5N RV O-LTILENHIEENHYFT,

FEELVERIEICTRA U MAMESNET,

S vmtrosoft

user.obfectid! -ne zer.userType - "OuestT
P b
| “rember

null

Answer Area '% Wi
i
{uzer.abjectld! -ne | | SGuest? nn%’erausert‘ﬂu- ] Guests. )
MgmberT & 'Mmb_l!.l""J
sull | null”

Explanation:
X )
")( s//“_"

=FfERE: 80

Ry FRRy FMZET 5EM

Sub1 & Sub2 &LV 2 DD Azure Y TRV 1) T 3 uhH Y, s lE Microsoft Entra 7F > M2 9 SNTWET, 7F > FIZIE, Group1, Group2, Group3 &ULV5 3 DY IL—THREENTLVE
v,

IR YT I VICIE RORIZET VY —ABREENRTVET,

VIICTOSOType

VM Virtual machine
VM2 Virtualymachine
_ Automationl | Azure"Automation account

Groupd
Groop2, Group3
Group3

IR 1) T3 oDEEIL Microsoft Entra Permissions Management Z{#f L &9, Permissions Management (&, RO RICTRT &K S ITEBRESNTVET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Name Roles | Authorization System Name | Requestor for Other Identities
Groupt | Viewer Sub1 None
GroupZ | Controller | Sub?2 User]
Group3 | Approver | All Current and Future None

UTDEXIZDWT ELWMEEIX KUV ZFFBRLTLESWDN, 25 THWMGEIE WA 1 ZEIRL TS,
FEIELMERIEICIRSA Y RDAMESINET,
Answer Area

Statements Yes No

User1 can request access to VM2 by using PermisSsions Management.

User2 can create an access request to-Automationl on behalf of User1.

User3 can approve access requests for VM2,

Answer:

Answer Area
Statements Yes No
User1 can request access to VM2 by using Permissions.Management.
User2 can create an access request toutomation! on behalf of Usérl; | | S O'I
User3 can approve accessrequests for VM2,

Explanation:

LMMVZ -Userl (X sub1 ~ADT OV EREFV VIR MTEDTIL—TICELTOWETN sub2 ADT7HIEREZYI IR MTBHIEIETEEFEA, LIVZ - Usert (& user2 TIXA < D ID 24> > T Sub1
ANDTIERE)YTARTEET [V -UserB DT IL—TIE TRTODY TR YT aoADT7IER VI IR MNERBETEET,

EHTERE: 81

Microsoft 365 73+ > kHh®HY £,

A—4H—I[& Microsoft 365 T— 2 ~DREMET IV L RAEDLELT ENBOY—FNN—FT 4B T7 TN r—2 a3 0 HxFRTIEENHYET , A—F—IE, DT T 5—3 3 > % Azure Active
Directory (Azure AD) [C&8 LET,

BRINET7 TV =230 1—HF—DEFA—NADHRHARYBLUVEZTAAT IV EREEZRBRLEGEICTS— FeRETILENHY FT,

ESTNEVWWTL LI EETSHICIKE BZEDY 7THEUGF TS a vEBIRLTSESY,

FE ELWLVBIRSEICTI RSV FAMESAFET,



Toolto us

Policy type to create:

e:

Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

App discovery
App protection
Conditional access
OAuth app

Sign-in risk

g%_r risk

m Viicrosoft

Answer:

Tool to use:

Policy type to create:

£l

Azure AD Identity Protection

o — S

! Microsoft Cloud App Security
"Microsoft Endpoint Manager

-

App discovery
'App protection
Conditional access

b —

Sign-inrisk
User risk

O Microsoft

Explanation:




Tool to use: -
Azure AD Identity Protection
Identity Governantce

Microsoft Cloud App Security
Microsoft.Endpoint Manager

Policy type to create: : v,
App discovery

App protection
Conditional access

OAuth app
Sign-in risk
User risk

S .

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

EFTEIRE: 82

contoso.com & WL\S &BIM Azure AD T+ bHHY ZDTFF 2 FIZIX Al Company E WS EZRID T IL—THREENTE Y XD Identity Governance EREMNH Y £,
AL —DIDTs LI MJITHA 42T E52LE2TAYIT S &L
*HEA—Y—ZHIBRT S (T

*CDTALY MDA —ZEIRT H2FETOHEE: 30

2022 £ 3 B 1 BIZ RDOHRFEEHEHED Package! E VWS BRIDT IR Ny r—TFERLET,
1) Y —ZDERE

o % #5: All Company

0”4 T IN—TEF—LA

o &E|: A /N—

*SALI7HAL4I)L

OTVEARNY—UDEY ZTOEMIR: B

o &Y HTHOEMER 2022448 1H

2022 £ 3 A1 BIZ, ROKRIZKRTZ R b 2—H—IZ Packagel #E|U B TFET,

Name Email address
Guest] guesti@outiook.com
| Guest2 ° _L.gg.'estE-:._ﬁ:"Dutfc_;uck com

2022 F 3 A 28I, LiR—k 1)—F— BO—/)L% Guest1 [CEIY HTET,

2022 % 4 A 1 BIZ_ Guest3 EWVS3LRINS R b —H—% contoso.com [CHBFLET,

2022 £ 4 A 4 BIZ Guest3 # All Company 7' )L—J([ZEBMLET,

UTOEXICDOWT ELWMEEIE KU EFERLTLESWN, 5 THWMEEIE DWWZ I EEIRL TS,
FEECELWMLMEIRCEICTIRA Y FAMEShET,



Statements

On May 5, 2022, the Gueii] accglit i in Gontose.com

_On My §, 2022, the'Guest2 account is in contoso.com.

) SN 6505 O o
- o("

Statements

On May 5, 2022, the GQ agnt is in contoso.com.
¢
On May 5, 20Qét2 account is in contoso.com.
mm Microsafdh
’A

2. the Guest3 account is in contoso.com.

Explanation:
Statements o
On May 5, 2022, the GQ ath is in contoso.com.

1est2 account is in contoso.com.

enlicrasaft.....

On May 5, 2022tk

EX#TREIRE: 83

Yes

e
Ol

——

O

IR
1 O

il

&)



contoso.com & WD AHID Azure AD T+ 2 b HY TRAMHDIT VA AL NRDA—FEBEFA—ILTEETAIEN [TV ICEESATLET,
RORITERTHFA S A—F—24BELET,

PIRENERNRGEEARERANARNINTRNRINERTURRREREDEDET)

DOBALNRA—REZITRAEL—F—LHETIN? £ NRAI—FOFBHHBEEDS S WTETA? BET SICIE, BFEERTHEUGA T a vEERL TS,
AR ELWERSEITTI ARSIV FOMEShET,

e
-
1
i
-
i

i

Answer:



xFTIRE: 84

Microsoft 365 73+ > kHHY £,

BEREHRNRELIZA—Y—2HBEITILELNHYFET VI a—2 a3V EUTOBRREEH-TRELNHY T,
*EREFRERNRBELEEVDOHD AT —ICLBEIDYAS A,

*HA UL VEGVRDARFELTELELEY,

*A—HY—NT TV =3 VTV ERTESLSICLELNL YRV EBBT5-HO0FHMEESLICEELET,
AEFEINRETLLOIMNEETHICIE BEI)T7TEUGA T a vEBIRL TSI,

FE ELLVBIRSEICTI ARSIV FAMEShET,

— .
—

..1_==




To classify leaked credentials as high-risk, use:

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD} inieged Identity Management (PIM)
Identity Governance s

Self-service passwnrd reset {SSPR]

To trigger remediation, use: v
Client apps not using Modern authentication

- é Device Slate )
m Microsoft  |semaeh,

Usenlocation
User nsk

To mitigate the risk, select: = -
Apply app enforced restrictions

Elnck access

Grant access but require app protecuun policy
Grant access but require password change

Answer:

To classify leaked credentials as high-risk, use: i
Azure Active Directory (Azure AD) identity Protection |

Azure Active Djrectcir',r (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

et o gl ""’?‘ M icrosoft

Saniansk. |

259 1ocHton

[User risk !

To mitigate the risk, select; =
Apply app enforced restrictions

Block access

Grant access but require app protection policy

H Grant access but require paaswurﬂ change |

To trigger remediation, use;

Explanation:



To classify leaked credentials as high-risk, use:

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) F'mnleged [dentrty Management {F‘IM]
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use:

Client apps not using Modern authentication
Device state

Sign-in risk

User location

User risk

To mitigate the risk, select:

Apply app enforced restrictions
Block access

Grant-access but require app protection policy

M i Cr O Sl mmmm—5

SR .

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

EX#TMEE: 85
RORICRI KRR CEELCA VI LIR T2V 3—DHYET,

MName Description
Serveri Domain controller that runs Windows Server 2019

Server? Server that runs Windows Server 2019 and has Azure AD
Connect deployed

Server3 Server that runs Windows Server 2019 and has a Microsoft
ASP NET application named App1 installed ?i ﬂ ——— ’F'E
Serverd | Unassigned server that runs Windows Se8iver
Firewall1 Hardware firewall connecled to the internet that blocks all traffic
unless explicitly allowed

Active Directory 7 # L X + & FEI#3 5 Azure Active Directory (Azure AD) T+ > Ao Y £9, Azure AD IZIXTZERBEE (MFA) NERINET,
App1 & Azure AD A—H—([CABTE S L #HREIT IRENHY FT,

Server & Firewalll TRIZHET HHENHY FITH? BETHICIE EEBETEYGA T a vEBRLTEZEL,
FE ELWLBIRSEICTI RSV POAMEShET,




Service to install on Server4:

Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protectionproxy service
Web Applicatien Proxy im'Windows Server

Rule to configure on Firewall1: ; -

Allow iIncoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD.

Allow outbdund IPsec connedtiors from Server4 to Azure AD.
| i \" "

Vil JJ |

Answer:

Service to install on Server4: _ v

Azure AD Application Proxy =
The Azure AD Password Pretecli
Jrofection proxy service
{ Proxyin Windows Server

Rule to configure on Firewall1:

necl erver4 to Azure AD.

S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

xFTEIRE: 86

Ry ARy FMZEAT HERM

Userlt EWVSZRIDI—H—FEE Microsoft 365 E5 HTRH ) T avhhlyFd,

TT) HRF U RADHAEEERLET,

A—HF—1FT7 TIUANFUVRE Y aiR— FERFTITIVENHYET , COVY 21— a3 v TR RMEBRDORAZ2EATIHENHY FT,

Userl [CIZEDR—ILEZEY U TEIRENHY FIM? = Userl (FF YL a2 R—FERTRTEEOHICEDR—FIILEFRATILELRHY FTTMN? @AETSHICIE, ABFEETEY LG T a0 E&ERL
TLEEELWY,

FEELOMBIRSEICTIRA Y FAMEShET,



Answer Area

Role: v
Application Administrator

Application Developer

Cloud Application Administrator

Portal: v
The Microsoft 365 admin center

The Microsoft 365 Defender portal
The Microsoft Defender for Cloud Apps portal

The Microsoft Purview compliance portal

Answer:

Answer Area

Role: v
Application Administrator

Application Developer

Cloud Application Administrator

Portal: | =
The Microsoft 365 admin center
The Microsoft 365 Defender portal

The Microsoft Defender for Cloud Apps portal

The Microsoft Purview compliance portal

Explanation:
https://learn.microsoft.com/en-us/defender-cloud-apps/app-governance-get-started#roles

ExHTREIRE: 87
Yy bT—2I1ZF Azure AD ERIEAL RORICRIA—H—2ELH 2 TL I XD Active Directory KA A4 > H—EX (ADDS) KAAS UAEFEAhTLET,



Name | Organizational unit (OU)
User1 oul
User2 ou2

Azure AD Connect Tld, KA A 2/OU T4 LR Y VT IFRODEICTT LS ITHEREINET,

¢' Microsoft Azure Active L']r|+_1_t:_-l'} Lonnect

Domain and OU filtering
Express Settings
Required Components Tecioly N - 0

Sync all domains and OUs
* Sync selected domains and OUs

User Sign-in

Connect 1o Azure AD

4 [ comoso.com

Sync
. Builtin
Connect Diractones [ computers
.‘
Azure AD sigh-in L. Domain Controllers
L FarmeignSecuntyPnnapals
Domain/OU Fitenng nfrastructure k
—
\dentifying users L LostAndFound
L. Managed Service Accounts
Filtenng W oul
Oplional Features — oz
Program Data
Configure System
W Users

Azure AD Connect is configured as shown in the F{;-Hcaw:fg'e'nlﬁhﬂ,

:_]Irf-."lq:.'.[-]_l C onnect

‘Ready to configure

Express Settnd@s
1 = ! Once you chick Install, we wall do the following:

Requeired Compofiiats | l

o Configure synchronization services on this computer



LUSEeT Sign-imn Ee " . y .
' | * Install Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication

Connect 1o Azure AD ;
¢ Enable Pass-through authentication

Sync * Configure Source Anchor Attribute
Connect Directores ¢ Configure sk2206300utlook.onmicrosoft.com - AAD Connector
Azure AD sign-in * Configure contoso.com Connector
Domain/OU Filtering * Disable Password hash synchronization

ety users Enable Password writeback
MLIC T OB O fn s svnoussnvssson
PRI S | Start the synchronization process when configuration completes.

[] Enable staging mode: When selected, synchronization wall not export any data to AD or Azure AD.

Install

LTOEXIZDWT ELWEEIE KUV ZBIRLTLKESW, 25 THEWESIE IWE 1 ZBERL TS,
FEIELMERISEICIRSA D RDAMESINET,
Answer Area

Statements g ,
User1 can use self-service password reset (SSPR) to Rﬁiﬂfﬁl‘i p‘ﬁswofﬂ, | '

_,.

-,_

If User1 accesses Microsoft Exchange,gune‘heﬁn !ﬁ authenucatec by an on- premises

domain controller, f.s__ ™S i

LIVE {
User2 can be added to a MIC% Sharernl Onhne site as a member. ﬁ,_"’. I C FO S O t

Answer:



g

m - Microsoft

Answer Area

Statements {

e ]

User1 can use self-service password reset (SSPR) to reset his password. 1 '_

If User1 accesses Microsoft Exchange Online, he wall be authenticated by an on-premises
domain controller.

User2 can be added to a Microsaft SharePaint Online site as 3 member. 1O

Explanation:

xFfEIRE: 88
User! EWVSERIDI—H—& ROKITTRT JIL—T & &L Azure Active Directory (Azure AD) T+ D HY FET,

5 Membership type

Sec Lirity Assigned

Security Dynamic User
Security Dynamic Device
Microsoft. 365 Assigned
T RTR RORICSRTIIL—TE=#HEBLET,
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

TJIW—TALT I —TBIZEMTESAN—EHETTN? BETHICIE EEI) 7 TEUGA T avEERL TS,
FE FELOLVBIRSEICTI ARSIV FAMEShET,

GroupA: BB\ icrosoft b

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only

User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Groum, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

Answer:



User1 only

User1 and Group1 only :
User1, Group1, and Group2 ur:ly
User1, Group1, and Group4 only

User1 Group1 Grnupz Group3, and Grnupd

v

dseriony

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

EL)]
GroupA: v
Micriuseft only
User1 and Group1 only
User1, Group1, and Group2 only
User1, Group1, and Group4 only
User1, Group1, Group2, and Group3 only
User1, Group1, Gmup2 Group3, ‘and Group4
GroupB: YRR RR¥ v
[User1 only
User1 and Group4 only
User1, Group1, and Group4 only
User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4
S

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

EHTEIE: 89

FSw 7o Rroy JOERM

contoso.com M SMTP 7 KL A AR—RZEEHT 54 > 7L = XD Microsoft Exchange #E##A &H Y £9,

A —H—5H" Microsoft 365 H—EZAANDEILITH—ER S TV TICERDA—IL T RLAZFRALTWSZ EADMY E LT,
B2ER1—Y—MNEFEN D Azure Active Directory (Azure AD) 77+ > MIxtT 55 O—NIILEBEERZINETILENHY FT,
EDA4DDTHI 2 arxBBIZETTHIVELAHYEIN? BZTHICIE BULETILavETIIay YR MALEZEHICEHL ELWVBEFICIHERET,



Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain

©
name. | @

Respond to the Become the admin message. ‘

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS zone.

Answer:

Actions An'&u
Sign in to the Microsoft 365 admin center. M I c ro S O ft

m M ICrosoOft | Aewer~

Create a self-signed user account in the Azure AD
tenant

| Sngn in to the Microsoft 365 admin center.

name,

E

From the Microsoft 365 admin center, add the domain, @ Respgaﬂ to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

HTERE: 90
Userl & LV5 BRITD1—H—% &L Azure Active Directory (Azure AD) T+ > bAHY ET,
EIEEMN User! ZHIBRLET,

Create a TXT record in the contoso.com DNS zone. |

QLS



RO EEBRET DRENDHYET,

*Userl D7 A0 Y EABIBRESNTHALRIBRIZT AV Y FEBETXTTEETH?

*Userl ZERXI 2 OICERATESARVERDLLGTNAO—ILITENTIH?

MERHEIANETLLOIN? METHICF BED) 7 TEINGRRRERRLTCESWV G EFE LIRSV N ERTEEY,

Number of days:

= Microsoft

do

180

User administrator

Nerwork administrator
Helpdesk administrator
Domain name & h-il‘il*jlf.?llﬂ-l’

Answer:

Mumber of daysig™ . T
L T
+30. !
20

Metwork administrator

Helpdesk adminisirgior

jo——1]
1 I'VT
_—=| M I g Doiisn nedme o g vinis Trator

Explanation:
Answer Area
Number of dayse 30 b
Role: | User administrator ¥
=i

Microsoft

xFTEIRE: 91

Active Directory 7+ L' X b & F#I9 % Azure Active Directory (Azure AD) T3> bABY FT, TFH > MIBEZELCTEARALET,
TEDEXIVTARYI—IZIEROESIZEBE I TILNETS,

*RAS O bA—F—FAM 02—y FEEREBELTELGY £FHA,

*H—N—CEREBERY I NI TDHEA A M—ILTERELRHY FT,



Active Directory KA A VIZIX RORIZRKT AV TLI A H—N—DNEEFNTWVET,
Server Domain controller (PDC emulator)

Server? Domam controller ﬁﬁﬁasn'l_lcture miaster)
Server3 Agure AD Connect server
Serverd Unassigned member server

H—N—CEENREL-BATEH A—F—D Azure AD I L TR TEE I L 2RI IVELADY FT,
BMONRRANN—FEET—2z 0 bEEDY—N—IZA VR F—ILT HRENHY FTH?

A. H—/\—1

B. H—/\—2

C. 4—/\—=3

D. 4—/\—4

Answer: (fRZE%RTd 5)

A#7; SC-300 FEREL (L GoShiken.com MRS =B L1OF L) SC-300 :REARSIRELE ! GoShiken.com A& D SC-300 HEXRIREE £ 12 L TLYE I, GoShiken.com SC-300 RERRAREILZIT T, M
ENEETIIVET, D GoShiken.com SC-300 [EREE %4 v 9 B AL B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFF I RESE A & IEf2 1+ & T 30% w45 A EI 5|
a— F: Freepdfdumps)

TR 92
Azure Active Directory (Azure AD) [C& kSN TS Appl EVWSERTIDHREL VSO R F7TIRHBY ET,
App1 [FRDBRIZTRT &S ITER SN TLET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

Hsave X Discard [ Delete | D Got feedback?

Enabled for users to sign-in? ©® No )

Name (0 App

Homepage URL © https://app1.m365x629615. onmicrosoft com/

User access URL ©

=
Application |

Object ID 03709d22-7e61-4007-22a0-04dbdff269cd

Terms of Service Url ©® Publisher did not provide this information

Privacy Statement Url @ Publisher did not provide this information

Reply url @ https://contoso.com/App1/logon

User assignment required? ® ( Yes ->
Visible to users? © No )

FAYTEDY AZa—%FRALT I3 74 v IICRRENBRICEODVWTERT— AV M ETRESELIEEDERRETERLET,
AR ELWEBRIEICTRAV MAMESIET,




[answer choice] can access App1 from the -
homepage URL. [All users

No one ™)

Onlyusers listed on the Owners blade

Dnml'_f wsers listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app
launcher for [answer chipice].

all users

no ane

only users listed on the Owners blade

E.-unh,f users listed on the Users and groups blade

IVNSIrosof

Answer:

[answer choice] can access App1 fromthe -

homepage URL. | [All users |
[Noone %"
Only usérs listed on the Owners blade
Onljusers listed on the Users and groups blade

Microsoftt

App1 will appear in the Microsoft Dfﬁ}t;;'a_iﬁibp'
launcher for [a n_sﬂéﬁ choice].

all users
e |
only users listed on the Owners blade

only users listed on the Users and groups blade
Explanation:

[answer choice] can access App1 from the hd
homepage URL. |Allusers

No one .

Only users Iiste«dj_é_n-thTe Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Qffite 365 app
launcherfor [answer choice].

all users
no one
qurs list;gd on the Owners blade
I ithe Users and groups blade

S -

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/ 1 —H—F = [ZJIW—T 7O XA R—F JLDE|Y 1T
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Member of administrative unit
AU1
AU1
AU1
AU2
Not 2 member of an admi

-4

A—H—[ZE RORICRTA—ILAEYETONET,

User Role Wil ) ;,@GM
User1 | Password Administrator . _| Organization
User2 | Global Reader . % Organization
User3 | None " Not applicable
Userd | Password Administrator AU1
User5 | None Not applicable

Userl & Userd [ZEDLI—H—D/RRT— FE Yty hTEETA? BZ&T BIZE, BEEEETEUGA T a vEBRLTLLESL,
FEECELWLVEBIRSCEICTIRA Y FAMEShET,

Answer Area Vlicrosoft

User3 only 3
User2 and User5 ¢ m?j \ Y
User3 and User5. only
U;EIEF_UEE@;'-’BHC! User5 only
U;G’l'gilsér-‘-t and User5 only
J&EE User3, User4, and User5
Usér 4
41"’ User3 only

User2 and User3 only

User3 and User5 only
User1, User2, and User3 only

Answer:



Answer Area

User 1: | ¥
User3 only

User2 and User5 only

User3 and User5 o__nI;m
User2; Usér3,and User5 only
Us;f:.;:Us'eIand User5 only

M, User3, User4, and User5
E Mlcrosoft )

User 4: v
User3 only

User2 and User3 only
User3 and User5 only
User1, User2, and User3 only

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#who-can- reset-passwords
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Answer: C (A —vt—T %KY
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i Role (B Microsqf

Admin Glmjai Administrator

AdminZ | Conditional Atcess Administrator
Admin3 | Authentication Policy Administrator
Admind | Glabal Administrator

Admind (&, Azure BEBICZERFHAFERT S5 70T L—EFERAL T Policyl EVWSRABIOEHHFETIER R O—FERLET,
REYA VA VBFICEERZPI (MFA) DFERLRO ond1—H—ILENTTH?
A. Admin2 & Admin3D &
B. Admin1 & Admind M &
C. Admin1_Admin2_ Admin3® &
D. %1 THEE2 TEHE3 THE4
Answer: (&% &RT~9 5)
IR DEEH 7R EA
Microsoft Identity and Access Administrator K31 A > F TSN TLVS & 512 Microsoft Entra ID &t &7 £ X R —_ Azure BRBIZIIZERDIAHADE | T T L— b LUV —H—(ZE|
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Azure ERERICZERPBIMEERT S 70T L— MIDVLWTERT 5!
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ZTODMD Azure EEB IV RARA U MR ED Azure EEBA VA — T A RANDT7 IV RE X1 T4 TRETHESICHRIFASNTULET,
T T L— DO ELEM:
D59 RT7TIVERIETY a2 2OT YT L— k& Microsoft Azure BB 1V 5D K7 T ERRELTVWET, SNICIETARTD Azure BEEA VA — T2 —ANEENEFTHN MDISH KT TV
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EEEL JO0—N\IILEEE
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I EBRETIERAR) O—NERINET,
EEE2 FHENET UV LREESE
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SREEAR ) O—EBEEE(X Microsoft Entra ID DEFBEEAEER) — (MFARRE /INRTD—RL AL E) ZEBTEET,
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EWEL TO—NIILEEE
Admin1 £ RHRIZ Adming (F5 O—/NILEBETHY Azure EEBA VA —T A RNDINT I ERIEEZHLBET,
Admind (& Azure EEICT VAT HELEEICEHHFET IR R I—DRRERBY FT,
EHMETIERARARY) O—DFEA:
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REl Azure BREIZT IV ERTBE=HITHA 420 dE FHFET IR R o — (Policyl) IZ& > T MFABNERINE T,
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hoDO—)LiE KEMICAZUreEEBA VA —TJ 2 —RANDT7 IV ZRAZHATHELEDTEHY FHA, TOERIL FHMETT I ERR) O—0BAAEDERL L Microsoft Entra IDBIED 2 X 7 (2[R
EENFET,
Admin2 F£7=[& Admin3 A% Azure BEICT VA LELSELBWVRY TFIAIRTETZ I EZANHFAINATOELRA) CORY I—(F@RASNFLA, BRTIE REYA A VEFIICTDOVTENRLNT
WETH, ORI O—TIEIHEDY 59 K7 F1) Microsoft Azure BE) ICT7 VR LE=BEICOH MFAMR ) H—EhFET , Admin2 & Admin3 HY Microsoft Entra ID E£1=IEZ DD 7 F1) (H
Microsoft 365) IZH A4 A4 U LI=1B& ZORY O—(FERINFEA,
AT arnn
A). Admin2 & Admin3 D #:
FIEMRATYT Admin2 & Admin3 (£ ZRENZE DT Azure BIBA V3 — T A RIZT7 AT HAREEIZIENV =6 KR O—TIEMFA ZE L LEEFA,



B). Admin1 & Admind )&
EEf2TY ,Admin1 & Admind (X Azure BEBA VA — T A RICT I ERTH9O0—NILEBETHY REINLDA VEA—T A RITHA AT DHEZIZMFAZERT SR O—NLUH—h
F9,
C). Admin1_ Admin2  Admin3 M #:
AERTY, LEEDODERAIZEY Admin2 & Admin3 [F7RY) O—DREZTIEHY FE A,
D). EEE1 BEH2 EEE3. L UVEHESE4
FEMBTT RUI—IF FRTOAI—F—|ITEAINTIN Azure BEBA VA —T A RIZT IV ERTBAHEAH D DIE Admint & Admind (FB—/NILEEE) DA T MFAEEN MY H—EhZE
9,
EMOEEEIE:
Admin2 E£71=[& Admin3 IZ_Azure BE~ADT VL AR 9 5BMNMD Azure O—)L (BIERERE . FIEE) MBIV B TONTWLSES BotR) > —OxRELZYFST, LHAL BRIZIEZEDKS K
A—JLIERENTULEEA,

WEHA A VB EVWSRBIIRBEBLAREELAHY ET, ZORY I—IE, 2—F—DBREDHY 5 K7 71 Klicrosoft Azure Management) IZH 41 >4 > L1zIGEIZOAMFAZ &AL £9, Admin2
F 2 IZAIMIN3MBFN DT T (HIMicrosoft 365) [TH A >4 Y LI=HBE COKRY O —IF@RAINEEA,
RY)—DEBEIN DIV SIERETT) (Bl FRTOT7T) NERRETEIESIC FHIEIBEDI—F—%EDL5LSICERBINIGE BEEIELIAEELAHY EFT . L, COBERTIX, 7V
TL—bDT 74 FOEBENEESNTULET,
1 AzureBERBICZERBIIZERT D 1T T L—F#FERALTERSNEEHEGFET I ERR) O— KU O—DIE AzureBEBA V3 —TJ 1 —RITT7 IV ERT 51— —ICLERPIAFERLET,
A—H—DRIIZEDE UTOXESIZHYET,
Admin1 & Admind (/' O—/\)LEEE) (X XA Azure BRICH A VA VT HEZITMFA 2FERTH5RELHYET,
Admin2 & Admin3 (FHFTE 7V R EBEF LRIR) O—EBH) (X Azure BEICT VR T HaEEMIFIEWNV =0 R —IT@RINFEFLFA, LA >T EfRIEB TY,
S & Xk
Microsoft Entra ID £#{FE 7V EAD KX 1 AV b FBRHLGEHEGETIER KR O — - Azure BEEIZ MFA AW E |(Microsoft Learn:https:/learn.microsoft.com/en-us/entra/identity/conditional-
access/concept-conditional-access-policy-common#require-mfa-for-azure-management) Microsoft Entra ID B—/JL 0 K& 2 A > k: Microsoft Entra ID O EEEZE QO —)LD 7 U + XA &1 |(Microsoft
Learn:https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference) T E 7V A R O—& BEDO—ILELUVI SO K 7 TVADZFOERIZDOLVTEHRAL
1= . Microsoft Identity and Access Administrator (SC-300) ERERDFEHA K,
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RORIZTRT JIL—T%EEL Microsoft Entra T+ > bhH Y £,

MName | Type Membership type

e

- |
Assigned

5 )L—FIZxt L T Privileged Identity Management (PIM) #RZE 3§ 3 XENHY FT,
PM#ZFERALTEEBTEETIL—TIEENTTH?

A TJIL—T1ETIL—T20H

B. JIL—T3&L T IL—T4D#H

C.70IL—T10H

D. JIL—T1ETIL—T3DH

E.9N—F1 FN—T2 F)IL—TF3 FIL—T4

Answer: (&% %K 7 D)
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Microsoft Entra 77+ > kWY E£9,

A4 VKRBEIHN 0B ZBRAS5E0Y 97O FLEMENRESNDIAT—F OV T NEEETLILENHY FT, Microsoft Entra EEEt 2 —TRIZERKITNIELNTTH?
A 1—HF—1)RHKR)I—

B. /XX — F{R&

C. BRI DEE

D. A VA2V I)RIKR) —

Answer: B (A —vt— U %7&9)

Microsoft SC-300 & /71 k& Microsoft Learn €Y a—JL RY— bk OV I 7D FENRRT—FREODEELER|ITXDE AT—F Oy Y 77 b& Microsoft Entra Password Protection M#£EE T &
Y. B4 VRTORBIEYREINDETHI U 20V I TORTEIETINL—F Tr—RAKBEZHSCDIZRIBET,

Smart Lockout D#ERIZIE XD 2 DOEFELBEENEENET,

*AYYTF7IORLEME-7THOU MAAYI EINBETOXRBLIZYA 14 o DEE,

*Ov o7 AR - BIORTHHFASNEIETIZCT A Y MR Y I SR TULSER,

NLDEREIFT, A——F=FHA 2142 JRY R O— (Zh bl Identity Protection ®—&f) DOFREDNBETIEA Entra EBE VA —DN\RT— FRETEEINET,

Ay 72 LEMEZ 10BDY A A VKRKRIZERT S BERERm-II&ICBYET,

=HTEIRE: 98
ROTRIZRT Azure ) Y—ADBHY ET,

NN i crncaft Description
User® User account
Group1 | Security group that uses the Dynamic user membership type
VM1 Virtual machine with.a system-assigned managed identity
App1 Enterprise application
RGT Resource group

RG1 @ Contributor B—JLZED ID IZENY B THENTEXTITM?
A. User1 & Group1 D&

B. 1—4—1_4)L—71_VM1_ & & UApp1

C. User1 VM1 & & UPApp1DH

D. User1 £EVM1 D #

E.2—H5—10D#H

Answer: B (A —vt—T %KY
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ES3THNEVDTLLEIMN BETBHICE BEETY 7 THEUGA T avEERLTIEEY,
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For on-premises applications:

Configure Cloud App Security policies. o
Modify the User consent settings for theeﬁemnse applications.
Publish the applications by usmgﬁzura?«ﬁ Application Proxy.

FGML@FQ%&E "o

“._.7.

Configure Cloud &pp Secunh_.r policies.
Modify the User gonsent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

Answer:
For on-premises appliq&jionﬁft icrosoft

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy. |

For SharePoint Online:

Configure Cloud App éecuriw puﬁcies,
e enterprise applications.
Publish an application by using Azure AD Application Proxy.

xFfEIRE: 100

Microsoft 365 E5 7+ > FMH YU ET,

Appl EVWSARIDY SO R TT)EBALET,

Microsoft Cloud app Security ZEH L T App1 DU TILEAA Ly a3y LRNILDEREEFNZTIHENHY T,

EDADDTI L IVEIEBIZETTILELNHYETHMN? BETHICIE BUETIavETITay URA D LEZERHICEBL, ELWVEFRICHENET,



Actons

From Microsoft Cloud App Security, create

a session policy.

Publish App1 in Azure Active Directory
(Azure AD).

~reate a conditional access policy that has

session controls configured.

From Microsoft Cloud App Security, modify

the Connected apps settings for App1.

Publish App1 in Azure Active Directory
(Azure AD).

T croso

From Microsoft Cloud App §e%urity, modify
the Connected apps:settings for App1.

From Microsoft Cloud App Security, create
a session paolicy.

Create a conditional access policy that has
session controls configured.

Answer:

ANSWORPR - . coft

Publish App 1 in Azure Active Directory (Azure
AD)

FROM Microsoft Cloud App Security , modify the
Connected apps settings forApp 1.

From Microsoft Cloud App Security , create a
session poligy.

Create a conditional access policy that has
session controls configured.

AlIISWEI AlIEa

©
®

1 - Azure Active Directory (Azure AD) T7 71 1 #2FT 5
2 - Microsoft Cloud App Security ™5 7 7)) 1 DEGET TIDHREFEBLET,

& Microsoft

@
C



3 - Microsoft Cloud App Security M5ty a3y R —FERRLET,
4-tya UKIHMER SNE-EEFET IR R O—Z2EBLET,
S
https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/ja-jp/cloud-app-security/session-policy-aad
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REDENY LT ZEET H-OICHERATIRINZHET ALENHYFET VY a—Ya vEEEEHEH-IRENHY EFT,
EFTNEVNVNTLLIMN EETHICF BET) 7 TENGAH T a vEBERLTILEE,

AR ELWERIEICTRAV MAMESIET,

To manage Azure AD built-in role assignmenfwﬁééf rosort -
Gl_ubgf administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

Answer:

To manage Azure AD built-in role assignments, use:

iﬁrjyi!eged role administratcrj

Security administrator
User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator J

Bl



To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access a;lmmlstrator

-7_-"";'_'-'-«7,_-'“
L'?i!": g W s LWy

To manage Azure built-ipTele assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

il

https://docs.microsoft.com/en-us/azure/ A—JLA—ZA D7 Y £ A Fl#E/A—)LE Y Y THR—42 )L
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
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[CHLUE—bFTEHELTULET,
TATUOTATARERE
v kD —2I121%, litware.com & L) & RIM Active Directory 74 LR FOBEFENTEH Y | Tl litware.com & LS B EID Azure Active Directory (Azure AD) 77> M2 U9 &N TULVET, Azure AD
Connect [F/INR RV —EBEEZFRAL NRAT—F Ny 2 REBIETEMICGE>TNET,
Litware.com 2, T RTHOT7 TV r—>a VEARFEET S Userl EWS A—H—HUNET Litware [ Azure AD 7T —2 30 TAFVFEFEELTVWET,
Fabrikam [Z(& fabrikam.com & ULV5 Azure AD 77> A3H Y £, Fabrikam Q1 —H—[&_ litware.com T+ > FDHT X M7 hH 2 F&FERL T litware.com DY Y —RIZF IR LET,
957 FIRE
Litware M £ 1 —H —I[& Microsoft 365 Enterprise E5 5 4 £ > X %{&F L TLYE 3, Microsoft Cloud App Security [ZHAAHRAFTFNTVNER TR TOEERHR) S—NEMIZH>TNVET,
Litware 21 litware.com Azure AD T3 > MZBER T otz Azure Y TR ) T a3 B YEST, COHY TR 1) TS 3 »I2l&, Azure Active Directory 34 4 & Office 365 ARV 2 #ERAT %



Azure Sentinel 4 VA A VAMEENTWNET,

Azure Sentinel (FIRTE _Azure AD A4 o4 O LEEOTZINELFT,

T T REE

FUOTLIRA Ry I~'7—'7l:(d:\Jﬁzwﬁl:iﬂ'*ﬂ'—lf—b§§“$hlfL‘i_?’c_,lI _

[

il

‘D1 stgimapeost I | \ controller for litware.com
[P 'Member server in litware.com that
SERVER1 Hetendgsmmtes runs the Azure AD Application
_ | il i ﬂnnnmtur-
L i Win T () S ([Némber server that uses Azure AD
| SERVER2 | Server 28 Mm'[ Connect

LitwareD@EA 7 4 RFA U F—3y MIEEEKELTVWETS @A 7« X, Y FEVPNEZEZERL TAzure X2 ) T2 3 VAQRBRY FT—2ICEGELTVWET AV TLIRADITRTOF
AAaArbA—=5—E A=Y ADTIERETOVIINTWVET,

REEH

Litware Tl&, ROZEEHIMFESNTULET,

* Azure AD Privileged Identity Management (PIM) AL T $HEO0—IILDEEBE*EZELEFT,

* MR D L 1 —F—AMlitware.com Azure ADTF > M7 TV 5—oa o HaBETELRWVWESICLET,

*TATOTATA ANFTUVRIZIEHARFIL A ATEDREIL TR LEFERLET,

*User! BN Azure AD TI VA —TSA X7 T r—2 a3 v EERTEL LA LET , R/IMEBORRZEALET,

AU REH

Litware [Z&3f . litware.com Active Directory 7 4+ L X kIZ LWLicenses £ WS ZRTND DR A L A—HF—FEHZFEBMLELT =,

Litware (& LWLicenses BHEDEEZZERTH_&E T Azure AD SA UV ADENY LU TEEEBL-WWEEZTILVET, LWLicenses [S#EV G EEZFODA—H—IL #@UYLSA LU ANEY BT o
Microsoft 365 ¥ JL— FIZBEIMIEM SN DZDBENH Y T,

EEEH

Litware (& Litware DT _RTD Azure AD A—H— 7 hO U hEZEH TARTD Azure AD A b 7ho U FEBRHNT S LWGroupt! EWSBRIDTIL—TEERLI-WEEZTLET,
RELEH

Litware Tl ROZBIIEHIEA SNET,

* 4 RTO Litware 1 —H—[Zxt L TEERBEE (MFA) ZREL T,

* Litware DRR k> 7 4 A5 Azure AD ~DEREEIC MFA 29 51— —ZRKR4LET,

* litware.com 74 LR FDEIENRRT—F YR FERELFT,

*FAUTLIRDT TV — 3 VICT7IO AT HEEIZMFAZERALET,

*HEICRBELE-ERERZEMNICEEHL BELET

THOEREH
Litware Tl Litware DT RXTDHD Azure AD A—H— FhHO U LEZEH TRXTD Azure AD TR b 7ho U bZEBENT B LWGroup! EWSRFTIDTIL—THEBRLIZWEEBZTWET,
BEREH

Litware (&, Azure Sentinel @ Fusion JL—)LZ{EA L T 54> L L) Azure AD %41 1 > & i < EE7E Microsoft Office 365 77 T4 ET 1« DHAEHEEECVILFRAT—OOBREZE LIZWEER
TWEY,



EHTEIRE: 102

Azurer TRV 1) T g3 vlcUsert EVWVS A—HF—REFINTWET, ZOY TRV 1) T 3 UIEMicrosoft Entra Permissions Management(Z#4 >/ R— K & TLVE T, User1(ZPermissions Management

ANDT Y ERAERZMFETILELAHYET , OV a—2aviE UTOEHZGRETIVLELNHY FET,

*ERMERORANZHE>T 23,

CEEEOFNERMRICINZFET,

FITMRMETARETL &£ 5HV7

A. Microsoft Entra 8t >4 —mo X )54 TIL—TE2ERLET,

B.#REED O— /KR >—FToTL—bM Y TE2ThE TUoTL—bEERLET,

C. Microsoft Entra £t 2 —M 5 Userl ICA—)LZE|YHTET,

D. #REED [¥A4 VIITRNHITE2IThE FHLWIIIRMEERLET,

Answer: C (A —vt—T%#ET)

Microsoft Entra Permissions Management CIEMY 1) 2 —3 3 V) ADF ViR—TF 4 > Tld, 2 —H—HPermissions ManagementRI D EE % E1T9 S R1IZ, EntraT7F > A Ti#EY] 7% Permissions

ManagementO— )Lt 53 23BN HY £9 , H/MEBRORBICEDE MHEH/NMEODOO—)L Permissions ManagementD&AE BESE BEHELE)DHEHETIHENHY T, SC-3000FE

# EMicrosoftd K¥ 2 AV FTIE BB 7Y ERIEEntra DN TO—LEZE|YHTEIENSHEOIBENH D ENBASNATLET,

X2 T A GL—T HFTLaVA) FERT DI EITMBICE >TEMEBFETTN, FNEITTIIEREBNTL—HY—(ZERATESNE DT TIESHY FEA,

A—JLAR)—FoTL—hk (FTLarB) DERKIE ERRI—TE2ERTILETHY , A—F— 77U REHFATHLHOORNDRTY ITIEHY FHA,
RADVIIRM(ATL3VD)TYVIIRMEERTBHIZIE Usert MUV TR METHIHER (DFY AISHIDA—IL) ZFT TITHE O TWS I EMNFHREGY FIH ERICITFLZZOERIEIHY £

A,

LEA>T DT HY P arvIE Entra BB 42— 5 Userl ICHEREEN—/ILZE|Y LT R/IBROERZETLEALEYL T L RAEEHET S LT,

#TMEIRE: 103

FCOBRIE. RBLSFTUAZRTTS5—ENBERO—TYT, —EOBERBICIEZENEN, EOON-BEXH-TAREDOH I MEOBENEENTVET Bty ML TIE, EHOERELFET
5L HNE EELNBTWEELHYET,

ZDEIVaVOEBEMICEAZELE-RIE. ZTOEBEMICRSZLETEFRA, ZDH INODOEBEMIEILE a—BEREIZRTINEEA,

Microsoft 365 77+ > khidH Y £,

100 AD IT EEEEH 10 DFAICHAINTEHREL TLET,

RICRTT7IER LEA—ZFERLET , (RF2TEV VI LET,)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Rewview name * | Admin review

Description )

Start date * 12N82020

Frequency [ Montnly

Duration (in days) (1) = ———

End End by Occurrences

a U &
Users
Scope ’ ® | Everyone

Review role membership (permanant and eligible) *

.'L~|2|.'::f.'l‘|.;l.'l:"! Adminsstrator and T2 others

Reviewers

Reviewers (Preview) Manager

(Preview) Fallback reviewers (0

Megan Bowen

s Upon completion settings

ITRTODT7IEA LE2—1JHU TR K MeganBowen IZE > TRIESh TR I &MY FT,
BEADIR—S v —DNENEFNDOEHFAD T IV AL E 1 —2FEICZTENEESICTIRENHY FT,
BRRK: O—IILIEIZ@RDOT VR LEA—ZERLET,

CHNIFBEBZEFLTOETH?

A. [Ty

B. LMVZ

Answer: B (A —vyt—T#ET)

D18912E1457D5D1DDCBD40AB3BF70D5D

S

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

HTERE: 104
storage1 EVWSARDA ML—U FHOU LEET Azure Y TR YT a by ET,

BHORET L VTHRAMENBApPIEVSI 7TV ZREATHFETT RETIUEF O—I Ly FEFERALTY— RAA—T (AP

-3

~ mits

AELET BB UVADEREY ) a—2a v EHRET ILEN
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HYFET V)a—aVEUTOERZRZ-IDLENHYET,
*MEEREICZRELET,

* ERIFHRE Appl O— FICRETARENG N LZHRBLET,
* Microsoft Entra SRsl# AL T RET S UM Azure U Y —RICT IR TEER I EEHRALET,
CEHEOFNhERNMRICINZFET,
HEBEICIIAZEOIRETLLIN?
A1l—HF—TFHOUrERL—OH—ERBSIE

B. VXATLEIYHRTIR—YRFIDERML—2 H—EXRIEFIE
C.1—H—ZIYHTIRr— K ID & Azure Key Vault

D. 1—H%— 7HA 7> k& Azure Key Vault

Answer: (& %X 7 D)

HTERE: 105

21121 Microsoft 365 7+ > FH Y ET,

FTRTHI—HF—[F_ Windows 10 #3E4T L _ Azure Active Directory (Azure AD) T3+ > hZ&MLTWdavEa—4—%2MALTLET,

LttlEServicel EWVWSH— RIN—F 4 DY 5 FH—EXIZHMA L TLET, Service1ld, OAuthIZE D < Azure ADEREE & AR EHR— b L TULVET, ServicellFAzure AD¥F ¥ 5 1) —[CAFASNTLET,
A—H—RIAZEROEND L Servicel ITEMTEDLII12THY ) a—2a v FHBETILENHYEST , CDOV) 2a—23 2 TIE Azure ADIZSIMLTWS AV Ea—2—H6DHFI—H—H
ServicellT7 7V ERATZELLIICTAIRENHY FT, £, EBEELZR/DMRICHZSZBENHY FT,

BEHICH L THZHELETHN? BE T HICIE, AEEETEY G T a U EBIRL TS,

FE ELWMEIRSEICTIRA Y EAMEShET,

Answer:

Ensure that the users can connect to Service1

without being prompted for authentication: v
An app registration in Azure AD
Azure AD App!ication Pruxy

A managed identity in Azure AD

Ensure that the users can access Service? only
from the Azure AD-joined computers: v
Azure AD Application Proxy
| A compliance policy
f_A_mﬂdi.ﬂ onal access policy
Ah OAuth policy

Explanation:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Ensure that the users can connect to Senvice1

without being prompted for authentication; EEE -
An a% istration in Azure AD
Azure Al plication Proxy

¢ nterprise application in Azure AD
N *. [Amanaged identity in Azure AD
Ensure that the users can access Serviced only "
from the Azure AD-joined coifiputers: v
W % ¢ Azure AD Application Proxy
by . A compliance policy

S .

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

=HiEiRE: 106
Azure AD T+ rAHY FF,
RORIZRTERIEERITLET,

Date Task

March 1 Register four enterprise applications named'Appl, App2, App3, and
App4.

March 15 | From the tenant, update the following settings for App1: App roles,
Users and groups, Client secrét, andSelf-service.

March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client sécret, and Self-service.

March 25 | From the tenant, update the following settings for App3: App roles,
Users and ‘groups, Client secret, and Self-service.

March 30 | From the genant, update the following settings for App4: App roles,

Users 38 Bra\g Kiiei(ar€reD 1l Self-service

4 A5 8IZ, EHEEX App1. App2. App3. App4 ZHIBRLET,

TIT)EREEZBERTIVLELNHY FT,

416 BIZETTTEST7 TIIEENTI N, £ 4 A 16 BICAppA DEDHRELXBRTEF I, BET HICIE, EEBEBTEYGA TS a VEBRLTLEZELY,
FEELOMBIRSEICTIRA Y RAMESIhET,



MIN3WwWETl -Amica

..MlcrOS@sﬁ'gppsmapmomy e 1]

0 apps
Appd only

App2, ABD3, andApp gnly
Aw!mz AppRydind Appd

} 1

| | Nn settln-gs

| Self-service only

App roles and Client secret only
Users and groups and Self-service on

App roles, Users and groups, Client secret, and Selt-service

Answer:

-.Mmﬁmﬂ

No apps

App4 onE

App2. App3, and App4 only
Appl, App2, App3, and App4

App4 settings: Fﬁnp roles, Users and qroups, Client secret, and Self-service
No settings

Self-service only
App roles and Client secret only
Users and groups and Self-service onkh

App roles, Users and groups, Client secret "m Solf-corvice

Explanation:

Answer Area

. - @ Microsoft
Apps:  App3 and &bp4 Ghlys -

“ Appdsettings: h'pTD roles, Users and groups, Client secret, and Self-service w




BE#1: SC-300 RIRESE L GoShiken.com AR I =E#& LA L SC-300 FHERRIRESE ! GoShiken.com MR FHTD SC-300 HERRIEE 12t L TLVE T, GoShiken.com SC-300 HXE&RIRE I m#FT T iR
ENEHTITIVET, &F®D GoShiken.com SC-300 BIEE %4 v 3 % AlF Z 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFEIZESE A & IEfiZ {1 = T 30% w41 Z5|

a— K: Freepdfdumps)
= HERE: 107
Sub1 EWVWSEZRID Azure TRV YT arhidHy £ IIZE Userl User2 User3 £S5 3 ADI—HF—MNEENTULVET, Sub1 (2L storage1 EWSRRIDA L—U 7hHO U RABHY  ROKIC
RTNVY—ANEENRTWET,

MName Type Contents

contl Container | Filel
sharel | File share | Filed
Subl [ZIX RDORIZRT A—HF—MNEENFET,
Mame Role ' Scope
Userl | Reader Subl
User? | Reader 5ubi
Liser? Storage Blob Data Reader storage
Userd | Storage Contributor storagel

File1 & File2 ZFRAMBD CENTEDDEEDI—HF—TIM? EETHICF BBETEILGA T3 aZBRLET T ELWLEIRIEICI RS FAMESIET,

Answer Area

File1l: | Userl, User2, and Userd - |
Userd only
Liser3 only
User? and User2 anly
User2 and User3 onl

User1, User2, and User3

File2:  Userl User? and User3

User2 only

User3 only

User? and User2 only
Uzer2 and User3 onl

Microsof

Answer Area

File1: | WS, User2, and User3 ot 1
O WE S L4
“w&ﬂMﬂUEﬁui
User ] and User? ﬂnt?
sord and Liser3 on
User1, User2, and User3

File2: Userl, User2 and User3 >

User2 only

User3 only

User! and User2 only
User2 and User3 on

I User1, User2 and User3 I

Ex#TERE: 108
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r—AX XA T4 1-Contoso ft

B

Contoso (& EV FUA—IILICAHZEST OV KR EST MUIZKHZEE DOV YILT 1 VIS T,

Contoso & Fabrikam, Inc. &L\ &£t &2 L TLVE T, Fabrikam [Z(% fabrikam.com & LV5 Azure Active Directory (Azure AD) 77+ > kAH Y £,
BREDRE, BFDIRIE

Contoso WA > FTL I X Ry FT—4I1Z1E_ contoso.com & LS &RID Active Directory KA A4 UMEENTWLET,

KA A >(ZldContoso_Resources & LY S fAIBEAI OU)AEFENTILVET , Contoso_Resources OUIZIETARTHDAI—H—¢,arEa—4—NEFNTLET,
contoso.com Active Directory KA A UIZIE RORIZRTA—F—HREENTUVET,

Name

Office

Department

Admin1

Monfreal

Helpdesk

Usert

Monireal

HR

UserZ

Montreal

HR

Userd

Montreal

HR g3

Admin2

London

Helboosk |

Userd

Londori

Finance

Users

Eondon

Sales

Usert

London

Sales

Admin3

Seattle

Helpdesk

User?

Seattle

Sales

Userd

Seattle

Sales

User9

Seattle

Sales

B fF D IRLE . Microsoft 365/Azure IR

Contoso I1Z[X  RDBEES 1 £ > X %#D contoso.com &LV ZRID Azure AD T+ > FAHY F9,

*IA4498Y 7Dk Office 365 T2 —TF54 X E5

*IVRA—TSAXEE) T4 +E2Fa )T«

*Windows 10 T2 —754 X E3

*JOoo sy MEHES

Azure AD Connect [d_Azure AD & Active Directory KA A > H—E X (AD DS) DRI TH#ERM S TLYET, Contoso_Resources OU DA MRS NFET,
ANIVT TR EBEX EE Microsoft 365 BBt A —4#FHALCA—V—HREZEELET,

A—H—EEE(FRAE Microsoft 365 BB U2 —4¢FALTFHTSIA U RZEYLETTVET UTOHNERE I RTOA—HF—IZTRTOSAEVANEYHTOATNET,
*OYRY 74 AQ1—H—IZ(E Microsoft 365 BEVATLDTA U ANEYHBTOLNATLEEA,

*OF MLAT 4 ADI—H—([ZIE_ Yammer Enterprise 5S4tV ANEY HTOHATWVEEA,

contoso.com Dt ¥ 1 1) 7 1 DEEEMEIXENICHEH>TULET,

Contoso Tl Azure AD Privileged Identity Management (PIM) 2R L CTEEO—ILZRELET,

EAFDIREE, MRED A

Contoso [FRDEIEZERHFEL TLET,

*RE T RTOANILTTRYEEEIL Microsoft 365 T+ > F2AKDAI—H— SA LUV RAEBETEET,

*A—H—EHEEL Contoso F T4 AT EICELREZSA U REREFHTERT HIDITEEI L EHBELTVET,

*ALWTTRYEBEIL WET Microsoft 365 H—ERXRET TUADABT IV CRETRA N 7OV EAODTOED IV JIZZ2 K DERZEPLTLET,
IR ANLVTTRAYEEEF EULEBERCARBLELIC, A—Y—BEBEO—IILEZFALTEIRIVEERTTEET,

*Azure AD TOY / — FZFEIRT D & Log Analytics EADEMIZHEOTWEWNWI EEZRT IS — A vE—IUARRINFET,

B FEIN-ER

Contoso [FRDEFEZEET HFETY,



*EILTH—ER NRT—K Y&y  (SSPR) #EELFT,

* Azure Monitor ZfEFA LT Azure EB87 V9 T4 ET« BT ZH0HLE T,
*TrUMIEMENEHLOD AT —IIHT LI/ RDEY B TEBRILLET,

* Fabrikam D A—H—EFALTEBY—47 T4 07 FvoR—VERBLET,

*TOT4TILTDICIXEEMERBIVELLGD LS A —EBEO—IILEZERLET,

*Appl EWVWSRBID DR LEBRER Azure Web 7 T ZRELFET Appl T4 03—y DS T I EATE Azure AD 7HO YV FEFERALTCERIESIET,
*I—=T 4 TBEMAOFRI—F—Icxt LT BERRT—9 70—%3F% L Microsoft SharePoint Online 44 b JIL—T 7TV ~ADT I R ERELET,
ContosottIZAdatum Corporation& LV 5 &%t BN HEHEI %L T TULVE T, Adatum & LY 5 Active DirectoryfBfgi B4 OU) 2 100 ADFHRADatumL—HF —DMER S NFET 2 —F—(FOV Ko ELT +
IR ZEL FETY,

2, BRI ES

Contoso Tld ROFEMEHZHEL TULVET,

*FARTOIL—H—(L AD DS H 5 contoso.com Azure AD TF > FMZEHAT ALEAHY FT,

* App1 21 https://contoso.com/auth-response 39 J 54 LY k URI AR ETT,

LAY —DOSM U REYHTIE, A —OREMIZESOTEEMICEIY B TONDIRELNHY FT,

* Fabrikam 21— —I& ¥ —45 T 4 > JEF® SharePoint 4 FZHRX 90 BEI 7V XA TER2RELAHY FT,

*Azure AD TEITEINSBEET VLI VIEEBEINIDLENHYFT EEQJTIL 1 EFRRBFT ILENHY FT,

*AWTTRIVEBERX FNEFNDF T4 RADAI—HF—DHD A LU REZEBTELIRENHY FT,
*A—H—DEAFERNRRLUAEENHDIGEE . - —ICNNRT—FOERZRHTILELNHY T,

Ry FRARy MZET SERM

A—H— D ARESNSAERICEAT IEMBEGERH-ILELNHYFET,

A—HY—([FFEFTMEITARETLLIDN FLAEHEIRETLLOIMN? BETSHICIE, AFEHETEYGA T 3 VEERLTLEZEL,

EE ELWEIRSEICTI ARSIV EAMEShET,

Answer Area
The users must first: v
Provide consent for any app to access the data of Contoso.
Reagister for multi-factor authentication (MFA).
Register for self-semvice password reset (SSPR).
You must configure: v

A sign-in risk policy
A user risk policy
An Azure AD Password Protection policy

Answer:



Answer Area

The users must first:

You must configure:

Explanation:

A—H— JRVIE, DINRESNLAREEEHELET,
EEE(E Azure AD L)L ITH—ERXR NRRT—FK Yty bEFERALT 772X ETAVITEN TUVEREHATEIN, TV CREHFATIEINNRT—FOEEEZERT HINEBIRNTEET,
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

=HTHRE: 109
REEHEmRE-TICIE . NAT— FFHREEET IHELNHYET,

DC1 1= Azure AD /SR — R DC I—C 1V hEA VR F—ILLET,
RIZAETARETLLINMN EZTZICIE BAZET)7TEUDGA T3 vEBIRLTLLESLY,
EE: IEL,L\JE?R;):I_ 17RA > F?ﬁ\?]ﬂ%‘éhid’

” JJ' M of ““” " u' !.1.

M Illiflt n!lml.r theagihins

Answer:

L% \
ll!i ‘ -.,i_:-a ._i'. :

prafectiofi pr
‘u F

bni!b{hmuﬂ T

Xl

i
‘iﬂz’!.a.r,um

f I .. 31 mll! {!1”;|!n|;.,]:m”. >

Explanation:
H—/\—1
DC1T



=T 110

contoso.com M SMTP 7 KL A AR—RZEAT 54 > 7L = XD Microsoft Exchange #E##iA&H Y E£9,

A —H—5hH Microsoft 365 H—EAANDEILIH—ER S TV T ICEBERDA—IIL T RLAZFRALTWSZ EADHLMY ELT,
HEER1—Y—MNEEN S Azure Active Directory (Azure AD) 77+ > M T 55 O—/N\ I EBEERZWMEBTILENHY T,

ED4D20DF7H 3 /éllﬁ%l‘iﬁd’é%%b\ﬁ) UEIMN? BIZTHICIE BEPNGETIarEwToiay

Actions

Slgn in tn:: the Mncrusuﬂ 355 admm center

NAS . g A
' 'T" i -i_ l_ﬂ f,ﬁ | {J I L

JAnswer Area

.

Create a self-signed user account in the Azure AD
tenant.

name.

Respond to the Become the admin message.

i Fra::m the Microsoﬂ; 365 édmm centér a;:ld the dcmam f @

'From the Microsoft 365 admin center; fémove the
domain name.

Create a TXT record in the contoso.com DNS zone.

Answer:

Actions Answer Area

e T e G e 1 e e o

I Signin to the Microsoft 365 admin center. |

lEI'Iﬂ nt.

rR_;swnd o Ihe Becume the admln message. I

B T I S S R

" From the Microsoft 365 admin center, remove the ,
' domain name.

e s e e e e SN e e e s A
e e e L — e Sy
.Greate&THT record in the contoso.com DNS zone. |

— — P PSS |

Explanation:

I Create a seff- mgned user account in the Azure AD
| tenant.

_— o e e e e R R e e e e e e e e e e e e e

DR b EIEBREICEEL ELWVEFICERFET,

©Q



Create a self-signed user account in the Azure AD
t_gngm.

Slgn in to the Microsoft 365 admin center.

Respond to the Become the admin message.

Create a TXT record in thegmtﬁn .com DNI;S Zone.
. ICEQSO

S -

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

R 111

BREDEX1 T4 AV T FOBEERBRT IBHELHY T,
BAVUTURMIRLTEDKSIBEREETOIRETLLOIMN?BEYLBRY O—2 A4 TEBYLBMBEIZCFS YT LTLESW, &R O—2 4 FE 1E EHE, FEEERSALBVNEELHY £,
AVTUYERTTBIZE RAVEBIDREN—E RS9I TN RV O—ILTIRLENHLIBZENHYFET,
FE ELWLBIRISEICTI RS RAMESIhET,

Py Tyves = Micrerenft

An authentication method policy mf_ll Lesked tredentials:

A Conditional Access | policy
A sign-in from a suspicious browser.

R oy

Resburces accessed from an anonymous IP address: I

A user risk policy

Answer:

:'ﬁ';%iﬁf@f)@ft o -

1 .-\ Conditional Access palicy

A'Bignain o3 suspicious browser: | A Sign-in risk policy |

- e - m am m— w

e e e " Resources accessed from an anonymous IP address: | A sign-in risk policy |

Explanation:



An authentication method policy

Leaked credentials: | A user risk policy

A Conditional Access policy

W A sign-in from a suspicious browser: | A sign-in risk policy

g s, .
-_

| A sign-in risk policy

#79, MESburces accessed from an anonymous IP address: [ A sign-in risk policy

A user rnsk policy

AR 112
Usert EWZ\WS A —H—MN RO\ SF/NRT—KRZADNLTTFURMIHA 24 LESELET,
Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12
Pa55w.rd12
Usertl [Cxf L TEBEi SNz H A O« VERITORIEKE 300 0Oy 7 BN T I BRI Userl N7 h 0 by Y 2R 2AEZERET ABENHYET,
AIZHEITARETLLOIN? BFETHICE BUGELDEBRL TS,
FEE ELWMEIRSEICTIRA Y EAMEShET,
=

Tracked argfmnn MJ&EO SOft] v
4

Unlock by: e\
%, 4 "|Clearing the browser cache
%@% . [Signing in by using inPrivate browsing mode
«  |Performing a self-service password reset (SSPR)

Answer:



Tracked sigrin athi;{: roso

4
5

111/ AN

; 5

Unlock by:
~|Clearing the browser cache

Y, |{Performing a self-service password reset (SSPR) |

Eli)
574D A—HY—A23—TJxz—X TFRAL ROGHAZEFNICERSINET

Tracked sign-in attempts: | w

4
5

10
11

Unlock by: v
Clearing the browser cache
igning im by using inPrivate browsing mode
self-service password reset (SSPR)

S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
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Microsoft 365 E5 TR 4 ) L a3 uhH Y  ZFII(ZlE Usert & User2 £LVS 2 ADA—H—DAEFhTLET,

A—H— 1R L—TDT7 It ALE1—Z2 @ TE 11— 2NRTLEIRTDT7IEALE1—DBELKR— FeHRATELLERBTIVENHYEST ., 2OV 21— 3 VTl B/IMERD
[RAZERATOILENHY FT,

BA—H—I2EOO—)LEZEY L TEIRZTIN? EETAHIZE BYLEO—ILEZELVNVI—HF—IZFSy S LTLEEN, FO0—)LIHE EHE, £-EFE2<FEREAGMEEAHYET . IVTUY
ERTRTDICE RAVEDREN—Z FSVTTEN RV A—LTEBLENHIEZENHYET i B INERTEITIRA VN EBRTEET,



Roles

 Global administrator

Global reader

Reports reader

Security operator

Security reader

User administrator

Answer:
Roles - Answer Area

{ Global administrator

ﬁbal administrator

User2: I Global reader

-- p(\pd

[ Security reader I

Microgpft

i8]
pd‘ YA

yor

HTMHERE: 114
ZERIT (MFA) BNERIZA > TLY3 Azure Active Directory (Azure AD) 77> kD&Y ET,
FHhHoobBYY 7 REE, ROBIZTRT LS ICHERSINET,



- ;;,jl_m 1 J‘m

i

JTHIII] 1‘IEIHIIIIIIII‘I I

UILTHAA

R

AR

e

TR R R PR EL A L

FAYTH I AZa—%2FRALT V774 v IICRRENBERICEDVTERT—FA VM EERSELEEDERKREERLET,
FEECELWOLEIRI &I ‘I'«f/ EAMESNET,

i &K

Answer:

l - A ™ h mli!r.u..{l!i“"i
i o Wl misamin’;m' L
\ W ‘n i‘iﬁ “ W u'f mmn L 111*1”

Hils 1I 'r['“ | J[i“d””l”l“” M“H:t

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

=FERE: 115
contoso.com & L3 &R0 Microsoft 365 T3> kHHY ET,

B PA—HF—T O AREMHEo>TLET,
RDORIZTRT L S5I2, 2—H—I[& contoso.com &EDEFEZEICIBEFINE T,

User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest MNo En_te;rpri_se
' ' application
: : Enterprise
User2@fabrikam.com | Guest Yes Splication

Azure Active Directory BBt U2 —DNEaSHRL—L 3 VEREMND ROEISFRT LSI12a5RKL— a3 VHIRREEZERLET,



Collaboration restrictions

+ *@ﬁ@mmm to be sent to any domain (m clusive)

'i Jf-' Deny imvitations to the specified cic-mawD
(®) Allow invitations only to th s‘iﬁ ins (most restrictive)
®

o 00

Cutlook.com

a2 —H—I(&, Microsoft SharePoint Online ¥4 kM 5 user3@adatum.com 44 FZHBFELFET,
UTDEXIZDOWT ELWMEEIE EUOMEERLTLLEZEWD, 25 THRWMEEF DR JEBRLTLEEL,
FECELWMEBIRSEICTRA Y EAMEShET,

Statements

w Yes

User1 can accept the invitation and gain access to.the e@ application. @)
#

User2 can access the enterprise applicabd

User3 can accept the invitat f" . Ccfﬁ g 8f1larel=uint site.

Answer:
Statements = o Yes No
=Microsoft
User1 can accept the invitation and gain access to the enterprise application. :_O | O
User2 can access the enterprise application. 10, 0O
User3 can accept the invitation and gain access to the SharePoint site. o) Xeo)

&t BA



stdicnts OSOT1T

User1 can accept the invitation and gain access tothe enterpiise application.

User2 can access the enterprise application

User3 can accept the invitation and gain access to the SharePoint site.

Ry Z1: [FLy

BF(Xoutlook.comZDHAHEIETEET, TN Userl(FBHFEREL 7TV r—>aVIZFHORATEET,

Ry X2, [FL

A (Toutlook.comIZDAHEETEE T, 722 L User2lE T TICHBFERITWMOTHRELTWS D 7TV S— 3 VTV RRTEET,
Ry X3, LW Z

BF K Toutlook.comIZDAHEETEE T, D= User3lIBEFREZ(TWMY FHA,

A 116

REDENY L TZEEILH-OICFERTIRENEZHET IVENDHYES V) a—Ya VEEREHZH-ILELNHYET,
ES3THNIENVVTLLEIMN? BIETBHICIE EETY 7 THEUGA T avEBERLTLEEY,

AR ELWVERISEICT ARSIV MAMESIET,

To manage Azure AD built-in role assignments, use:

Global administrator
Privileged role administrator

Microsoft Secufity dministrator

Useraccess administrator

To manage Azure built-in rale assignments, use: v
Global administrator

Privileged role administrator
Security administrator
User access administrator

Answer:



To manage Azure AD built-in role assignments, use:

Global@administrator
Prvileged role administrator

Security administrator
User access administrator

T0 fianage Azure binli-in roleassignments, use: v
' AR Global administrator
Privileged role administrator

Explanation:

‘0 manage Azure AD built-in role assignmentS,USE N A ~ v e b -
Global administrator
Piivileged role administrator
Seeurity administrator

User access administrator

To manage Azure built-in rDJE'a_ss_igrrments, use: -
Global administrator
Privileged role administrator
Security administrator

User access administrator
Microsoft SC-300: Identity and Access Administrator 22& 4 K& & U Microsoft Learn €Y 2 —JL Azure AD O—)LDRE L B 18 KU Privileged Identity Management (PIM) DE% (2 &l Azure

AD $BAHAHO—IL & Azure (1) Y —RR—R) $BAAH O—JLIZIEBAREE VA HY ET,
* Azure AD D#E#HAH 0 — )L Azure Active Directory (Entra ID) D1—H— JIV—T T3 —TSAXT7T) X2 ) T4 REDEBLE TALI M) LRLOTIVERZHELET, FED—
LWEBEO—ILEFERATSE . A—F—IEZ PIMIZKDZA0—ILDTYI T4 TIBEE Azure ADDT ALY ) O—ILOAO—)LE|YLBTEETETEET, VA—NIILEBEICH ZOHEELDHY TTH HE
A—J)LEBEE, DT VA THRRoNTWSR/AMERDRAIZA >T EEEHEZFH-IHR/IMEBA—IILTT, FF21 AV MIFRODKLSICEREBE SN TLET,

HiED— )LEEEIL, Azure AD Privileged Identity Management Z @ L TA—IILE 7V T4 TILHE L UVEIY BTEHHEEZEL Azure AD TOR—/LOEIY B TEEELET, |
*—% Azure DHAHAHO—)LIFX H TR ) T3y YIY—RTIL—T BL2D)YI—R1EE Azure JY—R LRILTODT IR ZHET 5=-OICFERAINAFET ., ChoDB YL TEEEIT LIO—
LVE A—— 7O RAEEETT, ZOO—J/LIE Azure RBAC (A—ILR—RAD 7Y RAGHEH) ATA—ILDE|Y B TEEET L LITLY Azure JY—AADT IR EHAFIEBMYBETZEMNT
EFE 9 Microsoft D KF¥ 1 A2 MMIFRDESIZEREB SN TWET,

B—H— 75w REEEF Azure Y Y—A~ADLI—HF— FHLREBETEES, YY—R HTRH T3y BEHIL— T2 LT Azure RBAC DO—LEE|Y UTBEMTEET, LI
NOT RDESITHEYFET,
# Azure AD DFEAHAABO—ILDEIY B TEZEETHICIE #FFED—IILEESE
# Azure SiARAAA—IILDEIY B TEEBTBHICE# 11— — 7O REEE CO770—F TR BEHEOO—IILEBIRVIIRELGR/INMROEROO—ILZEYETEHEI LT, T UATHHASINT
WAERREEHZHEE-LET,

= HTERE: 117
T4 DT T) BERERTE Z DAzure Active Directory (Azure AD) 7+ > bABYET, COTF 2 MMIE RORICTRTAI—H—DNEENTUVET,



Raoiz
Application administrator
Application developer
Cloud application administrator
user Microsoft

App1EAPP2E WNS2DD I SO K7 T EBALET, F O—N\ILEEEILApp1EAzure ADIZEERLE T,

Appl [2A—H—ZE|YH TR ENATESDL—H—& Azure AD IZ App2 BB TED1—H—%2HETILENHYET,
IZHETIVENHY EITM? EETIHICIE BEDY 7TEUGAT T a VEBERLTLESL,

FE ELLVBIRSEICTIRA U FAMEShET,

Can assign users to App1: -
Admini anly

Admin3 only % ©

Admin1 apd Admin3 only

Admind, Admin2, and Admin3 only
AdintAdminZ Adning; and ser f+

Can register App2 in Azure ADs, %' -
Admini only

Admin3 only

Admin1 and Admin3 only

Admint, Admin2, and Admin3 only
Admint, Admin2, Admin3, and User

Answer:

Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3 ool ~ 'Q‘E;{}'ir:
Admini, AdminZ. and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD! -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admini, Admin2 _and Admin3 only
r Admin1, Admin2, Admin3, and User1

S .
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

= #fERE: 118
ZERIT (MFA) BNERIZA > TLY3 Azure Active Directory (Azure AD) 77+ > kDB Y ET,
ThoobkBw o7 REER ROBIZSRT LS ICEBEESNET,
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HTIII

KOy IHD Y A2 EEALT. 5574 95 L BRE NI E SN TERT— b A o F AR 5 EE ORIRH & IR LES,
B ELLERT LIS 1A Y m\nu%:zmaw

H l‘“m\l‘u _."E‘”"'! o Wi

T
i mthHMUHl'Nlll‘llﬂlﬂlllﬂlﬂl mI“f*m .' L

Answer:

| .n _""'Li"iﬂj[lmlml\l1 \lllh“l Iﬂh! !

=ATERE: 119

Microsoft 365 E5 H TR 9 ) T 3 v xHELTT,
T ANF R TRFY SAEVREBALET,
TT ANFTORADREEZENCTILELHY £,
EDR—FIILEFERTNIELNTIHA?

A. Microsoft Defender for Cloud Apps 7R—#% JL

B. Microsoft 365 Bt > 2 —
C. Microsoft 365 Defender

D. Azure Active Directory &+ >4 —

E. Microsoft Purview 3> 754 7V X iR—4 L

Answer: C (A —vt—T #5K7T)

Microsoft ® Microsoft 365 177 T HNF VR HAFVRICBESINTWSES(Z, 7T H/NF 2 RXIE Microsoft 365 G iz OAuth {7 TV r—2a vIcxdd 2aREER) o— RA—X
DHEZEZRET 2 X2V TABEVAVTSIATUoRTRAVTET , 7T ANFURSAEVRFZEALTEIYH TS E, COMEEDHE & BHE(X Microsoft 365 Defender R—4# JLZE & L TEITS
nEY,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

DefenderrfR—A LTI BEBE(X ERET TV 12923 D PWITVANFURINZTIVEALT HMEFEDIZL A oY A FEHEEL KR —ZFERETEET, Microsoft®d FF 1 A > MMIERD K S
[CEEHSINhTULET,

7 7)) HiNF 2 R#EEIX  Microsoft 365 Defender 78— 4 JL (https://security.microsoft.

com) Tl&, Microsoft 365 T— R [T SN BRET T DIEZER EE5 BLUVBETEET, JLEA>T HE LERIL, Azure AD, Purview, & 7zI Defender for Cloud Apps Tl&7 < | Microsoft

365 Defender TOAEBEEINZFET,
=ITEIRE: 120

Ry FRARy FMZETIEMROBIZRT VIL—T%
S Azure AD T EOHY FT,

Microsoft

Mame | Group Type Membership Type Source Security enabled

You have an Azure AD tenant that contains the groups shown in the fSlloWing =«hib

All l'_|_'r"11.-.’|r'._. Microsoft 365 ﬁiilf_l"'-l?d Choud h‘:

Groupl Microsoft 365 Assigned Cloud

Ll Groupd Security Assigned Craud

Group3 Security Dynamic Clcud

Groupd Secunty Assigned Windows Server AD

Use the drop-down menus to select the answer choice that completes'gach statement based on the information presented in the graphic.

MOTE: Each correct selection is worth one paint.

FAYTHIY AZa—%2FRALT V774 v IICRRENBERICESDVTERT— M A VARSI ELREDERKREZERLET,
AR ELVWERIEICTRAV AMESIET,



Answer Area

You can add a managed identity to <answer choice>. | v

Group2 only

All Company and Groupl only

Group2, Group3, and Group4 only

All Company, Groupl, and Group2 only

All Company, Group1, Group2, Group3, and Group4

You can add an Azure AD cloud user to <answer choice>. | v

Group2 only

All Company and Groupl only

Group2, Group3, and Group4 only

All Company, Groupl, and Group2 only

All Company, Group1l, Group2, Group3, and Group4

Answer:



Answer Area

Microsoft

You can add a managed identity to <answer choice>. B ‘ ‘ : v

Grouﬁ‘

All ('.'m‘t‘l;:u‘:\\n'yF and Group1 only

Groupz Group3, and Group4 only

All Company, Group1, and Group2 only

All Company, Group1, Group2, Group3, and Group4

You can add an Azure AD cloud user to <answer choice>. v

Group2 only

All Company and Group1 only

Group2, Group3, and Group4 only

All Company, Group1l, and Group2 only

All Company, Groupl, Group2, Group3, and Group4

HTREIE: 121

A—H4— IDAERESNLAREICET IRMBEGEH-IVELSHY FT,

A—H—RFFIFTRAEITRETLLIN, FAEREIRETLLOIMN BAET BHICE BAEEETEYGA T a vERBRLTSESL,
AR ELVWERIEICTRAV AMESIET,

Answer il -
T | P ‘EE'"“ Microsoft
‘.I'heuslems ml.mt;ms‘l. ‘ I -1 r wl.{ﬁ::m:dcnmm
s A - resel (SSPR).
?m:mﬁ: __ '
Answer: |
Answer Arca
i The um-mltﬁf.ﬁrst‘ o
% Microsoft

Ynu mist! :unllgum; A sign-in sk po
1%
| “I i[l !1 :




A#7; SC-300 FEREL (L GoShiken.com MRS =B L1OF L) SC-300 :REARIRELE | GoShiken.com A D SC-300 HEXRIREE 212 L TLYE I, GoShiken.com SC-300 RERRAREILHZIT T, M2
ENEHETIENET, ZIF®D GoShiken.com SC-300 FARBE# 4 v b3 % AlE T B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFEREEE A & EEfiR{T & T 30% w43 Z 5|

a— K: Freepdfdumps)

xFTEIRE: 122
Microsoft 36S 77+ > kY F£T,
SURVE®Y X FEET _ HighRiskCountries & LS RBID &R =BT EERLET,

SURVOENLERT HEHE, A — ARSI -RBZHBFTELRMEZHIRT ILENHYFET,
EHFET ORI RY *”/—'Cliﬁ’é*%ﬁ‘zﬂ’éﬂih\& YEITH? BAETHICIE EEERTEDGA T a vEBERLTLEEY,
AR ELWEIRISEITTI ARSIV FOMESIET,

m Microsoft HJ{’

Cemariirie=a by o [ chogsd AP or actien
N oondition

& grant control
A sesaron coninold
b l‘i-li]l"'-i i frecqueoncy Dy wsings . | A cloud app or scton
| q
% |
2 i

L ;:ml‘lg

& condition
a grant oontrol
A sesson conirod

L I- f
Viicrosoftt
C ':Jl"l"gill gk i L A cloud app or action
o A\ pal A condition
f T T [.r & grant canteol

E — -
HI ;"f 1IPI'l ]i‘l e A =T sitrny foniil =

HI'E' S i Fresejuency | by usineg: Aﬂgu-d App o .pﬂn.]n_. '
& corvciiion

& grant control
A o corntrok

axTiEIRE: 123

BEDEF1UT4 AT MORBBERRTIVENHY FT,
BAVIUTURMIRLTEDE I BRREFITORETLLEOIMN?BEYLER) O—2 4 TEFEVNLBBBIZCFS I LTLESWN, ERY—24 FE 10 EHE FEELEFERIAGWMEERAHY FT,
AVTUOVERTTBIZE RAVEDREIN—F FS 9 TTEN RV —ILTELELHIGENHY EFT,
FEEELWLVBIRSCEICTIRA Y FAMEShET,

Policy Types

In m...r;enﬁcaﬁm me:im&p-nnfy Leaked credentials:

['A Conditional Access E.:I.{Y_
A sign-in fTom 2 suspiagus browser,

A ﬁign-in risk pﬂliq,'

HEsoirces accessad from an anonymous [P address: I

Miciosoft

A user risk policy i 1
nswer: —]



https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

Policy Types Answer Area

Laﬁel;[credenuals A user risk policy |

AlSign-in fromi's suspicious browser: | A sign-in risk policy |

Resources accessed from an anonymous IP address: [ A sign-in risk policy |

Explanation:

' An authentication method policy ! M ICIOS Qimeh: A user risk palicy

A Conditional Access policy

Asign-in from  suspioous browser. | A sign-in risk policy

A sign-in risk policy _ 2

Resources accessed from an anonymous (P address: |A SgN-in rsk polcy

A wser risk policy

EXHTREIRE: 124

SSPR DFtEISN-EEZEZEELFT,

User3 M SSPR AL &S &ETHEMMARIY FIM? BAET BT, BIZFEHTEN G T a3 VEBERLTILEEN,
AR ELWLVERIEICTRAV MAMESIET,

Number of authentication methods required: . i M icrOSOft

Authentication methods that can beusea 1L *1, .

Answer:

Answer Area 0\ .
Number of authentication methods required: | 2 G

&

Authentication methods that can be use ‘ ® and phone only v

8 Microsoft. QQ

xfERE: 125
ROFIZFRT LS, Aa—F—FEED—)LD Azure AD Privileged Identity Management (PIM) B — /L% % &4 Azure Active Directory (Azure AD) T+ > b DH Y ET,



. ContosoAzureAD - Identity Governance - Privileged Identity Management » ContosoAzureAD - User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit

Activation
SETTING
Activation maximum duration (hours)
Require justification on activation
Require ticket information on activation
On activation, require Azure MFA
Require approval to activate

rovers

=Microsoft

signment
SETTING

Allow permanent eligible assignment No

Expire eligible assignmenits after 15 day(s)
Allow permanent active assignment No

Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No

Require justification on active assignment No

FAYTEDY AZa—%#FERALT 774 v IICRRENBERICEOSVTERT— AV METREEIEEDERREERLET,
AR ELVWERIEICTRAV MAMESIET,



A user who requires access to the User administration role must perform v

multi-factor authentication (MFA) every [answer choice]. [ 8 hours
15 days
1 month
Before an eligible user can perform a task that fequires the. User v

idministrator role, the activation mustbe approved by a [answer choice]. global administrator only

global administrator or.privileged role administrator
pegTiafieptyassigned user administrator
privileged role administrator only

Answer:

A user who requires access to the User administration role must perform -
multi-factor authentication (MFA) every [answer choice]. [8 hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. global administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

Azure AD Privileged Identity Management (PIM) Tl&, B—ILD7 2 7«4 FILEFIC MFA ZHBERATEET, PV T« TIEBFIZ Azure MFA 83K 3 5: [TV ITEET HE 21— —FO—ILET7U T4 T1t
TAHEUICTMFAZRET T ARENAHY FT,

POTaR—2a DOxXEE (BE)IFSHRITHS -0, COBMEEBATI—V—EBEO—IILERHELTHI1—HV—(X O—ILEZB7I9 T4 — L MFAZHEEETI ILENHYET  ZFH
A RTIE, POITAR— 3 VEICMFAZERT 5 & T ERNSERSNBREISENGTRIIAERICETINETIEFAIATOET  F-, FPIT1 =23 vosKEBEE, 2——»»A0o—)L
FBET7I9TAN—FIH5FETOHMZHBLET JEIREEINTVET ,AKREICTODWTIE, A—LLEREIC PO T4 R— MIERBIBE (V& EKRBE GLIERRENTUVET, Azure ADE—)LDPIM
BE(X, B—ILIZERRBEYR MBRINTOVERWMEGE 79T R—2 3 VERIBEO—LEEBELJO—NILEBEICL—Tas o7 SNnFES )T, BREM TIE, HED—IILEBEL RKRET—V
JO—%2BLO0—)LEEEEEBL MNREGEITITAR—VaVvERABTEFRY, £ BRHUICEBENER SN TUVVEGWNMGES, FO—NILEBEILRRERZFLE T ILRASATHET, LA
T MFA PO T4R—=2 3 VEIBIC &) I8/, ARBEEXBARMICEIY LA TONTOWEWMEEIEX I O—N\IILEBEF-IIHEN—LEEBE L EIRT5ONERETT,

ExFTEIRE: 126

KDY IV—T%EL Azure Active Directory (Azure AD) T+ > kHHY FT,

&A1 JIL—T1

AUN— A—H—1 aA—H—2

FrEE: 1—H—3

2021 £ 1 B 15 BIZ RISRT LSICT7I9ER LE2—24BLET (R 2TEIU VI LET,)

Create an access review



Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Review1 pii

Description (O

Start date * 01/15/2021 i
Frequency Monthly v
Duratiun (In days) (D ——-—————-—-%——_——_—-_-- 14

End O (Never Occu rrencea)

Number of times 0

End date * 02/15/2021 i
Users

Users to review Members of a group =. M i c ro S Oft
Scope O Guest users

Group *
Group1



Reviewers

Reviewers Members (self)

Programs

Link to program
Default Business Flow

v Upon completion settings

v Advanced settings

A—H—(X ROKRIZTFT &£ 512 Review! DEBRICEIZLET,

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes
User2 | January 20, 2021 No

UTOEXIZDOWT, ELWMESIE R ZERLTLKESWD, Z5THEWMESE DOVA JZERLTESD,
FEELVLVERIEICTRAIV MAMESNET,

KA rsoft ew

On February 5, 2021, User1 can answer the Review1 question again. O

On January 25, 2021, User2 cananswer the Review1 question again. O

On January 22, 2021, User3 can answer the Review1 question. O

Answer:
S
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

AT 127



contoso.com & L5 Microsoft Entra 77+ > MU o Stz Azure Y TR0 )T avhHyUERd, COY TR T3 UIZiE Groupl EVWSTIL—TE VM1 EVWSERET S UNESENTLET,

ROBHZER/BI-TRENHYFET,
*VMT IR LTURTLEYETIR—DRIDEEMICLET,

*VM1 % Group1 [IZEBMLZET,

PowerShell RZ 1y T hEZED LS

FT, AVTUVERTTBIZEFH RAVBORENN—%2 RSV I T 5N RV O—ILTEILENHIHEELDY FI,
EEELLSBIRSEICTIARA Y MBS ET,

Cmdlets

Get-AzADGroup

Get-AzADServicePrincipal

Get-AIVM

Update-AzADServicePrincipa

Update-azVH

RS EAIRETLLIN?EU LRI LY FEBEYLGE—T Y MRSy I LTLESEV, Favr FLy MMI1E EHE, £EE2<ERSNEVNVGEELH Y

Answer Area

...- - i
@=Misresoft.
Update-AzVH '“'59“"!Grm‘i‘.’GE!ﬁroup -V $vm -ldentityType SystemiAssigned

$displayname = ‘ |-displayname “"vm1"

$group = Get-Az

Add-A :ure“
K\,

-ObjectId Sgroup.id -RefObjectld 3displaynams.id

Answer:

Jﬁeb.ﬁ:lm I
e R L B R R L . |

Updnte A:ABSeﬂ zcePrmcipa |

Update-azVl

Answer Area . t

Lum = — Get-AZVH Mlc Qe leﬁroup -Name wvml
Update-AzVM -ResourceGrou c@v v -ldentityType SystemAssigned
$displayname = Vf-‘*clﬁ pdisplayname “vm1”

$group = < str-ing “groupl”
mber -Objectlid Sgroup.ld -RefQbjectld Sdisplayname.id

|

‘

Explanation:
Cmdlets

Get-AzaDServicePrincipal

Get-AzVH

Update-AzADServicePrincips

Update-Azvl

Ex#EIRE: 128

Answer Area
ﬁ;tu{:;'-.-ﬂﬁraup = | MJ.C rso,;so.ft _‘!-n':nuruﬁrau;ﬂlm myResourceGroup -Name wnl

Update-AzVM -ResourceGroupilame syResourceGroup -VM $vm -ldentityType SystemAscigned
$displayname = Eit-ﬂ.:_ms:-_vi:;_lﬂr_ir_i:i_pll | -displayname “vml®
$group = Get-AzADGroup =-searchstring “groupl”

Add-AzureADGrouptembar -Objectld Sgroup.id -RefObjectld Sdisplayname.id




ANDZAELVRERDITEDLENHY TS,

Datumai—H—_ V) a—2 3 VIZIEEMEGNDLETT,
EDESBIATDATO Y bEERT IRENHY £H?
A BHEIIL—T

B. Dynamodl—H¥—tFa T4 )L—7

C. H7af=mwhIc

D. T &z

Answer: B (A —vt— U %7%9)

EFTIEIRE: 129

ZERDI (MFA) RSN, EILTY—EXR /XXT—F Yty k (SSPR) BEXIZH > TS Azure AD TF+ > bAHY ET,
EYIAAE— FTHEERZEAMICLET,

Usert EWWSAFTDF LV I—H—FERRLET,

Userl "EEERTOERZRT T AOICHERATEDS 2 DOBAAEFENTI D, TNENOERIITELELEY ) a—2 3 0FRLET,
FEECELWMLMEIRSCEICTIRA Y FAMEShET,

AN—FKDzF7 b—=o >

B. 7 R A L/IAROA—KA—JL

C. Microsoft Authenticator 7 1)

D.FIDO2 €% l) T4 F—

E. Windows Hello for Business

Answer: (fAZE %R Td 5)

RFTERE: 130

REEHEBI=TICIE Azure AD T7 T DEREERT ILELNHY ET,

ES3TNEVNVTLEIMN BEETSHICF EETY 7TENGF T a VEBIRL TS,
FECELWMMEIRIEICT RSV FOAMEShET,

Azure AD tenant-levelsetiing to modify: v

Allow usels 1a régister application
Users can consent to apps aceessing company data on their behalf
Users can request. admiin consent to apps they are unable to consent to

Role to assign to User1: v
Application administrator
Application developer

Cloud application administrator

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
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Azure AD tenant-level setting to modify:

Role to assign to User1:

Explanation:

\zure AD tenant-level setting to modify:

Role to assign to User1:

SR

chica

id app cation administrator

(s

A hper__.:—

V.

administrator

application administrator

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

#HfRE: 131

£1t1Z1% contoso.com & LY5 B RHTD Azure Active Directory (Azure AD) T+ > bAH Y ET,
BlttIZApp1 &LV S WebH—ERZBRFE L TLET,
App1 AY Microsoft Graph Z{&F L T contoso.com DT« LY ) T—2 #5HAMBENTED I LEHRTILENHYFET,

ED3DDT7Ia HBEEIZERTIILELHY FIH? IEI"‘-*"?'%JI & @EULETI > 3 /277 vav 'JZ I~75‘bl§l ﬁEiE‘ZI $§§JJ L iE LL\JILEF“(:jt&‘iﬂ'O

i

i

i u|” fl

'|]

it

HI |

il

i

i

I

i

e

Answer:

hi 1

vy
1 -tl|1 "tl._ vy
| A
v ptet it lartencdl IRitEL 11 ! | ¥
i Mt A oA
SRR .:' il ‘.-+ | ] '*5 " .
i i i1 | I | ] 1 TR0 =% ] 1 *..
1 itk ¥ il 1} T (] at iy
\ I
| i H '!...', 1% SIETY i 4 e --.'1' l -‘I' !
| (i | | | |
|
| Hil ! H i . -
1

| :l il S ‘mem




M

I ]|,|
it it
CLLHEHALLL

SOft o s|...,|lux|:.

| “ I|I.1| “ | ||1I.H| ||f il i i Hlllili“

j 1|"_;| ” ..... il
i

L ﬂ;m

11

2t EA
T274ANA—HF—A V=T —R TFXRAL 7T)5—2 a3 OHEALBHMICEREIND
Croso

‘Create an app registration.

Add app permissions.

TFIYEBZEERLET,
7 7 1& Microsoft ID 75y b 7+ —LAIZEEHF I WHEL Microsoft Graph 1) YV —XAD TV 2R EA—H—FIEBEBEICK > TRBSNEZVELAHY FT,
EHEORIEZEZ 5:

FUBWMERICIFIEEEOREALETY,
77 DEREEMLET:

7T DERANDRE®R, 7TIVIT IR M= VERBTEES , TR M= VX TTINY Y —RIZRH L TRAIOIDHETT I LR THEREZRLET TV X =V VX . 7TTINEDY)

Y—RIZR L THESNTWVWERTRTOERNAIT v a— KN TWET,
S -

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

X PTRIRE: 132
RORIZTRT Azure VY —ADBHY ET,

User account
Security !ruun that u :
L

RG1 O Contributor A—J)LEED ID IZE|Y B TR EMTETETH?
A. User1 EVW1D #H

B. User1_Group1 Vm1_ & & UWApp1

C. User1 VM1 & & UVApp1DH

D. 1—H%—10#&



E. User1 & Group1D &
Answer: B (A —vt—T #5&7)

&#TfIRE: 133

Azure AD TF Y kOB Y FET,

BEDNBRALADAI—F—DHETFTUMITRAME LTHBFTEDLIICTILENHYFET,
EDEILGBREEERT ILENHYFETH?

Aoy Ent=yTRo) T3y

B. 7+ ATV RERE

C.IRTOIDZTA/Ng &F—

D. A8 SHRL— 3 VERTE

Answer: D (A —vyt— T %K)

=HTERE: 134
vy bkJ— 7(4:1: Azure Actlve D|rectory (Azure AD) TF+ 2 hEREAT A4 2 T L T RD Active Directory FA A UREENTWET , 7T+ FMIIE RORICSETEOLEENTVET,

FTRTOI—H—IF) E— I~’C1’E¥ Li?’
Azure AD Connect [E£. ZROK 27T L Azure ’C
G ] Slbadnnmnnt {

" M\

tyﬁbsxPx4>b64>9—*th®Eﬁﬁ%bhi¢o
ED1—H—MN Azure AD [TH A VA O TEEITHM?

A 1—H—1¢L1—H-3DH

B.1—H¥—1,a1—H—20H&

C.i—%—1 a1—%—2 1—%-3

D. 1—H—10D#&

Answer: (f8Z%%KT<T D)

Ex#TERE: 135
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RORIZRTA—HF—%EL Azure AD TF > B Y ET,

Name | Member of Multi-factor authentication (MFA)
Userl | Groupl Desabed
User2 | Groupd Enforced

RORIZRTEHRNHY FT,

MName Private address space | Public NAT address space
Location] | 10.%0.0.0016 20.93.15.0/24
Location2 | 192.168.0.0/16 193.17.17.0/24

TTYMIE ROBREF AT EHEANEENTILNET,

* & #il: location1

*EETESBRELTY—V . BN

* |Pv4&a[E: 10.10.0.0/16

MFA (21X 193.17.17.0/24 DIEETE S iPad FLR LY —XDHYFET,
ROBEEFOEHEFET IR R)—HDHYFET,

* Zil: CAPolicy1

* ARRE

0 1—H¥—FfET7—oB8—FID: J)L—T 1

0SSO RTIVFELIEITIL IV TRTDISORT T

* &

G ERETE ST R TDIEM

* T 9t RH|E

o¢&

*TORRAEHRT 5 SERFPIMEEKRT D

tyvarvEREhf-ar bO—LIX0OHTT

*RYO—FEBMICTEH A

UTOEXICOWT ELWMEEE FULEERLTLCESWD, £33 THWMESIE DOZ JEERL TS0, B ODERIFMIDICOF1IRELGY FT,

Statements Yez MN&

1 sl connects 1o the tenant from 12 addeess 10,7000,150, the user will be prompteaiorn
MFA

f LUsrd conmects to the tenant from P sddeeianlll 1001 150, 188 uies IlEE promhipted for
MFA

1 User connedls taithe Bendint figim I8 8tdress 192.168.1.20. the user will be prompted for

Microsoft

Staterments

¥ Lser 1 connecis 1o the tenant from 10 aodeess 10100150, the e willl B prompiee f0g
RAFA

i Ulsgrd connects 1o the tenand from IBaddreii 0100 160, 1the el baprompted for
RAFA

LT conneond 1o thie tenans Tioe) Raddress 152 168.1.20. the uter will be prompted for

'Microsoft

Explanation:



Statements o Yes No
ﬁunﬂmmﬂwm&mwmmmnﬂ&«ﬂhwm ) -
MFA,

If User2 connects to the tenant from IP 607the ser will be prompted for O -
MEA,

if User2 connects to the tenant from P !H1mhmﬂbep|m\pmlfm -

MFA

O Mlcrosoft

%%J?FEI%E' 136

KOy TSI AZa—%FEALT, U574 v LERSNEERICESNTERT— b AL FERRS € ZEBEORREERIRLET,
AR ELWERCEIS RS~ AR SRET,

Answer:




B3 SC-300 IRELE (X GoShiken.com AR I N =G L9 L SC-300 HER[EIRESE ! GoShiken.com M Ex#TM SC-300 FHEREIREE 124 L TLVEJ ., GoShiken.com SC-300 :AERRIRE X R FT T %
ENEHTTIVET, D GoShiken.com SC-300 BIEE %4 v 3 5% AlF Z 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFREZESE A & IEfiZ {1 = T 30% w451 Z5|
a— K: Freepdfdumps)

EFTEIRE: 137

Azure Monitor Z{# L T Azure Active Directory (Azure AD) 72 T4 ET« O ZHHLET,

BiiENntz Azure Al) A—HF—DH A VA4 VEATICEATSEFA—IL 77— rEEB 100 B LEZELFET,
FHLWEX 1) T EBELNHLERITKO O TT7SI— 2RETEHLIITTEIRNELHYET,

fRRK: Azure E= A —D B TF7oav JIL—TEEBLET,

CHIZBEEZEFHFI-LTWETH?

A. [Ty

B. LMMYR

Answer: (fRAZEZ%RTT B)

ExFTiEIRE: 138

Microsoft 365 77+ > kh®H Y £,

Azure Active Directory (Azure AD) 77+ > k& A>T L 2 XD Active Directory A A VERIEALET , SO KA AL VIZIE RORICSRTH—N—DEENTULET,

Name -] ° Operating system Configuration
Serveri Windows Server 2019 Domain controller

Server? Windows Server 2019 Domain controller
Server3 Windows Server 2019 Azure AD Connect

FAAS Y a2 bA—5—[FM 32—y bADBENTELELLGYET,

Server1 & Server2 |12 Azure AD /XA — F{REZEHLFT,

Windows Server 2019 %179 % Serverd E WS ZBHTDFH L WY —N—FEHLET,
1 EBDY—N—ICEENRLELIGEETH Azure AD NRAT— FRENS | EHEHAET 5 LRI H2RELDY FT,
Serverd [Z[ZRET DIDHENH Y FIH?

A. Azure AD a7 +

B.Azure AD 77— 3> 7JaxY

C./ \ATJ— RFEF@EMY—E X (PCNS)

D. Azure AD /SR J— FRETOFXS H—EX

Answer: D (A —vyt—T%#ET)

S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdeploy

RFTEIRE: 139
Ry FRARy T SHERM
Sub1 E WS EFID Azure Y TRV YT arvhdHly ZIZId storagel & storage2 ELVS 2 DDA ML—D 7HhO U bE RORIZKT BLOB AV TFHF—MREFENTWLET,

'Name | Instorage Em:ra:im o [:_:;-‘qtains blob named
contl | storagel Blob1

cont2 storage| blobfg
contl | storagel.s blob3
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Sub1 21X RORITERT A—H—HIEFENET,
Role

Reader
Storage Blob Data Reader : Condition1

L Not applicable
storagel | Condition2

EH1IDEREFRDELSYTY

( _

(

Microsoft

!(Actiunﬁlt:hts{'Hicrasuft.Storagt!staragenllllntsfblantrvices!cnntainers/blnbs!read'})

)
OR
(
@Resource[Microsoft.Storage/storageAccounts/blobServices/ ners:name] StringEquals '‘contl’
> G
)

@

Condition2 has the following definition:

(
(
! (ActionMatches{'Microsoft .Stnr@ ccounts/blobServices/containers/blobs/write'})
)
&

OR
(

@Resource[Microsoft.Storag

)
)

torageAccounts/blobServices/containers/blobs:path] StringLike '*2*'

AR ELWERSEICTI ARSIV FOMESIET,



Answer Area

Statements

User1 can read the contents of blob2. O

User1 can read the ¢ontents of blob3. &)

User2 can read the contentsaf bIWﬁ Fﬂ E"CBS% _i»- t

Answer:

Answer Area

Statements

User1 can read the contents of blob2.

User1 can read the contents of blob3.

User2 can read the contentsof bMJ.
| ICIroOS

Explanation:

R/ S EATAY-4

User1 [ Reader O— /L& >TWWE3 BLOB a v TFH—ICIZ@RHINFELEA,
User1 [Z1&, Condition1 @ Storage Blob Data Reader £, &% Y £9,
Blob2 [& Cont2 IZp Y FF,

EH1FBIZHRY ET:

74 <3 vld. blob/readsTY

1)) — R & lFcont1 TIEA { cont2 T
F:RARL—YBLOBT—4 IJ—4—

Azure Storage 3> 5+ —& BLOB #5#4 MY —EBRTLET,
Ry R2: [FLy

Blob3I&cont1IZH Y F T, FH1TEIZHY FT,

Ry ZA3: ([FLy



User2 £ Reader A—)L##H>TWWE$ BLOB OV TFH—ICIX@AINELA,
User2 [Z[_ Condition2 A FL—Y BLOB T—AFEEO—I/ILEHY FT,
blob1lZcont11Z&H Y £

T avREEAHTRAELEAMYLBOT, FH 23 true THYFET,

HTEIRE: 140
v k7 —2 121 Azure Active Directory (Azure AD) T3> FERIEAT 54 > T L 2 AD Active Directory KA A UMNEFENTWET, TV FMIFE RORIZRITEDOAEENRTNET,

m:- 11 Type Directory synced
User1l User il R R
User2 U= Yes
User3 _Gu_e.-st No

TARTOAL—H—[LJE—FTHEELET,
Azure AD Connect (&, ROEIZTRT & 512 Azure TR INET,

FHAVIDIIMN FHJOWV AL 1IVE LMKEC IUKY
Arurs AD Connect cloud provisioning

This Teaturs allows you to Mansge provisiomng from the clowd]

Manags proviSiamnng (Prowveees)

Azure AD Connect sync

. = SuNE STaTE Enabled

= Microsoft

- Last Sync fess than 1 hour ago
Fassworg —ash Syng Enabied

USER SIGN-IN

Eepheratiarn CrizatHeg 0 desnains
Seamilest single 5ign-on Disabled ) AT TS

Pass-throuch aultbuenticsat Enabled Ealvin]oig 1

FTUTUIR RALUMBA VA=Y bADEBRNEDODNET,
ED1—HF—MN Azure AD [TH A VA U TEEITH?

A 1—H—1DH

B.1—H¥—1,a1—H—30DH&

C.a—H—1é,a—H¥—20#

D. 1—%¥—1 a1—%—2 a1—4%—3

~

Answer: B (A —vyt—T%REY)

HTERE: 141

Active Directory 7 # L X + & RIHi9 % Azure Active Directory (Azure AD) T3+ > bW HYET, TF 2 MIRAZEBE L TERLET,
TEOEXI)TFAR)O—IZIFRO LS IZRBEH A TLET,

FASY O bA—5—lFM 02—y FEEEBELTEGYEEA,
Y—N—IZEBELEYV I I TDHEA VA N—ILT IRBENHYET,

Active Directory KA A UIZIE RORICSKRTA VT LIR H—N—HDBEENTLET,
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JTBBEREELLIE Description TR

| Server] Domain controller (PDC emuilator)
Server2 Bamam controller infrastructure master)
Severs Agure AD Connect server I
Serverd Unassigned member server

H—N—IZEENRELEBAETYH 1 —F—NAzure AD TR L TR TE AR L 2HETHIRELRDHY T,
EBMONRZRN—FBIELI—Dz Y b EEDY—N—IZA VR =T ERELHY FTH?

A. H—/\—2

B. —/\—4

C. H—/3—1

D. 4—/\—3

Answer: (&% &RT~9 5)

ZH

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/pta 2 4 v 9 A 8 — b ~DEH A%

EHTEIRE: 142
RDORIZRITA TP Y FHEED Azure Active Directory (Azure AD) T+ > bABHY £,

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office @65 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise £5 |
Group2 Microsoft 365 group None
Group3 Mail-enabled security group MNone

Group3 IZA /A= LTEMTES ATV MEIENATITM?

A 1—H=2LT)L—T20H

B.2—H—=2 JIL—T1 JIL—T20H#

C.1—H—1 a—H¥—=2 F)IL—T1 JIL—72

D. 1 —H¥—1éa—H—20H

E. 1—H—20#

Answer: E (A —yvt—T %’k 7)

M365 BBV A —TIE A—ILBEMNGEEF1) T4 JIL—TICEMTESDELI—F—DHTY,
TJIL—TIZEMTELSDETA LV REHF DAY —DAT A REFLEVI—HF—EA VN—FRR—JICERTINFEHA,
S

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups- nesting/

BT 143

A—H4— IDNRESNSAIRREICET IRMBEGEH-IVELSHY FT,

A—H—BFFEFTRAEIANETLLIN, FLAZREIARETLELEOIMN BETHICE EAEEETHEYGA T a vEBRL TS,
AR ELVWEBIRIEICTRA U FAMESIFET,
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he users must first:

v
Provide consent for any app to access WEP&%W
(MFA). |

Register for multi-factor authenﬁcgon
Register for self-service password reset (SSPR).

‘ou must configure: v
A sign-inrisk policy

A user risk policy

An Azure AD Password Protection policy

Answer:

The users must first: -
Provide consent for any app to access the data of Contoso.
Register for multi-factor authentication (MFA).

[Register for seli-service password reset (SSPR).

You must configure:

A sign-in risk policy
A user risk policy

i} .in A:%q Na Fﬁ@f’ﬁmmcﬂon policy

Explanation:

The users must first: -
Provide consent for any app o access the data of Contoso.
Register for multi-factor authentication (MFA).

Register for seff-service password reset (SSPR).

You must configure:

A sign-in risk policy
A ik oty
FW??{QWDM Protection policy

SR .
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

A 144

STEEh-ZEEZYR— L MFA OBMEHZH-THLENHY FT,

EDHREZHERT IDENHYEIMN T A —F—BFEDKLVOBRFIICERET T T ALENHY ETIMN? BET HICE BAERETHEYGA T a vEBRLTLES Y,
AR ELWEBIRIEICTRAV EAMESIET,



Feature: | i -|

An authentication féth hicy
A ConditionaldgceSs pllic
MF&TT hma
e w ctor Authentication Server settings
-
‘ r riod: v
I 14 days !

'Microesoft

Answer:
e L IVT
m Micropeft 3
A.n a-utl'-enilcatmn
1.4 Co
oot
6 ctor Authentication Server settings
@ n@rm: -
\ E M4 days | !
T28 days
Explanation:

ﬁwﬁh@d 14 days

HTREIRE: 145

Sub1 EWVWSEZRID Azure TRV YT avhiHpyUxd,

Microsoft Entra Permissions Management # BT 5 FE T,

HEREEMNSUDIZT IV ERATESLEZHERTIRLENHYFET, V) a—2a VER/MERDIRAIZHE S BEAHY FT,
PowerShell AT Y FEEDKSICETINIELNWTIN? BETDHICIE, BEEHETEUGA T 3 oEERLTLESLY,
FECELMEIRZEICT RSV FHAMEShET,

-ApplicationTd BAGCIacS-Pdas-A418F-aB40 - 0aBTAIOL3C6C -RoleDef initioniiane

wer iptionIne"

Answer:



Answer Area

ApplicationId bA6L33cS-0dat-A18F - 4880 - Do 7alabac i Sl oDl f 1m0

Owner
New-A2Tag Reader

Explanation:

Answer Area

MNew -Az Bolebdswgnment Application 25 - 2dai faaRp2gec “RoleDet Lollionliae Contnbutor

Microsoft Entra Permissions Management (I[B#€loudKnox) Tl& Azureb TR 51 T 3 0 DA »iR—T 4 >4 Tl&_ Permissions Managementb—EX T UL\ LIZ FDH TR ) T a o2k
D.O—) BLUT7IRHFAZHRET5E-HICHELR/INNEDERZHE5ET I2HLEAHY FJ,SC-3008H T Ao R—T 1 T2 IT5R/NMEBORAIMNBFA S TONEST TRV ToavR
O—JTCHE®E Readen ZE|YHT H—ERANYY—RETIVERHFADA RV L) FERTEDESICL ERFERIIMNELLEVWKSICLET A oiR—T 1 0% BBMEEBEELELNIBELREES
. 12— —T7 U XEEHE User Access Administrator) Z BN THE ELEFETER)TEEFIN A0R—T 1 07 ET—FNEDHICZDERDOERIIBESHY FHA,

L =h'> T New-AzRoleAssignment #EH LT Y JTRXH ) T30 Ra—TJT7T)5—a>y $—EX T 2I/\L) D RBAC E|Y BT ZE4ER L, -RoleDefinitionName Reader #8%€ 9 5 Z &
T.PowerShell # T TEE 9, HLLVARXE L O—)L (New-AzRoleDefinition) DERRIZFTETH Y  New-AzTag [& RBAC & [LEREZRTI , Owner £7=I% Contributor Z#iRFT B2 & A oR—T 4 I
WERT Y RIEREEBZ R/IMEBHA T VRIZERLET, LEEA>T, ELWR/NEOERKIL, New-AzRoleAssignment % L T _ /subscriptions/<Subscriptionld> X 71— 7T Permissions
Management 7 1) #r—< 3 >[Z Reader #E|Y 14 THZ & TY,

= HTfEIRE: 146
User! &EWVSERTIDI—H—& ROKITTKRT JIL—T & &L Azure Active Directory (Azure AD) T+ DHY ET,

Mame Type Membership type
Group1 Securnty Assigned
Group2 Securnby Dynamic User
Group3 Securnty Dynamic Device
Groupd Microsoft 36 : LAssigned

TFHYRTIEH RORISRTIIL—TE#ERLET,

Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

TJIL—TAETIL—TBICEMTESAUN—EHTTHN? BAETHICIE BEEI) 7 TEUGEA T 3 VEERLTLLESL,
FEELOMBIRSEICTIRA Y RAMEShET,



GroupA: BS N icrosoft -
User1 only

User1 and Group1 only

User1, Group1, and Group2 anly

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

Usert and Group4d only

Usert, Group1, and Group4d only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

Answer:
SrOUpA: hd
User1 only
User1 and Group1 only
User1, Group1, and Group2-0nly
User1, Group1, and Gruup'&' an
User1, Group1, Group2, and Group3 only
User1, Group1,Group2, Group3, and Group4
3roupB: ) -
User1.0nly
Usertand Group4 only
User ,_Gmup’l, and Group4 only
bserd, Group1, Group2, and Group4 on
- TT&EJ#H%E&"’J&;H; Groun3 apnrf Ggmnd
ZHa

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

ExFTEIRE: 147
RORICRTA—HF—%EL Azure AD T+ DB Y ET,

Name Role
User1 None
User2 Privileged Authentication Administrator
User3 Global Administrator

Azure AD Privileged Identity Management (PIM) Tl ROBIZFRT K52/ 0—/N\ILEBEO—ILEEBRLET,



& Edin

Setting State

Activation maximum duration (hours) 1 hour(s)

Require justification on activation Yes

Require ticket information on activation No

On activation, require Azure MFA

Require approval to actlivate = h ! MLC rO S Oft

Approvers A - . - None
Assignment

Setting _ : L B State

Allow permanent ﬂlﬁbamgn ment Yes

Expire eligible assig'l"lm:nts after .

Allow permanent active assignment Yes

Expire active assignments after
Require Azure Multi-Factor Authentication on active assignment No

Reguire justification on active assignment Yes
A—H—1 X Fa—NILEEEO—IILORNRERYET,
UTOEXIZDOWT ELWMEEIF RV ZRBRLTLLESVD, E53THRVGSEF DX ZRRLTLEEY,
AR ELWERIEICTI ARSIV FOMESIET,

SRS =
Answer Area
Statements Yes Mo
User1 requires Azure Multi-Factor Amherrmtm (MFA) to activate the Global O o,
Administrator role.
User2 can approve all activation requests for the Global Administrator role, O O
User2 and User3can &git the Global Administrator rl.vM i c r 0 S Oft
Answer:
Answer Area

mr the Global Administrator role, & R [ 8

User2 can approve all

m Yes  No
—_ -

User1 requires Azure Multi-F @Qu activate the Global 10, ©

Administrator role. 5

he Global Administrator role assignment. O 10,




Explanation:

Statements

User! requines Azure Multi-Factoruthentication (MPAID sctivate the Global
Administrator role.

User2 can approve all activaion reguests for the Global Administrator role,

Useg2 a0 USerIgan'editiERona) Agmipstrator roke assignment

EHERE: 148
Azure Active Directory (Azure AD) 77+ > MMZIE RORIZERTTIL—THEENATLET,

Name Type
Groupl Security
GmupZ kil Distribution
Group3 Microsoft 365
Group4 Mail-enabled security

Azure AD T _Appl EVWSARIDFHLWIVA—TSAX 7T r—2arEEBMLET,

Appl1 ICEIY B THIEMNTEL T IIL—TIEATETM?

A TIL—T1ETL—T3

B. JIL—720#

C. 7 IL—T3DH

D. JIL—T1DH

E. JIL—T1&0IL—T4

Answer: E (A —yt— %5%79)

GI—TR—=XDE| Y L TIZ(X, Azure Active Directory Premium P1 E£1z[E P2 T T4 V3 UM ETY  JIL—TR—XDEY LETE X2 T14 FIL—TTOHYR—FLEINFET,
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group- access-portal

EHEIRE: 149

Microsoft 365 7+~ kH®HY £,

Azure Active Directory (Azure AD) 77+ > bE A>T L 2 XD Active Directory KA A ERIEALE T,

A—HY—E HRDN—F I T I7A4T70+—ILEFRALTA 22—y MIEHKELET, 21— —IE_ Active Directory DERIEREFERALTI 74 7o+ —ILIZEREELET,
Azure AD 2R L THET7T T r—> 3 vADT7 IV REZEBTLHFETYT,

EEINTWERWIME 7 T r—23 NG IZ798RT 51— F—DURMEERTBICIE, 7747 0+4— )L O EERATLILELHYET,

BREWNET HICFAZFERAINELNTTHA?

A. Azure Monitor @ Application Insights

B.Azure AD D7V AL Eax1—

C. Microsoft Cloud App Security @ Cloud App Discovery


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

D.Azure AD DT A —TS5A X 7T yr— a3y
Answer: C (A —vt—T #5K7T)

https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery- reports#using-traffic-logs-for-cloud-discovery

xFTEIRE: 150

Microsoft 365 E5 73+ > kM HY ET,

Appl EVWSBRIDY SV K 7TTYZEBALET,

Microsoft Defender for Cloud Apps ZEEL T Appl DY TILEA Lty ay LNILDEREADIZTILENHY FT,

EDEFTT I avERTTAELINVTTMN BAZETSICEK 793DV ROOEYLRT I L a o EREEEBICEESL, ELWEFRICHERET,

-t s Microsoft

Actions Answer Area

:i Register App1 in Microsoft Entra ID.

.. From Microsoft Defender for Cloud Apps, modify the Connected
" apps settings for App1.

From Microsoft Defender for Cloud Apps, create_ :a.sﬂssiﬂﬂ ﬁdicy’.’.

. Create a conditional access policy that has sesstc-n c::-ntm?s
configured.

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Actions Answer Area

:: Register App1 i Mg

it Register App1 in Microsoft Entra ID.

B e sttty

From Microsoft Defender for Cloud Apps, modify the Connected Creat@a condition
apps EEHII‘IQS for App]

om Microsoft Defender for Cloud Apps, modify the Connected
apps settings for App1.

Create a conditional access policy that has session, gk
confrgured "

Explanation:

App1%Microsoft Entra IDIZZ8& L3,

Tyl a UHIHABR SN EEFET IR R —2ERLET,

Microsoft Defender for Cloud Apps M5  App1 DEHET7 TUDREZLEELE T,

Microsoft Defender for Cloud Apps Moty 3> RY O—%#ERRLET,

Microsoft Identity and Access Administrator KF¥ 21 A > FTHEHRINTWAESIZ UV TFILEALDE Y3 Y LRNILDEREEMIZT 51=81Z_ Microsoft Defender for Cloud Apps (MDCA) & Microsoft
Entra ID D#EIZEDINT, ChZEERMICERBALTHEL LS,

BiZ % ¥E 29 5: Microsoft Defender for Cloud Apps [C& B FILEZ A LDy 3> LARJLELR:

Microsoft Defender for Cloud Apps (MDCA) I£ . 25O K 77— 3 o DufRE, Sl ZEBHSDOREXRBI DIV 7V X X2 )74 7B—H—(CASB) V) a—2 30 TY,
JFILEALDEYS IV LRNLERIZEY MDCAXTY T4 Ty arvhIZySHIR7T) COBEIZAppT) PDA—H—TFIO T4 ET 14 %BE FlETEET, ZD=HIZIX, Microsoft Entra ID &
DEL FHMETIERAR) O —%#FALTEY L 3V EMDCARHTIL—T 4V F L BERTILELHYET,

Microsoft 365 E5 77+ > MIZIE, Z DHEBEIZHE L Microsoft Entra ID P2 & Microsoft Defender for Cloud Apps D54 TV ANEENTIVET,

FOLIAVDRATITNARTY TR VTILEAALDEYL I Y LRNLVDEREFEHNICTBIZIE, V5D K 7T % MDCA L#ET 1= Microsoft DHERET—4 7 O0—(Zin o= REBMNZIEF T
TOLavERTITILENHYET,

AT 7 1: Microsoft Entra ID [Z App1 &8 LFET,

App1 %= MDCA TEfR9 5IZ(E Microsoft Entra ID IZ7 T 17— a3 & LTEBTIVELHYET, COFIETIE, TFHFUMDIA—TSA4X 77T r— 3212 Appl ZiEBH0 L Microsoft Entra
DA77 T DRI ERBEEETETELLSICLET,

7 71) % Microsoft Entra ID [C&8F 5 & VT YA 0F 2 (SSO)BEMIZHY £y ay LRILDERDIIREGTHIEFHEAZET IR RII—TT7 TV EEETEELLIITHRYET,

App1 H¥ Microsoft Entra ID IZ&k > TRESINGBTNIX DT I >3 VEHRITTELEVEZH  CAHARNDRTY TELRY FT,

FIE2: £y P a UHlHIBREIN-EEAFETTIER R —ZERLET,

Microsoft Defender for Cloud Apps [&_ Microsoft Entra ID #4479 R e Sh v a Vv LRNILDEREZERELET Appl #4—4 v réL 12— —+tva32% MDCARBRRHTIL—T 1429
Ty aVHlHEECREMET I ERRAR) D—2 T HIDENHY ET,



EHMETIOERRAR)O—0 ey ar fllT, RBEAGETIVECRT7TIHEEERT I AT a v BMILET, CNIEMDCALHESNET, CHITKY MDCAIFEY S a2 F#YTILAALT
ERELURHIETESLIICHYET,

EHHAETIERAR) O—EBEDT T 2R ET IRENH B0, ZDFIEEMicrosoft Entra IDIZT 71 2 &4 L-RICETTIRENHY TS, £, v a VElI#H#HSIZ & > TMicrosoft Entra
ID&MDCARIDIEHMNEIL SNDT=H, COFIEEIMDCABRENDFIEL Y HLATIZETTHIHELHY £7,

Z I 3: Microsoft Defender for Cloud Apps M &  Appl1 DERT T DHREEZLEELET,

EFHHET IV EARY) O—IT&>THEY L a3 UHAMDCAIZIL—T 1« V5 SNt MDCANTApp1®D 7 T |BZRELZERLTERATILENHY FT, COFIETIE, App1AMDCAIZIEE L s h
TWA I LEHRTIDENHYET, CNICIE APITRT ZIDERPC MDCAR T TUDT IV TAET A ZER/TELINEINDHERLENEENZIHZELHY £,

CDFIEIZ, MDCA A App1 #BEMT 51-OITWHEGIEREBREZF >TWI I LEZHAETIOITBLETT  FHEMET IR R O—ICk>THENERICGY 7T #0ET 51-6IZ MDCA %%
ETODENHD-D, COFIEEEHMAET IR R O—DEICTONET,

FIg 4: Microsoft Defender for Cloud Apps Moty a3y RY—%ERLET,

BH%IC_MDCA Tty a R S—ZERL Appl DU TLE A LEREIVHIBEIL—ILEERZLET MDCADE YL avR) V—2@ATEHE A —TIT4ETa U4 LDFIO—FK,
T—AHBELE)ZERL FAEREINEEHICEDOWNTTIVIY Unyy BNEE)#ERATEET,

COFIEFREDFIETT, CNIX FIOFIBIEKELTWNS=OHTYT DFY 7IUVEEZEHFL FHMAFZET7TIEAER)O—TEyL 3 »FMDCAIZIL—T 4245 L MDCANApp1 ZRHTEH L S(2H#
BT ITIVDREEERT ILELHYET , CNONTET LIS UTLEA LEREERT 5060y 3V o—4ERTEET,

BEIDEXGDTEM?

COIEFIZE Y mEBHGARNANRIESNET,

7 7'') % Microsoft Entra ID [C&$%9 5 & TFH Y FRIZFTU®D ID AL SNWET,

EHMETIELRRYO—IE £y 3% MDCARBRBETIL—T 429952 ETMDCA EDHEZERIREICLET,

MDCA Q7 T DREFXZEET HE T ITUNERRBICHEUICHRESINDLSICHYFET,

MDCA Ty 3y RYUI—FERTDE UTILEIALDEYL 3 LRNILVEROBEDERS LUHIEIL—ILAEERINET,

CDIEFIHANZETS—AERELET, HlZIE, Microsoft Entra ID [Z7 1) &8 F DHIICMDCA Ty a VR O—%#Eml35E MDCART T #RH#TELRNEHERBRLET,
EBMOEREEIE:

Microsoft 365 E5 5 4 + > X IZI& Microsoft Entra ID P2 & Microsoft Defender for Cloud Apps NEFEN TS DL F A TIEEMDSA U RAIREHY FEHA,

App1 WMDCA D7 7 ARV ATHR—FINTWVWET7 T TRHWMEEIX BNOFIE (ARZLTT) ORI AOFERLE) PDEIZLDIAEEENHY £IH BERITIE, Appl (FIZETO X TER
TEDHIEMNTREINTULET,

MDCADtEyLaryRYI—IZIEX FooO0—FDIAy I PRTFyIT7YTRIEDERLGEDT I IVEEDBRIENTE MblFa—F—DEyoa hIZYTFILEALIZERSINET,

#&5m: Microsoft Defender for Cloud Apps R LT App1 DU TILEAA L £y a3y LRIILDEREZAMZTHIELVEFEFIRDEESY TT,

App1%Microsoft Entra IDIZZ&$& L E 9,

Tyl a UHIEHAEBR SN EHFET IR R O—2ERLET,

Microsoft Defender for Cloud Apps M5  App1 DEHET7 TUDHREZLEELE T,

Microsoft Defender for Cloud Apps MMty 3y R O—FERLET,

SE XMW

Microsoft Defender for Cloud Apps @ K& 2 A > k: Microsoft Defender for Cloud Apps Z# A L 7=t v & 3 > #ll{#l |(Microsoft Learn:https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy)
Microsoft Entra ID £ =77 AN FFxa AV b BHMFET VA TOE Y P 3 UFlfEl(Microsoft Learn:https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-
session) Microsoft Identity and Access Administrator (SC-300) EHEEDFEHA K, v 3> LRILDEHRD =812 Microsoft Defender for Cloud Apps & Microsoft Entra ID Z#&9 % Ai&IZ DUV TEREA
LF9,

=TI 151
Subl EWZS Azure TRV ) T avhdhly) FIIZIERGT ERG2 EWVWSI 2DDYY—R TIL—THNEENTULET, Subl [ZIX RORICRTA—HF—MNEFTNTLET,



Name Member of
Lserl Group1, Group2
User?2 | Group?

Users Group3

Sub1 21X, RDRIZRT ) Y —AREENRTWET,

Name Type In resource group
Wi Virtual machine | RG1
Vaultl | Azure Key Vault | RG1
Vault?2 | Azure Key Vault | RG2

ROEITRTO—ILRA—RDT 5 £ A4 (RBAC) O—ILOEY U TEERLET,

Role Member of Scope
Reader Greupl Sub
Key Vault Secrets User Group2 RG2
Ovener Group3 RG1
UTDOEXIZDOWT ELWMESIF FIMZBERLTSKESWD, 53 THEWMESEF DOZ JZERLTLESO,E B OBERIFMIDIZSDOEIRATY,
Answer Area
Statements Yes No

User1 can read the contentgof thegeerels storedin Vaultl 0

User2 cafifead the conteénts of the secrets stored in Vault2,

User3 can update the :unﬁ;fnn aM_i C rO S Oft

Answer:

Statements

User1 can read the contersof the gecrets stored im Vaultl,

User2 can read e conients of the secrets stoved in Vault2,

R Mitrosoft

Explanation:
Answer Area

N BE N\ 1icPosoft " .

Userl can read the contemtsof the'Secretz stored in Vault], -
User? can read the cantemls of the secrets stored in Vault2, -

User3 cadlupdate the configuration of VM1, »




A7: SC-300 RRESE (X GoShiken.com MR I N =& LT L) SC-300 AERRIRESE ! GoShiken.com ASExETM SC-300 HERRIREE #12H#E L TLVE I, GoShiken.com SC-300 HERRIREIXRZET T, 2
EHNEETIESNET , HFTD GoShiken.com SC-300 MEEZE 4 v h9 % AlLZ B 5. https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFF AL A & IEf2 T & T 30% w5 E5|

a— F: Freepdfdumps)

HTHERE: 152

Azure AD TF > k& Appl ELVS BFTID Azure Web 7 T A Y £9,

FRARA—HF—ICAppIDEILITH—ERYA T v TERETIMBENHYET, V) a—2a VIEUTOBGZH-ITVRENHY FET,

*HARN A =X TUEA L NRNRT—FEFERALTHAI Ty T TEEIRELRHYET,

*A—H—FH ATy TEIC A M TRER EFA LT RFLREZANTILENHYET,

FEH(TxE L T, Azure Active Directory Bt V2 — T Z#EH T H2RENH Y FIH? BET HICIE AEEGETEUGA TS 3 vE2ERLTLESY,
FE ELWLVBIRSEICTI RSV FAMESAFET,

e

Answer:

N
"
it

I

i

o

1_
s

Explanation:


https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

=#TERE: 153

VM1 EWS BRIDRBY S VEEL Azure Y TR Y T a3 ohHYFET VM1 OBRIFRDEEYTT,
-TS5AR—=FP7 KL R:172.16.1.5

-INT ) wHIP7 KL R:108.143.161.25

-VARATLEIYHTIR—D FIDDRT—R RV

VM1 2 Appl EWSERIDT FUEAL VR —ILLET,

RX—CRID7FVEBR7IVER b=V U EBERTDHES(C Appl 2T IVLELHY T,

Appl IZU S TR RMZEDIP 7 RLREERT ZRENHY TTH?

A. 108.143.161.25

B. 127.0.0.1

C. 169.254.169.254

D.172.16.1.5

Answer: C (A —vt—T%#%Y)

169.254.169.254 [&_ Azure Instance Metadata Service (IMDS) [(ZER SN 24314 IP 7 FLATHY VM ICET HERFIREL 2 —CF DD =Y UFERTEDES51CLET,

HTERE: 154

5,000 AD 21— —nH VB Microsoft 3657 F > FABHY EFF, FD S5 H100AEREREH T BREHIICFHFEFEZOYR— b F—LANET,

YR— b F—LHANRNRT—FZ)Ey L BERBOADZERII MFA) REEETELILSICTILENHYFET , COV) 21— 3 o TR MERDORAZERT 2LENHY T,
EDA TPy + 24 T & Azure Active Directory (Azure AD) A—)LZEZFERT HLEAHY FITH? BET LTI, EEBETEVGA T a v EBIRLTIEZEL,

FE ELWLBIRSEICTI RSV MBS ET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

m Micreseft___N\ -
An admmnistrative unit
A customi administrator role
¢ A dynamic group
R Awtrmuft 365 group

A\ Authentication administrator

Groups administrator

Helpdesk administrator
"'l.:;:_ W ' Password administrator

Answer:

= Microseft

| A Microsoft 365 group

- m—

—

Role; A4
Authentication administrator

Groups administrator
[FeIpaesK aammistrator |

Password administrator

=FEIRE: 155
Department1 & LV &HIDEIRE I % &L Azure Active Directory (Azure AD) T+ > DY E£ 3,
Department! [Z[& [1—H—] BRIZRESNTWS1—HY—HAWVFET (A—H—]2TEVUVvILZET,)



Dashboard > ContosoAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview).'

ContosoAzureAD - Azure Active Directory

RN [ IVF
4+ Addmember [i] Removemember [ Bulkoperations ~ () Fr.e{tg_.sq_ 'EEI‘.Talum. fo Mlegrtl: Qé m&t

e SO
@) This page includes previews avaidable for your evaluation. View evieis i -
W ko ,_:':;..

- - =

| L Search users

2 users found - T
Name T User prinéﬂq_lﬁﬂ\e 1 User type Directory synced
,.'::_ '::.-. _
D . Userl uémnﬁhﬁzgﬂianmicmmﬂ.cnm Member No
O . User2 US€r @mM365x629615.0nmicrosoft.com Member No

o

Dashboard * ContosofAzureAD > DepSftinentd Sgntih i
Icroso
s Departmentl Adrn“stratwe Snit | Groups

ComtotofizurelD - Azure Active Directarny

+ Add [8] Remove t) Refresh == Columns F  Proviewdastilbes 17 Got feedback?

| £ Search groups h iy Add filters )

Name Group Type Membership Type
Security Assigned

Security Assigned

Department1 ([ [E|Y HT] BRICRENATWS1I—HF—EBEDEY LU THABYET (BIVETI2TEZIUVILET,)



Dashboard > ContosoAzureAD > Identity Governance > Privileged ldentity Management > ContosoAzureAD >

&, User Administrator | Assignments

Privileged Identity Management | Azure AD roles

-+ Add assignments £33 Settings () Refresh 4 Export O Got feedback? ow
Eligible assignments  Active assignments  Expired assignment G
| L Search by member name or principal name
Type

Name Ptiru:i'I na Scope

User Administration

Adminl Adminl m‘om User Departmentl Administrative Unit (Administrative unit)
Admin2 Admin2@m3 15.onngchgs IDC erSO | t Directory

TIW—=T2M A vN—FTN—T20BRICRRENEYS, WIL—T212T&20)vILES,)

LasnpDoarg » LONIDE0AIUreAL 7 Lroups » ‘aroup

#3 Group2 | Members =. Microsoft

Group

-+ Add members ':' Remove D Refresh D Bulk operations == Columns s Preview features <) Got feedback

0 This page includes previews available for your evaluation. Viéw peeviews ¥

Name User type

E] . User3 Member
E] o User4 Member

UTOEXIZDOWT ELWMESIE R ZBRLTLKESV, 5 TENMGEEF DOVA JZERLTCESL,
AR ELVWVERIEICTRAV AMESIET,



Statements}?: Mic rosoftYes No

Admin1 can reset the passwords of User2 and User4. O @)
Admin1 can add User1 to Group2 O O
Admin 2 can reset the password of User1. O O
Answer:
Statements Yes No

Fin
I

Admin1 can reset the passwords of User3 and User4. O

O

Admin1 can add User1 to Group 2 O

O

Admin 2 can reset the password |a?‘:UseN/| | Croso ff(j }

Explanation:




Statements Yes No

Admin1 can reset the passwords of User3 '._al}d User% Nicros %t

Admin1 can add User1 to Group2 " O O]
Admin 2 can reset thébés_{swbrd of User1. O] )

https://docs.microsoft.com/en-us/azure/active-directory/roles/ 81 = v k

=#TERE: 156
RORIZKRITAIA—H—%EL Azure AD T+ DB Y FT, 1
¥ 1
SET Drsabledti I
= | T am‘w
: e koacrs i il iR L LT TR TN
Azure AD Identity Protection Tl RDBEEEHFDODI—H— JRI RS —ZHBRELET,
* BRRE:
oa1—H— FI)IL—T1
o1—H¥—JRJ:EUL
*aArv hkA—)L:
OTV R THUOERETAVIT S
*ARY—0ER: A
Azure AD Identity Protection TI&, ROBEEFH O A V(4> YRT R L—EBRLET,
B
o1—H— FI—T2
oA U4 V)R EUE
*arv kA—)L:
0TV tR: LERDBPIAZTEKRT D
YR —%5REIT S, A
RDERE:
B

UTOEXIZDOWT ELWMESIE R ZBRLTLESWD, Z5THEWMGS(E DOA JZERLTESD,




AR ELWERISEICTI ARSIV FOMESIET,

Il
I

I

11\

it

i e T
1-I.I|.I.l..1...._
s

-
= T

il

T MRBYETS,

ROFKIZRT ID #&EL Microsoft Entra

ExHTREE: 157



Name Type Member of
Uzer User Group1
Managed2 | Managed identity | Group
User3 User Group?
Userd User None

TI—TNIERDERENHY T,

*EE Y1, 1—Y¥—4

* A 2 /\—: User1_Managed2  Gioup2
ROBEEFID7TIVELRA LEa—FERLET,

*ZRE LE 2—1

*LEa—§1F: F—L + JIL—TEER

*ON—T T IL—T1

*XERFTRTOILI—H—

*LEL—BELEERIR JIL—-THEE

TH—IN\y Y LEa—BEE [RESDERINTULELA,

Answer Area
Statements Yes No
User1 can perform an access review for User1
User1 can perfopmpafiaccess review lor Managed? C
' L]
sesran wﬂgﬁwm-rw@s oft
Answer:

Statements

User1 can perform an agcess reviedl for User i

User lednperionm dfactess review for Managed?2

Wrcrosoft—--

Explanation:
Answer Area
Statements Yes MNa
User 1 can perform an actess neview for User1 -
User can perform anaccess review lor Managed2 L

E M i C ro S U’fT'I performan access review for User3 i -

xFTERE: 158
Microsoft 365 73+ > kDY £9,



WE BEXFHAFFHATHIEFA—IL 254 7 > S Microsoft Exchange Online 1T TE5 K SICLTLET,
A—HY—IRFORIMTOFILNEFERATIEFA—IL IS4 T7 b BDH Exchange [THERTEELSICTIRENHY FT,
fAIZEETARETL &£ 5HV?

A. Microsoft Defender for Cloud Apps @ OAuth 7K1) & —

B. Azure Active Directory (Azure AD) DEHFZET7T oA R o—

C. Microsoft Endpoint Manager D3> 7S A4 7R R o—

D. Microsoft Endpoint Manager ® 7 74— 3 UHlETO 774 L

Answer: B (A —vt—U%&Y)

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy- 2 :E

R#TEIRE: 159

Microsoft Entra 77> kWY E£9,

RONER ID HEEZIBRT SELHYEFET,

*B2BaSHRL—a Y

*ART Y T4 T2 —H—# KMAU) IZED IR E
ED2DONHRELZERTIVLELAHY FTIMN? AETHICIE RZEEHTHRELZERLET,
FECELWMLMEBIRSCEICTIRA Y FAMEShET,
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& External Identities

Contoso Ltd - Azure Active Directory

[ O Search «

B5 Overview

Bl Cross-tenant access settings

&2 All identity providers

£33 External collaboration settings ! Microsoft

oM

A Diagnose and solve problems

Self-service sign u

All APl connectors

.-E'. User flows

Subscriptions

U Linked subscriptions

Lifecycle management

% Terms of use

ﬂ Access reviews

Answer:



= External Identities
Contoso Ltd - Azure Active Directory

L Search «

Overview

Cross-tenant access settings

All identity providers

I@ External collaboration settings | o

Subscriptions

| Linked subscriptions

Lifecycle management

. Terms of use

B Access reviews

Explanation:



* o msEE oy v ow

2 External Identities

Contoso Ltd. - Microsoft Entra ID

!,ﬂ Search | &

8% Overview

B3 Cross-tenant access settings

& All identity providers

'EB External collaborationSéltings q

-

Seif-service sbpn up

g %’_f,usibm user attributes

F'¢% Al API connectors

%

Custom authentication extensions
(Preview)

=,

3y User flows

Subscriptions
¥ Linked subscriptions q

Lifecycle management

& Terms of use

B Access reviews

RHETEIRE: 160
HE-DEEICIF RORIZCRKTAI—HF—%2EL Azure AD TF 2 FABHY FT,

Name Role
User! | Application administrator
User2 | None >

Userd | Exchange aﬁmmtmor
Userd | Cloud nppch:H Sl achmEudtr ator
RORIZRTT7T)EBELAHY FT,




—tﬁm permission
Userl Calengdais.Reed of type Delegated

User2 CalendarsiRead of type Delegated
Calépdars.ReadWrite of type Application

User3, Userd 4 Galéndars.Read of type Application

ORI V—I2&kY A—F—HERDEEEFEILEEShTVET,
HADEL—HF—DH LU E—ICFEEERTEIDFENI—HF—TITM?

A 1—H—4
B. 1—H—1
C.1—H%—2
D. 1—H%—3
Answer: D (A —vt—T #5KT)

=ITHEIRE: 161
RORIZRTITIN—TH#EL Azure AD T+ bDHY FET,

Name | Owner | BNUMI ot Number of
guest users
25

100

ROFRIZTRT ESIZ Group! D7V R LE2—%ERRLET,
Setting Value

Review type Teamuﬁmups..i‘.lwr: asoft

Review scope | All users

Reviewers Users review OwWn access

ROKRIZEKTEIIZ _Group2 D7V A LEL—%ERLET,

valum,

Teams = Group

Guestusers only
L 7] 'Group ovne

ViliEEeLYeIN

BT IW—TIZwhE R Azure AD Premium P25 4 £ o RADR/MRIEIWNKDTTM? BIZFTHICIE BETY) 7 THEULGA T avEERLTLESVD,F L WERI LIRS > bAMESNET,
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Answer Arca

25 i

Groupl: 5

O ‘
o /500
- =T
Q Group2: 1 v

0 o
\ m Microsoft
Groupl: 525 B
1
om 500
L “pd“ 'c Group2: 1 bt
(% O—
..I\/licrosoft 5
< .
&:G Groupl: 525 ¥ .
Group2: 1 -
- osoft

=HTEIE: 162
Group1 MEIZFRT &K 512, Groupt E WS EZRID Y IL—TEEL Microsoft 365 77> bAHY £, ([Group1] 2 TZEH v o LET,)



Group3

App1 D70 T 4 I ORIZTRT ESIZ, AppljE VWS BRIDIVE—TSA XTIV =30 %R LET (RAppt DTONRT 4 12 TEHY VY LET),



ns > App1

Microsoft

Dashboard > ContosoAzureAD > Enterprise a“
'|' App1| Properties

Enterprise Application

«
: - P E Delete ) Got feedback?
i Overview
[ Deptoyment Plan } gar mriu s  ——
Enabled for users to sign-in? - No |
X Diagnose and solve problems ) |
Name © EA,,,,-, o]
Manage ' = ____ S ——— . - ]
Homepage URL () |https fapp1.m365x629615 oﬂl;)lcm&‘ﬁﬁcmﬂ D

! Properties
Logo ()

& Owners | A P

&« Roles and administrators (Prev.

& Users and groups | ?,,L. > 4
2 Single sign-on  User access URL &, 'https.anya_pps mtm&cnﬂmmﬂmﬁM@a—m = EI'_.‘ |
> i : _ . i " = —
i Application 1D ) 09df58d6~d29d—40de~b0d0~321fdc63c665 D |
I Application proxy _ , s R L FE E S g SSC AR
ObjectiD |ﬂ3?ﬂ9d22—?eﬁi—4ﬂﬂ?—n2:0—04dbdﬁﬁ§cd 0]
C Self-service ' ‘ !
SE{I.II“R 3 T e T e e - T
Terms of Service Url () Publisher did not provide this int mfmmubun (] |
& Conditional Access N _ n __. 4 _. ey _ Mm o _om_ _ ___
" Privacy Statement Url (0 Publisher did not provide this information 0|
st Permissions ' |
© Token encryption Reply URL (D hﬂvgifﬁrﬁwggﬂj‘i@@ﬂm_ﬂ B ey B o e S s )
Activity User assignment required? (0 (VY No )
D Sign-ins Visible to users? (0 ( i No

Appl DEILTH—ERIE, Rppl BIL7H—EXR |ORIZTT EKSICEBRLET,( Appl BILIH—EXR 12 TEV )Y ILET,)



Dashoboard - ContosoAzureAD > Enterprise applications > App1

App1 | Self-service '
En:l.:rgise Lppl:cailnn Select approvers

&
B overview
(0 Deployment Plan Allow users to request access to this

application? ()
Manage

= ; To which group should assigned users be
il Properties added? ©

& Owners
Require approval before grantin | Userd

& Roles and administrators (Pre 1o this application? (0 = — User3@m3Bs5x629615 onmicrosoft. com

& Users and groups Select approvers Userd

3 single sign-on 1 users selected Userd @m365x629615 onmicrosoft com

2 Provisioning Py - Selected approvers

— | is §pplicabion’ Default Access User1
= Application proxy . User1@m365x629615 onmicrosoft. com

C Self-service ieiags

Security

®, Conditional Access

4. Permissions = M iC rOSOft

UTDEXIZDOWT ELWMESIE FUMZBERLTSESWD, E5THWMESF DOWZ JEBRLTLESY,
AR ELWERISEICTI ARSIV FOMESIET,

Statements

The members of Group3 can access App1
without first being approved by User1.

After you configure self-Service for App1,
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4.

Answer:



ANSWET Area

Statements Yes No
The members of Group3 can accesS App1 l”o‘*!
without first being approved by User1. -
After you configure self-service for App1, O '_O“I
the owner of Group1 is User1. .
App1 appears in theiMiciosoft Office 365 -
app launcher of Userd. ~ — ~ 7~ O \®
Explanation:
LVE
LVE
[FL

a)7 IV r—2avICTL—TZENVETEHL ZDTIL—TADL—F—DHABRT IV ERATELLSICHYFT FYHATERR FShFzFIL—TICFERAShFEEA,

b) ZRTTR bEH BREORMBERIEZTBRZAONFET T VY —RAMBEE~OEEEYETER/NEDERD AR ELGYFES (TR MTHREHA) ) 7TV r—a VEED b—HF—(TRF1HN I
WRTEESNATWSZH  A—HF—DIA 7 TIVR—F2IILE03B5T U FY—IZZDT7 T r—aviERRINFRA,

i

a)https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal b)# % 5 < https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-
manage- groups c)https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

Ex#ERE: 163

A—HY— IDNRESNSAREICET IRMBEGER/-IVESHY FT,

A—HF—RFFEFTRAEITRETLLIDN, FHLAEZREIRZITLLOIMN BAETSHICE BEEETHEYGA T a vEBRL TS,
FEELWERSEICTI ARSIV FOMESIET,

The users must first: - IVIICTOSOTLE

Provide consent for any app to access the data of Contoso.
Register for multi-factor authentication (MFA).

Register for self-service password reset (SSPR).

You must configure:

A sign-in risk policy
A user risk policy
An Azure AD Password Protection policy

Answer:



The users must first: v
Provide consent for any app to access the data of Contoso.
Register for multi-factor authentication (MFA).

Register for self-sénvice password reset (SSPR).

You must configure:

Arsign-in rsk policy
Auser risk policy
“AnAzure AD Rasswakd.Protection policy

SR .

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

FTEIRE: 164

=%t 121X Microsoft 365 T+ > kB Y EI,

FTRTHI—H—(E Windows 10 ZE1T L _ Azure Active Directory (Azure AD) 7+ > ZSMLTWAa Y E1—42—ZFMBELTVET,

=ttlEServicel E WS H—KN—FT 4 DU 59 KH—EXIZIMA L TULET, Service1lk, OAuthlZH D < Azure ADFREEE AFZEZH7R— b L TULVET, ServicellXAzure ADF ¥ S5 ) —IZABHSINTULET,
A—H—HDRIAEROONDZ LM< Servicel [THERTED&LSICTEHY ) a—2a EHRETILELNHYFET , COV)21—3 0 TIE Azure ADIZEML TSIV Ea—2—D 5 DAHAI—F—H
ServicellC7 UV ERATEDSLIICT HIMENHY FT T, EEEXEZR/NRICNZ 2BENHY FT,

BEHICHLTHZHELETHN? BIET HICIE, EEEETEULGA T a UEERLTLESL,

FEELWLEBIRSCEICT ARSIV RAMEShET,

Ensure that the users can connect to Service1
without being prompted for authentication: -

An app reqgistration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: -
Azure AD Application Proxy
A compliance policy
A conditional access policy

L]

Answer:



Ensure that the users can connect to Service1
without being prompted for authentication: v
An app registration in Azure AD
Azure AD lication Proxy
An enterprige tignin Azure AD

_ A,Iha mggﬁ n‘nty
Ensure that the users can access Semicé ﬁfgll}\‘
from the Amr&&ﬁ-mlnm mrhpﬁha‘ v
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth policy

S
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

=FEIRE: 165

Microsoft 365 E5 TRV ) T 3 v%EHTT,

IR YT a7 TIREERETIVENHYET , Y21 —2aVEUTOEHZHZLTLWILENHY FT,
*FIICHT A —DREEZESCLET,

*TIT)DEBEDORET—YV 7O—%BHRLET,

EEBEMHETICEEDR—FLNEFERIANETLLOIN?AETSHICE BED) 7 TEHIGRRREBRL TS, E

Mi
] %Qé’giﬁiﬂ apps: | Microsof g MBS Mmin center

Microsoll 365 admmn center
MiCrosalt 365 Apps admin center

| Micrasoft 365 Defender portal
Microsoft Purview compliance portal

Configure adrmin consent workfiow fonapps: | Microsoft Entra admin center
Microsaft Entra admin center
Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview compliance portal

Answer:
ARSWEr Arga

| Microsoft 265 Affrs Sdmiln centar
| Micgsaitr 3a5 Defgnder portal
|M:cfnmﬂ Purview compliance portal

1 MH:n: s.nﬂ Ervtra adn‘un center

| Mecrosoft 365 admin center
Microsoft 365 Defender portal

| Microsoft Purview compliance portal

Explanation:

FfE1RTY,



S St Mfcrosoft

Disable user consent toappst Miesosoft 365 admin center ef

Configure admin consent workflow for 2pps: | Microsoft Entra admin center et

xFTEIRE: 166

contoso.conmicrosoft.com &LV FA A V& ZFEAT 5% L LY Microsoft 365 T+ kAHY ET,

FAA > LYARRSIZ contoso.com & WS ZRTZEZEFLET,

# L L) Microsoft 365 1 —H—®DEEED KA 4 >4 & L T contoso.com ZERTH2HELAHY FT,

IEHFICETTIDELNHD 4 D77 aVEENTIN BETHICIE 72232 VUAMSEYLZTI L a RIEEBICEEL ELWEFICHERET,

=. Microsoft

A#7: SC-300 FEIREL (L GoShiken.com AR S =B LT L) SC-300 :RXEARIRELEE ! GoShiken.com AEREH D SC-300 HEARIEE 212 L TLYE I, GoShiken.com SC-300 SREARAREIIH®RI T, &
ENEMTITIVET, D GoShiken.com SC-300 BIEE %4 v 3 % AlF T 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFRERESE A & IEfi# {1 = T 30% w4 5IZ5|
a— F: Freepdfdumps)

=ITEIRE: 167
Identity Governance ZERA L TC7 7V r—> a7 ADEY UTEERTIBHELAHYET V) 12— a VIEIEFEHFRH-IRELHY T,

FPAETRETLEIH?


https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

AT UE—TSAX 7TV r—2a3vDa1—F—REREEEELET,

B. h2OJ%ERLET,

C. 70U SLZEERLET,

D.IVA—TS5A4ARX7T)r—2a v DEBEDOREERREZEELET,

Answer: B (A —vyt—T%EY)
S8

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitement-management-overview #t2 Contoso, Ltd [, E> A —JLIZAKEAHY OV R ELT MLIZA 74 ADBHSaH)L
TaAVIRHTT,
Contoso (& Fabrikam, Inc & LV 5 &1t £ R# L TLYE 3, Fabrikam (213 fabrikam.com & LY5 Azure Active Directory (Azure AD) T+ > b2 Y E T,

=FTRIEE: 168
RDORIZERTTIL—TEEL Microsoft 365 ES H TRV 1) T avhbyUEd,

Name
Group1 | Secunty
GroupZ | Microséft 865

Group3i[iMail*enabled security
Group4d | Distribution

TGWN—TDS5AITH A4V I EERBTBHFETT,
EDTN—TIZHDHREERETCEEIN, T RXETEDTIL—TOEVNPRBOREFENS SWTTH, BET HIZF BBZEETEYGA T a vEBRRLTLESL,

FECELVLERIEICI RS bAMESAET,
ANswer Area

R A°® &
|";Ll .I.l' 1| R™ .-P"‘"""L
¥ i

Erodpe-dnly’
Group1 only

Group] and'Group3 only

Group3and Group4 only

Group?, Group3, and Group4 only

Canexpire

Shortest lifetime: 30 days guitt
3 days
7 days

30 days

.ld q l'" =LV =
Answer:
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Answer Area

Can expire:  Group2 only

Group1 only

Grou

Xol
d‘ 'Qupfz, Group3, and Group4 only
B
‘p “por‘test lifetime: 30 days -

up4 only

3 days
7 days
14 days

=" Microsoft

Explanation:
Answer Area

Ca ‘ up2 only >

. AT VHcRSsft -~
#fERE: 169

Azure Active Directory Premium Plan 2 5 4 > X 5D Azure Active Directory (Azure AD) T+ > bABHYET , COTF 2 ML RORISRERTA—HF—HREENTVET,

Name Microsof‘c
Admin’ Cloud device administrator
Admin2 Device administrator
User1 None

ROREIZTRT TINA RAEBRERHY I,



£33 Devit_: ettings -
- [crosoft
% & save X Dpiscard O Got feedback?

CH Al devices

Users may join devices to Azure AD ()
& Device settings Selected  None )
€33 Enterprise State Roaming

Selected

2> BitLocker keys (Preview) :
2. Diagnose and solve problems
Activity Users may register their devices with Azure AD (O

B Audit logs @ e )

&% Bulk operation results (Preview)

Devices to be Azure AD joined orazure AD registered require Multi-Factor Authentication ©

Troubleshooting + Support C ves TED

& New support request

A\ We recommend that you require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device setting to No if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user ©®

5

Additional local administrators on all Azure AD joined devices

Manage Addtional local administrators on All Azure AD joined devices
Userl IZIZFRDRIZTRT TNA ABNHY FET,

Name | Operating system Device identity
Devicel | Windows 10 . | Azure AD joined
i (. { Azure AD registered
Azure AD registered
Azure AD registered |
UTDEXIZTOWT ELWMEEIE EUOMEERLTLEZEWD, 25 THWMEEF DR JEBERLTLEEL,
FEELWEIRIEICTIRA Y EAMESINET,




Yes No

. :
User1 can join four additional Windows 1 aﬁ'lc@ G 1O

Admin1 can set Devices to be r@ or Azure AD registered require )| |

rator on Device3. Ol |G

Answer:

Statements 0 Yes No
lcg:» O

User1 can join four additional Wmduws 5 Azure AD. Q) O

Multi-Factor Authentication to Yes.

Admin1 can set Devices to be Azure§ c}r Azure AD registered require !_Q_I o

BE N\ licrosoft o o

Admin2 is a local administrate

Explanation:

A7 & F YA

A—H—E5EDT/INA A% Azure AD IZBMEEBEZT ENTEET,
Ry R2: (FLy

IR ARV

BMOA—HILTNA REBEENERAIATLEEA

SR .

https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

=ITEIRE: 170
RORIZRTNY—REZEC Azure Y TR Y T avihHyEd,

Name = :@ﬁroﬁolf &

VM1 Virtual maching,~
App1 Azure Ap ice web app
Managed Manﬂ‘ﬁldenm}a
Managed? | M3obged identity

]
User1l & LY5 & B0 Microsoft Entra 1—H—#ER L T,
VM1 & App1 IZEEMTES ID FENTI D, BET BHICIE BEEBETHEYGA T 3 VEBIRL T3,
AR EBIEICTTIRAV EAMESNET,




VM1: | Userl onl -

Managed2 only

Managed1 and Managed2 only

Managed2 and User1 only i
‘|

(! Managed'l Mana

ﬁH:ILI

App1:|
Managedz and User1 only .
A syste ned managed identity only
A wsteE ww d Managed2 only
A systemis@ssigned managed idenfity, Managed2, and User1
Answer
Answer Area 4
VM1:
| Managed?2 only
Managed1 and Managed2 only
Managed2 and User1 oply |
' Managed1, MﬂnagﬂlE Jllfld Userl
lA system- as&ugned ma MTEgﬁaﬁw&y
| A system-assigned mar!d id erl
Explanation:

HTERE: 171
Department1 & LS ZHIDEIRE 1% &L Azure Active Directory (Azure AD) T+ > kD&Y F 3,
Department! [Z[& [1—H—] BRIZRESNTWSAI—HF—HAWVFET (A—H—-]2TE2UVvILET,)



Dashboard * ContosoAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Previ

ContosofzureAD - Azure Actrve Dhrectony
+ addmember [i] Remove member [ Bulk operations ~ () Rehooi:ohmns B3 Preview features <0 Got feedback?
Q Thispa-gemch.tduprmmwmhhlehrywrwzmtiun.‘uﬁmprvv& ® .. M ic ros : ft
P Search users | %@
2 users found

Name T User PIMdQ T User type Directory synced
l:| . Userl User 15.onmicrosoft.com Member No

\
D . User2 L\ 5x629615.onmicrosoft.com Member No

Department1 ([ [JIL—T] BRICRENTWBITIL—TBHYET (FIL—T14TE0Vv o LFET,)

Dashboard » ContosoAzureAD > Departmentl Administrative Unit

Departmentl Administrative Unit | Groups

ContosolzureAD - Azure Active Directory

o + Add [i] Remove U Refresh == Columns 7| res 7 Got feedback?
[P Search groups Iﬁ“’%ﬁllem‘.
= .
Mame 3 Group Type Membership Type
D ﬂ Group1 Assigned

a Micresoft
Department1 ([ [E|Y E T BRICREINTWH1I—HF—EBEDEYVLUTHAHYET (BIVYVET2TEZVUVILET,)




LA LRI R & UL UIMELT EMLY  F TUEl Iill)l' TUVCIEmnLeE F FII\FIIEHEU Iil.,.l':!'lllll.rI wiann IEHEIIIEIIL F R UMY MEIU ML -

User Administrator | Assignments

Privileged Identity Management | Azure AD rales

damgnmenm €83 Settings () Refresh 4 Export & Got feedback?

Ellglean g r QNSSQLI Expired assignmen ‘ G 0
0 search by member name or principal name 6 »
Name Princi p Type Scope
User Administration
Adminl Adminl @W265x629615,onmicrosoft.com User Departmentl Administrative Umit (Administrative unit)

Admin2 Admin2@m365x629615.onmicrosoft.com User Directory

Group2 M * > /3—I[%_ Group2 BRICRRENFET, (Group2 # TZ&0)v o LET,)

Dashboard * ContosoAzureAD » Groups » Group2 -. ®
po m Microsoft

Group2 | Members

Group

» 4+ Add members & Remove U Refresh D Bulk operations == 4 I &5 Preview features < Got feedback?

Direct members

Name

] o Userd Member

UTOEXIZDOWT, ELWMESIE R ZBRLTLKESVD, Z5THEWNMEEE DOA IZBIRLTSZEL,
AR ELVWERIEICTRAIV MAMESNET,




Statements

Admin1 can reset the passwords of User3 and User4.

Admin1 can add User1 to Group 2

Answer:
."_.i \\/| | Statements’ o ?f Yes No
Admin1 can reset the passwords of UseMIUsem O :15_'
R %
Admin1 can add User1 to Grougia o) 'O
Admin 2 can reset the nﬁ@or; of User1. Q! O

Explanation:

Statements

Admin1 can reset the passwords of Us %ﬂ @@m O

Admin1 can add User1 to, Grolip} = Q Microsioft

Admin 2 can reset t&%ssword of User1. o

SHg .

https://docs.microsoft.com/en-us/azure/active-directory/roles/ 81 = k
ExHTREE: 172



Azure Active Directory (Azure AD) T3+ > kDY ET,
BEICRELEYSA VA VERETSHICIE Azure AD YA VA4 Y O ZHRITINERAHY FT,
Azure AD U A o4 2 OJIZARY rEEDLK GVOHIBRELETH?
A. 14HfH
B. 30HH
C. 908 ]
D. 365H
Answer: A (A —vt—U %&9)
Azure AD DEESRELR—FDRFFa AL FE SC300FEHASA K (ED 21—/ ID ET7UERADERR E LAR— F) TlE, Azure Active Directory DY 4 >4 > OJXBEET 14 BEGREINET,
A o400 5121 7T r—2a DFERKRR . FEMETIERR) O— SERFPIADFERLGE 1—F—DHA A V79 T4 ETAICEATABHIAEENETT, cbD O Z1E Azure Portal
# Azure Active Directory # 94 >4 > _FE1=IEMicrosoft GraphZ N L TTAY S LTTZ I ERTEET,
Microsoft [ERD & S ITHEELFT:
Azure AD [ HA AV 7OTAETA#BRET 14 BREIRELEF T, K YRWVMEERHBZ%E T 512(%, Azure Monitor (Log Analytics), Azure Storage, £7=(% Event Hub L#iB T A2 ELRHY FT, |
O 14 BREQOREHMHIRE BNOTLI 7L OFREY) 12— 3 V0 EBALTOVVEWTF Y MIBERSAET,

HTEIRE: 173

FCOBMIE. BLCYFT A ERRTIH—EDEMO—ETY, —EDOHERICIEZENEN, EOON-BELXZH-TAREDOH I MEOEENEEFNTVLET Bty ML TIE EROEELFET
HIEELHNIE EENGMEELHY FET,

COEVIVOBEMICAEL-ZRIE TOBEMICRSAZLETEFEFRA, ZDEH, ChoDEBEMIELEa—ERAICKRTIINEEA,

Azure Active Directory (Azure AD) 77+ > MIZEIHI T % Active Directory 74 LR b H Y FET,

Active Directory TA—H— 7 hO Y FHAENIZHEOTWBIGEETH EMIHE->TVWBII—H—IERXK 30 /56 Azure AD [Tt L TEREETE S 2 &AM Y ET,

Active Directory T1—H— 7 HDO Y FAEMICHE>TWEHZEF, TOI—HF— 7HV 2 FHAESBIZ Azure AD IZX L TERREES NG WK S ITT HIRELAH Y FT,

fRIREE: Azure AD /AR — KR ZERLE T,

CNIZBEEZEFFH-LTWETH?

A. [Ty

B. LMVZ

Answer: B (A —vyt—T%EY)

Azure AD /ISR T — FREIX 7HO Y EREIMESNIZBDOY A VA4 U FHIHT DL S ITITFREFF SN TLEEA,SC-300 EF & Microsoft D F¥a A2 FTIE, ThE/NRT— FigfetaEs LTHEAL T
WET, Azure AD /AR T — FREX, JO—NILGEENRT—F YR MEARZ LZIENRZRT— FOEMEREZREL, A—F—DPHRBLE/NART— FOREFINEZNARDT—FEFATLILEHEE
9, ICOEEEF NRT—FDOERE) Y PRV —Z2EEBITHLOTHY RSNz —HF—THhIOO rDUTILEA LORREEZEETLHLDOTEHY FHA,

CIEREDERIL Azure AD Connect BI#IR 7 P2 —3I12& DD TY, REAICET HHEBARIZHE LT Microsoft (X FIA I FTIE RTPa2—FIE 305 TELICETINET , EERNBEDAS Vik—

B, TV AAR— MIEEDRALETINET JEBRTUVET , EIELIREEA > T L = XD Active Directory TiTHoN 5718  Azure AD 'Cl;tzklﬁla)l_lﬁﬂﬂ‘*rO)Lb\xTTéif%O)EEb‘Jiﬂiéhi
A, Z0ORH EBSLINF-2—F - TOMRE CRIAZHRITTETLAEENHY FT,

LA T NRRT—RFREZEMILTEH Azure AD FREEZENEICBALT 5L VS BREFERSNFEHFA,SC-300 H4 F U RATIE BIFOMREERT 5-HIC AT — FREZERT 5D TIERE

K FAVTRURDESRHZHBT D Azure AD T7HO Y FEEBENET S EntralDBETHSA Aoy a v/ b—O V0 ERYBEIREDTIavhRENTNVET,

EHMERE: 174
RDRIZTRT JIL—TEET Azure Active Directory (Azure AD) T3> kDB Y ET,
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Name Type 1 Membership type
Group1 Security Assigned
Group?2 Security Dynamic User
Group3 Security Dynamic Device
Group4 Microsoft 365 Assigned
Group5 Microsoft 365 Dynamic User

EDQDTIN—TIZHLTTFIER LEL—%ERTEETH?
A TIL—T1DH

B. JIL—T1ETIL—T4DH

C.UN—T1ETNL—T20#

D. JIW—T1 FGIWN—T2 J)L—T4_ 5 IL—T50DH

E.JN—T1 . JN—T2 GNL—T3 TNL—T4 5 )L—T5

Answer: D (A —vt—T %KY

TINARITN—TDT7I R LE2—2ERT B LIETEEEA,

ZH
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

xFTEE: 175

Litware 1—H—~®D Azure AD S/ 2 RDEIY B TEBRT IDENHYET VI a—2a ESM o RBERZH-LTWAIRENHYET,
ESTNIEVWTLLEIMN? EETZICIE BEI)7TEUGA T avEERLTLLESN,

FEECELWMLMEBIRSCEICTIRA Y FAMEShET,

Azure AD Connect settings to modify: -
Directory Extensions
Domain Filtering
Optional Features

e MMCLQSOTL 3

An Azure Active Directory group that has only nested groups
An Azure Aclive Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

Answer:

Azure AD Connect settings to modify: ] M ﬁ C r@ S Oft

Domain Filtering
Optional Features

Assign Azure AD licenses to: -

An Azure Actwe Directory group that has only nested groups
AnAzure Active Directory group that has the Assigned membershiptype_ _
Eﬁ.n Azure Active Directory group that has the Dynamic User membership type :

Explanation:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Azure AD Connect settings to modify: v
Directory Extensions
Domain Filtering
Optional Features |

ASsIan Azure AD ficenses ., -~ v
An Azure Active Directory group that has only nested groups
An Azure Aclive Directory group that has the Assigned membership type
[ An #zure Active Directory group that has the Dynamic User membership type
Litware [Z&3f . litware.com Active Directory 7 4+ L X kIZ LWLicenses £ WVNS ZRTND AR A L A—HF—FEMHFEBMLELT =,
Litware (& LWLicenses BHEDIEEZZEET ST Azure AD SA UV ADEY B TEEEL-WWEEZTWVET, LWLicenses BIEICHEYGEZHE D> A—H—(X #UYLSA U ANEYHBTSATL
% Microsoft 365 7 IL—FICEBMICEM SN EZBENHY £9,
kEw o2 ContosotkREtt
B
Contoso #tId, BV A —VICAHZEZT AV RV ELT MUITA T4 REBRA DAV YILT 4 U IRHTY,
Contoso (& Fabrikam, Inc & V5 &%t L 2# L TLVE I, Fabrikam (213 fabrikam.com & LV5 Azure Active Directory (Azure AD) T+ > b DdH Y ET,
BREDIRE
Contoso #tDA > TL I ARy FT—2(Z1& contos.com & L5 Active Directory KA A UAEENTULVET , 2D KA A »IZIE, Contoso_Resources & LS #AE AL (OU) AEFENTLVE
9, Contoso_Resoureces OU [ZIE, T RTHA—HF—¢LaVEa—F—HMEFENTNET,
Contoso.com Active Directory FA A V(2IE RORIZKTA—HF—DAEENTLET,

. Name | (Office | Department
Adminl | Montreal l'!{!ﬂltlf-!."hb.:. W
‘User1l Montreal _HR T

User2 | Montreal.  |WR
Liserd 5 Montreal R -HE
Barping o Jidondon | Helpdesk|| |||
Boors Londos™y, * | Ainance |
Users London : Sales

_USEI‘G Lesnicdon ' Shbesi T Hi
Admin3 Séattle | Helpdesk ||
User? Leattle || Sales

User Ceeallle Sales

Y leara T | e = e e T T AL R TR T

Microsoft 365/Azure ¥&1%

Contoso [ZI1& RDEEES 14 £ 2 X %D Contoso.com & LVS ZHID Azure AD T+ > FAHY ET,

*I449BY 7k Office 365 T4 —TF54 X E5

*IUA—TSAXEEY T4 +EF2U T

*Windows 10 T4 —7 54 X E5

*Jov Y EHES

Azure AD Connect [&_Azure AD & Active Directory Domain Serverless (AD DS) DS THER & TLyEJ, Contoso Resources OU DA MNEIFA S hE T,

NILVTTROEBEX B Microsoft 365 EEt VA —%#FHLCA—Y—REEZEELET,

A—H—EBEILRA  Microsoft 365 BBt VA —4FHALTCSA UV AEZFETEIVETTVWET , ROFANERE, TRXRTOA—HF—([CTRTDSTA U ANEYLETEATHET,
Oy RY4 74 ZD1—4—(E Microsoft 365 BBt 4 —EFALTFHTSA LV REFEYLBTEIIENTEET UTORNERE TRTHOI—F—ISAEVRANEYBTLATOET,
*OYRY 74 AQ1—H—IZ1E Microsoft 365 BEV AT L T4V ANEY B TENRTVWELA,

*OTF RMLA T4 RADI—H—([ZIE_ Yammer Enterprise 54 UV ANE Y HTOHATWVEEA,

Contoso.com TlxtF ) 71 DEREEENEMIZHE>TUHET,



Contoso &, Azure AD Privileged Identity Management (PIM) AL TR0 Y FEBEO—ILEZETLET,

BBEAT— kAT

Contoso [ERDEEZEHFE L TLET,

*PE T RTONILT TR EEEIL Microsoft 365 T+ > hEERDAI—HF— SA LU REZEBTEET,

*A—H—EEEIL Contoso AT AT EICELGDZTA LV RBEREZFHTERT HSDITEEIFZEHELTWVET,

*AWTTRYOEBEX WDHER Microsoft 365 H—EREFT TUADRET IV LRAETRA N 7O ERADTOED I =V JIZE< OBEZEPLTVET,
CREANVITRVEBE L ELALEBERCRBLGLIC V- EBEEO0—LZFERALTIRIVEERTTEET,

*Azure AD TAY / — RZFIRT 5 & Log Analytics EEDNBEMCH > TWEWNWI LEEZRTIT— A vE—DORRREINFET,

AEESNI-ZER

Contoso [FRDEREZEETHFETYT,

TILTH—ERIRRT—FK)+y b 8SPR)ZEELFEFT  Azure MonitorZ{EH L TAzureBEE 7V T4 ET4 Q5 %0 L TFHY MIEBMEINFRALA—F— DS/ U REYLTEZEHERELE
9, FabrikamDA—HF—ERALTHET T4 o7 F v oR—VEERLET , AV —EBEO—ILEZEBRL TI9TAR—2a VICESGERERRBIBEICGY FT,
Appl EWVWSRRIDH R LEBREF Azure Web 7 T ZRELFET Appl T4 23—y DT I EATE Azure AD 7HO Y FEFERALTEIESIAET,

I—T4 T HFAOHBLI—F—II LT BEAIET—Y 7 0—%F% L T Microsoft SharePoint Online 44 k JIL—T 7T I)ADT O CRAZRBLET,
Contoso#t&Corporationtt & LV 5 &% # B URT 5 FE T, Adatum & LN 5 Active DirectoryfB#i B OU) [Z_ #H1=IZA DatumaA—H—1008 NMER SN FET , 21— -1V Fo L7 MLICHRZELF
ETY,

KitTEH

Contoso TlI ROBEMBHZEZHEL TLVET,

* AH 12—+ —(%_AD DS m» 5 contoso.com Azure AD 77> FMZREAT H2HENHY T,

* App1 [Z1Z https://contoso.com/auth-response 359 44 LY b URI AL ETT,

A YOS M U REYHTIE, A —OREMIZESOTEEMICEIY B TONSIRENHY FT,

* Fabrikam 1 —H—I[& ¥ —45 T 1 >V J & ® SharePoint 44 FZHZRX 90 BEI 7Vt XA TEEZRENHYET,

*Azure AD TEITINDIEET IV aVEEBEINLIVENHY FT . EERT T 1 FRREFTILELHY FT,

*AWTTRIVEBERX TNETNDA 74 RADI—HF—DHDTA LU REZEBTELIRENHY FT,

* A —H—DEAERNTE LN H DIES . A —F—(C/IRT— FOEELEEHTILENHY FT,

=HEIRE: 176

Microsoft Entta ID P2 5 4 & > X #$# D Microsoft Entra 77+ > A% Y _ Log Analytics 7—9 AR—X ZER L E T,

Azure Monitor Z{#f L T Microsoft Entra ID BEE LNV IEHRERTCED L HRTIDLELAHY FT,

FTRMETARETL & 5H7?

A. Microsoft EntraID v #4ERLE 3,

B. Microsoft Entra ID DR EELERELET,

C. update-ngoomain A< > KL w FEEFTLET,

D. update-Mgorganization A< > KL v b Z2ETLE T,

Answer: B (A —vyt—T%EY)

Microsoft SC-300 22 & 4 K& & U Microsoft Learn £ 1 —JL Microsoft Entra ID MEERE kS TILS a—TF 4 5 JI2&nlE Azure Monitor (& & U Log Analytics 7—%4 X R—X) T Microsoft Entra ID
EENSERERTIT HI21F, £9 Microsoft Entra ID DEMBRTE BT IHLENHY FT,

T 7 A4 JL kTl&_ Entra ID B2 0O 4 (X Microsoft Entra 7R— 4 JLINIZ 30 BRE (P1 MIHE) £1=1£ 180 B (P2 DIHFE) RiFSnET, oD A Y % Azure Monitor [(CTHIE L TEELSH . 75— &
UREZT5ICIE . EBENZHBREZALTOIDI Y AR— FEBATRMIZAEYNICL BRI I2BENHY FT,

FlEZEDESY T
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* Microsoft Entra B8t 2 —T _[BER] # [ZHWERE] ITBHLET,

*EEOYT (BEUTToarvTHao40 00) ZFIRLET,

*[Log Analytics 7—9 AR—X[ZEE] #EIRL BHIDT—Y AR—XEZERLFET,

CDWERIZKY EntralD BEET—4 % Azure Monitor [CHFERICA Y —I 25 L Kusto VP TUEE(KQL) 2ERALTHIITYTESKS(ICHY ET,

27— 7w OYERA PowerShell < > KL + (update-MgOrganization F 7= [ update-ngoomain) DETHE EDMDA TS 3 U TIE AT ERIIFHBSINEL A,

AR 177

REDEY L TZEEI I OICHERTIRINEHET DVRENDHYFET V) 2—Ya VERAEHZBH-ILENHYET,
E3TNEVNTLLIMN BAETAHICF BEZET) 7 TENGAH T a vEBERLTILEE,

AR ELWEIRSEITTI ARSIV FOIMEShET,

To manage Azure AD built-in role assignments, use: b
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in rele assignments, use: hd
Global administrator
Privileged role administrator
E Security administrator
IWVIHTCTOSOT|User access administrator

Answer:

To manage Azure AD built-in role assignments, use:

Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: -
Glaobal administrator

Privileged role administrator
Security administrator
~{User access administrator [|

SR .
https://docs.microsoft.com/en-us/azure/ A —JLA— XD T I A&HIE/O—)LE|Y BTHR—F L
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

=HTfERE: 178

Microsoft 365 E5 H TR 9 ) T a e BB TY,
Microsoft Defender for Cloud Apps v a > R o—Z T H2HELHY £9,



FIFAMEITARETLLOIN?

A. Microsoft Defender for Cloud Apps R—Z L5  A—H—DEIREEIR L FT,

B. Microsoft Defender for Cloud Apps R—Z LN [T TIDAVR—K/IAVTF R #EIRLET,

C. Azure Active Directory BBt 2 —hb FHMET IR R —%FERLET,

D. Microsoft Defender for Cloud Apps R—4% JL S #kERI7%E LiR— R EERLL E 9,

Answer: C (A —vyt—T%REY)

Microsoft Identity and Access Administrator (SC-300) & 4 K HAERSHEES SC-300, £ & U Microsoft Defender for Cloud Apps (MDCA) D K& 1 A > ~Z&k b &  Defender for Cloud Apps (IB#R
Microsoft Cloud App Security) Dt v 3> R I—E 21— — v a F ) TILAALTERBIUHIET 5-OICFERAIAET,

NEDRYS—IE AooO0—FOHIR, 7v 77— KFnJ0vy Defender for Cloud Apps &ffi& iz SaaS 77U r—2a o TDA—HF—FIOTAETADERLGE EHMLVEY a3 LA
IWDT7 I ERAGEZERELET,

f-EL. vy a R O—mHEET BIZIE. 7 TUDEUMET I AFEHEEZEDZTILELRHY T, COHAIZK Y  Azure Active Directory (Azure AD) & Microsoft Defender for Cloud Apps
NEFRIN, FHEEFETIERRY O —ZB LTy a VHlHEZERTESLSICHBYET,

SC-300 AKX FL—=2% a2 F YD Microsoft Defender for Cloud Apps MEEEHEBR IZIX RO LS ICRHEIhTLET,

Microsoft Defender for Cloud Apps ZER L Tt v 3 VHlEZEERT 5I121E, T Azure AD TEHFET7T IR R Oo—28E L, 12— —+ v 3 > % Defender for Cloud Apps [2/IL—F 4 > J LT
BRETHAVLELSHY TS, COFIEEEITLI=RIZCDH Defender for Cloud Apps R—Z LN TEY L 3 VR O—FFETEET, LEA>T ELWVRDFIEIEL, Azure AD T EHFETIVER 7
T)HEEERT S AT avaFRTIERMNET IR RO —%ERTHETT, cDT7H v avicky Defender for Cloud Apps Dty < 3 VIR S—MNEMIZH D =HICHETIER/N\
AMWHEILINFET,

FTERE: 179
Microsoft 365 E5S TR 4 ) T a bl  FZIZ(F Userl User2 User3 EWLVSZRID 3 ADI—HF—MNEFNTULET,
RORIZRT LSICA—H—ZHEERTLILELHYET,

Configuration
User administrator role
Device Administratars role
Identity Governance Administrator

role

Records Management role
Quarantine Administrator role group
Endpoint Secunty Managerrole
Intune'RoleAdministratof ole

EA—H—ZREITDICFEDR—FILEFERATNELNTL &I ?BULR—FLEZBEIN RIS —ICFSv T LTLEEN, FR—2IILF1EERT S L BEREFERAT S L, Fo-KEA
LAWCELTEFT AT UYERTI DI A VHEIDREN—Z 59T THN RV O0-LT ERELNHIGEELHYET,
AR ELVWEBIRIEICTRAV FAMESIET,
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Portals Answer Area

Azure Active Directory admin center

Exchange admin center User1:

« Microsoft 365 compliance center User2:
{Microsort Endpoint Manager admin center| User3:

SharePoint admin center

Answer:

Portals Answer Area

Azure Active Directory admin center

Exchange admin center User1: Azure Active Directory admin center

Microsoft 365 compliance center User2: Exchange admin center

Microsoft Endpoint Manager admin center]  User3: |Microsoft Endpoint Manager admin centerl]

SharePoint admin center .: ; M i C I'O S Oft

=FTERE: 180

RORIZEKTA TP Y FHFEL Azure Active Directory (Azure Azure) T+ > kAHY FI,
* Devicel & WS BHIDT /A4 R

* User1, User2 User3_Userd _User5& LS ZRID1I—H—



*TNWN—T1 TI—TF2 5 II—TF3_Ciroupd T IL—T5L 352D IL—TF
’7» 7°l;tézo>§o>otal #ﬁ&éhia‘

T e T T

Useri, Userd, Group?, Giroups | |
| Userd

. 3

Gronp's
s T

Microsoft Office 365 Enterprise E5 54 £ X% Group1 I[ZEIY B TGS FRAINE ST/ o RDEKIETWLDTTHM?
A.0
B. 2
C.3
D.4

Answer: B (A —vt—T %KY
S

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

BHTfERE: 181
RORICRI KRR MEELCA VT LIR T2V HYET,

Name Description
Server1 | Domain controller that runs Windows Server 2019 -
Server that runs Windows Server 2019 and has Azure AD
Connect deployed
Server3 Server that runs Windows Server 2019 and has a Microsoft

ASP NET application named App1 installed ﬂ ﬂl ~FOSE F'if
Serverd | Unassighed server that runs Windows Seiver
Hardware firewall connected to the internet that blocks all traffic
unless explicitly allowed

Active Directory 7+ L X + & E#i9 % Azure Active Directory (Azure AD) T+ > thid Y £9, Azure AD ICIZZERERIE (MFA) NERAINET,
App1 & Azure AD A—H—([CAFTEE I L #HRIT IHENHY FT,

Server & Firewalll TRIZHET HLENHY FITM? BETHICIE, BEBEETEGA T a vEBRLTZEL,

FE ELOMBIRSEICTIRA Y FAMEShET,

Server?

Firewall1

Senvice to install on Server4:

Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protectionproxy service
Web Application Froxy in'Windows Server

Rule to configure on Firewall1: -

Allow 'rrg:clming HTTPS connections from Azure AD to Serverd.
Allow incoming IPsec connections from Azure AD to Server4.
Aliuw mﬂhﬂund HTTPS connections from Serverd to Azure AD.

Aliﬁwhﬁb@p_ﬂ IFﬁeg-qaqr@glqiﬁfom Serverd to Azure AD.

RALATIA""A ]

Answer:
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Service to install on Server4: . v
Uié AD Application'Rreiy ¢
The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy.in Windows Server

Rule to configure on Firewall1: v
Allow incoming HTTPS connections from Azure AD to Server4.
llow incoming IPsec connections from Azure AD to Server4,
Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

SHg -

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

A%h%: SC-300 fEIREE L GoShiken.com ARSI =& LT L) SC-300 HERRIREESE ! GoShiken.com ME#FH D SC-300 HEARIRELE #1=t L TLVE I, GoShiken.com SC-300 :REXFIREIIHZ T T g
ENEMTIIUVET, &FD GoShiken.com SC-300 fREE %4 v 9 % AlX T B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFEIRESE A & IEfiZ {1 = T 30% wiFFIZI5|
a— K: Freepdfdumps)

E#TiERE: 182

Azure Active Directory (Azure AD) T+ > FhdHY ET,

TFTFURDGE A—F—E7 TV =23V EBRTEFIN [LVOVR]ICRESATHET,

Admin1 E WS EZRTIDI—F—I(F Appl EVSBFIDFHLWISVR 7TV ETTO4TILENHYET,

Admin1 A% Azure AD IZ App1 2B R TEAH L EZHRITHIVLELNHYFET , SOV a—2 3 0T, &/MERDRAEIZERT L2BENHYET,

Admin1 [CEIY BT EHREO—ILIEENTIHA?

A.Azure AD D7 T r—3 a3 URAKE

B. 4RV )T a 107 T VEBRT—4ESE

C.HIRVNTLaviINEBRERT7 T r—a UHRERE

D.Azure AD DY 59K 77— a3 U EEE

Answer: A (A —vyt—T%EY)

S

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles Microsoft SC-300: Identity and Access Administrator 28 74 K & & U Microsoft Learn €2 2 —JL Azure AD TDO7 7)
— a3 UEBROEE(ITK 5 & Azure Active Directory IZ7 T —2 3 U EBBRTHHEER, A ——REDOTIZHEITT U FLRNILDOHRE B—H—EZ7 TV r— 3 Uo&5FHTE 512K - THIE
SNFEY,

#77) DEE,

COHREE WA JIHRETDHE 7TV ERERZEOBREDO—ILOANT T BREFRFELITIEEBETEEFT , /MERORERIZHK S =6 BULGEO—ILICIET TV 45— 3 D OZEZRIERDH % {7
BEL, KYLRHLGEEERIIMFELGZWLNTLSEZELY,

TIVr—2a vERICEHEST SHEREZHODO—IILICERODLOEHY FT,

FIV—2 a3 vRE -2 —V—DPHMETEIT7 TV T—L a3 VDEREEEZHALET, COO—LIE, TF 2 FRENEDICHEDTWEIHEERICT T EREERT 2BENH D1 —HF—RITIZ4E5
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[ZERET SN TULET,
DO RTINVr—23VEBELT IV —2a v BBE-COVF)FITBELGRIMNBROEFEEEZ D IRNTOT7 IV r—2 3y BERER BLUT IV ERFAOEREZEST, & YILEHGIERE
ELFEY,
IF+—O R TF7IV—S 3 VHREREET TIVERT—2FEE -Azure ') —R LR ILOO—)LTHY Azure AD 7 F) 75— a v DEHZEITERDY FEA,
Microsoft d ¥ a2 A2 & Y:

[(I—H—F7 TV =23 0 FEBTEFEFT N DOVRJICHRESNTWDIGEE . 7TV EZERTIDLELNHDIA—F—ICT7 TV r—2 3 VAREBEO—ILZEYSBTES, LA > T &/IMERDEA
[ZHELVED S Admint AY Appl ZBERTEDKSICTBICK 7T r—a VHEEO—ILFEIYETET,

E#TfEIRE: 183
RORIZRITAI—HF—%2EL AzureAD T+ > FAHY FI,
Mame | Member of Multi-factor authentication (MFA]

Userl | Group Disabled

Usar2 | Groupl Enforced

RORIZRITHHRNHY FJ,

Mame P_ririttt_ddrt_ﬂ _m___ﬁbﬁc MAT address space |

Location] | 10.10.0.0M16 20.93.15.0/24

Locations | 192.168.0.0/16 193.17.17.0/24

T RIX ROEREEDEFIGEEAAESENET,

* ZBil: location1

*ERETESBMELTY—Y:. BN

* IPv4&iF: 10.10.0.0/16

MFA [Z[£_193.17.17.0/24 DIEETE 3 iPad KLR L Y—XhHYET,
ROBEEFODEBMAETIER R O—DHYET,

* & 7. CAPolicy1

* R

01—H¥—FfET7—oB—FID: J)L—T 1

0SSO RTINVERLEITILIV TRTDISTORT T

* &

G ERETE ST R TDIGM

* T 9t RHE

o¢&

*TOEREHANT 5 ZERDBPATEKRT D

tyvavEREhf-ar bO—LIX0OHTT

*RYO—FEBWICT S TV

UTOEXICOWT ELWMEEF KU EERLTLKESVD, £33 THMESIE DOZ JEERL TS0, E B ODERIFMIDICOF1IRELGY FT,



MFA

MFA

fiLisar nects to the tenant from IP address 10,10.0.150, the user il be prompted for
f User2 connects to the tenant from [P address 10 TO00, 1600 she: user will be prompted for

f User? connects to the tenant from [P address 182.168.1.20. the user will be prompted for

MFA
Answer:
AMNTWET Arca
S— VViicro<orTt Yes
f User] connects IOV Senant from IP address 10.10.0.150, theusefiwill B8 pMmpted for

KIFA

f Userd connects 1o the tenant from IP address 10 TO0L 1600 he User will be prompted for
MEA

f User connects 1o the tenant fiom IR addiess 192.168.1.20, the user will be prompted for

WA

ExFTERE: 184
RORIZRTA—H—%EL Azure AD T+ EDHY £,

Mame | Member of Multi-factor authentication (MFA]
Userl | Group1 Desabled
User2 | Group2 Enforced

ROKRITRITHIRANHY £9,
Name | Private address space | Public NAT address space

Location] | 10.10.0.015 20.93.15.0/24
Location? | 192.168.0.0/16 193.17.17.0/24

T MIF ROBREFDLITEERNEENTUVET,
* £ Ril: location

*EEETEDBMELTY—U: &N

* |IPv4&aBH: 10.10.0.0/16

MFA [Z(%_193.17.17.0/24 DIEET= 3 iPad FLR L) —XhHY T,
ROBEEFIOEHEFET IR R)—HDHYFET,

* &7 CAPolicy1

* R

oA—¥—FIET—9O—FID: J)L—T 1

0TV RTITVFERLIETIVL IV TRTDISOETTY

* &

G BB TET T RNTDIGA

* Tt R

o¢&

*TOEREHAT 5 LERFBPATERT D

C

1
]




tyvarv BRshftzar bO—LIZOHTT
*RUS—FEBYCT S A
UTOEXITOWT, ELWMEEIF KM ZEERLTLKESIVD, Z5THEWNEEIE DA JEERL T LIV, F  H OERFIDICDOEIREGY FET,

Statements y Ves HNo
£ Uer] connects bo e tenant from (P address 70100750, [The e '..\-H'brﬁor"-p{tm M =
] ICFOSO

P LMETS ConneCts bo the tenant Mom 1P sddress BB 1000 S05 e L wolll b wmn:r&ﬂ]
RARA

F LPserd connects to the tenant from IBSEEretRdBe 180,120, the user will be prompied fos
MAFA

Answer:

Statements

 User] connects to the tenant from 1P address 10.10.0.150, the yser will BRpr o TeE for
MFA i adl W B

f Userd connects to the tenant from 1P addréks iﬁ‘-t'.:‘_l._'- &0 I;ﬁ‘ulr' wall B¢ prompted for
MFA S | |

f User2 connicts 1o the tefignt fom IR adtrest 132 1681 20, the user will be prompted for

" B ticrosoft

Explanation:

Statements f
gy aml

- -
P L
If User1 connects (o the tenant from 1P addness 1001 ~I:l.15£$\ihe et will be prompted for
MFA Bl
L L
T Userd connects 10 the tenant from 1P Nd‘ﬁm%ﬁ'ﬁw wier vl be promplted fod
MFA o
i

'I. 5
T Liger2 connects 1o the tenant from P WW'EE 120, the uwser vall be prompted fior
MFA. d 1

Micros@i®

xFfEIRE: 185

Ry FRARY MIBET S ERM

Usert £ WS EFTIDI—H—%SL Microsoft Entra T3> bDAHY FET,
EIREH User! ZHIBRLZET,

ROBEFET DWRENHYET,

-EBIRTESHRKRBHIET?

Userl 7ho v bEBTTLETH?

-Userl #Btd 5-OIZERTEIRVEROLLGZVO—LIZENTTH?
& SICIE BETY 7 THEYGA TS 3 0EBIRLTLESILY,
FEELWMBIRSEICTIRA Y RAMEShET,



Answer Area

Number of days: X
15
30
90
180
Role: s

User Administrator

Network Administrator
Helpdesk Administrator
Domain Name Administrator

Answer:
JISWET Ared
Jumber of days! |-
15
30
90
180
Rol&: v
User Administrator
Network Administrator
Helpdesk Administrator
Domain Name Administrator
Explanation:
Ry o X1:30

Microsoft Entra ID (IAzure AD) Tl BIff S -2—H—II30BUATHNIEIERXRTEET 0HEZBEHETHO Y MIELICHIBREIN EXTELHLRYET,

RyH R2: 1—H—FEE

aA—HY—EEEDKEL, Microsoft Entra ID THIBR SN IzA—HF—ThO U b2 ERXT H-OITBELERZEF D RVEROVLGEVWEEITT , Ry FT—VBEEOL A/ VEAEBEGTEDMOKREC
X, A—YV—ThOU r2EBTIHEOITBLELERIHY FHA,

ExHTfEIRE: 186

RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,

Vauti~DT7 I E R EH/ET DDENHYET, V) a—L 3 VIAUTOERZH L TLWIRENHY FT,
*Usert M Vaultl THFr—2EBBIUVIERTEAEEHELET,

*User2 i Vault! ICRTFESNTWAIIREICT IV LA TES I LZHRALET,



R/MERDFAZFERALET,
EA—H—IZFEDE S LRENZENY L THREAHYEIMN? BET SHICE BEEETEYGA T avEaBRLTSESL,
FECELWMERIEICT RS EOMESAET,

Answer Area
w. o\

User1 ultC enufitates Officer
au f erthihcates Othcer

&ey\!ault Crypto Officer

1Key Vault Secrets Officer
Userd:  Key Vault Certificates Officer
kt*v Vayult ( E‘fttfhd!ﬁ Officer

Answer:

Key Vault Crypto Officer
Key Vault Secrets Officer

n'&Mi”éiosoft

xFIRE: 187
v k=212l Azure Active Directory (Azure AD) T3+ > hERIEAT 24 > T L 2 AD Active Directory KA A UNEFENTWET, TFT Y FMIFE RORIZRITI—HF—DEFNTULET,

Name Type Directory synced
Usert User No
Js 3 $3er Yes
ser3 Guest No

TRTOA—H—IF)E—FTHEELET,
Azure AD Connect &, RDOEIZRY & 512 Azure AD TR ENFET,



PROVISION FROM ACTIVE DIRECTORY
@ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.
Manage provisioning (Preview)
Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

) Federation Disabled 0 domains
Seami@sssingle sign-on . Disabled 0 domains
PassitroudVadthdrititatich! Enabled 2 agents

FTUTULIR RAL UL VA —Fy bADERNEODNET,

EDQ1—H—MN Azure AD [THA A4 O TEEFTHM?

A 1—H¥—1¢L2—H—-3DH

B. 1 —%—10O#&

C.1—%¥—1 a1—H%—2 a1—H%—3

D.A—4%—1éa1—H—20H&

Answer: (fBZ % &RTd D)

S

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/pta ~D1E#i /% - IR D HIE

Ex#TiEIRE: 188
RDRIZRTI—H—%ET Microsoft Entra T+ kDB Y ET,

Group

Group]

Groyp?
Grotap2
Nene

Aul E WS EFTDEEEMAHY T3, Groupl User2, 8K U Userd [E Aul DA UN—TF,
User5 IZIZ Aul QaA—H—EFEEO— LAY HTOoNnET,

User5 [EEDI—HF—D/SRT—KZY Yy hTEFETH?

A 1—H¥—=2L2—H—-3DH


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

B.1—%—1 a1—%—2 a—4%-—3
C.1—H%—-3Lta—H—4DH
D.1—H¥—1éa1—H—20H
Answer: (&% %KT9 D)

#TfEIRE: 189

. COBMIE . RBLSTUAZRTTS—ENBERO—TYT, —EOBERBICIEZENETN, EOON-BEXH-TAREDOH I MEOBENEEFNTVET Bty ML > TIE EHOERLFET
HIEEELHNIE EENBWNGEEELHY ET,

DI aAaVTERICEEZELERIE ZFOEI I VICRAZEEFTEST ZOHE,. CAOoDEBEMIEILE 2 —BEEIZCRRTINELTA,
Amazon Web Services (AWS) 7 17 > k_Google Workspace 4T RX9 1) 7L 3> GitHub 7ho v b &HFHLTY,

Azure YT R9 ) T3 %&FFO4 L Microsoft 365 Defender ZEXIZLET,

Microsoft Defender for Cloud Apps Z{Ef L T OAuth SREIERZEHRTETH L HRT IVLENHYET,

fi# iR 5. Microsoft 365 Defender 7k— % JLHv 5 Google Workspace 7 7)) a9 2 ZEBMLET,

CHNIFBEEEF L TOETH?

A. [EL

B. LMMVR

Answer: (&% &RT~9 5)

= HTERE: 190

Microsoft 365 7+ > kHhHY £,

a—H—I[&_ Microsoft 365 T—2A ~NDREMN LT IV LR EVELTINBDY—FN—TFT 1 &7 T)5r—2 a3 0 #FRTIEHEENHYFET, 2—HF—I& hoDT7 T r— 3 % Azure Active
Directory (Azure AD) [C&8& L E T,

BRINT7 TV r—2 3ol 1—HF—DBEFA—NADHGHARYBLIUVEZAAT IV EREEZRB/LIZGEICTS— beRETILENHDY FT,

ESTHNIEVWTL &S EETBHICIKE BETLY 7THEUGA TS a vEBRLTESN,

FE ELMBIRSEICTIRA Y RAMEShET,

Toollg use’ : -
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

-
AmaAD Identity Protection
Identity Governance
icrosoft Cloud App Secunty

Conditional access
Qauth app

Sign-in sk

User risk

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

FTREE: 191
AL EHZE=T T NRAT—FHIRERETHILENHYFT,
DC1I1Z Azure AD /SRT— FREDC T —2z U bEA VA M—ILLET,
RIZAIEITRETLLIMN? BAETHICF BEZET) 7 TENGAH T a vEBRL TS,
AR ELWERSEITTI ARSIV FOMESIET,

A

i
|

lh I H/ !fl [ ! hﬁ

n l
4
il ” WIURL ”L il ‘ Ill[“””‘

i nmwu, R o
fp (1 ,h..f (! I{”‘f'{l,,lurlu_unmnu

(IIIHIIIHHIE I
e

Answer:

!H[H'} i

Ll ||.||n'l g hi

FEwWS3,
WZE
T—3 LIRE
A.Datum A > TFL IR Ry FT—4(ZIE adatum.com & LS5 & RETD Active Directory KA 4 > H—EX (ADDS) 74 LR FAEFENTULVET,
TFT Y RIERORICERTA—HF—NEENFET,
Fﬂﬁ%ﬁXj___ I‘)‘ v I‘
EEBMOERDI—HT—DRASEDTNARZHBELTVET, BEXHMAOI—H -5, TS RBOERIZEL =128 Azure ADTF 2 MITNA REEBMT 5=-OITHR— FEFFITER LA



FRIELELENIERHIEVIHBENHY FT,

*REDEX I TAA VT MTE BHOI—F—DRIABERZREL VA VA VIO LVWISOYNERSIA BADIP7 FLANLY Y—RIZT VRSN ENHALMIGEY F LI,
*TINAREEEO—)LE IT_Group ITEIUETES LT 5L ERVRXMITIL—THRRERSINFEEA,

*HBAOEETE HMOSR FOEBELUNDIA—HY—ELEH TR A—HV—FBHETETET,
*ANWTTRIFA—F—DIRRT—FD )£y FMIEHEENMDIINY T EET,

*IRAE A—H—(IBAIC/NRRT— FOHEFERALET,

=2

A Datum [T TDEEZEKET HFETT,

*EILITH—ERXR NRT—F Yty {SSPR} 28R LF T,

*IRTOI—H—Ixt L TEERDZSE (MFA) Z8BRLET,

*Packagel EWSARIDT IR Ny r—CDT7HI R LE2L—FHERELET,

BT —2~NDT TN =230 TORRICKEBEORINSVLETT,

* AD DS 21 —#— & groupsoflitware.com % Azure AD 77+ > FERBILET,

CERFEOBEBEO—LLIEYHETOATVWEII—HY—DHNIT A I—HF—2BEHFTEEHELIITLET,

*Azure AD IZBMFERIIZFFETESTNA RDZKREE 10 [TEPLET,

RITEH

*A—HY—EFEEO-LFEVETCON IV —X HX1FR BEICGLTAO—ILEZFEHATLIERZ VIR MTETIOILELNHYFET,
*A—H—[Z[EMFANDERZRT IOV T IARREIN BFHRRDICEREZNANNRTEF T avhRBINIDLELNH D,
*SSPRZEFEALTNART—FEU LY FF A2, A——IX1DODRBFEEZRET IVHELHY FI, MARBELAEICEIUTIAEENFET,
*A—=)LT FLR

* FBE
=N+

*Xxa) T4 ICETHERM

* Microsoft Authenticator 7 1)

* adatum.com & litware.com AD DS KA 4 UREICEFERAZRZHI L TIEHY FEA,
*RAMERDIFAIZERAT 2LENHY F£T,

ExFTIEIRE: 192

Appl EWSERIDA VY TLIR T7TUNBHY FT,

Microsoft Entra 77+ > Fh$H Y £,

Microsoft Entra Private Access £ L T App1 #2T5FETY,
TI3AR—F 7R TAT7ANEEBNTILENHYET,
Microsoft Entra ¥t 2 —TIEED T L— FEFRTH2LELRHY £ H?
A JE—FrRY FT—2

B. c3 71 v VERE

C.E¥alT«470T774)

D.ax7 4

Answer: (&% F&RT9 5)

TIAR— b TIECRA NI T I GBETOT7AILEBRNZT S
Global Secure Access|> Connect)> Traffic forwarding |DJIEIZ;#IR L, Private Access profile (D F = v IRy I REFVIZLET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

A 193
RORIZRTLI—H —%ET Azure Active Directory (Azure AD) 77> FWH Y £9,

Azure AD T, EDQ1—H—I(C *TL,’C&H‘?&?’EI/\T»{ EERSEMITANT A ZBHTEEIAN? BET LT AFEHTEU LA T a vEERL T LS,
FE ELVERIEICTRAI Y MAMESNFET,

Answer:

EXHTREIRE: 194
FEEHEB=TICIE Azure AD T7 T DEREEH T ILENHYET,
EFTNEVNNTLLIM? EAETHICIF RZET) 7 TENGA T a vEBRLTILEED,

EE ELVEBRSLICT RS Y FAMEShET,
Azure AD tenant-level setting to modify:

..Mlcrosoft

Role to assignto User1:

\pplication developer
Cloud application administrator

Answer:



Azure AD tenant-level setting to modify: f v

M = .F.l [Allow users to re igte[_gﬂppli.catid_[lu
ICrOSO Users can consent to/apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

Role to assign to User1: , v
Application administrator

Application developer |

Cloud application administrator

Explanation:

Azure AD tenant-level setting to rmcﬁy

uUsers can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

Role to assign to User1: , v
Application administrator

Application developer

Cloud application administrator

SR .

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
=EE: 195

RORIZRTA—HF—ZET/\1 T K Microsoft 365 4 TRH ) T avhblyFEd,

Role
Global Adminstrator
Application Addinigtiator

Cloud Applicafion Administator
tpPktation Developer =" |\/||
None '

FUTLUIRAD appl ZEBHETHFTETT ,Appl (X Azure AD IZEER SN Azure AD 77— 3y JOXF S #FALET,

F7Vr—23o7aF2aR%0 804V A —IILEREL Userl H Azure AD IZ Appl 2 &BBFRTEDESICTTEIRELAHYET . 2OV 21— a3 TR RMERDRAZERIT 2HELAHY FT,
EDA—H—MNA 2R b—JLEETL Users1 ICEDA—LZEY B THIBLENHY FIH? BETHICIE EEEETEYGA T3 vEBRLTLESL,

FE ELWMBIRSEICTIRA Y FAMEShET,



User that should perform the installation: | Admi R v
Ad 1
| Al ;
Admin3
i Admind

igh User1 the role of: | Application Developer M |

3 Q“ Application Administrator
Answer:

A.n..IVI i C ro S 0 tj-Jhat should perform the installation: LAdmm! -

CAdmind
Admin2 i
Admuin3

Admind

ASsign'User1 the role of: | Application Developer ¥
Apphcatan Adounistrator

] Apphcation Developer
Cloud Apphcanion Administrator
Global Admiristrator

Explanation:
Answer Area

”“’Mgﬁiﬁﬂﬁ& |

a
e Wgsoft
&#HfRE: 196

r—X XA T4 1-Contoso £t

B

Contoso #tl&, BV b U A —ILIZAHZEZ OV RO ELT MUICEHZH DAY ILT A VISR TT,

Contoso & Fabrikam, Inc. &L\ &4t &R L TLVET, Fabrikam [Z(% fabrikam.com & LV5 Azure Active Directory (Azure AD) 77+ > kABH Y £,
BEFORE, BFDIIRE

Contoso DAY FTL IR 2w kT —4(Z1& contoso.com &LV BZRETD Active Directory KA A4 UREENTIVET,



KA A >(ZlEContoso Resources & LV S fAfEAI OU)ANEENTLVET, Contoso_Resources OUIZIZTARTHDAI—H—¢,arEa—4—MNEaFEhhTLET,
contoso.com Active Directory KA A V(ZIE RORISKTA—HF—DAEENTLET,

Name

Office

Department

Admin1

Monfreal

Helpdesk

User

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR gl

Admin2

London

Helbe o5k |

Userd

Londoii

Finance

Users

fondon

Sales

UserG

London

Sales

Admin3

Seattle

Helpdesk

User7

Seattle

Sales

Userd

Seattle

Sales

User9

Seattle

Sales

BE7TF DIRLE . Microsoft 365/Azure IR1iE

Contoso [ZI1& RDESES 4 £ 2 XA %D contoso.com & WLVS BZRID Azure AD T+ > bAHY ET,

*I44oB8Y 7Tk Office 365 T2 —T54 X E5

*IUA—TSAXEEY T4 +EF21Tq

*Windows 10 T2 —J5 4 X E3

*Javxy MHES

Azure AD Connect (& Azure AD & Active Directory KA A > #—E X (AD DS) DB TR S TLYE T, Contoso_Resources OU DHAFHI S hFE T,
ANIVT TR EBEX EFE Microsoft 365 BBt A —4#FHALTCA—V—HREZEELET,

A—H—FEEFXTETE Microsoft 365 BBt A —%2FHL TFHTIAELURZEYLETTVWET UTOHANEFRE I RTOLI—HF—ICTRTDSAEVANEYLETOLATVET,
*ABY R A T4 ROI—HY—I(ZI1E, Microsoft 365 BEEV A TLD AV ANENY B THENTULERHA,

*OF MLA T4 AOI—HY—(Z(X Yammer Enterprise 54 £ ANE Y B TLHATWWEEA,

contoso.com Dt ¥ 1) 71 DEEEMEIXENICHEH>TULET,

Contoso Tl Azure AD Privileged Identity Management (PIM) 2R L CTEEO—ILZRELET,

BFORE, M@EDERA

Contoso [ RDEEZHFEL TWLVET,

*WE T ARTOANILT TR EEEIL Microsoft 365 77 > b 2EKDA—H— SA U REZEEBTEET,

*A—H—EEHEX Contoso A T4 RCEICEBISA UV RABEREFHTHERTHIDIEEBE L EHBELTULVET,

*ANWTTRYEBEX DHE Microsoft 365 U—ERET TUANDRET IV CRAETRA N 7OV CADTOED I =V JIZZ OBEZEPLTVET,
*IRAE ANILVTTRYEEEF ESHEBEROARBLLIC, A——BEEO—IILEZFRALTEIRIVERTTEET,

*Azure AD TAY / — FZFEIRT 5 & Log Analytics EEDNEMZHE > TWEWNWI LEZRT IS — A vE—IORRRINFET,

BN FtEINESR

Contoso [FRDEFEZEETHFETYT,

*EILTH—ERNRT—K Y&y ~ (SSPR) #EELET,

* Azure Monitor #fEF L T Azure BB 7V T4 ET« BT &0 LET,

*TFUMIEMENEZHLOVIA—Y—IIHTE3S5M o RADEY B TEEHERIELET,

* Fabrikam QO A—H—EBALTERY =T 4200 Ty oR—VEEBLET,

*TOT4 LT DICIXESEMERBIVELLGD LS A —EBEO—IILZERLET,



*Appl EWVWSRBIDH R LEBRER Azure Web 7 T ZRELFET Appl T4 V3 —FX Y DS TIEATE Azure AD 7HO Y FEFERALTRIESIET,

Y= T4 T HMAOHRELI—F—II LT BE}RET—Y 70—%3FE% L Microsoft SharePoint Online 44 b JIL—T 7TV ADT7 O RERHELET,

ContosottIZAdatum Corporation& LN5 &$t # B U3 HEHE % 3L T TULVET , Adatum & LY 5 Active Directory#B#i B4 OU) (2, 100 ADFFRADatumL—H —AMER S hFET 12— —([FO Ko L7+

IR ZEL FETY,

Z, BRIES

Contoso Tld ROBEMEBHZEZHEL TWVET,

*FARTOIL—H—(L AD DS H 5 contoso.com Azure AD TF > MZEIHAT H2RERHY FT,

* App1 IZ[& https://contoso.com/auth-response #63 J 44 LY b URI ALETY,

A YDA REYHTIE, A —OREMIZESOTEEMICEIY B TONSIRELNHY FT,

* Fabrikam 21— —(& ¥ —4 T« >V J & ® SharePoint 44 IR X 90 BEI 7Vt A TEEZRLENHYET,

*Azure AD TEITINSBEET VLI VIEEBEINIDENHYFT EEQJT L1 EFRREBFT HILENHY FT,

*AWTTRIVEBERX FNEFNDF T4 RADI—HF—DHD A LV REZEBTEDIRENHY ET,

*A—H—DEAERNFRLUI-AEENHSIEE, - —ICNRT—FOERZRHETILENHY F7,

BE

Ry FRARY MZETSHER

ANTTRUVEBEICEDSA U RAEEOBRMEGFH-TVRELAHY FT,

BRAICAZERL, EQOYV—ILZFERAITNELIVTTN? BETHICIE BEI) 7 TEUGA T avEERLTLESL,

EECELWLEIRSCEICTI ARSIV FAMEShET,
Answer Area

Object to create for each branch office: v

An administrative unit

A custom role

A Dynamic User security group
An.OU

Tool to use: v

Azure Active Directory admin center

Active Directory Administrative Center

9 Active Directory module for Windows PowerShell
L Microsoft 365 admin center

Answer:



Answer Area

Object to create for each branch office: v
An administrative unit

A custom role

A Dynamic User security group

An OU

Tool to use: v

Azure Active Directory admin center

Active Directory Administrative Center

Active Directory module for Windows PowerShell
. (IMicrosoft 365 admin center

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/roles/administrative-units BIEEfI(E O—)ILDER ZHEBADEEZ L -EEOHDIFIBLE T AL EBEUFFERALTAILTTR O EEE
DO—)LEHBOYR— F ARy YRA MIFEL BYETIHMEBEOI—F—DHEBEETETEELIIZTEHIENTEET,

A%h7%: SC-300 RRESE L GoShiken.com AMRHE SN f=H# L3 L) SC-300 :HEXRIRESE ! GoShiken.com ME&#FH D SC-300 HERRIREE 124t L TLVEJ, GoShiken.com SC-300 REARIREIX R I T, fiE
ENEMTITIVET, D GoShiken.com SC-300 BIEE %4 v 3 5% AlF T 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFRERESE A & IEfi# {1 = T 30%w i 5IZ5|
a— K: Freepdfdumps)

ExFTEIRE: 197

£%t1Z1% Microsoft 365 77+~ kB Y EI,

FTRTHI—H—[L Windows 10 =17 L Azure Active Directory (Azure AD) 77+ > RZEBMLTWSa Y E1—42—ZFBELTVET,

Stt(EServicel EWNSIH—RIS—T 4 DU 59 FH—E XIZMA L TULET, Service1ld, OAuth(ZE D < Azure ADEREE & & FEEHR— kL TLVET, ServicellXAzure ADF¥ ¥ 5 1) — TSN TULET,
A—H—HRBEEEKRDoN S &G Servicel [T TEDLIICT DY a—2a vEHETHILENHYFET , COVYa—3 U T Azure ADIZEML TSIV Ea—2—Mh o DHI—HF—H
ServicellT7 7V ERATZELELIICTIRENHY FT, F-. EBEEZLZR/DRICHNZAZBENHY FT,

BEFICHLTHZHELETH? BET HICIE, EAEEETEUGA T a VEERLTLESL,

FEEELWMLMEIRSCEICTIRA Y FAMEShET,


https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

Ensure that the users can connect to Service1

without\being prémptedfor authentication: -
An app registration in Azure AD
Azure AD-Application Proxy
An.erilerprise application in Azure AD
Amanaged identity in Azure AD

Ensure that the users can access Serviced only
from the Azure AD-joined €omputers: v
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth policy

Answer:

Ensure that the users can connect to Senvice1
without being prompted for authentication: -
An app registration in Azure AD
Azure"AD Application Proxy
Afentelprise application in Azure AD
Amanaged identity in Azure AD
Ensure that the users can access Senviced only
from the Azure AD-joined cdimputers: -
Azure AD Application Proxy
A compliance policy
A conditional access policy |
M1 o roye oA OAuth policy

L W

S8 .
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

ExHTfEIRE: 198

contoso.onmicrosoft.com & LVD FA A V& ZHERAT 5% L LY Microsoft 365 77> kA H Y £9,

FAA 2 LYRRSIZ contoso.com & WS ZRTZEZEFLET,

# L L) Microsoft 365 1 —H—®DEEED KA 4 & & LT contoso.com AT 2UNELAHY EFT,

EDA4DDTHI 2 arxBBIZETTHIRELAHYEFIN? BZTHICIE BULETIIavETIIary YR MhALEZEEBICESHL ELWVEFICIHENET,



Actions Answer Are&.;| M i C r'o S Oft

Delete the contoso.onmicrosoft. com domain.

Register a custom domain name of contoso.com.

Set the domain to primary.

S

Create a new TXT record in DNS.

Verify the domain name.

Answer:

Answer Area

Register a custom domain name@
contoso.com.

Create a new TXT m@%ﬁiﬁ:s_

A

Set the 0 primary.

Irracntt
R T

Verify domain naf

1-contoso.com MHRA L FAL VEEBHFLET,
2-DNS[CTFFLUWNTXT La—FZEERLET,

3- FAAMVRBREHERLET,

4- FALVETSAT)ICERELET,

S

https://practical365.com/office-365 THhR A L KA A U EERT B/

&FTEIRE: 199
Azure Active Directory Premium Plan 2 5 1 > X 5D Azure Active Directory (Azure AD) T+ > b ABAHYET , COTF 2 ML RORIZERTA—HF—HREENTNET,

Name F@Microsoft
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

ROBEIZTY TN RRELNHY ET,



e settings

ﬁcroéoft

&) save X Discard O Got feedback?

@ Devic

Default Dl

LA All devices
Users may join devices to Azure AD (O

& Device settings Selected  None )
€33 Enterprise State Roaming

Selected
2> BitLocker keys (Preview) : ami
2. Diagnose and solve problems
Activity Users may register their devices with Azure AD (O

B Auitiogs @ o)

&% Bulk operation results (Preview)
Devices to be Azure AD joined oraAzure AD registered require Multi-Factor Authentication ©

Troubleshooting + Support ( Yes @

& New support request

A\ We recommend that you require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device setting to No if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user ©®

5

Additional local administrators on all Azure AD joined devices

Manage Additional local administrators on All Azure AD joined devices
Userl IZIZFRDRIZTRT TNA ABNHY FET,
UTDEXIZDOWT ELWMESIF FUMZBERLTLSESWD, E5THWMESEF DOWZ JEEBRLTLESY,
FECELWMERIEICT RSV EOMEShET,



Statements Yes No

User1 can join four additional Windows 10 devices to Azure AD. Q| O

Admin1 can set Devices to be Azure AD joined or Azure AD registered require Q| 1O
Multi-Factor Authenticationto Yes.

Admin2 is a local administrator on Device3. M 1ICTIO S@ft Q| |©

Answer:

Statements Yes No

User1 can join four additional Windows 10 devices to'‘Azure AD. E] O
Q] O

Admin1 can set Devices to be Azuré AD joified or Azure AD registered require
Multi-Ractor Authentication o Yes.

Adminfiﬁ_a_lM Mﬁm%n Devices3. O @

SR .
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

w=EfERE: 200

BEHTEHERE (¥EFIEORELEDELEOFAEZBERLTCVVET BESFEHO— DR ANLTTRIVEEBEN I - —ORERTICELTHRITT ALTTRAIVEBEADBVEHOEOF Iy FETE
Bl 5-IZBATELIY—ERIFATLLIMN?

AT7O9T14TT4L9 )RR

B. t/LIH—ER/IRAT—FKtv k

C. 2&ERE

D.77Ur—arroxy

Answer: B (XA —vt—T #5KT)

RETREIRE: 201
RORIZKRITA—H—%2EL/\1 T ') K Microsoft 365 4 TR o) T aohHyYEd,

Name |VICTOSOTt pgie

Admin! | Global Administrator

Admin2 | Apphication Adfminisirator
Admind | Cloud Apphdalich Administrator
Admind | Apphcation Developer
Useard Nowe

AUTLIAD appl ZRETHFETT ,Appl I£ Azure AD [Z&8FSh Azure AD 7 U5 — 3y JOXxS#FALET,

FIUr—2307a0x2aRr0 304 VA M—ILERFEL Userl A Azure AD 2 App1 ZBERTEDLIICTHALELAHYET, OV 21— 3 T RIMEBRDODRAZERTHIHENHY F9,
EDI—H—MNA A F—LEETL Users1 [TEDO—LZEY L TERELAHY FITHM? BEZTHICIE BEBETEYGA T a3 oEBIRLTLESLY,

FE ELOLVBIRSEICTI ARSIV FAMEShET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

User that should perform the installa

icrosoft

Adminl
Admind !

I_ F Admind

Ueiissign User1 the role of: [ Apphcation Developer
Apphcaton Administrator
Application Developer
Cloud Apphcation Administrator
Global Admunistrator

Answer:
Answer Area

User that should perform the installatig

o Adming I
%

e ¢ Admind
r1 the role of: | Application Developer v]

oq ~ARphcaton Adqunistrator
, tCHrOS0
& lobal Administrator

User that should perform the jnstal :
Assign 1 r&e of. | Application Developer

Explanation:

=FTERE: 202

s

T s T

Azure AD T. EDL—H—(=3 LTRET O/ 7 1 LEREFHTO/57 « AR TEETH? BET 3215, BEEE TENAL T4 a VEBR LTS,
EEELNEIRC LS Ay MBS hET




3 _L_E Ulierd Snid Uicerd:

v: | [Uinez a-rTrp il
Lisef 1 and Liser® onty

'?. LA Gy

FTMEE: 203
NVTTRYEBEIZE DMLV AEBORNEHEH-ITRLENHY FT,

RAICAZERL, EOV—LEFERTNAEIVWTETMN? AETHICE BETY 7 TEINGA T a vEERLTLEZE,
AR ELVWERIEICTRAV MAMESIET,

I 14 | i A .-.#-l'

Answer:

Explanation:



Object to create for each branch office:

Ana suativeunit
Acustomrole __ ¥
A Dynamic Wser security group
AnOU

Tool to use: :5‘%? ' v

Azure Active Directory admin center |
Active Directory Administrative Center

Active Directory module for Windows PowerShell
Microsoft 365 admin center

Ex#TMERE: 204
RORIZRTA—HF—% L Azure AD TF > B Y ET,

Name |  Member of
Userl | Group!
User2 ()} Group2
User3 | Group3
TF Y MIFRDORICRTEEFEAHY T,
Method Target | 'V Enabled !
FIDO?Z Group? Yes
Microsoft Authenticator app” | Group 1 Yes
SMS Group3 Yes

FIVIZRREINDIBEE LIEFTEEICRRINDIBEEREL TSV R FTINITHA 40T 52— —(F#HETL £ 557
aA—HY—2&L21—H-30H

aA—Y—1E a1 —F-20H

L A—Y =20 H

. A—HF—-30#H

A= —10H

Answer: E (A —yt—T %5%79)

mooO w >

Ex#fEIRE: 205
ROFIZRT LS, 2—F—FEEDO—ILD Azure AD Privileged Identity Management (PIM) A —JLE%E % &3 Azure Active Directory (Azure AD) T+ > b DH Y T,
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. ContosoAzureAD > [dentity Governance - Privileged Identity Management » ContosodzureAD » User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes

Require ticket information on activation
On activation, require Azure MFA ‘ : o Yes
Require approval to activate & % Yes

Approvers Q
Amgnment “
STATE

t eligible assignment Mo
Ecm eM HﬂSﬂft 15 day(s)
Allow permanent active assignment Mo
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment MNo
Require justification on active assignment No

KOy IO AZa—%FALT IS5 74 Vv IICRTEINEERICEDVWTERAT— M AV M ERHBIEIRE0EIRKEZIRLET,
EE ELLBIRSCEICTIRA Y RAMEShET,

A user who requires access to the User administration role must perform -
multi-factor authentication (MFA) every [answer choice]. [ghours
15 davs
L £ e mnnl’ﬁ
Before an eligible user cart perform atésk that l’&ﬁurﬁﬁ‘a User™ v
administrator role, the activation mustmfapﬁmdbr«eimsmr choice]. | global administrator only

global administrator or privileged role administrator
M I c rm{ signed user administrator

dmrntstratur only

Answer:



A user who requires access to ﬁ ser adiminiStrati Wﬂ .
multi-factor authentication ( E ] = R
- 18 dajs"
4 month

Before an eligible user can perform a task that requires the User -
administrator role, the activation must be approved by'd [answer choice]. [ global administrator only

global administrator or privileged role administrator
permanently assigned user administrator
l[privileged role administrator only

S
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

=xFTEIRE: 206
RORIZKRITA—H—%EL Azure AD T+ DB Y FT,

RDFERIZRTF Azure AD Identity Protection 78 1) & —h3& Y F£ 3,

Userrisk _ | Sign-in risk Controls
User nsk Low and aBove | Unconfigured | Block access

policy :
Sign-in nsk Uncopfigured High Block access

HﬂM Taldel
fElRG1—H— LR—FEBERGYA 4 LIR—FEBERL, RORIZFRT IR I—Y—IIHLTT Va3 VEETLET,
User | MicrosoftAction

User! | Confirm user Edmpromised
User2 | ConfirmdSigh-in safe

User3 | Disngiss user risk

User2 | Confirm user compromised
UTOEXIZTDOWT ELWMEEIE KU EFERLTLESWD, 5 THWMESIE DWWA JEERLTLEZEL,
EECIELVNEIRZEICTIRSA Y MAMESINET,




Answer Area

Statements ol Yes No
User1 can sign in by using multi-factor ayuthgifti cat giiivi F,
UserZd can sign in by usingssoutll - ragidfautientcation (MFA).
User3 can sidh ifiwdM an anonymous IP address
Answer:
Answer Area
Statements i Yeu No
User! can sign in by using muldti-factor authgithcatiof{MFA). E _"|
User2 can sign in by usingumulll - fagtop.authentication (MFA). i —|
g
User3 can sigh iIniiom an anonymous IP address | '
Explanation:

A—HY—1FBERZE MFAZFERLTHAS AU TEFET: L LVR

A—Y 22 ERDBE MFAZFERALTYASA VA VTEET: LWWVA

A—H—=3IEERIP7 FLAMNSY A A4V TES: L\ VZ

ZDF AL, Azure AD Identity Protection £ ZMD 2 DD AT EHAFET IR A AZXLIZEDNTLET,

*A—H— YR R)o—-A—HF—DIDHARESNDIATEEFFTMLET,

*HAL UL YR R)o— - A oA VAN ER LGS —IC K > TETINGOATEEEZEHMEL F T,

RESINAEZRICESODT BEBMICHOWLTAHELLS,

*IYRG LRI R

FA—Y— YR RY L= ELARLUE (FY E R BELALOLI—Y—) [CHERASAET,

*HE 7O RETOVILET,

CRITINET I3 A —DEFa ) TANRESNEILEEZHRELFET , A —DEF2VTAMNRESNFLILZHRTSE A —F—DEEINDET (DFY . NRT—FDJEY M) %
DA—HF—D)RY LRILDHBFELFENLET , R)>—I2k>T 12— — URIMN BULE|OBFBEICT7IV AN TOY I INEz6H Userl DA A4 IETAYYI SN MFA IFERSNT 7
VR FEEEINFET,

#1—H—1MFAY A >4 2 L\VR

*HEAY R LAR)L:

*RITINETI A

*HA A UDREETHERH YA A DIV RIED )T LET,

*A—H DXV TADRREINLILEZHRTDHE AT — URIHNBY BIIEBIZLTFONET,

*BRHINSRY O—:



*A—HY—JRY RY— (BUL): 70X ETOVILET,
*HA UL VR RY)O— GLRLDYA A VICOHFBHINEST (ZZTIFERHY FHA),
A—H2021—H— X7 ([FX RENEZTIN-RIZ BICBEESIATWSED 21— —1 X oK) o—(F,
E<TLE, ]
LA > T MFA A SNFELA (Ey P a VIEERITEBESINET),
#1—H—2MFAY A 12 VR
*A—HY—RY5H
CRITINETIYVA A= YRV EER#IT 21— —URVE DR LJIIC)EY FLET,
*HAL AR — BV A A VDRI #THOERETA Y LET User3 BNER IP h oY A >4 29 5% E Azure AD Identity Protection [FCnEzES WA V4> YR ELTHRELET
(Microsoft FFa AV MZ&kB) A4 VR RYI—I2&2TITRTOEWNWTAS oA 0oNTAY I ENBZ=H TR TOY I ENET,
#1—H—3ELIPHA 12 L\VZ

ExFTIEIRE: 207

Microsoft 365 77 > b & _adatum.com & LN & HID Active Directory KA AL UH Y E£T,

EEEYTF AL T Azure AD Connect #7704 LET,

ROBBFEEIZTESICEILITH—ER NRRT—FK Yty b (SSPR) BT 2LENHY FT,

A—H—DNRRT—FZ )ty bFTIEE ENMIL T T)DBEMIZIEET S0, BREEINZ3 20XV T DEMIZBEZADLSICERINIVDENHY FT,
INART—FA )y FSNERICEGRELS . TFHF U ME RASVEATNARRD—RZEHTIHELHY EFT,

ES5TNIXVWTLLIMN?EETZICIE BEI)7TEUGA T avEERLTLESL,

FE ELWMLMEBIRSEICT RSV EAMEShET,

From the Password reset blade in the Azupe Active, . _ £ v
Directory admin center, configure AUOMICAL BN methods
Notifications_
Properties’ .
Registration
From Azure AD Connect, enable: v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

Password writeback

Answer:



From the Password reset blade in the Azure Active . , » v

Directory admin center, configure: Amh'érﬁgcaﬁ@ﬁ methods :
Notifications  w
Propeities o= 0 1
[Regisiration
From Azure AD Connect enable: v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

Password writeback |

S
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-security-questions

E#TERE: 208

contoso.com ® SMTP 7 F LR AR—X Z{#9 % Microsoft Exchange R0 &H Y £9,

BEOI—F—H_ Azure AD ~ADEIILTH—ER Y4 27w FIZ contoso.com DA—JL 7 FLRZEFERALTWET,

BEER1—Y—%ET Azure AD T2 MIHT55 00— N\ ILEBEERZDMELET,

a2 —4H—5 Microsoft 365 H—E R [ TH—ERTHAS U T7 v T TESB L 512 _contoso.comAzure AD TF 2 MMZaA—H— FHO U FEERTELNKLSIZTEIRENHYET,
E®D PowerShell v FLy FEETTILENHY TTH?

A. E#-MgOrganization

B. Update-MgPolicyPermissionGrantPolicyExclude

C. E#H-MgDomain

D. Update-MgDomainFederationConfiguration

Answer: (& &R 9 B)

Update-MgPolicyPermissionGrantPolicyExclude A< > FL v ME BEDI—HF—JIL—T~ADOKR) >—O@RAZBRN T 5HIFERSNEFT, CDFE, COaI 2 Ly F&ERAL T, contoso.com
SMTP 7 RLARAZERMZH D A—H—~DEILITH—ERYA U7 v TR O —DEREBRNTEET,

Ex#fERE: 209

KDY IV—TFE#EL Azure Active Directory (Azure AD) T+ > kDB Y FT,

£H: T IL—T1

AUN— A—H—1 a—H—2

A& 1—Y—3

2021 £ 1 A 15 BIZ BRI &IIT7HVER LE2—2ERKLET (B2 TEHVUYHLET,)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Review]


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Description (1)

Start date * 01/15/2021 m

Frequency Monthly %

Duration ("1 dHYS) @ __—_“—_——__ﬂ——————__———n 14

End O CNeuer m Dccurrences)

Number of times 0

End date * 02/15/2021 il
Users

Users to review # Member v

Scope uest users only .. M s ft
A gy VIICIOSO
Group *
Group1
Reviewers
Reviewers Members (self) v

Programs




LINK TIC program

Default Business Flow

v Upon completion settings

v Advanced settings

A—H—IE RDORIZTFT & 312 Review! DERICEZELET,

User Date Do you still need access to Group1?
User1 | January 17, 2021 | Yes
User2 | January 20, 2021 No

LUTDOEXIZDOWT ELWMESIF FUMZRBRL TSN, Z5THRWMESEF DOWZ JZBRLTES N

AR ELWEBIRIEICTRAV FAMESIET,

Statements N Yes No
ﬁ“{%w ‘ A

On February 5, 2021, User1 can answer theﬁew ‘question again. O O

On January 25, 2021, User2 cana r the Rewew1 question again. O O
208\ Y
i 1 K ‘1} alib

On January 22, 2021, LSS0y hﬁrﬁ@@ﬁetlew1 question. ® ®)

Answer: | =
Statements Yes

On February 5, 2021, User1 can answer the Review1/question again. | O !

On January 25, 2021, User2 can-answer the Review1 question again.; O '

i !
On January 22, 2021; UsM&&EQg Qfliviem question.

O

No

P

1O



BILL]
AVEA—3DRYYY—ray b BMEEETEBER SN -EHA

Statements WER Yes No
)n February 5, 2021, User1 can answer the Review1 question again. O O
)n January 25, 2021, User2 can answer the Review1 question again. | O O
)n January 22, 2021, User3 can answer the Review1 question. ® O

S -

https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

ExFTEIRE: 210
RDORIZTY VIV —TEEL Azure Active Directory (Azure AD) 73> bDiHY ET,

Name Type Membership type

Group1 Security Assigned

Group?2 Security Dynamic User

Group3 Security Dynamic Device

Group4 Microsoft 365 Assigned

 Grouph | MiErosoft 365° ‘Dynamic User _
EDYIL— Ji= HLTT7IER LELA—FERTEETIN?
A TJIL—T1DH

B. /IL—T1& 5 IL—TADH

C.UON—T1ETL—T20#

D. JIN—T1 . GNL—T2 . J)L—T4 FI)IL—T50H

E.JN—T1. 90L—T2 G)IV—T3 5 IL—T4_5)L—T5

Answer: D (A —vyt—T%EY)

SC-300AKFEHA K &Microsoft Learn: 7P AL E 2 —DEBEETIX Azure ADD 7V A LE 2a—[FA—H—R—XDJIL—T Azure ADA—JL T A—TSAXT7T)r—2a30a0RETES
CENERINTVWET EL BT NANSI RITIL—TET IR LE 2 —TEYR—FrSIhTWEEA,

=HTEIRE: 211

Admin1 EWSARIDI—H—%3FL Azure AD T+ B Y FET,

Admin1 (X BYRY A—HF—DIRT—FRFEBFERT IR O—TUoTL—rE2FRALT HLOEBMAET I LR R O—FERLET,

RYS—FNYLBTIZEWT TIAIETHIZEFN HEICBERASAFTTH? BULA T avEZELOWRRICFS YIS LTLESW, &3 T avid 10 EHE, FEE<FERSAENMEERHY F
T, AVTUOVERTT BIZE RS VBEDOREN—F RSV TTEN RV B—)LT EDELNHDIGEENHYFET,

FEEELWLBIRSCEICTIRA Y FAMEShET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Options Answer Area

Admin] Include: |

apdf.com-

. Iv-hgosoft

Options Answer Area

All guest and external users

All users

Directory roles

None

Include: ﬂ All users

Exclude: {| All guest and external users h

B T T

L BN D am  m  Ean  m  ma o ]

I None ;
I

Explanation:

Options
Admin

Include: | All users

All guest and external users

Exclude: | All guest and external users

All users

Directory roles

None

H#H1 SC-300 FEEELE (L GoShiken.com AMEHt & nf-&#8 LT L) SC-300 SKEAMIZELE | GoShiken.com ABE M SC-300 SEARIEE £124 L TLVET, GoShiken.com SC-300 SERMIEILSH T i
ENREHTSENET, ZHD GoShiken.com SC-300 fIBE % 4w +3 % AlL T 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFRAREEE A & EfZ 1T & T 30% w3 EI5|
a— F: Freepdfdumps)



https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

EHTfERE: 212
T 74 bDT T ZEERERTE 1 DAzure Active Directory (Azure AD) 77+ > bAH Y FET, COTF 2 MIE RORIZTRTA—HF—HNEEFNATVLET,

Roi=
Application administrator
Application developer
Cloud application administrator
User Microsoft

App1 EAPP2EWNS2DD I T K7 T EBALEY, F O— N\ ILEEEILApp1EAzure ADIZEERLF T,

Appl [CA—H—ZE| YL TR ENTED1—HF—& Azure AD [T App2 2B TE 51— —2HBTEITINELAHY EFT,
AIZHETIVENHY EFITM? EETDHICIE BEILY 7TEUGAT T a EBERLTLES,
FEEELWLBIRSEICTIRA Y FAMESIhET,

Can assign users to App1- : Microsott
Admin1 only

Admin3only .

Admin1 ahd Admin3 only

Admin1, Admin2, and Admin3 only
Adminl, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admini and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Answer:
Can assign users to App1: -
Admin1 anly
Admin3 only
Admin1 and Admindwonly
Admin1_Admin2, and Admin3 only
i 52 2 Admin1,Admin2, Admin3, and User1
Ellers AR e ) :
' Admin1 only
Admin3 only

Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

https:7/docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

HTERE: 213
Group1 & Group2 £WLV3 2 DT IIL—T & RDORIZERTI—H—%2EE Microsoft 365 E5HTRH Y T avhbyExd,



MName Member of | Role

User1 Group None

Uspr3 Group? Glohal Administrato

IR YT IavITIE ROBEEFODEHAFEST IR RYI—DEFENLTVET,
* ZE R S —1

R Y—R

20

*FRTDIZI KT T

* T X

5

* ZERBANDDE

UTDEXIZTDWT ELWMEEX EWNVZEEIRLTLESWD, F5THEWMESIE DDOVA 1 ZERLTLESLY,
AR ELWVEIRZEICTIRSA Y EOAMESNET,

Statements

S wamee UG I

Answer:
AnSwer Anea
Statements | W 0B Nl tj - i . Yes Mo
Tl |
Wi (1] i | } e £17FRY | |
— e
S8 17| £ mu | L g i L= TN g ;] | i
I— =
| i L {sA 1 5
Wi i | t } W L
Explanation:

FAYIAYAY-SNF Al

= HEIRE: 214
2y FT—2I1Z(F. Azure AD ERIEAL . RORICRIA—H—%2EL 42 T L I AD Active Directory KA 4 > H—EX (ADDS) KA UAEEhTLET,

Name | Organizational unit (OU)
User? Oou1
User2 OuU2

Azure AD Connect Tld, KA A 2/OU 4 IR Y VT IFRODEICTT LS IZHEREINET,

& Microsoft Azure Active Directory Connect

L - 1 ~11 Fr*la .



vomain and LU Titering

EXpress Settings

. sctory | contoso.com v Refresh Domains [ 7]

Required Components

Sync all domains and OUs

Lise an-in
® Sync selected domains and OUs
Connect 1o Azurne AD
= d || contoso.com
ST -
- Builtm
onnect rectones | :(-'”"IJJT-*:T'-'
g ’ i
Azure AD sign-it L. Domain Controllers
: L ForeignSecuntyPrncipals
D:Jmaln,.’OU FﬂlEﬂrK‘.] | nfrastructure *
dentifving users LostAandFound
- Mzanaged Service Accounts
Fitenng WV ou
. , 19
Uplional Fealures | e
: [ Program Data
Lonfigure L System

v Users

Azure AD Connect 1s configured as shown in the following exhibit

.‘. Microsoft Azure Active Directory Connect

Ready to configure

Express Settings |
B ! Once you chck Install, we will do the following:
nequired Lomponents |

. E[ur‘igurf synchronization services on this computer
| o |nstall Microsoft Azure AD Connect Authentication Agent for Pass Through aAuthentication

¢ Enable Pass-through authentication

I ¢ Configure Source Anchor Attnbute



Lonnect Lirectones e Configure sk2206300outiocok.onmicrosoft.com - AAD Connector

Azure AD sign-mn I e Configure contoso.com Connector

Damaim/OU Filtening ¢ Disable Password hash synchronization
dentifyaing users e Enable Password writeback

Filtenng e Enable Azure AD Export Deletion Threshold (500)

<

Optional Features . :
I a Start the synchronization process when configuration compietes.

Configure _ [ ] Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD

Previous Install

UTDEXIZDWT ELWMEEIE KUV ZBIRLTLKESW, 5 THEWESIE DDWE 1 EERL TLEELY,
FEELMEIRZEICIRA Y EOMESHET,
Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) 1o resgihis password.

If User1 accesses Microsoft Exchange Online, hewa/Vhe'authenticated by an on-premises
domain contrglien

User2 can be ek a-Wm&lrh&mﬂ:&ﬁ:}rw se as 3 member

Answer:




= Mi€rosoft

=
1

Statements

User1 can use self-service password reset (SSPR) 1o gesét his password.

If User1 accesses Microsoft Exchange Onling, hé willibe authenticated by an on-premises
domain controller.

User2 can be added to a Migrosoft ShatePoint Online site as a member.

BLL]

Statements

User1 can use self-service password reset (SSPR) to raégetifus passWordl

If User1 accesses Microsoffi EX€hafig@ Onlinghhe willBe authenticated by an on-premises
domain controller.

Eﬂ_‘ &
User2 can be added to a Micros \_ anﬂDoMIretrerS@ft

=ITERE: 215

FSw 7o Rray JOERM

AUTUIRAR Y bT—2I121& Active Directory KA A > H—EX (ADDS) AL UHNEFEFNTUVET, 2D FA A 2IZIE, Windows Server #3479 % Server! £ WV\SH—/—hH Y Sharel &LV5H
BEIALEERRFLTOET, 20 KA A 2IZ(E. Windows 11 £ETF 2 F/51 AMN 500 BEFATNET,

KAA > EREAIT S Microsoft 365 E5 H TR0 T 3By Ed,

Global Secure Access 5, T5AR—k 7O R TAT 74 ILEHMIZ L Global Secure Access 7 54 72 b ETRTHOT/NA RICEBRALET,

Global Secure Access AL T, T/N AN E— T Sharel IZEHETELEFHRITINENHYET,

ED3DDT7IavxBEHBIZETITIRELAHYFEI N BZTDHICIE BULETIIavEzToroary VYA Mo EZFEEBICEESL ELWVEFRICIHERET,



ACTiOns
B

Answer Area

Create an enterprise applicat&.

M |C(050ft
1

Create an application segment. 2 m
Allow internet inbound traffic dﬁ o

on TCP 4453 to Se

Install a connector@n Server1.

Create an app protection policy.

Answer:
Actions Answer Area
1 | Install a connector on Server1.
2 g n enterprise application.
Allow internet inbound traffic % ‘C oy
reate an application segment.
on TCP 443 to Serverl.

‘
Create an app prntejlon policy. E M ic rosoft

#HfRE: 216

RORIZRTA—HF—%ZL Azure AD T+ A H Y ET

[FEETTERERRAA

Azure AD Identity Protection Tl&, ROFEEFHFODI—H— URI R I—EBRELET,

* RRRA:
oa1—H¥—: FIIL—T1




o1—H¥—J Ry EUL

*arvkA—)L:

0TV R FTHUOERETAVIT B

AR —nER: A

Azure AD ldentity Protection Tl&, ROBEEZEZHFOVAI 42 YR RY—ZBELET,
* RRE:

oaA—H— J)I—2

oA ARV ELUL

*arvkA—)L:

o7V LR ZERFFMZEEKRT S

*ARY—FRET S, A

RDERE:

ERE:

UTDEXIZTDWT ELWMEEF EWMFERLTLLCESWD, Z53THEWMESIE DOVA JZBRLTLEESL,
FE ELLVBIRSEICTIRA Y FAMEShET,

Hit
b
H
1 1
| Hi
i
|
Answer:
1
i
111 ' l
11
b 1
| 1 f1finy
1
"

wHfRE: 217
T COBRMIF RELYFIFERTT S —ENERMO—ETY, —ENEMICEEh TN EHON-BEZE-IAREDHIMBDBRENEFNTOEY Bty ML - TRK EROERELNFET



S HNE EELNBTWNEELHYET,

CDEIaVOEBEMICEZELE-RIE, ZOEBEMIZCRSZLIETEFRA, ZDH CNODOEBEMIEILE a—BREIZRTINELA,

Active Directory 74+ L X b & REIEI9 % Azure Active Directory (Azure AD) 7+ > kBB Y EFT,

Active Directory T1—H— 7 ho 2 B EDIZHE->TWBIGEETH EMH - TWNBEI—H—(XRK 30 2 Azure AD [T L TREITES b Y ET,
Active Directory TA—H— 7 hDO Y FBAEDICHEH>TWEIEEIE, TD1—F— T2 FHAESIZT Azure AD [TH L TEREESNBWVK S ITT HIHENHY FT,
RIRER: INAD— K S4 NNV O EEHRLET,

CHIZBEEZEFFH-LTWETH?

A [T

B. LMVZ

Answer: B (A —vt— U %%9)
S .

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

ExHTfEIRE: 218

Microsoft 365 77+ > kA Y £,

TARTDA—Y—FEFEEESY T Ly TE#H-LTUVET,

A—H—IE Wi-Fi 77 E A OEFEFEGEIN LB VERMOASEET L LRI HY FET,

A—H—([F EZRENSEET IR A VA=Y MIT OV ERATERRBR Y M I—VIZSv T ry TEERLET,
ZBEFRFEE (MFA) KT 5FETT,

A—H—[FVE—+F OFT—3 00 ED MFA RBEEAEZFERTEEFIHA?

A. Microsoft Authenticator 7 7!) N> DFEE I — K

B.tXal) T« I I 5ERM

C.EFR

D. SMS

Answer: A (A —vt—T%ET)
S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app#mobile-app m 5 DIRFEI— F

= HTERE: 219

Microsoft 365 E5S H TR ) T a bk Azure Y TRV YT avEEBELDGEA UTOERZE-ITHENDY I,

* 1 —+H—H Microsoft 365 EIEHREFAL T Azure RET O UIZTHA VA VU TEBHEHxHERALET,

*FLWMREBT S UEERT AHERZRELET,

BEHICIIEDE I LHEFMAITARETLLIN? BULEHBEZELVEHICRS YT LTEATLESW, E#ET1E EHE, FEE<FRAIABNMGENHYET AT UVERTT BIC
. RAVBEDREN—F RSV ITTEN R O0-ILTEILELRHIGEENHYET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
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Features Answer Area

Azure AD busit-in roles Ensure that users can sign in to Azure virtual machines by

using thewr Microsoft 365 credentials
Azure AD managed identities
Delegate the ability to create new virtual machines

Azure role-based access control (Arure RBAC)

Answer:

Features Answer Area

Azure AD built-in roles Ensure tiiat JBBrs can sigitin to Azure virtual machines by
USing thewr Microsoft 365 credentials

Azure AD built-in roles

Azure AD managed identities

{;,,.4.&]‘-,,,;. the ability 10 create new virtual machines Arure role-based access control (Arure RBAC)

Arure role-based access control (Azure RBAC)
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Active Directory K * A > & REI#I9 % Azure Active Directory (Azure AD) T+ > kB Y E£T,

FUOTLIRARY bT—=VI2I& A2 T L = XD Active Directory KA 4 UADERFEZETTS VPN H—N—DBEFFENTULVET, D VPN Y —/\—[& Azure Multi-Factor Authentication (MFA) 4 HR— kL T
WEHA,

VPN #8512 Azure MFA 18t 95V ) 2a—S a V& HBTIDLENHY FT,

HEEICIIMZEDEIRETLLOIM?

A Azure AD 7 7 r—> 3> 7oxd

B. Azure AD /AR — FRETO X

C. %y kT—4 K1 S— H—/3— (NPS)

D. /SRR IL—EBETOX

Answer: C (A —vt—T %KY

NPS & hT—0 RYS—ETFHOERXRHB—ER)E VPN IS A7 k& Azure MFA DREIDHERED L SBEEDTT NPS O—JLIE, AL UIZEMLTWAY—N—FE A/ oV O—F5—
AR R—=ILEN VPN I SAT Y M SD RADIUS BERERIAS L UVERBT DL I ICHEBEEINET,

VPN [& RADIUS FBEEZERAL NPS H—N—ZHRA U FF DL ICHERTILELNHY FT,

MFA NPSHLEERBERE (X VPNY — /=LA DEEDIGFHIZA VR b—ILENFET , 2—HF—/NVPNI S A 72 bR LA 5 & VPNEH TNPSHY—/\—[ZRADIUSE RN EE S NPSH—/N—T TS5 4
T RN EITEN, TDER NPSHUGREEICLK DA VX URBANETEINET,

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-nps-extension-vpn
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contoso.onmicrosoft.com & LVND FA A & ZERAYT 5% L LY Microsoft 365 77> bAH Y FT,

KA4 > LR RSIZ contoso.com &S ZRTZEHFLET,

#1 L L\ Microsoft 365 A —H—®MBEED F A 41 >4 & L T contoso.com AT HHEMNHY £,

EDA4DDTIavxBHBIZETTIRELHYEFIN BZTDICIE BULETIIavEzTroary YR Mo EZEEBICEHL ELWVEFICIHERET,
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mricrosoft

Delete the contoso.onmicrosoft. com domain.

Register a custom domain name of contoso.com.

Set the domain to primary. y S @

Create a new TXT record in DNS. _

Verify the domain name.

Answer:
Answer Area

."W Icrosof

Register a custom domain name of.

Create a new TXT recoid in DNS. .

Verify the damain name.

Set the domain to primary.

- DHARBLRAA VR EZEFZLFET,
2-DNSIZH LW TXT La— RZ#ERBLET,
3- FAS VR EMHRELET,

4- FALHETSATVIZERELET,
S .
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O— RFEEFA—ITEEIRENADICHE>TWAEE Azure AD (TR MDTHO Y FOERICEDWTHRIIAEZZRELE T,
Ay I DOBERAXEIRDELEY T,

* Guest1 (adatum.com - Azure AD 7h > |)

* adatum.com [& Azure AD B KA A U Th D=6 _Guest! ITBEHDMERD Azure AD ERIERZFEALTRIELET,
CFRARDYA oA VIER—LTF UMz T =230 EN5=H, T34 LR —F (OTP) [FZEEINFEFEA,
* & Z k2 (outlook.com - Microsoft 7 hmo > k)
* @outlook.com MA—J)L 7 KLARAZHFEDA—H—(ZIEL Microsoft 7HH > b (MSA) BHYFET,
* Microsoft 7 A > k(& Microsoft ® ID YR FLEZN L TCEERIITEET,
*LEMNST TUBALNRRA—RIEEESNT  1—H—Id Microsoft 7Hho > FOEKRIERZFALTHSI VA1V LET,
* 7 X +3 (gmail.com - @ ADGoogle7 H™o > k)
* @gmail.com 7 kL A& Microsoft 7 1 > FTIFG K BRETIEED Azure AD TFH 2 MZH Y VU EhTWERA,
*CDBE TTUMDERE GRAMNADTI A AL /INROA—FEA—ILTREE |IBREMCHE->TWNS=8 Azure AD (FFREED=OICHTRAFDA—IL 7 RKLRIZVVAA L /RRAT—F (OTP) £ H&MIZZE
BELET,
*Microsoft d F¥ 21 A > FTIX OTP (X 30 BT 1ERIRERYDFERATHAERESNTUNET,
AVHBRENIIN S & REIORIRITRICH L NI — FORITENFET,

Nl Microsoft DAHK EntralD FF¥ 1 A2 FTHEEREINTNET,

FRAFADITUBALINAA—KREA—)LTEET R IREEXFAMZT HE Azure AD £1=1E Microsoft 7ho > FEHELHZWST R ME 30 SBEMLEITUZA L /SR —FREFRALTRELET,
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Microsoft 365 E5 TRV ) L 3 uh®HlY  ZII(ZlE Usert & User2 £LVS 2 ADA—H—DAEFhTLET,

A—HF— 1R IL—TDT7 It ALE1—Z2 5@ TE 21— 2NETLEITRTDT7 I LA LE1—DBELR— F2HRATELLERBTIVE N HYEST ., 2OV 21— 3 VTl B/IMERD
RAZERATO2LENHY FT,
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Global reader

Réports reaﬂer-

Security operator

Security reader

User administrator

Answer:
Roles - Answer Area
GEbaTa:TrHﬁstﬁtE i __! Usarl: jGIubaradrmnistrawl i
Grnbal reader s
__________ ] User2: !th&l reader i

. — . — -

RETHIE: 224
RDERIZRT ID #&T Microsoft Entra 7+ > khH Y FT,

Name Type Member of
Uzer Lser Group1
Managed2 | Managed identity | Group
User3 User Group?
Userd User None

TI—TNIIERDEENHY T,
*FMEE A—Y—1, 1—Y¥—4
* A 2/\—: User1_Managed2  Gioup2



ROBEEHEDTIEA LELI—FERLET,
* &R LE1—1
*LEaL—8R: F—L4L + JIL—T%ER
*GIN—T: TIL—F1
*RR T RATHOLI—H—
*LEa—BEEZER JIL—TMEH
TA—IN\Y Y LE2A—BEE BRENMERINTOERA,
Answer Area
Statements Yes No

User1 can perform an accsSs review for User1

User1 can perfopman access review for Managed?

srate iEMicres oft

Answer:

Statements

User1 can |}-¢=rrf::u m an agcess revied Tor User

User ledWperionm dfactess teview for Managed?2

. Milcm’g‘@“ﬁ““ for User3

Explanation:
Answer Area | =
JMicrosoft e -
User1 can perform an agcess revied1er User -
User 1 gafperiormianaecess review lor Managed?2 L
Usar1 can perfarm an access review for User3 L
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HEfz[XPassdtest Inc.DY 5 FEBETHY 21—V —ICZERFAZEETIEHZE>TVLWET, COERBELT 21— —DEZERDPIAICEDICER SN TSI LEZHERTILELAHY F
T UTOFRRFEDS S BIAAEELTERATELEVIDEENTIMN?

A. SMS

B. EFERiE

C. Microsoft Authenticator 7 7' 1)

D.t¥al)T14DEM
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ANTTRYVEBEIZCKDSA UV RAEEOEMBESGEH-TRENHY FT,

BAICHEZEERL, EQOYV—ILEZFERATNELIVTTMN? BAETHICIE BED) 7 TEUGA T avEERL TSN,
FE FELOLVBIRSEICTI ARSIV FAMEShET,

il .
B Microsoft e\ 1

A ocustomm roie

Answer Arca

A Dymamec User securrty group
An o

Lol toyjieses | Azure Active Difectory admin center _i
Active Directory. Adminmtratnes Conter

Actrve Directory module for Wendows PowerShedl
Microsaft 365 admin center

Answer:

Object to create for each branch olfices

jpnp:

Azure Active Directony adman center

clye DQirecioge Agmgustigtnge Coptar
Active Directory module for Windows Powershell
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RDRIZRT1—HF—%E L Microsoft Entra T+ > kDB Y ET,

Name User t&rpﬁ Cro<o u"" Member of
User1 Memb-er - “ | Groupl
User2 Member Group1
User3 Guest Group1

User1 & Group1 OFrE&ETY,
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RDBEEEDTIER LE2—2ERLET,

BRI ARER F—L+TIL—T

W T RTHOI—HF—

GIL—7: FIL—T1

LEa—#4F 21— —(FEFDT7I7ERELEaA—LFET

UserB D7V EALEA—%FETTEHDIEENDI—H—TIHM?

A 1—F—1DH

B. 1—H%—30D#&

C.i—H—1,a—H¥—20#

D. 1—%¥—1 a1—%—2 a1—4%—3

Answer: (&% &RT~9 5)

IERIA DEFMEREA -

Microsoft Entra 72 2 X L E 1 —E&%E & . Microsoft Identity and Access Administrator KF 1 A > MIEEH SN TWARAIZEDVWT, ChZERBERICHBALTHFEL LS,
TOHEALE2—FKEIZDLT:

L Ea—xft%: Teams + Groups &, 72 X L E 2—»H Microsoft Entra 77 > FIRI®D Teams & Groups DA N\—Sw TEEMT A EERLET EESN=YIL— T Groupt THB1=6H_ L
Ea—I(X Groupl DA N— Y TFICEREBEET,

AA—T: T RTDA—HF—RA—TRELE1—REELEFELET. O FRTOI—H— &

R#TEIRE: 228

BELFADEE:

Answer:

*VM1: Managed1 & Managed2 D #

*Appl: YR TLEIY HZTIH— FID&Managed2® #

IR T D Microsoft SC-300: Identity and Access Administrator K31 A > b D EIEIA DEEMLEREA:

COBEMIZEZBICIE Azure JY—RADI*—T R ID DRANZEAT I2HELHY £3, ¥+— K ID [, Microsoft Entra ZBEEFH7R— k35 1) V—X (Azure Key Vault %> SQL % &) ~DIEGRFIZT
T)r—2 3 UNMERTE S Microsoft Entra ID THEIMIZEEIN S ID 22t LE I,

1. FAToT4T1DEEZEFES 5.

*A—H—FTTY b (User): BEIL—H—THOY MME ABOYA VA VICERHSNET ZE1I—H—F TV bk (Userl 75 &) & Azure 1) Y — X (VM %5 App Service T E) D ID & L TEIY &
TAHIEFTEFRA,VY—RBFY—ERTY UV NLELFIR—DFID #ERATILENHYFES, LIzA>T Userl 2ELA T aVEFELLHY FHA,

*A—H—EIY ZTTR— F ID (Managed1, Managed2): Cnisld 1 DLLED Azure 1)V —X (VM %2 App Services I E) ITEIY B TEHIEMTEDRZA 72D Azure ') Y —ATY
*ORTLENYVETIR—UFRID: ol V—XREBRTEEEMELIN VY —RDSAITHA1IILVEHERBLET,

2. VM1D 7 #1:

* Azure Virtual Machines &, A —H—Z|Y ZTIR—T FID #HHR—FLET,

1 DO VM [CEHBDA—HF—ZEYHBTIDZENVETEHIIENTEET,

*VM1DFEYTED AT 3 V8RB LET,

*Userl DA T2 3 VIFESTY,

*Ihlzk Y Managed2 WA F1-I& Managed1 & Managed2 D&Y £9

*Managed1 & Managed2 (FEEL3HHTRI YT a v THEATEDIAMNLGAI—F—EIYATID THI-H MAZEYVETHIIENTEFET,

* §#£5%: Managed1 & Managed2 D& %#:&IRLET,

3. App1 D5
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* Azure App Services (X, VA TLEYETIR—P R ID EA—F—EYLHTIR—T FIDOBmAZRBEIZHR—FLET,

*App1 D FAY TR AT a3V #HRALET,

*Userl A T 3 VIEESTY,

*Managed1 B FAY TE DY AT 3 VIZRRINTULWERFA (IRF—PFIDIENVY—XRERLY =23 VICHEETIVELNHYET  Z<DBE, COBMIE)—2Ca DR —HEEKRLTLS D,
HICERRZHELTLET),

*Managed2 (FEMLGEI—HF—FYETAHTS 3 VELTYRMEINET,

*ORTLENVETIR—C R IDAENLGA T avELTURREINET,

*ORTFLENYSTID EA—F—FYXTIDDEAZREBICHERT 5L 512 App Service 2B TE2-0 BRI REHEMRE FHATREIRTOID ZHANLET,

HER VAT LE|YHTIYAR—Y FID & Managed2 DA% EIRLET,

SERE:

Azure 1)V —ZADI— F ID [&, Azure Active Directory TEEIMICEE SN S ID & Azure Y—EXRIZRELFET ... IRXx—TJ FIDIZIE, PRATLEYET LAV —-EYLTO 2FELHY FT ...

[Azure Virtual Machines # & U Azure App Service] ICA—H—ZFYHTIR—IU R ID 2EYHBTHI ENTEFET, (H B Microsoft Learn - Azure ) YV —ZXDIRr—2 K ID & (F A TTH?)
RFTEIRE: 229

tXal)F 4 DEEBINESIZA > TULVS Azure Active Directory (Azure AD) T+ > kB Y ET,
ROBIZRTKSIZ. FHAFETIOER R O—FERLET .

Conditional access policy
Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude
) All users

Assignments (@) Select users and groups

Users and groups (O S || All guest users (preview) @

Specific users included s
[ ] Directory roles (preview) ©

Cloud apps or actions (1) > W ndirous
All cloud apps
Select ()
Conditions () >
> 1 user

0 conditions selected

Useril
userl@sk2009220utlook_onm._..




Access controls

st 5 m Microsoft

0 controls selected

Session () 3

0 controls selected

Enable policy

(Report-only off )

KOy IE Y A2a—%FALT IS5 74V IICRTEINEERICEDVTERAT— M AV M ERFBSEIRE0EIRKEZIRLET,
FE ELWLVBIRSEICIRA Y MBS ET,

To ensure that User1 is prompted for multi-factor authentication (MFA) -
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings
Enable policy setting
BEnt settings
P o 1 | Sessions seffings
o' [ " |Usersand groups setting |
To ensure that User1 is prumptmﬂﬁﬁlﬁﬁaﬁ;ﬁn .evergr eight ~
hours, you must configure the [answer choice]. [Conditions settings
Enable policy setting
Grant settings
M - Sessions settings
and groups sefi
= Micros citts oo seing

Answer:



To ensure that User1 is prompted for multi-factor authentication (MFA) -
when accessing Cloud apps, you must configure the [answer choice]. [Conditions settings
Enable policy 1setting
Ctant seftings,

Sessions settings
Users and groups setting

To ensure that User1 is prompted for authentication every eight
hours, you must configure the [answer choice]. [Conditions settings

Enable policy setting

Grant settings

Sessions settings
Cro9rs f:nd groups setting

-

—

Explanation:

-
wﬂﬁﬁf&?&uégggggmmmf D;h?eu?;n;ﬁt:ﬂcnhtuh?ci?} Conditions settings
Enable policy setting
Grant settings
Sessions settings
Users and groups setting |

To ensure that User1iS prompted for authentication every eight v
hours, you must canfigure the [answer choice]. [ Conditions settings

Enable policy setting

Grant settings

Sessions settings

Users and gmups setting

SR .

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all-u

FTEIRE: 230
contoso.com & fabrikam.com & L5 2 D@ Microsoft Entra 77+ > kA& Y E£9, Contoso.com [Z[E ROKIZTKT ID MEFENTULET,

Name | Type
User1 User
Groupl | Security group
Group? Microsoft 365 group

contoso.com M i fabrikam.com ~DTF+ > FEREAZEK LET, ED ID A fabrikam.com EEEASNFET M ?
A 1—H—1 T)IL—T1 JIL—T2

B. User1 & Group1 D&

C. 1—#H¥—1& Gtoup2d &

D. 1—H—10O#&



Answer: (&% &9 B)
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NVITRYEBEIZE DMLV AEBORNEHEH-ITRLENHY FET,

RAIAZERL, EOV—LEFERTNREIVTIMN? BAETHICE BETY 7 TEINGA T a VEERLTLEZEL,
AR ELVWERIEICTRAV MAMESIET,

Answer Arca - '-.:-I h
i i b
Mmmhmhmhurﬁm Ar adpinetiatie unt
-:uﬂiunm
Crymarmie Lser security group
mnurmim Azure Active Dereciony 3Gmin cemter
iy 'i-..ui' Actree Directory Adim »
il | Active Directory module f
I Illl:I:ih!-:I ' pAcrosafl 365 admin cent Oso t
Answer:
Anszwer Arca
-a
|
)
&5 BA

FEZ FOBBIIEABMICERShET

Object to create for each branch office:

H custom rnle &
A Dynamic User security group
An QU

. Microsoft aw -
Toolto use: > |.'
Azure Active Direcfory admin center
Active Direct[:-r'_n,r Administrative Center _
Active Directory module for Windows PowerShell
Microsoft 365 admin center

=FTERE: 232
RDRIZTRTI—HF—%ET Azure Active Directory (Azure AD) T3> kDB Y ET,

Azure AD T, ERA—H—ITH L TRBTONT 4 EERBHATONT « ZHETETIAN? BET HICE, MEFELTHEYGF T a VERBRL TS,
AR ELWVERIEICTRAV MAMESNET,
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RORIZKITA—H—%EL Azure AD T+ DB Y FT,

User2 [&, Microsoft Authenticator 7 7'1) Z{E A9 BIZIEZERBI (MFA) DA EHERTELHEHREL TLET,
User2 "X E MFA AZZBRTE DI LZHRT ILELNHY FT,

EDESBHBEMIVET, ENL—H—IEHERTTILENHY EFITH? BET ST, BERETEI LA T a v EBIRLTCEE Y,
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. Group1 £ WS BRID T IIL—T%EEL Microsoft 365 T+ > b HY E£9, ([Group1] 2 TH#0V v I LET,)

~

[

ERN.

~ /N

Group1 DA



'|! App1| Properties

Manage

T
[ Properties

:.'_.) 5 ngle sign-on

Security

. Conditional Accets

|;| Token encrypt

Activity

3 Cian-ine
Sign-=ins

5

Enabled for users to sign-in7

Homepage URL

Logo

User access URL

Application ID

Object

Termns of Service Url

Pi vacy Statement Uil

F'.l'_-i:l !:,' URL

Usgr assigiinentirdquired?

Visil users?

\pp1 DT A/XT 4 IORIZRT £ 512, AppliEWSBRIDIVE—TSAX 7T r—2avEERLET (Appt OTRNRT A 12TEY ) v I LET),

AR TR

Got feedback
No
Appi
https:llapp1. m3B5xE 20815 camicrosaft com/ 0

nitps./myapps. microsoft com/signin/App 1/09df58d45—d29d—40de—b0d

094f58d6—d28d-40de—b0d0-321fdcB3c665

03709422-Te61—4007-a2a0-04dbd260cd 0
Publisher did not provide this information b
Publisher did nat provide this infermation T

https-licontoso.comiAppiflogen

Yoz Hao

ves @HIND

Appl DEILTH—EXIE, Rppl BILT7H—EX|ORIZTT &K SICERELET,( Appl BILIZH—EX 12 TE0 v LET,)



Dashoboard ~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

Enterprise application Select dpprovers
€ B c. N o
L) F N
B Overview
\ =
[ Deployment Plan Allow users to request access to this =. Mo ﬂ] User1 @m365x629615. onmicrosoft com
application? () e Selected
Manage
To which group should assigned users be  SeledGr User2 _
Nl Properties St s Gmf'_p .User.?@fnaﬁﬁxﬁmmmaasmcm
& COwners

User3
User3@m365:629615 onmicrosoft com

Require approval before granting a¢gess m ) e
@ -

s« Roles and administrators (Pre__ to this application? (O

& Users and groups Userd

Userd@m3B65x629615.onmicrosoft. com

Who is allowed to appgoNe acB@ss ta this  Select approvers
B Shdé dicon application? O _ 1 users selected

? MJM e Sﬁ sholild users be assigned in Selected approvers

Iﬁ i ! |C ro cigion? * 0 Default Access Usert

B pplication proxy ' User1@m365x629615 onmicrosoft com
C Self-service Remere
Security

& Conditional Access

v Permissions

UTOEXIZDOWT, ELWMESIE R ZBRLTLESVD, E5THEWNMGEEF DOVA JZERLTESL,

AR ELWEIRSEITTIRA Y FOIMESHhET,
RIISWEI AlICa

Statements Yes No

The members of Group3 can access App1 0O
without first being approved by User1.

After you configure self-service for App1, % 8/1 [ CFOSOB
the owner of Group11s User1.

App1 appears in the Microsoft Office 365

anp launcher of Userd. O O
Answer:



Answer Arigz Microsoft
Statements q-f*”ﬁf}vas No
The members of Group3 can agg:eﬁﬁ*ﬁ o o}

without first being approved ﬁ}ﬂsen
After you configure sqﬁ&}ce forApp1, o

ol
the owner of Grmgﬁj?ﬂfsen Q
App1 appearsint Mlcmsufl Office 365 -
app launcher of User4. O O
Explanation:
(AYAY-4
(AYAY-4
[ELy

a7 TN —2avICdN—TZEYHETEE . FDTIL—TADI—F—DHNT IV ERTEDLSIICHYFET BIYVLETERR PSR IL—TICIT@ERAINEEA,

b) ZRTTR +EH BEOMBERIEZTBRZA ONFET T VY —RAMBEE~DEEIYETER/NEDERD AR ELGYFES (TR MTHEREM) C) 7TV r—a VEED b—HF—(TRFIHN I
WRZERESNATWEEH 12— —DIAT7TIR—FIILEC3SESVF¥—IZZDT TV r—L a3 VIERRTSINFEREA,

i

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal b) &% 5 < https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-
directory-manage- groups c) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

xFTERE: 235
RORIZRITF—avTFH—%28L Azure TRV ) T avhihbyFd,

o

. i

TEENTANARAAN ATTFIREEST

]l

IR )TV avITlE RORIZRT 1—HF—DEELFET,

.'I'I'Illlll l ‘

6H1BIZ AdmMInd[ZRDTH L 3 v ERITLET,
* Key Vault1h 5 Certificate! & LV S BRTDFIBAZ ZHIBR L ET




* KeyVault2i 5Secret1 E VNS BARID—I Ly FZEHIBRLET

UTDEXIZDOWT ELWMEEIE FUMZRBRLTLSEZS D, Z5THRVESEF DWW ZEBRLTES Y,

AR ELWERISEITTI ARSIV FOMESIET,

Answer:

Ex#fHRE: 236

"I Yr—IU R ID ZERLET,

-7

RDIFRIZ

o

%

Y& TYR—T K ID:

=
=]

VM1 Azure ) —2 3 > XERE, AT L

Bl

%

o

UTOEXIZDOWT, ELWMESIE R ZBRLTLKESVD, ZE5TEWMEEEF DOVA JZBIRL TS,

*REBEEH)—T a3 VITRGT EVWSKFIDYV—R JIL—TEERLET,

ROFREITUNEEND Azure B TRY ) T avhibyExd

RDTHaVvERTLET,
* Managed1 & VM1 [ZE|Y ¥ TEI,




G iy

AR ELWERISEICTI ARSIV FOMESIET,

11 l.‘_ l

it

i

1

ART=2tE3—H"HYFET,

-
-~
-~

RORITRT KRR FEELA U TL

Answer:
iR
=HTRE: 237



Name il Description
Server! | Domain controlier thatining Windows Server 2019
Server that runs Windows Server 2019 and has Azure AD
Connect deployed
Server that runs Windows Server 2019 and has a Microsoft
ASP.NET application hamed App1 installed
Serverd | Unassigned server that runs Windows Server 2019
Eirowelld Hardware fl_re_.wail connected to the internet that blocks all traffic

unless exolicitiv allowed

Active Directory 7+ L X + & E#3 % Azure Active Directory (Azure AD) T+ > thd Y £9, Azure AD IZIEZERBEE (MFA) NERINET,
Appl # Azure AD 1 —H—ICABTES I LZHRTIDLENHY FET,
Server & Firewalll TRIZXRET HIHENHY EIH? BET S(CIE EEEEHTEYGA T a oEBIRLTLESLY,
EE ELLMEIRSEICTI RS MDAMESNET,

Service to install on Serverd:

Server2

Server3

Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server

Rule to configure on Firewall: -

Allow incoming HTTPS connections from Azure AD to Serverd.

Allow incoming IPsec connections from Azure AD to Serverd.
Allow outbound HTI"PS connecnons from Serverd to Azure AD.

Answer:

Service to install on Sewer{i' "

The Azure AD Passwurd Protection DC agent
The Azure AD Password Frotection proxy service
Web Application Proxy in Windows Server

Rule to configure on Firewall1: v
Allow incomi ng HTTPS mnneciinns from Azure AD to Server4.

i — i — —— ——— — — -

Allow outbound IPsec connections from Server4 to Azure AD.

&t A



Service to install on Serverd: -
Azure AD Application Proxy

The Azure AD Password Pmtecumnc nt E
The Azure AD Password Pmtectltrriprﬂ @ TOS0O]
Web Applicati ol F’mxy in Windows & Sewer

=

Rule to configure on Firewall1: -
Allaw incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Serverd.
‘Allow outbound HTTPS connections from Serverd to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

R#TEIRE: 238
v k7 —21Z1% contoso.com &EWLNS3 A 2T L 2 XD Active Directory KA A4 UHAEENTWVWET , SO RAAS VIZIE RORIZSRTA T FBREFENLTULET,

In organizational Description

unit (OU)
ou1 User1 is a member of Group1.
ou User2 is not a member of any
groups.

Security group | OU2 User1 and Group2 are members
of Group1.

na L1
Secunity gm:ﬁlﬁf} OlL Group2 is a member of Group1. |

Azure AD Connect #4 YA F—JILLET, FALEOUDTAILA) VT IDRICRTESIZ, AL EOUD T AW E Y VTR EEBRLET (FASLEQUDITANRI T 18TEI Y

2LFT,)



& Microsoft Azure Active Directory Connect

- =

Domain and OU'.ﬁlférThg .

Tasks If you change the QU-filtering configuration for a given directory, the next sync cycle will automatically

Connected to Azure AD perform full import on the directory.

Sync Directory. contoso.com v Refresh Ou/RQasain [ 73

Connect Directories

() Sync all domains and OUs
Domain/OU Filtering '®) Sync selected domains and OUs

Filtering -« [] contoso.com
Optional Features v L] Builtin
: .| Computers
| Domain Cantrollers
| ForeignSecuntyPrincipals
Infrastructure
| LostAndFound
I Managed Service Accounts
1 QN
ouz
| Program Data
_ | System
J Users

Configure

Previous

B—H—ETNARADT A LE— |BEIF, B—HF—ETNRARADT AL E—OEICRT ESITBRLET ( B—YF—ETNARADTANE— 13 TEI) VI LET,)




& Microsoft Azure Active Directory Connect

Filter users and devices

Previous

Tasks
Connected to Azure AD For a pilot deployment, specify a group containing your users and dgViges that will be synchronzied. Nested
groups are not supported and will be ignored.
Sync
Connect Directories
Domain/OU Filtering (U Synchronize all users and devices
adai
Optional Features FOREST GROUE
Configure contoso.com CNEGroupl, OU=0U2,DC= contoso,DC=com Resolve (V]

UTOEXIZOWT, ELWMESIEX R ZBRLTLKESVD, E5TENMGEEF DOAJZERLTESL,

Statements Yes No
Wser} syncs to Azure AD. Q O
User2 syncs ta Azure AD- O O
Group?2 syncs to Azure AD. O O

Answer:




Stateméntsr OSOTt

User1 syncs to Azure AD. & 00

User2 syncs to Azurmé
Group2 syncs ti@vr& AD.

S -

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

xHTEIRE: 239
RORIZRKTHRAL O—)LEEL Azure Y TRV ) T avhihby £9,
Name Type

Rolel | Azure Active Directory [Azure AD) role
Role2 | Azure subscription role

Azure R—A JLEFERAL T Role3& WS ARE LAzuref TRV Y T3 00— )L &k T 2R ENHY FJ,Role3[EEEFEDA—IILDAR—X 54 VHEREZHEALET, Role3ZERT BHICIE, EDBO—ILE
BEINIELINTTM?

A O—JL2DOH

B. Role1_ Role2 #i#iAH Azure Y TR ) T3> A—)L B I UVHEARAHA Azure AD A—)L

C. HHRAHD Azure TR Y 1) T 3> A—JL & Role2 D&

D. #i#RAHD Azure T RS ) T3> O—ILDH

E. & RAHD Azure T RY 1) T3y O—)LEHHAHFRAHD Azure AD B—)LDH

Answer: C (A —vt—T%#EY)

=#ERE: 240
contoso.com & WS ZRID Azure AD T2 bAHY TRAMADITUAA L NADI—FEBFA—ITEETHIZEMN [TV ITHRESNTULET,
RORIZRITHFRA S A—F—%28BFLET,

1 IMicrosoft account

I

- FTEIIHT I s T
TURALNRDA—FERITR51—F—(FHETIN? £ NRI—FOFYPHBEEDCSVWTTI? BET HICIE BIFEHETEYGA T a vEBRLTEZEL,
FEELWMVEBIRIEICTI RSV FAMEShET,



https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Answer:

Explanation:

T




=R 241
RORIZRETI—HF—FEL Azure Y TR ) T avhbyYET,

Admin1 | Account idnwhistrator

Admin2 Wrﬁininmmr
Admin3 int Administrator
Azure AD Privileged Identity Management (PIM) ZR&E3 320 EAH Y £3,
EQ1—H—MNPIMZERLTO—IILIERZT7 I T4 TILTEZTIHN?

A. Admin3D &

B. EBEH2DH

C. Admin2 & Admin3 D &

D. &1 BEE2 EEAS

E. EBEDHA

F. Admin1 & Admin2 M &

Answer: F (A —vyt—T %K)

BE#71: SC-300 RIRESE L GoShiken.com ARt I =G LA L SC-300 FHERRIRESE ! GoShiken.com MR HT D SC-300 HERRIREE 2124t L TLVE T, GoShiken.com SC-300 X E&RIRB I =T T iR
ENEHTTIVET, &I D GoShiken.com SC-300 fIZEE %4 v 9 5% AlF Z 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFEIRESE A & IEfiZ {1 = T 30% w4 HIZ5]

a— K: Freepdfdumps)

¥R 242

contoso.com & L3 & B0 Microsoft 365 T3> kB Y ET,

FRA ML= =TI ABNAEMHE>THET,

RORIZERT LS5, 2—H—I[d contoso.com E DHBEEEIZHBFINET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html
https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest MNo Ente_rprr_se
application
User2@fabrikam.com | Guest Yes Ente-_rpn_se
application

Azure Active Directory BBt 2 —DNEITHRL—2 a3 VEEMND RORIZRT LSI12a5HRL—2 3 VHIBREREEZEHRLET,
Collaboration restrictions

Allow invitations to be sent to any domain (most inclusive

- .
Leny mvitations 1o the specimed gomains

8 ) Allow inwvitations only to the specified. dop™ng (mo§t restnctive)

TARGET DOMAINS

OutiS=Te B | (
a—#H—I[d Microsoft SharePoint Online ¥4 kA5 user3@adatum.com 44 ~ZBFLET,
UTODEXIZDOWT ELWMESIE EULMEFERLTLESWD, 23 THWMEAT DOWWR IEBERLTLESL,
FE FELOLWBIRSEICTI ARSIV FAMESATT,

Statements L £ Yes No
Jser1 can accept the imvitation and gain access to the énfér;se ;appEicaticn_ @) O
Jser2 can access the enterprise application e 0O
Jser3 can accept the imvitation and gain access to the SharePoint site. @) O
Answer:
Statements Yes No
User1 can accept the invitation and gain access to the enterprise applice o ¥ E ' )
User2 can access the enterprise application. |',;'3,_" @)
User3 can accept the invitation and gain access to the SharePoint site. O O

RATEIRE: 243

Ry ARy BT SERM

Azure YT RH ) T3 EBEBTY,

Role1&Role2& V320D AR R LA—IILEERT ZBELAHYET VI a—2 a3 VIEUTOERZHE-IVLENHY FT,



-Role1 BEIY B ToMza—H—X 7FUTr—>arexaT4 JIL—T%BEBTEET,
- Role2 AE| Y H¥Tohf=a—H—IL Azure Firewall ZEBTEE T,

FO—)IZIZED)Y—R TANAZ—DTF7 IO RHFANBETTMN? AETSHIZF EZFEETED LA T avEBRLTLES L,
FEELLBIRSEICIRA Y RAMEShET,

Answer l{rea M ] Cros Oft

Microsoft.A

MICFD% ]
Security

Microsoft.App
Microsoft.Management
Microsoft.Network
Microsoft.Security

Answer:

Answer Area Microsoft

Rolel: @v v
Microsoft.App

Emar  res———

Microsoft.Computer

Mic&ohft.ﬁwork

Microsoft.Security

Role2: "l v
Microsoft.App

Microsoft.Management
Microsoft.Network

Microsoft.Security




Explanation:
https://learn.microsoft.com/en-us/azure/role-based-access-control/resource-provider- operations#microsoftnetwork

xFTERE: 244
RDORIZRTLI—HY—%ET Microsoft Entra T+ > kDB Y ET,

Memberof " |
Group1 '

{Gsizlzfﬁm‘i_zm
ROBEEHFE DA — URY R)I—DHYEFT,
* BRRE:
B85 JIL—T1
o kgsh: JIL—T2
YA )RY L
* 74t A HIE:
OTF7 I EREZHAT A INAT—FDERFERT S
A—H—DPNHAL A LEI3ETHE RDRICRT LSICA—HF—DURY LRNILBEREEINET,

Answer Area

Statements

User1 must'€hange theif password during sign in.

User2 mushehange their password during sign in.

BW D\ erosefhs -
Answer:
Answer Area @B

Statements Yes No
Useri rnusc%t@i: password during sign in I _J'
,.-_-;*}t'}.\.

o Sfhchd ge their password during sign in { | ¢

= . -
\ "" I
t - a1
i P

s st change their password during sign in { i

ml=
<
@)
-
O
¥y
-

Explanation:



Bl ¥ A o =M |crqsoft N

User! mu ssword dmng sign in. 0
User ge their password during sign in. O .
: ﬂ@ change their password during sign in. O -

=HMEIRE: 245
REEHERB-TICIE NKRT—FHBE2ERETILELHYET,
DC1I1Z Azure AD /XA —RFREDCI—Pz U hEA VR M—=ILLET,
RIAMETRETLLIMNM EETAICIE BZFEIY 7 THEUGAE T 3 oEBIRLTLESL,
:I% i LME?R-_ EI21RqY h:ﬁ\hﬂ%éhi@“

i l m

T, f
*"LI ’m!

Y ——
- 'Pﬂrl-n-ﬂd-.,=-|

— .'ua.'w" !

[l sl
oS S _1—
e e e

_"_‘,I

. imh t’ﬂﬂl ”“ ﬁ | !il

Explanation:
H—/\—1
DC1T

HTREIRE: 246
RDRITRT 1—H—% S Azure Active Directory (Azure AD) T+ > kD HY ET,

Azure AD T, EDQ1—H—IC *Tl,r1§tﬂ%!z7°|:|/\7-4 EERGEMITONT 4 ZBRTEEIMN? BETSHICE, BERETENGA T a VEERLTLIEZSL,
AR ELWERIEICTRAV MAMESIET,



U'ilfl"l UHI'.-. dHH

Umpmﬂmwmmr;&mw

=.MICI‘OSOft el

=ATERE: 247

=1 Microsoft 365 E5 HTRH ) T a3 U EBALET,

Userl LW\ A—H—IZIE X2 )T EEEO—LMNBIVHBTOEATLET,

User1 A% Microsoft Defender for Cloud Apps v 3> R O— %k TE L EZHRTIDLENHY T,
FIFMEITARETLLOIH?

EHHFETIORR R —FEBRL . TITVRER) D —ZBELTIEERLET,
B. & FET VR RV —ZERL FHMET IR 7T UGIHOERZERLET,
C.UOSORF7IUr—arEBEOO—)LE Userl IZEIYHTET,

D. Cloud App Security E3&RA—)L% User1 [CEIY A TET,
Answer: B (A —vyt—C#ET)
https://learn.microsoft.com/en-us/defender-cloud-apps/t v & 3 >R 1) < —-aad

HEIRE: 248
Ry FRARy BT SERM

Microsoft Entra ID P2 H—E X 735 > % ZHA®D Microsoft Entra 77> kAHBY ET , CDTF Y FMIE RORIZETI—H—HBEENTLET,
Name Role

Admin Cloud Device Administrator

Adming Microsoft Entra Joined Device

Local Administrator

User1 MNone

ROBEIZRT TN RBRELNHY ET,



https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

& Devices | Device settin

Detauk Dwnectony - Azure Active Direciory

S8 \icrosoft

. W Dscard | QD Got feedback?

Cl At devices

Users may oin devices to Azure AD (O
@ Devke settngs QD cocei o )
@ Emerprise State Roaming

Selected

& Bitlockes keys (Previen)
K Diagrose and solve problems

you requre Muyilt-Factor AuthenScadon to regiter of o dewwoes ysng Condmonal Access. Set ths
dewice sething to ho ¢ you reguire Muth-Facior Acthenticabon wiing Condmonal Access.

Masimum rumber of devioes per user ()
5 "H"]

Additional local administrators on all Azure AD joined devices

Manage Addnonal local admingtranors on al Azure AD poened devces
Userl IZIZRDRIZTT T/NA ABNHYET,

R JE Operating aywtees
Devicel | Windows 10 Entra joined
Device2 | 108 | Microsoft Entra

E} . istered
Device3 | Windows 'IUQ Microsoft Entra

S— fegistered

o ;- _Mim:ru{:s:étfﬁ::’ﬁ'"’|th

UTDEXITOVWT, ELWMERIF KWMZEERLTLESVD, E5THEVERIE DA EERLTLESY,
EE ELMERIEICI RSV bAMEShET,




~ I
User1 can join four additional "‘"“"m@w ! 3 M- .
O [O
O |O

Answer:

M |&Lg,§oft -

User1 can join four additional Windows. 10 dewices to Microsoft Entra ID. o 8
Admin1 can set Devices to be Microsoft Entra joined or Microsoft Entra Qo O

registered require Muiti-Factor Authentication to Yes.

Admin2 is a local administiator on Device3, o @

RHERE: 249

Sub1 EWSEZFID Azure TR ) T avhhy ET,

Microsoft Entra Permissions Management R34 5 FE T,

HEREENSUDIZT IV LR TES I LEZHRTIMLENHYFET V) a—2a VIER/MEBORBIZH S BHENHY FT,
PowerShell AT Y FEEDKSICETINIELNWTIN? BETSHICIE, BAEEHETHEUGA T a3 oEERL TS,
EE ELVVBIRSEICIRA Y EAIMEShET

yyVI1Crosort

v ArRolefes igrumen -Applicationid baGc3acs-9dat-43aF - 0D 0407 e gt
O - S O s S et
F criptionips”
| Mew-AzRoleDafinition "

!Nm-nz‘l‘ag B . np

Answer:



Answer Area 1\ : T, £O
| ] F.‘, - =-
= \Vlicrosoftt
| - 0 ¥  _ApplicationId Mﬁzﬁau‘.‘:-ﬁdai---u_aj-M-Bde?amphgg- «m_i@eltll_iﬂ;bnriam QLTI L LG

New-AzRoleAssignment

.:fz}__ i~ ol e o I Contributor “’

INew<AzRoleEfinition Er'i1p! ionID>™ p - y ,-i - QP Chaltiat
R - i L L (] ¥
!NW—AzTag .' ':{’ ) i:':f,_ v Afll | Reader
A
Explanation:

e
Answer Area e v
3 \

A § d
.- - A ey
New-AzRolefAssignment v _ApplicationTd MGLEJLS-Qddﬁi;ﬂ-lH‘dEﬂg-mlﬂJlLﬁ a&_sléeftr-umnrmne Contributor

1 |

scopa T /subseriptions/<subseriptionIDs”

Microsoft

HTEIRE: 250

Azure Active Directory (Azure AD) T+ > khH Y FET,

BEIZRELEzYA VA VERETBICIE Azure AD A VA Y QYT ERRETILENHY T,
Azure AD [ZH A4 A4 > BTIZARY L EEDL B LVOHRBRE LTI H?

A. 148

B. 3084

C. 908

D. 365H

Answer: B (A —yt—T %KY

S

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# azure-ad N7 —4 Z &R F9 5 HAR

Ex#TERE: 251

FUTUIRRY FT—4(Z1E Azure AD Connect Z{#f L T Azure AD 77 > b EFI#3 5 Active Directory KA A4 UAAEFENRTWET I TOEHKZET-9 & 512 Azure AD Connect T 2 E
n"HYET,

* Azure AD ~AD1—H— YA >4 U(d Active Directory KA Y AV FA—5—IZ&K > TRIESNBIBELHY FT,

* Active Directory KA A > A—H—I[L Azure AD EIL TH—ERXR /XRXRT—FK Iyt v + (SSPR) 2 FHTZS20ELAHY EFT,

BEHICIHAZFERINELNTIMN? @ETSICIE FAEBETEYLEA T a vEERLTLESL,

FE ELOLBIRSEICIRA Y RAMEShET,


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Answer Area . - =
. MEIIGUFQ‘SQlfctDIIcr Federation with Active Directory Federation Senvices (AD F3)
Federation wn Act L ectory Federabon Senaces (AD F5S)
a G ¥ Password hash synchronization v |
“ Device writeback
‘ Group writeback
Password writeback
Answer:
IWET MIea
Authentication by the domain controller: _Federationaath Active Directory Federation Services (AD FS)
Federation with Active Directory Federation Services '_.ﬂf_' ":_'

& Pass-through authentication
* Pagsweord hash synchronization

.

.. o SS?R. 'rPéssword hash synchronization
” _ T 1 Device writeback
m Microsoft_aV s

Password wnteback

Explanation:

Authentication by the domain controller: f&d&aﬁon with Active Directory Federation Services (AD FS)

.E mcfgﬁﬂ'd hash synchronization

R#TfERE: 252
ROEIZTT LS, A——EEE O —)LD Azure AD Privileged Identity Management (PIM) O— L% &4 Azure Active Directory (Azure AD) T3> bDHY EFT,



. ContosoAzureAD > [dentity Governance - Privileged Identity Management » ContosodzureAD » User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes

Require ticket information on activation
On activation, require Azure MFA ‘ : o Yes
Require approval to activate & % Yes

Approvers Q
Amgnment “
STATE

t eligible assignment Mo
Ecm eM HﬂSﬂft 15 day(s)
Allow permanent active assignment Mo
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment MNo
Require justification on active assignment No

KOy IO AZa—%FALT IS5 74 Vv IICRTEINEERICEDVWTERAT— M AV M ERHBIEIRE0EIRKEZIRLET,
EE ELLBIRSCEICTIRA Y RAMEShET,

A user who requires access to the User administration role must perform -
multi-factor authentication (MFA) every [answer choice]. [ghours
15 davs
L £ e mnnl’ﬁ
Before an eligible user cart perform atésk that l’&ﬁurﬁﬁ‘a User™ v
administrator role, the activation mustmfapﬁmdbr«eimsmr choice]. | global administrator only

global administrator or privileged role administrator
M I c rm{ signed user administrator

dmrntstratur only

Answer:



A user who requires access to the User admiristraﬁurvfig’iin;% aform, = 7~ .‘. = -
multi-factor authentication (MEA) cvery [aiswerchoicel’ ,-

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice). [ giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

SR .
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

E#TMEIRE: 253
Litvare 1—H'—~®D Azure AD 4tV ADENY HTEBHT HIVENHYET , VI 1—2a @F I3/t RERZFB LTV IRLEAHYFET,
ESTNIEVWTL LS EETBHICIE BETLY 7THEUGA TS a vEBRLTESY,

EECELLMEIRIEICTIRA Y RAMESNET,

Azure AD Gumects,g_tti@ggto modify: . -

VI CT O oo Exensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: b
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

Answer:

Azure AD Connect settings to modify: v
Directory Extensions h‘ AirvancnEd
Domain Filtering "‘;,--“J 1ICTUOUOSUI L
Optional Features

Assign Azure AD licenses to: v

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

ExFTEIRE: 254
contoso.com & L3 £ R0 Azure Active Directory (Azure AD) 77+ > khH Y ET,
Azure AD %R (B2B) a5 RL—Y 3y a—4H—%¢—EEHTSHFETT,



R EERT AL ZICEDIDERDHD 2 DNDISA—RIZENTTL, FRIZZFAEFAY Y 1—2ao0—8ERLET T FREBRTESEICIRI Y FAMBEESNET,
LA—ILT RLR

A4 LY FURL

LA—H—%

B

INRTT— R

Answer: AB (*—vyt—C#%ET)

WEGEIERDELEY T,

BETHIA—ILT FLR - BHEZTRNS1—H—

JH&A4 LY FURL-BHFEZRELEI—Y—DEEINBIURL, A—HF—% RAT7TY  R=DICEELEZWMEEX, COEEZRODLSICEETILENHY ET,
https://myapps.microsoft.com & 7= [ https://myapplications.microsoft.com,

S

mooO w >

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite#invite-guest-users-in-bulk

= HTEIRE: 255
Microsoft 365 E5 TR ) L auhdhpl  F 12X Userl User2 User3 EWVSZRHID 3 ADI—HF—AREENTUNVET,
RORICRKT LS ICA—YF—ZBRT ILELHY FT,

VITCTO< Configuration

o User administrator role

e Device Administrators role

* |dentity Govemance Administrator

role

Records Managementrole
Quarantine Administrator role group
Endpoint Security Manager role
Intune Role Administrator role

EA—HY—ZREITDHCEFEDR—FLZERAITNEEINVTL LI ? BN LGR—FLNZBEN LIS —ITFI VT LTLLESV, FR—FILKEFERAT S L EREFERT LI, Fo-<EA

LAEWCELTEFT AT UYERTTDICE A VEIDREN—Z RS9 TTHM R O0—ILT EBELNHIHEELHYET,
AR ELVWERIEICTRAV AMESIET,
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Portals Answer Area

Azure Active Directory admin center

Exchange admin center

Microsoft 365 compliance center

Answer:

Portals Answer Area

| Azure Active Directory admin center

Exchange admin center Usert: I Azure Active Directory admin center

| Microsoft 365 compliance center| | "User2: | Exchange admin center

Microsoft Endpoint Manager admin.centerﬂ User3: |Microsoft Endpoint Manager admin centerl

| SharePoint admin center | = 'Microsoft

&HfERE: 256
Azure Active Directory (Azure AD) 73+ > bIZ_User1 User2 User3 &ULV3 3 ADA—H—BNEENTULET, Groupl EWNS T IL—TZEERLET, User2 & User3 # Groupl [TEBMLET,
F7Vr—2 3 vEBEORIRENTULNS K 512, Azure AD Privileged Identity Management (PIM) TA—)LEZ#RLET (ZTIVy—2a v [EBE 4 TE0 v LET,)



Groupl &, 77V r— 3 v EBED— )bo)ﬁ %& LTEERESNTVWET,
User2 #7 75— a v EBEO—IILOBEREFE DL SICERLET,
Userl I2DWWTIE, BIYETIOBIZTRT K5I, 77°')’7' T3 /%"‘EE%EI JVIZEIY B THEEMLET (BIVHTI2TEV)YI LET)

ROEXIZDOWT ELWEEIK L‘J:L\J’&E?RL %OT&L\%AIi DWW JEEIRLFET,
FE ELVERIEICTIRIV MAMESNFET,
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Answer:

-.IFH 111“
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xFTEIRE: 257

Microsoft 365 73+ > kHD®HY £,

A—H—I[L Microsoft 365 T—F ~DREMHET IV CREDLBETHINEBOY— KN—TFT &7 T)r— 3 VEFERTLIEEAHYET  A—H—IE. DT T r— 3 > % Azure Active
Directory (Azure AD) 128 L E T,

BRESNT TV =23l 1—HF—DBEFA—NADHGARYBLIUVEZAAT IV EREERRLEGAICTS— FRETILENDY FT,

ESTRIEVWTL LS EETBHICIE BELY 7THEUGA T3 vEBRLTESY,

FEEELWLMBIRSEICTI RSV MBS ET,
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Toolto use: v
Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpaoint Manager

Palicy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

Microsoft |User risk

Answer:
Toolto u8M \ i - cnft =
| Azure AD Identity Protection

e

1 Microsoft Cloud App Security;

I e -

Microsoft Endpeint Manager

Policy type to create: -
App.discovery

| App protection

Conditional access

OAuth app

Sign-in risk
User risk

Explanation:

Tool to use:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud

Microsoft Endpaint Manager

L -

Policy type to create:

/App discovery
. App protection
Conditional access
OAuhapp = Mlicrosd|(|
Sign-in risk -
User risk

S -

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy



RFTRIRE: 258
RORIZRI KA MEECAVILIR T4+t 4—0HYET,

Name Description. .
Server! | Domain controller that runs ?ﬁhdm&% P19 1 L
Server? Server that runs Windows Server 2019.and has Azure AD

Connect deployed

Server3 Server that runs Windows Semver 2019 and has a Microsoft
eIVErS | ASP NET application named App1 installed

Server4 | Unassigned Server that runs Windows Server 2019
Firewall1 Hardware firewall connected to the internet that blocks all traffic
* unless explicitly allowed
Active Directory 7+ L X + EE#3 % Azure Active Directory (Azure AD) T3+ > Ao Y F£9, Azure AD IZIXZERBEE (MFA) NERINET,
Appl % Azure AD A —H—[ZARATEH L ZHRIT HILENDY ET,
Server & Firewalll TRIZRET HWHENHY EFIM? EET B2, BAEEHTHEY G TS a v EEIRLTLESLY,
EEELVMEIRIEICTIRA Y RAMESNET,
Semvice to install on Server4: " o v
Azire D' Pbfl€atiofhraxy |
The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web ApplicationProxyin'Windows Server

Rule to configure on Firewall1: -
Allow incoming HTTPS connections from Azure AD to Serverd.
Allow incoming IPsec connections from Azure AD to Serverd.
Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

Answer:
Service to install on Serverd: i ey v
2L RO ARDICATON AN |
The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server
Rule to configure on Firewall1: v

Allow incoming HTTPS connections from Azure AD to Server4.

Allow outbound HTTPS connections from Server4 to Azure AD.

b o o . ——  w—w— e ———w]

Allow outbound IPsec connections from Server4 to Azure AD.




Service to install on Server4: =1 . . v
[fe. - AB Rppikanonrrady

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service

Web Application ProxyinWindows Server

ule to configure on Firewall: ; v
Allow incoming HTTPS connections from Azure AD to Serverd.
Allow incoming IPsec connections from Azure AD to Serverd.
Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

#EIRE: 259
Sub1 &5 Azure B TR ) T2 avhHy ZIITIERGT ERG2 EWVWS5 22D Y—R JIL—THREFEFNTLET, Subl 12X RORITRT A—HF—DHNEFLTVET,

Name Member of
Userl Group1, Group2
User2 | Group?2

L | ieupd

Subl IZIE  RORICRT U Y—ANEENTVET,

Name Type In resource group
W1 Virtual machine | RG1
Vaultl | Azure Key Vault | RG1
Vault2 | Azure Key Vault | RG2

RORIZTRTA—ILAR—XDT Y R (RBAC) A—)LDENY HTHEERLET,

Role ‘Member of Isléupi
Reader Group1 Subl
Key Vault Secrets User Group2 RG2
Owner Groupd RG1

UTFDEXITODWT ELMEEIE EWMZEBRL TSV, Z3THRWMEEEF DOV JZBERL TS0, T I DERIFIDIZDEIRTY,

Statemenis

User 1 can isad the contents of the secreis stored in Vaultl

Uspr 2 can read the contents of the secreis stored in Vault?

Lo !F update the configuration of Vi1

. Microsos

Answer:
Explanation:



Answer Area
Statements Yes Mo
User1 can read the contents of the seerets stored in Vaultl .
Usar? can read the contents of the secrets stored in Vault? -
User3 can update the rnnﬁgi}uiﬂﬁqlrid TR g N T '5. - ®
Wl RW L] Nl — I'.'...

R#TMEIRE: 260

Microsoft Entra 77+ > Fh3$H Y £,

JROBRELR— FERAZTET,

EDVRIBHEEA THRLI—HY—JR ELTHEINETH?
A RENhGWSA Va2 T0ONRT 4

B./\XDJ—FKRTL—

C. Microsoft Entra E@i4 > T ') TR

D. E&IP7 FL X

Answer: C (A —vyt—T %K)

ExFTEIRE: 261
Microsoft 365 E5 4T R4 ) L a3 uhH Y  ZFZI(ZlE Usert & User2 £LV5 2 ADA—H—AEFhTLET,
A—HF—1RTL—TDF7 VA LE 12— 2B TE 1—F 2N TLEIRTODF7IVEALELA—DBRBLIR— FEHRTEELLEHRITIVNENAHYET , 2OV 12— 3 U TlH R/IMERD
[RAZERATO2LENHY FT,
BA—H—2EDQO—LZEYETEHRRETIMN? AZETHIZF BUYLZO—ILEZELVI—HF—[CFSy S LTLESWD, EO0—)LIH1E EHE, F-Ee<FRASAGENMEEAHYET a0TFUY
ERRTBICIE, RAVEDDEN—F FS Y TTE2N RV B—ILTERBENHLIBEENHYFT,5F: B VBRI LIRSV MEFTEET,

Roles ‘ Answer Area

i Global administrator
| Global reader

| Reports reader

| Security operator

|'§écuiii~}7 reader

| User administrator

Answer:
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Roles

Wﬂ ﬂ Q ros @Ft User1: [ Global administrator

UserZ: |Global reader

Global administrator

Global reader

Reports reader

Security operator

securnily reader

User administrator |

=FTERE: 262

£%1(Z1E Microsoft 365 T3> kDHY ET,

FTARTHI—H—([L Windows 10 #3217 L Azure Active Directory (Azure AD) 77+ > 2L TWSa Y E1—42—ZFBELTVET,

£ttlEServicel EWSH—RIN—F 4 DY 50 FH—EXITMA L TLET, Service1ld, OAuthIZE D < Azure ADEREE & REBEHR— b LTULWET, ServicelldFAzure ADF ¥ 5 1) —[ZARASINTLET,
A—H—HIBAERHDOEND Z E7E{Servicel ITHEHRTEDLIICTHY N a—La vEHBETILENHYEST, CDOVI)a1—23 0 TIE Azure ADIZSMLTWSIVEA—43—HMhoDHI—F—H
SenicellC7 V9 ERATELELSICT AMENHYFET,, F- EEEEZLZR/IRICHZAZLELAHY FT,

BEHICHLTHZHRELETHN? @EF T HICIE, AZFBEBETEU G T3 Vv EBERLTES,

FEELWLEIRSEICTI ARSIV EAMEShET,

Ensure that the users can connect to Service1
without being prompted for authentication:

An app,registration in Azure AD
Azure AD Application Proxy

Kﬂ er:lhtErpri se application in Azure AD
ﬁanaged identity in Azure AD

Ensure that the users can access Serviced ﬁﬁly
from the Azure AD-joined computers:

Azure AD Application Proxy
A compliance policy
A conditional access policy

Answer:



Ensure that the users can connect to Service1
without being prompted for authentication:

An app regi nin Azure AD

Azurﬁ&tion Prnxy

aged identity in Azure AD

Ensure that the users can access Sernvic

Azure AD Application Proxy
A cumpliance 2 policy

Explanation:

Ensure that the users can connect to Service1
without being prompted for authentication: v

An app reg;s&r@hnn in Azure AD

) A’vfmﬁnaged |dent|ty in Azure AD
Ensure that the users can access SEI;{LQ&;{ Only
from the Azure AD Jutnaﬁ %rﬁbuters v

Azure AD Application Proxy
A cnmpllance pﬂllt‘.}‘

> WM\ ricr

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-devices

S -
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Y RT—2I121& Azure AD T3> FEREAT B4 2 T L 2 XD Active Directory KA A > H—EX (ADDS) KA UAEENTUVET ADDS FAA UIZIE RORITTRITHBES (OU) NEFENTL

BreakGIass EWLNVS % BID Break—GIass Thov I~ "H’Fﬁﬁ?‘éﬁ\%#% UEd,



VIAVEERLTESY,

AT

[F, EE R TEY)%

A—ILZEYAEATHIRENHY FIMN? EET SHIC

FEDLS %

~

BreakGlass I & & THERL L . BreakGlass |

EICT RS PAMESNET,
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&HfERE: 264
RDRIZRT I—HF—%E L Azure Active Directory (Azure AD) T+ > b AdH Y ET,

Role

Conditional Access administrator
Authentication administrator

Secunty administrator

Security opefatoth soft

Azure AD Identity Protection ZE%& 9 5 FETY,

A—H— YRY RYS—4HBRTEBDRFEDLI—HF—TTA, Ff=, YRIDHB1—H— LF— FERRTEBDREDLI—HF—TTH, BET A2, BEEHRTENLEA T a vEBRLTE

AN
AR ELVWEBRIEICTRAV AMESIET,

Configure the user risk palicy: -
User3 only

User3 and User4 only

: . User1, User2, and User3 only
Microsoft User1, User3, and User4 only
User‘i_ User2, User3, and User4

View the risky users report. -
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and Userd

Answer:
~onfigure the user risk policy: -

User3 only

User3 and Userd only |
User1, User2, and User3 only
User1,User3, and User4 only
Useri User2, User3, and User4

View the risky users report ", -
User3 only _
User3 and User4 only

User1, User2, and User3 only

: User1, User3, and User4 only
Microsoft|ysert _User2, User3, and User4




Configure the user risk policy:

User3 only

rand User3 only
SEr3, and User4 only
‘User2, User3, and Userd

View the risky users report: -
* |User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only

User1, User2, User3, and Userd

S -

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

EHTEIRE: 265

v b7 —2 121, Azure Active Directory (Azure AD) T3+ > hERIEAT 54 > T L 2 XD Active Directory KA A UNEFENTWET, T2 FMIE RORICRTAI—HF—DEENRTULET,
Name | o-Type %ﬁhw synced

User1 User (¢ (

User2 UsgrQ“ " | Yes

User3 \Guest No

FRTOI—HF—IF) T— FTHELET,

Azure AD Connect [, RDOKIZRY & 512 Azure AD THERENFT,
PROVISION FROM ACTIVE DIRECTORY

-

‘ Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the clouc
Manage provisioning (Preview)
Azure AD Connect sync

Sync Status cnabled
Last Sync Less than 1 hour ago

1 ¢ PesswefiHash Sync Enabled
USER SIGN IN
) Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents
FUOTLIR FALSUDBA U2 —2y bADERLAEHONET,



EDA—H—MN Azure AD [THA VA VU TEFTH?

A 1—H¥—1¢La1—H—-3DH

B.1—H%—10&

C.1—%¥—1 a1—H%—2 a1—H%—3

D.1—H¥—1éa—H—20H

Answer: A (A —vt—T %KY

S

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/pta ~D &A% - WEDFIE

= HTEIRE: 266
Litware 21— —~® Azure AD 54 ADENY B TEEBRTHAIVLELAHYET V) a—2a ET3M o RABERZ/E-LTWARBRENHY 7,
ES3TNIENNWTLESMN? EZETBHICIE BEEDY 7TEUEA T a vEBIRLTCES,

FEELOBIRSEICIRA Y RAMEShET,
Azure AD Connect settings to modify: =y v
' Direktory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

Answer:
Azure AD Connect settings to modify: v
Directory Extensiong "OSOY
Domain Filtering
Optional Features
Assign Azure AD licenses to: -

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active f}irectory group that has the f)ynamic User membership type

BT HRE: 267

SSPR DEtEISN=EEZRELFET,

User3 M SSPR ZEAL &S &ETHEMMARIY FIM? BAET HI2F, BIZFEHTENGA T a3 VEERL TS,
AR ELWERIEICTRAV AMESIET,
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Answer Area

| PJM;Q{Q&Q&@UW: “['xl

Authentication methods that can be used@, ¥4, & -
Answer:
TREDFHADGEEZEEZSBL TS,
Explanation:
Answer Area M . f t
Number of authentication methods required: 20 (7%

i

Authentication methods that can be uséd: "Emall and phone only

B #ERE: 268

Ry FRARy M HEM

RDORIZRT VY —REZEC Azure Y TR YT avnipyExEd,
Name Type Nameiy/ly 7 1) L Typel

VM1 Virtual machine | VM1 Virtual machine
Appl Azure App X -iJf".pp1 Azure App
Service web app. |} Service web app
Managed1 Managediidentity | Managed1 Managed identity
Managed2 Managediidentity | Not applicable Mot applicable
User1 &LVS &RID Microsoft Entra 1 —H— %R LE T,

VM1 & App1 IZEENMTES ID FENTI D, BET BHICIE BEBRETEYGA TS 3 VEBRL T3,
AR ERBIEICTIRA U EAMESNET,




LITEL L Lo e TR ST

VM1: w
User1 only

Managed2 only

Managed1 and Managed? only

Managed2 and User1 only

Managed1, Managed?2, and Userl

=Appl:

Miserrenlg O f:{

Managed?2 only

Managed2 and User1 only

A system-assigned managed identity only

A system-assigned managed identity and Managed2 only
A svstem-assianed manaaed identitv. Manaaed?2. and User1

-

Answer:
HNSWer Area

VM1: i
User1 only

Managed? only

Managed1 and Managed?2 only

Managed2 and User1 only

Managed1, Managed?, and User1

App1:

Userl only =

Managed? only

Managed?2 and User1 only

A system-assigned managed identity only

A system-assigned mnagec!éﬁmvﬁiﬁﬁfrty
A system-assigned managed identity, Managed?2, and User1

R#TEIRE: 269

Microsoft Entra 77+ > kA Y £,

I ITH—ER /XRXRT—FK J&v k (SSPR) &, ROBETHERELET,
AU VI A —EREFERT S (L
Uty MIEBEGHEDH: 1
A—Y—LFATE LGRS EFIMTIHN?
A RT—F+rhH—F

B.ENA)LF7T)Da—F

C.FIDO2 txal)T4 b= >

D. Windows Hello PIN

Answer: (&% %KT9 D)

TIERI M DEEH A ERER
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Microsoft Identity and Access Administrator K 1 A > F TSR SN TS & 512 Microsoft Entra ID L 7H—E X /XX T—FK Y+t v k (SSPR) 3RE & FIATTEER SR AEICEDNT, ChEERREMIC
BMBALTHFEL LD,
* Microsoft Entra ID D+ JL7H—E X /SAT—FK J+y k (SSPR) ITDWTHEHEET %:
*wTH—ERNRNRT—FK Yty k (SSPR) 2FAHT S & 21— —([FBEHEDNALLIZ/INRAT—FKZ YLy FTEZEH EX2VTAHAEAEL ALTTRIDELZEFIERINET,
CREBEIWBREFIRDELY TY,
YA A VI A —DEFREERT LD IV - AT —FHOTHA VA VT HEZICRIMAE (BEBEE. AL X2V T DERLGE) ZEZHRTIVLENHYEST, iKY SSPR THERA
TEAHENHERSNFET,
)y MIBBLGEIEAZOH 1 - 1—F—FNRNZXT—FZ2) Ly b 5EOIC 1DDBAAEEFERA L TAAERETOVLENHY FT, CNERELGRAFZORPMETHY 2 —F—FDG< &
1 DODBIAEEZHTIVENHY VY FTOERRATIEZEDOSEDI1DODAEFFRALET,
* SSPR THIFHAIRE%FREE A&
* Microsoft Entra ID SSPR [& /SR T— K £y FRFICA—H—DARKAERICERATEIREDRIAEZE Y R—FLTVWET, ThoDAZEIE EEEM Microsoft Entra B2 —D IRRT—FKY
Ty MBRETHRELFET,
*SSPR CTEATZE AT 74 FORBEFEFIRDELY TT,
A= A= —([FHDA—ILT FLRIZEESN-a—FZZITWMY ET,
*EREEE (SMS): A—H—EEHRLIEFTEFICSMS BHTI—REZELET,
*EINA L T TF) a— K 2—H—(L_ Microsoft Authenticator 7 7)) (F1=IXEBREDHBHRDRET T))IZ&>TERSN-a—FZFERALET,
*ENA I T T Y@M A—F—[L_ Microsoft Authenticator 7 7)) Tty b ERBT AN Ty 1 BMEZITRY ET,
XA TADEM: A—Y—EERFICRELEERBZADEX AU T DERBICEZFET,
*EEEIE AV—FA—F_FIDO2E*X 274 b—% > Windows Hello 7z EDEREEAEIL SSPR TIEHAR— SN TWERBA, CNODRIEFAEITEE U4 oA VEDREE MFA /XX —FL X
YA A URE)IFERSN SSPR JOERIZIEFERASINELA,
*FT T a DN
*ALRY—FA—F:
* XY — bk H— K&, Windows T /3 RPOVPNADH A VA VICK K ERASNZIAER—RDRIAARXTT MEBEH—FE)—F—DIRET BBEIESSPRTIIHL T4 Y RIICERSINET,
* Microsoft Entra ID SSPR £ /XA T— KUty FDBEEAZE L TRAIYI— b W—FZEHHR—FLTWEHA,SSPR DERBRETIE, AY— M h— FIZFARRELAEZE LTRERSNEEA,
*fEW CNIFRY T,
*B. ENAIILTTYa—F:
*ENAJL 7T a— K &IE Microsoft Authenticator 7 T R EDERFET7 TV ICE > TERSNIBRR—ADT A A L INAT— K (TOTP) 5L ET,
* ZMhld_ Microsoft Entra ID ® SSPR TH/R— kSN TS AETI , —H —Id Microsoft Authenticator 7 71) &=t EBRIEDHZ7 T ) #ZFL EREShF-a—FZ2ERALT/SRAT—FDY
Ty FRHFICARANEREZITOISENTEET,
*DEy MIRELBFEOE A EVWSERERX DELFEN DETTHAIZLEEZERT 20, A—F—DNEFLTWBFEEENMIL 7T a—FRBEMEA T avIcgYET,
*HER CNIFXELWLTY,
*C.FIDO2 X744 F—D :
*FIDO2 ¥ T4 F—% > (fHlYubiKey) &, Microsoft Entra ID D/SRXRT— FLRBIEZYR— b E5N\— KDz 7R—XDEF21) T4 F—TF,Microsoft /XX T— K L AFBIEED—ETHY
YA A VIERTEET,
*t=f=L _FIDO2 X)) T4 b—Y UIE SSPR TIEHR—FENTWEEA,SSPR TAOERTIE A—IL SMS 7 TIYAR—Z2DA—KLHE YL UTLTTI9EALPTVVAETYEY LT DELS
[CEEFSN TSSO 1—H—ILFIDO2 X ) T4 F—ZFERALTARANERETOIELENTEEHEA,
R CNIERYTY,
* D. Windows Hello PIN:
* Windows Hello PIN (& Windows T/Nf AADY A A VIZHERINBET/NA RBEBDRIEEAETT , Sl EARFEEE (BEFRELIEMERI 4 &) 3 & FE NS Windows Hello D—E3TY,



* Windows Hello PINIZ Microsoft Entra IDOSSPRTIEHR— kSN TLWERA,SSPRT B LR [FWebR—ZXDHR—% )L (fflaka.ms/sspr) TEITE 4, Windows Hello®D & 5 % T /31 REFDFRIE S E &
li‘f}iAéfniﬁ/\;o F f=. Windows Hello PINIZHED T /31 RIZEHEM T 6N TWETH, SSPRIET /NS RIZEKEFLGWVWE S ITHRET SN TVET,
*fER CNIEERY TY,
*BIMOEEEIEA:
A A U A —BREERT S FLEWVWSEEICKY A —FVLEEBIDODRIMAZEEZRLTVWS I ENRIESNFET L, COBERTIIEEENEDAEZAMCLTLSH
(FHE SN TULEH A, Microsoft Entra IDTIE  SSPROT 74+ /L F TEMBAEICIE BFE, A —IL EFEEE (SMS), ENAILTTYI—F ENAMLTTI)BHMBPEENTET,
X1 TALDBEEHIS X2 T DEREENCTEHIZENTEEFIN . HFE Y —RUTIEHY FEA,
CEBENMEEDAY YR BIENAILTTIOI—R)ZE L TWEEE BEFEESNDAEENHY FI L BRIZEZOL S BHIRIIEHE SN TOEWZH T IAHILEDA Y Y FHF]
AIRETHAHIEEELTLET,
* Wy MIREBEGHFEOH NEBREF, A —F—DBRRT—F&2) 2y FTEDIT1DDFELEFTEFERAITNIELINWILEZERLEIN  BROFEEZER TSI LELETEFES, BEMIE
B—H—hAFEATELIEMLGRAAEITHS=0 _ SSPRBPYR— T HHEEHRETILELNHYET,
* §%5m:SSPR %% & Microsoft Entra ID THR— b SN TWBERIAEICEDNT:
CENRANTTY A—R (A TLavB) lF FI+NETHR—FEINTEY BRE—BMLTUNSD1-0 SSPR OEHHRILSETT,
* 27— hkH—FK_FIDO2 %2154 k—% > _Windows Hello PIN [Z SSPR TlE#R— FIhTOEH A,
L= > TIEMEIIBTY,
SE 3
Microsoft EntralD F¥ a1 A > k: E)LTH—ER /SRAT—FK Yty FBEEA % (Microsoft Learn:
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-sspr-howitworks#authentication- methods) Microsoft Entra ID KF¥ a2 AV b: )L TH—ERXR XX T—FK Uty FZEHEET 5
(Microsoft Learn:https://learn.
SSPR D#Ep &Y R— kS TULAEREEAEIZ DL TERBA L 1= Microsoft Identity and Access Administrator (SC-300) RE&=E 574 K (microsoft.com/en-us/entra/identity/authentication/howto-sspr-
deployment),
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BEIZIECTROBTA VERBEREFEALET,

A—H—REANTBIZE, HAUA VIR I RITH—VILEEBE TOI—HF—KEV Y vI LET,
INRT—=RZANTBIZIE, RRT—FEAAJRY I RICA—YILEEE, TONRT—FE9 ) v LET,
Microsoft 365 21— —%:admin@XXYyz112233.onmicrosoft.com

Microsoft 365 /XX 7 — F: =1122334455667788

Microsoft 365 K— % LA T 5 9F— I EBICHAAENZIMESE, Crl F— 2 LEAD KX —2WLT HLWISHY— 2 TTR—F L EBEFHARET,
LUTORRISEMIR—bOAZEME L TLET,

ZiRA VR A 2 R:99999999

ROBHEFB-TEIICTIL—TEBEO—IILEZERT ILELNHY FET,

A. Allan Deyoung WA—IILET7 I T4 TILT DV VIR M ERBELVIEETES LR LET,

B. Christie Cline "A—ILDT7 VT4 JILEZBERTEL L EZHAELET,

C. x/MERDFAIZFERALET,

D. CDARVEETTHICIE BULGEBEEL A —ITHA 42 LTLZELY,

Answer: A (A —vyt—T %)
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BEED KA A >4 contoso.com Z{FAT 6 & 5 I2F7 L LY Microsoft 365 T3+ > &R LET,

FHHETIOER RY—ZFFEARAL T Microsoft 365 )Y —AANDT IV LA EHETEEEZHRTILELAHY FT,

FITMRMETARETL &£ 557

A 1I—Y—DOREEREEENLET,

B.tXa2T4DT 7 NEEMZLET,

C. ZERAE (MFA) B8R O—%#HBHRLET,

D. Windows Server Active Directory /827 — FIREZER L E T,

Answer: (BZZRTT D)

201910 A22BURRIZT 2 FEEREINTZEE . X2 T4 T 74 OBRICEMZHE T DAEENHY EFT, T RTDAI—F—2RET DO FHITEREINDIZTRTOTFV MMZEFa Y


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

TATIHILEDERESAET,
CAP ZAMICT BHICIK X2V TADTIAHINEEDTIVENHYFET,
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals- X211 57«4 T 74 JL k

A#7; SC-300 FEIREL (L GoShiken.com MRS =E# L1OF L) SC-300 :REXRSIRELE | GoShiken.com AR D SC-300 HEXRIREE #12# L TLYE I, GoShiken.com SC-300 RERRAREILHZIT T, M2
ENE-ETIENET, ZIF®D GoShiken.com SC-300 FABE#4 v b3 % AL T B 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFEREEE A & EEfiR{T & T 30% w43 Z 5|

a— F: Freepdfdumps)
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Sub1 EWVWSEHID Azure TRV YT avhipyEd,

Microsoft Entra Permissions Management # B3 52 FETY,

HEREENSUDIZT VLA TESCLZHERTILENHYFET, V) a—2a VER/IMERDIRAIZHE S BEAHY FT,
PowerShell AR > FZEDESICETITNIELVWTTA? BETHICIE EEEBETEYGA T a oEBRLTESL,
FEELWEBIRSEICTI ARSIV EAMEShET,

-applicationid bAScIacS-dad-A18F -aidd - BaBFAIOD 306 Rolalat pniLionlae

weriptionios
- AT e Cramer

Mew-AzTag Reader

r 2 ApplicationId bA6<3ac5-9dat- 4181 - 4840 - 020740003 6L - A0l oD f IR0 ¢ I0RN s

Mew-szRoledAssignment St | Eunl_r_ihl.g:l;or___'“‘
LEript LonTDs

MNew-AzRoleDefinition Cwner

Mew-AzTag Reader
!' Microsoft

Explanation:
A Microsoft
Mew- Az B lgnment v  ApplicationTd bAGe3acs-Odat-418F- ap40 05307500 300c RoleDef inltionkase Cantribulos -
seape ©fsubscriptions/csubseript ionine™
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v k7 —2 121 Azure Active Directory (Azure AD) T3> FERIEAT 54 > T L I AM Active Directory KA A UMNEFENTWET, T2 FMIF RORIZRITEDOAEENTNET,
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TRTHOA—H—IF)E—FTHEELFET,
Azure AD Connect (&, RORIZTRT & 512 Azure THERINET,

vE You Lo mansge provisicn) rom the cloed. | ||

Oisabied) l: -:kmalm
o sign-on Olsabled o emaing

35-the !' et 2 dgenty,
Il WE'I |crasoft

FUTLIR I~)‘4/7ﬁ\b*( DA—2Y FADERBEODNET,
EQO1—H—H Azure AD [THA A4 U TEETH?

A 1—HF—1DH

B.1—H¥—1,a1—H—30DH&

C.i—%—1 a1—H%¥—2 1—H-3
D.1—H¥—1éa1—H—20H

Answer: B (A —vt—T #5KT)
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RG1&EWS ) Y—RT)IL—T & Usert_User2 Userd UserdEWS4ANDI—H—2ETAzure TR ) T3 ohiHBYET RGIZHLT, ChoDA—H—[CUTOO—/ILEZE YU TEHFETT,
*A—H—1:. 5

*a—H—2: EEkE

*1—H—3: R FL—UBLOBT—4 1) —4—

*aA—H—4 BTV N)Ea—F—

BHER—XT7HtAHEH ABAC)DFERAZHRIFLTLWET ABACOFERAZ Y R— T 51— —O—LIXFENRTITMN?

A 1—H—1

B.1—#H—2

C.1—4%—3

D. 1—H—4

Answer: C (A —vt—T %KY

Azure DEMER—ZADT U X%l (ABAC) (X, 21— — JY—R FLEREOBHICEIVWTELEFEMT S ET, A—ILR—XDT Y £ AH{#H (RBAC) &t LET,

IWAE_ABACIE A L—UBLOBT—42 )—4— A ML—YBLOBT—42 AV MJEa2—4— AML—YBLOBT—42 #A—F—HED@EULET—4F TL—r O—)LTHEAINBZIBEIZD
# . Azure Storage (BLOB £ & UFa1—) THR—rINhFET,

F AT :
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*Userl (V) —4—) & User2(A> b Ea—4—)IZIE ABAC THR—FINTWET—2 O—LTIEHLGEL BEIL—2 O—IHEIYETOSATLET,
*User3 (R k L— BLOB F—4 1) —4—) 21X, ABAC 29 R— hF35F—4 FL—> O—LHEYLTLATOETS,
*Userd (R aVvhbJEaA—4)ITHEBTL—o0O0—HY FT,
Lf=A>T_Userd dO—/LZITA ABAC ZHHR— kLET,
Microsoft D KF¥ 2 A2 FTIERDZ ELER SN TWNET:
R +L—YBLOB F—42BEEVLLEREREL ED Azure RBAC O— /L% EHAT %154A  IR# Azure Storage T ABAC AU R— F SN TWET , ABAC TlX EOMINET IV EADEHIZA—F—F 1=
TV —RABHICEKHBERETETET, )
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RDA T x5 F%ET Azure Active Directory (Azure AD) T+ > b2 H Y ET,
- DevicelE WS BRIDT/NM R

- User1_User2_ User3_User4_User5 & LVS &RID1I—H—

- Group1, Group2 ., Group3, Group4_ Group5& WL\ S &HID Y IL—F
GIL—TREROED LS ICHERESIhET,

Name Type Membership tyvpe Members
Group1 Security Assigned User1, User3, Group2. Group3
Group?2 Security Dynamic4dJSer User2
Group3 | Security Dynamic¢ Davice Device1
Group4 Microsoft 365 Assiqnaj_ Userd
Group5 | Microsoft 365 DynamiglLiser Users

Microsoft Office 365 Enterprise E5 54 VA ZEHEEIY B TEHIIENTEDIDIEED T IL—TTETM?

A TIL—T1ETV—T4DH

B: FI=F1 PR, — T3 5 ) —TF4, BECGHT IL—T5

D. JIL—T10O &

E.9N—1 TGN—T2 G)I—T4 5)L—T50H

Answer: C (A —vyt—T %)

GW—=T3ETNARTN—TTHBI=H. A RFEYETEHIILIETEFFA, TNAMRITL—TITSA BV RZENYHBTEHILIETEEEA,
GN—T4ETN—T5I1254 8 RZEYHTEHILIETEEEA, Microsoft 365 JIL—TI2S AV RFZEY XU TR EIEITEEEA,
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group- advanced
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ROFIZTFT LSI2, 2——EEEDO—)LD Azure AD Privileged Identity Management (PIM) B —)LE&5E % &4 Azure Active Directory (Azure AD) T+ > kD Y £9,
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. ContosoAzureAD > Identity Governance > Privileged Identity Management > ContosoAzureAD > User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

# Edit
Activation
SETTING
Activation maximum duration (hours)
Require justification on activation
Require ticket information on activation
o Oneactivation, require Azure MFA

gl Jickosoft

SETTING

Allow permanent eligible assignment No

Expire eligible assignments after 15 day(s)

Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No

Require justification on active assignment No

FAYTEDY AZa—%FRALT I3 74 v IICRRENEBRICEODVWTERT—MA VM ETREEIEEDERREERLET,
FEELVERIEICTRAY MAMESIFET,



A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. 8 hours

15 d.ays
1 month

Before an eligible user can perform a task that requires the User v
idministrator role, the activation must be approved by a [answer choice]. [ giobal administrator only

global administrator or privileged role administrator

t 1 r -_; ;”",_ E permanently assigned user administrator
' i privileged role administrator only
Answer:
A user who requires access to the User administration role must perform v

muiti-factor authentication (MFA) every [answer choice]. [g hours

15 days

1 month

Before an eligible user can perform a task that requires the User -

administrator role, the activation must be approved by a [answer choice]. [ global administrator only

5 . global administrator or privileged role administrator
\ /1 ; efmane#ﬁly assigned user administrator
\ '{aﬂ role administrator only

S
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan
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KDY IV—T%EL Azure Active Directory (Azure AD) T+ > kHHY FT,

ZH JIL—T1

AoN—a—H—1 1—H%-2

FriEE: A—Y—3

2021 &1 A 15 BIZ _KIZFRT & 377 EA LEa—Z#ERBLET (R 2TEVV VI LET,)
Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Review1

Description ()



Start date * 01/15/2021 @

=."M ic Monthly fl N

Duration (in days) () ————————————0——-"—-—1——-—-————-— 14

End O ( Never Occu rrences)
Number of times 0
End date * 02/15/2021
Users
Users to review Members of a grn\Q v
Scope 5
Group *
Group1
Reviewers
Reviewers Members (self) 0
Programs
Link to program

Default Business Flow

v Upon completion settings



v Advanced settings

A—H—(X ROKRIZFT &£ 512 Review! DEBRICEIZLET,

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes
User2 | January 20, 2021 No

UTOEXIZDOWT ELWMESIE R EERLTLKESWD, Z5THEWMESE DOVA JZERLTESL,
FEELVWVERIEICTRAV MAMESNET,

Statements Yes No

On February 5, 2021, User1 can answer the Review1 guestioniagain. O )
On January 25, 2021, U'ser2 can answer the Reﬁew1 question agiﬁﬂ m YOS @@i‘j

On January 22, 2021, User3 can answer the Review1 question. O O

Answer:

statements = \ATcrosmest

On February 5, 2021, User1 can answer the Review1 question again.

On January 25, 2021, User2 can answer the Review1 question again.

On January 22, 2021, User3€an answer the Review1 question.

S
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access
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FCOBERIE BALIF VA ERRTI—EQERO—ETYT, —EDERBICIEETNZTN  EHON-BEER-IAEHEOHIBBEBOBENSENTVET Bty MIk>TE EROERILFEET
HIEELHNIE EENGMEEELHYFET,

DIV IVOBERMICAZLIZRIE, TOBMICRAZEEITEELA, ZDEH CALDEMIILE a—BERAICKRTINELA,

Microsoft 365 77+ > kMH Y £,



TARTHI—H—IL Microsoft 365 H—ERIZT7 IR % & EFIZ, BEFRBE (MFA) [Z Microsoft Authenticator 7 7 1) ZERT 2 ELAHY FT,

—EBOI—F—Hh5 YA 4 UERERIBE I Microsoft Authenticator 7 7Y TMFA OV T & Z W o= WSHENH Y FT,

A—HY—HARABLTLWELMFA )V IR FERELEZBEIE. ZTO1——28HNICTAV I TILELNHYFET,

fRIRR: Azure R— 2 )LHv 5 BERIBEL (MFA) DBEMBZEEEBRLET,

CHIFBEEHE L THETHA?

A. [T

B. LMVZ

Answer: B (A —vt—T %KY

Azure AD MFA #&R&IZB89 % SC-300 &E#} Tl&, Microsoft [£:&%1 Kicrosoft Authenticator N L 2 BHEEIET E2HNESHZEHIE) EFRETAT S5 — FEE O——NFHHLAVENZRS LI5S

DHEFERE)EZRFLTVET  FEHA FTIEH BRIZE 2T PITIADTY D aRBHAREICHD | EHFASNTVWETHS, A—F—DNTDHO LVEMEHRE LSBT BMIETII 3 vEETL

FtA, B—F—DFBLTVWELMFAYI IR FERELEZGAIC. BBMICI—V—2709 935 1 EWSEHREZRHETICIE FAETETS— AT a 2FRATILELAHY T, ERICIL,

EEEX B—Y—DRETET7SI—FE2REETEDLIICTH1E FEFTAZHREL-A——%2709 995 12¢T, BESNE=THOLV MNIEBEN IOV I EHBRTSIETELIZTOYI SN

HlEBEINTWET , DA TLavid THUORFDMFAS—ERBRED—EHTHY BEMEUarvTREBYFLA, D2FY BMEHRET 571211 TIE, Microsoft Authenticator T & 24 v 7

Li-a—Y—%B8MNIC)0v I T8 EIETEERA, AETANRE SIN-BIZA——2 70909512 BREFHATRNIZENCTEILELAHYET, LA >T RBESATHWSY a2 -3y
(BB EET D) FEMNEERLLFCA ELVWFEE FETADEESEEZEMIL FETAEERET 21 —F—270v I T5EERLTC, A—F—DFHLBEVMFA IOV T hEHELIZLE

[CEHREZHEREIZISILETT,

= HTERE: 279
Userl EW\SRRIDI—H—& RORIZTT Y IL—TZEEL Azure Active Directory (Azure AD) T+ > kDB Y £9,

Mame Type Membership type
SGroup1 Secunty Assigned

Group2 Security = [ 7 Dynamic User

Group3 Security Dynamic Device
Groupd Microsoft 365 Assignead

TFHYRTIEH RORISRTIIL—TE#ERLET,

Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

TJIW—TAET I —TBIZBMTES A VN—[FHTIAN? BETSHICE BED) 7 THEUGAH T a vEERLTEEY,
AR ELVWERIEICTRAV MAMESIET,
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GroupA: -
User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and I[':‘-n::-m::d%I
User1, Group1, Grou oup3 only

User1, Gmup} er and Group4,
M}%'ﬂ m  IVITCTOSO1T
GroupB: « afﬁ‘a'&. i _ %

g 71 only

ser1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

Answer:
GroupA: v
User1 only
User1 and Group1 only
User1, Group1, and Group2 only
User1, Group1, and Group4 umyr A
ITJs_er1_, G_rou_p1_, (f;ou_gz;an oup3 only i
FUs_érrGToﬂ"m Gf'bup’.é oM, and Groupd
cropB: = ALY )+ v
NeTon
‘User1 and Group4 only
User1, Group1, and Group4 only
User1, Group1, Group2, and Group4 only
User1, Group1 ’ Group2, Group3, and Group4
Explanation:
GroupA hd

User1 only
User1 and Group1 only

User1, Group1, and Group?2 only
User1 , Group1, and Gmupd@ply
User1 Gmum G

3 f
oo

GrowpB: ~ e\ ™ v

ser1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, anupz, and Group4 only
User1, Group1, Group2, Group3, and Group4




S
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/
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Microsoft 365 77+ > kMH Y £,
Azure Active Directory (Azure AD) 77+ > MMZIZ RORIZRT TIL—THEFEFNRTULET,

Group Security
Group2 Distnbution
AGroup3 Microsoft 365
| Group4 Mail-enabled securnty

Azure AD T_Appl EWSEFIDFHLWI VA —TSAX 7TV r—2 3 0% BMLET Appl ICEIYBTEZEMNTESZ T IL—TIERTTH?
A. JIL—T3DH

B. S IL— 1D H

C.OL—T1&51L—T4

D. SIL—T1&E5NL—TF

E. JIL—T20#

Answer: D (A —vt—U%&9)
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Microsoft 365 77+ > FhH Y £,

BEREBRNREL-A—Y 2B ETIRELNHYFET Va2 —LaVEUTOERE/-IRLENHY FT,
*CERBEBARBLEZEVDOHSII—Y—ICLEIDYA A,

AL VERYRTARNY FELTELELET,

*A—HF—NT TV =L a3 VICTIRRATESLSICLENDG VRV EBEBT H-ODOFHHMEELICEELET,
AIZFEIRETLLIMN EZETAHICIE BEEIY7TEUGA T a vEBIRLTLESL,

FE ELOLBIRSEICIRA Y RAMEShET,
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— .
To classify leaked credentials as hignrisk,.gfﬂ
. Az e ) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance
Self-service password reset (SSPR =

To trigger remediation, use:

Apply app enforced restrictions

Block access _

Grant access but require app protection policy
Grant access but require password change

To classify leaked credentials as high-risk, use:

ldentity Governance

Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps nof tsing Medern authentication |

DWC@@E'?:* E S V" "

User location

{User risk |

A -

&

To mitigate the risk, select:

Apply app enforced restrictions
Block access

Grant access but require app protection policy
Grant access but require password change |

Explanation:



To classify leaked credentials as high-risk, use:

Azure An.we Dlre-:tory (Azure AD) F'nw!eged Identity Management (PIM)
Identity Governance
Self-service password reset (SSPR)

To trigger remediation, use:

Client apps nl:_ljt__u_sing I_‘ui_ndem EL_r_t_hgnli{:atinn
Device state

Stgn in F-I_E.i'(“ -
User location

User risk

To mitigate the risk, select:

Apply app enforced restrictions
Block access
Grant access but require app protection policy

Grant access but require password change

S8
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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Usert &L\S ZRTD 1—H—% &L contoso.com & LYS B RETD Azure Active Directory (Azure AD) 77 > bAH Y F£9,

Userl [CIZRDRIZRT T/NA ADHY £,

2020 & 11 A 5 BIZ_ contoso.com TRDEEDF AR EZER L TERALET,

2 S

744 Contoso F|ARK

A—H—ICRARNONREEKRT S 4+

TRTDOTNARATA—H—DEEERDZ: + >

BEEDHEEAR: 4>

ExhEAMR: 20204128108

SME: 8A

202011815812, A—H—1ET/AA A3THARMNIRAEL XS,

UTODEXIZDOWT ELWMEEIE EUOMEFEBRLTLESWD, 23 THWMGEF DDA IEBRLTLESL,

FEE ELWLBIRSEICTI RSV MBS ET,

Answer:

2020118168 T/84 A 1: [y

2020F12A15BHD 7 /34 R3: &Ly

2020118208 T/84 A3: L\ &

Microsoft M A K& 2 A > k & SC-300: Identity and Access Administrator 2B HA K (FA T TA T4 ANFUOREQAVTSATURADEY 23 V) 2k B & Azure Active Directory O F| R K
(ToU) FEHHFETIER R D—IZEDVWTEEIN VY—AANDT I LR EHAT I —F—DRENBF SNET,



DT IADLDEEREBRIRE:

*A—H—|ZFRARNDIEEEERT S A # A —F—ERETDANFF AL FEHCDENHY FT,
*FRTDTNARTA—HF—DREBZFEKRT D AU # TNA AT EIZEANDERNVETT (RABFTNA AT EITRESIED),

*EEDOBEER: A

* HMEIRE 2020%F12H 108

*HRE BRA# 1Y —EIRVORER. BERAFRARNICBERETILELNHY FT,

ETnid:

*Terms1(%2020F 11 ASHICER SN FE L 1=,

* 1 —H—1[& 202011 1582 T /N1 A3 THOHFFRBRMICAELEL-,
*EREBIETNNARAZEITTODNET, 2FY TNNA R 1 ETNAR2 TRELERELNREBEIATHEEA,

Lf=M>T:

* 20204118168 (BH) A—H—1H0TNAA RO DY A VA VT B L2 FMARGICRAETILENHY TT # XL,

*FRE91X 2020 £ 12 A 10 B o BAHBRUINICES =0 2020 £ 12 A 15 BETIZ, A—Y— 1 [XFTN\A XA 3 THNICEERETILENHY FT # (XL,
*2020 11 A 20 HIZ RPWDOEABZ (11 A158) ERILARTHY  FLEHBEAKRTLTWERA # LWV T CIZBRBTILEEHY FEA,

NI Microsoft O KF 1 A2 FDIRFE—BLTVET:

FTRTODTNARTA—HY—DREZERT D | ZANNTIE ETNARAANDY A AV EIZEAMNDORENMBEIZGRY EST . ADHRAZESINTWEEES A ——EEESN-BANLEES
NEHEEICEODVWTHRABRNICBERET S2RELNHY T,

B HTMEIRE: 283

Userl EWZWSZRIDI—H—%EL Azure AD 77> bABHY EF9  Userl ITIE, A——BEZHEO—IILMNEYETOEATHET,
ROBYHEFET LI T rOABASHRL—a VEEEERTIHENHY ET ., |

PR A —RREAYITDEFA—IL T RLRZBETELVWLSICTTIRENHYET,

PR b A—HY—E Userl IC&K > THBEHFINEIEEIZOATF U MIT IR TELIRELHY FT,
EDIDDHRFEZHEARTILENHY FIM? BEETSHICIE, BEFEHTEUGERELERLTLEEL,



Guest user access restrictions: -_ -
Guest users have the same access as members (most inclusive)

' Guest users have limited access to properties and memberships of dil'actol‘r objects
Guest user access Is restricted to properties and membushupa r thewr own directory objects (most restnictive)

Guest invite restrictions: . ; ‘\T"_ v
Anyone in the organization can invite guéstusers including guests and non-admins (most inclusive)

Member users and users assigned to spegific aimin roles can invite guest users including guests with member permissions

Only users assigned to specific admin rolés can invite guest users

No one in the organization can inyite guest users including admins (most restnctive)

nable guest seif-service sign

Answer:



Guest user access restrnictions:

Guest users have the same access as members (most inclusive)

| Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions:
Anyone in the organization can invite guest users iIncluding guests and non-admins (most inclusive)

No one in the organization can invite guest users including admins {(most restnctive)

Enable guest self-service sign up via user
ﬂnmi_ No_ _

Explanation:
Box1=1—H—7J€XF BEDTA LI bIF T2z bOTANT A EAUN—Dy TITHIBENFET (EFIRSBELLY), COREICLY TR PLI—HF—BFREF Y ITDA—LT FLRAZERET

9 Userl hoBEINEBEICOARTTFUMITHIRATEET,
Box2 =HENEBEEO—IICEIYEToNA—F—DHNTR I —HF—FF{FTEFET, CORFEITKY TR b2 —([FUserM Do BRESNZHZEICOATFT U MIT I ERTESLSICHYFE

ER
Box3= CDHREICKY HF Ak A—HF—IL Userl hoBESINIEBEICOHATFT Y MIYAOTvTTEELSICHYET,

XTI 284
ANVTTROEBEIZLDSM LV ABEEDORMEHERHI-IRELNHYET,
BAICAZERL, EOV—LEFERTNAEIVTETAM? AETHICE BZETY 7 TEINGA T a vEERLTLEZEL,

FEELVWVERIEICTRAV MAMESNET,

Answer Arca
| L1V £t
‘Object to create for each branch ofides [ o ™
(i A customirole |
ﬁMmUmep
An O

Tool to use |Azure Active Directory admin center
1l Wi Actve Directory Admmmstrative Conter
Actrve Directory module for Windows PowerShell
Microsoft 365 admin center




EX#TMEIRE: 285
RORIZRT VY —REEL Azure Y TRV ) T3 ohiHYFT,

| Name Type I-.'“!'@E
| VWi Virtual maching
[App Azure »\.pe&rhce web app

[ Managed? Magaﬂ'ﬁfenrit'_.'
| Managed? -&@%g&i identity
LY

User1 &LVS &REID Microsoft Entra 1 —H— %R LE T,
VM1 & Appl IZEBEMITES IDIEENTIT A, BZTBIZIF EAEZEETEDN LA T3 0EEIRLTLESLY,
EE EBCEICTI RSV IAMESNET,

Vit Uszerl gnﬁ .I["_] Micro SOft

Managed2 only
Managed1 and Managed2 only -
Managed? and Userl o

nl
Managed1, Managedy apd Usg? Om
af.c

App1: i managed dentity onl

Managed2 only
ManagedZ2 and User1 only

A system-assigned managed identity only

A system-assigned managed identity and Managed2 only

A svstem-accianed manaaed identity. Manaaed?. and User1
Answer:



MIIDWET Mg

VM1 | Usert gnE B

' {Managed2 only
|ﬁarﬁg?ﬂ2ﬂéna'u§érf'cnﬂﬁr 7
| Managed1, ManagedZ. and User1

Appl: A srtem-asg;ined maﬁec iﬂentli cn!i- b

| Managed?2 only
Managed2'and User1 only
Al =assigned managed identity only

TASysteh g_mwﬁntiw and Managed2 only |

'Asys lem-assigned managed identity, Managed2, and User1

Explanation:
VM1: Managed1 & Managed2 0 #
Appl: VRATLEIY HTIYH— K ID & Managed2 D&

mFTfIRE: 286
HE-DE4E(Z1E contosri.com & LY5 Azure Active Directory (Azure AD) T+ 2 rDHY RORISRTEDRR N— b F—DNEFELFET,

An Azure AD t!-num hns ﬁ domains named|
fnh:ilnm:mn mmdammcmn

- ———

A—H—ENv =1 E2FRALTT IV EREFY VIR MTEET,
Fabrikam & Litware DA—H—([X BFA—IL T RLRIZCENEFND RA A VB EFHRALET,

Fabrikam £ & U Litware 21— —DH N T7 UV X TE S _packagel EWVWSLZRIDT IR Nvr—C2ERT HFETY,

Fabrikam & & U litware DEH SN - ZEBRL T, ZOIRTHOI—Y—h package! 2 FRALTT7 VR EERTEEELSICTHI2RENHY T,
ERT 2 LENH H /IR ERERB T TI N,

A.2

B. 1

C.4

D.3

Answer: (&% &RTT 3)

A#7: SC-300 FEIRELE (L GoShiken.com AR S 1=E# LT L) SC-300 :RXERRIRESE ! GoShiken.com AExEHT D SC-300 HEXRIRESE #1214 L TLYE I, GoShiken.com SC-300 :RERRAREIIH®RI T, &
ENEHTTIVET, &I D GoShiken.com SC-300 fIZEE %4 v 3 5% AlF Z 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFREIRESE A & IEfiZ {1 = T 30% w41 Z5|

a— K: Freepdfdumps)
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https://www.goshiken.com/Microsoft/SC-300-mondaishu.html

xFTRIRE: 287
RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,

Name Type
Group1 Group that has the Assigned membership type
App1 Enterprise application in Azure Active Directory (Azure AB)
Contributor Azure subscription role
Rolef Azure Active Directory (Azure AD) role

EDYY—RIZHLTTIER LE2—2ERTEETH?
A. Group1_App1. Contributor_ & & U Role1
B. RTILERBBEDH
C.7NL—71 a—)L1 BLUEBMEDH
D. Y IL—T1DH
Answer: A (A —vyt—T %K)
7Ot RX LEa—IZld Azure AD Premium P2 S A4 € ANRETT,
Groupl & App1 D7 R LEa—(X Azure AD 7O+t R LEL—THERTEET,
HEMEREO—/ILEO—IL1DT Y R L E 1—I(% Privileged Identity Management (PIM) THERT 2EMNH Y £3, PIM (X Azure AD Premium P2 [ZEENTULVET,
S
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start- security-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview Microsoft Identity and Access Administrator (SC-300) A& H 4 K & Microsoft Learn fL—=45 &
Da—)IL PR LEL—DEER|ITKDE Azure AD 772X LEL—%FRATHE BEHEIL Azure AD & Azure ERDEER ) VYV —AANDAI—H— 7O X EZEHMICFTEETEE T,
AMEBOBREICIE, RDYY—R A4 TITERAINST 7R LE 2 —BEARTRMICY R FSATUVET,
S IL—T WMicrosoft 365 £=lFEXxa ) F4IW—T) -FHOEALELA—%2FALT JIL—TAUN—S Y THRFITHACEEZHERTEET, CNDBE Groupt FENY Y TERAAUN—yTEAT
THH=O TIEALELA—DHREELYET, D2FY Group1l DA UN—%2TF O EALE2—DXRETHIENTEET,
IA—TS5AXF7T)r—3> (App1)-7O R LEA—TIE Azure AD IZEER SN TWA IV A—TS5AX 7TV =23 oADT7 ) AEEZHE 22— —%#HiiL #YUHE1I—F—DHHLT
TNVr—2ar 7O REREFTEDLSICLET,
Azure AD O—)L (Role1) - T4 LY ) O—)L (VA—N)ILEBE P Role1 HEDHR AL O—)LEE)DTIV R LEA—ZEBRLT BB IN=T7 I L A OBGHELERERIITEET,
Azure Y TR 49 1) T a3 O—)L (EXREMERE) - Azure AD Privileged Identity Management (PIM) L#i8 T 5 & Azure )V —REBBYIIL—TI2H 7V 2R LE2—%2FBHATEET, ChickY, EFE
ERE | GEDO—ILELEL—T 5T R/IBOERICEDST7T IV EANERENET  Microsoft D FFxa A2 MIEDE LUTORICEBEL TS,

POEA LEa—IE Azure AD Y)V—T T oA—TS5AX 7T 5r—a> Azure AD A—)L LU Azure JY—X A—JLIZK L THERTE 7O RAENEYICHIBE SN TS I L Z/HERETE
F9,12F Y Groupl App1, Contributor, LU Role1 M4 DI RTHA 77U ERXR LEL—DHYR—FbRARELYFT,

Ex#TfEIRE: 288

(1)

ima-Directory (Azure AD) 77> bABHYET . CODTF Y FMIE RORICTRTI—HF—DEENTULET,

Name
Admini Application administrator
Admin2 Application developer

Admin3 Cloud-application administrator

UYsar L blser
App1&EAPP2&EWNS2DDY SO K7 T EBALET, V O—/N\IILEEHE(XApp1 ZAzure ADIZEERLEF T,

Appl I2A—H—%E YN TRIENTEDS1I—H—& Azure AD [T App2 2B TEH1——2BTETHILELAHY T,
fAIZHETIVENHY EFITM? EETHICIE BEILY 7TEUGAE T a VEBERLTLLES,
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AR ELVWERIEICTRAV FAMESIET,

Can assign users to App1:

Can register App2 in Azure AD

Admin1 only

Admin3 only

Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only

Admin1, Admin2, Admin3, and User1

w -

Admin1 only

Admin3 only

Admin1 and Admin3 only
Admint, Admin2, and Admin3 only

| n /: . JAdMin
el Mlcrgm-‘thdmm Admin3. and User1

Answer:

Can assign userﬁﬁhﬁf, W
|

~an register Appg in A

\¢

Explanation:

Can assign users to App1:

ﬁrn-ci-

Adrﬁl'iﬁ' only
AdrnmS only

Admin1 only

n—-.

Admin3 only 9
Admln'l and AdminB anly

A-:mm A:Imm?. and AdmmS only
Admint, Admin2, Admma and Useri

Can register App2 in Azure AD:

-

Admini only

Admin3 only

Admint and Admin3 only

Admm1 an.? and Admn& nnhr




S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

=ERE: 289
contoso.com & WS ZRID Azure AD T+ bAHY TR MRADITUAA L NADI—FEBFA—ITEETDHIZEMN [TV ITHRESNTULET,
RORIZRTHTA b A—HF—BEFELET,

hinidenahtnedatasiad i

TURALNRA—REZITRAL—F—(LHETIMN? £ AR I—FOBEMHBEEDS 5 VWTTA? BET SICIE, BEERTHEU LA T a vEERL TSN,

AR ELWVERSEICTI ARSIV FBIMESIET,

]111111 | 1 : 1_]‘4.1 11'

et

s

Answer:



Explanation:

111111

il

e

EX#TREIRE: 290
Ry bRRy BT HERM

RDRITRT 1—H—FE L Azure Active Directory (Azure AD) T+ > kD HY ET,




Role

None
Privileged authentication administrator
Global administrator
Azure AD Privileged Identity Management (PIM) TlZ. ROBRIZRT &S5/ O—/\LEBEBEO—ILEBRLET .
< Edit
Setting State
Activation maximum duration (hours) 1 hour(s)
vRequire justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate No
Approvers None
Assignment
Settino State
Allow permanent eligible assignment Yes
Expire eligible assignments after . =
Microsoft

Allow permanent active assignment Yes



Expire active assignments after -

Require Azure Multi-Factor Authentication on active assignment No

Require justification on active assignment Yes

Userl (X, FB—/\LEBEO—ILOXNREGYET,
UTDEXIZDWT ELWMEEF EWNVZEEIRLTLESWN, F5THEWMESIE DDOWA 1 EZBIRLTLESLY,
FEELOLBIRSCEICTIRA Y FAMEShET,

Answer Area

Statements

User1 requires Azure Multi-Factor Authentication (MFA)
to activate the Global administrator role.

User2 must approve all activation requests for the Global
administrator role:

User2 and User3.can edit the Global administrator role
assignment. =S N/ ~rcoft

Answer:



Answer Area

Statements

User1 requires Azure Multi-Factor Authentication (MFA) O

to activate the Global administrator role.

User2 must approve all activation requests for the Global

administrator role. S

User2 and User3 can edit the Global administrator role

assignment. S

Explanation:

Ry o X1 [F

T T4R—2 3 VIZIEMFARMETY

Ry R2: L\LV&

BERIIEEEX, JO—NIILEBEZECIRTOI—HY—ICH LT EEORAAEEREE L)Y FTEET,

HHEO— LB AL Azure Active Directory & & U Azure AD Privileged Identity Management [CE 1155 O0—/NLEBEO—IILZETO—I)LOEY B TEZEETEES , S5I2, 2OAO—IT
[, Privileged Identity Management & EBEMDH LD SAHEEETEET,

Ry A3 LWVA

HERIIEEEL JO—NIILEBEZEOIRTOA—Y—ICH LT EEDORIMAZER/EET T LY FTEFXET,

HHEO—)LEEE(L Azure Active Directory & & U Azure AD Privileged Identity Management [CE 1155 O0—/NLEBEO—IILZETO—ILDEY U TEZEETEES S5, 2OAO—IT
(&, Privileged Identity Management & ERBEMDH oD HAIEEZEETEET,

BT 291

EEEHRZR=TIZIE LWGroupt JIL— T &R T 2REANHYFT,

BMIAUN—V Y T —LEED K SICKEBEEEIRETLLEIN? BRI BYLGBEEZELWVE—F Y MIRT VI T5IETY,, FBERIE, EHE, FE2ERSAGEVNMEENHYEST , 20TV
VERTTDIZE  RAVEDREN—Z FS VT TEH5N RO O-LTILENHIEENHYFET,

AR ELWERIEICTI ARSIV FOMESIET,




Answer:

|I I IJ(J"I“HII{ ) |]i1r h”-”r'f".:u.ummlfl ﬂ mm,,

I IJJ|[|

i

0 m I. 'Hf :-Jﬁ;mmfw Hiltllm’l. I

| i *T e
mFTIRE: 292
contoso.com & fabhkam.com & LY5 2 DM Microsoft Entra 7+ > b¥&% Y F9, Contoso.com [Z[F, ROKRICRT 1A—HF—MNEFNTULET,
Name Type
User1 | Member

User2 | Member
User? | Guest

Contoso.com [Z[E, RDRIZFRT T IL—THREENTLET,

Name | Membership type Members
Group1 | Assigned User1
Group2 | Assigned Group1, Userd

contoso.com M 5 fabrikam.com ~DT7F > EIEIEAZ#ER L User3 & Group2 O 77 > FEIRIEAZEMICLET,
UTDEXIZDWT ELWMEEF FLVEEIRLTLESWN, F53THWMESF DOWE ERBIRLTLEE N,

%ﬁ?m 1RA YV EAMEEINFET

User1 will sync to fabri T‘ﬂ & O

- -
—
e

Userz will kam .com. O O
User3 ;ynctﬂ fabri _,_',_- M Icrosoﬁ O

Answer:
. IDWET MITa

Statements ((\ Yes No
User1 will sync to I'abta‘nnco D 1 O

‘kam com. 1O O

Explanation:



AnNSwer Area

Statements Yas No
f rikas -

User2 willsinc to fabiikam.com -

U nc abnkam.co ]

#TEIRE: 293

Appl EWS BRIDEEREAHT TV EEL Azure Y TRV ) T a3 vbiHYET,
App1 DA VATV TAET A ZHRBTIBELRHYVFET , Va2 —aVEUTOEHEZRBLZLTVLWSIRELRHY FT,
CRBLIEYA A VDB EBELET,

YA UL UDBNEERELET,

CEHEOFHhERNRICINZFES,

fAIZEINEETL &LIH?

A BEERY

B.¥14>14>ny

C.7U9®ALEa—

D. FEAKR & 2B

Answer: D (A —vyt—T#EY)

RFTEIRE: 294

Microsoft 365 E5 4 TR 4 1) T a v & EHHTT,
FT)ANFUORTRAY SAEVREEBALET,
TT) ANFTUORADMEERENTILELHY FT,
EDR—FINEFERINIELNTIH?

A. Microsoft Defender for Cloud Apps 7R—#% JL

B. Azure Active Directory Bt >4 —

C. Microsoft 365 EEt > 42 —

D. Microsoft 365 Defender

E. Microsoft Purview 3> 754 7V X iR—4& )L
Answer: A (A —vyt—T%EY)

E#TERE: 295

RARA T4 ADBEHGT 51— —ICH LT MFAREZRRT AVENHYFET , V) a—2avE RBIABER LTIV ERERZH-IRELNHYFET,
A ZZEINIEKLNTL £ 57

A TS5AR—=KIP7 RLREEZFDLHIT 5/

B. /X7 v JIP7 R LREHEZEFEDOARMT =5

C.NTYyIIP7 RLREHEZEDEETESIP

D. 754 R—KP7 FLRAEHEAFHDEETESIP

Answer: B (A —vt— U %&9)
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S

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition 35 A4 7 7 —DEERE ., IP #F MFA E3EF#A IP, £E Xy FJD—Y VPN S — bz A IP 7 FL R:

NE AVTLIRRYET—=ODVPN TNARADINT YO IP7RKLRATYT VPN FNALRIZIEIPVA/IRT Yy S IPT7 RFLABBETT, #EHEELED VPN T/INA RDEMBZ/NRTYY I IPF7 LR
EFRELTLCLEESW Azure Y SA 7V MO T CRTESZRELAHYET , 7RLRAER: SO — Iz BATA—ALAVTLIRARY MI—JITL—T4 2053 IP7 RLRAEEEZ—EXRT
LET BHOT7 FLAZEMEEZEMTEES, CCTHRETHEBEIF RERY FT—I0 BRI H5M0Ry FD—I QHE®L FKERY FT—VBHRO7 FLRAGEEEEBELGEWVELSICTLTLES
Ly,

Ex#FEIRE: 296
RORIZRTITIN—TH#EL Azure AD T+ DB Y ET,

ROKRIZTKT ESIZ _Groupt D7V A LEL—%ERLET,

Setting Value
Review type | Teams '+ Groups
Review scope | Allusers
Reviewers 8 Lsérs reviewiown access

RDOKRIZTKT ESIZ _Group2 D7V A LEL—%ERLET,
Setting R AMbCrosoft

Review type | Teams & Groups

Review scope | Guestdisers only

Reviewers - (hGroup owner

& IW—TIZwEHAzure AD Premium P25 4 £tV ADTR/PMITINK DTIMN? AETAICIE BEBEIY 7 TEYNGA T aVvEBRLTLESWD G BRI EITIRSA U RAMESNE T,
Answer Areca

3l N * i
\ViEVTal aal of s f i
LT [ - B N | A
LI VoW RL

W el

Group1: 525 v

Group2: 1 -

295
395

Answer:



Answer Area
.| Group1: | 525 -
Mictpsoft

QroupZ: 1 v
100
o g 295
> 395
£ BA
Answer Arca

= Microsoft
Group1: 525 ot

Group2: 1 - '3

=HTRE: 297

SSPRDFtEISNI-EETZERELFET,

User3B W SSPR #fRAL &S LT AHLMMNEC Y FIHM? BET LTI, AFEHETEUGA T a v EERLTILEZSN,
FE ELWLVBIRSEICTI ARSIV FAMEShET,

MNumber of authentication methods required: .}_ﬁ

= Microsoft

Authentication methods that can be uség: | Email and phone only

Answer:

MNumber of authentication methods requined: E -_ b |

Authentication methods that can be uség: I‘Emai and phone only

W&\ 1icrosof

HTERE: 298
RORIZRTA TP 49 bEET Azure Active Directory (Azure Azure) T+ > bAHY ET,



* Devicel E WS ZBRIDT/NA R

* User1_ User2 User3_ Userd User5& LS &RITD 1I—H—

*GIN—F1 TI—T2 5 )I—TF3_ Ciroupsd, JIL—T5L V350D 5 )L—TF
fyfj@%@§®$5tﬁﬁéhiio _

Microsoft Office 365 Enterprise E5 5 1 > R % Group! [=2IY 4 TIB& HHEEINE5 1 £ ADHITN DTTH?
A.0

B.2

C.3

D.4

Answer: (fBZ %X~ D)

S .
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

EXFTREIE: 299

FEEHEBHT=TICIE Azure AD T7 T DEREEH T ILENHYFET,
E2TNEVNTLLEIM BAETHICF BET) 7 TEINGH T a vEBERLTILEE,
AR ELWVERSEICTIRA U MAMESNET,

Azure AD tenant-level Setiing tamadify... .. . . . =% v
J Allow usefstoregister application

Users can consent to/apps accessing company data on their behalf
Users can reguest admin consent to apps they are unable to consent to

Role to assign to User1: % I v
Applicationadministrator
Application developer
o 4 & oud application administrator

Answer:


https://www.jpnpdf.com/Microsoft.SC-300.v2026-05-11.q345-mondaishu.html

Azure AD tenant-level setting to modify: v

llow users to register application
Sers can consent {0 apps accessing company data on their benalf
Users can request.admin consent to apps they are unable to consent to

Role to assign to User1: v
Application administrator

- y= AApplicatibnideveloper
L I Cloeud-applieation administrator

]

S -

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

ExFTiEIRE: 300
EHMETIER KR O—ZERT S Azure Active Directory (Azure AD) 77+ > kDB Y FT,
EUHNETIVELRADERRRESPTT 5=HIC H—FKNR—TFT s DEF12) TAEREL VAR NEE (SIEM) #FEHTHFETT,
EUHMETIERAR)O—T—E2Z2ZET Azure AD O Z2 580 0—FI3HBEAHY FT,
Azure AD Wil T 9 AR— b3 2BEMNHY FTH?
A. JSONEERDY 1 14 >
B. CSVIEX DY 1 214 >
C. JSONFERXDEERN Y
D.CSVEXDEED T
Answer: A (A —yt—T#ET)
Microsoft SC-300: Identity and Access Administrator 2E 4 K& X UL Microsoft Learn A>Ty LiRk—hrEOS EERALT- Azure AD DEERE FS TS a—T o T ICEBESA TS LS I,
FHAET VR R O—DT—4I1& Azure Active Directory RDHY A1 V4 > OJICRBEINFET YA o4 2 LO—FIZEK FHEShEEHFET IR R o— @BRSNFZR) O — BLUZOD
BRAKR (PO RZEHAT ), DUOvs 35, MFAZERT S |HE)HE RBIAETORICET I#MERIEENET,
—A . Azure AD DEEOJIE R —DER ER . EB772320EW2TA4 LI M) LRILDEEZEBHLFEITN, A—HF—BAOFHMAEST IV CRADFMT -2 EEFENFEA, TDI=H S ER
D SIEM SR T LTCEURET IV CRADT I TA ET 4 Z0MI BICIE  FHEFET IV LROFMOFMEZEL YA 40092V RAKR— T 2RENHY FT,
Microsoft D KF¥ 21 A > FTIEX H—F/X—FT 4D SIEM YA TLEDHEEIZIZ JSON A THDI Y AAR— BRI NTULET, TNI(EX JSON TIXCSV EXTIEELRICRETELOLVRR FEni=KRY
DT A RBENRFINSZHTT , CSV IV RAR— T FHHLGEHAETIERER KU P—IDPRYS—EDHRGE)NERINL -0 BEBFETCERGITIZIEEL TLEEA,
Lf=hA>T_ Microsoft DA FFXa AL MIEDICE RDESIZHYET,
EHEFET IR R) O—DOFHEHERIEV A 42 O TOAERTTRETH Y  SIEMHEED-HIZISON XTIV RAR— T E2RELNHY FT, |
# 1IEfiZ: A. JSONER DY 1 14 Y

B #FEIRE: 301
RORIZRTA—H—EET Azure Add T2 bHHYET,
Name | Usage location | Department | Job title
| User1 | United States Sales Associate
| User2 | Finland Sales SalesRep
| Usar3 | Austrahia Sales Manager
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B —Y— JIL—TH#ERL ROIL—IIEXEERLLET,

user.usagelocation -in ["US®,"AU") -and (user.department -eq “Sales”) -and -not [user.jobTitle -eq “Manager®) -ar (user.jobTitle -eq "SalesRep™)
EQ1I—HF =PI I)L—TIZEMESNETH?
A 1—F—-20H
B.1—H—1¢&a1—H—-3D#
C.1—¥—1¢La1—H—-20#H
D. 1—H—1DH
E.1—Y—30#
F.A—%—1 1—4%—2 a21—%-—3

Answer: C (* —yt—U %% 9)

A#7; SC-300 FREL (L GoShiken.com MRS 1=E# LT L) SC-300 :REARIRELE ! GoShiken.com A D SC-300 HEXRIRESE #12M L TLYE I, GoShiken.com SC-300 REXRAREILHZIT T, M2
ENREHTSENET, ZEHD GoShiken.com SC-300 fIBE % 4w 3 % AIL T 5 5 https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFRAREEE A & IE 21T & T 30% w3 EI5|

a— F: Freepdfdumps)

B HTfEIRE: 302

Azure Y TR9 ) T 3 0%&BHEBTT,

Role1&Role2& WN32DD AR LA—IILEERT ABELAHYET V) a—2 a3 VIEUTOERZRHE-ITHLENHY FT,

* Role1 A& Y ¥ T 5>ht=1—H—Id_ Azure Container Apps DA VA E VA ZERE-FHEIBRTEET,

*Role2 MEIY B ToNfzA—H—(F BEERY FT—I88EIL—ILEBRATEET,

BO—ILIZIXED) Y—R TANAZ—DT IV RHFANBETTMN? BETHICIE EZEHETEULGA T a oEFBRL TSN,
SEEELOLBIRSEICTIRA Y RAMEShET

Answer Area r\‘f' " :

(] g ;
r( "i" 4{ :u'?‘ By
i :.'l LW 8

|| '\:\.
MicrosoftApp
Microsoft.Compute
Microsoft. Management
Microsoft.Security

-

MicrosoftApp

Microsoft.Compute

Microsoft.Network
Microsoft.Security

Answer:
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Rolet: -

RfierasofiCompute |

Microsoft. Management

Microsoft.Security
Role2: I
Microsoft.App

Microsoft. Compute
LMicrasofLNetwork
MicrosoftSecurity |

Explanation:
Answer Arca

Rabet: “MiCrosoft. Compute »

Role2  Microsoft Security w

Microsoft

ExFTfEIRE: 303

Microsoft EntraT 7+ > b2 VY &nf=Azure TR U T avbHUYET, COTF 2 MZIE Appl EWS BEFEHT T HREENTULVET , Microsoft EntraTF > kZ#HFD/\— b F—#EfAH Y F
T, ZDTTFT 2 MIIE App2& WS BEFREAT TIUNEENTUWET  AppIBApP2IC 7V EATES Z LEZHRTIDLELAHY FT,
Appl BMERATE S 2 DORIFERIIENTIN? ENEFENOERIITLEY ) a2a—2 3 V0EFRLET,

EEELWEIRSEICTI ARSIV RAMEShET,

A.7xr—2 FID

B.1—4¥—7ho

C.TUAALINRT—F

D. W%

E. SIBAZE

Answer: (&% &9 D)

HTEIRE: 304

Site1 & LS & RITD Microsoft SharePoint Online ¥« k # &3 Microsoft 365 E5 TRV 1) T avhbhl £9,
A—HY—MSite 1 NDT7 I EREF VI ITALTELLSICTEIRELRHYET . V) a—2aVIEUTOEGEZH-THELRHY FT,
-TUL—TIZEOINWTA—Y—DIE6DY IV IR NEBEMICEKRET S

AUN—Iy T,

-30 BRIZ7 VXA BEFNICHIBRSINET,

Az RETL & S5H7?

A FEMETIER R O—FERLET,

B. 7R INyr—IFERLET,

C. Azure AD Privileged Identity Management TAO— /LR E R LET,

D. Microsoft Defender for Cloud Apps 79 X R o— &R LFET,

Answer: B (A —vt—T %KY
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https://learn.microsoft.com/en-us/azure/active-directory/governance/entittement-management- access-package-create

= #fERE: 305
Microsoft 365 7+ > kHD®HY £,
Azure Active Directory (Azure AD) T+ > k& A>T L 2 XD Active Directory KA VERBILET, SO RAA VIZIK RORIZRTH—N—BREFEFRLTNWET,

=9
Name Operating system Configuration
Serveri Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Server3 Windows Server 2019 Azure AD Connect

"=
FASY a2 bA—F—FA 23—y FADBENTELHELLRGYET,

Server1 & Server2 [Z Azure AD /AR T — F{REFZERZLET,

Windows Server 2019 %179 % Serverd WS ZHIDFH L LWV —NN—FEBHLZET .,
1 EBDY—N—IZEENKEL-IBETEH Azure AD NRT— FRENS | ZHREMEET S L ZHRTHILERDHY T,

Server4 [ ZRET HHENHY £TIH?

A. Azure AD O x4 bk

B.Azure AD 7 75— 3> Jaxd

C./SRTJ— FEFEMY—E X (PCNS)

D. Azure AD /AR TJ— FRETOFL H—EX

Answer: D (A —vt—T %KY

Microsoft SC-300 ARERER) 77 L2 R & Microsoft AKX FFa A2 MIkBE Azure AD/ISRT—RKREFX VSO RBELEAVTLUIRBEOWMAICKH LT/SRAT—FK R O—DBEHAEEZIE/RR
JT—RFOREZTRELET,

SOYY1—2avIZlE XD 2 ODFEQAUE—RY FABRETT,

*RAL Y a2V bA—=5—DCI—Yz U h)- FASVRNTHRRT—K KRYI—%2BAHLET,

*JOXY Y—EX (Azure AD /SR T — FRETOFX L) -Azure AD EBELTRIDINRT—RK RY O—¢EBIENRT—FR YR +EAHoO0—RL DCI—Yz U hEHEBLET,

ZDLF ) A TIE, Server! & Server2 [ZBXIZ Azure AD /SR T — FIRENA VA F—ILENTWA RASA A FO—5—TTA A V42— y MIEERBRIETEEEA, DFY Azure AD ~ADREHHE
T AT S o Mia gt S B R AT A TV AT A S L HBLTVET, ChITEY 1 BOTOF Y H—N—ISHENKELTH, SR T— K KUY S — ORI
HANERINET,

Microsoft D KF¥ a1 A k& Y:

TEMZRERT EE-HIC_ PHECEL 280 TOXFL H—N—2RBELET, 70X Y—ERE Azure AD WS A—NLBEUVHRELDOEE/NRRT—FK YR FEREL DCI—C Y FEEFTL
TWAITRTORASY a2 bO—F—[CHBELFET, LIzA>T_ Serverd [IZ Azure AD MR T— FRETOFXFS Y—EXREA VR M—)LTEE TAXD H—N—D 1 DICEELRELZIEETD
Y—EXDBGELERINET,

EHEIRE: 306

Microsoft 365 77+ > kMH Y £,

TRTCDA—Y—FEFERLS Vv T by TE#H >TLET,

A—H—IE Wi-Fi 77 E A OEFEFEGIN LG VERMDASEET L LRI HYET,

A—H—([F EZRNSEET IR A VA —F2 Y MIT IO ERATEDZABRAY M I—VI25yv T ry TEERELET,
ZERIDEL (MFA) #E%95FETY,

A—HY—[FYE—FAT—2a30hbED MFA RIEAEEZFERTEETH?
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A. Microsoft Authenticator 7 1) 5 0 @40
B. 7 7UY/IRRARTJ—FK
C. Windows Hello for Business

D. SMS
Answer: (&% %K D)
&R

Windows 10 Tl&, Windows Hello for Business A% PC & E/NA LT /NS RIZHETBNNRT—RORDOYIZHENLG 2 BRFBAZEALFS, CORIIE, T/AC XSHFF o EFREBIEEFEIE PIN Z2EH
TEHEHLWAAS TOA—F—ERFHRTHEBINET,

BERFICA——ORID 2 BRI EETTHE, A—F—D T/ 4 X2 Windows Hello HEETE 4, Windows [EA—H—[CP 2 X F v (BREEDERZBIFEILPIN) ZHRET HLIITRODET,
A—H—EF P RAF Y TERAERZTVET, ZD#% Windows (& Windows Hello #f#EHA L Ta—H—% R L F T,

ZH

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

?%ﬁ'ﬁ:ﬁ %2 307

RDOKRIZRT A—H—%EL Azure Active Directory (Azure AD) T+ > kAHY FT,

r_

Azure AD T, ERA—H—ITH L TRBETONT 4 EERBHATONT « B TEFTIA? AET HICE, MEEHTEY G T a VEBRRL TS,

B ELOEIRS LI 1 RS Y A S NET,
B Wl

g hﬂﬂﬁﬁﬁﬁﬁﬁi

Ui-l:l"l .:ndl.lp?rz only
Lisere and Usars onkly

'_: |J.1.-.|1' User?, and Lser3 S Al i

Usage locilfon |nru;.u-'r'ty'. Liier? only

Liserl and User2 only
Lisesr? amnd Uset 3 only
Liserl. User2) and User3

Answer:

lob title property: [ugerz anly

{ LISk 1 Ahd Usar2 only
iUser® and Users only
e 1, User?, and Oserd ) §

Usage locatiomprbpserty: U“ e anly |
| 1oy ane Tiserd anly

.. _ . Liser? and Usedd only
I c roso t Lser ] Uiserd and Userd

HTfEIRE: 308
Microsoft 365 77+ > b HY F9,
Azure Active Directory (Azure AD) T+ > bl& A > FL = XD Active Directory RAA VERBILET, SO R AL VIZIE RORISRTH—IN—DEFATLET,
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Name Operating system 'Bhﬂg‘?.ir‘d:tion
Serveri Windows Server 2019 Domain controller

Server? Windows Server 2019 Domain controller
Server3 Windows Server 2019 Azure AD Connect

FAS a2 bA—F—FA 3=y FADBENTELLRYVET,
Server1 & Server2 [Z Azure AD /SR — RIEEZERLET,
Windows Server 2019 %179 % Serverd E WS ZHIDFHL WV —N—FEBHRLZET,
1B —N—IEENRELIZBEETEH Azure AD XA — FREMNS I EMEKEET S LRI IDENHYFET,
Serverd Il ZRET LLENHY FIH?
A. Azure AD a7 +
B.Azure AD 7 74— 3> 7%
C. /AR — FEEBEHMHY—E X (PCNS)
D. Azure AD /AR — FRETOFXL H—EX
Answer: (& %X D)
S
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on- premisesdeploy

= HTERE: 309

Ry FRARy MZET HERM

BEODRANL— 7HO Y F%EE&ED Microsoft Entra 77> k2B Y £,
ARL= THOUMADT I CREBE LT HEHD Azure App Service 7 7 T 7AA4F35FETT,

TFITVIZRAML=2F7 A0 bADT I 2R ERETH-ODDY ) 2—2 3 VBT ILELAHYFET , SOV 21— aVE EEOFHZHR/NMRICIMZDEDTRITINELGY FEA,

A= 7hHOUMADT I EREZHET 20D EQOLSLBEEDOID ZHELETH, £ AZFERAT I LEZHHHLEITH BETHICIE BEEETEUGA T a VEBRLTLLESY,
Answer Area

Identity type: l v
Microsoft Entra user

Service principal

System-assigned maﬂa(:i:\!d 'Fdéntity

User-assigne»:":ln mangge?:i identity

.. e

To control access, use: |/ % v

Hi{fnsoft Entra Domain Services
Role-based access control (RBAC)
Shajrpd access signature (SAS) tokens

X.509 Gerlificates~ c {1

W NN S B Rl G T 0 e

Answer:
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Answer Area

Identity type:

Microsoft Entra user

Service principal
System-assigned managed identity
User-assigned managed identity

To control access, use: |

Microsoft Entra Domain Services
Role-based access control (RBAC)
Shared access signature (SAS) tokens
noAac LX.509 certi_ﬁggtes
IVIICITOSOTT

Explanation:
https://learn.microsoft.com/en-us/azure/app-service/scenario-secure-app-access-storage?tabs=azure-portal

=ETEIRE: 310

. COBMIE . RLCSFHIAZRTTS2—ENBERO—EHTYT, —EOERBICIEZENEN  EOON-BELXH-TAEEDOH I MEOBENEEFNTVET Bty ML > TIE, EHOERILFET
5L HNIE EBNBEWNGEEELHY FT,

CDEVIVOEMICAZLZRIE, TOBMICRAZLEITEFEA, ZDEH CNODEMIEILE a—BEEICKRTINEFLEA,

Microsoft 365 77+ > kA Y £,

100 A IT EEEL 10 OEFMIHMNTHELTVET,
BRI T7IER LE2A—Z2%RHLET (B2 TEV YV I LET,)



Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review pe

Description ()

=Microsaqft

Start date * 12/18/2020 .

Frequency ‘ Monthly g 1
Duration |:In days:l E ——————————-ﬂ = - 14
End ) .' End by  Occurrences !s

Mumber of times 0

End date 01/17/2021 8
Users

Scope (!/ Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers | (Preview) Manager b

(Preview) Fallback reviewers (O
Megan Bowen

v Upon completion settings

ITRTODT7IHEA LE2— )Y TR KFIE MeganBowen IZE > TRIESN TR Z &MY FT,
BEADIR—S v —DRNENEFNDOEHFAD TV AL E 1 —2FEICZTENEESICTIHENHY FT,



fRRER BEIAX— Vv —ETA— Ny LEaA—BHEL LTEMLET,
CNIFEEZ®EEZLTVETA?

A. [T

B. L\

Answer: B (A —vt—T %)
S

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

BFTERE: 311

v b7 —%5 121 Azure AD Connect Z{# A L T contoso.com & LVS & Ei1MD Azure Active Directory (Azure AD) 75> RZ U 249 S TLV3 contoso.com & L5 & EIMD Active Directory 7+ L X bAE
EFNTWET,

Attire AD Connect I&, Server 1 E WS BRI Y —/N—IZA VX F—ILENTWVET,

Windows Server 2019 #3179 % Server? E WS BRIDFH L W —N—FEEHALET,

Azure AD Connect D 7 T — LA —N—H—N—%FEFTIHENHYET , DY) a1— 32U TlE, Serverl [IZEENERELEGSIZT—ILA—N—IIhD5EMEZR/NRBIZINZZHENHY F
9,

IEFIZETTH2LELNHD 3 ’30)79 >3 /li&hf?’?ﬁ\ IEI‘*T%)I li JEU]E'}"? >3 /?\377 T arv YR EIZMEEHICHEEL, ELWVEFICHERET,

Answer:

n,-ﬂ""'::imm

Fth]lT

i th..L ,I‘ ‘

l“ Jli

1

t“ ol

| |“1 II|'|| I} |
it ,|||1..-.,-].|1|llltl‘f!"

|
1 | ” ||| i | .|||_;|=_

ETHRE: 312
Microsoft 365 73+ > kDY £9,

EHFETIERA RO - FHRAETIER R O—ORISRENTVDSEIITEBELETS  (FHEFETIER KRKYS—142TEV Vv I LET,)
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SNFY (- ILEREDHMIZ TEV Vv I LET,)

£SO

~

A—H—EEEO—ILDOREE, O—LBREDFHEH I OBDOLSI



A—H—FEEO—ILOE|Y LU TIE BRIV Y TERRISREIATWLWSESICRFRESNET, (F—IL

UTOEXIZDODWT EELWMESIE KLV FERLTLE
FEEELWMLMEBIRSCEICTIRA Y FAMEShET,

&

.....
HARRRRI AR AR R A AR EY)



Belcane Acderun can perform ok
MLST approwve thet activation n

Auclrmiin i PeLiesT AOtvaT ion Ll Mrranestrator rote for a period Of Teo Dhours

AC“VE Directaory admin centern and then actvates the
» & waill o Erdodmipied o aulbeeniicale by uming molt-tactor

Answer:

I-"'I"‘.Il' rofe for a perod of Dand hiours

Before Adrmind can perfornm a fta 1y 1 ¥ rode, an approver
must approve the activation req
w®

eAn‘tI:w.- Dl dmm center, and then activates the {": I

{ mie, 13 will e ﬂt L Imi-tactor | e
(MIFA) i &?b g 6

=riEE: 313
RORIZKRITA—H—%FEL Azure AD T+ DB Y FT,

Name Role
User1 | User Adminisirator
User2 | Password Administrator
User3 Secyﬁty_ﬁeader

User4 gwﬂ ) :

TRTDA—HF—ITH L TEILIH—ER /INRT—F Yty k (SSPR) ZAMICL M—ORMAZELTEXF2UT A DEMZEERTSHELSICSSPRZHERLFET,
NRAT—FZE)EY T EHELEEICEFI) T DEMEERTILENHLIDIEEDI—HF —TITH?

A. User3 & Userd D

B.1—¥—1 1—%¥—2 1—%—3 1—Y%—4

C.1—4H¥—4n#

D. User1 & Userd D &

E. User1_ User3_ UserdM#

Answer: A (A —yt—TU%#ET)

=ITHERE: 314
RORIZKRITA—H—%2EL Azure AD T+ DB Y FT,
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Name |  Member of
Userl | Group!
User2 | Gplip2
User3 Uroup3

Td’/ |" 'i’ﬂ@i'»l \'d—ul..nl—tjj_liib\&[') 35-3—0

Method _Jarget | Enabled

| IDO2 Groups

Microsoft Authenticator app- | Group |
SMS Group3 -aft
TITVICRREINDIBEF LEREIC ﬁ?éh%%ﬁ%ﬂg’“bf77@ F7TVICHA o409 51—F—IEHETL £ 5H?
A 1—H—1DH
B.1—H%—20#&
C.1—H—-30H
D. 1—H¥—1éa1—H—20H
E.1—H¥—2La—H—-30H
Answer: (&% %K 9 D)
Microsoft @ SC-300: Microsoft Identity and Access Administrator 2E H 4 FH & VHERES SC-300I12&d & A oA o TALRDEEIL, A—F—F=IEZDT -T2 L TERIZHE > TLNSERE
FEICKH>TEAY ET, Azure AD &, Microsoft Authenticator 7 71) _FIDO2 SMS i & HBEDA—H—J I —T W RICTEEEHOBALEAAEZEIR—FLTWET,
BETEH T FOBRICEK > TROAFENBECGEDSIZIEMEESNATULET,
* FIDO2 # 4 IL—F2 (IZ L)
* Microsoft Authenticator 7 7'1) # & JL— 7 1 (IXLY)
*SMS # & )L— T3 (IZL)
A—HF—DAN=2y TERDEEY TY,
*A—H—1# 5 I)L—T1
*A—HY2#5IL—T2
*A—H—-3# 5 )L—T3
BEODF—I7L—XFRDEEY T,

PIJICRTREINDBEESLEFTEEICRTEINSIBEESZBEALT ISR T7IVIZTHA AU LET, | COBEDHY A 42 TH AR T U RIE Microsoft Authenticator 7 7)) DB S B AMEE XI5
LE9,
*BEEDEAIX Azure ADMFADEFXa ) T4IETHY  A—F—IEY M o4/ VEREIZKRTINSES L Microsoft Authenticator 7 71) DBHIZKR R INIBEEZBEL THA VA V& HERT HDBEN
HYET,
* Microsoft Learn [2 &k % &

Microsoft Authenticator7 71) ZMFAIZERT 258 . A ——LBEHEICKRREINEIBSEZANTEH — BT IBFSEZANTEHEOIROONET, COBREL BBAEHCETHRIAEZRIELET, 17
D=,
* Group1 (Microsoft Authenticator 7 U DA > TWBTIL—F) DA IN—TH5 Userl DHMN YA oA VEHICEED—BEHRERLET,
*A—H 2k BFERETELGL N—FD 7 F—FEERZBAEZHEA LI FIDO2 #EALET,
*A—H—3([FSMS EZFRALETA, CAIZIETUEA L /IRROA—K (OTP) AEFENEITHA COEELBFEOBEIITHhLEEA,

L= T BEIXYFUIEFERLTISIOR 7TIICHALA A4 20T BHDIE User! DHAHIZHEY EFF,
R#TERE: 315
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Microsoft 365 E5 TR ) T a bl  FII1ZI& Userl User2 User3 EWLVSEZHID 3 ADI—HF—REENTUNET,
RORIZFT &S I1—Y—5ERTILENHY £T,
User ~ . /Configuration
User1 o Usei administrator role
Device Administrators role
Identity Governance Administrator
role

User2 e Records Managementrole
* Quarantine Administrator role group
User3 e Endpoint Security Manager role

¢ [ntune Role Administrator role

BA1—H—EBETRHCFEDOR—FLEFRATIEENTL £ S3H 2 BIER—Z L EBULI—HF—IZ KRS v T LTLESW, BR— 2 LFEFERT 2L AMEFERATEEE . o< EH
LEWCEHTEEST , AVTUYERTTBICE, RA VEDREN—% RS 9520 I O—LTEBENHIBENHYET,

EE ELWEIRSEIC1 RSy rAMBEShET,

Portals Answer Area

Azure Active Directory admin center ‘ W R |
V11¢

Exchange admin center j User1:

— e ——

i Microsoft 365.Eompliance center J User2:

| — —— ——— Y -

Microsoft Endpoint Manager admin centerl User3:

‘ SharePoint admin center ‘

Answer:



Portals Answer Area

Azure Active Directory admin center

— e e s s e e e e S s e e e e e e e e s e

'|.“l 'j ‘E

RN !Uéerﬁ Exchange admin center

"‘qi:.

Microsoft Endpoint Manaﬁﬁrﬁ&min center| User3: |[Microsoft Endpoint Manager admin center

SharePoint admin center |

Explanation:

EX#TEIRE: 316

Azure Y TR )T a3 vEEELTT,

Azure AD B %'[& Log Analytics 7—9 AR—R[ZEEShFET,

AT A—Y—¢,DYA AU BETSITTRRTIVELNHYET,
JINEEDESICHTINELNWTTM? @ETSICIE, ABFEETEY LG T a vEERLTLLESL,



SigninLogs

B Microsoft

| where ResultType == &

| | % | login_count = count() by Identity
extend
print

e @
summarize 6\ ‘Go

= Q"‘ —

print
project
render
summarize

-

Answer:



SigninLogs
| where ResultType == @

| ¥ | login_count = count() by Identity

extend

print

project
render
summanze |

¥ . columnchart

extend
print
project
| render
summarize

BE#71: SC-300 RARESE L GoShiken.com AR I =E#& LA L) SC-300 FHERRIRESE ! GoShiken.com MR HFTD SC-300 HEERIEE 12t L TLVE T, GoShiken.com SC-300 X E&RIRE I m#FT T iR
ENEMTTIVET, I D GoShiken.com SC-300 fBIEE %4 v 3 5% AlF Z 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFF RS A & IEfiZ {1 = T 30% w41 Z5|
a— F: Freepdfdumps)

EHTMEIRE: 317
A—H—EEEO—/LOMBESNEEREZH-IHLELHY T,
AZEIRETL&S5H?

A79EALEaL—%ERLET,

B.O—/LBREEZEFT S
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C.EEEZEI-—vw bEERLET,

D.7U0 T4 7HEIYHTELEELET,

Answer: D (A —vt—T #5KT)

A—LEREDFEMIRDEFY TT: O—LERTEDFEM - 1 —F —EEHE Privileged Identity Management | Azure AD A—)L BEEDRE RE 7V TAR—L 3 VEICEBHZERT S TNV T7TI T4 R—
aVvEIZF Yy MEREERT S LWWZ TITAR—2 a3 VB Azure MFA ZERT B TV TFHOTAAR—Ya VITERREZERT S LWV 2 RKEBE L

=TfERE: 318

Microsoft 365 E5 TRV 1) T 3 v%EHTT,

IR YT a7 TIREERETIVENHYET , V)21 —2aVEUTOEHZHIZLTLWILENHY FT,
*FIICHT A —DREEZESZCLET,

*TTDOEBEORET—V 70— LET,

BEHICHLTEDR—R I EZFERITARETIN?BAEZTHICIE BAETEILGA T aEBIRLTLESVF: HLUERIEITIRSA U AMESAE T,

Disable user consent to apps:  Microsoft 365 admin center v

Microsoft 365 admin center

Microsoft 365 Apps @dmiin center

Migi56ft 365 Defender portal ‘
Micrasoft Purview compliance portal

Configure admin.consefit WorkfloW foFapps: | Microsoft Entra admin center
' Microsoft Entra admin center

Microsofi@85@amin center

motE e rosoft

Answer:

Disabie user consent to apps:

0o ApES admin center

Microsoft Vi, & bt ks OB

Configure admin conséntwalkdiow formapps: oft Entea adm
l Microsoft Entra admin center
o2 admin center
Microsoft 365 Defender portal
Microsoft F'“uEuezqr compliance portal

=R 319
md):f\'?‘l—*f—’é’é“it} Azure Active Directory (Azure AD) 75+ > kDY ET,
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AR ELWERISEITTI ARSI FOMESIET,

[y rmuﬁu MR

o ¢ i.'z—-!

[EHTTE

tha Il J.. _..

Answer:

=T 320

1 DM Microsoft Entra 77+ > MUY Ehfz3 DD Azure Y TRV ) T avhH U T,
SEGEREZED7HV U MIEAETSIVR I FFEHEL BETILELAHYET , V) 1—2a VEEBEEZR/IRICHZASZ2BENHY FT,
fAIZESIRETLLIN?

A. Microsoft Entra 1E[R & &

B. 4%#E ID &I (PIM)
C.OO—nNitexa77otXx
D. Microsoft Entra $23EF# ID
Answer: A (A —vt—T %KY

=ITERE: 321

Microsoft 365 77+ > khdH Y £,

RAIEBARE LAY 2B ETIDELAHYET V) a—aVIEUTOERERB I LELAHYET,
*EREBRARBELERVOHDII—HY—IZLKEIDYA1 Y,

*HA VA VEGVRIARFELTIS/IFLET,

*A—Y—RNT TV =2 a3 ICTIRATESLSICLENS YRV EZEFBTH-OOFHMEELIZERLET,
AZEFEINRETLLOIMMBEETHICIE BAEI) 7 TEUGA T a vEBIRL TS,
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To classify leaiced oredentials as high- m- w i |
Adure Active Directory (A idéntity Probection

Azure Actree Directory {.ﬂ«nu Aﬂlﬁmh-ged Identity Management (PIM)
identity Govemancg!

&qr_grwequém O T~

To trgger remeciation, Uk o it

Chentapps nﬂu!rng Modem authentication
(Dewze state

i_uur Iocation Y
User risk

To mitigate unm;m |
b ' Apply app ﬁ:lzrced restrictions
3 ' Block access
- Grant access but require app protection policy
! Grant access but require password change

Answer:
Answer Area

To clagsify lesied credentials as high-risk, use | - |

| Azure Aﬂm- Dlrtr.;t_nry_gfmﬁ‘nm |dH‘|'III:|'_P'I'l:I'I:¢1:t_F J
Azure Active Directary (Azure ADY) Privileged Identity Management (PIM)

identity Govemance
Self-service password reset m%‘w

To trigger remediation, use: = ﬁ .
v v OIL
*f

%A?lr :}sh select: | v |

Apply app ehwbrced restrichons

| Block access

R E e Ay

Explanation:

To classify leaked credentials as high-risk, use: & Fictive Dﬂ-qq!i"[.&n_ﬂtﬁ.ﬂ_mmllty Protection

To trigger remediatgfl Usel | USlr gk W

o mitigate the Mk Selact: | Grant access but requine password change

=HTEE: 322

. COBMIE BLSFHIAZRTTS2—EDEBERO—HTYT, —EOERBICIEENEN . EOON-BEFXH -THREDH I MEOBENEENTVET Bty ML > TIE, EHOERILFET
AL HNIE EENBEWNGEEELHY ET,

COEVLIVOEMICAELEZRIE, TOBMIZESDZEETEFEHA , ZTOLH, CNODEBEMIELEA—BERAICRTINERA,

Microsoft 365 77+~ FhBH Y £,

100 A IT EEEN 10 DEMICHMINTHELTWLET,



BICRY 7O ER LEaA—24mLET (B2 TEIVYILET,)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name ® Admin review

Description [

Start date ® 12/18/2020

Frequency

Duration {in days) (&

End () Endby  Occurrences 4

Users
Stope ® Eyin yong

Review role mémbersip.[pBfmanent and eligible) *
Application Adniilstraliy and 72 others

=wvillelgetTel s o

{Preview) Fallback reviewers O

Megan Bowen

ITRTDOT7IEA LEaA— 1JU TR I MeganBowen IZE 2 TRIESN TS Z &AM Y T,
BEFADI R —S v —NENEFNOHFADT IV LA LE 1 —2BEIZZTENS LS IZTI2REAHY FT,
BRR ITEBREL—HY—T7ho o b0TANTAERBLET,

CHNIFBEEEF L THETH?

A. [ELy

B. L\ %

Answer: A (A —vt—T %KY
S

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

T 323
F:COMER RLYFTIFERTT S5 —EDORED—ETY, —EDRHEICEFENRETN EHON-BEZE-IAREDHIMBODBRENEFNTOEY Bl Y ML - TX EROERELNFET
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AIEELHNIE EENBWNMEEELHY ET,

CDEIaVOBEMICEAZE LRI, ZOBEMICRAZLEETEFRA, ZTDLH INODOERIILEa—BREIZKRTINELA,
Group1 £ WS &REID Y IL—TEEL Azure Active Directory (Azure AD) T+ > kY £,

Group1 DA—H—([Zx L TOHLZERBIL (MFA) ZEMICT HIHELHY 9,

fRRE:. SERDIAHL O —FEEHEZRIRL Group! DA UN—ZFEL CSV 77/ ILFRBELFET,

CNIZBEEZEFFH-LTWETH?

A. L\UVZ

B. &L

Answer: (&% %KT9 D)

= HTEIRE: 324

Ry FRRyY MBI RER

Microsoft 36S 77+ > kh®H Y £,

SURVE®Y X FEED  HighRiskCountries & LS RBID R BIT BRI EERLET,

BURVOENESRT AHE, — DRSS -FEFTLONIBEHEHIRT 2BHENHY £T,

EHHFETOERR R O—TIHAZHERT IDENHY £IH? BETSICIE EEEEHTEYGA T a oEBIRLTLIESLY,
FE ELOLMBIRSEICTIRA Y RAMEShET,

Answer Area

Configure HighRiskCountries by using: # % % v
A cloud app or action
A condition
A grant control
A session control

Configure Sign-in frequency by using: v

A cloud app or action
A condition

A grant control
A session control

Answer:
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N - =]
Answer Area NMicracaft
| \/ ' & , ) i
wi | !
':::e.}? !3'2 el | k. = ) Wi

Configure HighRiskCountries by using: | v

I—ﬁ'\ cloud app or action
A condition

A grant control

A session control

Configure Sign-in frequency by using: v
A cloud app or action
A condition

A grant control

A session control

Explanation:
S

https://docs.microsoft.com/en-us/azure/active-directory/§c 44+ & 7 U & R 15 & 4
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session

=HTEIRE: 325



Userl & L\S5 BETD1—H—%E T Azure Active Directory (Azure AD) T+ > b DHY ET,

EIEEMN User! ZHIBRLZET,

RDZEEZHRTETILENHYFT,

*Userl D7 WY EHBRIRENTHALRIBRICT A FEEXTEFETH?

*Userl ZBILT S-DICHFEATESIRLIEROAVLGZLO—ILIEENTTHM?

fAIZHETANETLLEIN? BETHICIE BETY 7 TEUIGERREERL TSIV, F  EfE LIRSV MNERTEET,

Answer Area
Number of days: -
_ : s
= Microsoft i
180
Rode: -

Liser administratorn

Metwork administrator
Helpdesk administrator
Domain name & yinistrator

Answer:
Answer Area
Number of days: _ =z
Role: b

Pser administrator

Network administrator

Helpdesk administrator

Domain name & pinislralm
Explanation:

AVELI—SFDARY)—riay b RBAKEBMICERSNELE

Mumber ofdaysd 20 JE

Role: Lser administrator

== Mittosoft

=HiEIRE: 326
Azure Y TRH 1) T3 0% EHHTY,



Role1&Role2&E W52 DD AR A LA—)LEERT IDENHYET V) a—2aVIEUTOERZE-ITHENHY 7,

* Role1 ME|Y BT 5N f-1—+H—(L_ Azure Container Apps DA VAR VA EERE-ITBIBRTEET,

*Role2 MEIY B ToHNfzA—H—(F BEERY FT—I58EIL—ILEBRTEET,

FEO—IIZIXED) Y—R TANAZ—DT I L RHFANBETTMN? BETHICIE EZEHETEULZAA T a oEBRL TS,
FEELMBIRSEICTIRA Y FAMEShET,

Answer Area

Role1:

w
{ MicrasoftCompute
'Microsoft. Management

Microsoft.Security
Role2: X
Microsoft App

g Microsoft.Compute

FMicesoft-Netywork-
SMicrbsoftSeclrity
Answer:
Answer Area
Rolel: -
MicosoltApp

Migrosoft.Compute
Microsoft Management
Microsoft.Security

Role2: v
Microsoft App

Microsoft. Network
Microsoft.Security

RETEIRE: 327

litware.com IZEHEI SN TS ERZEHAT IVLELAHY EFT MZREINIEINTTMN?

A. Azure AD T} > k & litware.com [l @ Azure AD Connect ¥ 57 F[EIHA

B. litware.com kXA A & &&H H1=8 D Azure AD Connect

C. litware.com K * 4 > ® Azure AD Connect DA TF— 45 £E— K

Answer: (B&%XKTT D)

Microsoft SC-300: Identity and Access Administrator & 74 K& & U Microsoft Learn €Y 2 —JL Azure AD ORIEAINDEE L BE |ICENIE, 74 LA FDIEFEFHEIE T I12HEED Active Directory (AD
DS) 74 LR MO ATy 2T 20ENHDHHEIE, Azure AD Connect Cloud Sync A s h (Y1) 12— 3> TY,

L+ 1) A Tl&, adatum.com & litware DR ICEEBEFZREHII L TEE LBV ENEESNTULET,

com TE A, A. Datum (& litware.com @ AD DS 1 —H—& 5 )IL—TZBEFD Azure AD T3 > b+ (adatum.com) [CRIHT 2 ENH Y £7,
SC-300 FL—=2 Y XTI TILTIEIROANBEEIZSATNET,
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Azure AD Connect 7 5 FRISIZERT 5L 74 LA FDEEPRE T+ LA FADTEEA Azure AD Connect DA VA F—JLZLEBELETIZ EHDOAD 7+ LA FMSE—® Azure AD TF > kA
DORIEAMNAEEICHE Y FES, JRT—O0 T FE—F (T2 —ILA—N—RHDRZ A/ EEiY—/\—Z1Z2#) ©E L Azure AD Connect 1 VR RZ VR ZRID KA A VIZHRT 5 (74 LR FEDEEBE KR E
v I —UEENABE) LIXELY Azure AD Connect 7 57 FRIEATEBETI—Cz FAFERASIN, 74 LR FOFBHEICEKELEEA,

Lf=M>T EEZERETIC Litware ® AD DS % A. Datum @ Azure AD T+ > MZRIEAT 5 & WS BEHEZFFHET-F(Z1E, Azure AD TF > k& litware.com R XA A > ®DFEIZ Azure AD Connect Cloud Sync
ZHEMTAOMNELLEIRTY,

H%%ﬁFnE]EE: 328
F v k=% 1Z1& Azure Active Directory (Azure AD) 77+ > b ERIEAT 54 > T L = XD Active Directory FA A UBNEENTLET,
TFHYUMIEX RORIZSETITIL—THEENET,

Mame Source Member of
Groupi Cloud Group3
Groupd Active Directory domain | None
Group3 Clowd Mane

TFHY MZERORIZSRT A —DEFENFT,

VeSOt ]
Review type Tea!r;is + Groups
Review scope All usérs
Group GraupZ, Group3
Reviewers LiSers review own access
If reviewers don't respond ", | Remove access

UTOEXIZDOWT ELWMESIE R ZEBRLTLKESWD, Z5THEWMESE DOA JZERLTESL,
FEELWLVERIEICTRAV MAMESNETS,

Satementy

L,::J;ulmremeﬁumnat-cﬂ rrmwﬂ;ﬂ 1 e user coes not sespond EHMM ['Ct DSOf

mezwilbtrrm-rmmm'u:-:ﬂr*m&ﬁpl if fhes e Goes nod H:J-u-ndm:'l-e PV
PRl

Lm?ml&rnwhﬂtw{%hﬂﬁl—rﬁpﬁ if T Lrfe Sodd RO §eufoetel LD Tl F B
redest |

Answer:



- JﬂMICI’OSOﬁ

s e

User] will be remoned automatically ﬁdmﬁr# if ll'l' uﬂ' ot net tespond 10 the re--'le-l;[
request e

Lisgr2 wall be remowved lu'l:om-l ﬁ-:h g'éupi if the uter does not reipond o the review
requett. .

User3 wall bluq#Mmﬁ-c; from Group? if the user does ROt respond 1o The review
request. _¢

Explanation:

ViicrosoiaJ

el BTy kl‘ .
Fefpaatl ®
e wl B ey gkt @ e e oo o Fngonad A e e
g

i ] Enr pevmemanc puAzemurt Torapd @ e s dhoam wod P g D Bhe sreess
gt

=ITERE: 329

EEEHEBRE-TICIE LWGroupt! FIL—T T 2RENHY 9,

BIAN—Dy TIL—ILIEEDKSIZERESEEIRETLLIN?BA M BEYNLBEEELWVE—SY MIFS VI T52ETY, RER1E EHE, FELFRASABVEEAHY ET, 0
VERTTDIZIE . RAVEADREIN—ZFFS9 T 50 AU O0—LTI2BENHLIBEENHY FT,

EE FELULGEIRS &L 1 ‘IVf/ Fb\ﬂﬂﬁéhiﬂ'

Arsweer Area

\i
I
\i

Answer:

Microsoft|

(umrroabfeesta ne [

B
X )b
ll)( sJ/“_"

=FEIRE: 330

Microsoft 365 77+ > kM H Y £,

Azure Monitor Z{# /A L T Azure Active Directory (Azure AD) BEE OV EHMERTCEDLSICTHILENHY T,
FTRMETARETL & 5HV7?

A. Get-AzureADAuditDirectoryLogs A% > KL v FEEITLET,

B.Azure AD vV #ERLET,

C. Set-AzureADTenantDetail Aa<v > KL v FhZEITLET,

D. Azure A DR EZEZERE LET

Answer: (fBZ %X~ d D)
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ExFTRE: 331
Userlt & WLVS ZRTDI—H—% &L contoso.com & LYS & AT Azure Active Directory (Azure AD) 77+ > FHAHY EFT,
Userl [CIZRDRIZTRT T/ AHBHY 7,

Name Platform Registered in contoso.com
Devicel Windows 10 Yes
Device2 Windows 10 No
Deviced 105 Yes
2020 % 11 A 5 BIZ_ contoso.com TRDFEDHF ARV EER L TERLET,
2 A AR

F 4 Contoso FI AR

A—H—IZHBERWDILEEERT 5: 4>

TARTDTNARATL—H—DREIEERDD: >

BEDOANHAR: 4>

AExEARR: 2020F£12H108

$E: 88

202011 A158I12, A—H—1ET /A4 A3THARWIIZEABELEFT,

UTOEXIZDOWT ELWMEEIE KU FERLTLESWD, 5 THWMESIE DWA IEEIRL TS,
FE ELLMBIRSEICIRA Y RAMEShET,

Statements Yes
On November 20, 2020, User1 can accept Terms1 én Devicel. O

On December 11, 2020, User1 camaccept Terms1 on Device2. O

On December 7, 2020, User1 can accept Terms1 on Devi c_eS. O,

Answer:
Statements Yes No
On November 20, 2020, User1 can accept Terms1 an Devicel. |O @)
On December 11, 2020, User1 canaccept Terms1 on Device2. | O O
On Decemibier 7. EUEQ,_EJS{JL'I_ -_:an.a;cept Terms1 on Device3. O @
\/ P .

A% SC-300 fERELE (X GoShiken.com ARt S -E# L1F L) SC-300 HEXFERELE ! GoShiken.com MEEHT D SC-300 RERRIEE 124 L TLVET, GoShiken.com SC-300 HEXFGREIL R T . 7
ENEETSENET, ZHFTD GoShiken.com SC-300 fARBEF 45 v 3 % AlE T b 5 https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (37030%OFFREREEE & & IEfZ{T = T 30%w 453 E5|
a— F: Freepdfdumps)

BT HRE: 332
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Microsoft 365 E5 TR ) T a bl  FIIZIE Userl User2 User3 EWVSERHIND 3 ADI—HF—AREENTUNET,
RORIZRT LSICA—H—ZHERTLIVLELHYFET,

User administrator rele
e Device Admmlmturs role

¢ Identity %overnance Administrator
role f?;j

. R ‘Ma nagementrole
. antine Administrator role group
" % ndpoint Securnty Managerrole

m “ Intune Role Administrator role

EA—H—ZREITDICFEDR—FILEFERATNELNVTL LI ?2BULGR—F LN ZET LRI —ICFSv T LTLEED, FR—2IILF1EERAT S &L BEREFERAT S L, Fo-KFEA
LEWCERTEFT  AVTUOYVERTTBICE A VEDREIN—E RS9 TTEN RV O—LTERLENHLIHZELHY FT,
AR ELWERSEICTI ARSIV FBMESIET,

Portals Answer Area

— VA

Azure Active Directory admin center

Exchange admin center User1.

Microsoft 365 compliance center lUser2

Microsoft Endpoint Manager adrwq'rrcen‘ter? User3:

-'J
-.‘-..

SharePoint admin cehter

Answer:



Portals Answer Area

Azure Active Directory admin center

Exchange admin center Usér1: Azure Active Directory admin center ‘

Microsoft 365 compliance center./ | " UserZ2: | Exchange admin center

Microsoft Endpoint Manager aamin centerl User3: |Microsoft Endpoint Manager admin center

| _SharePoint admin center — MiCFOSOft

=ITERE: 333

contoso.com & L3 £ B0 Azure Active Directory (Azure AD) 77+ > bAH Y ET,

Azure AD 2B EN=7 TV r—L a3 VEEFTITHIIRTOA—H—IZIE FHMHETIER RYo—AERINET,
A—H—NLAHL—BAEFEARATELVKSICTILELNHY FET,
RERDIBIERTERN T 2=DIC FHMAET IR R O—ICAZEDIBELNHY FIH?
AVSORTFTIVFERZETIa > 0&EE

B.1—H—1 XU &EH

C.OSATU T T)DEH

D. U4 VA4V RY &

Answer: (&% XKT9 D)

ERBA/SER:

https://docs.microsoft.com/en-us/azure/active-directory/SE i {F &7 O v X170 v o LA —ER3L

=HTMERE: 334
Microsoft 365 77+ > kM H Y £,
Azure Active Directory (Azure AD) T+ > MZIE RORIZRT T IL—THREFThTLET,
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= q ™
Group1 Secunty

Group2 Distnbution
Group3 Microscft 365
- Group4 Mail-enabled securtty

Azure AD T Appl EVWSBFIDFHLWIVE—TSAXTF7IT)r—2a v & BMLET Appl ITEIVABTEZENTES Y IIL—TIXATT H?
A.TIL—T1ETIL—TF4

B. JIL—T20#

C. JIL—T3DH

D. FIL—T1&ETIL—T20H

E. 7 IL—T10D#

Answer: (& Z %R~ 9 B)

E#TMERE: 335

A—H—EBEO—IILDOFEIN-ERZH -ITHLELHYET,

Al RETL & IM?

A7O9ERALEL—%ERLET,

B.O—IIEEEZEET D

C.EEEI=-v FZMERLET,

D.7VT47HEYVETEERELET,

Answer: B (A —vyt—T%EY)

Azure AD B—)L[M I+ Azure AD Privileged Identity Management (PIM) Tl& HEBREM T O—ILEEZHET S LT . O—)L —F—EBELGE)DFERAEEHNRITAXT HIEMFEBAIATL
FY, NODETEIL, ZERFTMOER, EZE AE BNVHATLHRE T7I9TAR—2 a3 0HEZFELES,

TOTaRN—2a HiE BHGE BRLAGERENAETYT, A4 FTRR BEEEX O—ILIZLIZTITAR—2a Vv BRLHRAEERERTEIL, PITAR—2 3 VBFICERT—Y 70— EMFAZ
BRI TESELEEINTVFET 7V LA LEA—E #AFLO—LZBEL L TOLENZEHNICHER T AOICERASINEITN . B—ILDT7 I T4 R—2 3 VAEICET 5 ERLOEREERLFEE
N, TOTATHENYAETIE RET IV T+ TIEROHIENVETERBELTVWD IV —RTBIUVERTHLEITTHY O—ILDTITAR—2a VEMEICET SR S—Z2EETHLDOTHED
YEEA,

EHBMAEIBEDTA LY FIARIVDEREFEDEI N PIMOT I TAR—L 3 VIRBEEBTHHETEHY FHA,

IMFAZE#H, LTz > T A—H—EBEO—LOHEMNLGEER REBELME MFAICESR/MERDT I T4 TG E)ICHIET HICIE PIM#Azure AD A— L # A—H—EBEH# O—LBREEZEHL
F9, INnlL, SC-300 DEHIZE Azure AD A— )LD PIMBRE LR O—%HHT 5 1 E—HLTHEY T FRYIVBENVETTIRHGLR) D—IT&DANTUREHRLET,

ExFTfEIRE: 336

Microsoft 365 E5 4+ 7RV 1) T a v &#EHLTY,

Microsoft Entra 7F > M2 > &tz Azure Y TR ) T avhHBYET, 7F 2 FZlE Userlt EWVWSA—HF—DREFENRTUVET,

Microsoft Entra Permissions Management #EBB T 2FETY,

User1 A% Azure 4T R4 1) 7 3 % Permissions Management |24 U R— K TCEA LRI HIVENHYET ., 2OV 21— a vk &R/MEBDRAICH S BELHY 9,
User1 [ZE| Y HT B~ E Microsoft Entra O—JLIZF ENTI HN?

AT7T)r— a3 E8BE

B. /O0—/N\)LEBE

C.txalT4,4EHEA

D. E[REEEEE
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Answer: D (A —vyt—T%EY)

ExFTieRE: 337
ROKRIZRKTA—H—%EL Azure AD T+ EDHY £,

Name Role
Admin1 | User Administrator
Admin2 |.PasswordAdministrator
Admin3 \J dpplication Administrator

BF1—H—DOO—LERZLET INELAHYET, V) a—2a VITEBEEEZR/IMRICHNZZLENHY T,
fAZEFESIANETLLSH?

A. Microsoft 365 8t 42 —

B. Microsoft 365 Defender 7R—% JL

C. Microsoft Entra 8t >4 —

D. Microsoft Purview 3> F354 7R R—4 )L

Answer: (f2&ZRT9 B)

ExHTfEIRE: 338

contoso.onmicrosoft.com & LVD FA A V& ZFERT 5% L LY Microsoft 365 T+ > kA H Y £9,
KAA 2 LYRRSIZ contoso.com & WS ZRITZEZEEFLET,

# L L) Microsoft 365 1 —H—DEEED K A4 >4 & LT contoso.com ZERTH2HELAHY FT,

EDADDTHLaAVEIEEICERTITILEAHYFIMN BAETRICKX BYLETILaveT7roary VAo EEESICEBEL ELVEFICHENET,
Actions Answer Area

Delete the contoso.onmicrosoit.com domain.

Register a custom domain name of contoso.com.

Set the domain to primary @

QIS

Create a new TXT record in DNS.

Verify the domain name.

Answer:
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Actions Answer Area

Reglster a l:usinm dnma;n name of cnntusn com. ‘

s s sy ————————————————————— Aoh Ty Rt e

Create > a new T}ﬂ' rer.:nrd in DNS. _il

_ﬁ__l'l_ﬂ_-_]

Explanation:

! Register a custom domain name of contoso.com. ‘

Create a new TXT record in DNS.

"u‘errfy the domain name.

e

Set the domain to primary. _LIVe. ¢

SR .
https://practical365.com/office-365 THRA A L KA A U EHERT 5/

=ETHRE: 339
RORIZKRITA—H—%EL Azure AD T+ DB Y FT,

|| IV ;
NE#: iggéruf
Userl
User2 ﬁ}.’
User3 . -gi‘imups

Td_./ I" 'iﬂ@ﬁ'»l \—d_nn.»nl—tjilfb\& U i—d—o

Method 'fnrgn
FIDO2 Groupe
Microsoft Au mentIcamr app | Group1
SMS Group3
TIVICRRENDBSLERBEICRTEINSGBSERELTIIVR T INITHA A 0T 52— —F#TL £ 5H7?
A 1—F-20#
B.1—H—2,a—H—3DH&
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RDORIZTRIT1I—HF—%E T Azure Active Directory (Azure AD) T3> kDb Y ET,

Name Eﬂ MicrRolet
User1 Conditional Access administrator
User2 Authentication administrator

User3 Secunty administrator

User4 Security operator

Azure AD Identity Protection #R%& 3 5 FETY,

A—H— YR RY—F#BRTELIDELEDI—H—TID F VRIDHB1—HF— LR—FERRTEIORFEDI—HF—TIH BETBHICIE BEBEGETEU G TS 3 0E2ERLTLE
Ly,

FE FELOLVBIRISEICTI RSV FAMEShET,

Configure the user risk policy: 1 MTPES.
Userdonly [IIR'V''1VYSVE

User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only

User1 User2, User3, and Userd

View the risky users report: -
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and Userd only
User1, User2, User3, and User4

Configure the user risk policy:

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: v

User3 only |

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only

M1 ciisers, bser2, User3, and Userd
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.onfigure the user risk policy: v

User3 only

User3 and User4 only

User1, User2, and User3 only

User1, User3,and User4 only

$ =

User1 UserZpl 'serd land Usera |
View the risky users report: v
User3 only

User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only
User1, User2, User3, and User4

S8 .
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
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RDEXIZFRT ID &L Microsoft Entra T+ > b3H Y £,

Hame Type Member of |
Lizerl Usey Groupl
Manageds | Managed identity Groupd
Liset3 User Gioup?
Liserd Use MNone

TIL—TNIIRDERENHY T,

*FiEE. A—Y—1 1—H—4

* A 2 /\—: User1_Managed2_ Gioup2
ROBEFHFEIDTILR LE2L—FERLET,

* &R LE 2—1

*LEa—&: F—L+ JIL—TEFER

*TGN—T TIL—T1

R ITRTOLI—Y—

*LEaA—#EEEZER JIL—TmEHE

TH#—ILNY I LE2—HEE RENEBRINTLEEA,

AnSwer Arga

Statements : ' Yes Mo

Uzerl can | erform an accgls rev [ Py gt
Uiser a1 pe rIﬁﬂu'ﬂ.ml"F i eview for Managed?

s ik B
i ‘;i:“}i1l?[n1 an access review for Liser3
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Explanation:

A—H—-1FA—HF—1DF7I/EALE2—Z2FTTEET: LL\\Z

User1 [ Managed2 D77t AL Ea1—%2FTTEET: (L

A—HY—1F1—HF—-3DF7 I AL E2—%2FTTEET: [T

CDIUFYATIE ROEHT_ Groupt IZxF L T Reviewl EWSRZRDT IR LEaA—DEBRENTWET,

*LEa—&H: F—L+JL—7

*TGN—T TI—T1

R ITRTOI—Y—

*LEa—BYE: JIL—TmESE

*KRBELE2LT7— L

BREICKY TFUOEALEaA—DLEa27—IEGroup1DA—F+—THSUser1 &UserdIZiEYET, LIz > T B2 ADA—F—[ZIEGroup1D A N—2BZF L Ea1—F 5ERNMFEINET,
TI—TUIERD A VN—DEENFET,

*Userl (A—HY— FMEETHHD)

* Managed2 ¥ *—¥ KID)

*TI—T2 o—H—-3%8L)

ARA—TMN TRTOA—HF—JIZBEESNTVD=H HRAAN—LH]/NAAN—DOEANEENE T, 7272 L SC300EHTIE, LE2A—HHEEZEIBEDT IV ERZLEA—TERVLWI LA RFAIN
TWET, Microsoft LearnTIERD K S ICEEH SN TLET,

LEaA—#EEE LEA—REIIL—TOAVN—TH>TH TV ERALELA—THEDT7 VLR ERBELIFEBFT I LIETEELEA, JLIEZA ST,
*A—HY—1IBNBEFZLEL—TEEHA# LA

*User1 [ Managed2 # L E2—T&EF9 # XLV Managed2 & Group1 DA 2V /IN—THB 1=
F 1Y FL—Y—3FLEA—TEET #[EV, 1—H 3T L—F2DAVN—THY  FIL— F2BEAN T L—TFIDA VN—TH BT 1—F—3D A N—2 v FERIENIZ L E 1 —5ED
—EERYFET, COEMEIL, LEA—SEREARA FESN=IIL—TA0N—3EFNDENSSCI0HAFRE—BHLTLET,

TRTODA—HF— | BLUPLEL—BEE FIEE) . BRZERCIRTOAVN—FFHETEET,
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Microsoft Entra 77+ > kWY E£9,

ROHER ID HEEZHERT OBLENHY TS,

*B2BaSHhRL— 3>

*ART Y T4 T2 —HY—# KMAU) IZED I HRE

ED2DONDHRELZHERTIVLELAHY FTIMN? AETHICIE, EABZEEHTHRELZERLET,
FEECELWMLMEIRCEICTIRA Y FAMEShET,
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[ £ Search | «

§5 Overview

B Cross-tenant access settings

£ All identity providers

‘i@ External collaboration settings w
A Diagnose and solve pmb]eneo

Subscriptions

T Linked subseriptions

Lifecycle management

|
| Terms of use

B Access reviews
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s External Identities

Contoso Ltd - Azure Active Directory

[ L Search «

B Overview

B2 Cross-tenant access settings

&2 All identity providers

: 33 External collaboration settings |

A Diagnose and solve problems om

All APl connectors

l-".:- User flows

Subscriptions

7 Linked subscriptions

Lifecycle management

& Terms of use

B Access revm' s

Explanation:




U RFETRIE RS R

@ External ldentities

B er e e
3 All f I far
i collabgoation 5
# Flalylels |
Salf-service sign up
Gus =
All A I
r-u.l L 1‘::.1-'\1_ L | n n
LF
flo
Subscriptions

Linked subscriptions ||

Lifecycle management
Terms of use

A D Microsoft Identity and Access Administrator (SC-300) 22& 74 K & Microsoft Learn K& 21 A > b ( Microsoft Entra ID THER ID B89 5 ) IZ&k % & Microsoft Entra ID M4V &8 ID I2& Y #B#8IE
B2B aJ/RL—>3 0 B2C BT —ERXR YA U7y TLHEDHREEZFERAL T BN O 1 —LRLITa5RL—2 a0 TELLSICHRYET,
WEIZ 2 DDBRZESTHLTHFELELD,
*B2BaZRL—ary R SHARL—2 3 VEBRER—D TR EBEMNBLI—T— CRARMPHRIY—RELEDLSITOYRYTEINZRETEFT, CNICKX TR A —F—OBF 2FRL—
a3 OHIR, BIFRARY O— B2BA—H—DT7 Y EXIERDFENEENF T, Microsoftd FF 2 A 2 MIERD &S ITHEIATWET,

PRI SARL—2a VEEEFEALT . TALY2 MJRADB2B SR L—2 3y A—H—DBELHRZEELES, LT B2BaSHRL—2a v EEMEELIEIARTLHICE NS KRL—
VAVEEEERTOILENHYET,
*AB7 Y T4 71— —H MAU) R—XDIHiH&ERE Microsoft Entra External Identities D& IXAB 7V T4 T71—H—# MAUIZEDWTHEY BED=OICIFAzure Y TR Y Foa vz oy &
NTWLWEIRELRHYFET, COREF DUz TRI 1T ay | THRRTEET  Microsoft D FFx a1 A2 FTIEUTOL S ICHBASIATUVET,

FLER ID D MAU R—ZADBEZEDIZT BIZIE [V oI EN=HTRI Y T3] 4T 32T MicrosoftEntra 73> b& Azure Y TRV Y T avIc vy 2ERHYET ;TR YT
>ar ExE)2U9 % E Microsoft [ MAU BHEETILIZEODE T . BADT7 IV T4 7HEABA——RIZEODVWTHEETETLLOICHBYFET,

Li=A>T:
*B2BaS/RL—Yav#NEasRL— 3 VRE
*MAUR—ZDIBEERE# ) v N3 TRo ) Tay
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ZERIIET (MFA) NERIIZA > TLV3 Azure Active Directory (Azure AD) 77+ > kHHY F9,
ThAO ROV OTY F'&Eli Xo).kT'd'J: ST ENET,
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A—Y—EBEO—IILOFBEINEEEEZFH -THLENHY T,

fAIZgTRETL &L S5H7?

ATIVEALE2L—F#ERLET,

B. O—/LREEZXET D

C.EEEI=-vy FEERLET,

D.79 T4 7HEIYHTEEELET,

Answer: (&% %KT9 D)

A—)LREDFHFMMIRDEEY T : O—ILERTEDFHHM - 1 —F —EIEE Privileged Identity Management | Azure AD OB—)L BEEDRTE RE 7V T4 A= 3 VEHICEBRAZERT S W TFTI T4 R—
aVEIZTFY Y MEREERT S LWWZ TITAR—2 a3 VBT Azure MFA ZERT B TV TFIOTAAR—2a VITERBREERT S LWWWZ RKEBE L
FEYYI BE

T—3 LIRE

A.Datum DA > TL 2R v hT—2(21&, adatum.com & LYS &R Active Directory KA A > H—EX (ADDS) 74 LA R EENTLET,
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T MIFRDORIZSRTI—H—DEFENFTT,

fIRERT—RA YDk

CEERMAOBERO I —DNRASEDTNARZHMELTVET  EEXBMAOI—Y—D05I1E, TN RBOLERITELZ20 Azure ADTF 2 MIT/NA REEBMT S1=HICHR— FERFIIERR L7
FNELESTRNIENHIEVNIBRENHY FT,

*RIEDEXFL)TAA VT UM TR EHOLI—F—IRIFERZRFEL YA 0AVIZEDOLWISOYRFERASIN BELZDIP7 RLAMNS ) Y—RIZFTI RSN EMBALMNHYELT,
*TINAREEEO—)LE IT_Group ICEIYETES LT HE ERVRXMITIL—THRRERSINFEEA,

*HBADETE MO R FPEBELUNDA—HY—ELEH SR AV —ZBHTETET,
*ALWNTTRIEA—HF—OIRRT—FD) £y BRI INY T EFFT,

*IRAE A—H—(EBAEIC/IRRT— FDOHEFRALET,

i

A Datum [FLLTOZERZEKT S5 FETYT,

*EIITY—ER NRRT—F Yty F{SSPR} 8B LFT,

*YRTOI—H—ITx L TEERTEE (MFA) ZHRLET,

*Packagel EWSERDT IR Ny Tr—SDT7 IR LEA—FBBLET,

BT —A~NDT TV =23 TUORRICKEEEORBIVLETT,

* AD DS 21—+ — & groupsoflitware.com % Azure AD 77+ > FERBHEILET,

CEREOEBEO—LHLIEYHETOATVWEII—HF—DHNIT A A—HF—%BEFTEEHELSITLET,

*Azure AD IZBMELIZBHETEE T4 RDORKEZE 10 [TEOLET,

RITEH

*A—HY—EFEEO-LFEVETCON IV —E HEX1EFR BEICGLTCO—ILEZFEHATLIERZ VIR NTELILELNHYFET,
*A—HF—IZEMFANDEFZRT OV T MARTEN, BFHAMPICBREZNANRRTEAF T I v RESNDIDENDH D,
*SSPREFEALTNART—FZEU LY FFBI2IE, A——IX1DODRBMAEEZRET I2HELHY T, FAABELAEICIIUTIAEENET,
*A—LT FLZ

*EE

o) T4 ICETSERM

* Microsoft Authenticator 7 7'1)

* adatum.com & litware.com AD DS KA 4 UREICERERAREZ/EIL L TR Y FHA,

*RIMERDORAZERT ILENHYET,
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Group1 MEIZFRT &K 512, Groupt E WS EHID Y IL—T%EEL Microsoft 365 T3> tAHY £, ([Group1] 2 TEU Vv H LET,)



| £t displayname
| £t displayname_,

pp1 DFONRTF 4 | OEISET &SI, App1;&b\5%ﬁﬁ®1>9—7"547€ TIVT—2aVEERLET (Appt DTONRT 12 TEV ) v LET),

AT S FATI R~ T R W R F NP PR

Delete -/ Got feedback?
4 Lnvarview
([} Deployment Plan Enabled for users to sign-in? Yes No
A Diagnose and solve problems
App1
Manage :
Homepage URL hitps:/fapp1.m365x629615.cnmicrosoft com/

) Logo P
& Roles and administrators (Prev
s Users and groups ., E
D Single sign-on User access URL 400 hitps:/imyapps. microsoft comisignin/App1/09df58d6-d29d—40de-b0d... [
& Provisioning F . i
AppiicrtioglD | 09d58d6~d29d—40de-b0d0-321fdc63c665
F? Appication prony BB AA: ~ e 24
: y Object 1D 03709d22-Te81-4007-a2a80-0 iff268cd b
Security 2 .
Terms of Service Url Publisher did not provide this information
& Conditional Access
) Privacy Statement Url Publisher did not provide this information 3
@ Token encryption Reply URL hitps:/lcontoso.com/App1/logon b
Activity User assignment required? Yas Na

3 Sign-ins Visible to users? Yes ITED
Appl DEILTH—EXIE, Rppl BILT7H—EX|ORIZTT &KSICERELET,( Appl BILIZH—EX12TEV VI LET,)



Dashoboard - ContosoAzureAD > Enterpnse applications > App1

App1 | Self-service

Enterprise application SEIE'Ct apprﬂ?ers
I -
B overview b
o User1
Bapiayment Plan Allow users to request access to this m ba. Th User! @m365x62061 5 onmicrosofl com
sl F o . M
‘ww Microsoft e Bl
To which group should assigned users be  Selegl Group . u
|| Properties added? O Groug User2@m365x629615 onmicrasoft com

a2 Cwners i
Require approval before granting a88ess .!m Mo Userd
& Roles and administrators (Pre 10 this application? (2 4 Userd@m365a620615 onmicrosof com

&8 Users and groups Whe is allowed to appgaie aCtRss 1o this Select approvers Usard
3 single sign-an application? (0 M Userd@m365x620615 onmicrosoft com
& Provisioning To which role sROlMd usets be ssignedin T Selected approvers
this applcatigh: * ¥ Dafault Access Userd
% Application proxy SESEE——————
User i @m365o520615 onmicrosoft. com
C  Self-service [rerp

Secunity

& Conditional Access

v Permissions

UTOEXIZOWT ELWMGEIF R ZRRLTLLES VD, Z5THENGEEF DOV ZRBRLTIZE0,
AR ELWEIRSEITTIRA Y FOIMEShET,
Answer Area

Statements Yes No

The members of Group3 can agcess App1 O
without first being approved by Usér1.

After you configure self-sepvice for App1, O 0O
the owner of GroupTis User1.

App1 appears in the Miergsoft Office 3
app launcher of Userd: ICrOSOTt O O

Answer:



ATNSWEI AIEa

Statements Yes No
The members of Group3 can access App1 0O
without first being approved by User1.
After you configure self-service for App1, 0O e}
the owner of Group1 is User1. L
App1 appears in the Microsoft Office 365
aop launcher of User4. [O] O
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