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Hsave X Discard [ Delete | D Got feedback?

Enabled for users to sign-in?@ No )

A

Name & Bpﬂ WV

Homepage URL © [ hitps.//appl.m365x620615. onmicrosoft. com/ |

Logo @

s Y E
User access URL ® ’ https://myappsmicrosoft.com/signin/App1/09df58d6-d29d-40de-bld... |
Application 1D @ | 09658d6-d29d-40de-b0d0-321fdch3c665 |
Object ID © [ 03709422-7e61-4007-2220-04b1269c D
Terms of Service Url ©® | Publisher did not provide this information I
Privacy Statement Url ® [ Publisher did not provide this information l
Reply url ©® [ hitps://conteso.com/Appl/iogon | E

== Microsoft

User assignment required? @ "i Yes _.)

visible to users? @ - - j

FRYTEOY AZa—%FALT I 74 v IIZRERTEINTVDERIZEDNVTERT—
AU MEERSEIRBZDRRFZZEZRIRLET,
FEIELMEIRZEICIRA Y BT ESRET,




[answer choice] can access App1 from the

homepage URL.
'Microsoft

App1 will appear in the Microsoft Office 365 app
launcher for [answer choice].

All users

No one

Dnly users Ilsted on the Owners blade

Only users listed on the Users and groups blade

all users

no one

only users listed on the Owners blade

only users listed on the Users and groups blade

Answer:

[answer choice] cﬁcm DL

Only users listed on the:Owners blade
Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app

launcher for [answer choice]. al

USEers
ne |

only users listed on the Owners blade
only users listed on the Users and groups blade
BT
[answer choice] can access App1 from the v
homepage URL.
No one
Oniy users listed on the Owners blade
Only users listed sers and groups blade
\pp1 will appear in the ag -
Iaunr:h nswer choice]. Al SerS
no one

only users listed on the Owners blade
only users listed on the Users and groups blade

S -

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-

access-portal




=ETERE: 2
contoso.com & fabhkam.com &LY5 2 D® Microsoft Entra 77 > kA& Y £3, Contoso.com
[ZIE RORICRTI—HF—DBEENTULET,

Name Type
Userl | Member

User? | Member
User? | Guest

Contoso.com IZIE  RORIZRT T IL—THREENRTWNET,

Name | Membership type Members
Group1 | Assigned User1
Group2 | Assigned Group1, User2

contoso.com M i fabrikam.com ~AD 7+ > MEIEHAZHER L User3 & Group2 @77 > hERE
HEAMLET,

RDEXIZODWT ELWMEEIE KWV EERLTLLEZEW, £ THRWMEESF DOVA EER
LTLEZELY,

FEELWLBIRIEICTIRA Y IBfTEShET,

Statements

Lser? will sync to fabrikamecom

User2 will sync tofebpkdm.com,

=

& obiorosofi

B\ ticroso - -

Statements
TRsEERl

- :
User1 will sync to fabri ﬁcm - |
[

i
User2 will sy%@i am.com. 10 |

@ —
User3% nc to fabrikam.com. Nolk

Explanation:

R O

B Sdigrosoft .

User1 will sync to fabrikam.cam. A L
User2 will sync to fabrikam.com. .

User3 will synic tofabrikam.com. -
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Azure Active Directory (Azure AD) T+ > bhb Y EI,
JRAUBHLR— MEREET,
EDVRIBEAATNA—HF )Ry ELTHEINFETH?
A. RAJRETRIRAT

B.E&IP7 FLX

C. JERE M IRAT

D. "8 L - & 1ER

Answer: D (A —vt—C#EY)

S
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks

=FERE: 4
Userl EW\WSARIDI—H—& RORICRIFEHAET IR R >—% &L Azure AD TF
YEAHBYET,

Ihe sign-in risk of users is| low.
IR VERR BT EARI TR

Userl MEEIFHZIP 7 FLAMLH A A L& ELZEEICT Userl ISERASN SR

D—ZFET SRELHYET,

EDHEEZERIRNETLLOIM?

A. Microsoft 365 v F T —V TR b Y—)L

B. What If *YV— )L

CT7AToTAT4EF2)T4R27T

D.7U9tALEa1—

Answer: B (A —vt—T %KY

RETHRE: 5

ADatum A—H—I[C53 M VR EREITIVENHYET, V) 2 — 3 VICEETEHIBE
T9,

EDRIATDATO Y bEERT IDENHY FTH?

A.Dynamo A—H¥—tFfa 574 JIL—7

B. OU

C.BfmJIL—T

D. T &L

Answer: (fBZ % &RTT 3)

kEw% 1_Contoso, Ltd
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Contoso, Ltd &, BV M)A —ILIZA#HZEZT OV KRV ECT MULIZA T4 REBADaVHIL
TAVIEHRTT,

Contoso &, Fabrikam, Inc & V5 &%t 12 L TULVET, Fabericam (213 fabrikam.com & LVS5
Azure Active Diretory (Azure AD) T+ > kA HY £,

BEFEORE

Contoso DA >V TL IR 2w kT—4I(Z1&, contos.com & VS & RID Active Directory KA A >
MEENTWLET, 2D KA A 22X Contoso Resources & L5 ZRIDMABES (OU) NEE
N TLVET, Contoso_Resoureces OU [Z[E T RTHDA—H—¢,aVE1—F—NEFENTLE
v,

Contoso.com Active Directory KA A V2 ROKRISTKTA—HF—NEFENATHET,

Name ‘Fnh.uﬂﬁﬁﬁagﬁﬂﬂﬁm
Admini Montrea! Helpdesk.
User1 Mu_rl!r_qg_l;' | HR
User2 | Montreal | HR '
User3 | Monweall [HR
Admin2 Llondon | Helpdesk H
U5E5"4 4] | London Finance il
User5 tondon' = | Sales ||
User6 London Sales | =
Admin3 [ Seatle | Helpdesk |
User7 Seattle | Sales
User@ | Seattle. | Sales | ||
1 learh Caatrlia Calac

Microsoft 365/Azure IR1E

Contoso [ZIE RD S A &2 AMBEES T 5N TLYS Contoso.com & LYS &AM Azure AD 77
YEABHBYET,

*I4498Y 7Tk Office 365 T2 —TF54 X E5
*IUA—TSARXEEY T4 +F21)T4

*Windows 10 T2 —7 54 X E5

* ooy MEHES3

Azure AD Connect (& Azure AD & Active Directory Domain Serverless (AD DS) DI TR S
F 3. Contoso Resources OU DH MRS ET,

ANLVTTROEBEL A——RELZEET 57152 Microsoft 365 EEt 2 — & EHMIZE
RALET,

21— —EBEFILEAE Microsoft 365 BB A —2FALTSA U R EFETEY HTTL
FT,ITRTOA—HF—IZIE ROFNERE, T RTODFAEVRADEYETOHNTUVET,
AY Ry 74 AD1—H—[Z[E Microsoft 365 BBt 2 —4#FHALTFHTSA U RZE
YETHIENTEFET , ROBINERE I RXRTOLI—H—ITTA LV ANEY B TSR TL
F9,



*OY R A7 4 A1 —H—(Z(E Microsoft 365 BEEVATL AV ANEY HBTSHATLY
FEA,

*OF MLA T4 AOA—HY—(Z(X Yammer Enterprise 54 £ ANE Y B TLHATWVEEA,
Contoso.com TlEtEFa ) 71 OBREENEINICLE>TLET,

Contoso (£, 7O =/ FEEEO—)LIZ Azure AD Privileged Identity Management (PIM) % {&
ALZEY,

FERAT—FAD b

Contoso [FRDEEEREL TLET,

*RE FTRTOANILTTRAYEEEIL Microsoft 365 7+ > FE&ADI—HF— SAEURAEE

BTEEY,
*A—H—EEEL Contoso A T4 REEICELGDISA UV RAEREFETHERT 5DILEE
THAHAERELTWLET,

*ANIVTTRYEBEIL WER Microsoft 365 H—ERXREFT TUADRET IR ET AN TYH
EADTREDI=ZUJICEKDHBEEELLTVET,

*BEEANLVITRAVERER ESGEHPRRBLZLIC, —VV—EBEEO0—LZFERALTEX
DEERITTEET,

*Azure AD TAY / — F#%#EIRT B & Log Analytics SHEENEIZHE > TULWHRWNI EERT I
T—AYvE—UhARRINET,

ATEESN-ZER

Contoso [FRDEEEEEI HFETY,

TILTH—ERXR /NRT—FK Jtv k (SSPR) #3% L £9 , Azure Monitor Z{F L T Azure &
BE7IV9T4ETe OJ&ESHL THUMIEBMENEZHFLOVA—HF—D51 2 REYLETE
BRI LET, Fabrikam Q1 —H— L HBI—4S T4 00 Ty oR—VEFERBLEST 7O T4
TETBICIFESEERBIDVEIZGDI LS A —EBEEO—ILZERLET,

Appl EWVWSBRIDHRE LEEBEE Azure Web 7T 2RELFET Appl (T4 VE2—F Y b
NOTIERTE Azure AD 7hoV FEFERLTRIESNET,

X— T4 VTBMAOHBEL—F—IZ LT BERZET—9 70—%FE L T Microsoft
SharePoint Online 4 b JI—T FTIVADT I RERH®ELET,

Contoso (& Corporation & WV EHZFEINT 5 FE TY , Adatum & L5 Active Directory OU [Z
100 ADF LY ADatum A—H =M ShFzES 21— —(FOV FoEST MLIZWET,
it EH

Contoso TlI ROBEMEBHZHEL TWET,

*AH 1—H—(%_AD DS A5 contoso.com Azure AD T3 > MZREAT H2LELAHY T,

* App1 21 https://contoso.com/auth-response 39 54 LY b URI AR ETT,
A —DSA U REYLETIE, A——DOFREMICESOVTEFNICEIYL TSNS
WENRHYET,

* Fabrikam A—H—I[& ¥ —4 T« 7 EBF®D SharePoint 4« &KX 90 HREIZ7 YV X TE5
HENRHYET,



*Azure AD TEITSNIEEBTIV VI VIIEBEINIVENHY FT EEQJ T 1 ERRET
BBHENHYET,
*AWTTRIVEBERX TNETNDF T4 RAADI—HF—DSA LV ADAHEEBTELINE
nHYFET,
*A—H—OEANERNREL-AREESNHAGEE, Y —[CN\RT— FOEREZEET 50
ENHYFET,

EXFEIRE: 6

HHT-DE%EIZ1E, contoso.com & VS & RETD Azure Active Directory (Azure AD) 77 > bHiH
YUEd, ZOE#ICIE, Fabrikam, Inc. EWSERIDE DR R /IN— rF—DWVET,

Fabrikam (& Azure AD #{ERH L T#H Y _fabrikam.com & litwareinc.com @ 2 DDRIEFEH K A A
UREHSTVNET, THD KA A L&A Fabrikam DEFA—IL 7 KLRICEREINET,
Fabrikam Q21— —NDHNT I X TE S package! EWSEZHDT IR I8\vr—O kR
ITH5FETY,

Fabrikam Q& s =M Z=ER L F T,

packagel [C7 Y 2R TE5MD(% fabrikam.com DEFA—IL 7 LR EHFE DI —HF—DHTH
B LEHEETINENHYET,

ES3TNIEVNTLESM? BIETHICIE BETY 7TEUGAE TS a vEBERLTLEZSD,
FEELWLMEBIRSCEICT ARSIV I EShET,

To allow access for users who have fabrikam.com email |\ e 1°
addresses, configure -

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional aceess policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who'have litwareinc.com email
addresses, configure: v

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

Answer:

To allow access for users who have fabrikam.com email
addresses, configure: -

An access package assignment in Identity Governance

|An access package policy in Identity Governance

A conditional access policy in Azure AD
The External collaboration settings in Azure AD

To block access for users who have litwareinc.com emalil
addresses, configure. v

An access package assignment in Identity Governance
An access package policy in Identity Governance

The External collaboration settings in Azure AD |




B2l
THFRAFOSRBATEEMICERESNET

To allow access for users who have fabrikam.com email .
addresses, configure: | | v

s package assignment in Identity Governance

{ I acc cy in '-
e External collaboration settings in Azure AD

To block access for users who have litwareinc.com _
addresses, | E2

An access package assignment in Identity Governance
.. An access package policy in Identity Governance

..\ I‘OSWW access policy in Azure AD

https://docs.microsoft.com/en-us/azure/active-directory/governance/entittiement-management-
access-package-req
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittiement-management-
access-package-cre

SR .

=HFTERE: 7
£%t121%, Contoso East & Contoso West & LV5 2 DDOEMAH Y £, A DEFID Microsoft
365D 7T—FTIOFYERODEAIZRLET,

Contoso East #F9 1 —+H—I[Z  Contoso West 77 > b ® Microsoft SharePoint Online 44 k
ADT I EREEYLTHIRELAHY FET, V) 1—> 3 U TIE EBMD Microsoft 3G5 54 2
AIBEDHY FEA,



Al RETL &£ 5M?

A. 2 &FH D Azure AD Connect 4 —/\—% Contoso East IZ5 7BA4 L _Contoso East Active
Directory 7 # L X k% Contoso West T3+ > MMZRIEAT B K S(TH—N"—%BRHLET,

B. Contoso Cast MBEEE® Azure AD Connect 4 —/\—%#&Rk L T_ Contoso East Active
Directory 7+ L X k% Contoso West 77+ > MMZEHILFE T,

C.ContosoWest 74> FTAzure AD 7 74— 3y 7OXF#ERLET,

D. Contoso East 1—#H—% Contoso West 77> FDHF A FELTEBFELET,

Answer: D (A —vt—T %KY

EHRARE: 8
RDRIZTRITI—HF—%E T Azure Active Directory (Azure AD) 75> kDb Y ET,

IVEICrMH

Conditional Access administrator
Authentication administrator
Securnty administrator

Security operator

Azure AD Identity Protection #R%& 3 5FETY,

A—H— YR RYS—EBRTELOREDLI—F—TTh, T URIDHDELI—H— L
HR— FERRTEIOREDI—H—TTH, BET BI2E, BEELCEI LA T a0 %8
RUES,

EE ELVDEBRSEICI RS Y MM ESWET,

Zonfigure the user risk policy: v

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

nn g LA e i el i

View the risky users report: IVIICTOSOrl
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

Answer:
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Configure the user risk policy: )SOTTE |~
User3 only

User3 and User4 only

User1, User2_andUser3 only
User1, I.__Jsgri_?_.,_aﬁd User4 only
User1;User2, User3, and User4

View the risky users repoit v
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

S .
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-
protection

FTEIE: 9

Userlt & WLVS ZRTIDI—H—%EL contoso.com & LYS &A1 Azure Active Directory (Azure
AD) TF Y kA HY FT,

Usertl [CIERDRICRT TNA ANHY £9,

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 No
Deviced 105 Yes

2020 & 11 A 5 BIZ_ contoso.com TRAOFEDHF AR ZEZER L TERALE T,
L FHiE1

F 4 Contoso F A

A—H—ZHBERWDILEREERT 5: 4>
TARTDTNARATA—H—DREIEERDD: >

BREDEEAR: 4>

AZhEABR: 2020 &£ 12 A 10 H

$E:. 88

2020 £ 11 B 15 BIZ, A—H— 11T/ R 3 TREHEH 1 CASLET,
ROBEXIZTDOWT ELWMESIE KLV EERLTLCESWD, £S5 THEWEEIEX DOVE FER
LTLEELY,

FEELOLMBIRSEICTI RS Y M EShET,



Statements Yes

On November 20, 2020, User1 can accept Terms1 on Devicel., O

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1 can accept Temms eviced.

ICiOSGﬂ

Answer:

Statements AN\ Yes No

On November 20, 2020, User1 can accept Teris1"en Device1. l__

Dn Iﬁvgﬁlge{@SM@seﬂ can:a._(._:;eﬁt '.I‘éFms‘I onDevice2. 10, @)

On December 7, 2020, UseFt.can accept Terms1 on Device3. O 10,

5 BA
Statements — Micrasoft we

.1"""'

On November 20, 2020, User1 can aoce;at;errgm {Eaban‘éeﬁ o (s}

On December 11, 2{:20 W aa:ed;ﬁ :l‘t-:rm! on Device2. O] o

On December T, 202&#)'3&!1 can accept Terms1 on Device3 O Lol

=HfEIRE: 10
B -DE1(Z1E Microsoft 365 TF+ > kM HY ET,
£#I121£ 300 ADA—H—HWNBa—)L o 2—hAHYFEFT , a—IL 22 —TlFk 21—
Y—ETRY by T avEa—4—%#HFLTHY BAELDOVE1—4—%FEATS5E
NHYFET a—IL o4 —DaVE1— 43 —(XERFRZIERICERINTLVELA,
A—HY—[Fa— )Lt 2 —RNIEFEFEEZHFLAL I ENBELE SN TUVET,
=)Lt —Da1—H—hMicrosoftiC7 IV AT 2L FICEZERZBI MFA)ZERT HZLEN
HYET,
365
J—EX,
VY )a—23VIZEFMEEDHEIRETTH?
A ZREIfTERY FO—o0Os5—2 3y
B. Microsoft Authenticator 7 7 ')
C. Windows Hello for Business i2&



D.FIDO2 b—2 ¥

Answer: D (A —vyt—T%EY)

Bl
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-
passwordless

ExFTERE: 11

Userlt LW\S A—H—HM RDESI/IRT—FZAALTTFU ML 42 LESELFE
v,

7355w0rd12

7355w0rd12

7355w0rd12

/\55w.rd12

Pa55w.rd123

Pa55w.rd123

Pa55w.rd123

/IN557) — K12

/N557) — |12

/IN\557— K12

7355w.rd12

Usertl [Cxf L TEBEi SNz H A U4 VERITOERIKE 300 ooy o 7o FEIENE T I 571
Userl M7 A2 bDB VY 2BBRTE2HEER/ET IRELNHYET,
MZEREITRETLLOINMNBIEFETHICIE, BULGEDOEERLTCEZEN

AR ELWVEIRIEICTI RS MG ESNET,

Tracked sign-in attempts:

10
11

Unlock by:

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

Answer:
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Tracked sign-in aftempts; NGO | v

4
5

10
11

Unlock by: ' v

Clearing the browser cache
Signing in by using inPrivate browsing mode

Performing a self-service password reset (SSPR)
SH -

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

BT RE: 12

SSPR DFtEISN-ERBZERELFT,
User3 M SSPR ZEAL LS &TAHEMMARIY FIH? BET HICIE, EEEBETEIGA T
vavERERIRLTEES W,

AR ELVWERIEICTRAV AT ESNFET,

Answer Area _ -
..:.'.r:"!l'-r n"‘.."-..-:hf.'."‘.ﬁ".ﬂ:l-&.-ﬂl'ﬁ;;:i\}ﬁ reguired: -
Althentzation methods that can be used -
Answer:
TREDFRADEREZEEZSRBL TS,
Explanation:
EZIE
Answer Area
Number of authentication methods required: 2 >,
Authentication methods that can bé uséd: Email and phone only ek

Ex#TERE: 13

ANVTTRYVEBEIZLDIA LV AEEORNERHZH-ITLENHYFT,

R ZEERL, EOY—ILEFERITNIEEINTTA? BET HICIE, BEBEETEI LA T
vavEERIRLTEES W,

AR ELWERSEITTI ARSIV FBFEESIET,



Object to create for each branch ofhee: [An aﬂmﬁulmwe umnit
A customi' role

& Dymismiuc User securty q»mu;;m
AWO'U

LB ]

Tool t.uses, [Azure Active Directory admin cﬁ
I Active Directory Admimstrative Center
Active Directory module for Windows PowerShell
Microsoft 365 admin center

Clhject to create forcach branchiothoe

A custom role
A Dynamac User security group
aAn ou

Tool to use: [l Azure Active Directory admin center I
! TRl ST (=T e FETTaTEN Y e T

| o Actiie Dlrectnrv ule for Wandows Powersheail
e

FEwY D3,

S

T—ARE

ADatum DA > T L TR v bT—4 (21 adatum.com & LY5 & RiTD Active Directory KA A
Y H$—EX (ADDS) 74 LR rAAEFEATVNET,
TTFYRIE RORIZRT A —HEENTT,

BlERAT—RrA

CEERNMAOBEROA— YL BRRXKS5EDTNARAEMELTVWEY , BEEHMAOI—F—Hm5
(&, T34 RHIRITE LIzt YiR— FEFIISESR L TT/NA R%E Azure AD TF > RIZBMS
TEBLENHIGENHLIEHRESNTVET,

CRIEDEX LT AA VDT TR BERHOL—TF—HRIFERZREL U104 VIZHED
LWISOYRERSN BERADIP7 FLANGL Y Y—XRIZT VA EINTZZEMNHALHNIZHEY

F LT,
*FNAREEEO—ILE T Groupl ICTEIYHETEKSETHE BRYVRXMZTIL—THRERS
hEHA,

*HHEBRNOETE MO X FPEBRFLUNDI—F—ZEH TA L I —HV—FRBFTETET,
*ANTTRIFA—F—DNRT— KDYy FMIEELSIINYTEET,

*IRAE A—HY—IIFBAEIC/NNRT—FDOHFEFALTLET,

24

ADatum FLLTDEEZERETSH5FETY,
*EILTH—ER NRT—K Yty  {SSPR} @R LET,

*YRTOAI—H—ITxt L TEERTEE (MFA) ZHRLET,

*Packagel EWSBRIDT IR Ny r—SDT7I9 R LEA—FBBLET,

BT —A~NDT TV =230 TORRICKEEEORRBIVLETT,

* AD DS 21—+ — & groupsoflitware.com % Azure AD 77+ > FERBHEILE T,



*EEOEEEO—LNEYLHRTOATVNEII—F—DHNT A A —HF—FF/FTETEH LS
LET,

*Azure AD IZBIFE=(FZFTEDT/NA RDBEKRE % 10 (TEHOLET,

BT EH

*A—H—FEEO—)LFEYETonf2—Y—E &R 1 FE BHEICE L TA—ILEFEHAT
HIEREERTETIHIVELHYET,

*A—H—IIRH LT MFADERERT O T FERTFL BEFHRARICERENC/RTEF
Toa v ERBIILELNHYET,

*A—H—[L SSPRZEZFERALTIART—FZ Uty bT5HIZ 1 DORIAEERET 00
ELHYFET, FATELAEICEIRDIONEENETT,

*A—=I)LT7 FLR

*BEE

*EXa T 4ICETHEM

* Microsoft Authenticator 7 1)

* adatum.com & litware.com AD DS KA A VREICEfFEREREHEIL L TIEIHRY FHA,
*RIMERDORAZERT SLELHY FET,

=ETEIRE: 14
Azure AD T+ rHHY FT,
RORICRTIRIEEITLET,

Date Task
MaWﬂTE‘ C J,Ppppgk{mlﬁt enterprise applications named App1, App2, App3, and

March 15 | From the tenant, update the following se®ings for'Bpp1: App roles,
Users and groups, Client s@cr@r anfl Sglfsseérvice.
March 20 | From the tenant, update thé fallowing settings for App2: App roles,
Userssandsgrotips, Client Sécret, and Self-service.
March 25 | From the tefiamt, update the following settings for App3: App roles,
Users and'groups, Client secret, and Self-service
March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service

4 B58IZ EHEAET Appl. App2 App3. LU Apps ZHIBRLZE T,
TT)EREEZERTILELHY FT,

AR 16 BICERTES7TUIEENTTD, F- 4 A16 HIZAppd DEDHREEEBTTTEET
N, BETHIZIE, EEEETEYGA TS 3 oEBIRLTLESLY,

FEELWLMBIRSEICTI RS Y bMIEShET,



Apps: l App3 and App4 only - ‘:_]

'Microsoft

App4 settings:

No apps

App4 only

App3 and App4 only

App2, App3, and App4 only
Appl,App2, App3, and App4

App roles, Users and groups, Client secret, and Self-service by £

No settings
Self-service only
App roles and Client secret only

Users and groups and Self-service onl
App roles, Users and groups, Client secret, and Self-service

Answer:
Answer A. ‘ )
IVI I C rOSOft Apps: ' App3 and App4 only PN I]
No apps '
App4 only

App3 and App4 only
App2, App3, and App4 only
Appl. App2, App3, and App4

App4 settings:

pp roles, Users and qroups, Client secret, and Self-service b 4
No settings
Self-service only
App roles and Client secret only
Users and groups and Self-service only

App roles, Users and groups, Client secret, _and Self-service

At EA

EHREEORI)—2 3y b

AT BEEMICERESNELT:

Answer Area

Apps:

App4 settings:

App3dand App4 only

App roles, Users and groups, Client secret, and Self-service b

B Microsoft

EXHTEIRE: 15
SSPR MFtEI SN =EEEZRELFEY,

User3B M SSPR ZEAL LS &THEMMARC Y FITH? BAET HIZIE, H

avEBERLTCES Y,
EERECIELLERIEICTI RS Y

Number of authentication methods réguired:

ik
@ﬂ@@ co

ERgCEY LA T

FARFEESNET,

om

BE\licrosoft

Answer:



Answer Area

Number of authentication methods required: 2 *

Authentication methods that can be usag: “Emal and phone only

Ex#fERE: 16
RORIZRTA—H—%EL Azure Y TRV ) T3 vhiHyYET,

Name Rnle_ P

Adminl | Account Admunistrator

Admin2 | Service Administrator

Admin3d ESRarePeomt Administrator

Azure AD Privileged Identity Management (PIM) ZRZEJ 20ENHY T3,
ED1—H—MNPIMZERLTO—IILIERZT7 I T4 TILTEZTIH?

A. EBEDOH

B. EH&1 BEE2 EWEES

C. Admin3®M &

D. EIEEE2DH

E. Admin2 & Admin3 D&

F. Admin1 & Admin2 D&

Answer: F (A —vyt—T %#5EY)

A#7x SC-300 fHRELE GoShiken.com ARSI -EH LT L) SC-300 HAEREELE !
GoShiken.com M & HT D SC-300 FHAERFIREE 12 L TLVET, GoShiken.com SC-300 i 5&
BRBIIRH T BENEETIIVET, HTD GoShiken.com SC-300 MEEZE7 Y T 5
A& Z 6 5 https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF fi & &

B L EfEfTE T 30%wiFAIEISIo— F: Freepdfdumps)

xFERE: 17

Microsoft 365 77+ > FhH Y £,

EHMNETIERRA RO —E EFHEFETIER R)O—ORIZTT LS ICEBRLET, (&4
FEF7HOERRARYSO—12TE#IU9 I LET,)


https://www.jpnpdf.com/Microsoft.SC-300.v2025-01-27.q108-mondaishu.html
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Answer:

-
R A° -
=""MNicrosoft
Statemer il VD | Yes No
Before Admini can perform a task that requires the User administrator role, an approver D
must approve the activation requestL.
Admin2 can request activation of the User administrator role for a period of two hours » D
If Admin3 connects 1o the Anure Active Directory admin center, and then activates the D
User acdministrator role, Admin3 will be prompted to authenticate by using multi-factor
authentication (MFA) twice.

#TMEIRE: 18

RELE-ERBEROFMEGZH-ITRLENHYFT,

Az RETL &£ 5HV7

A. Azure AD Connect T PingFederate ED 7z T L—>avEAEMZLET,

B. Azure AD /AR T — RREZERLFET,

C. Azure AD Connect T/YRAT— K Ny aREZEMILET,

D. Azure AD TRREEAERY O—%HBRHLET,

Answer: C (A —vyt—T%EY)

Ew% 1_Litware, Inc

B

Litware, Inc. &, Fabrikam, Inc. &L\ 5 FR#tEHFDOHERK TY, Litware [EARR M2 ELT ML
(A T4 REZBATVWETHA REBITKELLICOWET KEBX VPNEHKEZFEALTES
SHODA T4 RIZYE—FTEKELET,

TATOTATARER

v FJ—2I121%, litware.com & LYD& HEID Azure Active Directory (Azure AD) 73+ > k2 ¥
2 Ehi= litware.com & L5 &HID Active Directory 74+ LA kA EENTLVE T, Azure AD
Connect [F/SRRIL—BFFFAL /AR T—F Ny 1 REIIEHICHE>TVET,
Litware.com [Z[&, T RTOT7 TV —2 3 VEARZEET S Userl EWLVS 12— —HLVE

¥, Litware [ Azure AD 7 U —2 3y FAFVHEFRELET,

Fabrikam [Z(% fabrikam.com & UL\3 BRID Azure AD T+ > FA®H Y £9, Fabrikam O 1—
H—I[&_ litware.com T+ DT R+ 7ho Y FEFERL T litware.com D) Y —XIZT7 VX
LE9,

977 FIREE

Litware D3 X TO1—H—Id_ Microsoft 365 Enterprise E5 5S4 VXA #fRALTLE

9, Microsoft Cloud App Security [ZHAAENTWVDITRTOEERER) O—BNEMIZHE-T
WET,

Litware IZ1&, litware.com Azure AD 77+ > MZBEEF (T 5tz Azure TR ) T3 ohbH Y
FI ,HTARY Y TS 3 IZiE Azure Active Directory I+ 4 2 & Office 365 ARV 2 ZEHT
% Azure Sentinel £ VA2 D AMNEENTULVET , Azure Sentinel [(XIR7E, Azure AD Y14 A~
AT EEREODTZRELTVET,

T REBE

FUTLERFXY FT—VI2IE RORISETH—N—BEENRTUVET,
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= e

Domain controller for itware.com

Member server in litware.com that

runs the Azure AD Application
Proxy connector

Member server that uses Azure AD
||l Connect

MmAD Litware 77 4 RlEA U E2—Fy MIEEEBRELTOWET @ADL T 4 X(E Y4 ~HE
VPN 2 ERAL T Azure Y TRV ) T2 a vRHDOERERY FT—J2HEKELTVWET , TRT
DAVTLIR FAS A bO—5—[FA 3 —FY M7 ERTEEFEA,

FREEH

Litware Tl ROFFEEBIBFEESINTULET,

* Azure AD Privileged Identity Management (PIM) ##ERAL T $$HEO—IILDEEBE*ZELET,
*HERDE LA —F —Hllitware.com Azure ADTFH > MMZT7 TN r—2a o E BB TERLES
IZLET,

CTFATFTUTATA HNFURIZEHREL WA AT ENRE L TOTSLEFERLET,
*User! M Azure AD TI VA —TSA XTI r—2a v EERTED I LEHALET . &
INERRDOFRIZFERALET,

AU REY

Litware [X&3f litware.com Active Directory 7 # L X bIZ LWLicenses &WV\5 h R A L A —H—
BE%iEMLE LI, Litware (& LWLicenses BHEDEEZZEE L T Azure AD 74 2 ADEY
LTEBEELEWEEZZTULET, LWLicenses IC@EYLZEZHF > A—F—(F B ESAEUR
MENY LTSN t= Microsoft 365 FIL— FIZBEEIMIZEMESNEZLRENHY T,

EEEH

Litware (X Litware D _XT®D Azure AD A—H— 7 hO U hEEH TTH Azure AD 7 X k
ThoY EBNT D LWGroup! EWVWSARTDTIL—TEERLIZWEEBEZTWET,
AL E

Litware TI& ROZBIAIEHEIBINSNET,

*FRTO Litware A—H—IZxt L TEERBE (MFA) #RELET,

* Litware DARR k> + 7 4 AHh 5 Azure AD ~DEBEEIC MFA 29 51— —%RKR4 L E
ER

*litware.com 74 LA FDEIE/IRRAT— K YA MEERELET,
*FAOTUVIRDTFTI)r—2a V27O AT BEEIZMFA ZERALET,

*HEICRE L-RAEREESTMICEREL BELET

TOEREH

Litware [&_ Litware D _XT®D Azure AD A—H— FHI Y b EEH TTD Azure AD 7 X k
ThoY LEBNT D LWGroupl EWVWSARTDTIL—TEERLIZWEEZTWET,
BEREN




Litware (& Azure Sentinel @ Fusion JL—)LZ{HER L T 2H L LN Azure AD Y414 214 & ZFHIC
5t < EE 7 Microsoft Office 365 77 74 ET 1« DHAEHEEZESOIILFRAT—IUFHRE LT
WEEBZTWET,

ETfEIE: 19

Userl LS RBIDI—H—ZFET Microsoft 365 TRV Y T 3oy Ed,

User1 5 Azure AD O—I)LDT7 VR LE2A—%FTES L ZHRBT I BLENHYET, V
)2—2a3 TIE RIMEBOD T DNV EFERTILENHY T,

Userl [CEIY HBTEHERZFO—ILIEENTTH?

A TNFUOREBEEZRET D

B. {EO0— )L EHEE

C.1—H¥—E8EH

D.1—H—7V XEE

Answer: A (A —yt—T#ET)

R#TMEIRE: 20

Azure YT R4 1) 72 3> Google Cloud Platform (GCP) 7 A1 > k _ Amazon Web Services
(AWS) 7h™ Y FEBELTT,

TRTDTSY b T+ —LICHI-2EBOE|Y X TICEEST LRV Z5MT 50DV ) 12—
DAVEHRIOIVLELNHYET V) a—a EEBOFHEZ/NMRICHZSZBENHY F
I ERFEICEAMEZEHILEAHY FITH?

A. Microsoft Entra ID R

B. 75 K 7 7' I+ Microsoft Defender

C.v4-BvYJhktVFRIL

D. Microsoft Entra #EfE & I

Answer: (&% &RT~9 5)

ATEIRE: 21

Identity Governance ZERA L T7 IV r—>3 > 7O RADEIY L TEEBHTI2HELHY F
T,V a—Ya v EREEGER-TRENHYFET,

FIMEITRETLLIH?
AIVEA—TS4XT7T)r—2avDi1—Y—REREZEELET,

B. 74207 %&ERLET,

C.7RYJSLEERLET,
D.IVA—TS5A4XT7I)r—La v DEBEDREERBRELEELET,

Answer: B (A —vt— U %% 9)

S
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
overview & Contoso, Ltd &, EV U A —ILICAHZEE OV R EVT RMULIZA 74 R %
BASIVHYILTA Vv IRHTY,
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Contoso &, Fabrikam, Inc & V5 &4t & 12# L TULVET , Fabericam (213 fabrikam.com & LVS
Azure Active Diretory (Azure AD) T+ > kBB Y ET

kEw % 1_Litware, Inc

TATUOTATARERE

v FDJ—2I1Z1&, litware.com & LNS &M Azure Active Directory (Azure AD) 73+ > k2T ¥
2 Eht= litware.com & LS5 & HID Active Directory 74+ LA kAAEZENTLVE T, Azure AD
Connect (/XA RIL—EREEH#FRAL /SAT— K Ny aRITENCLE->TNVET,
Litware.com [Z[X, T RTHOT7 TV r—2 a3 VEAREFEET S Usert EWLZ\SA—HF—HVE

9, Litware (L Azure AD 7 75— 3y JAXDERELET,

Fabrikam [Z[% fabrikam.com & ULVS &EID Azure AD TF > kD&% Y £9, Fabrikam D 1—
H—I%_ litware.com 7+ 2 FDHT A~ 7Hho 2 b EFERL T litware.com D) Y —RIZT IR
LET,

977 FIREE

Litware D3 X THO1—H—IE_ Microsoft 365 Enterprise E5 5S4 XA #fRALTLE

9, Microsoft Cloud App Security ICHARAEN TSI TRTOEERER) O—0NERIZH-T
WFET,

Litware IZ1&, litware.com Azure AD 77+ > MMZBEEFF (T 5tz Azure HTRH ) T3 vhbH Y
FI ,HTARY Y TS 3 IZiE Azure Active Directory 3+ %4 2 & Office 365 A9 2 Z2EHT
% Azure Sentinel £ VX2 D AMNEENTULVET , Azure Sentinel [XIRFE, Azure AD Y1 A~
AT ELEEOTZIRELTLET,

T I REE

AUTLIR Ry hT—HI21E RORIZTRTH—N—BEEATVET,

lmmm&%NMMI_:tl: __m&*#mrjuﬂwﬁniln | .! ‘

DC1 Boston Domain controller for itware.com

Member server in litware.com that
Boston runs the Azure Al Application
Proxy connector

Member server that uses Azure AD
_ ] Connect

A D Litware 727 4 R [FA U2 —Fy MIEEERELTOET BADF 7 1« X YA M
VPN i 2ERAL T Azure Y TRV ) T a vHDOERERY FT—JI2HEKELTVWET , TXCT
DAVTUVIR FAL Y OV FA—F—FA 3=y MZITOEATEEEA,

REEH

Litware Tl ROFZFEEHIFESINTULET,

* Azure AD Privileged Identity Management (PIM) AL T S HEO0—ILDEEBE*ZELET,

*MERD I LA —F —Hlitware.com Azure ADTF > MZTF7 TN r—2 a3 U EBHFTERLNES
ICLFET,

CTFATUTATA HRFURIZEHRBL ABOTEAREL TOTSLEFRLET,

Boston!




*Userl B Azure AD TI VA —TSA XTI —L a3 VEERTEDEEHRELET . R
INEBRDRAIZFERALET,

SAtEUREH

Litware [£&3f, litware.com Active Directory 7 #+ L X k2 LWLicenses & LVNS AR A L A—H—
BiEZEMLE LT, Litware (& LWLicenses B DEZZEE L T Azure AD 514 2 XDEIY
UTEEELEWEEZTLVET, LWLicenses [S#EVIREEZF>A—Y—(X #EYESAEU X
ME|Y HBT 5N 1= Microsoft 365 FIL— T ICEEFMIZEMESNEZHELASHY FT,

EEEMH

Litware [&_ Litware @3 XT®HD Azure AD A—H— 7 hO U b EEH, TXTD Azure AD X +
Thor bzEBRNT S LWGroupt EWSERTIDTIL—TEERLIZVWEBZTULET,
RELEH

Litware TI&, ROZBIAIZEHEIFANSNET,

*§RTO Litware A—H—I[Zxt L TEERBEL (MFA) #RELET,

* Litware DARR k> + 7 4 AHhi5 Azure AD ~DEBEEIC MFA 2T 51— —%KR4 L E
ER

*litware.com 74 LA FDEI/NRT—FK YA FERELFET,

*FUOTULIRODT7 IV =237 RTDHEZFICMFAZERALET,

*HERICRE L-FRAEREESMICEEL BELEY

TOEREH

Litware [&_ Litware D3 RXT®HD Azure AD A—H— 7 hHO U b EEH, TXTD Azure AD X +
ThoY LEBRNT D LWGroup! EWVWSBARTIDTIL—TEZERLIZWEEZTWET,
EREH

Litware (& Azure Sentinel 0 Fusion L—LZER L T T4 LUV Azure AD 14 14 v &EFRNIC
5t < EE 7 Microsoft Office 365 77 T4 ET 1« DHAEHEEEOTILFRAT—UFBRE LT
WEEBZTULET,

BT RE:
,jw)ilh,\‘d':l. H— ’Eaft, Azure AD Tﬂ'/ I~7b\373 D) E‘d‘

TR A,

SRR AIVY IHIHHHHHIIII I
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ministrator

2 —+— 2 (& Microsoft Authentlcator 77°') ’éﬁﬁﬁ'ﬁ'él Ii§%$uwﬂ: (MFA) m&%#ﬁﬂzr%
HERELTLET,

User2 WX E MFA B4R TES 2 LEHBIILENHY T,

EDESLBREPDET EQA—HT—HIEREETTILENHY FIH? BETDHICIE, EE
EETEYEA T a v ERRLTLEEN,




A 'nr“n ‘
Tevie 1M \
'::; L4

Answer:

=HiEieE: 23
Microsoft 36S 77+ > kY ET,
=SURAIEDY R b EET HighRiskCountries & L\ S RRID & BT S BRI ZER LT,
BURVDOENSERT HI5E . A — RSN -FETCLONIBHEFIRT 2LENSH
YET,
FHHZETIOERRA R O—TRHAZEHT ILELNHY FIH? BET SHICIE BEEETEY
BATLavEBRLET,
FECELLGERIEIC ‘Ivf v I~75\ﬁ$'éh$3’
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Explanation:

Configure HighRiskCountries by using: | v
A cloud app or action
A condition

A.grant control
Microsoft A.session control

Configure Sign-irrfréquency by using: v
' A cloud app or action
A condition

A grant control

A session control

S .
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session

RITRIRE: 24
RORICRTA—HF—%EL Azure AD TF+ U DB Y FET,

Name Role
User1 None
User2 Privileged Authentication Administrator
User3 Global Administrator

Azure AD Privileged Identity Management (PIM) Tl& ROBIZRT &S/ A—NI)ILEBEQO—
IWEEBRLET,



& Edit

Setting State
Activation maximum duration (hours) 1 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yasg
Require approval to activate 00 No
Approvers K ® None
Assignment
Setting State
Allow permanent ;Irgl Yes
.' mb&e assig 3} frer -
pHI‘n!JEI‘i'; aoclnr aiswgrment Yes
Expire active assignments after -
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment Yes

A—H—1F50—NILEBEO-ILORFRELY FT,

ROBEXIZD
LTLEEW,
SEEELLBRSEIC 1R

User1 requires Azure Multi- F
Administrator role,

. ’gr

WT, ELWMESIE R ZBIRLTLESWD, £S5 TEWNMEEE DIV JZER

EAMFEESNET,

- com--

Bl’ the Global Administrator role.

ﬂor role assignment.

Answer:

Answer Area

Administrator role
User2 can approve

User1 requires Azure Multi-FE

%

<o

Yes No

to activate the Global B o

for the Global Administrator role. @ m
O

m Microsoft :




Ex#TMEIRE: 25
R—=T T4 7PN ESN-EREERTEGHERETILELNHYET,

EFTNIEFEONNTLLIM? EAETBHICF BZET) 7TENGAF T a vEBRLTILEED,
AR ELVWEBRIEICTRA Y A ESIET,

=

To configure user ageess_ 'OSOTT v
An access package

Al agcess review
Alconditional access policy

To enable collaboration with fabfikam.com: v
An accepted domain

A connected organization

A custom domain name

Answer:
To configure user access: -
n access package

An access review
A conditional access policy

[0 enable collaboration with fabrikam.com: v
An accepted domain
l& connected organization |
A custemidomaifriame

el

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
organization

E#TfEIRE: 26

contoso.com & L3 £ B0 Azure Active Directory (Azure AD) T+ > bhH Y FT,

Azure AD 2B SN=7 TV r—L a3 v HEEFTTH52IRTOLI—HY—IZIE EHMETIER
R —DEREINET,

A—H =AU AL—RRAEFFRATELVKSICTILENHY FT,

RRDZBIARITEBRNT B21=DIC  FHMET IR R O—IZMZEDEIVLENHY EFTH?
AVSORTFTIVERLETI O avDEHE

B.1—H—UJ)XV&H%

C.OSAT7U T T)DEH

D. Y14 A4V ) R &EH



Answer: (& %X 5D)
SR .

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication

ATEE: 27
BEE D7 71 BERERTE &2 Azure Active Directory (Azure AD) T3+ > kDBHYET , TF 2+
[ZIE, ROKICRTA—HF—DBEFENTUVET,

Name role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application admlnlstrator
User1 Usér IVIICrosort

Appl & App2 EWSEFTID 2 DDYSHD K 7TUHEEBALET, FO—/\ILEEBEIL Azure
AD IZ App1 &8k LFET,

Appl [CA—H—ZE YL TR ENTEDL—H—& Azure AD [T App2 &3 TE 51—
H—2BETOILENHYFET,

RIZHETIVENHYEFTHN? EETSHICIE, ABFEEHETENGA T a v EERLET,
EEELOMBIRSEICTI RS Y bMIEShET,

Can assign users to App1: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admini, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can reqgister App2 in Azure AD: ~
Admin1 only

Admin3 only

Admin1 and Admin3a Qi

Admin1, Admin2, and AdmmS oniy *
Admin1, Admin2, Admin3, and User1

";-a-l:!l |
|

Answer:
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Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2,and Admin3 only
Admin1, Admin2, Admin3, and User1

~an reqgister App2 imAzure AD: -

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
dmin1. Admin2. Admin3. and User1 ﬂ

Micros
S .
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-
assign-users

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

RFTMEIRE: 28
Litware 1—H—~®D Azure AD 514 £V ADENY B TEERT IRELHYET , VI a—T3
VETA O RBEHEBH LTV ARENHY FET,

ES3TNEVDTLEIMN? BETHICE EETY 7 THEHUGA T a vEERLTIEEY,
AEELVEBIRIEICTI ARSI AT ESNET,

Azure AD Connect setiings to modify: %
Directory Extensions
Domain Filtering
Optional Features_

& B W

Assign Azure AD licenses to: \ v
An Azure Acnve Dlrectory group that has only nested groups

', e Aclwe Durectorg group that has the Assigned membership type

+ Azur&/Active Diréclory §roup that has the Dynamic User membership type

Answer:

Azure AD Connect seltings to modify. -

[Direciory Extensions
Domain Filtering
e 1| Optional Features
VIICrOosoO =
J i ] S | WS ,.._h-:? L I.-.
Assign Azure AD licenses to: b

AnAzure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type_ _
Jﬁn., Azure Active Directory group that has the Dynamic User membership type :

Bl



Azure AD Connect settings to moaity: ~ | ;
Directory Extensions I\,‘l 1
Domain Filtering 4 '

Optional Features

Assign Azure AD licenses to: -

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

Litware [L&3f litware.com Active Directory 7 # L X bIZ LWLicenses & WZ\5 h XA L A —H—
BHEEEMLELE,

Litwarel&  LWLicensesBHENDIEEZZLEET S & TAzure ADSA LU RADENY HTEEEL=LY

EEZTLWET, LWLicenses|ZE Y G EZ D1 —H—I(d MicrosoftiZBEIITEM S HIHE
nHYUERT,

BULESA2VADEYETENATINS 365 FIL—7F,

EXFTERE: 29
Userl EW\WSARIDI—H—& RORICRIFEHAET IR R >—% &L Azure AD TF
v rHHY iT B

A 1 I ]
olicyl [ On Users corinect from a t 1P dddre |
On Users' are marked as|com l
cy3 | Report-only | The'sign-in risk of users lis low, ||| ||||||[T1[TT]TT1T]]
lmziln : R R R LR R AR R R R R AR AR IR R R LR RR R RAAAAN!

User1 b‘éiéi& IP7 K I/Z?b\b"d'*( A L&D ELZEFIC Userl ICERAINSARY
D—ZFHET SRELAHYFET,

EDWREZHERAIANETTLLIH?

A. What If V—JL

B. Microsoft 365 v k7 —J T RA b Y—IL

C.7TAToTA4Ta4EF2)T4RAT

D.79tALEa1—

Answer: A (A —vt—T %KY

EHTREIRE: 30

v bJD—2I121& Azure AD TF 2 b ERIEAT 54 2 T L 2 XD Active Directory KA A U H\E
FNTLET,

A—+H—[%_ Windows 10 #E{TL_ KA IZBMLTWEI Y E1—4—[cHA V1V LE
v,

Azure AD —LLR S UT ) H A A2 (Azure AD —L LR SSO) #RETBFETT,
Azure AD —L LR SSO #HHR— b3 5EL5I2 Windows 10 AV Ea—2—%BRT HLEN
HYET,

fAIZgTRETL &LSH?
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AT A—TSAXKEO—I V5 ZHMLET,
B.SXE7 TUD YA oA AT avEBRLET,
C.O—AIAVIEIRYMNI—VDHREEZEET D

D. Azure AD Connect BRSET—2 x> b EA VR F—ILLET,
Answer: B (A —vt—U%&9)

ExFTEIRE: 31

Microsoft Entra Permissions Management Z{Ef3 % Sub1 & LN5 &RID Azure Y TR 9 1) 7
a3 uhHY ET,Subl [ZIE Usert EWVWSEZRTIDI—HF—HAEFENTLVET, Usert [Z[F Sub1
EARTEBROT7 IV EREFANFEENRTVET,

Userl [T 5 ENT-I R TOERZHEANY ZRERICEZSBA LILENHYFET . VI a—

L arvThR EEBERZR/NMRICNZABENHY FT,

ERBEEDEBESZ JTIEHAZTRETL LI53H?

A.ER| Y T2 TSI 4vIT7oavEFERLET,

B.[A—J/LIRY =14 T2 Thoa—)ILEERLET,
C.O—NUR)—FoTL—+bHTE2ThToTL—rEERLET,
D.[RAVYVIRNBTE2ThE HLWIIVIRMEERLET,

Answer: B (A —vt—C#ET)

kEw 4 3 A Datum CorpfiE

Datum Corporation [FE> ) A —ILDaA YT 1 VTEHTT,

A Datum [F&3E /N2 —N\—[ZH R ZFE& < Litware, Inc. EWSEHEFBIRLFE L=,
T—ARE

ADatum DA > TL IR v kT—4(21&, adatum.com & LY & RITD Active Directory K A A
v H#—EX (ADDS) 74 LR kHEEFATLET,

Datum [Z(%_ Microsoft 365 E5 TR 9 1) T avhHUFET HTRXH 1) T avIZiE, Azure
AD Connect Z{#/H L T adatum.com ADDS KA A » EREAT ARIAEFEHS KA A UHAEFENATLY
F£9, Datum [Z1&, adatum.com & L5 &A1 Azure Active Directory (Azure AD) T3> ki Y
FI . THFURTEH X2 T+ OBREENENZGEO>TUET,

T RIE RORIZRTI—H—HLEENFTT,

A T—hA b

T—ALIEROMEZHNLET,

*HEMFADEROLI—F—IE RRSEDTNARAEZAELTVET, EEHMAODI—F—H 5
(X, TN RFIRISEL =1z R— FERFFISER L TT/N\A X% Azure AD 7+ 2 MZSME
BOMENHIGENHALIEMESNTLET,

CRIEDEX LT AA VDT TR BERHOLI—T—HRIFERZREL U104 VIZED
LWISOYRERSIN . ELZDIP7 FLANL ) Y—RIZTI RSN EABELH,IZHY
EFL1,

*TINA REBEO—)LE IT_Groupl ITEIYETESETBE ERVRMITIL—THRERS
nNFEEA,
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*HEANOHETEH DS R FOEEFEUNDI—TF—Z2EH A1 —%BFTETET,
*AWTTRIEA—F—D/IRT—FD )£y FMIERNMILYTEET,

*IRE, A—Y—FXREICNRT—FOHEFALTLET,

2

A Datum [FUTDEEZEHI HFETY,
*EILTH—ERNRT—K Yty ~ {SSPR} R LEFT,
*FRTOA—HY—Ix L TEERRBEE (MFA) #8BLET,

*Packagel E WS RRIDT IR Xy Tr—SDT7 IR LEL—ZBRELET,

BT —A~NDT TV =230 TORRICITEBEORBNIBLETT,

* AD DS 2 —#— & groupsoflitware.com # Azure AD 7+ > FEREILE T,
*HREOEEEO—ANEYLTOLATNEZAI—F—DHINTA N 21— —%BEFTETELSIC
LET,

*Azure AD ITBMFEIEERTEELT/NA ADRAEZE 10 [THOLET,

AT E S

Datum [ERDEMBH ZHAI LET,

*A—H—EEEO0—ILZEYEToONEA—Y -3 &XK1EM VEICELTA—ILEFERT
LIEREERTETIVLELNHYFET,

*A—H—Ix LT MFADERZERTI IOV T RERRL BPHEPICEBEENA(/RT B
ToavERBIILELNHYFET,

*A—H—[X SSPRZEZFERALT/IART—FZ Uty bTE5:HIZ 1 DORIAFEFRET S0
ELHYFES, ERARELGAEICEIRDLONEENFET,

*A—=ILT FLR

* &

*EXaUT4ICETSEM

* Microsoft Authenticator 7 7'1)

* adatum.com & litware.com AD DS F A 4 UREICEFERAREZEIL L TIEXAR Y EFHA,

*RIMEROFRAZFERT ILENHY TS,

A%7x SC-300 [EREL L GoShiken.com ARt S =& LAOF L) SC-300 HERMEIRELE !
GoShiken.com hEx#70 SC-300 FHERMEIRESR 12t L TLVE 9, GoShiken.com SC-300 FXER
MEFRIF T, MENEE TS IVET, =HTD GoShiken.com SC-300 FIEEE 7Y ¥ 5
A& T 5 5: https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF i fE &

B EERMTET 30%wERIEIS 0 — F: Freepdfdumps)

FTEIE: 32

ADatum 1 —H—#EHTEIVENHYET, Y 2 —2 a VIIBEMESHZHE L TLEREN
HYFET,

Al RETL & IM?
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A. Microsoft Azure Active Directory Connect v« — kb5 EHiA TS aDHhRE2TA4 X%
BIRLET,

B. PowerShell v 5 _ Set-ADSyncScheduler #E{TLE Y,

C. PowerShell /& Start-ADSyncSyncCycle #E{TLE T,

D. Microsoft Azure Active Directory Connect V0 4 H— KMo A —H— YA VA VDEE ZER
LF9,

Answer: (&% F&K~9 B)

Adatum #E#E B (OVU) ZREHAT 5 & 512 Azure AD Connect 2RI 221X BHA T an
NRIIAREERT DLENHYFET,

kEw 4 2 Litware, Inc

BE

Litware, Inc. |&_ Fabrikam, Inc. & \5 FE#I ZHFOEESHM T, Litware (EFARR b2 VT RIL
[CA T4 REBATVWEITN RHEEFXELTICVWET HEBIL VPN EHKZFERALTES
SENDA T4 RIZYE—FTEKELET,

TATUOTATARERE

v kI —2I1Z(F litware.com & Y5 & HiIM Azure Active Directory (Azure AD) 77+ > RZY ¥
4 Ent= litware.com & LS5 & HID Active Directory 74 LA kWNEFN TULVET, Azure AD
Connect [F/NR RV —EBEEZFRAL NRAT—F Ny P2 REBITEMICGE>TVET,
Litware.com [Z[X, T RTHOT7 TV r—>a VEARFEET S Userl LWV SA—H—H1E

9, Litware [ Azure AD 7 7 r—>ay X #RELET,

Fabrikam [Z(Z_ fabrikam.com & LN5 ZRID Azure AD TF > & Y E£ 9, Fabrikam D 1—
H—IL_ litware.com TFU DT Rk 7hHo U FEFERLT litware.com DY Y —RIZFTI R
LF9,

957 FIRE

Litware M3 X TOH1—H—I[L Microsoft 365 Enterprise E5 54 2V A #fFRAE L TLVE

9, Microsoft Cloud App Security [CHAFAENT VST RTOEERBRY O—HRERIZHE-T
WET,

Litware (21 litware.com Azure AD T3 > MZBLER T 5tz Azure Y TR Y ) T3 ohbHlY
FI TRV TS 3 IZlE, Azure Active Directory I3+ 4 & & Office 365 ARV 2 ZFEHT
% Azure Sentinel 1 Y X2 VAN EENTULVET , Azure Sentinel (FER7E, Azure AD Y1 oA >
AJEERENTHIELTUVET,

TUTLIRRE

TUTLER Ry FI—YI21F, «kd)aﬁ(w\'d'ﬂ'—/\—ﬁ\ EFNTUVET,

B el e T

Durm!in controller for ibware. corm

| hmnhpr server in itware.com that
SERVER1 T BDEI{‘.‘H runs the Aqure AD Apphication

$i' ' Proxy connector
Member server that uses Azure AD
Connect
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MAD Litware 77 4 R (FA4 o2 —y MIEEEHRELTOET EADA 7 1 RI&, Y4 MHE
VPN EfiZFRLTAzure Y TRV ) T2 a vHORERY FT—J(2EHELTWET, IRT
DAVTLIR FAS A bA—5—[FA V3 —FY M7 ERTEEEA,

FEEH

Litware TIX, ROZEEHEINFESINTUVET,

* Azure AD Privileged Identity Management (PIM) AL T $$HEO0—IILDEEBE*EZELEFT,

*HER DLW —H—Dlitware.com Azure ADTF 2 M7 T S—2a U EBFRTELRNES
ICLZET,

*FATUOTATA ANFTURIZIEAREL AZATEAREAL TS LEFERALET,
*Userl! B Azure AD TI VA —TSA XTI G—L a3 VEERTEDEEZHRELET . R
INEBRDRAIZFERALET,

A4t REH

Litware (L& litware.com Active Directory 7 # L X bIZ LWLicenses &WV\3 h XA L A —H—
EE#EMLE LT, Litware (& LWLicenses BHEDMEFZEE L T Azure AD 514 2 ADE|Y
UTEEELEWEEZTULET, LWLicenses ISEVREEZHF > A—Y—(X #@UHESA VR
ME| Y HT 5N 1= Microsoft 365 FIL— T ICEEMIIZEMENEZHELASHY T,

EEEMH

Litware [&_ Litware W3 RXT®D Azure AD A—H— 7 hHO U b EEH TXTD Azure AD X +
ThoY EBRNT D LWGroup! EWVWSBABTIDTIL—TZEZERLI-WEEZTLET,
RELEH

Litware Tl& ROZBIEEHIEAN SNFET,

*FRTO Litware 11— —|Zxf L TEZERDEE (MFA) =X LFT,

* Litware DARR k> F 7 4 AHh 5 Azure AD ~DEBEEIC MFA 2T 51— —%RKR4 L E
9,

* litware.com 74 LA FDEIE/XT—FK YR M ERELET,

*FUTLIRDT TV — 3 V7O RRTHEESIZMFAZERALET,

*HERICRE L-RAIEREESMICEEL BELET

T EREH

Litware |&_ Litware W3 X T®D Azure AD A—H— 7 hHO U b EEH, TXTD Azure AD X +
ThoY EBRNT D LWGroup! EWVWSBARTIDTIL—TEZERLIZWEEZTLET,
BEREN

Litware [ Azure Sentinel @ Fusion JL—)LZERAL T g4 LY Azure AD 1 214 U &EnIC
5t < EE 7% Microsoft Office 365 77 T4 ET 1 DAEHOEEELIILFRAT—UFEH LT
WEEZTWET,

=ETERE: 33
RORIZTRIT1I—H—%EL Microsoft Entra T+ > bMH Y F9,



Group 1. Group2

ROFEEHFIA—F— URI RII—DBHYFET,

* BRRR:

0 &8 %: Group1

o kst T IL—T2

YA A4 ) R AU E

* Tt ZHIE:

0TV EREHATH NAT—FOEEFERT S

A—H—DPNHAL AU LESF3ETDE RDRICRT LS I2A—HF—DY R LRLARHEH
F9,

User Risk leve:
Userl High

Userd IWeditm
Users High

ROEXITOVWT ELWMGEIE FUZEERLTSESL, 5 THEWNMGEIE VA 1 Z2ER
LTS,

Answer Area

Mm,,j}/llcmgoft @n - .

User! must thm % rﬁg
;—'5* %
' @ "",' ‘% nge theu password during sign in.

= R
s
@5 1@@
.};f} Userd must change their password during sign in.
Answer:
Answer Area
Statements Yes No
User1 mustghange thelfpassword during sign in. T -:
User2 mustiehange their password during sign in. ( Tl
e N -1
[ :
User3 must change their password during sighilini M I C rO S Oflt &,
JIE fiy]
Explanation:

AVEA—RABEBRERODRYYY—2 3y b BBIZEFMNICERESNELE
Answer Area "
7] .
m Micrsaft PR

User! must ehange their password during sign in. -
Lisgr2 mustehange their password during sign in. C .

User3 must change their password during sign in. .



RFTEIRE: 34

Usert £WLV\S BRTDI—H—%FE L contoso.com & LY ZHTD Azure Active Directory (Azure
AD) TF Y kDB Y ET,

User!l [CIERDRICRT TNA ANHY £9,

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 MNo
Deviced 105 Yes

2020 & 11 A 5 BIZ _ contoso.com TRAOFEDHF AR ZEZER L TERALE T,

L FHiE1

4 Contoso F A

A—H—ZHBERWDILEREERT 5: 4>

TARTDTNARATA—H—DRIEERDD: >

BREDEEAR: 4>

AxEARR: 2020 £ 12 A 10 A

$E: 88

2020 £ 11 B 15 BIZ, A—H— 11T/ R 3 TREHEH 1 ICASLET,
ROEXIZTOWT ELWMEESIE ELVMZEBIRLTLLCESIWN, £33 THEWNMESIE DUWLVE 1 ZER
LTLEELY,

FEELOMBIRSEICTIRA Y RMIEShET,

Statements

On Novemnber 20, 2020, User1 can accept Terms1 on Device

On December 11, 2020, User1 can accept Terms1 on Device2

On December 7, 2020, User1 can accept Terms1 on Device3

Answer:
Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. 3 O
On December 11, 2020, User1 can accept Terms1 on Device2. |O O

On December 7, 20200038¢r1 can accept Terms] on Device3. O @)

FERE: 35
RORIZRKITA—H—%EL Azure AD T+ DB Y £,



Mame | Member of Multi-factor suthentication (MFA)
Userl | Groupl Drsabrled

User2 | Groupd Enforced
RORIZRTBINHY FT,
MName | Private address space | Public NAT address space |

Location] | 10.10.0.0M16 20.93.15.0/24 |
Location? | 192.168.0.0/16 193.17.17.0/24 |

T2 MIE RO ZEDRZAIFEERAASENTLET,

* & Bil: location1

*ERETESBMELTY—Y: X

* |Pv4 #5BH: 10.10.0.0/16

MFA [Z[_193.17.17.0/24 DIEETZ 3 iPad KLREELNHY £7,
ROBEFEFODEBMAETIER RO —DHYET,

* & il: CAPolicy1

* SRR

o1—H¥—FIET—9BO—KFID: JIL—T 1
0USIRT7ITVERETZILa TRTDYISIRT T

* &

BT EETE 5T RTOEM

* T 91 R

oftE

*TOEREHANT 5 ZERTBPIATERT D

tyiarv ERShkay bO—LIZ0ETY
*RYO—FBMICT S T

ROBEXMNELWMEEX KU FERLTLESWD, 5 THWMESIE DWR 1 F&IRLTLKE
SV EFEELLMEIRISEIZTI RS EREZONFET,

Answer Arca

Statements Yes No

User1 connects to the tenant from IP address 10.10.0.150, the user will be prompted 1or
MFA

fUser2 connects to the tenant from 1P address 10,101,160, the user will be prompted for
MFA

f User2 connegts 10 the tenant from IP'address 192.168.1.20, the user will be prompted for
MFA

Answer:

AMNSWET AIca

Statements Yes

f User] connects to the tenant from 1P address 10.70.0. 7150, the user will be Do
MEFA,

f User2 connects 1o the tenant from 1P addrgssailh 1000 160, iNELsar WlBE prompted for

MFA

o0&

f UserZ connaits W8 Theleriant iMgm I 9dGress 192.168.1.20, the user will be prompted for u

MNIFA



FTfEIE: 36
ST 2 DOF L LY Microsoft 365 ES HTRXH 1) T ar bk App EWSKRIDT T %88

ALZET,
App1 (2%} L T Microsoft Defender for Cloud Apps 77 X R O— %k T 20ELNHY F
9,

FIFMMETRNETL & 3 M? (microsoft.com D Microsoft Identity and Access Administrator (2%
DVWTELVLEIEFEERLTCEZEW)

A Appl1 D b—Y UERREERRLET,

B. App1 @ API #ERZEBMLFT,
C.7INICE>THASINDIHBREZFERATILIICEHMET IR RY—ZEBRELET,
D. fUHET7 VX 7T IKIHEFERAT AL IICEH/AFET IR R O—BRHLET,
Answer: D (A —vyt—T%EY)
https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad App1 @ Microsoft
Defender for Cloud Apps 72 £ R R O—% KT BIZIE, 77 CEHRASNSHBEZFERT S
EOCEBHFEZET IR R O—ZBRAT ILENHYETS, ChICKY 1—H— THRAX,
BEAR. 7T DRELEEDEHIZEDIVWT ISR 7ITIVADT VR ERIHTEET, 1=,
F7)THEAINDFIREFEAL T, EEBRNET/NA ATETINTLEINEEXENT/NA R
TEATINTWEAINGEE FTVDKEIZEDWTISOR Z7TIVADT IR EHET S &
LTEET,

EHTRRE: 37
Userl EWSBRIDI—H—& ROKRIZTRT JIL—TEEL Azure Active Directory (Azure AD)
TFEBBHYET,

. Name Type Membership type
| Group1 Security Assigned
| Group?2 Security Dynamic User
| Group3 Security Dynamic Device
| Group4 Microsoft 365 Assigned
T LT RORIZSERTIIL—TEERLET,
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

TL—TAETI—TBIZEBMTES A UN—[FENTIMN? @ET BHI2(E, BIZEMEE TEY) A
FToarvEBRLTIES Y,
AR ELWEBRIEICTRA Y AR ESIET,
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GroupA: v
User1 only
User1 and Group1 only

User1, Group1, and Group2 only
User1, Group1, and Gro ﬁ,,""

i
A

GroupB: v
.:-'1;';; ] and Group4 only
User1, Group1, and Group4 only
User1, Gro Group2,-and Group4 only
User1 .?Grum;grglia%mun& and Group4
Answer:

User1 only

User1 and Group1 only

User1, Group1, and Group?2 only
User1, Group1, and Group4 only
| User1, Group1, Group2, and Group3 only |
| User1, Group1, Group2, Group3, and Group4

GroupB: v

[(BefPoy 1}
ser1 and Group4 only

User1, Group1, and Group4 oniy . £

User1, Group1, Group2, and@mM *0%050

User1, Group1, Group2, Group3, and Group4

S
https://bitsizebytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-
nesting/

=HEIRE: 38
RORIZKITA—H—%EL Azure AD T+ EDHY £,



| Role

Admin1 | User Adminstfator
Admin2 Pasg;g@}ﬁministrator
Admin3 | ‘Agplication Administrator

BE1—HV—DHRENEBRZLERT IVLENHYFET, V) a—>arTRH EEOFHER/DRIC
Mz 5LERHY FT,

fAIZESRETL&LIN?

A. Microsoft Purview A > 754 7V RX R—4 )L

B. Microsoft 365 EEt > 42 —

C. Microsoft Entra It > 42 —

D. Microsoft 365 Defender 7"— 4% JL

Answer: C (A —vt—T %K)

|

=ETHIRE: 39
SHRIZIE  RORICRTA—H—FEL Azure AD T2 FHABHY FET,

Role
Application admymstrator
None
Exchange amrmn.us,trm:nJ_.“m___ﬁgncI
to

LR AN AL L=

Cloud application adfinistra

RORIZRTT7 TV EBELHYES,

Used by Micresoft Graph permission
User1 Calendafs.Read of type Delegated
User2 CaleridarsiRead of type Delegated
Caléndars ReadWrite of type Application
User3, Userd || €alendars.ReadiBilelAp .

SHORY O—I2&kY A—HF—HEBOERFZELESATOHET,
#HADEL—HF—DAL U —ICFEZERTELDEFEDI—H—TIH?
A 1—H—4

B. 1—H—3

C. 1—H—1

D. 1—H—2

Answer: (&% XT9 D)

=FTERE: 40
v FTJ—2I1Z1%_ contoso.com & LNS BZRIDA > T L = XD Active Directory KA A UhEEN
TWET, COFRASVIZIX RORICRT ATz FHAEENTUNVET,
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Name Type In Description
organizational
unit (OU)
User] User OuU1 User1 is a member of Group1.
User2 User ouU1 UserZ is not a member of any
groups
Group1 | Security group | OW2 User1 and Group2 are members
g, MNMicradeifoupl
Group?2 | Security group U1 T 7| Group2 is a member of Group!. |

Microsoft Entra Connect %4 YA —JILLET, FAALM L EOQUDT A IR VTHREZE, KA
AEOUDTANR) VT IORIZRTESIICERLET (FALEQUDT A ILE ) VT
2TEH)wHILET),

Domain and OU filtering

f you change the OU-filtering configuration for a3 grven directory, the next sync Cycle will automatcally
perform full mpornt on the drectory

CONtos0.com v Refresh Domains [ 7]

Sync all domans and OUs
® Syne selected domams and OUs

Domany'OU Fltenng

* [ contoso.com
Bualtin
Computers
Doman Controliers
ForewgnSecuntyPrncpals
Infrastructure
LOSTANGF-DUNg
Managed Service Accounts
v, O
¥ OuU2
Program Data
System
Users

I@

B—H—ETNARAD T4 IILE— |BEIF, B—HF—ETNARADT A ILE— 1 ORHEIZFTT LS
[CTEBRLET (B—F—ETNARDITANEZ— 13 TEIVIILET,) ROBRT—LAY
FZOWT RAT—FAVRAELWMEGEX KWV EERLET, ThUSNDEEF DWVZ %

BERLET,
AR ELWEIRISEITTI ARSIV FBFESIET,




Mlcrosqf,t

User] syncigtof the Migfosoft Entra tenant.

Suummﬁi |

Li5er2 Byresto the Microsoft Entra tenant

Groupd syncs to the Microsoft Entra tenant

Answer:
Answer Area ]
— Statements Yes MNe
l::[ M i C r‘o S D ft Userl syncs 1d the Micraioft Entra tenant. |r__ _!
Userdmmies 10 the Microsoft Entra tenant =
Group?d syncs to the Microsaft Entra tenant | |
Explanation:
sutements Mlcr@ss offto
User1 syncs to the Muroso m tenant.
User2 syncs totl'lerosoft Entra tenant. O -
Grougd smsh the Microsoft Entra tenant ® O
wETRIRE: 41

Azure Active Directory Premium Plan 2 5 4 2 > X 5D Azure Active Directory (Azure AD) T+

DEABYES, THYMIF RORICSRTIA—HF—DNEENTLET,

-.Mlch

Admin1

Cloud device administrator

Admin2

Device administrator

UserT

ROBRIZFRTT/INA R

REVNBHYET,




£33 Devices | Device settings
Default Directory - Azure Active Directory

" save X Discard O Got feedback?

W Al devices
Users may join devices to Azure AD O

€88 Device settings Fm Selected  None :'}'

€3¢ Enterprise State Roaming

Selected
&£ BitLocker keys (Preview)
A Diagnose and solve problems
Activity Users may register their devices withi&zure AD (0

/A
' . \ All None )
B Auditiogs @ e )
o% Bulk operation results (Preview)

Devices to be Azure AD joined'@hAzure AD registered require Multi-Factor Authentication ©
Troubleshooting + Support  Wes m

L

& New support request
it
A We recommend thatydu require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device'§étting t9No if You require Multi-Factor Authentication using Conditional Access.

Maximiin ndmber of devices per user ©
B >

%AddiMli@mSi@flton all Azure AD joined devices

IManage Additional local administrators on All Azure AD joined devices

Userl IZIZRDRIZTRT T/ AHY £,

Name | Operating system |  Device identity
Devicel | Windows 10 Azure AD joined
Device2 | 105 Azure AD registered
Device3 | Windows 10 Azure AD registered
Deviced AdiMICI'C}SOTTAzure AD registered

RODEXIZDODVWT, ELWMGEIE RN ZFRLTLCESWL, £S5 TEVNGEIEE DOVZ1ZER

LTS,
FEELVDERIEICTIRAY T EESIET,
Statements Yes No
User1 can join four additional Windows 10 devicesto Azure AD. Q| |G

Admin1 can set Devices to be Azure AD joined or Azure AD registered require o O
Multi-Factor Authenticationto Yes.

o H
Admin2 is a local eu:lministf‘éur oMelﬁgﬁSOft o O

Answer:

Statements

User1 can join four additional Windows 10 devices to Azure AD.

Q] ©
Admin1 can set Devices to be Azure AD joined or Azure AD registered require @ O

Multi-Factor Authentication to Yes. ]
Admin2 is a local administrator on Device3.

Microsoft o [o

g

Z nw -

https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal
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Azure Y TR ) T3 0&HELTT,

Azure AD O %'[& Log Analytics 7—9 AR—R[ZEEShFET,

AJ%#9ITYL A—Y—T¢,DYA AU BETSITTRRTIVELNHYET,
JITVEEDESICETTNIELNTTMN? BIET SICIE, ABFEETEUGA TS a0 %EER
LET,

SigninLogs
| where ResultType == @

| ¥ | login_count = count() by Identity

extend

print

project
render
summarize
Microsoft

¥ | columnchart

extend
print
project
render
summarize

Answer:



' = - -
SigninLogs |"l\.fr| ICFOSOTL
| where ResultType == @

| ¥ | login_count = count() by Identity

extend
prnt
project
render

| summarnze |

& - “Ealumnchart

—

print %
project
render

summarize

EHTEIRE: 43

Microsoft 365 77+ > kM dH Y £,

BEICE->TI 12— —IE FNFNADI—F—D Microsoft 365 T—2~DFHIBHET7TIEX
EVWELETEINEDY—FRN—T 4 FIUr— 30 FFERALET, 2—H—I(, Azure Active
Directory (Azure AD) [C7 T r—2 a3 UEEBRLET,

BRI NE=T7ITI =23 vl a—H—DEFA—IADHRFMYBLUVEZTAAT I EREE
WELEBEICTI— b 2RETILENHYET,

ESTNEVNTLLEIM BAETHICF BET) 7 TEINGAH T a vEBERLTILEE,
FEELWLEIRSCEICTI ARSIV EFEShET,



Tool to use:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create:

W\ icrosaft

Answer:

App discovery
App protection
Conditional access
OAuth app

Sign-in risk

User risk

Tool to use:

Policy type to create:

Azure AD Identity Protection
Identity Governance

App discovery
App protection
Conditional access

Sign-inrisk
User risk

ICrosoTt

2t BA




Tool to use: -
Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security

Microsoft Endpain: Manager’ >0 |1
Policy type to create: v

App discovery

App protection

Conditional access
OAuth app

Sign-in risk

User risk

S
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy
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Microsoft 365 77+ > FhH Y £,

BEREBRNRREL-A—Y 2B ETHIRELNHYFET , VI a—2 a3 VEROEHERB T
EhHYET,

*EREBRARBELERVOHDII—F—IZLKBIDYA L,

*HA UL VEBIRIARRELTISIRIFLET,

*A—H—PRT T T—2aVICTIERTELLSICLENS, URY EERT B1-HDHEH
FEBLICERELET,

fAIZESRETLLOIMN BEETHICE BEFEIY 7 TEUGA T3 vEBRLTLESD,

Mirvﬁfh'Fi'
T chaguity hegiore) Crecigmiiiel o Fig-ciL Tl NS AN B

Ange hetrae Deresbory Lzuare el Idenay Probection
Anate sctree Duectory (hrure A50ETlleged |denhoy Manage et [Pk

Skt eV € PRELTEOIT Iset 15 SRR
-

Chent mpps nolusifg hoderm snfenticaton

T mizigine the risk, sslecr |

T,
Apply app Eitirced testrctions

Block access

Grant accets but reguing app protection polcy
Grant atoess t,q,._r TEQUINE password change

Answer:



J;_ 4 - -
To classify leaked credentials ashigh-risk, use: [ BN JW R IR0 0 O
el Duectory (Azure 498 i

To mitigate
&

| Block access
LGrant access but require aop protection policy

| Grant access but require password change |

Explanation:

To classify leaked credentials as high-nisk, use:  Azu e Directcalmmy action -
'ﬁ trigger i ‘R' i ; sk w c ~

‘IQQE risk, Grant access but require password change bt

=HTEIRE: 45

Azure $TRY T 3V EEELTT,

TS RILA Y FEED S, HRS LIERIEE ST Catalogl &LV S ARION S 0 F £ERT
BPETY.

BANAEER L, Catalog! £EAT 21 0IAEEAT ZRENHY FTH? BET 51215,
EEEETHEYAA T 3V ERRLET,

AR ELWBRI LIS KA Y MASHESRET,

Answer Area
t€:  An Azure Automation account ¥
o A managed account
: ’

An Azure Automation account
stribute Catalog1 by using: | A playbook

An Azure logic app

‘ Q@Microso

\

Answer:



Answer Area

First create: An Azure Automation account v

An Azure Automation account
An Azure logic app

Distribute Catalog1 by using: | A playbook v
] A playbook

A > : ; | A workflow
J. A | An access package

Explanation:
Answer Area Micraos ')cl

First create: | An Azure Automation account bt

Distribute Catalog1 by using: | A playbook >

FTEIRE: 46

R L-BEBREROZDAZGHZH-ILELHY FT,

fAlZ g RETL&LOIN?

A. Azure AD Connect T PingFederate D7z TFL—>avEAMZLET,

B. Azure AD /AR T — NREZH#EHLFET,

C. Azure AD Connect T/SRAT— R Ny L aR#ZEEICLET,

D. Azure AD TEREEAER) O—ZBRLET,

Answer: C (A —vt— U %7&9)

S
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

A7 SC-300 fERELS (E GoShiken.com MR SN F-EHE LT LY SC-300 AR RELR !
GoShiken.com AVEx#7 SC-300 FHERMEIRESR 12t L TULVEJ, GoShiken.com SC-300 i E&
BEIIEFH T MENEE TSI VET , D GoShiken.com SC-300 [ABE#S v +3 5
A& Z 5 5 hitps://www.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF 8%

B EERMNET 30%wiERIBEIS 0 — F: Freepdfdumps)

R HIEIRE: 47

Group3 & LV5 ' )L—TF & Department! & L5 EIE I #EE Microsoft Entra T+ > kAH Y &
£

BFICE, [ —Y—] BRICRREINEZ 21— —HWFET, (1—F—-142TEI Vv LFET,)
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Pashboard ContosoAzureAl Departmentl Admmestratrve Uinit

& Departmentt Administrative Unit | Users (Preview)

ContosodzuredD - Azure Actve Directory
+ Add member femove member [ Bulk operations ~ () Refresh == Colu
€ Tris cage inciudes previcws avalable for your evaluation. View previews —F 06
| 0 search users | g add fiters ‘ L 2

2 users found

features &7 Got feedback?

MName T i i T User type Directory synced
I:] . Uiser 1m3 961 5.onmicrosoft.oom Member Mg
*
0 . User2 User2 SmIs5629615.cnmicrosoficom Mamber Neo

Microsoft

Department! [ZI& [ IL— T BRICREREINDTIL—THRHYET (FIL—T12TE0 v
LFEY),
Dashboard » ContosodzureAD » Departmentl Admimsstrative Unnt

#a Department1 Administrative Unit | Groups

ContozodzureAD - Azure Active Directory

+ Add Remaug b Rafresh == Columns il preview features 7 Got feedback?

L cparch groups o Add filters

MName Group Type Membership Type

D Group1 Sacurity Asgigned
D ' Groupl . Secun
B€Microsoft

A—HF—EFEEO—IILOIYLTFH [BIYLET)BRIZRTINET (BIYLT|2TEIY Y
9L%ET,)

Assigned

Dashboard ContosofzureAD Identity Governance Pn-nleged Identity Management ContosoAzureAD

4. User Administrator | Assignments
’ Priileged Identty Management | Azure AD roles
» L O Got feedback? o0

+ Add assignments (@ settings (O Refresh ¥ expon

Eligible assignments  Active assignments  Expired assignments & .

| 2 search by member name or prncipal name

Name Principal name Type Scope

User Administrator
Admm?

User fteuar'.ml_-f'll Administrative Unit (Administrative unit)
ICrQSoOTt..,

Admin3

Group2 M * > /\—I[%_ Group2 BRICRRESNET ,(Group2 2 7&0 )y U LET,)



Dashboard » ContosodzureAD » Groups Group?

Sa Group2 | Members

+ Add members . ) metresh DY Butk operations ~ 3= Cobumng ] Preview features ' Got feedback?

a Thd page nchuded prenews avadalble far your evalaabicn View prey -%w:l '.ﬁ.-
li .rﬂu.
T
[Ty 'i.“f |
Direct members . - UI;"I
—— o

f ;’”-“ & e A

| -
Mae I ) B T“_;I.:Iwr type
: e

i 1
O ’ Lserd - - Wember
D @ Ugerd heember

ROEXIZDOWT ELWMEEIE [ELVMEBIRLTLCESWN, 25 THWNMESIE DUWVA JZER
LTS,
EEELLMBIRZEICTIRA Y PRI EShET,

m  Microsoft

Adminl can reset the passwords of User2 and User4.

Statements

Admin1 canadd User1 to Group3.

Admin3 can reset the password of User1.

Anm: Are
er Area
[ | .
LMI crosoft ., .
Admin1 can reset the_p:assw_orqs of User3iand User4 r_
.__-Mrﬂﬁﬁ:.ca'n:w&'m.r‘l."toibr'oﬁﬁ. o r_‘ :
Admin3 can reset the password of User1. ;-__l O
Explanation:

AVEA—RBEEORYY—riay kb RARBBMICERESAELE



Answer Area

Statements Yes No
Admin1 can resef the passwords of User3 and User4. O
Adminl.can add User1 to Group3 .
Admin3 can reset the password of User1 O

Ex#fEIRE: 48

Log Analytics 7—9 AR—XZERLET,
EEORNMEHZRET ILENDHYFET,
Azure AD THRIZHERT DRENH Y FIH?
ARHOTZoT12T

B. I E

C.HETZATUTAT4

D. 7 71 &8k
Answer: (&% %KT9 D)
ERBR/SER:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring ID
ANTUORABBEHBES L UEETHERMEY 2

HTEIE: 49

Microsoft Entra ID Premium 5 4 £ > X Z#{#H9 % Microsoft Entra T+ > tBHY FT,
T+ bOFIABL (ToU) ZEHT 5FETT,

ToUXZE#7 Y 70— KT I2RENHY ET,
FEXaADMIEEDHAEFERINIEINTTHN?

A. RTF

B. HTML

C. DOCX

D. PDF

Answer: D (A —vyt—T%EY)

= #TEIRE: 50

Azure Active Directory (Azure AD) 77 > k2 _User1 User1 User3 £LV5 3 ADI—H—HA'E
EFNTULWET, Groupt1 EWVWVS T IL—TZEERLET  User2 & User3 # Groupt IZEEMLET,
F7)r— 3 UEBEDRIZTRYT & 512, Azure AD Privileged Identity Management (PIM) T

A—ILZBELEST (TITV—2 a3 DEBEITEZV )V ILET,)
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Group1 I, 7TV 5r— a3 Vg EE%‘EI—)W)% 2E & L'C*%ﬁk'é#’bfl,\ﬂiﬂ'

User2 #7 71— a VEBBEO—ILDEREFE DL SITERELET,

Usert OIFE EIYETORIZRT &SI 7TV S—2a v BEBEO—LICEIYETHEMLE
9, ([EY *=L'|'C] 2TED )y LET)

|!H‘|

R H‘l I

RDEXIZDOVT, EFDXMNELWMGHEIF riL\J’.«EJ_*RL %9—Cfé~b\i’a"b"(i DWhZZZ#ERL
FY,

FECELWMEIRIEIC ‘I'\*(/ I~75\ﬁE}‘c"1’L$T

Answer:



R

i wnmmrﬂumm i

N “,, llJllm“ o
N

xFTEE: 51

Azure Y TRH ) T avEBEHELTY,

Azure AD A %'[& Log Analytics 7—9 AR—X[ZEEESNFET,

AJ%#9ITYL A—Y—T¢,DYA AU BETSITTRRTIVELHYET,
JITVEEDESICETTNIELNTTMN? BIET SICIE, AZFEHETEUGA TS 3 V&R
LET,

SigninLogs
| where ResultType == @

¥ | login_count = count() by Identity

extend
pnnt

summarize




Answer:

SigninLogs
| where ResultType == @

| ¥ | login_count = count() by Identity

extend
print

project
render

— o o s s e e

I ¥ columnchart

extend
print
project

summarize
Microsoft

Explanation:

Ry X1

v eg=k

| ResultType == 0 MDIHZ&E

| login_count = count() % ID BlIZ&53 %

|ATS2%Lo5)0y

CRVIVRE Mo/ OJEBMFIL BUILIY A oA 20 &E T4 L2 —REBL 21— —-T¢&
DA A4 VBEEH LT BREZAIS7ELTRRLET,

Ry R2=L2F)T

TR 52



STEESh-EEZYR— L MFA OBMEHZH-TBENHYFET,
EDWREFERIANETIMN F, 21— —FEDK SV DORMEANIICERETT T OVLENH
YEITH?EETHICIE MEFEHETEDGA T a VEERLTIEEY,

AR ELVWEBRIEICTIRAY AT EESIET,

Feature: [

An nuthenh m ficy
P%ﬁ?swn F‘IJIIC,'
actor Amhﬂm Server i-elt ngs

M icrosof;!;m. j

An authentication %ohcy
Iy 4

on pu::ln:;,.r
ach:rr Authentication Server settings

Explanation:
AVEaA—2DRY =23y b+ BRAITEEMIC Eméz‘ni L=

Microsoft

xFTERE: 53

. COBMIEZ . BLYT A ZRTTIZ2—EQBEMO—HTYT, —FEOERICZITENEFN, ED
SN-BEEE-THEOEBRENEENTVET Bty Mk > TIE, IELWMERENE
HHLIBELHNIE, ELWMBRENLGWMEELHY FET,
CDEIaVOEBEMICEAZLZZRIE, TOEBEMICRSZLETEFEFRA, ZDHO oD E
BIEZLEa—BE@EICRTINEEA,

Microsoft 365 77+ > FhdH Y £,

100 AD IT EEEN 10 OEAITHMNMTHB I TLET,

BRIZRENTWVWEST7 VR LE2A—ZHBLET (BRI 2 TEVUVILET,)



Create an access review .. M ic rosoft
Access reviews allow reviewers to attes ther users still need to be in a role.
Review name * Admin review i
Description ()
Start date * 12/18/2020 -
Frequency [ Monthly G
Duration (in days) (1) e e s s ——— — — — ) - - _ = 14
End () End by Dtt:urrences
Number of times
End date 01172021 i
Users
Scope
Review role me anent and eligible) *

Application Admi nd 72 others
Reviewers
Reviewers ] (Preview) Manager v
{Preview) Fallback reviewers (O

Megan Bowen
v Upon completion settings

ITRTOT7IEA LEa2— 1)U TR I MeganBowen IZE2TRZIESh TS Z &MY

FY,
EWMADI A — v — DB ENTNOEFADT7 IV LA LE 1 —2HERICRITIRND LS ICT HRE
AHYEYS,

AR O—IILZEIZ@ERDOT VR LEA—ZERLET,
CNIFBEEZ®EEZLTVETHA?

A [T

B. LMMZ



Answer: B (A —vyt—T%#EY)

D18912E1457D5D1DDCBD40AB3BF70D5D

SR .
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

xFTERE: 54

5,000 AD A —H—H V3B Microsoft 365 T+ > kAHYUET, A—F—D 55 100 AXREEEE
TY REHWIZEFIFRAOYR— b F—LBHY EFT,

YiR— bk F—LHANRNRT—FZ)ty FL BEOHADLZERII (MFA) XEZEBETES L
ST EIREAHYET V) a—2a TR RMEBDRANZFERT H2HELAHY FT,
EDA T o b B4 T & Azure Active Directory (Azure AD) O—LZFRIT Z2BERHY £I
N BET B, EEEETEYGA T avEBRLTLESL,
FEELWMLMEIRCEICTIRA Y P EShET,

Answer Area . ?
Microsoft

|

An administrative unit

A custom administrator role
A dynamic group

A Microsoft 365 group

Role: v
Authentication administrator
Groups administrator
Helpdesk administrator
Password administrator

Answer:

oomaree s VAT ETOSOF

An administrative unit
| A custom administrator role

A Microsoft 365 group

Authentication administrator
Groups administrator

i Helpdesk administrator
Password administrator

Explanation:
Answer Area

Object type: » ' A cistonradminustiator role il

Role: elpdesk adminstrator '

Microsoft
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B HTfERE: 55

Microsoft 365 77+ > kM H Y £,

BEICE T, A—Y—IE, TR ETND I —F—0D Microsoft 365 T—2 ~DFIBMAET V2R
EVWELETEINEDY—RN—T 4 FIUr— 30 FFALET, 2—H—I(, Azure Active
Directory (Azure AD) IZ7 T r— 3 V& &R LET,

ZERENET7TTI =2 a vl a—H—DEFA—IADHEIFBMYBLUVEZTAHT I EREE
MELIGEICTS— FeRETIRLENHYET,

ESTNIEVWTL LS EETBHICIE BELY 7THEUGA TS a vEBRLTESY,
FE FELOLVBIRSEICTI RSV AR EShET,

Tool to use: -
Azure AD Identity Protection
Identity Governance

Microsoft Cloud AgpiSecurity
Microsoft Endpn?nt Manager

Policy type to create:

Aph.discovery
\gip protection

. | Conditional access
OAwth app

Sign-in risk

User nsk

Answer:

Tool to use: v
Azure AD Identity Protection
Identity Governance

| Microsoft Cloud App Security)

Microsoft Endpoint Manager

Policy type to create:

 App-discovery |
"App protection
Conditional access

b R -

OAuth app !

SRR ——

Sign-in risk
Mi ¢ User risk

s o o N I

558



Tool to use:

Azure AD Identity Protection
Identity Governance

_Mlcrosal’t Cloud App Secml:y
Microsoft Endpmnt Manager

Policy type to create:

App discovery
App protection

| Conditional access
_OAuth app
Sign-in risk

User risk
Microsott

S -

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

&#HfERE: 56

SSPR DEtEIESN=EEZRELFT,

User3 M SSPR ZEAL LS &TAHEMMARIY FIH? BET HICIE, EEEBETEIGA T
vavEERIRLTES W,

AR ELWEIRISEITTI ARSIV FBFESIET,

MNumber of authentication methods reguired:

Authentication methods that can be usediss

- Microsoft
Answer:
EZIE
_] M IC {Cm}besrgaft ntication methads required; | 2, i -
Authentication methods that can be _uE-adf tﬁnih a.l.'.nd phone only i

X HTREE: 57



ZERET (MFA) DNERIZ4 > TLV% Azure Active Directory (Azure AD) 77+ > kHBHY FT,
FAIbBY I T REER, RORAIZTRT &K L#ﬁﬁiéhio

KOy TS A= EALT. 55 T4 91 ro——y #IiL%ot\'C%XT .
AU REER S EEORREEERLET,
SE ELOBIRCEIS 1 KA Y PSS hES,

Answer:

TR 58
Microsoft 365 77+ > kW HY F9,
Azure Active Directory (Azure AD) T+ > MZIE RORIZRT TIL—THEFEATLET,

Azure AD T _Appl EWVWSBRTIDFHLWIVA—TSA X 7T r—avwBMLET, Appl
[CEIYHBTEHIENTEEYIL—TIEATTM?

A TIL—T20H

B. JIL—TF30DH

C.UONL—T10O#



D. JIL—T1E 5 )L—T4
E.JNL—T1E5)IL—T20H
Answer: (&% %K D)

B HTEIRE: 59
ROEIZTRT LS, Aa——BEEDO—)LD Azure AD Privileged Identity Management (PIM)
A—JLE%TE # &1 Azure Active Directory (Azure AD) T+ > FhdH Y ET,

. ContosoAzureAD > Identity Governance > Privileged Identity Management > ContosoAzureAD > User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No

Require justification on active assignment No


https://www.jpnpdf.com/Microsoft.SC-300.v2025-01-27.q108-mondaishu.html

FOwTA DY AZa—%2FRALT V5374 v VIZRRTINTLBERICEODVTERT—
AU MEERSIELIREZOERBREZERLET,
FE ELWLBIRSEICI RS Y AT EShET,

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days | i |
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. [ global administrator only
i 9 global administrator or privileged role administrator
CroR ‘-». T permanently assigned user administrator
w i Wl 1 privileged role administrator only

Answer:

A user who requires m:ca :tg ﬁ&ﬂ*’r,ﬁ C f: mftﬂe miust perform
miii-fa -.:t&r%tﬂ&énﬁmlioﬁ mm

) every [answer choicel. [Ehours

15 days
1.manth

Before an eligible user can perform a task that requires the User -
administrator role, the activation must be approved by a [answer choice]. global administrator anty
global administrator or privileged role admimstrator
permanently assigned user administrator
provileged role administrator only

SR .
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan

HTERE: 60

Azure Active Directory (Azure AD) T+ > khb Y ET,

BEICRELEYA VA VERETHICIE Azure AD YA A0 O ZHRITH2VELAHY F
v,

Azure AD [FHA 42 BTICARY b EEDLK SV OEMRTELETH?

A. 30HTH

B. 90H 4]

C. 365H

D. 148

Answer: A (A —yt—T%#ET)

Ex#FTfEIRE: 61
RORIZRT LI—H —% BT Azure Active Directory (Azure AD) 77> A HY ET,
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Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

User1 (& Group1 OFrE&ETY,
RDBEEEDTIER LE2—2ERLET,
*LEa—®ga1—H— FIL—TD A /\—
Sk S|

*ON—T T IL—T1

*BERE A UIN—(KAN)

UserB D7V ERALEA—%FETTEHDIEENDI—H—TIHM?
A 1—H—1¢La—H-20H

B. 1—H%—30D#&

C.1—H—10#&

D. 1—%¥—1 a1—%—2 a1—4%—3

Answer: B (A —vyt—T%EY)

A7 SC-300 fRES (L GoShiken.com MR SN F-E#E LT LY SC-300 AR RELS !
GoShiken.com hVEx#70) SC-300 FHERMEIRESE 12t L TULVEF, GoShiken.com SC-300 FAE&
BRI EFH T BMENEETISIVET , D GoShiken.com SC-300 fABEEF#S v +3 5
AlE 2 B 5 https://www.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF &l z& &

B EERMNET 30%wiERIBEIS 0 — F: Freepdfdumps)

EFTEIRE: 62
BEED 7 71 BERERTE ¥ D Azure Active Directory (Azure AD) T3+ > kDBHYET , TF 2+
[SIE, RORISRTL—F—AEFFENLTVEY,

Name nole
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 Usér '

Appl & App2 EWSERTIND 2 DDY SO K 7TV EBALET, FO0—/\LEEE(X Azure
AD [Z App1 Z&ERLFT,

Appl [CA—H—%2BNYETHIENTESLI—Y—& Azure AD IZ App2 2 &8k TEH1—
H—2RBETIDLENHYET,

AIZHETILENDY TTH? AETHICE AEEETEYGA T a vEERLET,
FE FELOLWBIRIEICTI ARSI Y AR EShET,
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Can assign users to App1: v
Admin1 only

Admin3 only Ze

Admin1 and AM?BS nly
Admin1Admin2; and Admin3 only
@dmmf' Mmmz Admin3, and User1

Can register App2 in Azure AD%, iw"“ i -
. %% |Admin1 only
\\ Admin3 only
Admin1 and Admin3 only
Admin1, Admin2,;and Admin3 only
Admint, Admin, Adrriha(an@GseH |

Answer:

Can assign users to App1: v

Admin1 only

Admin3 only

Admin1 and Admin:? only
N1, AGming;

AdminT, Adm|n2, Ad

mindonly |
ning] GHd0&er |

Can register App2 in Azure AD. v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only

| Admin1, Admin2, Admin3, and User1 |

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-
assign-users

SR .

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

EXHTEE: 63




contoso.com & L3 £ R0 Azure Active Directory (Azure AD) 77+ > bhH Y ET,
Azure AD ££ %/ (B2B) a5 RL—Y 3y A—H—%—EBHFITHFETT,
—EBEEERT A EZICEOHRITNIELESHE N2 DO/IRT A =R (EENTTHIN? ERITIEFNE
NV )a—>a 0—FHERLET, T EEOEREIZTAEZN 1 RS2 FOMMELHY FT,
A A—)LT7 FLRA
)& 4 L% FURL
L aA—H—4
HEE—

INRT—FR
Answer: AB (A —vt—U%&9)

S

mooOw

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

ExFTEIRE: 64

FCOBEMIE . BLCYFUAZRTIS—EDEMO—TY, —EDOBERICIEZENETN, ED
SON-BEZRH-IHEBOERRNEENTVET Bl Y Mk o> TIE, IELVMERENE
HHHGEELHNIL ELVVBRENSGWVEGELHY FET,
CDEIVVaAaVOEBEMICAEZL-RIE, TOEMICRAZLEEFTEFRRA, ZDH hoDE
BIZLEa—BEREICRTINELA,

Azure Active Directory (Azure AD) 77 > k &[RI#AY % Active Directory 74+ LR bABH Y ET,
Active Directory TA—H— 7 hO Y FHAEJIZHEH-TWSIEETH EMILG-TWH1—H—
[EH]K 30 2ffl Azure AD IZxt L TEREECTEAH &MY ET,

Active Directory T1—H— 7 hDO 2 FAEIICHE->TWSEEIE . TOI—HF—TFHO U R
BE5IZ Azure AD TR L TEREES NGB WK S IZT H2RELHY FET,

fRRE: Azure AD IRRA D — RIREZHEBRLET.

CHNIFBEBZEFLTUOETH?

A. [T

B. LMMVR

Answer: B (A —vyt—T%&Y)

kEw% 1_Contoso, Ltd

BREDRE

Contoso WAV FL IR v FT—4I1Z1E contos.com & LYS & RID Active Directory KA A >
NEENTWET, 2O KA A IZIE, Contoso_Resources & LVS ZRID AR ELL (OU) AAEE
N TLVET, Contoso_Resoureces OU [Z[E T RTHDA—H—,LaVE1—F—MNEFEFNTLE
9,

Contoso.com Active Directory KA A V2 ROKRIZFKTA—HF—NEFATVET,
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Admini Montreal lemie*.k T
_User1 Montreal T
_User2 Montreal | HR

Liser3 Montreal _ HR HReY Y
Admin2 Londong L ( Helpdt-ak
_Userd Longo@ ) b * | Finance ||
User5 < o4 Longon Sales

U5El6 1} ::' LL‘IHdOI"I 1:“‘!.;31.1:3;"!:'.-""""“__“_
_Admin3 = |Seawle | Helpdesk

Lser? Seattle | Sales

User8 Fil paltle . Sales

Usere 0 'i}if%r‘?ré%{ [isEESTm|
Microsoft 365/Azure IRiE

Contoso IZI1&, RD T A &2 AMBELES T 5 TLVS Contoso.com & LYS ZREID Azure AD 75
v EABYFET,

<44~ B8Y 7 b Office 365 T2 —F54 X E5

IVA—TZ5A4XEEY T +EFa) T4«

Windows 10 T2 —75 4 X E5

ooy MEHES

Azure AD Connect [ Azure AD & Active Directory Domain Serverless (AD DS) ORI TR S h
F 9, Contoso Resources OU DH MRS NET,

ANVTTRVEBEX 1 ——RELXEET 58I Microsoft 365 It > 2 —Z EHAMIZfE
RALET,

21— —FEEFFIHTE, Microsoft 365 BB A —%FALTSA VA EZFHTEYZTTL
FT, I RTDA—HF—IZE ROBFNERE, TRTOTAEVANEY B TOATVET,
ARy A 74 RO —H—([Z1E Microsoft 365 BB A —%FRALTCFHTSA U RZE
YEBTEHIENTEFT ROFNERE, TRXTOLI—H—IZT53/EVAMNEYHBTSATL
FY,

ARy A T4 A1 —H—([Z[F Microsoft 365 BEEV AT L AV ANE Y BT ATL
FHA,

T RMIL AT 4 ADA—H—IZIE_ Yammer Enterprise 54 £V ADE|Y BTSN TUWERA,
Contoso.com TlxtF ) 71 DBEIEENEMIZHE>TUHET,

Contoso (£, 7O < =/ FEEEO—)LIZ Azure AD Privileged Identity Management (PIM) % {5
HALET,

F':ﬁ%x?— I‘)‘ N I‘

Contoso [FRDEEEHFEL TLET,

*RE FTRTOANILTTRYEEEIL Microsoft 365 7+ > FE&ADI—HF— SAEURAEE
HBTEET,

*A—H—EBEEL Contoso A T4 RTEICELG S SA o REWZFEITHERT 5D IFXEE
THAEHRELTWET,



*ANIVTTRYEBEE, WETL Microsoft 365 H—EXET TYUADRET VR ETRX N T7Y
TAOTOED I VJIZZ < DBERZEEPLTVWET,

CHRE ANV TROEEEL EAGERORBLGLIC, a——EBEEO—/)LEZFERALTER
DEERFTTEFET,

*Azure AD TOZ4 / — F#%:®#IRT B & Log Analytics SFEIANAIIZHE>TWHRWNWI EERT T
S— AytE—UhARTREINET,

ESNI-EE

Contoso [FRDEFEZEETHFETYT,

EILTH—ERXR IRRT—FK Ity + (SSPR) ZE%E L £, Azure Monitor Z{#F L T Azure &
BE79T4ET4« BTZRHL TFHY MIEBREAZHLODLAI—YF—DS /U REYLETE
BRI LFET, Fabrikam DA—HF—E¢EHEIT—45 T4 00 Ty oR—=2THALEFST 79T«
T BICIXESEERBIDBEICES LS ICA—F—EBEO—IILEERLET,

Appl E NS BRINDH RS LEBE Azure Web 7 T 2FRELET  Appl A4 V2 —% v k
M7 ERATE Azure AD 7HO 2 b EFERLTRIEIESNET,

I—4 T4 VIHMAOHBELI—Y—IC® LT BERZET—Y 70—%FE L T Microsoft
SharePoint Online 44 k JI—T 7TI)VADT7OREZRELET,

Contoso I& Corporation &UL\S = ZBUNY 5 FE TI , Adatum & LY5 Active Directory OU [Z
100 AD#F L LY ADatum A —H—HpERShFEd 21— —([Fa 2 RO EDT MILIZWET,
it EH

Contoso TlI ROBEMEBHZHEL TWET,

* AH 12—+ —(%_AD DS » 5 contoso.com Azure AD 77> FMZREAT H2HENHY T,

* App1 IZ[& https://contoso.com/auth-response #$63 ') 44 LY b URI ALETY,
*FRA—Y DS/ U REYETIE, A—F—ORFERICEOVWTHEMICEIY B TSRS
WHELHYFET,

* Fabrikam 21— —I[& ¥ —4 T« > J & ® SharePoint 4 FZHRX 90 BRI 7V tAXATZE%
WHENRHYFET,

*Azure AD TEITINDIEEBT7IV LV aAaVEEBESINLIBENHY F9 . EEQJ (T 1 FRRET
BBERHYET,

*ANTTRIVEBEL Th TN 74 AADI—F—DI3A LV ADHAEZEETEILILE
nHYFET,

*A—HF—DOEANFHRNRELZATREAHSEE, A —F—([CNART— FOEEZEHT 50
ENHYFET,

Ex#TfEIR8: 65

T COBEMI ALY IAZRTT S —EDQERMO—HMTYT, —ENERMIZIEENEN, ED
bN-BREZE-IHBOBRENEFNTVWET Bt Y MIE>TIE, EELWMERELE
HHHEELHNE ELVVEBREAGTWVEELHYET,
COEVVIVOEMICAELERIE, TNEMICRSAZEETEEREA,  EDEH, ChoDE
BELEa—EEICRTSNELA,



Microsoft 365 73+ > kDY £9,
100 A IT EIEEH 10 DEMIZHINTHEBI S TULVET,
BRIZCRENTWE 7R LEA—%EBLET (BRI Z2TE0)vILET,)

Create an access review

ACcess reviews allow reviewers to attest to whether gsers still need to be in a role

RI’.“-‘I{"-‘-' name *

Description

Start date

I-'r-l:ql..'cn[:,' bionthiy "

Duration (in days) ————————————D

End Mewer

Users

Scope 8| Everyong

Réviewers

Beviewers Preview) Manager s

LT pon completion se

TRTODT7I+EARA LEa— JU TR Rl MeganBowen IZE 2 TRIESN TS Z EAHMY
F9,

ZEFADI F+— v —DENTNDEFADT IV LA LE 2 —4BRICRITRNE LS (CTE0E
nHYET,

BRER ITEBFEL—Y—T7hoobOTONTAEEBLET,
CNIEBEEZEFBLTLETH?

A. [FLy

B. LMMVR

Answer: A (A —vyt—T %K)
S

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

Ex#TfE1RE: 66
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FCOEBEMIE . BLYFTIAZRTIHZ—EDERO—ETY, —EDOHRIZIEENEN, ED
ON-BEZRH-IHEBOERRNEENTVLET Bl Y Mk > TIE, IELUVMERENE
HHHGEELHNIE ELVVBRENSGWVEGELHY FT,

CDEIaVOEBEMICEAZ LRI, ZTOEBEMICRSZLETEFEFRA, ZDHO oD E
BIZLEa—BEREICRTINELA,

Active Directory 7 # L X + &FE#i3 % Azure Active Directory (Azure AD) T3+ > kDB Y ET,
Active Directory TA—H— 7 hO Y FHAEJIZHEH>TWSEETH EMIG-TWH1—H—
[EH]K 30 72ffl Azure AD IZxf L TERREECTEAH &MY ET,

Active Directory TA1—H— 7 hDO 2 FOEHIZHE > TWEIEEEX ZD1—HF— T hHO 2 A
BE5IZAzure AD [T L TERREES NG WK S ICTT HRELHY ET,

RRR: FHMETIOERRA RO —FHBRELET,

CHNIFBEBZEHF L TOETH?

A [T

B. LMVZ

Answer: B (A —vt—U%&Y)
FRBA/SR:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn 25 H K U7 ¥
LREBY)a2— 3 EEETDH EMEY M1

= ATEIRE: 67

BB FEETICIE IR T—FHIRERET I2HENHY EFT,

DC1IZ Azure AD XA — FREDCI—Sz VU rEA VA M—ILLET,
RIAMETRETLLOIMNM BEETDHICE BBFEIY 7 TEUGAT T 3 0EBRL TS,
EE: IEL,L\ﬁ?R TEICT RSV B EShET,

Answer Area

||l Comfigure the Azure AD!Password Pratection proxy sefvice on: IDC'I
{i SERVERT1
B SERVER2

' | el
LT H‘ I' + Wb . Configure the password list: |in Azure AD
i | L/ ~rre vt On BC

Answer:
Answer Area/ | ! \ ,M VW
Conﬁgure the Azure AD Password Protection rro)xy serviceon: |pc1 |
IsErvERT. |
SERVER2
Confi gure the passworc 1 list: (4:‘\ Actra [m;
7 BA
H—/\—1
DC1T

Ex#TE1RE: 68
R—=T T4 V7 BMDHBEEN-EEERNEHZRET IVLENHY FT,
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EFTNEVNNTLLIM EAETHICF BEZET) 7 TENGAH T a vEBERLTILEE,
AR ELVERIEICTRAV AT ESNET,

To configure user access: v
An décess package
An.Access review

A conditional access policy

To enable collaboration with fabrikamCom: v
An accepted glgq'gam‘ osofl

A connecled urganlzatmn
A custom domain name

Answer:
To configure user access: v

An access package
An access review
A conditional access pnllt:;r'

To enable collaboration with fabrikam.com: v
An accepted domain
P« connected organization |
A custom domain name

SH

https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-
organization

EHTEE: 69
v kT —2 21, contoso.com & LNSBAFIDA L T L = XD Active Directory kA1 UAEFEN
TWET, SO RAS VIZIE RORITRT ATz EREFENRTLET,



Name Type In organizational Description
unit (OU) &6\
User1 User QU1 User1 is a member of Group1.
User2 User Oou1 : User2 is not a member of any
A\ * | groups.
Group1 | Security group OUZ-'_' User1 and Group2 are members
s 4NN N i | .of Group1.
Group2 | Security group" A RODUA - G’roﬂp? IS @a member of Group1.

Azure AD Connect 4 VA F—ILLET, KA EOQUDTAILE Y VTHRTEE, KASLY
EOUDTANLA) VT IORIZTRT ESICEBBELET (FAAEOQUDTALEY VT 12T
00w LED),

& Microsoft Azure Active Directory Connect

Domain and QU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

Connected to Azure AD perform full import on the directory.

Sync Directory: | contoso.com v Refresh Ou/Domain 0

Connect Directories _) Sync all domains and OUs

Domain/OU Filtering ®) Sync selected domains and OUs

Filtering 4 [0 contoso.com
Optional Features i L Builtin
i C ter:
Configure empULes

| _Domain Controllers
FereignSecurityPrincipals
L Infrastructure
[ | LostAndFound
Managed Service Accounts
ou1
ou2
Program Data
L System
Users

&I &

B—H—ETNARAD T4 ILE— |BEIF, B—HF—ETNARADT 4 ILE— 1 OHIZFET LS
[CERLET (B—H—ETNRARDITANE— 12 TEI Y9I LET,)



& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

() Synchronize all users and devices

Domain/OU Filtering
Filtering @® Synchronize selected €

Optional Features FOREST GROUP

Configure contoso.com l CN=Group1,0U=0U2 DC= contosa,0€=60m

ROEXIZTDOVWT ELWMEERIE FUZEERLTSESL, £S5 THRWMGEIE DOVZ 7R
LTS,

Statements

User1 syncs to Azure AD.

User2 syncs to Azure AD.

GroupZ2 syncs to Azure AD.

Answer:



Statements Yes No

User1 syncs to Azure AD.

User2 syncs to Azure AD. O O

Group2 syncs to Azure AD. O O

S -

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

EFTEIRE: 70

FUTUIR Ry bT—51Z(%  Azure AD Connect #{#A L T Azure AD T3> + EREAT %

Active Directory KA A4 UNEENTWVET , ROBEHFiHT1=9 & 512 Azure AD Connect Z &Rk
TEDLENHYFET,

* Azure AD AD1—H— H 4 >4 Ul Active Directory KAA > a> bA—5—I2&k > TS

ShHZBELHYET,

* Active Directory KA A > A—H—I[L_Azure AD ZIL T7H—ERX /SXT—FK Iyt v + (SSPR)
ZHERATEAIMNENHY ET,

BEHICIFAZFERAINIELNTIN? BETSHICIE, BEEHETEUGA T3 0FERLT
CfZ&Ely,

FE ELWLMEBIRSCEICT RSV B EShET,

inswer Area

Authentication by the domain controller:  FederatiopWath"ActiVe Directory Federation Services (AD FS) v

Federation with Active Directory Federation Services (AD FS)
Pass-thrbugh authentication
Password hash synchronization

SSPR: ]'F‘assword hash synchronization v
Device wnteback
Group writeback

* Password hash synchronization

Password wnteback

Answer:



nswer Area

EnaﬂoM{ C&@@@f{dqa@n with Aghve_Dmeuog FeQer_Qtl_Qn  Services (AD FS)

| Federation with Active Directory Federat Services AL FS)
Pass-through authenncanon
Password hash synchronization

SSPR: | Password hash synchronization ¥

Device writeback
Group writeback

fl Password hash sunchronization
Password writeback

Authentication by the domain control Qaﬂ‘ahon wath Active Directory Federation Services (AD FS)

Password hash synchromization

&HTHERE: 71

Usert & WV\S BFTDI—H—% S Microsoft Entra T3> A H Y ET,

EEEN Userl ZHIBRLET ROREBFET SRENHY FET,

*Userl 7HO Y FEBRTEDA T a3 vORRKBRIIFTT H?

*Userl ZBLT S-DITHEATESIRLIERDOAVLGZLO—ILIEENTTHM?

BZTHICIE BET) 7THEUGA T3 VvEBRLET  FE ELLNERIEICTRSA U+
NMEINFETS,

= Microsoft

Number of days:

Network Administrator
Helpdesk Administrator
Domain Name Administrator

Answer:



Microsoft

Number of days:

MNetwork Administrator
Helpdesk Administrator
Domain Name Administrator

Explanation:
Answer Area

Number ofidags: [ 30 g ]

Role: | User Administrator >

= Microsoft

xFTIRE: 72
Userl £ WL\S ZRID1—H—% ST Azure Active Directory (Azure AD) T+ > khH Y T,
EEEMNUser1 ZHIBRLE T,
RDZEEZHRTETILENHYFT,
*Userl D7 WY EDBIRENTHALRIBRICT A FEEXTEFEFTH?
*Userl 289 A-OICERATZEARLERODDGLO—LITENTIHN?
RIZHETIVENHYETHN? EEZETSHICIE BETY 7TEUGA T a vEBIRLET,
FEELWLBIRIEICTI RS Y BT EShET,
Answer Area
Mumber of days: h
15
|30

20
180

Usér administratos

Answer:



Answer Area

Number of days @

Ot

£.C =
,Qé

e I
.. Netwaork administrator
Ml soft Helpdesk samigrator
Jomain name ; ._-lnit-.?r.‘-;h:]l

Bl

xFTERE: 73

Microsoft 36S 7+ > kD®HY £9,

SRV E®Y R FEETD HighRiskCountries & WL\S ZRIDZRIfT =S ZERLE T,
SURVOENERT SHE. A— DRSS FEFTCLONLEHZHIRT 2LENSH

YET,
EHHETIVERAR)O—TREAZERT HILENHY FIH? BET HIZIE, MEHRE THEY
BAT avEBRLET,

AR ELWERIEICTRAY AT ESIET,

T umpumumnw #)

A\! A

N

i . | 'n 3
\Y

' i it i
L 1 i I"' 4 "
npdl ?h,zr*) i

Faily m|i|nn|i

Answer:

Explanation:



Configure HighRiskCountries by using: | v
A cloud app or action
A condition

A-grant control
Microsoft A.session control

Configure Sidn-irrfréquency by using: v
A cloud app or action
A condition

A grant control

A session control

SR .

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session

TR 74

fabrikam.com &ULV5 KA A > Z{EHT % Microsoft 365 77+ > A% Y F9, Azure Active
Directory (Azure AD) D45 R FMBHREF RIZRT LS ICERIATHWET (R 2725y
9 LET,)



Guest user access

Guest user access restrictions (Preview) ()

Leam maore
Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite ()

i B!

Yes No

[ |
L i

Members can invite ()

P

Yes No

-\
e

Guests can invite (O

-

Email One-Time Passcode for guests (©)
Learn more

Enable guest self-service sign up via user flows (Preview) O
Learn more

Collaboration restrictions
@ Allow invitations to be sent to any domain (most inclusive)
(O Deny invitations to the specified domains

(O Allow invitations only to the specified domains (most restrictive)

bsmith@fabrikam.com & (V5 A —H—(F RO FKIZRT 1—H— & Microsoft SharePoint Online
FXxaA b SA4TS5UERBLET,
Name Email Description
User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed

resources in fabrikam.com
User3 Userd@fabrkam com A user in fabrikam . com

EQA—H—I2/NRaA— KPR A—)LTEIEShFEFTH?
A 1—H—20D#H

B. 1—H—10O#&

C.1—H¥—1é,a1—H—-20&

D.1—%¥—1 1—%¥—2 1—H%—3

User2 User2@outlook.com




Answer: A (A —yvt—T %KY
S

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

ExFTEIRE: 75

contoso.com & LY &R0 Microsoft 365 T3> kMHYET,

R PA—HY—T O AREMNH-o>TLET,

RDORIZFRT K52, 2—H—I[d contoso.com EDEFEEIZHEEINET,

User email User type | Invitation accepted Shared resource
User1i@outlook.com | Guest MNo Entgrprr;e
application
User2@fabrikam.com | Guest Yes Entgrpr:_se
application

Azure Active Directory Bt 2 —DNEISHRL—2 3 VEEM D ROBIZRT L5120 F

ml—o a3 VHIRBREEBRLET,

Collaboration restrictions

Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

®) Allow invitations only to the specifiegdomalns(most restrictive)

TARGET DOMAINS

Cutigakcom

2 —#H—I[&, Microsoft SharePoint Online ¥4 kA5 user3@adatum.com 44 MMIHBFLE

-g_o

ROBFXIZDOVWT, ELWMERIE RNV ZEBRLTLEEWL, 25 TRWNMESIE DOVA ZER

LTS,
AR ELWERISEICTI ARSIV FBFEESIET,
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Stntenrents IVIICrosort -

User1 can accept the invitation and gain access to the enterprise application. O

User2 can access the enterprise application.

User3 can accept the invitation and gain access to the SharePoint site.

Answer:

Statements Miybsoft

User1 can accept the invitation and gain access tothe ai‘nt'gq‘:ﬁiée application. @

User2 can access the enterprise application,

User3 can accept the invitation anehgain access to the SharePoint site

HTEIRE: 76

Usert £ L\S BHETD I —H—%E L contoso.com & LS ZHID Azure Active Directory (Azure
AD) TH Y OB YET,

Userl IZIZFRDRIZTRT TNA ABNHY FET,

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 MNo
Device3 105 Yes

2020 &£ 11 A 5 HIZ_contoso.com TRDFZFEDFARNZER L TERALET,
21 B

% =% Contoso F|FHR#Y

A—H—(CFBRRHONEEERT S 4
TRTDTNARATA—HF—DREEZROZ: v

EEDBXEAR: 4>

AZHEARR: 2020 £ 12 A 10 H

YE:EAR

2020 11 B 15 BIC . A—H—1ET/\A R 3 THARV1ICRAELFET,
ROEXIZDWT ELWMEEIE EWVFERLTLESWD, 23 TRWMESE DULVE FER
LTI,

FEELWLMBIRSEICTI RS Y I EShET,



Statements Viicroseft

On November 20, 2020, User1 can accept Terms1 on Device1 o

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1 can accept Terms1 on Device3 O

Answer:

Statements

On November 20, 2020, User1 can accept Terms1 on Device

On December 11, 2020, User| can accept Terms1 on Device?2. @

On December 7, 2020, User1 can accept Terms1 on Device3. O

A% SC-300 fHRELS (X GoShiken.com MR ENF-E#& LT LY SC-300 AR ERELR !
GoShiken.com M &x#1 0 SC-300 FAERERER 12t L TLVEJ, GoShiken.com SC-300 FX5&
BREIXRF T, MENEE TS IVVET, &HTD GoShiken.com SC-300 MEEZEY v b9 5
A& Z 5 5 hitps://www.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF & 5%

AL ERMNET 30%wiERIEIS 0 — F: Freepdfdumps)

EHTRE: 77

v kD —2121%, Azure AD Connect Z{# A L T contoso.com & LY &M Azure Active
Directory (Azure AD) 77+ > kIZY 49 & TLV5 contoso.com & LS &R Active Directory
T+ LR MHREENRATLET,

Attire AD Connect (& Server 1 £ WS BRI Y —/N—IZA VA F—)LENTWET,

Windows Server 2019 #3179 5% Server? E WS ZRIDFH L WV —N—ZFEBEHALET,

Azure AD Connect @ 7 T — LA —/N\— H—N—Z2 RS EZREAHYES V)1 —3 T
(X, Server! [CEENRELE LIBEICT T —ILA—N—IZhhDEEERNRICINZ Z2DLELH
YFEI,

ED3DDT7U L a HxBEIZETIAIVENHYFIMN BETHICE. 7o2ar YR D
HEYETYI Y arEREEBICHEEL ELWEFTHERET,
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[
LT H

¢

Migrdeofe ‘dm.wmm a

Answer:

on server2, run full....
on server2, gﬂ'@-dﬁ '

on sever1 ,"run export for all connectors.

1-H—/NN—2TIILEFTLET,
2-server2 Tdelta #ETLET ...
3-H—N— 1T ITRTCOARIIDIT YR R—rEETLET,

=FTEIRE: 78
RORKIZKRGTAI—HF—FEL Azure AD TV BB Y FET,
Name Role

Adminl | Cloud application administrator
Admin2 | Applcation administrator
Admind | Secunty administrator

User] None

Appl EWSERTID T A—TSAX 7T r— 3% Azure AD IZiBHI L  Userl % App1 O
FFEEELTHRELT 77U EZHERAT BRIICAzure AD IZ7 U AT 5 EHDEEEOREN
WEIZIHEYET,

ROBIZTRT LS EBEOREYIV IR MERADNITERLET,

EEEOREVIIR L,




I.-...- ;:hflmli":t:_;rnlll appn “ . . .
il ma e ==Microsoft

o CEN b SO Comderd iddueitd

Beviewe: lype Heviwes
I
'l
v . 1 e
-
Selacted uiers wil recerve ema “ o
- - b

notifcatson | 5
Selacted uiers will recerve requeit -

sxpirabon rerunders
Conpant requei! exprres #1767 Wa il —___-_{:}... arr s e 1
dmin, Adrmund, Admen3, and User! are added a3 reviewers

deCh USers Can revidw and approve the adman Consent requests’?

A. Admm1_Admm2_ Admin3® #

B. Admm1 & Admin2 3 #

C. Admin1_Admin2_ User1®#

D. Admm1®D#

E. Admm1_Admm2_ Admm3_ & & UWUser1
Answer: C (A —vt—T %KY

#TERE: 79

SfEESh-ZEEZYHR— L MFA OBRMEHZH-THENHY FET,
EDWREFERIANETIMN F, 21— —FEDK SV DRMEANIICERETT I OVLENDH
YEITH? BETDICIE MBFEHETEDGA T a VEERL TS,

AR ELVWERIEICTRAY AT ESIET,

Answer Area

Feature: | i M |
An authentig@an Wrethod policy
LA Congittional Agcess policy
hAn MPA&.cegistration policy
'Tﬁe Multi-Factor Authentication Server settings

Grage period: | - I
| days

Miérosoft

Answer:
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i Afﬂ' :

ﬁulh—Factm Authentication Server settings

istration policy

Explanation:

Anywer Area

#TFEE: 80

ANVTTROEBEIZL DMLV ABEDORMEHER/I-IRELNHYET,
EMI@EERL, EOYV—LEFERTAEINTTN? BET HICE BERETEIGA T

VIVEERLTLESY,
TE: WEBRIEIZT RSV bAFESINET,

.
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Object to create for each branch office: v

An administrative unit
Acustomrole )

A Dynamic Usef sécurity group
AnOU

| W W

Tool to use: J v
Azure Active Directory admin center
Active Directory Administrative Center
Active Directory module for Windows PowerShell
Microsoft 365 admin center

ExFTfEIRE: 81
RDRIZTRITI—HY—%E L Azure Active Directory (Azure AD) T3> kDB Y ET,

Lter] Member Yes
Userd Member o TR T T Y
User3 Guest MNo

Azure AD TEBTONT 4 LERBRIANRT A ZBETEADEENDI—F—TITH? @EE
TAHI2IE EEEETEYGA T a vEFERLET,
SEEELLVBIRSCEIZTIRA Y A EShET,

Answer Area

loty tithe property: [lier: onl

i o Uz only

i ared Usor 3 oy
e | A aaid Bl

Usage locatonpriopes e [Uivses anby
Liser 1 and LUise @iy

wm Microsoft

Answer:
Answer Area

M i c ro SOft Job ttle property: userz only

LsarT and UserZ only
Lisee? Jfd User3 only
Llser Y User2] and User3

Usage location property: Rlider anly

User ] ana Users only
Weer? and Userd only
Liser)  User?! and Userd

ExFTERE: 82

Microsoft 365 E5 TR ) T a vk Azure W TRV Y T a v EEHENDGE ROEHL%
BETRELAHY ET,

* 2 —+—h\ Microsoft 365 EEHREFFAL T Azure REI D UIZHA VA U TEBH L5
BLEYT,

*HLWMRET D UEERT SHERZRELET,



EERICEAZERTIVEAHY FI M BET BITIE BEULGHEEZELVEHICFS YT

LEY, SHeET 1@ EH

B, FEFE2LERASNGNEENHYFT AT UYERT

DEN—ERZIVITTEHEN RIO-ILTIBENHIEENHYET,

FHIZIE RS UED

Azuré AD Duilt-in roles

Features

Azure AD managed identities

Azure role-based access control (Azure RBAC)

Answer Area

Ensure that JS8f's can, sign in to Azure virtual machines by
Sing their Microsoft 365 credentials

DelegBite the ability to create new virtual machines

Answer:

e e e T P Ty

Answer Area

Ensure tiat USErS can sigAN to Azure virtual machines by

1 Azure AD built-in
Using their Microsoft 365 credentials: |

roles

Azure AD built-in roles
Azure AD managed identities

Azure role-based access control (Azure RBAC)

Azure AD managed identitie: ! . ; —~—yv_
| R e T S N De|D:P“» the a[’)\h(»’ 10 create new virtual machines Azure role-based access control »A-‘\‘”} RBAC)
e .
|| Azure role-based acces HORGARLIR FBRC). -

——————————— T IAVAR 1@ | 6 )
=
& BR
Features Answer Area

Ensure that users can sign in to Azure virtual machines by

using their Microsoft 365 credentials Azure AD built-in roles

Delegate the ability to create new virtual machines: | Azure role-based access control (Azure RBAC)

RA: - o
Nicrrocntt
IVIICFOSOTt

B
bl

Ex#THRE: 83

RORIZRGTA—HF—%ZEL Azure AD T+ > B Y ET,

Name | Member of Multi-factor authentication (MFA])
Userl | Groupl Disabled
User2 | Groupl Enforced

RORICRIGABHY ET,

Hame Private address space

Public NAT address space

Location] | 10.%0.00M16

&

0L93.15.0/24

Location? | 192 168.0.0/18

193.17.17.0/24

TT Y MIE ROBREFDRMMGESHBRANEENLTNET,

* ZHil: location1

EETEAGAELTY—

* |Pv4 #iFH: 10.10.0.0/16

AR-E)

MFA [Z1&, 193.17.17.0/24 OERETE S iPad FLREELHY FT,

=1 —]

RDEEE
* &7 CAPolicy1
* PRRE

EROEHFAETIERA RO —DHY FET,

oaA—H¥—FfEFT7—-O0—FID: JIL—T1
0TI KRT7ITNVFELIEZTHILaV: I RTDYISHEKTTY

g

ISR ERE T E 29I R T DG

* Tt Al
Avk

*TOERRAEHAT S TER

AL ZERYT B




tyiav ERSh-ar bO—JLIZ0ETY

R O—FEFYTEH A

RDEXHELWMEEIE ELEBRLTLESWL, F5THWNMEAE DWR ZRBIRLTLE
SV EE ELLNBIRSEICTI ARSIV A EZONET,

Answer Area
Statements = Yes No
User] connects to the tenant from 1P address 10.10.0,150, the user will be prompted f6r
MFA
f User2 connects to the tenant from 1P address 10101160, the user will be prompted for
MFA
f User2 conneégts 10 the tenant from IP'address 192.168.1.20, the user will be prompted for
MFA
Answer:

Statements

f User1 connects to the tenant from IP address 10.10.0.150, thiFuseryall be prompted for

MFA

f Useér2 connects to the ténant from 1P address 10, TOML 1 60the user will be prompted for
MEA

f User2 connects to the tenant fromil® addiessiiB2. 168.1.20, the user will be prompted for

MEA

ANV ET

R#TEIRE: 84

contoso.com @ SMTP 7 KL R RR—R #{# A9 % Microsoft Exchange #8f&ih&H Y £9
BEHDO 11— —H_ Azure Active Directory (Azure AD) ~DEILITH—ER A4 27 v TIC
contoso.com MA—JL 7 RLRAZFFERALTWET,
HEER1—Y—28T Azure AD T+ MIa$55 00—/ ILEBEEERZMEBLET,
a—#H—H Microsoft 365 H—E R IZEILITH—ERTHAS 7 v T TESH K S5IZ contoso.com
Azure AD TF U MIaA—YH—F7HAIV FEERTELGVESICTIRELHY FT,

E®D PowerShell AT FLy FEETTEHILELHY FTH?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. E#-MsolfederatedDomain

D. Set-MsolDomain

Answer: A (A —yvt—T %KY

FRBA/SER:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-
signup

=HERE: 85
Microsoft 365 73> kDY £9,
FTRTCDA—H—FEFEEES YT by TZ2H-L>TULWET,
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A—H—[X Wi-Fi 77 2 RAOEFERIEHGEIA LT VERMASEEXETEENKCHY FT,
EfRNSEXTIEE A —F—EA V3 —RY MIT7 IV ERTELHERRAY FT—9IZ5 Y
TryTeEHELET,

L EFRF (MFA) ZEETH5FETY,

A—H—EVE—F A5 —2a30hbED MFASREIAEEZFERATEETH?

A. Microsoft Authenticator 7 7'') Hhv 5> D@40

B. 7 7Y)/RXTJ—F

C. Windows Hello for Business

D. SMS

Answer: C (A —vt—T%#ET)

Windows 10 TIl&, Windows Hello for Business I2& Y  PC 8K UIE/NSJIL T/NAL ATD/INR
T— WAL 2 BERDPIICEZTMAONET, COREE, 7/3N1 RICEEMA T o EHEERE
FIEPINEZFERTI2HLWAEAA TOI—HF—BERIEHRTERINTT,
ZERRFICA—F—DORID 2 BRI TS5 & 2—F—D T /34 XIZ Windows Hello A E%E &
L Windows [FA—H—I[TV T XA F v (WA EDERBILEIEPIN) ZRET HLIITKOF
ER

A—HY—FPRXRFYEETLTESDEREZHRELET, ZD#% ., Windows (& Windows Hello
FEALCA—Y—%ZRAELET,

SR .
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-
methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
overview

axFfERE: 86
SHIZIE RORICTRITLI—HF—ZEL Azure AD T2 BB Y FT,

£ Namme ol of Role
User1 | Application admihistratos
User2 | None .

User3 | Exchange administrator
Userd | Cloud application administrator

ROKRIZRT T TVEFELIHYES,

User1 Calendas.Regd oftype Delegated

User2 CalendarsiRead of type Delegated
Calendars.ReadWrite of type Application
User3, Wsérd | Calendars.Read of type Application
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SHOR) O—IzkY A—F—HERODERIFZEIESATLET,
#HADEI—F—DAL VI —ICFELZERTESDIEEDI—HF—TTH?
A.1—H—3

B. 1—H—1

C.1—%—4

D. 1—H—2

Answer: A (A —vyt—T %K)

ExFTEIRE: 87
Group1 DEIZRY & 512, Group1 £ WS ERID Y IL—F%EEL Microsoft 365 T+ > kHiH Y
x93, ([Group1] 2 T&#=0 Vv o LET,)

App1 DT O/8FT 4 IORIZTT KSIZ Appl EWSBRIDIVA—TSA X F7TU5— 3>
ZERLET (Appl O TONRT 4 12 TEHL YV HI LET),


https://www.jpnpdf.com/Microsoft.SC-300.v2025-01-27.q108-mondaishu.html

Jdsnoodia =~ CONwsoALUIEAL =~ CIIEIPIISeE dppncauorns - App i

|! App1| Properties
** Enterprise Application
«_ L_,:] save X Discard

[i] Delete C Got feedback?

i Overview
@ Oeployment Plan Ensbled for users tosignn?© (PP No )
-_————
A Diagnose and solve problems ® [
Name App1
Manage
Homepage URL ©
il! Properties
Logo ©
& Owners e
&. Roles and administrators (Prev.
&% Users and groups ; k. I 4
O] Mummmucmwm1mmwm

Single sign-on User access URL @

@ Provisioning Applicationip O
] Application proxy L \
C  Self-service

Securi :
v Terms of Service Url ()
& Conditional Access

° B . Privacy Statement Url ©
iss Permissions

@ Token encryption Reply URL (O

T 111/l (0 10] § s

Visible to users? ()

| 21/dc63¢665 D]
03709d22-7061-4007~22a0-04dbdff269cd D
' Publisher did not provide this information D]
| Publisher did not provide this information D]
https:/icontoso.com/App1/iogon Q|

Yes

Appl DtEILT7H—E XL, Appl EILTH— I:“7;JOJIZ7T<'5'J:5(:$§EJ?, LZx3.( Appl LT

HY—ER 12 TEVUYILET,)



Dashoboard > ContosoAzureAD > Enterprise applications > App1

App1 | Self-service |
Enterprise Lppllcaticn Select approvers

@ -

B overview
_ - Usert
(0 Deployment Plan Allow users to request access to this L Yes User1 @m365x629615.onmicrosoft.com

application? @ ——— Selected

To which group should assigned users be  Select Group . User2

'_ |p|-°pe s qf Group1 User2@m365x629615. onmicrosoft com
= Viicrostft —F—

Require approval before granting.access

Manage

Y User3
es No | y
" Ro!esand administrators (Pre__  to this application? © v e User3@m365x629615.onmicrosoft.com

Users and groups Who is allowed to approve access to this  Select approvers @ Userd

Single sign-on application? O 1 users selected Userd@m365x629615.onmicrosoft. com

) Provisioning Towhich role should users be assignedin <5 Selected approvers

& _ this application?* © Default Access User1
= Application proxy User1@m365x629615.onmicrosoft.com

C Self-service

Rremaree

Security
& Conditional Access

. Permissions

ROEXIZDOVWT ELWMERIEX R ZBRLTLESWD, £S5 THEWMEEE DIOLVZE JZER

LTS,
FEIELMEBIRSEICIRA Y BT ESHET,
Answer:

Answer Area

Statements Yes No

The members of Group3 can accessApp*l { 0 @
without first bemg approved by Usert.

After you confi gtlestalf-semce for App1, 0O @
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launéhier MJ&FQSO?% O E

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal b) £ % i < https://docs.microsoft.com/en-us/azure/active-



directory/fundamentals/active-directory-manage-groups c) https://docs.microsoft.com/en-
us/azure/active-directory/manage-apps/application-properties#visible-to-users

B #TfEIRE: 88

contoso.com M SMTP 7 K L X ZEfE {9 % Microsoft Exchange @A &H Y £9,
BHEO1—Y—H_ Azure Active Directory (Azure AD) ~DEILITH—ERX 4 U F7 v TIC
contoso.com MA—JL 7 FLRZEFERALTLET,

HEEL1—Y—%5L Azure AD TF 2 M3 35 0—NILEEEERZRMELET,
a—H—H Microsoft 365 H—E R IZEIL ITH—ERTHA 7y TTESH K S5IZ contoso.com
Azure AD T+ 2 MIA—HY—TFhO U FEERTELBVESITTIRELNHY FT,

E®D PowerShell v KLy FEETTIHIBLENHY TTH?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. E#f-MsolfederatedDomain

D. Set-MsolDomain

Answer: A (A —yt—T#ET)

Bl
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-
signup

Ex#fERE: 89

Microsoft 365 73+ > D HY FT,

FTARTHDIA—H—I[L_ Microsoft 365 H—ERXIZT IV ERT 5 & EIZ ZEFRASE (MFA) [
Microsoft Authenticator 7 7'') 2R3 2 ELAH Y FT,

—EBOI—H—hi5 YA A DERFRHIBE T I Microsoft Authenticator 7 71) T MFA 70>
ThEZITRozEWVWSHENHY F9,

A—H—DRRLTLWELMFAY VIR FEHRE LR, Z01—Y—288HMITOY Y
TEOBENHYET,

fRRE: Azure R—FILHv s BERID (MFA) DA—H—0JOv o /70y BBREEEER
LFET,

CNFBEBRZEEZLTOLEITH?

A [FLy

B. LMMZ

Answer: (&% &RT~9 5)

FETHESHREZTIEBRT OBENHYFET,

SR .
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

RFTRIRE: 90
RORIZRITHREL O—)LEZEL Azure Y TRV ) T avhiby F9,
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Name Type
Role1 Azure Active Directory (Azure AD) role
Role? Azure subscription role

Azure R—AJLZFFRAL T Role3 EWSBRIDHRAA L Azure HTRH ) Toay O—)LE4k
BRI BBEAHY FT Role3 [T BFENO—ILDR—RSA4 Y PO RRAHFAEZFEALET, ED
O—)L%#EH LT Role3 R TEEIH?

A.O—)L2DH

B. fiAAHD Azure TR Y ) T3> O—)LEHAHIAHD Azure AD O—)LDH

C. ##AAH D Azure Y TR 1) T3> O—JL & Role2 DH

D. Role1_Role2 fi#A#& Azure Y TR S 1) T3y O—)L L UHEHA#RAH Azure AD A—)L
E. #8#A#RAHD Azure TR Y ) T3> A—ILDH

Answer: A (A —vyt—T%EY)

ExFTERE: 91

Microsoft 365 E5 73+ > kD HYET,

Appl EWSARIDISIORK TTUEBALET,

Microsoft Cloud app Security Z{ERAL T App1 DUV TFTILEA L YL 3 LRIILDEREZED
[T BRBENRHYET,

EDADDTI L aVEIEBIZETTILEAHYETMN? BETBHICIE, 73> UR L
HEYETY L a v EEEEEICEHL  ELWEFTHERNET,

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy.

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has
session controls configured.

From Microsoft Cloud App 'Security, modify
the Connected apps settings for App1.

Answer:
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Answer Area

Publish App1 in Azure Active Directory (Azure
AD).

From Microsoft Cloud App Security, modify the
Connected apps settings for App1.

From Microsoft Glaud App Security,create a _
session policy VIICrosof

Create a conditional access policy that has
session controls configured.

1 - Azure Active Directory (Azure AD) T App1 Z28BALE T,

2 - Microsoft Cloud App Security /5 App1 DEHRT T DREEZEELET,
3 - Microsoft Cloud App Security Wotv 3> R —FERLET,
4-tya UKlHMERSNE-EHFET IR R O—Z2ERLET,
S8
https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

A% SC-300 fERELS (L GoShiken.com MR SN F-E#K LT LY SC-300 AR RELR !
GoShiken.com HVEx#7 SC-300 FHERMEIRES 12t L TULVEJ, GoShiken.com SC-300 FXE&
MBI ERFH T MENEETTIVNET, &I D GoShiken.com SC-300 &%~ Y F3 5
A& Z 5 5 hitps://lwww.goshiken.com/Microsoft/SC-300-mondaishu.html (34630%OFF 8%

B EERMNET 30%wiERIBEIS 0 — F: Freepdfdumps)

EHTREIRE: 92
v kJ7—4 (& contoso.com & W3 EHIDA > T L 2 XD Active Directory KA 4 Uh&FEN
TWET , ZDORAALSVICIE RORIZETA T FHAEENRTVET,

Name Type In organizational Description
unit (OU)
User1 User OU1 | WUser1 is a member of Group1.
User2 User OuU1 ¢, " 'User2 is not a member of any
A% * | groups.
Group1 | Security group 0U2 User1 and Group2 are members
) | ofGroum
Group2 | Security group®, J{OU1 VT T -Group?2 is a member of Group1.
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Azure AD Connect #4 YA F—JLLET, KALEOQUD T ALY VTHREE, KA
EOUDTANLEA) VT IORIZTRT ESICEBRLET (IFALEOQUDTAILEY VT 14T
V) LEY),

& Microsoft Azure Active Directory Connect - X

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
Connected to Azure AD perform full import on the directory.

Sync Directory:  contoso.com e Refresh Ou/Domain [?7]

L Aiviaa (@ Syneall"domains and OUs
- m ®=Sync selected domains and OUs
Filtering i 4 [0 contoso.com
Optional Features i v L] Builtin
| Computers
Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound
Managed Service Accounts
oul
ou2
Program Data
System
Users

Configure

OEESETL

B—H—¢TNARADT4IWE—1’EIE, B—H—ETNARADT 4 ILA—ORIZTT &S
ICHEBELET (B—HF—ETNRARADITAILE— 12 THEI YYD LET,)



& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering (O Synchronize all users and devices

Disndnmenl @

Optional Features FOREST GROUP

Configure contoso.com lCN=Group1 ,0U=0U2,DC= contoso,DC=com Resolve (V]

ROEXIZDODWT ELWMEEIE EULVMEBIRLTLESWD, 253 THWGEIX ULV FER
LTSy,

Statements Yes No
User1 syncs to Azure AD. 1 O
User2 syncs tg AZure AD- @ O

Group2 syncs to Azul@ AD\ /11 ~rcoft O @)

Answer:



i ~rotatements Yes No

User1 syncs to Azure AD. O @)

User2 syncs to Azure AD. O O

Group2 syncs to Azure AD. | O O

TI—T1OEEDA VN—OHADREAEISNET , JIL—T 2T IL—T 1 DEED A V/IN—T
HEIORPEINEITN  TIL—T20AN—FRHINFEFLEA,

S
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

EHTREIRE: 93

Usert EWVSEZRIDI—HF—%EL Azure AD T+ D HY F£9 , User! IZIE, 2—F—FEE
A—ILAEYBTENRTNET,

ROBHZEFE-T LI T FOABASHRL—a VvEBEEZERTILENHY ET, |
RN A= —MNREYITDEFA—IL 7 RLRAZBETELVESIZTILELADY T,
PR A—HF—[E Userl IZ& > THEHFINEEEIZOBFTFTURMITIOECRTETEZ2LELD
YET,

EDIDDHREFELHERTIVLENHY FIM? EETHICIE, BZEHCTEUGERELERLE
v,

Guest user access restrictions:
Guest users have the same access as members (most inclusive)
Guest users have limited access to properties and memberships of directory objects

Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions:
Anyone in the organization can invite gugst Users including'guests and non-admins (most inclusive)
Member users and users assigneghte specific'admin roles'can invite guest users including guests with member permissions
Only users assigned taspecific adminirolés caninvite guest users

No one in the arganization can invite guest users including admins (most restrictive)

Enable guest self-service sign up via user
flows: No

Yes

Answer:



Guest user access restrictions: v
Guest users have the same access as members (most inclusive)

¥ Guest user access is restricted to properties and memberships of their own directory obiects (most restrictive)

Guest invite restrictions: -
Anyone in the organization can invite gugstisers ihcluding '9liESts and non-admins (most inclusive)

No one in the organization can invite guest users including admins (most restrictive)

nable guest self-service sign up via user
flows: No_ _
r 7
, Yes
L

Explanation:

Box1=1—H— 7Y 2RI BEDTALI M) ATz bOTONRTaEAN—=D 9T
[CHIBRESNFET (REFMBRAFELLY), COEEICELY TR A—HF—FRFYTDEFA—I
7 ELRZRETELRLAY User ICE>THBREINEGRICOATFT U MITIOEATES
L2ITHYFET,

Box2 =HENEBEEO—IICEIYVEToNf2—F—DHNTR b A—F—%BHTEET,
COFREIZCEY TR 21—H—F Userl [Tk >THRBEFSINEGEEIZOATFTFUMITIER
TEHLIICHYZET,

Box3= COHREIZEY FAF 22— —(F Userl hoBEFEINEGEESIZOATF 2 ML Y
TYITTEDLLSICHYET,

= HTEIRE: 94

# L L™ Microsoft 365 E5 73> F&EERLET,

A—H—HES IP 7 KL XM 5 Microsoft 365 R— 2 JLIZHE#H T 5 & T2, SERBEL (MFA) &
FRTEHELEIICKRDEIAVE—IDRREINDKLIIZTEILELAHYFET,
AZHZRETNIEEINTL & S5H?

A 1—F—1JRYR)—

B. MFAZ %R 1) o —

C.HA ALY RYKRY —

Answer: C (A —vt—T#ET)

FTEIRE: 95

Microsoft 365 7+ > kD®HY £,
Azure Active Directory (Azure AD) 7TF > k& A > FL = XD Active Directory KA A > & [E#]
LET, FAS VIS RORISFTY—N—DEENET,

NeméicropoftOperating system Configuration
Serveri Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Server3 Windows Server 2019 Azure AD Connect
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KA 3 bA—F—FA 03—y FEDBENTELGCRYET,

Server1 & Server2 IZ Azure AD /AR — R{REEEHELET,

Windows Server 2019 #3179 % Serverd E WS ZRIDFH L WS —N—FEBEHALET,

1 BOY—N—IZEELKELIIZEAETH Azure AD /SR — RRENS I EREHEET L %
RIIRENHYET,

Server4 [T #RE T HIMENH Y F£IH?

A.Azure AD 3% k

B.Azure AD 7 77— 3> FOxd

C./SRT— FEEBEHMHY—E X (PCNS)

D. Azure AD /AR D — FRETOXL H—EX

Answer: (&% &RT~9 5)

S

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-

on-premisesdep

=HEIRE: 96
Azure AD T+ rHHY FT,
RORICRTIRIEETLET,

gme IVIICTOSOITL Task
March 1 Register four enterprise applications named App1, App2, App3, and
App4.

March 15 | From the tenant, update the following settings for App1: App roles,
Users and groups, Client sécret, and Self-sérvice.
March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service.
March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service.
March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service

48581z &AL Appl. App2 App3. 8L U Apps ZHIBRLET,
TIT)EREEERTIMLELHY FT,

4 A16 BIZEXTTESR7TJIXENTID, T 4B 16 BIZCAppd DEDZREEZETTTEET
N EETBHICIE, AEEETEYGA TS 3 U EERLTLEZEL,
FEEELWMLMEBIRCEICTIRA Y I EShET,
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Answer Area .

Apps: | App3 and App4 only ':_I
No apps

App4 only
App2i App3, and Appd only
Appl, App2, App3, aiid App4

App4 settings: [ App roles, Users and groups, Client secret, and Self-service v
No settings
Self-service only

pp roles and Client secget only

Answer:
Answer Area
Apps: l App3 and App4 only N 1]
No apps
App4 only

App3 and App4 only
App2, App3, and App4 only
Appl, App2, App3, and App4

App4 settings: [App roles, Users and groups, Client secret, and Self-service v
'No settings
Self-service only
N App roles and Client secret only

Explanation:
EHREBEEDRAV)—ray b BRBAFBBNICERSNELE
Answer Area

Apps:  App

=5 l:il'f' LI\ '||
R - -
‘:ﬂ Msﬁtlrﬁs Jhﬁ ) %il >s, U\,Pn and groups, Client secret, and Self-service

=HTEIRE: 97

Microsoft 365 77+ > FhBH Y £,

ERFRNRREL-A—Y 2B ETIRELNHYFET , VI a— a3 VIEROEHERH T
EhHYET,

*EREBARBLEZRVOHDII—Y—IZKBIDYA A,

YA A VEFVRIAR FELTHRWVWET,

*A—HF—NT TV —L a3 VT RATESLSICLENS YR ZEFT 5 -HDFIE
FEBLICERELET,

fAIZESRETLLOIMN BEETHICE BEFEIY 7 THEUGAH T a3 vEBRLTLESL,
FEELOMBIRSEICTI RS Y bMIEShET,



FUITSWCT AT T

1 ERcOERTialsas B Dall Skl iS@ie] aBuBetcTive [
Aol
d

To tnigger remediation, uses 1 Clier

€ t ! sk, ¢
PP protecto
1141 Of tr
S5V ha
Answer:
Answcr Arca .
! i | A h £ . =
ntials as high-nsk, use: [iaz v DI CIony (A7 RS CO 8 Ay o 18 11D F = N = ¥
Al nrectory (G NERD) IRty R anSg&nent TR M
Tl Wihe W L Hhaiveis o i finmiles
Salf cervic 1ol resPEIE PR
To trigger remediation, use Chicala RN ot virtPiodern authenticatiorn i 1
Ceuvic@state
= el
Lsiglr onsk. )
L)oo gtion
U sl 415
ot B | bl 1| | 5 el ok ¥
ate the riskd ﬁek'-ltl Woply app enforced restnictions 1 ‘

BTo<K actessr T T =
LT ] 8] it

kEw% 2 Litware, Inc

B

Litware, Inc. [&_ fabrikam, inc & W\ FEUFHFORESH TY  Litware FARRA M EST ML
(A T4 REBATVWETA REBITKELLICOWET KEBX VPNEHKEZFEALTES
SHODA T4 RIZYE—FTEKLET,

TFATUoTAT4RE

v bIJ—2I1Z1F litware.com & L3 A HID Azure Active Directory (Azure AD) T+ > M2 ¥
2 Eht= litware.com & LS5 & HID Active Directory 74+ LA kA EENTLVE T, Azure AD
Connect (/XA RJIL—EREEH#FRAL /SAT— K Ny aRITEMNCLE->TNVET,
Litware.com IZ[&, T RTOT7 TV —2 3 VEAREZEET S Userl EWVS1—H—hALVE

¥, Litware [£ Azure AD 7 75— 3y JAXERELET,

Fabrikam [Z(% fabrikam.com & ULN3 & EID Azure AD 7+ > FA®H Y £9, Fabrikam O 1—
H—I&_ litware.com 7+ 2 FDHT A~ 7Hho Y b EFEHLT litware.com D) Y —RIZT IR
LET,

957 FIRE

Litware D3 X TH1—H—IL_ Microsoft 365 Enterprise E5 5S4 VXA #fRALTLE

9, Microsoft Cloud App Security ICHARAEN TSI TRTOEERER) O—DNERIZH-T
WET,

Litware IZ1& . litware.com Azure AD 77+ > MZBEER T 5tz Azure Y TRH ) T avhiHy
FI ,HTARY ) TS 3 IZiE Azure Active Directory I+ %4 2 & Office 365 ARV 2 Z#EHT
% Azure Sentinel 1 VAR VADNEFENTUVET,

Azure Sentinel (XIRTE _Azure AD A4 A4 > AT LEBENTERELET,

AT I RERE

TUTLER XY FT—VI2IE RORISERTH—N—DBEENTVET,



(i Name. | operating T il """H rilwﬁu m ~ m
EJW WMMM HMHW”JHIM (LN M“ 1mm
DC Boston Domain controller for litware.com
SERVER1 B

Proxy connector
SERVERZ2 BasSton ;:h:d;::t‘:z:semr that uses Azure AD

MA®D Litware 7 4 REA 22—y FMIEEEGELTWET MADA 7 4 R Y4 ~E
VPN 2 ERAL T Azure Y IRV ) T a vHDOERERY FT—JI2HEBKELTVET , TXCT
DAVTLIR FAS A bA—5—[FA V3 —FY M7 ERATEEFEA,

EEEH

Litware Tl ROFEEBIBFEESINTUVET,

* Azure AD Privileged Identity Management (PIM) AL T S HEO0—IILDEEBE*ZELET,

*MERD L A —F —Hlitware.com Azure ADTF > MZTF7 TV r—2 a3 U EZBHFTERLNES
ICLZET,

CTFATUTATA HRFURIZEHRBL ABOTENAREL TOTSLEFRLET,
*User! M Azure AD TI VA —TSA XTIV r—2a v EERTEDEEHALET . &
INERRDRAIZFERALET,

AU REY

Litware [L&3f litware.com Active Directory 7 # L X b IZ LWLicenses & WV\3 h XA L A —H—
EBHEEEBMLELR:,

Litware I&_ LWLicenses BEDIEZZEE LT Azure AD SA U ADE|Y B THEBEL-L\&E
A TWET , LWLicenses [CHEHYGEZHF DA —F—X BULSTA 2o ANEIY B ToNT
Microsoft 365 ¥ IL—JICEEIMICEMINIDLELAHY T,

EEEMH

Litware [&_ Litware W3 XT®D Azure AD A—H— 7 hHO U b EEH, TXTD Azure AD X +
ThoY EBRNT D LWGroup! EWVWSBARTIDTIL—TZEZERLI-WEEZTWET,
RELEH

Litware TI&X, ROZBIAZEHELFANSNET,

*FARTO Litware 21— —[2xt L TEZERBIE (MFA) =& L FT,

* Litware DR A > A7 4 AH S Azure AD ~DEREEIC MFA 23 51— —%K9 L E
9,

* litware.com 74 LA FDEIE/NAXT—K YR FEEELFET,

*FUTULIRDT IV =237 AT HESICMFAZERALET,

*HERICIRE L -RAEREEMIICEE L BELEY

TOEREH

Litware [&_ Litware W3 RXT®D Azure AD A—H— 7 hO U b EEH, TXTD Azure AD X +
THo2 bEBRSNT B LWGroup! EWVWSERIDTIL—TH#ERLI-WEEZTWET,
EREH



Litware (&, Azure Sentinel @ Fusion JL—)LZFERAL T 5 L LY Azure AD 4 VA4V EEFNIC
5t < EE 7 Microsoft Office 365 77 74 ET 1« DHAEHEEZESOIILFRAT—IUFHRE LT
WEEBZTWET,

E#EIRE: 98
£%11Z1%, Contoso East & Contoso West & LV5 2 DDOEFAH Y £, @A DEFID Microsoft
365D 7—FF I F v & ROBITKLET,

Contoso Waest g Contoso Eant 13
Microsoft 365 ( Microsoft 365

Tenant

r

[ enam

Acure Actve

Directory Lirectony
Corusact Connect

Contoso /' Contosa \
West AD \ / Fast AD

Forest \ s Foresl N

Contoso East %B.F'E]G):L—*f—l:\ Contoso West 77 > k@ Microsoft SharePoint Online ¥4 k
NPTV ERFZENYHRTHIRENHYET, V) a—2 3 0TI EBMND Microsoft 3G5 54 2>
AEBEHYFEA,

fAlZgNETL&LIA?

A. Contoso Cast MEEFM Azure AD Connect H—/\— %R L T Contoso East Active
Directory 7+ L X k% Contoso West 77> MZEHLZE T,

B. 2 B M Azure AD Connect —/3—% Contoso East IZ5 704 L _Contoso East Active
Directory 7 # L X k% Contoso West T+ > MZREAT AL S ICH—N—%BRELET,
C.ContosoWest 7+ > hTAzure AD 7 75— 3y 7AXF#ERLET,

D. Contoso East 1—#—% Contoso West 77+ > FDHF A FELTHBEFELET,

Answer: A (A —vt—U %% 9)

EHTREIE: 99
Azure Active Directory Premium Plan 2 5 4 - > X ##5D Azure Active Directory (Azure AD) 77
DEBRHYET , TFTUMIF RORICRTI—HF—NEFNRTLET,
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Role
Cloud device administrator
Dewce admmlstrator

ROBIZRY TNA RBRELHYET,
£33 Dewces[ Dewce settlngs

'Microsoft

2 Eﬁ save X Discard feedback?
LH Al devices
Users may Joln devices to Azure AD O

& Device settings @D scecec  tone )

€} Enterprise State Roaming
Selected

&> BitLocker keys (Preview)

. Diagnose and solve problems

Activity Users sers may register th register their devices with AD @ o m
E Auditlogs { 4 Q

e Bulk operation results (Preview)

AD registered require Multi-Factor Authentication @
Troubleshooting + Support

4 MNew support request )
A\ We recommend that you require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device setting to No if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user &

Additional local administrators on all Azure AD joined devices

Manage Additional local administrators on All Azure AD joined devices

User!l [SIERDRICTT TNA ANHY £9,

Name | Operating system agﬁvice identity
Devicel | Windows 10 |
Device2 |iOS ( "*?1_“% s
Device3 | Windows ],&Q‘ ) Azure D registered

Device4 AndrdidL Azure AD reqgistered
ROEXIZDNT. ELLMEAE U EBIRLTCEI0, 25 THANMEAE [V %2R

LTSy,
FEELVERIEICST RS Y bAFESNET,
Statements Yes No
User1 can join four additional Windows 10 devices.to Azure AD. : Q| O

I .
Admin1 can set Devices to be Azure AD joined or Azure AD registe@'récﬁﬂel Crgs Oﬁﬁt
Multi-Factor Authentication to Yes.

Admin2 is a local administrator on Device3. SHNEe
Answer:



M | ¢ platempents Yes No
User1 can join four additional Windows 10 devicesto Azure AD. ECZI O

Admin1 can set Devices to be Azure AD joined or Azure AD registered require fD:I Q
Multi-Factor Authentication to Yes.

Admin2 is a local administratoron Devices. O :_C: f
Explanation:
Ry o 1 (F
A—HY—([E5EDT/NM A% Azure AD IZBMESEE T ENTEFET,
Ry o R2: (FL
R/ S ARV

BMOO—AILTNA REBENBTRIATULVETA
S8 .

= nn

https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

B #EIRE: 100

fabrikam.com &LV KA A > Z{#HT % Microsoft 365 77+ > kA% Y F 9, Azure Active
Directory (Azure AD) D47 X FBHFREX BISRT KSR TOWET (B2 7%y
7LFET,)

Guest user access

GUEST USET JC0Es restrictions (Preview)

:‘) 5-~5| users have the same access 3 members (most melusne)

.' Guest users have imited access to properties and Mmemberships f directo ry obgects

Yo i b T o e e iy fomim g ap P T
'-‘__-) Guest user access s resincted to properbes and memberships of thesr cvn directony n.';_.E CLS IMOST resinmcine,

Guest invite settings
Admins and users in the guest inviter role can invite

Mo

Members can invite

Guests can invite

ves QD

Email Ome-Time Passcode for guests

- -

Enable guest sélf-service sign up via'user flows (Préview)

Collaboration restrictions

f‘ Allow imatations 1o be sent 1o any domain [most inclusng

_‘- Deny imatatiens to the specified domains

O R invitations only to the spacified domaans {most restrictive)

Wl 1W



bsmith@fabrikam.com & LV5 A —H—I[& ROFKIZRI 1 —H— & Microsoft SharePoint Online
FXaA bk S4TS)EHRBLET,
Name Email Description

User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed

User2 User2@outlook.com resources in fabrikam com

User3 User3@dfabrkam.com A user in fabrikam.com
EDL—HF—IZIRROA— KN A—LTEESNETITH?
A.1—H—-20H#

B.1—H—10O#&

C.1—H¥—1,a1—H¥—-20H

D.1—%¥—1 a1—%—2 a1—4%—-3

Answer: A (A —vyt—T%FEY)

S
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

=FTEIRE: 101

Microsoft 365 77+ > khH Y £,

EUHMETIERRARY)O—E EFHEFETIER R)O—ORIZTT LS ITEBRLET, (&4
MFETF7OERRRIO—=12TE#UI)VILET,)
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A—H—EEEO—LOBYETE, B—LOFYETIRRISRENTVDESICRTEINE
E Itl—)bd)illUé’Cnrl'\%n_‘—’JU v LET,)

| lmm>ﬁhﬂ-ﬂdlﬂmmrmlcmwﬂn?

ROEXIZDNT. EOXAE LMEA r;tuﬁﬁ%ﬂuasa“ Z5THNESIE VO FE
RUET,
SEE ELOVBIRSEC RS Y S ShE,

Yes No

il

o

m— |y

|9- | Q
) q * Active Directory admin center, and then activates the | al >

User administr. ﬁ will be prompted to authenticate by using multi-factor

B
[FLy
[FLy
[FLy

FTEIRE: 102

Userl EWVSERTIDI—H—%EL Subl EWVLVSBRHID Azure Y TRV YT avhihbUET,
User1 A% Sub1 M Microsoft Entra Permissions Management 54 VR ZBATE S L #HEDR
TEIDLELRHYET,

V) a—2 a3V ER/MERDOREIZH S BEAHY FT,

Userl IZEIY HTHAREZO—LIXENTTH?

A.FO—NLEESE

B. E[REEEEE

C.A1—H¥—TFULREEE

D. R&EEE



Answer: D (A —vt—C%#EY)

R#TEIRE: 103

Department1 & LS ZETDEIRE I % ST Azure Active Directory (Azure AD) T+ > kDB Y F
9,

Department1 [Z[ [1—H—] BRICR RSN TWSA—H—HRWET (A—HF—]2T %5
J)w o LET,)

Department1 [Z[& [ IL—T| BRIZCREATWBRTIL—THEHBYET, (FIL—T 2 T%5
Jw o LET,)

Dashboard > ContosgsuseAD > Departmentl Administrative Unit

o Departmen 1 Admmlstratrve Unit |Gr0ups

Azure Active Directory

- -+ Add Remove D Refresh == Columns __Gl" RheWlpw features D Got feedback?
> Search groups A 1( J‘? Add filters
Name : _ _ Group Type Membership Type
[:] ;8 Group1 G O° Security Assigned
D el Group2 Security Assigned

Department! [Z1E_ [B|Y B T] BRICREINTWSA—H—EBEDEY L THAHY T, (BIY
LT TEV)V I LET,)

Dashboard ContosoAzureAD Identity Governance P -'1-'\(.‘ Identity Management ContosofzureAD
. User Admlnistrator | Asmgnments
ivileged [dentity |
+ Add assignments 03 Settings 'C\ Refresh & Export 0 Got feedback?
| T
Eligible assignments Active assignments Expired assignments
arch by member name or principal name
MName Pn'ncipal name Type Scope
User Administration
1 &ME6 629615, onmicrosoft.cor User Departmentl Administrative Unit (Administrative unit)
User Directory

Group2 M * /\—[F Group2 B RIZKRTREINE T, (Group2 2 T&# U v I LET,)
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Dashboard » ConfesolgureAD » Groups Groupd

Ja Group2 | Members

raup
Mrit@ero S‘G f@ fefresh [ Bulk operations ~ == Colemins & Preview features 7 Got feedback?

ﬂ Thet page mciudes previews Svadablé for pour evahation. Vit pesmevws =»

Direct members

Hams

RODEXIZDODVWT, ELWMGARIE RNV ZBRLTLEEWL, £S5 TRVNEEIE DOVA1ZER
LTS,
AR ELVWERIEICTRAY AT ESIET,

Statements f Yes No
Admin1 can reset the passwords of U_sel-’.i_ and User4. @) @)
Admin1 can add User1 to Group2 O O
Admin 2 can reséiﬁe‘mmﬁgﬁ. O O
Answer:
Statements Yes No
Admin1 can reset the passwords of User3andUserd. O e}
Admin1 can add User1 to Group 2 — Mic I’OS’Qi i
Admin 2 can reset the password of User1. 0! O

B1LL]



Statements Microsofes o

Admin1 can reset the passwords of User3 and User4. O o]
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. QO O
SR

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

EHTMEIRE: 104
oy kT —%12(&, contoso.com & LNS ZRIDA > T L T RD Active Directory F A A UAEEN
TWET , ZDORFASVIZE RORITRI ATz FREFENRTUET,

In organizational Description

unit (OU)
ou1 LIser1 is a member of Group1.
Ou1 User2 is not a member of any

groups.

Security group User1 and Croup?2 dre members
of Group1.
Security group Group2 is a member of Group1.

Azure AD Connect #4 VA F—JLLET, RALEOQUD T4 LAY VTEREE, RALY
EOUDTANAY T IORISET &S ICHRELET (KALLEOUDTAILRY LT 18T
0y LET),



& Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

Connected to Azure AD perform full import on the directory.

Sync Directory:  contoso.com b Refresh Ou/Domain [7]

Connect Directories ' Sync all domains and OUs

Domain/OU Filtering ®) Sync selected domains and OUs

Filtering i 4 [[] contoso.com

Optional Features 5 b L Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound

Managed Service Accounts
oul

ou2

Program Data

System

Users

10

Configure

DOoREOE000

Previous

B—H—¢TNAAD T4 IWNE—1’EIE, B—H—ETNARADT 4 ILEA—DORIZTT &S

ICHEBELET (B—HF—ETNRARADTAILE— 12 THEY Y HLET,)

& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync )
- -.-me.dr Directries ()
Domain/OU Filtering ) 'Synchronize all users and devices

Filtering @ Synchronize selected @

Optional Features FOREST GROUP

Configure contoso.com Ia\i=Group1 ,0U=0U2,DC=contoso,DC=com

Previous

ROEXIZDONT, ELIMBAE UL EBIRLTLESID, 25 THWMESIE D\WVE 2ER
LTS,



Statements Yes No

User1 syncs to Azure AD. O O

User2 syncs to Azure AD. O O

Group2 syncs to Azure E) Microsofp O
Answer:

2589
T274hNA—HF—AE3—TxA R 7TV r—2avOHAEEFMICERSNET
Statements Yes No
User1 syncs to Azure AD. m O
User2 syncs to Azure AR () A L e [e)
Group2 syncs to Azure AD. O] O
5- Microsoft

G—T 1 OEED A o A—OHBRPENET, TI—T 2 [T —T 1 ODEED A 2R—T
HA-ORPENETH TIL—T 204 UN— AR ST LA,



SR .

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

Ex#T[ERE: 105

Azure YT RH 1) T3 vEaEEHTY,

IR MLAY FEENS HRAS LILE#EEEZ ST Catalog! E WS EFIDHEZOT EFERT

AFETY,

A Z4ER L, Catalog! ZE2H T 51-DIRIZFERAT ILENAHY FIH? BET HICIE,

EEEHE CETGA T a v EBIRLET,

AR ELWERIEICTRAY AT ESNET,

Answer Area
Firsticréate:  An Azure Automation account b
A managed account
An Azure Automation account
An Azure logic app
Distribute Catalog1 by usifigi™] A vl S r:x'*""'“jj | T
L y 1‘3:__’- | | ILf-_,
A workflow
An access package
Answer:
Answer Area
First create. 1 An Azure Automation account g
Explanation:

A0/ 0—X7 v JHRBIEFEESMICERShFE LT

Answer Area

=HfERE: 106

First create:  An Azure Automation account

! Dlsp%u]t@e E;wg% ﬂ using: | A playbook v

RORIZRITF—aAvTFHF—%28L Azure TRV ) T avhibyFEd,

v
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HIRY)Toavl

6RA18I

AMINMEROTH S 3 v EEFLET,

~

Certificate! & LN RETDIIBAEFHIBR L ET

)

* Key Vault1 s

2Ly bEHIBRLEY

&l Iy EERLTL

Secret1 & LNS &ARID S

B
SWT, ELWL

* KeyVault2h

RDEXI

EiR

A%

S, EDTRWESIE Dy
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15
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EEh,

LtTK
FE:

EIS1RA U RAMEE SR
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IE L LVESR

Answer:

S EREI AL !

FEE (X GoShiken.com AR I =& LT L) SC-300

i

A% 7% SC-300

B

GoShiken.com A &M SC-300
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RFTMERE: 107

£4$t(Z1& contoso.com & LY5 & EIMD Azure Active Directory (Azure AD) T+ > bA®H Y £,
B4t (XApp1&E VS WebH—EXRZFBHELTWET,

App1 HY Microsoft Graph Z{#M L T contoso.com DT« LY k) T—R2 &5HWMBHZ EMNT
TLLEHRTILENHYFET,

EDIDDTILAVEIRBICETIILEAHYFIMN BAETHIZK . 7Ioary JR D
S@EYNGET Va3 v EREEREICEEL, ELWEFTESRET,

Actions Ares

[Erssie e repetrion Microsoft

Ny
A & gieaip clasm

e T—
S S

Gﬂm adrhm oA

|Mdd=hq @t perrmEsuions.

Answer:

Answer Area

Create an app registration.

Grant admin consent.

Add app permissions.

1-7T)EBREERLET,
2-EBEDREEEAFET,
3-TTYDHERZEMLET,
S

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

#TfEIRE: 108

B -DE1E(Z1E Microsoft 365 TF+ > kB Y ET,

TRTOHOI—H—IL Windows 10 #34T L _ Azure Active Directory (Azure AD) 73+ > k250
LTWbavEa—43—ZMALTVET,

1t Servicel EWVWS BRI —FRK/IN\—TFT 4 959 K H—EXIZHMALTULET, Servicet
(&, OAuth I[ZED < Azure AD BBSF E &R EHAR— kL TULVET, Servicel (£, Azure AD ¥+ 5
) =[S TUVET,
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A—H—DFBHAERHDONSZ Z L7 < Servicel [TEBKTEDELIIZTHYYa—a &R
TEILENHYFET VY a—3>oTlE a—F -~ Azure AD 2L TWSavEa1—42—
MBDH Servicel [CT7 I EZRATELELSICTTAIRENHYET , VI a—2 30Tl EEHDOF
HhERNRICMZABENHY FT,
BEHICH LTI ZHRITRETLLHIMN? BET BHICIE, BEBETEYGA T2 3 0 %EER
LT a0y,
EEELVEIRIEICT RS MG ESINET,
Ensure that the users can connect to Service1

without being prompted for authentication: v
An app registration in Azure AD
Azure AD Application Proxy
An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Servicei only
from the Azure AD-joined computers: v
Azure AD Application Proxy
A compliance policy
A conditional access policy
v (hAn @At policy

Answer:

Ensure that the users can connect to Senice? VIICIOSOTL
without being prompted for authentication: !

An app registtation in Azure AD

Azure AD Application Proxy
enlerprise application in Azure AD

A'managed identity in Azure AD

Ensure that the users can access Senicad only
from the Azure AD-joined computers

Azure AD Application Proxy

A comphance policy
A condional access policy

An OAuth policy

SR .
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-
devices
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