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Add's Microsoft Sentined data connector for Azune dctive Directory (Azure AD).
Add a Microsoft Sentinel data connectorfor Microsoft Defender for Cloud Apps.
Onboard the servers ta Asure Alc.
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* Microsoft Teams F + R JLAT®D Waging 7 5 — b #HHR—

BERICIEMEZEHEIRETL & IH?

A T—2a%90 %4

B.7LA4TvYy

C.O9—07TvYy

D. KQL

Answer: C (A —vt—U%5&9)

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook?tabs=LAC

EXFTERE: 22

Microsoft 365 4 7R 1) 7 a3 v HEELTY

RODTITAETAZERTHICE Xa)Tq0 V)a—2 a3 EHBETINENHYET,

CREINAEEOHII—YF—TFThOU b

* Microsoft SharePoint Online ™5 7 7 A/ ILD—EF Vo O— FEEFTT 51— — KTV T«

ET 4 DERBAEICIIMAZEDILELAHY FIHN? BZZADICIE BENGaVR—RU FFIEL

WPOTAETAICRS Y Y LET . RAVR—R U MI1RFERTSIEL EHEFERT S

&Y FoKFERALANWI ELTEE T, AVTUVERTTAIZE, R4 VEITHEIN—%
FSvIddMN RV O—ILTE2LENHDIEELHY T,

FREMBOERILN RS FOMELHY FT,
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Answer:

EXHTREIRE: 23

HET-ORLFT—2 % Azure IZBITLTVET, T2 ICEBEAZHEETES51ER (PI) AEF
hTWET, R#tlE, Azure ® Pll 7—%4 X k72 Microsoft Information Protection Z{ER9 %%
ETT Azure ) Y—RAATYRIIZETHEINTWAPLL T—2%HBET 5V )a—a s
BILRENHYFET,

HRZEHC(IMEEHDIRETIMN? BETHICE, EEBEETEYGEA T a o EBRLTL
&L,

FELGERT BEUICTT RS FOMELHY 5,

To connect the Azure data sources to
Microsoft Information Protection: v

Azure Purview

Endpoint data loss prevention
'Microiof_t_ Dg?é_n_de_r for Cloud Apps
Microsoft Information Protection

m To triage security alerts related to
— Ietearees tiapdoiiiain Pii data: 5

Azure Monitor

Endpoint data loss prevention
Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps

Answer:



To cnnm tha A
Microsoft Information Protection:

Azure Purview
To triage sgcu
reseun:ﬁ ‘%m

End peint data Iuse pr&ventlun

Azure Monitor

| Endpoint data loss prevention
Microsoft Defender for Cloud'
Microsoft Defender for Cloud Apps

Bl
T3 74N A1—HF—A2E3—T1A4A R TFAM 7TV r—2a3 DEBAABEEREND

To connect the Azure data sources to
Microsoft Information Protection:

Azure Purview
Endpoint data loss prevention
Microsoft Defender for Cloud Apps

Microsoft Informatlon Protection

To triage security alerts related to
resources that contain Pll data:

Azure Monitor
Endpoint data loss prevention
Microsoft Defender for Cloud

Nifrm%ﬁder for Cloud Apps

T—3DORERICEDOWTEX AT A7 aVICBRIBREZ/TET,
https://docs.microsoft.com/en-us/azure/defender-for-cloud/information-protection, Azure SQL
Database Azure SQL Managed Instance Azure Synapse Analytics (Azure ') ¥V —X % Rl#k) 2D
WTIE. RDEBYTY,
https://docs.microsoft.com/en-us/azure/azure-sql/database/data-discovery-and-classification-

overview?view=azu

TR 24
SharePoint Online & Exchange Online D T—43 #{R#& 3 51O DEIR Z[RETT HIDLELHY F
T .Y)aAa—=23vE 7T =23 o0eX ) TAEREE - LTWARENRHYET,



B TERAIARZT2 DOY—ERFENTIMN? TNENDERET BREO—FHEZRLTULE
T.,/— M IELGERTZEUISTRS Y FOMIELHY FT,

A. Azure AD &FHFET7 IR

B. 7 5 K 7 7') [+ Microsoft Defender

C. ¥ 52 FH Microsoft Defender

D. T kR4 > kA Microsoft Defender

E.Azure AD TO7 YV RALEx1—

Answer: (&% &RT~9 5)
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session#conditional-access-application-control
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-integrate-
with-microsoft-cloud-application-security

= HTEIRE: 25

B t=-ME1t(X  Azure Active Directory (Azure AD) B2C B3 3EFERERKITT IV 44— 13
VERFELTVWET,

T35 — 3 2IE App Service Web 7 7 ELTT7RA SNET,ID EEOKENST TV
r—2a ERETHEODV ) 2—23 ET TV = a3 VEARF—LICHRET ILEND
DEFT,ED2 DODEREREOLFETI? TNTNOERT BRKO—FEZRLTLET, T
ELCERTBE-UIC1HRS Y bOMIESHY £9,

A. Identity Governance M/S Y —JIZF7 A LET

B.Azure AD B2C DA R4 L 1) Y—RFiAE/NR T — K&E#IE$R (ROPC) 70—

C.Azure AD & HE7 VR EA—H— JO—ELXUVHRZ L KR O—DHE

D.Azure ADB2C DAY—+r 7ho AYI Tk

E. URVBRHEEERTH-HD Azure AD 7—9 T v Y

Answer:C,.D (A —vt—T%EY)

FTfEIE: 26

Litware @ Azure AD 7+ > MZIDEFXa)Tq4 VY a—2 a3 EHRETILELRAHDYET, V
)a—>3v(E, ID EHLERBETEHERB -LTVLIRELHY FT,
fAIZEHEINETTETMN? BETHICIE, EEEHTEYGA TS a vEERLTIEZEL,

FELCERTBSFL-UICT RS Y FOEELHY FT,

Answer Arca

For the delegated management of USSR )
groups - JAD DS organizational units

Azure AD administrative units

Custom Azure ADgoles

To ensure that you can perform leaked
credential detection:

Enable password hash synchronization in the Azure AD Connect deployment
EnableSectfity defaults in the Azure AD tenant of Litware ;
Repface pass-through authentication with Active Directory Federation Senices

Answer:


https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html

[ Y Fil _‘I_I_:
For the delegated management of users afidl 5 B \
groups, uses rganizational units L

Azure AD administrative units \

Custom Azure AD goles

To ensure that you can perform leaked

credential detection: ||Enable paséword hash synchronization in the Azure AD Connect deployment

EnableiSecunity Gefaults in he AZure AU (enant ot trware :
Replace pass-through authentication with Active Directory Federation Senvices

EXFTEE: 27

Microsoft 365 E5S TRV ) Favk Azure Y TRV YT a vz -TWEY, bhl=lE
Microsoft Sentinel B Z&%&t L TLVET,

LX) T ERF—LICV)a—a vEHRTILELAHYFET V) a—aviTlE &
Xa)TA ARV EDHTEEODHARBL E2—ER Y aR—KREENTVEIREN
%Y E£9 . Microsoft Sentinel T Z#FEAT 5 LEHEANDLFETM?

A.TLATvY
B.7—49Jwv¥
C./—F

D.EBA>TUYDIUR
Answer: B (A —vt—T %K)

https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-overview

Ex#TERE: 28

EEINEREL2KICOHEDERFIANDERZTMIT SV ) 12— a VEHRET ILESHY F
T, VYN a—2avE EZRHETFEHLEDRRBEHZ/ L TVLWSIRENHY FT,
MEEHEINETIMN? BET ST AERETENGA T 3 VEERL TS,

FELCERTBEUICTIRAS Y FOMELHY £,
Answer Arca

|

Evaluate regulatory compliance of Blolld resourtes by
assigning: |Azure Policy definitions to management groups
Azure Policy initiatives to management groups

Azure Policy initiatives to subscriptions

Evaluate regulatory compliance of on-premises
resources by using: |Azure Arc

Group Policy

PowerShell Desired State Configuration (DSC)

Answer:


https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html

Answer Arca

Evaluate regulatory compliance of BB {ﬁOtMJ
' assigning:

Evaluate regulatory compliance of on-premises
resources by using:

PowerShell Desired State Configuration

=HTfEIRE: 29
& 713 1- D&t Tl Microsoft Defender for Cloud & Microsoft Sentinel 2B L TULVES, B4,
ROBERICRTF—XTF I F v EBO7TULr—2 3 VEBRHLTOET,

S Azure Firewall

Azure Appli
Gate @, Premium Machines C
Web A Firewall .

HEE RESNET7—FTIVFvRAOOTRESLUVEEY Ja—2 3 0 EHRHLTLE
T, VA= aVEROEHZH LTV IRENHY FT,

*Azure Web 7 7 r— 3> 774 72 +—IJL (WAF) B4 % Microsoft Sentinel &#i& L &
v,

* Defender for Cloud ZERAL T KRBT ONLDTS5— MEHRALET,

Y)a1a—L 3 VI EEDHEIRETLLOIMN? BET B2, BEADEL 7 RIRAR E2#IN L
TLESVGE ELGERT B-UICTRI Y F@iﬂﬁi’ﬁb\ﬁ) YES,

o, FO thewithual nachines:

The Arure Diagnostics extension
Azure Storage Analytics
Data conneclons

The Log Analytics agent

Answer:

For WAF:

For the virtual machines:

ure 5 raqe Anaiyucs

@ M |cro$ s

Workflow automation



#TMEIRE: 30

XA T 4 FTOHEREBOEX1) T4 LRLEFELTUHET,
EDTaTDRENZEZEDEF1) T4 LRNILTHEBRTINEHET IDLELNHYET, V) 21—
L a vl Microsoft 4 mN—tFa2)T4 UIT7LUVR T7—FTUF¥ (MCRA)DEFxl)
TADRR N TS50 T4REFHZLTWEIBENHY FT,

FRBICEDEXAI) T4 LRILEZERET ABENHY FIHN? BET HICIE, EEMEE TELY]
BATOavEBIRLTSESY,

A ELCERT BEVICTIRS Y bOMESHY FT,

Answer Areca

Developer: I Specialized secunty e I

Enterprise secunty J
Privileged secunty

Speaalized secunty

Standard user

Specialized securnty

T aoministator: | Privileged secunty - |

L | Enterprise securty
1 & .?“ -
oy, ot ol Privileged secunty
L Specialized secunty

Answer:
Answer Area

Developer: | Specialized securnity “w)

Enterprise secunty <

Privileged secunty

§ ” = i

WAL Ty

Specialized sécunty

T aoministator. I Privileged secunty g [

Enterprise secunt

SPeCiMiZeq secunty

B FTfERE: 31

AWS QEH/ZFHE-IT V) 1—2a Vv EHETILENHYET,
HRFHICIKMEEHEIRETIMN BETHICE, BEEETHEN G T a v ERRLTL
EEhy,

FEELSERT ST RS Y FOEEASHY £,



For the AWS EC2 instances:

Azure Blueprints
Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

For the AWS service logs:

Azure Bluepnnts
Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Qg{@qer_fqr servers
Moo, adENeS O Tt

Microsoit Sentinel

Answer:
Answer Arca

For the AWS EC2 instances.
Azure Bluepnnts
Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defendet for servers |
Microsoft Endpoint Manager
lh-1:croso1"1 Sentinel

M i { E‘“@ g(gj%if AWS service 10gs:

Defender for Cloud
Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Micrasoft Sentinel

A7 SC-100 FHRES (L GoShiken.com MR EINF-E#E LT LY SC-100 AR RELSR !
GoShiken.com M E&HT D SC-100 FRERFAREE 124 L TLVE T, GoShiken.com SC-100 i 5&
MRBIIERH T BESNEETIIVET, HTD GoShiken.com SC-100 FEEZE7 Y T 5
AlE 2 B 5 https://www.goshiken.com/Microsoft/SC-100-mondaishu.html (33530%OFF &l #& &
B L EfRTE T 30%wHRIE50— F: Freepdfdumps)

EFTEIRE: 32
HE=-DE%tX Azure [M [+ Microsoft Cloud Adoption Framework 0 DevSecOps XX k 754
TARICHSIZEZFELTUVET,

Microsoft Cloud Adoption Framework for Azure [CE DW= by THH Y 7 7O—F2FEAL T
BBET VI EETTEIRENHYET,
EEETV VY JOCREMBT HICIEAEFERT I2HENHY TTH?


https://www.goshiken.com/Microsoft/SC-100-mondaishu.html

A. STRIDEETFIL

B. DREAD €T /L

C.OWASP EBET' VY
Answer: C (A —vyt—T %K)

FTERE: 33
B T=-D=%t(E Microsoft 365 E5 S/ VA& Azure TR Y ) T3 v EH>TWWET,
EftE, ROBFAICREFESN TV AHET—FICEFMNICIRNLEMFITEH L FEBELTULE
ERS

* Microsoft SharePoint Online

* Microsoft Exchange Online

A28V T bF—L

BET—2EZRELTRETI-ODHMBEHEHRET IVLENHYFET,

BEIRIL R O—ICRENHBEZHERETILENHY FIT M BEZASICE, BULER2—T%
ELWSHICFS I LET , HEX—TRX 1 BEFHERTSI L EREFERTSIIEL,
FORKFEALGNWI LI TEFRT AT UOVYERTIDICIE RAUETHEIN—Z S
T30 RV A—ILTERBENHDIEENHYET,
FELGERT BEUITT RS Y FOMIELH U_i#’o

Arvers Aiea
Shaeicant Cribne = — 1
Bacrosnf Teams '5':-_ j
Nfl “:_ EGL,;E_){ Fucrarge Crndine e s

—
|

Ao s Mmrosoft

| Sharefomt Online:  [Schematized data assets ]
]: Micrenoft Teams ﬁ.’.ﬂm I
] i Exchange Online mﬂm |

xFERE: 34

HE-OEFICIF avTF—kEIn=Web 77 ETT04 T H=HIZFER SN S Azure App

Service 7S5 UMHY EF Web 7T % App Service TS T TOA4 T 5-6HDLEN

DevOps Bl ZZET L TCWVWET . Oa— K RF¥ v Y—ILERERY I LMD THRES A 7HA(4 Y

WICHET IEBEZHET IVEADHYET ., I—FIIRD 2 DD Tz —ATARAF Y VT EHHE
n"HYFES,

O—KZYRSKYIZ7ZyTO—KT 2 aVTT2BETS

BII—RADIA—F RFx v ECITHETIVLENHY FTH? BET HIC(E, BIZHHEETHE

UigAd T avEBIRLTCES,
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Uploading code to repositones:

Microsoft Defender for Cloud

Building containers:
Azure Boards
Azure Pipelines
GitHub Enterpnse
Microsoft Defender for Cloud

Answer:

IGaHub Enterpnse |
|Microsoft Defender for Cloud

Azure Pipelines
GitHub Enterprise
IMirrnentt Defender for Cloud |

=xFTERE: 35
HE-OEFICIF avTFHF—tESn=Web 7TV E#TFTOAL4FTBH=HIZFER SN % Azure App
Service 7S5 UNHY ET ,Web 7 F1) % App Service TS5 UIZTTOA4 T 5E=HDDLE
DevOps Bl ZRETLTWET . O—F RFX ¥V Y—ILEZRERY I F I THRES A I7HA4H
ICHABT PEREZHET IVNEAHYET ., I—FERD 22D T —ATARAX VY UTHILE
n"HYFES,

A—KZ2YRSKIIZTYTO—KT 3 arvT+H2EET

EII—ADI—F AFX v VEECITHET HIRLENHY FIM? @ET SHI2(E, BIZEMHEE T#E
Uigd T avEBIRLTCESN,

Uploading code to repositones:

Microsoft Defender for Cloud

Building containers:
Azure Boards
Azure Pipelines
GitHub Enterpnse
Microsoft Defender for Cloud

Answer:

B R) SOT Tonses o o o

Azure Boards

e Pipelnes

Gathiuy Entetpeise ]
Microsof Defender foe Cloud

Bunbdiing Conlaines:.
Anure Boarnds

Aruie Pipelnes

iy Enfespinie
g

fior Choid

EXHTREIRE: 36



&7 = D&%t Tl Microsoft Defender for Cloud & Microsoft Sentinel Zf#H L TULVET, BftIE,
ROBRICRI T—FTIOFvE#HEI7TI)r—2a v m R LTWET,

0,0 s %
ﬁ'ﬂl-crosoﬁ

Clients Azure Firewall Azure Virtual

RN Premium Machines
Web ,Firey
HErlE BRESNET7—FTIVFvRAOOTREESLUVEEY ) a—2 3 ERHLTVLE
T, VYa—2aVIERODEHZF-LTWIRENHYET,
*Azure Web 7 77— 3> 774 7 4+—IL (WAF) 0% % Microsoft Sentinel &#i& L &
ER
* Defender for Cloud #f#AL T RET UMD T7S5— FEHERLET,
YY) 1= 3 VIS EEDBIRETLLOIMN? BET BIZF, BEADEL) 47 RIRAR 228N L
TLESVWE ELSERTS-UIC1 RS Y FOMELAHY £9,

Arure Storage Analytics
Data connectons

The Log Analytics agent
‘Workflow automation

Azure Storage Analytics
Data connecions

The Lﬁ Anabylics dgent I
orkllow automation

xFRERE: 37

AUTLUIR 2y bT—45I1Z(F Angular & Node.js THFESNI-e aY—X Web 7 TUMNE
FNTULET ,Web 771 I[& MongoDB T—H2R—XEFERALET Web 771 % Azure [ZF1T
THEFECTT VY a—2arv 7—XFTI09F v F—LEX Azure 507429 V=2 ELTRD
T—F*TO0Fv&RELFET,



mE - ¥ 9P

Client Azure App Service Azure CosriBIDR Azure Cognitive
Browser Web App Search

Web 7 7)) ET—AR—RARBDEHRERET D-ODHRFIEZRETILELNHY ET, V
J)a—LaVEER SR ETLIZHSBELNHY FT,

R Azure Web 7 T ) r—3 3> T 74 724 —I)L (WAF) Z{EF L T Azure Application
Gateway #RETEH_LZHEOHLET,

NIZEZEZERLTOETHA?

A. [ELy

B. LM V%

Answer: B (A —vyt—T%EY)
& BA

Azure HMZ# 9 % PaaS H—E X (Azure Storage Azure Cosmos DB Azure Web App % &) %
EAT 55;E L, PrivateLink ##iA 7> a VAL T, I RTOT—EAXRWA TS R—K IP
TERIZBHRTITHON, E5 74 v 2D Microsoft + FT—I MWL HEBEWESIZTH2RLENH Y F
ER

#TEIRE: 38

HE-D4t X H L Azure App Service Web 7 71 #BEFE L TWVET, HHE =T Web 77
JDEX21) T4 5BETH5-ODFRITIEFRELTULET,

HETHWY—N—EH YOG A F R ) FF425 (XSS). SQALA VS THLa v ED
MBI DOV T Web 7TV ETA T 560DV ) 2a—a e HRETILELAHY FT,#

BRIBC(FAEZEDHEIRETTH?

A.S234 L T7F)r— 3 SEIF {25 (RASP)

B.B7 FUr—a> X2 T4 Tk (DAST)

C.HFERTTUr—>a> X1 T4 TR (IAST)

D. %7 U r—>a> ¥ T4 TRk (SAST)

Answer: C (A —vyt—T#ET)

FTEIRE: 39

HE-DOE4(ZIE Microsoft 365 HTRH Y T3y Azure TRV ) T3y 7RIV
17 Y—ER (AWS) REEEBCIAFISY FBEAHYES, ROIVR—F 2 MIHL
TEX1)TAARFEEBY) 12— a Ve BT ILENHYET,

* Azure LOT Edge 7/34 X

*AWSEC2 4 Y RAA VR

EDY—ERZHREZRIHICEHDIRETIMN BETHICIE, BENOBETLZERKEEERLT
KEESVWGE ELGEIRTS-UI21 RS > FOBEENHY £5,
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For the loT Edge devices:

Azure Arc
Microsoft Defender for Cloud

For the AWS EC2 instances: |y s ocoft Diefender for Cloud Apps
Microsoft Defender for Endpoint
Microsoft Defender fORIOT

Azure Arc only
Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only

Microsoft Defender for Endpoint and Azure Arc
Micrasoft Defender for Endpoint only

For the AWS EC2instances:

Answer:

For the loT Edge devices:

Azure Arc " @

Microsoft Defendet foriKloud

For the AWS EC2 instances: |y s oot ifenderfor Cloud Apps
MicrasoftDeténder for Endpoint
Microseft Defender for loT |

Azure Arc only

Microsoft Defender for Uoudmh

Microsoft Defender for Cloud Apps only

“* M <[/ crosoffDefender for Cloud only
f ICIO %éﬁfender for Endpoint and Azure Arc

Microsoft Defender for Endpoint only

For th&AWS EC2dnstances:

#fEIRE: 40

App1 & LVYS BRITD Azure App Service Web 7 7 DX ) T4 HREFEEERLTVWET,

Appl DEHKRIIRDEHY TY,

*A—H—[E My Apps R—2IILZBEL T App1l ~"DT7 IV EREZV VIR MLET, ABTR—

CrY—PUY IR MERBLET,

* 1 —H—[&_Azure Active Directory (Azure AD) 1—H— 7Hh oV FEFERALTRIELET,

App1 D7V R X2V T4 T—FTIOF v &HRTILENHYFET,

fﬁ’$lﬁluiﬁ’é’§&)é&%’é7b\? EEdBHICIE BERNOET LA TS 3 0EERLTLE
Ly,

a. FELSBIRTBEVIZ1I RS FOMBIENHY FT,

Answer:



To enable Arure AD authentication for Appl, use

MIW“*‘ Tequect for App1. use: §iA
F\ﬂg Of‘c I.l#ﬁﬂlnmumldtﬁhfﬁmtlmv

wd LAD Condivonal Access App Conrol
An OAuth 300 pohoy i Mecrosolt Delender for Cloud Apps

xFERE: 41

HE-OEHRIET—2% Azure ITBITLTVWET, T2 ICIXEAZHETESER (PI) AEF
NTWET, RF4E, Azure D Pll T—4 X k712 Microsoft Information Protection #{#H¥ 5%
ETCTT Azure VY —ARNTYRVIZEHLEINTWSPLL T—2 5 BRETHY ) a—La i
BITIBHELHY FT,

WREPHIZIIMZEDIRETTMN? BET SIZEF EERAOEYERKRZZERL T30,
EELSCEBIRT BE-VIC1 RS Y FO@ELADHY 9,

Answer Area
To connect the Azure data sources to Microsoft Information Protection:

To triage security alerts related, wwcﬂlmmﬁmm Pil data:

ﬂ‘ Microsor

mipoint data loss prevention
Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps

Answer:

Lo

Ares e
. Mlm LQISQLL to Microsoft Information Protection

Arure Punassw

iniL data loss prevention
E.mom Defender for Cloud Apps I
Microsoft information Fro

Azure Monitol

Endpoint data loss prevention
Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps

To triage security alerisfélated 1o FesOUITES thatitontain Pil data

= HTEIRE: 42

App1 &ULVS B RTD Azure App Service Web 7 7 Dt X1 T HRFBIEFERLTWET,
App1 DERRITRDEEYTY,

*A—H—(X My Apps R—2IILZEZBE LT Appl ~"DF7 I ERFV Y IAMLET, AETHR—
Cr¥—NI IR MERBLET,

* 1 —+H—I[&_Azure Active Directory (Azure AD) 1—H— 7ho v b &FEALTERIELET,
Appl D7 V2R X2 T4 7T—FTIOF v BT ILELNHYFET,
HEERIEIZIIAEZEDHIRETTIN @AETHICF, ABZERNOBEYLRINFEZRINLTLEE LY,
S ELGEBIRT BEUISTRS Y FOBIENHY F5,
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Ta acoma oy Miscronol Chetendes bor G ggn
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Answer:

rer Area
To enable Azure AD authentication for Appi, use:

[”U An ODAuth app pd-u:',r 'Mt for Cloud Apps

=XFTEIRE: 43

HiEt=DEIZIE Microsoft 365 E5 TR U 1) T3y Azure Y TR9 ) T3> AUTL=
RAF7T)r—2 3> BEU Active Directory KA A > H—EX (ADDSV) ’HY EFF , RDOE
HEH-TIDEX1 T HBEZHEHEETLIDLENHYFT,

* BEE N Facebook E#& &R %3 L T Azure App Service Web ¥4 FADRI%21TA5 ¢ %
REELFET

*IN— R F—ER BB TEATLS AT Y D Microsoft SharePoint Online ¥4 k(2
FORATESDLSICLET , YV a—2a TR EBNDAVISRAMSYF Y aVviR—Y
FEEEATAVERER/NRICHNASZVHENHY F£9 HEFHICEMEEDHEINETTIN? E
Z9BICIE BEEECEYGA T 3 oEBIRLTLESL,

EIELCGERY B-UIC 1 RA Vb OEAHY £,

e M?Mt with Active Directory Federation Sennces
Pass- lhroqgrmgnhem jon in Azure AD Connect
Pass\mrdnth hronization in Azure AD Connect

\zuite AD B28 authentication with access package assignments
: AD B2C authentication
in Azure AD Connect with Active Directory Federation Sefvices

. M I c‘rs -through authentication in Azure AD Connect

Password hash synchronization in Azure AD Connect

|
Answer:



Aryure AD B2B authentication :
Azure AD B2C authenticatio B
Federation in AFUre Al Connéctasith Active Directory Federation Sennices
gh a tication in Azure AD Connect
ation in Azure AD Connect

xFTEE: 44

HEE-OEEICIF avTFHF—IlkEhi=Web 7TV T 7043 B5=-HIZERA TN % Azure App
Service 7S5 UhHY ET Web 7)) % App Service TS UIZTTAA T 51=HDEEH
DevOps Bl ZERETLTCWET  O—F AFx v 2 Y—ILERERY I I THRES A 7HA(4H
WICHET I EZHET IVEAHYET ., I—FIZRD 2 DD T —ATARAFY VT HHE
n"HYFES,

O—RZ2YRSMYIZFZYTO—FI % a0TT2HETS

BI7xz—RADIA—F RAFX v ECITHETIVLELNHY FTTH? EET S, EIZHEE THE
YA T a v EERLTLCEESL,

Azure Boards

Azure Pipelines

GitHub Enterprise

Micrasoft Defender for Cloud

Answer:

[ - iy Puafamelar foor ™l

BILL]
Uploading code to repositones:  GitHub Enterprise ]

Building containers: | Azure Pipelines =

https://docs.github.com/en/enterprise-cloud@latest/get-started/learning-about-github/about-
github-advanced-sec



https://microsoft.github.io/code-with-engineering-playbook/automated-testing/tech-specific-
samples/azdo-contai
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Microsoft 365 E5S HJRX49 1) T a3 vExHHELTY,

BET—3EZELEFA—NDORMN I FANIIOF—E—T—VFEMTEY ) a— 3 &H
VI LIVENHYET HRBHICIIMEZEDIRETTTH?

A. 2 5 K 77 [T Microsoft Defender

B. 7X—JL vN\—E 21—

C.AVHAFT—)RYEE

D. Microsoft 15#R{R &

Answer: (fRZEZ%RTT 5)

EHTEIRE: 46

B -D&4t(X Azure Active Directory (Azure AD) B2C BT 2FRERIT7 TV r— 3
VERELTWET ., 7 TUS— a3 2L App Service Web 77 ELTTFFOA EnEd,.ID
BEDHENST T r—2 a3 a2 RETHODOV)2—avET7T)r—a VAT —
LIZHET DIDLENHYET , ED2 DDEREZSEBOLEITHN? TNENDIERIT, FRRED—
HERLTWET T ELGERTSE-VICTRA Y FOBENHY FT,

A.Azure AD EHHET7 VR EA—HY— JO—BLUHRZ L KR O—D#HE

B. JRVRHEEERT 516D Azure AD 7—0 Tv

C.Azure ADB2C AR AR L") V—AFRBEH /AR T— FERIEH (ROPC) 7 A—

D. Identity Governance M/\y 4 —IZ7 A LET

E. Azure ADB2C DRAY—hk 7ho2bBYI T

Answer: AE (A —vyt—U%%Y)
https://docs.microsoft.com/en-us/azure/active-directory-b2c/threat-management
https://docs.microsoft.com/en-us/azure/active-directory-b2c/conditional-access-user-flow?
pivots=b2c-user-flow

A #%: SC-100 fHRELSR (X GoShiken.com MR ENF-EHK LT LY SC-100 FAERERELR !
GoShiken.com M & #HTD SC-100 FRERFIRESR 124t L TLVE T, GoShiken.com SC-100 FXE&
MREIXRHF T, MENEE TS IVET, &HTD GoShiken.com SC-100 MEEZES v b9 5
AlE T B 5 https://www.goshiken.com/Microsoft/SC-100-mondaishu.html (33530%OFF B 5%

B L BT E T 30%wiFAIEISIo— F: Freepdfdumps)

TMEIE: 47
Microsoft 365 4 7R 1) T a & Azure Y TR YY) T 3 0% BHEHH TT , Microsoft 365
Defender & Microsoft Defender for Cloud MAZIZAHE > TULVET,


https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html
https://www.goshiken.com/Microsoft/SC-100-mondaishu.html

Azure T R4 1) 7 3 »IZI& Microsoft Sentinel 7—49 AR—ZAMNEFEN TULVET, Microsoft
Sentinel T—4 a4 A2 [&_Microsoft 365 Microsoft 365 Defender_ Defender for Cloud, & & U
Azure BICHER SN TULET,

Windows Server #E179 % Azure [REB<T > %7043 5FETT,

Microsoft Sentinel M#LERIRE & (EDR) L UEFa T4 A—H5 X L—2 3> BENE,
B EUILE (SOAR) HEEZ BRI T HILENHY FT,

BHEEZBMNICT I LEZLEDLSICHELETN? @EET I, AFEE TEY LA T 3
VEERLTLESLY,

EELGEIRTBEUITTIRA Y FOMIELSHY £,
swer Area

EDR:

Add a Microsoft Sentinel dataconie (or for Azure Active Directory (Azure AD).

Add a Microsoft Sentinel data connector for Microsoft Defender for Cloud Apps.
Onboard the servers 1o Azure Alc
Onboard the servers to Defender for Cloud.

SOAR:

Configure Microsoft Sentinel analytics rules.
Configure Microsoft Sentinel playbooks.
Configure regulatory compliance standards in Defender for Cloud.
Configure workflow automation in Defender for Cloud.

EDR:
Add a Microsoft Sentinel data connegtofor Azuge Attive Directory (Azure AD).
Add a Microsoft Sentinel data g&fineglor fior Microsoft Defender for Cloud Apps.
Onboard the servets 0 Bzure Arc.

[[Onboard the seers to Defender for Cloud. |

SOAR:
" |Eonfiglre Microsoft Sentinel analytics rules.
Conhgure Microsoft Sentinel playbooks. |
Configure regulatory compliance standards in Defende: for Cloud
Configure workflow automation in Defender for Cloud.

RT[EIE: 48

HET-DE%E(E Microsoft 365 E5 T4 Z A& Azure TR Y ) T a v EH->TLET,
EfE, ROBRICRBESNTOABE T —2ICEBMICIRNILEZMITSIZLEZFHBELTLE
ERS

* Microsoft SharePoint Online

* Microsoft Exchange Online

A28V T bF—L

BET—AZRELTRETI-ODHMBEHRET IVLENHYFET,

BESNIL R O—ICFENHHEEHRET ILENHY FITHM? BADICEK BUGERa—T%
ELWMERRICFS 9 I LET , FERI—TE 1 BLZFERT LI L BHEFERT LI LE,
FolKFEALBAVWIEDTEFT AT UOVERTT DICE RS UETHEIN—FFS Y
TJ925MN RO —ILTERENHDIHEENHYFET,

FELGERT BEUITT RS FOMMELHY FT,



xFTEIRE: 49

App1 &ULVS BRTD Azure App Service Web 7 7 Dt X2 ) T4 HRBEFER L TLET,
App1 DIERITRDEEYTY,

*A—H—[X MyApps R—RILEZBEL T App1l "DT7HERZV I IAMLET , AEIR—
Cry—MNYHO IR NERBLET,

* 12—+ —[&_Azure Active Directory (Azure AD) 1—H— 7 h oV b EFEHALTRIELET,
Appl DTF7 V2R X2 ) T4 PF—FTIOF v &HEITLILENHYET,
HREBEICIIMEEDHIRETTHN? BAZT ZICE BERNOENLERKREZZEIRL TS,
S ELGEBIRT BEVICT1RS Y FOEESDHY FT,
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ESRREBENAT) Y FEGEBIIILFTFUOMESEIUNATYy F X271 Y
Ja—2a v EHETIREAHYES MZEIHEIRETIMN? BET HIZ(F, BIERE TEY]
BATLavEBRLTKESVD GE ELCERT BEVITT RSV FOBENHY FT,



To centralize subscription management:

To em&;ble_m.fe_i management of on-premises resources.

M i CrosS th Azure Stack Edge

Azure Stack Hub

Answer:
Answer Arca

BT RE: 51

Azure Stack Hub

litware.com 74 LR b #RET H-ODHEBEHRT IHELHYET , VI)a—32ILID
%ﬁé‘fﬁiﬁf: LTWEORELNHY T HEFIHICEIMEEDHIRNETTIMN? BET HICIE, BEERA
DEPLBRFEZRBIRLTLESWN, /— M ELSEIRTBE-UIC1 RS > FOMIELAHY F

7,
inswer Area

Answer:
Answer Area

Ex#TfERE: 52

An account lockout policy in AD DS
Microsoft Defender for Endpoint
Microsoft Defender for ldentity

al |

For Azure AD-targeted threats:

Azure AD Identity Protection
AzureAD Password Protection

Microsoft Defender for Cloud |

For AD DS-targeted threats:

Microsdft

An account lockout policy in AD D
Microsoft Defender for Endpoint
_Mncrosoﬁ Defender for Identity

8l |

RDOEIZRT & 52 Microsoft Defender for Cloud B E %3,
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Answer:

=#fEIRE: 53

Microsoft 365 E5 4 7R 49 1) T av &k Azure Y TRV ) T hE&H->TWS, RO VR—FR >
FDEFEMEBEEX 1) TAARFIZRIETDICIE BRENREZTEIT Z2HELAHY FT,

* Microsoft Intune [Tk > TEE I 5 Windows 11 T/31 X

*Azure A AL—U TAHD U+



*AzurefRfBE<w v
aAVR—3R 2 hEFHET BICIEMZFERT I2LEAH Y £9H? BET I, BEIZEEE TEY
BATavEBBRLTCESL,

Windows 11 devices:
Microsoft 365 compliance center
Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

Azure virtual machines:
Migrosoft 365 compliance center
Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

Azure Storage accounts:
Microsoft 365 compliance center
. &= |Microsoft 365 Defender

| |Microsoft Defender for Cloud
Microsoft Sentinel

Answer:

Windows 11 devices:

Microsoft Defénder for Cloud
MigioSoft Seftinel
Azure virtual machm&-

Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

AzureéStorage dccounts: '
Microsoft 365 compliance center
Microsoft 365 Defender

Microsoft Defender for Cloud

AMirrme ~fr Cantinal |
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HET=-O(ZIE A>T LI AD Active Directory KA A > H—E X (ADDS) 74 LR

k. MicrosoftB65 H TRV YT 3y &P Azure Y TRV YT a3 vZETNATY YK Y
SORAVISRESOFYARHBYET,

SHOAVTUIR 2y FT—5121% Kerberos SREEZE AT 2HNE Web 7 TUNEFENTLY
FT HE Web 7 TVIZIEFRY FT—IODSDATIERATEET,

Windows 11 T 2BEARTNA REHE ->TWD I E—F 2 —HF—HDULFET,

JE—F A—H =B Web 7 TYIZCTIVELRATESRELSIZTBHY ) a—2a Vv EHETIHEN
HYET YN a1a—LaVIRDBRFB-IVLELHYET,

*E—bF Y DRy FT—V LMD V—RIZT IV ERTELGEVKLSICTLET,

* Azure Active Directory (Azure AD) £t E 7V X &HHR—FLET,

IR - I VAR OREEHRIELET,

HERBIHICIIMAIZEDHEIRETTTH?



A.Azure AD 7 7 r—>a>y 7JaxY

B. Azure {x 18 WAN

C. Microsoft k>3 JL

D. Microsoft Defender for Endpoint ® Web 3 7> J 4 )LA—

Answer: A (A —vyt—T%FEY)

&5t BA
https://docs.microsoft.com/en-us/learn/modules/configure-azure-ad-application-proxy/2-explore
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HEE-ORBRIZFENATIVY R ITIVRAVTIRMIIFYDRHYET,

R EREICBADRBERESEZERATHIFTEL BRREEX ARy FT7—0LDT7 T
Jlr—2 3 00T —RIZT7 9 RTEILENHYFT,

2HOEF2) T4 RYI—IZ&Y BAOTNAAREFALTERHOT 20T T ) 75— 3
VST ERTBIENELESATLET,

FREREREICRHDO) YV —AANDT IR ZR M T HV ) a—2a v EHRETILENHY F
TV a—2aViEA U TI U RTHRTEIRELNHY FET,
HEFRICEIFAZEHEIRETTIMN?

AFAVITLVLIRT7IVr—23 %950 RR=—ROT7 T ) r—2aVIZBITLET,

B. ATy bk FoRILEBREFFRBALTVPNA VISR NSV FYEBRETLET,

C. Microsoft T F7R4 > b ¥ #— ¥ —& Azure Active Directory (Azure AD) & {H&E7 0+
RETTIAALET,

D. Azure Virtual Desktop_ Azure Active Directory (Azure AD) &+ E 79 £ X | £ & U Microsoft
Defender for Cloud Apps ZER L £ 3,

Answer: D (A —vyt—T%EY)

&R
https://docs.microsoft.com/en-us/azure/architecture/example-scenario/wvd/windows-virtual-
desktop

https://docs.microsoft.com/en-us/azure/virtual-desktop/security-guide
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/payment-microsoft-
defender-for-cl
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FIVr—23 008X ) T4BRERB=T=DIZ . TIVS5—2a 2 EED 2 DNRIEHE
EHR—FTEIRENHYFETHI? TNENOERITLEGHRRRERLET,
EELSGERTDE-UITTIRAS Y FOMIELASHY EFT,
Atxal)Tq 7H—a3r 3I—9 7y TEEE (SAML)

B. NTLMv2

C. SEEAZER—X D523

D. 7)LROX

Answer: AD (A —vt—T %)


https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html
https://www.jpnpdf.com/Microsoft.SC-100.v2023-12-30.q119-mondaishu.html

&5t BA
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-
single-sign-on-on
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-
single-sign-on-w
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-
custom-domain
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T4 RHEmRLET,

Litware (&, 8L BRICKYiBE 2 FRTRIBICEERLELE, BIRIZE IS VRICHAZEES
HHaNEEND,

BREFDIRIE

Litware [Z[& Utvvare.com & LY 5 & EiJD Active Directory Domain Services (AD D%) 74+ L X k
L E#9 % Azure Active Directory (Azure AD) 73+ > kD&Y (20 D Azure TR 1y T a >
(2129 ENTWLET, Azure AD Connect (& /SRR L —REEDEEIZFERAINET /AT —
FaNy P aREIEENZGY NRAT—F 4 bV I EEDIZREYEST, §TO Litware

a2 —+H—[% Microsoft 365 E5 514 £ R &H>TWET,

COBREICIE WS DOANDADDS 74+ LR K _Azure AD TFH 2 b KU Litware DF£+#IZE
TEHHMBED Azure Y TRV ) T3V EFNTVET,

FEENE

Litware [FRDEEZEZEREI HFETY,

*Azure AD TF 2 b ZELIZEEBIIL—THRBEERLET,

* Litware MBEXTED Azure IREF ) J 702UV L [HEKDTRTHD Azure 7—O A—F%ET 7
AA9 50D T42T J—UBBERGFLET,
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*EBMDAVTUVIRAVIZA NSV FrvERDMRICHIZET,

*EEA—/N—Ay FICEAET HERIRXR FER/MRICIZET,

N7y FOEH

Litware TlX RDNATY Yy KOS FEHEZHELTLET,

*Azure MHEDRDESIBA VT LIR VY —XDEBEAMICLET,

*MITEO Y TS5A T U ADFHEIZ (X Azure Policy R L £,

CEREMEBEASA AN ERBELETS,

Ny FEEBEEELET,



*HBRAR T COMBFICHND T —N—AY FERESETIC, —TWLETFY MEY TR
H )T a v EBERHELET,

Microsoft Sentinel D ZE 4

Litware [&_ Microsoft Sentinel Dt F 2 T4 EHRE L VAI N2 FEE (SIEM) 5L UtEFa 1)
T4 =AML= a3V BEFEE (SOAK) #EEFERT 5 FETY, B4tld, Microsoft
Sentinel Z{#F L T Security Operations Center (SOQ) Z—Jtib LI=WLN&EEZ TULVET,
TATOTAT1EH

Litware 0D ID BEHE#HELET,

*ADDS A—H—F7HhO U hEEEI—T Y rETETIL—F TA—RAKBERELET,

* Litware @ Azure AD TF > MMIRE LI-ERBFEBROBRHEERELFT,

*Azure AD A—H—T7ho U bE3—4Sy heLizTIL—F 74— XKE[ZKH>TADDS
A—HY—TFhAIPNAVITIREINEDEHREET,

* Litware @ Azure AD TF > MZA—H—¢ TV —TOEEFEBEZERELETT (VR—+%2&
),

*ON—=TDTANT A AVN=29T BLUSFAEVRAOEE 21— —0T0O/T 4 /(R
T— R BLUSTAM O RDEE

FEDRRAZY MIEDWA—H—BEDODERE,

AHEFES

Litware Tld ROBFETFEHEZHELTLET,

*REBLUV I VRINM[ZELL ZRFRANMET L0 TLAR) BLUOT—2FRET
BERIC, T—ABEICET S aVTSATURERIELET,

* $1AAHD Azure Policy EEZFEA L T, BB SINEIREBEESEITH - 5iER T~ D ER % 5T
LET,

*RIMFEORAEFERALEYS,

Azure S T4V V-2 DEHR

Litware (X RDS T4 00 J—2BEHRE=HELET,
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*SUTAVT V= ERRELERERRAOATERBELET,
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T RBOAEEEER/NRICIIAET,
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* litware.com @ DNS &RIZRZFALET,



FIVr—oavntexa) T4EH

Litware (X ROTF7 TV r—2a DX T4 EHREZHELET,

*Azure AD 7 7)) r—2 a3y JOFDEFFERALTOUTIL Y4 07 2 (SSO) U HR— 95N
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Answer Area

To enforce compliance to the regulatory standard, create:
An Azure Automation account
A blueprint

A managed identity
Workflow automation

To exclude TestRG from the compliance assessment:

Edit an Azure bluepnnt

!\ P Modify a Defénder for Cloud workflow automation
(| (IMotffanhAzute policy definition

Update 3n Azuré policy assignment

Answer:
ANSWer Arca

Lo

To enforce compliance to the regulatorgstandard aéale:

An Azure Automation account
A blueprint

Asmanaged i

Workflow automation | .
Edit an Azure blueprint
Modify a Defender for Cloud workflow automation
Modify an Azure policy definition |

Update an Azure policy assignment

To exclude TestRG from the complance assessment:

#TMEIRE: 60

HIET-DEE(ZIE Microsoft 365 TRV 1) Tay Azure IRV ) T3y 7RIV
VIT Y—EX (AWS)REZETLVILFI IV RFRENHYFT , ROTUKR—RY MIXL
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For the loT Edge devices:

Azure Arc

Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps
Microsoft Defender for Endpoint
Microsoft Defender for 101

For the AWS EC2 instances:

For the AWS EC2 instances: |Azure Arc only
Microsoft Defender for Cloud and Azure Arc

Microsoft Defender for Cloud Apps only
Migiosoft Defender for Cloud onty
M1c|a};?i;'_¢h§¢m er-tprEndpot ure Arc
[_'. s ot Dfendér fort ndpoint
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For theloT Edge dévice

Azure Arc
Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps |
Microsoft Defender for Endpoint
Microsoft Defender for 10T

For the AWS EC2 instances:

Azure Arc only

Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only
Microsoft Defender for Endpoint and Azure Arc
Microsoft Defender for Endpoint only

For the AWS EC2 instances:
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App1 & ULVS ARITD Azure App Service Web 7 7 Dt ¥ 21! 74 HRBEFERLTULET,
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Answer:

Answer Area =
Y = - o
- E\ﬁf ﬂ‘bﬂ ﬁ;,:g{.;e_.-u\ G R0 for App, us - Ve :

v il Azure AD apghication |
Azure AD Applicalion Proxy
Adul @ Appht aUon Gateway
A managed wdentity in Anure AD

Wi rosoft '-"‘-.I*..I.“!".r for :,;.1-

To implement access requestsfor App 1, use

AN ACCELs reea ;i ldentity Governance
Azure AD Conditronal Access App Control
An OAuth app policy in Microsoft Defender for Cloud

&5 BA

Ry X1 Azure AD 7 75— 30 TH
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app 78 v 2 X
2 % Identity Governance @ Access /\y 5 — T,
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
access-package-cre

A#7x SC-100 fHREL [E GoShiken.com ARSI -&H# LT L) SC-100 HAEREELE !
GoShiken.com W& HT D SC-100 FHAERRIEE 12 L TLVET, GoShiken.com SC-100 FX5&
MRBIIERH T HBENEETIIVET, HD GoShiken.com SC-100 FEEZES Y T 5
Al Z 5 5 https://www.goshiken.com/Microsoft/SC-100-mondaishu.html (33530%OFF &l 7E &

B L EfEfTE T 30%wiFAIEISIn— F: Freepdfdumps)
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SharePoint Online & Exchange Online D7 —43 #{RE&T 5O DB ZERHTILELNHY F
T, YNA—2avET7IN—2a DX TAEREFB ZLTVWARELRHY FT,

B TERATRE2 DO —ERIFENTIHN? TAENDERT BREO—HERLTLE
v,

J— N IELSGERTZECIZTI RS FOMBIELHY 9,

A. ¥ 57 FH Microsoft Defender

B.Azure AD TO7 YA LEa1—


https://www.goshiken.com/Microsoft/SC-100-mondaishu.html

C. T R4 > +F Microsoft Defender
D. 7 5 K 7 7' I+ Microsoft Defender
E. Azure AD &H{TE7 0 R

Answer: B,D (A —vyt—T%EY)
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Azure Pipelines & Azure Repos #{#f L T ##GMa > T L—>a v e T oA
(CIICO) 7—4H JO—%EHLET,

Microsoft Cloud Adoption Framework for Azure IZE£ 3LV T CI/CD 7—4 70— DB A {RET
BEHDRRA K TS50 T4 REWRTIVENHY FT,
EEBOHREFIZIIMESHINESTIN? BETSHICIE, BEEHETEUGA T 3 058
RLTLEEEW,

FEELGERT BECITTRASA Y FOMIELNDHY T,

Antwer Arca
_— SLAVIRF - .. =
witom rolel fod basld agentd
Protected b s e
Ratouice kockd i Alure
Seture deployment credentials oot Tes] b el e -
Adure Ky Vault
Lustom ke for Bueld agenis
Frotected beanches
Resource kocks n Arure
Answer:
Answer Arca
GIt workTionw” | Alure Key Vault -

Custom roles for busdld agents
Protected branches

Resource locks m AZure

Secure deployment credentials:  Protected beanches -
AZure Key Vault
Cystam rales oubulld agents

| Protectea Deanches

¢ v !
Resource locks ;n Azure
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BIUTAVT J—VIZIEAEHEBRT 2RENHY FTTH?

A. Azure DDoS fREZ#E

B. Azure 754 X— Kk DNS V—>

C. ¥ 5 FH Microsoft Defender

D. ExpressRoute #— k™ = A

Answer: B (A —vt— U %7&9)
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2) BSUTFA0H J—o® Azure RET UM RTYws T RA > FTIRE
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ClaimsDB must be accessible only from Azure virtual
networks:

The app services permission for ClaimsApp must ba'
assngned to ClaimsDB: [A custom role-based access control Mnﬁc
s A managed rdenmy

. Mlcrc”" it
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Answer:

For the AWS EC2 instances:
Azure Blueprints ¢ -2
Defender for Cloud =
Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microseft Endpoint Manager
Microsoft Sentinel

For the AWS senvice logs:

Azure Bluepnnts
Defender for Cloud
Microsoft Defender for Cloud Apps

Sof &ﬁ oft

soit Sentinel

For the AWS EC2 instances:
Azure Blueprints =" B
Defender for Cloud

Microsoft Defender for CIDUH APW
Microsoft Defender for serve:
Microsoft Endpoint Manager
Microsoft Sentinel

For the AWS service logs:
Azure Bluepnnts
Defender for Cloud
Microsoft Defender for Cloud Apps
. s |Microsoft Defender for servers

(Wi {1} o
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ClaimsApp Dt ¥ ) T4 Z5FHEL TLWET,
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FMZDWT, FDAT—FAY A true DIBAF [T ZBIRLET, Fh
VWA JZEBIRLET,

— k; IEL BRT DFUIC 1 RS 2 FOBENHY £,
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Sbdicrosoft 2

o
FD1 can be used to protect all the Instances of ClaimsApp

kAL COom. @
e in FDA. .

t ertifl f ms.fa
ED1 must be configured to have a certi icate for clai

[0

To block connections from North Korea to ClaimsApp, you require a custom b
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A. Microsoft &R %

B. T~ KR4 > kF Microsoft Defender

C.¥A47BYJhktUFRIL

D. Microsoft T KR4 > k I Rx—T v —
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https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor#open-the-
compliance-dashboard
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https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-privileged-
accesst#tpa-2-avoid-standing-access-for-user-accounts-and-permissions 7% 77 4 % v k7 —
4 M5&1E: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-
network-security#ns-7-simplify-network-security-configuration
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For the loT Edge devices:

Azure Arc
Microsoft Defender for Cloud

For the AWS EC2 instances: |y . e Diefender for Cloud Apps
Micrasoft Defender for Endpoint
Microsoft DeiendeﬂT i

Azure Arc only
Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only

Microsoft Defender for Endpoint and Azure Arc
Micrasoft Defender for Endpoint only

For the AWS EC2instances:

For the loT Edge devices:

ﬁl. o
For th&m@ﬂamu Azure Arc only
® ﬁé}k . g [Miceosalt Defender Tor CIoud and AZUTE AICT)
‘ ﬁ* Microsoft Defender for Cloud Apps only
ab ft Defender for Cloud only

i “/“CN:)SP'1 £ Defender for Endpoint and Azure Ac

Mirrnentt Nafander for Endpoint only
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FREMBOERILN RS FOMELHY FT,
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= liEysoft

ACCess Liers
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B. Microsoft T2 F7R4 > b ¥ #— +—¢& Azure Active Directory (Azure AD) &£ {F&7 0+
ARET7AALET,
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Azure Automation 7 7172 > b T Runbook Wt ¥ 1) 7 1 #E&ET L TLVET, Runbook [F7—%4
% Azure Data Lake Storage Gen2 [CaE—LFT,
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BAVR—RY FOERFIBICIMEEDILENHY FTITH? BET HICIE, EERNDOEY L
BIRBEZERLTLESVDF ELWVEREZENRETN 1 RS Y FOBEELHY F9,

lanswer Arca
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Access keys stored in Azure Key Vault
Autofation Contnbutor built-in role

Azure Brvate Link with network service 1ags
Azute Web Application Firewall rules with network Senice 1ags

Metwork access control

Access keys store in Azure Key Vault
Automation Contributor built-in role

Azure Private Link wath network service 1ags

Azure Web Application Firewall rules wath network sennce 1ags

Answer:
nswer Area

Data secunty: = B L e
Accesskeys@te< in Azireeyivautl L)
Autemation'Comributor built-in role

AzurePrivate Link with network service la{;E |
AZUTe Web Apphicanon rnewd rk sernce 1ags

Access keys store in Azure key Vault
Automation Contributor built-in role
Azure Private Link with network serice 1ags

Arure Web Application Firewall rules wath network senice 1ags

Network agress comtrol
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Microsoft ¥ 2 1) 74 DRX b T35 49 T 4 XD Microsoft Detection and Response Team
(DART) D7 7O—FIZEDONT BESNfaVE1—42 -0 32BERONIGETE % #lE
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IDDY—ERFENTIMN? TNENDERIITELEGHMRRERLET, F ELGERT ST
WIZ1 R > FOBELHY FT,

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. Azure Active Directory (Azure AD) &#{FE 7R

C. Y—/\—H Microsoft Defender

D. Azure 7/R1) & —

E. O > 77 —H Microsoft Defender

Answer: (&% %KT9 D)
https://docs.microsoft.com/en-us/azure/defender-for-cloud/supported-machines-endpoint-
solutions-clouds-containers?tabs=aws-eks

HTEIRE: 100

Microsoft ¥ 5 FIRIEMDI5E  Microsoft Cybersecurity Reference Architectures (MCRA) [ZE D
WCEFa)Ta 7—FTI9FVERFLTVET ROKRBEFz—2ONEBEBNLHRET D
BENHYET,

*IEEIINE Web YA RZT—2ERESELSELET,

*HEBET FASAVIZS

MLTWEHIVEL— 2 —RTHRARDOEBZHAFTT,
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VEFEIRLTLSESLY,

Answer Area

An attacker attempts to exfiltrate data to external websites: | Microsoft Defender for Identity w |
'Hl soft Defender for Iml Apps g

Microsoft Defender for Office 365
An attacker attempts lateral movement agrss domain-joined computers | fosoft Dy wler lor lde '__|

Microsoft De Clo Jl Apr
‘aee

A RO Microsoft Defender for Offi
Answer:
MIDWET AiTa

An athkiel Sr@mBtsEolslidat Tath to external witbsites ]" rosoft Defender for Ids v
Micr t Detender tor Cloud Apps Y

Microsoft Defender for Office 365

An attacker attempts lateral movement agross domidin-joined computers | Micr

ot [y

wder for Ide

Micr ft Defender for

Cloud Apps

IMk:rosoh Defender for Identity

Microsoft Defender for Office 365
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For connectivity from App Service web apps to virtual
machines, use:,

i V:mﬁi network integration

For connectivity from virtual machines tgeApfp Sennice web
: apps, use:

Private endpoints
Service endpoints
Virtual network integration

Answer:

For connectivity from App Service web apps to virtiudl
machines, use. |Private mdpoum.

For connectivity from virtual machines 1o App Service web
appEs, use:

Wirtual network imtegrat
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T—XTUOFv&#RELET,

Azure App Servic Azure Cosmos DB
i EMlcroso

Web 77°'J ET—EAR—AMOERERET D-ODHERFHREZRRT ILELHYET, V
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B. [&L»
Answer: A (A —vt—T %KY
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rtual machines | VNet1, VNet2 |
Bhines. """ | HubVNet' i i
dows virtual machine scale sets | VNet4
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RIDLENHYET  RER Y T —IEEHE DT, Azure Bastion 7R v FELN <D
ETIM?

A.3

B. 1

C.2

D.5

E. 4
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*Azure SQL T—HAR—X D SQL EEQDY

* Azure [RFE< S UM 5D Windows £ 21 T4 A4

* App Service Web 7 7'1) i 5 M Azure App Service B2&E RO Y
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For the SQL auditlogs:

A Log Analytics workspace
Azure Application Insights
Microsoft Defender for S€
|Microsoft Sentinel 4

S —

For the Security logs:

For the Secunty logs:

For the App Service audi icrosoft Defender for servers
> W, [Microsoft Sentinel

For the audit logs:

A Log Analytics workspace
Application Insights
Microsoft Defender for App Service
Microsoft Sentinel

Answer:

For the SQL audit logs:
A Log Analytics workspace™. -
Azure Application Insights. 3
Microsoft Defenderfor SQL
Microsoft Sentinel

For the Security logs:

For the Secunty logs:
Log Analytics workspace
Application Insights

Microsoft Defender for servers
Microsoft Sentinel

For the App Service audit logs:

For the App Service audit logs:

A Log Analytics workspace

i & :
g IMicrocnft Sentinel .
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&7 1=1& Azure Front Door 4 > R 42 > X %@ L T Azure App Service Web 7 7 ) ~DT7 U &R
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B. (&L
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*Azure SQL T—AR—ZXM SQLEERN Y

* Azure R UM 5D Windows £X 21! T4 O4

* App Service Web 7 Z'1) A i5 0 Azure App Service Bi&E O 4
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HRBEIZIIMZEDHIRESTTIMN? AETSICE BERNOBE LA T3 oEBIRLTLE
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a. FELSGBIRTBEVIZ1I RS FOMBENHY T,

For the SQL auditiogs:

A Log Analytics workspace
Azure Application Insights
Microsoft Defender for S€
|Microsoft Sentinel 4

- am

For the Security logs:

For the Secunty logs:

For the App Service audi IMicrosoft Defender for servers
, [Microsoft Sentinel

¢
For the audit logs:

A Log Analytics workspace
Application Insights
Microsoft Defender for App Service
Microsoft Sentinel

Answer:

For the SOL audit logs:
A Log Analytics workspace
Fof the Secuit: fods Azure Application Insi

Microsoft Defender for SQIL %
ICrosoft Sentinel - ;

For the Secunty logs:

] R «|Application Insights
For the App Service audit I0Gs: |y 1. et Defender for servers

Microsoft Sentinel

For the App Service audit logs:

Application Insights
Microsoft Defender for App Service
IMicrosoft Sentinel |
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Office 365 M T—R 1KLL, T—218KBHLL (DLP) (& #EFEHRZFREL THELGRATEZRC
DIZEILEFET, HBANDORBZHL L ZVEFRROFICIE BBET 20 VLD y kb h—
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ERNZWHITEHEZ LG MBOT— 2 Z2ELTRETEEY, FYVLHLFEREREX T —L
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FELCERT SFE-UICT RS Y FOEELHY FT,

Answer Area
To enforce compliance to the regulatory standard, create:
An Azure Automation account
A blueprint
To exclude TestRG from the compliance assessment:
fis
i
Answer:
Answer Area

To enforce compliance to the regulatory standard, create:

S——————

To exclude TestRG from the compliance assessment:

Edit an Azure bluepnnt
Modify a Defender for Cloud workflow automation
odify an Azure policy definition
|Update an Azure policy assignment

=ATEIRE: 110
NAT)VIYKRIDSHORAVISRANSOFARHY ET,
RDRIZKT Azure 7 TV r—2 3o & T 7043 BHFETY,

Name Type Requirement
Appl An Azure App Service web app accessed from Windowsi 11 Protect aganst attacks that use cross-site scnpting
devices on the on-premises nétwork (XSS).
App2 | An Azure App Service web app accessqquobie devices Allow users to authenticate to App2 by using their
i ICrosort Linkedin account

ET7TIVOBRGEFH-TICEMEFERT ILENHY TIHN? BET HICE, BENDE 4R
RERZBRRLTSCESV E ELGERT S-UIT 1 RS Y FOfEENHY T,

e | uca
_—

App1:

Azure AD B2B authentication with Conditional Access
Azure AD B2C custom policies with Conditional Access

App2: Azure Application Gateway Web Application Firewall policies

Azure Firewall

Azure VPN Gateway with network security group rules

Azure VPN Point-to-Site connections

Microsoft

App2:

Azure AD B2B authentication with Conditional Access
Azure AD B2C custom policies with Conditional Access

Azure Application Gateway Web Application Firewall policies

Azure Firewall

Azure VPN Gateway with network security group rules

Azure VPN Point-ta-Site connactinne s

Answer:



Azure VPN Gateway with network security group rules
Azure VPN Point-to-Site connections
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tXal)T4 TOERREBOEF1) T4 LRILZETELTULET,
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EELSCERTBE-VIC1I RS Y FOMELHY £9,

Answer Area
Developer: | Specialized secunty |
Enterprise secunty
Pmrll-ﬁtd secunty
~ Standard user. Enterpose security v
i!i\'llﬂ!‘d secunty
Specialized secunty
. IT aoministator: | Privileged secunity - |
" ‘ i Enterprise secunty
Y Vi 1
= ICFrOSO Speciazed secunty
Answer:

T e

Developer: | Speciashized sequnty e

Enterprive secunty
i‘rlmam u-:w,i
Stafiand ute  Enieiprie secuty ot

iilb a SECUn E

Specialized security

T acministator. | Privleged secunty ”

Enterpaue secuity

™ Microsoft e ey

Specalded secunty
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* BEEE N Facebook E#&1H#H % # A L T Azure App Service Web 44 hADERZ1TADEH
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' For the customers:
Tk Azure AD B2B authenticatigh With atcess package assignments |

Azure AD B2C authentication
Federation inAzure AD Cannect with Active Directory Federation Services
Pass-through alithentication in Azure AD Connect

For the partners:

Micrast

Azute AD B2B authentication with access package assignments

Az ef\[) B2C authentication
&-J_:*rihon in Azure AD Connect with Active Directory Federation Senvices

Pass-through authentication in Azure AD Connect

il

Answer:

For the customers: W
! iré AD B2B Sthenthedtion 8¢ package assignments

pazure AD B2C authentication |

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication in Azure AD Connect

Password-hash synchronization in Azure AD Connect

Paseword hash synchronization in Azure AD Connect

Password.hash swchmmzanon in Azure AD Connect

™
=

For the partners:
ure AD B2B authentication with access package assignments

Azure AD B2C authentication

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication in Azure AD Connect

Password hash synchronization in Azure AD Connect
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HE-O£tZF arTFr—IlbkEhi=Web 77V T T04 3 5=-HIZEHE N3 Azure App
Service 7S5 U HYET ,Web 7 F) % App Service TS UIZTTAA T BE=HDREH
DevOps Bl ZRETLTWET . a—F RX ¥V Y—ILEZRELRYI I THRES A I7HA(4H
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O—RZ2YRSMYIZFZYTO—FI % aV0TT2HEETS
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igA T avEBIRLTCES,



Uploading code to repositones:

k 61tHih Enterprise

Microsoft Defender for Cloud
Building containers:
Azure Pipelines

GitHub Enterpnse
Microsoft Defender for Cloud

Answer:

IV CIO'S O f tupiossns cose o repostones:

Azure Boards
Azure Pipelines

GitHub Entefpnse |
Microsoft Defender for Cloud

Building contaners:

Azure Boards
Azure Pipelines
GitHub Enterprise

of
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HEDERHRIE FTRTOF VT LUIRREEIS V% Azure ITHBITTAHILEZFHELTVET,
2y bI—=0 TOOZTIEF RORIZTRY Azure RER Y P —UREERELFT,

name P
Hub VNet Linux and Windows virtudl machines | VNet1, VNet2
VNetl Windows virtual machines Hub VNet
VNet2 Linux virtual machines Hub VNet
VNet3 Windows virtlal machine scale sets | VNetd
VNetd Linuxuartual machine scale sets VNet3

TRTODFEEI S UADRERYE— b 7 ERAFRMT H1Z(F Azure Bastion T 7041 Z#f
BIOIDELAHY FT RERY FT—HHRFIZEDIUNT Azure Bastion 4 TRy L D
BETYH?

A.1

B.2

C.3

D.4

E.5

Answer: B (A —vt—T %KY

Bl

https://docs.microsoft.com/en-us/azure/bastion/vnet-peering
https://docs.microsoft.com/en-us/learn/modules/connect-vm-with-azure-bastion/2-what-is-azure-
bastion
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Microsoft 365 47X 1) T 3 & Azure TR 9 1) T3 0% EHH TT , Microsoft 365

Defender & Microsoft Defender for Cloud ME®NIZHE > TULVET,

Azure YT R4 1) F¥ 3 »IZ[F Microsoft Sentinel 7—49 A RXR—ZAMNEFEN TLVET, Microsoft

Sentinel T—#4 a3 X% 21 Microsoft 365, Microsoft 365 Defender_  Defender for Cloud, & & U

Azure RAICERENTWET,

Windows Server 2179 % Azure [RBEY L U #TJOA4 3T BHFETT,

Microsoft Sentinel M¥LEiERE & I6E (EDR) 8LVt Fxa ) T4 A—4 X L—2 3> BENE,

BEUIEE (SOAR) EEZAMICT HIRLELHY FT,

BREEEZAMCT DI LELEDLSICHBELETN? BET HICIE, EEEBETEYLGA T 3

VEBERLTLEEELY,

EELCERTBEVICTIRS Y bOMIESHY FT,
Area :

EDR:

Add' s Microsoh Sentinel data connector for Azuredctive Directory (Azure AD).
Add a Microsoft Sentingl data connector for Microscft Defender for Cloud Apps.
Onboard the senvers ta Azure Al

Onboard thesenvers 1o Defendenion Choud.

Configure Microsoft Sentinel analytics rules.
Configure Microsoft Sentinel playbools,

Configure reguiatory compliance standards in Defender for Cloud.
Configure workflow automation in Defender for Clowd.

EDR:

Add a Microsoft Sentinel data connector for Azure Active Directory (Azure AD).
Add a Microsoft Sentiriel data connector for Microsoft Defender for Cloud Apps.
Onboard the servers to Azure Arc.

Onboard the servers to Defender for Cloud. |

[Configure reguletor; camgh D ‘E?bf% Cloud.

Configure workflow sutomation in Defender for C

ExFTEIRE: 116

Azure Automation 7 177 > kT Runbook Dt ¥ 1) 71 Z#&&& L TLVE T, Runbook [E7—4
% Azure Data Lake Storage Gen2 [CaE—LFT,

OE— JOERDaAVR—RU M ERETLHV ) 2—2a EHETILENHYET,
BAVR—RV FOWERFIBICIMEEDILENHY FTITH? BET HICIE, BERNDOEY L
BEREEZERLTLESVD T ELLERT S-UITT R Y FOfEEIHY £9,



lanswer Area :
=" Microsef

cess keys stored inAzure Key Vault
Autofitation Copinbutor built-in role

Network 8ccess control:

Access keys store in Azure Key Vault
Automation Contributor built-in role

Azure Private Link with network senace 1ags

Azure Web Application Firewall rules wath network sennce Tags

Answer:

Data security: >
B8 kews stored in A ey
on Contributor buil

Azure Web Application Hrewall rules

Network acgess contiol

Access keys store in Azure key

Automation Contributor built-in role

Azure Private Link with network service 1ags

Azure Web Application Firewall rules with network service

=FTERE: 117

HE-DE4t(F Microsoft 365 E5 S AtV R & Azure Y TR Y T a v EaH->TOWET,

_Ij]_*ilzt\ ROBHIRESNTVSRE T —FITEFMIIIANILEM TSI EZEFELTLE

* Microsoft SharePoint Online

* Microsoft Exchange Online

A7V T bF—L

BET—IZHELTRETI-OHDEHBEHRET IVLENHY FT,

BEIANIL R D—ICFEDHEZHET ILELAHY FITI? BZRDICIE BULGRI—T%

ELWMERIC RSy LFET ERI—TJE 1 BEHERT LI EREFEARATLILD

FOoRKFERALGVWI LI TEFET AT UVERTTDICIE, RAVETHEIN—%FS J

T30 RV A—ILTERBENHIEENHY ET,

S ELCGERTBEUICTRS Y FOBELSHY FT,
- - ——




#TMEIRE: 118

Azure Storage T % Azure Y TRV 1) T 3,

Bt FHEFED BLOB &R A —LHF T HFETT ,BLOB ZICARKHETIZ $FED BLOB ~
DNEEBT IV ERAEAVA—IZIR®TEY ) 12— a3 VEHBETIVELAHYET 7O ERIT L
\me-Vim\ted THAILENHY FT  HESIBIZIAZEZEDHEIRETTH?

A KBTI ERXER (SAS) #ERLET,

B. 77t XAX—DEGEXFINEHELET,

C.TSAR—F ) VO BBKERELET,

D. H A Y— I *—T K £— (CMK) A L CTHEESILZERT S

Answer: (&% &RT~9 5)

kE w4 2 Fabrikam, Inc

T REE

AUTULIR 2y FT—2IZ1% corp.fabrikam.com & L\5 R EIDE—D Active Directory K £ A
Y #—EZX (ADDS) KA A UNREEATLET,

AzurelziE

Fabrikam [ZIXR®D Azure J Y —XHHY £9,

* corp.fabnkam.com & R#A9 4% fabrikam.onmicrosoft.com & LY & HiID Azure Active Directory
(Azure AD) T+ k

*Sub1l EWVWSRARIDE—D Azure Y TR Y T3y

* KEEE Azure ) —2 3 2@ Vnetl EWVWS ZHTIDRERY FT—5H

*WIA—Av/NAzure J— 32D Vnet2 E VWS EZRIORERY FTJ—5

*Azure Web 7 7Y r— 3> 74 74— (WAR NER) £iE 2 7= FD1 & LV S ZFTD
Azure Front Door DA Y X2 VR

* Microsoft Sentinel 77— A X—X

* ClaimDetails & W\S &RINDT—TILEEL ClaimsDB & V5 ZHID Azure SQL T—2 R—X
*FF)5r— 3 H—\—& L THER S 1 Microsoft Defender for Cloud 24 Y/ R— K& h T
WEWL 20 EDRE< Y Y
*FTRMNEMOAFEHINS TestRG EWLWVSEZRIDY Y—R JT)IL—7

*EACEIYE TNz Y>3 RR FEED Azure Virtual Desktop "X b 7—JL Sub1 @
TRTOYY—RIE KERHFELIFTHEI—OYNN =23 000FAbIzZHY £9,

IN— b~ F—

Fabrikam (& Contoso, Ltd. £ WS &R ET TV r—2 a3 D ORKE RN ZHEATULET, Contoso
[CIERDA VISR VFYDHYFET,

* contoso.onmicrosoft.com & LY A RID Azure AD 77+ > k

* Contoso @ Fabrikam BAREZEDT7 TV 7—2 a3 DTA L T—IA—F&#KRR T 51=8HI12F
HAEn5d AWSEC2 4 VR A2 VR EEL Contoso)AWS1 E WS EFTIDTIYV Y DT H—EXR
(AWS)RE (X 7IUHr— 30 TRAMERIIEHRT S8 Fabrikam O YV —R([ZHEEH L
9. BFE (L fabrikam.onmicrosoft.com @ Contoso Developers & WS &HIDEX 1 T4 4
IL—FIZEMEN, Subl dE—LIZEYETHRET,
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ContosoDevelopers 4 JL— (2l ClaimsDB 7—42 X—X M db.owner A—/LAE|Y BTSN FE
ER

AVTSATUVRARY K

Fabrikam (FRDAVTS5A T O RREZREALET,

* Defender for Cloud (&, Sub1 DT RTD!) Y —RAH HIPAA HITRUST #ZEE(ZEEHL TV S H
EINZEFET 5L IITEBEINATLET,

* J07E . HIPAA HITRUST fB#(Z#M L TUE WY V— R FFB TBESATOET,

XY —N\—DIZERBHEZHY—ILE LTQualysERALTWET,

MDA

Defender for Cloud Dt ¥ 74 RAAT7IE, TRTOREI S UNROMEREIEEZERK L TLY
5 EERLTVWET , IO UICIEMESHEMFMY )1 —2 3 VHARBETT,
FTRTORE T S U h Defender for Cloud IZHEHLL TLWBREAH Y F3,

ClaimApp D& A

Fabrikam (£, RDE#ZEHF D ClaimsApp & WS RRIDA V2 —2y MZIT O AAEERT 7)
T—a ERETAHFETY,

* ClaimsApp (&, Vnetl $ & U Vnet2 [Z#E#i 9 5 Azure App Service 1 VA2 VRIZT7AA4 S
FY,

* A —H—[Z_ https://claims.fabrikam.com ® URL Z{#f L T ClaimsApp [Z#Ef LE T,

* ClaimsApp (& ClaimsDB Q7 —42 279 2ALET,

* ClaimsDB (& Azure Ry FT—ODEDHT I CRATEDIRENHY ET,

* ClaimsApp @7 7'') ¥ —E X#EE % ClaimsDB [CE|Y HBTHAREAHY FT,

TIVr—2 3 VRAREHR

Fabrikam [, 7 T —2 a VEHEORDEHZHELET,

* Azure DevTest ZRIE FHAREN TR FOHIZERLET,

*FRTOT7 T4 —2 3> a— K& GitHub Enterprise [CIRTET ZRENHY FT,

* Azure Pipelines (7 7 —2a> DT 704 A0 FOERBIZERINET,
*ERTODF7TIVr—230 a—ROERERKX V)7 TFRAMDU—O Ly b EETT T ) —
23 A—FPEEI7FALEED X1 T OMEBEERFT Y T EIBELHYFET, R
FroolE a—FBRYRDEIIZT Y a2 ENBLEEZICETTILENHY EFT,

tXxa) T4 EH

Fabrikam (ZXDEF 1) T BEREHELET,

*AURA—=RY MITORRTED 7T r—aviE ABEHI SOEREHLT 2HENSD
YET,

*InfraSec E WS BARIDTIL—TDAN—DHM v bT—0 X2 T4 JIL—T (NSG)
& . Sub1 M Azure Firewall_ VJM_Front Door D4 Y A A VA ERTED2LENHY I,
MRETI VDY E—FEEZETTSHICE, EBEREIRELGRR MIERTIVENHY FT,
X217 RRMEARZLARL—TFT 42T DRATFLA A= 6TOEYDa=0 09 50
BEhHYFET,

AWSDEH



Fabrikam [  ContosoAWSV THRRA FENET—RIIHTH2RDEF 1) T1 EHZHELE

ER

*AWSEC2 4 VAR VANEF 27 AATDMRFBIAIZEMNM L TLVEWEEIL, Fabrikam O+
X)) T4 EEBEFICEMLET,
*Xxa) T BEEEN Azure BENL AWS H—EXR OJ2EEI I TESAHILEEHERELE

ER

Contoso HIFEBEDEH
Fabrikam (&, Contoso FAFEEIZXT 2 RDEHZHELET,

* 4 A ContosoDevelopers ZIL—TD A IN—y TEHERT IDLENHY ET,

* Contoso BAFE (X, Sub1 DY Y—RIZ7 I RT BIZIE, BETED contoso.onmicrosoft.com &#&
BHREFERTIDLELAHY ET,
* AE QDAL ClaimDetails T— 7 /LM MedicalHistory & ULV ZRIDHNDT—F E#RRT
EHVKIITTIRENHYET,
AVTSATUOREHR

Fabrikam (& Sub1 O{R#E< L > % HIPPA HITRUST 2% (2l 52 K S [CHEIMIZEBE L =LY
EEZTWET TestRCADFRBEIT L UG AV TSAT7UREEISBRINTIHENHY F

ER

Ex#TERE: 119

Litware @ Azure AD T+ > FZIDtEFa) T4 V) a—Sa BRI 20ENHYET, YV
)a— a3 IDBEHEERFETEGFRBH-LTWARELAHY FT,
MZ#HBIRETIN? BAETSCIE AEEEHTHEY G T a vEEIRLTLESLY,

Answer Arca

FELCERTAFE-UICT RS Y FOEELHY FT,

For the delegated management of S8« 1 =g 20
: |AD DS organizational units

groups

To ensure that you can perform leaked

credential detection:

”~
g =

Azure AD administrative units
Custom Azure ABgoles

o
Enable password hash synchronization in the Azure AD Cannect deployment
EnableSectiity defaults in the Azure AD tenant of Litware
eplce pass-through authentication with Active Directory Federation Seniaces

R

Answer:

Answer Arca

For the delegated management of users and

Qroups, uses

To ensure that you can perform leaked

credential detection:

AD DS organizational units .
ure agmumisirative units
Custom Azure ADfoles

nabiléipassword hash synchronization in the Azure AD Connect deployment
Enable Secunty defaults in the Azure AU tenant of Litwale
Replace pass-through authentication with Active Directory Federation Senices
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