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Mame Type Description

ViNetl Virtual network None

VWANT | Azure Virtual WAN Standard Virtual WAN connected to Hub
Hulb1 Azure Virtual WAN hub Contains a Site-to-Site (525) VPN ;Jd'.{.—x-'u_f}'—

YA FREESEEERAL T, Site1 Z Hub1 IZHE/KET 5FETT,
FW1 ADY A FEERZERT ILENHYET,
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C.VPN¥ A k

D. KAy b7 —5 &

Answer: C (A —vt—T%#EY)
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AUTLIR %y hT—5TIE.10.1.0.0 ~ 10.1.255255 @ IP 7 KL RBEMNER I ET,
RODEBZXRZETH LW Azure RERY FT7—9 Y a1—2a v #EBHTHFETT,

*VNet1&E WS ZHIDRERY kT7—2

*VNett EA Y TLIR 1y I —J DY 4 FE (S2S) VPN i
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*VNet! CHERTRELZIP 7 FLADEZEZRKIELET,

* GatewaySubnet CH ATRIRE/ZIP7 F L ADEER/NMRICHNIZ 5

VNet1 & GatewaySubnet IZE|Y B TH7 FLRAZERIEENTTHN? BT BHI21E, BIZEHEE THE
YA T a v EERLTLCESLY,

FEELWLMBIRSEICTI RS Y bMIEShET,

Answer Area '

Microsoft

VNet1: 10.0.0.0/16 ¥
10.0.0.0/8

10.00.0/16

10.0.0.0/24
10.0.0.0/27

GatewaySubnet: l 10.0.0.0/27 - '
10.0.0.0/16
10.0.0.0/24

10.0.0.0/27

10.0.0.0/29

Answer:

Answer Area

Wietl, 10000016 =
| 00078

D

10000727

GatewaySubnet: [ 10.00.0/27 3
10.0.0.0/16
10.0.0,0/24
10.0.0.0/27
T0.0.00/38~

Explanation:
Answer Area — {9 J}j

VNetl:  10.0.0.0/16 v

GatewaySubnet: 10.0.0.0/27 Nt
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Firewalll =

Firewall

» [ Delete B Lock

@ vist Azure Firewall Manager to configure and manage this firewall. =

~ Essentials
Resource group (change) Firewall sku
RG1 Standard
a s Mittdsof
North Europe . a t
Subscription (change) Firewall public IP
Subscription Firewall1-1P1
Subscription ID Firewall private IP
169d 1bba-badc=471¢:b513+0928b7063265 10.100.253.4
Virtual network Management subnet
Vnetl
Firewall policy Management public IP
FirewallPolicy 1 .
Provisioning state Private IP Ranges
Succeeded Managed by Firewall Policy

Tags (change)
Click here to add taas

ROy IADY AZa—%FALT HITREINTVWBIEFERIZEDVWTERAT—FA Y METR
SEHHEBDERKZZEZERLET,
EELCBEBIRT BEUIC1 RS FOMENHY FT,

On Firewall1, forced tunneling [answer hoicel )| cannot be enabled

cannot be enabled

.. M i C rOSOf't is disabled but can be enabled

is enabled already

cannot be enabled

s disabled but can be enabled
Oh 1, ' man |r wall Manager [answer choice]. | is enabled alread
‘ is enabled already

Answer:
M I C ro S Oftﬂ Firewall1, forced nswer choice]. | cannot be enabled v
15 enabled already
[ cannot be enabled
is disabled but can be enabled
On Firewall1, management ewall Manager [answer choice]. | is enabled alread

is enabled already
cannot be enabled

is disabled but can be enabled

Explanation:



ANSWET Arca

On Firewall1, faf€ed tuniiieling{answer choice]. cannot be enabled v

On Firewalll, manggement by Azure Firewall Manager [answer choice] /1i§ énabjed already ¥
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OpenVPN % {# 9 % AzurePoint-to-Site P2S)VPNZEHEI L TLVET,
A—H—F A>T L I ADActiveDirectory KA A & FERLTREELET,
VPNEREEZ HR— b9 B2, EDEMY—ERZERT ILENHYETHM?
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B. RADIUSH—/\—

C. Azure¥—HR—JL b+

D. Azure Active Directory Azure AD) 7 74— 3> 0%y

Answer: B (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about
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CHIFBEEEFH:-LTHWETN?

A. LMNVZR

B. (LY

Answer: A (A —vt—U %&9)
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VM1 EWLVS ZRID Azure [RE<T D UNH Y T3,

Azure Network Watcher ZfERA LT VM1 DI RTORY bT—9 bS T4 v EF Y TFvT
BBERHYET, S TF YT EDBRICESTAL I ENTEETH?

A. LA V2 IZ#EDH

B.VM1 DHD T 74 IL /INR
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xFTERE: 7

Subscnption1 & Subscription2& LN BRTD2DNDAzure Y TRV ) T avhihyUET,
Subscription11Z(& Vnetl E WS ZRIDRBER Y hT—UBREFENTUWET, Vnetl(ZIET TV
F—>a o —N—REFENTULVET, Subscription2IZ(& Vnet2& WS ZRIDRERY kT —2%
NEENTUVET,

TS5AR—FrIT U RRA Y FEFERALT Vnet2D{REY L VIZVnet1 D7 T ) r— 3 oy —
N=—AADT I 2RAZRET ILELNHYFET,

IEBIZRITTIRENRHZ4DDT VL avEENTETN?RETBICIE BULETILavET
923X MO LEIZEEHICEEL, ELWEFICHERET,

| Deploy an Azure Standard Load Balancer in front of the application

Answer
st HHET [T Er =TT s s cwssmams =
.Mmmswmmdm-nﬁnmmmmm. R i

P e i e Yo

i 1 I In Subscription1, accept the private endpoint connection request.

3 I l | Enable virtual network peering betwpen \mﬂ‘tﬂﬂm

— Sy -
——

Deploy an Azure Staﬂdtd LGM Blance' in rronl of the application server.

i!hln--lh—

In Subscnption 1, create a privale ink senace and attach the serace (o the
frontend IP conhiguration of the load balancer
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Name gﬁ\nrrr SOTT__ Description

z Has an IP address space of
Whet? Virtual network 192 168.0.0/23

‘Hasn I s8drets space of

192 963.2.0/23

Whet3 Virtudl mefydrkt | ?ﬁ;nﬂlzgwm S
Peering12 | Virtualin@twork peering | Peered between YNet1 and Viet2
Peering21 Virtual network peering | Peered between ViNet2 and Viet1

BRAERY FT—2I21F 20 BORETSVE IP 7 RLRZERIMN 24 DY THy hHAEENE

Vet Virtual network |

ER
Azure Bastion Z LT A 23—y b LRETIVIZTIERATEL L ZMHRET LIMLE
"HYFET,

EBRTOILENHIEES TRy FORNMRIINCDOTID, T FEEY TRy FTHR—
FENBIRNDIP 7 FLRAERIEWNDTID  BETHICIE BERETEIGA T avE

FEIRLTLCEESWY,
FEELMEIRZEICIRA Y BT ESRET,
Answer Area
F o - subnets: | 3 -
N :
BN |
Answer:

MIYWET AITa

Bastion subnets: | 3 v

IP address space: /26

o Microseft

Explanation:



Answer Area

Bastion subnets: | 3

n AP address space: | /26
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app2.proseware.com ~ND1—H— 7 U X ERE T BHICIE FD1 ZEBETHILELHY FT,
Y )a—23 v X a) T4 EHLE—REGZHZLTVLWAIRELNHYFET,
FITMEITARETLLSIH?

A EEESN-IL—F CANGIIBAZEZERLFE T,

B. App2 M5 TLS SEFAZE L MEF—Z TV RAKR— b LFET,

C.FD1I[ZEFxalT4 RUL—ZFEBMLET,

D.FD1 ICARA L FAAL U ZEEBMLET,

Answer: (fRE %X~ B)

HTREIRE: 10

contoso.com & WD ZHID DNS RAAL UAHY Hh[EH—FX—T DAL BLIDRX K
SIZE2THRRAFSATOLET,

Azure Y TRH ) T a3 vEBHELBTT,

contoso.com KA A VDT XTHODNS YT A Azure DNS #FAHL THRRIND K S(2T 50
BEhHYFET,

LR S —THZER L, Azure THZERT D2RELHY FIH? BEZDICIE, @G A T
DAVEELWIA—HS Y MIRSY I LET EA T avE 10 EHE, FEE-LKE
RAEINGWEELRHYET, AT UVERTT BICIE RAUEOREN—F KRS v T T 5h,
RO O—LT HRELHIGENHBY FT,

EEELWLEIRCEICTIRA Y A EShET,
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Options Answer Area

Explanation:

Options Answer Area
B2 A delegation Registrar (A delegation

ubdaman

EFTIERE: 11

B—0Azure) —2 3 VITROEFED )V —REELAzureV ) 2 —2 a3 VEFEBEILTULET,
RE< Y

Azure App Service

RERY bD—D 55—k A

AzureSQLY Rr—I R4 VR A VR

App ServiceESQLY R—Y R/ VR AV RIFX BRBERY FT—DIC2U Y —REEHT HLIITF
FEhFET,

Y= aVITREBRERERY FT—0 3Ty FOBERTET ILELAHYET . COV
)a—2 3 TR BEERY FI—VBTT—2ZEETS5ODOIR FEaR/NRICHA SZHE
nHYUET,

AIZHETIVENHYEITH?EZTSICIE EEIY 7 TEUGF T a VEERLTLE
=Ly,

AL VBERIEZENENIRS O FOMELAHY £9,



Virtual Network::"/|¢

Subnets:

Answer:

Virtual Networks:

Subnets:

Explanation:




Virtual Networks:

Reference:

S

2
Hl-l .

e W IN =—-

bnets:

o

B wmn =

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-
services#services-that-can- be-deployed-into-a-virtual-network

BT RE: 12

2RI txFa )T BEHZE-T=HIC_NSGI0ENSGI1ZERLET,
RDEARAT—FAVMIDOVWT [IFWNEBRLFET , AT— A2 RAELWNMES, TNRLUSND
EEIX [VWWA]EERLET,

I WOBEREZRENIRAS D FOMEENHY T,

Answer Area 1] I
W™ Microsoft
il - m Yes No
From VM1, you can establish a Csson A o o
w ]
From VM2, cpﬂ o o
From VM2, l establish a Remote Desktop session with VM1. (@] (@]
Answer:
i S f} .
Statements -
atements - Microsoft
From VM1, you can establish a Remate Desktop session with VM2, o, ©
M s
11: *|"“ il el 5
From VM2, you can ping VM1. f'“f‘sltf”!] LC_) ! O
.? -..
af*ta ot { i Tl
From VM2, you can establlgﬁlm IRefnote Desktop session with VM1. (o L=
Explanation:
No

subnet1(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound-
>VM2) Yes NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from
VM2#€™s subnet (VNet1

/Subnet?2).
No




NSG11 blocks RDP (port TCP 3389) destined for #€"VirtualNetwork#€™. VirtualNetwork is a
service tag and means the address space of the virtual network (VNet1) which in this case is
10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNet1 is blocked.

EHTIRE: 13

2R 9

YTy b-3N507TEDRRA FENBTELILEZHRTIVENHY FT,

Answer:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that subnet4-3 can accommodate 507 hosts:

* To determine the subnet size that can accommodate 507 hosts, you need to use the formula:
number of hosts = 22(32 - n) - 2, where n is the number of bits in the subnet mask1. You need to
find the value of n that satisfies this equation for 507 hosts.

* To solve this equation, you can use trial and error or a binary search method. For example, you
can start with n = 24, which is the default subnet mask for Class C networks. Then, plug in the
value of n into the formula and see if it is too big or too small for 507 hosts.

* If you try n = 24, you get number of hosts = 2A(32 - 24) - 2 = 254, which is too small. You need
to increase the value of n to get a larger number of hosts.

* If you try n = 25, you get number of hosts = 24(32 - 25) - 2 = 510, which is just enough to
accommodate 507 hosts. You can stop here or try a smaller value of n to see if it still works.

* If you try n = 26, you get number of hosts = 24(32 - 26) - 2 = 254, which is too small again. You
need to decrease the value of n to get a larger number of hosts.

* Therefore, the smallest value of n that can accommodate 507 hosts is n = 25. This means that
the subnet mask for subnet4-3 should be /25 or 255.255.255.128 in dot-decimal notation1.

* To change the subnet mask for subnet4-3, you need to go to the Azure portal and select your
virtual network. Then select Subnets under Settings and select subnet4-3 from the list2.

* On the Edit subnet page, under Address range (CIDR block), change the value from /24 to /25.
Then select Save2.

RFTEIRE: 14

RERY FT—9Z&L Azure Y TRV YT avhHYET,

Azure VPN 5— kx4 & 90 DY A +fE VPN 2 BRI AT ETT, VY a—aviEk
DEHZFH-IVENHYFET,

*Azure T—R VA —ICEENRELZBZEETH, Y4 FHE VPN EHEH S SR ESFIATETH
HTELTEHELFET,

AR FER/MRICINZET,

EDT—bro x4 SKU ZEET HLENHY FITH?

A. VpnGwlAZ

B. VpnGwSAZ



C. VpnGw2AZ
D. VpnGw4AZ
Answer: D (A —vyt—T%EY)

&FTEIRE: 15

BRYT

HITHY F4-112100 EDHRBT L VERMATAFETT BT UICENRTYY I IPTF
LRFEIYETohFFA RETIDVIE H—F =T 4I2&K>THRRA SN TULVSEL API
FFVELFET  RETSUIE 1 5H=Y 10,000 EIZ##Z 5 APIFUE LEZTWET,

SNAT R— rEED ) RV ZR/IMRICHMZ ZBENHYFET, V) a—2a VvTREBERZR
INRICHIZ AENHY ET,

Answer:

See the Explanation below for step by step instructions.

Explanation:

To minimize the risk of SNAT port exhaustion for your 100 virtual machines in subnet4-1, while
ensuring minimal administrative effort, you can use an Azure NAT Gateway. This service provides
scalable and resilient outbound connectivity for virtual networks, dynamically allocating SNAT
ports to avoid exhaustion.

* Navigate to the Azure Portal.

* Search for "NAT gateways" and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the NAT gateway (e.g., NATGateway-Subnet4-1).

* Region: Select the region where your virtual network is located.

* Click on "Next: Outbound IP".

* Choose whether to use existing public IP addresses or create new ones.

* If creating new ones, click on "Add new" and configure the new public IP addresses.

* Click on "Next: Subnet".

* Click on "Associate subnet".

* Select the virtual network that contains subnet4-1.

* Select subnet4-1 from the list of subnets.

* Click on "OK".

* Review your settings to ensure everything is correct.

* Click on "Review + create" and then "Create".

* Azure NAT Gateway: This service provides outbound connectivity for virtual networks,
dynamically allocating SNAT ports across all VM instances within a subnet. This dynamic
allocation helps prevent SNAT port exhaustion, especially in scenarios with high outbound
connection volumes12.
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* Dynamic SNAT Port Allocation: Unlike static allocation methods, NAT Gateway dynamically
allocates SNAT ports based on demand, ensuring efficient use of available ports and reducing the
risk of exhaustion2.

Step-by-Step SolutionStep 1: Create a NAT GatewayStep 2: Configure Outbound IP
AddressesStep 3:

Associate the NAT Gateway with Subnet4-1Step 4: Review and CreateExplanationBy following
these steps, you can ensure that your 100 virtual machines in subnet4-1 can make the necessary
API calls without running into SNAT port exhaustion, all while minimizing administrative effort.

TR 16

VMAnalyze DRy FT—V BEHFRELTWET,

Subnet2IZ) U ENTWBHREZLIL— MIFAZEHZVENHY TITMh?2EEZT B,
EET)7TEUOGEF T avEBRLTLESY,

AL VBRI ENENIRS VD FOMELAHY £9,

Address prefix: = \4

0.0.0.0/0
- 0.0.0.0/32
~ 10.1.0.0/16
255.255.255.255/0
255.255.255.255/32

Next hop type: \4

None

' Internet

- Virtual appliance
Virtual network

. Virtual network gateway

Answer:



Address prefix:

0.0.0.0/32
10.1.0.0/16
255.255.255.255/0

QSS.ZSS.ZSS.ZSS

N |

Next hop type:

Explanation:

fix:
el

0.0.0.0/32

10.1.0.0/16

255.255.255.255/0

\255.255.255.255/32

v

e joapd’

None

Iternet

Virtl eork

\Virtual network gateway




Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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500Dty <3 iR R k##FHDAzureVirtualDesktopT 70 A A FARBHY FT,

A=Y bADTRTDTIDMNDU RS T4 9P IEINATS— bz A %#FERALET,
EEBROE—VBICIE A3 —2Y PJY—RIZTVEATELGVERET S22 —HF—%H 1
F9, Azure MonitorTI&, £ < DKL L =SNATHEfmZHEHLF T,
FEATTREASNATHER Z I8 PTREADHY T,

HET-F A ZET o EMN?

ATy YIP7 FLRZEBMLET,

B.NATS— bz A ZRDY TRy MRS FLET,

C. 7™ b/ Y FJL—)L & DAzure Standard LoadBalancerz 7 704 LE 9,

Answer: (&% &RT~9 5)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

ExXFTERE: 18

Site1 EWSLRIDAVTLIR Ry MNI—=ORBHYET,

VNet1 E WS BRIDRERY FTJ—%5 & storagel EWVWSRRDARL— PhH Y R2ED
Azure Y TRH 1) T auhHyYET,

Site1 & VNet1 [&_ 44 FF (S2S) VPN 2 L TEES M TOET,

S2SVPN #ERAL T YA FROY—/N—DR FL—DICEGETE S L2HRETILELHY
FT, VN a—2a TR EBOFNEZR/DMRICINZASZBELNHY FT,

VNet1 [CRIZERT DENH Y TI H?

A TS3AR—FIVRRA 2+

B. Azure 754 R—k YUY H—ER

C.H—ERIVKKRAUF

D.Azure 77— av 5—roxA

Answer: (&% &RT~9 5)
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VM1 E WS BRIDRETL 2V ENSGT EWVWSEFTDORY FT—0 X2 T4 JL—7
(NSG) &L Azure Y TRV 1) T auhH Y EFT,NSGT ICIFEEEDIL—ILHBEEEINTS

) VM1 (& Windows Server #EfTL NIC1 £\ LRINDE—®D NIC Z&#HF T, NIC! [ NSG1
[ZBHEfIF N TULET,

VM1 E® Azure Instance Metadata Service (IMDS) REST API ADT7 Y A %ML T 52BN H
VEFT,VYNa—2arTR EEOFHER/MRICHZZBELHY ET,

NSG1 [ZfiZEBMI NIFLTL & 5H7?
AP7RELAAD NS 749970y 0 3 5ZEIL—I
B.IP7RLAAD S T4 v 0 %&TAYITHEEIL—IL

C.H—ERBITADI+ST14w 047099 F5EEIL—IL

D.77V)—>ar EXal)T4 GIL—TADLS5T7499Z2TOVITEZIESLVEE
L—IL,

Answer: C (A —vyt—T%EY)

EHTREEE: 20

2R98

storage34280945 A kL— ZHDY M VNET1 LORR kS DEFGOHEZITANS &S
[T HRENHYET,

Answer:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that the storage34280945 storage account will
only accept connections from hosts on VNET1:

* To restrict network access to your storage account, you need to configure the Azure Storage
firewall and virtual network settings for your storage account. You can do this in the Azure portal
by selecting your storage account and then selecting Networking under Settings1.

* On the Networking page, select Firewalls and virtual networks, and then select Selected
networks under Allow access from1. This will block all access to your storage account except
from the networks or resources that you specify.

* Under Virtual networks, select + Add existing virtual network. Then select VNET1 from the list of
virtual networks and select the subnet that contains the hosts that you want to allow access to
your storage account1. This will enable a service endpoint for Storage in the subnet and configure
a virtual network rule for that subnet through the Azure storage firewall2.

* Select Add to add the virtual network and subnet to your storage account1.

* Select Save to apply your changes1.

TR 21
VNet1 E WS BRIDRBRY T—9 &L Azure TRV ) T avhby FEFF, VNett [Z1E
Subnet! EWSERIDH TRy EMNEENTULET AppGw1 & LVS R RID Azure Application
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Gateway v2 DA AR R % Subnet1 IZT 704 LEFFT NSG1 LWLVSEFDRY bT—Y &
*211F4 FIL—F (NSG) Z4EFH L NSG1 % Subnet1 IZ >4 LET,

AppGw1 M VNet! o REEND S T4 v I DAZETARTE5EIICTEILELNHY FT,
V1) a—2 3 0TIE AppGwl DEEE~NDEEZR/MRICINZ Z2BENHY T,

NSG1 [CIZEMT SHENHY FIH?

A. BEE 4096 BHY ITATDA U E—Rry bk bZ3T7109v90%2T0v 0T HEEL—IL

B. B5EE 4096 B"HY T RTDAUEA—Fy b bS3T7490%TAVITEZEIL—IL
C.EBEE10MLHY I RTODAUE—FV b bFT74v0Z2TAVITEHEEIL—IL

D. B%EE 100 A"HY I RTDAUE—Ry b FF T4 99 ZE2TAVITEHEZEIL—IL
Answer: B (A —vt—T%EY)
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RORIZTRT Azure H TRV ) T avhiby F9,

- Contains resources in -

Name Microsoft Entra ID tenant i Virtual network
Azure region
Sub1 -ontoso.com East L& Mvest 7S Vet 1, VNet2
g Eurgp8 North, Biirope :
Sub2 | contoso.com .”_,hE ¢ VNet3, VNetd
- VWESL

Sub3 | fabrikam.com F BudnarNoth uestitE | VNetS, VNeté

BRERY FT—DI1ZIE NRTYY I IPT7RLRADEIYEToNIzA V2 —Fy b 7O R
BEG)Y—ZAMN 20 AEENTULET,

1)) —RX%R#ETHIZIE Azure DDoS v I —V REZRET LHIVNELHYFET V) a—
aVTEHARMERDRICHZADBENHY FT,

BATHILENHD DDoS v FT—VRETS VORI DTTH?

A.2

B.3

C.6

D. 1

Answer: A (A —yt—T %K)

RATHEE: 23

WindowsServerz 2179 552DRBY L U HYET , FRET I U(E RIEHWeb7 T 7R

AMLET,

Azure7 75— 35— bz A #FER LT, www.contoso.comm®DkRA k& EWeb7 71 Z

EITRLGDHURLIARZFEALT EWeb7 TVADT I LR ZRETH I EEHBELTVET
(Hinttps 7/www.contoso.com/app1)

URLIRRIZEDWVWT S 74 v I DRNEFIEHT E2HELNHY T,

fAIZEETIDLENHY EFITM7?

A.JL—)L
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B.ZZ2EL
C.HTTPERE
D.)RXF—

Answer: (&% &RT~9 5)

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

EHTIEIRE: 24

fabrikam.com E WS &RID TS5A4 <) DNS YV—>2%HRR 35 Servert EWVWSKRIDATL

S XA DNS —n\—nh Y F9,
RORIZRT VY —REEC Azure Y TR ) T avhhyET,

Name Type A Pesciption
VNetl Virtual network In the US West Ife 'ie:] on
VNetZ Virtual network In the USW\\est AzUre region
VNet3 Virtual network In the \West'€urope Azure region
VNetd Virtual network In the West Europe Azure region
b 1 Azure Private DNS |dp the'West Europe Azure region and linked to VNet1,
el I VNet2 VNet3, and VNet4

AUTLER Ay bI—O LD —H—IE Y4 R (S2S) VPN #FAL T, I RXTHORER Y
FO—9 LDV Y—RIZTIOERALET , ROBHEET-F Azure DNS TS5/ R—k J YL
N—Y)a—2a3 ETTAA4TE3RERHYET,

“YRAER Y FO—HIZEE SN Y —X (L fabrikam.com @) DNS & 2R TZ2HENH Y
FY,

* Server1 [ contoso.com M) Y —A D DNS L& fRRTEBILENHYFET,
*Y)a—2aVIEaR MEBEEOFTNHERDRICIMZ DZDELAHY FT,

BT AILENH DY) VILNADR/NEIZNL DTTH?

A. 1

B.?2

C.3

D.4

Answer: (fAZ %R~ d D)

ExFTEIRE: 25

www.contoso.comDFQDN % A9 H5WebH 4 A &H Y £9, www.contoso.com@®DNSL I—
X . A2 TLIRAOWebHY—/N\—[ZfRRENFET,

WebH 4 kZ#Web1& LVS BETDAzZUreWeb7 T [2F1TT D EZEHE L TLWET, Web1d
Web# 4 k(& ContosoFD1& LS &HEiTMDAzure FrontDoor4 Y A2 VA ZEERA L TARShE
9,

Web1TWebH 1 FEEELET,

T A FAIZWebY 1 L ERBT S &K 5[ZContosoFD14#EH 9T 5FETT,
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ContosoFD1 Twww.contoso.comD B R A L KA AL VEEBRLES ETHE EBRISREATL
5T5— }Jt v#§T3h$¢

i
i
|

s |i!|lg|£
|
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.

i '!fhmrummm;pmmnmm Wi

NH! { M“Jl

sy

| ;!f i

FH

¥ .a j
Tillii 'r». |

2T I RAWebHY—/N\—~AD1—HF—TF4H -lsz%?%’é’—i-z 52 i< Web*f«( I~ t
ContosoFD1Z# TR T AELHY FT,

contoso.comDNS KA A UIZED L O— RZEERT Z2BELHYETM?

A. www.contoso.com% ContosoFD1.azurefd.netlc< v 734 5CNAME L a— K

B. www.contoso.com%Web1.contoso.com(Z< v 79 HCNAMEL a— K

C. afdverify.www.contoso.com % ContosoFD1.azurefd.netl2< v 79 5CNAMEL O— K

D. afdverify.www.contoso.com % afdverify.ContosoFD1.azurefd.netlZ< v 79 5CNAMEL O — F
Answer: D (A —vyt—T%#EY)

Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-
afdverify- subdomain

=xFTERE: 26

VMScaleSet1h 5VMScaleSet2~D S5 7 4 v #HIBR T HIHELAHYET , V) a—3ay
T RERY NIV DEHZHL-IRLENHYFET,

WEENRE LNSGIL—ILENSGEIY HTOR/NMUINL DTIMN?EEZTHICIE BETYT
THEULGA T avEBIRLTLESL,

F oL WDEBIRIZZENREFNIRS > FOBELAHY T,
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Minimum number of custom NSG rules:

VA WN =

Microsoft ]

Minimum number of NSG assignments: 1

2

3

4

5

Answer:

Minimum number of custom NSG rules: h_1_
2 |

'3

4

: 5
Microsoft ——
Minimum number of NSG assignments: 'L1_1

2

3

4

-]

Explanation:




Minimum number of custom NSG rules: 1
2
3
4
5
Minimum number of NSG assignments: 1
2
3
4
5

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSet1 and restrict
outbound traffic, or you could attach the NSG to VMScaleSet2 and restrict inbound traffic. Either
way you would need two custom NSG rules.

Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all
traffic from VMScaleSet1. Then you would need to create another custom rule with a higher
priority than the first rule that allows traffic on port 443.

The default rules in the NSG will allow all other traffic to VMScaleSet2.

ExFTERE: 27
Azure BIEDEBRICAzUreIRIENR T EINTWVET, [AzurelZE|2 J2 9 Uy o LET,) &7
Y FDREERDRITRLET,

Subnet Service endpoint
e b e sabnecy | orarane
Vnetl/Subnet2 | Storage g
Vnet2/Subnet MNone

storage1D 7 7 A 7oA —ILERBERY FT—Y DERFEIL, Storage 1 DERICREN TS KD
[T INTWEYT, [Storage112 7%V 1)y I LET,) MEAT—LADFIDWT R
T— A Y FDtrueDIZEF[(FVEBRLET, TAhUADEEE [LWWA]EERLET, T :
ELWMEREZENRZNIRAS D FOMMELSHY F9,



Answer Area

Statements Yes No

VM1 can access storagel.

VM2 can access storagel by using a service endpoint.

VM3 can access storageliby usaWﬁlhfm g@fts

Answer:

Statements

VM1 can acodss storage.

VM2 can actess storagel by using a service endpoint.

VAR can access storaged By LF';:?? it?ﬁ ?wiélf-ﬂ!%e’m-

JIL

Explanation:

Statements ﬁVl H C E’U&@ﬁ No

VM1 can access storagel. O]

VM2 can access storagel by using a service endpoint.

VM3 can access storagel by using the public IP address.

EHTREE: 28

GW1 & LVS5 & RTD ExpressRoute Standard #— b 4 &8 Azure Y TR0 1) T a vhdh
YExEI,

ExpressRoute FastPath 4 7/R— 3 BIZIX . GW1 27V TS5 L— KT BRENHYFET, V
Ja—3a TR FVUEA LERINRICHNZ DZLENHYFET,

ED SKU ZFERAINIELNTTM?

A. ErGw3AZ

B. =148

C. BEre

D. ErGw2AZ

Answer: (fBZ %X~ D)

= HTRIRE: 29

HET=-D$(21E,192.168.0.0 / 20DIP7 KL RAZEMZEHAT 5 Vnet1 & LS ARETDAzure{fR 48
2y hT—9H%HYET, Vnet1IZ(E_ 192.168.0.0 / 24DIP7 K L R ZER % {EAY bSubnet1 & L)
SEFDY TRy BREENRLTNET,

/| 48MCIDRY T 4 v AZFEAL T Vnetl~DIPV67 KL AR ZERLET,
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SRICE-TEIYEHTONZIPV6T7 FLRZERAL T, Subnet! LDORBET S UMNBEIZEIET
ELELIICTBIRENHYET, COV) 12— 3T GENDIPVAT FLRADEZ&/IMERIC
Mz B5BERHY FT,

HEIAETEIRNEN?BEFTHICE BED) 7THEHUGA T a vEBRLTLESL,
L UDEIRIZEREFNIRS > FOMELAHY £9,

Create an IPv6 subnet that uses a CIDR suffixof: 4: .. . . W
/20
/24
/48
/64
For each virtual machine, create an additional: \ 4

- IP configuration
' NIC
Public IPv6 address

Answer:
Create an IPv6 subnet that uses a CIDR suffix of: e e v i

/20
/24
"L T

= |

/64

For each virtual machine, create an additional: ma '__

1P configuration |

NIC

" Public IPv6 address

Explanation:



Create an IPv6 subnet that uses a CIDR suffix of: " ]

/20
4,

MhiciD s Of

For each virtual machine, create an additional: A 4

- NIC
. Public IPv6 address

‘ IP configuration ‘

Reference:

https://docs.microsoft.com/en-us/azurel/virtual-network/ipv6-overview
https://docs.microsoft.com/en-us/azure/virtual-network/ipv6-add-to-existing-vnet-powershell

1) Correct: /64

Explanation: The subnets for IPv6 must be exactly /64 in size. This ensures future compatibility
should you decide to enable routing of the subnet to an on-premises network since some routers
can only accept /64 IPv6 routes.

Source: https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview

2) Correct: Public IPv6 Address

Explanation: Add IPv6 configuration to NIC. "Configure all of the VM NICs with an IPv6 address
using Add- AzNetworklInterfacelpConfig" Source: https://docs.microsoft.com/en-us/azure/load-
balancer/ipv6-add-to-existing-vnet-powershell

FfEE: 30

Windows Server #3179 % Serverl EWSARIDFA V> TLI R H—nN—HmHY ET,
VNet! EWVWS BRIDORERY FT—V E&ET Azure TRV )T avhhblFT,
Azure v kI —4 THTE—%#FERAL T Server! & VNet! IZHEHKTHFETT,
TRETA—% Serverl IZT 74T 5DITHhISEMER/DMEICINZSZBENHY FT,
RN ZEERTRETL & SHV?

A JL— kY —/\—

B.Azure VPN #— k™ = A

C.TS3AR— IV RRAV

D. Azure Bastion 7k X k

Answer: (&% %K D)

T 31
Frontend1& WS BRIOE—D 7O Y FIT Y K &Policyl & LS &RTDAzUureWeb7 7Y 57— 3
VI 74T o4—I)L WAF) KR! L—%$HDAzure FrontDoorf X% VA H Y F3, Policy1
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(X, String1 | ZEEANY A —FFHFD!) U TR k Zhttps://www.contoso.com/redirect1[Z!) &4 L&
b LZE3, Policyll&Frontend1(ZBEEMIT N TWNVET,

BHND)FA LY FEEFEBRTHIVLELHY £, String2 12 EL v 4 —%FHDFrontend1
AD') I TR FE https //www.contoso.com/redirect2IZ1) #4 LY T ELENHY FT,
ETTIVRENHD3DDTI L IAVIEENTIN? TNENDERET, FERRO—FHZERLTL
FY,

F L VEREZENZTAIRS U LOBENHY FT,

A RYS—1THRELIL—)LEEMLET,

B.72AVFIVFRRMEERLET,

C.EEII—ILEERELFET,

D. R —%#ERLET,

E. & ITZERLET,

F. AR LIL—ILEERLET,

Answer: ABE (A —vt—U%&7)

AL AZ-700J FERESE L GoShiken.com AMEHE SN i=E4#& L9 LY AZ-700J FRERFEIRES !

GoShiken.com MW E&H D AZ-700J RERFEIEE 1t L TLVET, GoShiken.com AZ-700J &
MBI T MELEETIIWNVET , &M GoShiken.com AZ-700J FIEEZE 47 Y b T
S A& 2 5 5: https://www.goshiken.com/Microsoft/AZ-700J-mondaishu.html (30030%OFF ]

BER L EfMET 30%wiiEISIo— K: Freepdfdumps)

EHTRIRE: 32
PRDNS1 % HubVNet & & U SpokeVNet IZFTEIMIIZERT 57=HICEIYHTS IP 7 FLRZERM
ERETILEINSHYFET V) a—2a E BERERY FT—VICR L THZHRET SLE
DBHEME WD —BMUGBEGZEB-IVENHYET , BETHICIE, BEBEHETEY G T
DaVvEERLFET I ELVWEIRIELICT RS FOMMELHY F£T,

Answer Area

HubVNet /24 o
No addressispace required
/24
Je3
/28
SpokeVNet ’5 bl

No address space required
/24

/28
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Answer:

Answer Area o r
Mhcrosoft
HubVINEE /24
No ‘address space required
R /24
/25
/28
SpokeVNet: /25 i
No address space required
/24
/28
Explanation:
Answer Area
HubVNet: 1 /24 -
Microsoft SpokeVNet: | /25 v
HTERE: 33

cloud.liwareinc.comD A RIfEREZRET IVLEAHYEIT . Y a—2aviEk #2y FI—0EH
T RELHYFET,

HEFAETEIREN?EETHICIE BELY 7THEUGA T3 vEBRLTESY,
F I OLDBREIZFEAFRIRAS D FOMEENHY T,

To implement autematic DNS name registration in- E\‘fﬂ ﬂ @ r @ g @Af‘ﬁ

cloud.litwareinc.com: |

Create virtual network links _ B
| Configure conditiondfMorwarding |
| Create an SOA recard in cloud.litwareinc.com

To implement name resolution of the ¢loid.litwareine.com _
DNS receords trom the on-premises locaticns: v

| Enable the Azure Firewall DNS proxy
| Create SRV reccrds in cleud.litwareinc.com |
| Deploy an Azure virtua! machine cenfigured as a ONS server to Vnet1

Answer:



To implement automatic DNS name registration in
cloud. litwareinc.com:

r!.l.ul.nuv\y'ﬁinks I
Configure conditional forwarding

E‘l'l:'al'.l an 50/ record in cloud litwareinc.com

To implement name resolution of the cloud litwareipeteam '
DMNS records from the on-premises locations: L J

Enable the Azure Firewall DNS prosxy
| Ereate SRV recards in cloudlitwareinccam . .

iVﬂ -ﬁ- tDepln'y an Azure virtual machine configured as a DNE sennertu 'l.l'mrti |
ICYOSOTE-

Explanation:

To implement automatic DNS name registration in
cloud.litwareinc.com: _ v

| Con!"!ggre co mmal'forwardeng E
'Sf'a,ate an SOAécord in cloud.litwareinc.com |

To implement name resolution of the cloud.litwareinc.com N
DNS records from the on-premises locations: |V
v . J Enable the A;ure Firewall DNS proxy
o “'\‘,\N:‘qﬂ | fereate-SR\-rego loud.litwareinc.com
V H

L “ . rtual machine configured as a DNS server to Vet

=

Reference:

https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-
and-role- instances

RFTEIRE: 34

NSG1 LWSERTIDRY bT—0 X)) T4 JIL—ThHYET,

NSG1 D%y kT—4 X2 F4 FIL—TF (NSG) 70— Q5 2EMTE2RENRHYET,
V) a—2 3 VERER) -2 Y R— T E5RENHYFET,

NI ZERT ABRENHY FITM7?

A. Azure Log Analytics 7—%9 AR—X

B.Z#MDARA VI Azure A A L—U THOI U R

C.EZ#MNAV2Azure A kL—Y 7hHH U b

D. 7LX7L JOvw%S BLOBAzure A hL— 7HO U b

Answer: C (A —vt—T%#ET)

=HIRE: 35
RORIZERT VY —REEC Azure Y TR ) T avhbhyYET,
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Name Type Description

VNet1 Virtual network Containsasubnet named
Sl [ TNy

storage1 Storage Sccount None JR'VIIVTIVUOU

VM1 Virtual machine Linked to Subnet1

VM2 Virtual machine Linked to Subnet1

VM1 & VM2 /Y storage! ICOHEHRTEDLSICTIRELAHYET, V) a—avE RO
BEHEBRE-IRENHYET,
*VM1 & VM2 BMUDRA RL—2 PHAD D MIT7 9 2ATEGVELSICLET,
* storage! B4 VA —F%y LTIV ERTEDILEZHRLET,
fAiZESRETIMN?
A TS53A4R—F TV FRA b
B.H—EX IV FRAU b RYI—
C.734R—F+1Yy
D. %y kT—4 £X21F 4 5)L—TF (NSG)
Answer: B (A —vyt—T%EY)

=HEIRE: 36
;jzcbiI:R'd'AzureTraffigM_a_mager?"EI T77A4IULDBHY EFT,

[
i'ﬁ"l"""“”ﬂﬂﬂﬂﬁf’ '

Sle? ‘TMF H"fl"ﬁi‘ﬂ]‘# 1
"’f",”‘r”.r'f.l I,I,; I 'i_'l IIII|I. 1]
«k@ﬁl:ﬁ?’lz I~‘I<'f > FEL?JW’%)%E’C?’

oint3 | External endpoint QDN or IP- 131.107.10.15 i
| Tesa : = Zon il

Profile2|Z B TES I Y RiRA > MMEENRTIT M ?
A. Endpoint1® #

B. Endpoint1_ Endpoint2  Endpoint3_ & & U"Endpoint4
C. Endpoint3® &

D. Endpoint2# & U"Endpoint3® #

E. Endpoint13 & "Endpoint4 M #

Answer: E (A —vyt—2 %5%7)

=T 37
HE-DEHIZIEIWeb Y —ERDA D RE2 VD ZANMM0EHY T3, &4 VRE VRITERLE B Azure
)= a THRAMSN NITY YTV RRAVFENLTT I ERTEET,
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Et DOBRFKEIBAIEL App1 EVWSBRRTIDOT T r—2 a3 EERLTWET, 102 &, AppllE
IVFRAV D) RMEFERALT RMICHARGELG I Y FARA4 > MIERLET,

Azure Traffic Managerz LT, TV RRA VMDY R ME#HBFTHIILZFHELTUVET,
DNSF ¥ v VI DELE%ER/IRIZHNZ b TrafficManager 7O 7 7 A ILZ R T H2LEAH Y F

7,
MERETILENHYEFIA?EETSHICE BETY 7 TEYLGA T avEBRRLTSE
AN

x IELL\ﬁ?RId:%*L%*H?I'\{ v I~0)1ﬂﬁ1|E75\37> YET,

I mm}. E
i ’lw] m' ”

{
4_, l
il

O
u‘// ==

=,:’i”‘ I

Answer:

3

||il

Explanation:



Traffic Manager algorithm: |~ h
Geographic
Multivalue
Priority
Subnet
Endpoint type: 4

Azure endpoint
External endpoint
Nested endpoint

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-endpoint-types

ExFTiEIRE: 38

AUTUIR 3y bT—2I1Z(& Subnet! & Subnet2 &LV5 2 DDH TRy FHAEENTULVE
9, Subnet2 [Z[E VM1 & VM2 £V 2 DDRET S U HFED Hyper-V iRR FMEFENTLE
$.VM1 & VM2 (£ Subnet? [CHEEBES M TUET,

GatewaySubnet & VSubnet1 & LVNS GRIDS TRy FEEE VNet! & LVS BRID Azure {R3E
2y bI—ohHY FEF,VNet! (& Y4 FRE (S2S) VPN R FEALTAHYTLIR Ry b+
T— I mENTVETS,

VM1 % VNet! IZ81TL VM1 OBEED IP 7 FL R 4T 5FETT, VM2 (& Subnet2 25
YET,

BIAMNTET LIS VM1 A VM2 LBIETESLIICRREZEMBT OIVLELNHYFET,
EDS5D2DT7I L avEIRBICETTILENHYFEIMN EETSHICE . 7O/ av VR
SEYETI a3 EEZEEICEHL  ELWEFTHENET,



Extend the IP address space of VNet1 to include the IP
address range of Subnet1.

To VNet1, add a subnet named VSubnet2 that uses the
same address range as Subnet1.
Extend the IP address space of VNet1 to include the IP | @

| address range of Subnet2. 4

| To VNet1, add a subnet named VSubnet2 that uses the
! same address range as Subnet2.

O

Depby an Azure virtual machine that runs Windows. ] .
| Server Azure Edition and has two NICs cortneclqd a Y
| Vsubnet1 and VSubnet2. g

e — ——
,..-. iy - y

| Install the Hyper-V server role in the mrevmal
Il machine.

B \icrosoft

| Create extemnal Hyper-V virtual switches.
Answer:

g gddress space of VNet1 to include the IP
address range of Subnet2.

| To VNet, add a subnet named VSubnet2 that uses the |
' same adclress range as Subnet1.

o ——_—_—__—__—__—___——_]

IExtend the IP address space of VNeU 1o include the IP
, address range ot Subnelz.

Explanation:
Extend the IP address space of VNet1 to include the IP
address range of Subnet1,

To VNet1, add a subnet named VSubnet2 that uses the . ToVNet1, add a subnet named VSubnet2 that uses the
same address range as Subnet1. | = | | same address range as Subnet2. C
A

Deploy an Azure virtual machine that runs Windows

@ Server Azure Edition and has two NICs connected to
o &~

VSubnet1 and VSubnet2,

Install the Hyper-V server role in the Azure virtual
machine.

5 ‘ Create external Hypef -V vmual svatmes

FTREE: 39



contoso.onmicrosoft.com & LY 5 & ElMAzureActive Directory Azure AD) TF+ > M2 29O &SN T
WBAzure TR Y T a3 olHYVET TR )T aVIZIE RDI)IY—ABNEENTL
F9,

* App1& LY S A RiTDAzureAppService 7 71

* contoso.com & LY 5 A RTDAzureDNS Y — >

* private.contoso.com & LY 3 & B[ DAzure 75 4 XA— kDNSY—>

*VnetlE WS BRIDRERY FT—2

App1ID TSAR— IV RRA VL EERLET, T2 R4 > D L a— FI&, AzureDNS(Z
BEIMICEHZRINET,

T53A4R—FrIT Y FRA 2 FDAzureDNSIZE RSN TS RAFZRAREICRBT HILENDH Y
F9,

fAZiRHEI 2ELHYFIN?

A. app1.privatelink.azurewebsites.net

B. app1.contoso.onmicrosoft.com

C. app1.private.contoso.com

D. app1.contoso.com

Answer: A (A —vyt—T %K)

RFTERE: 40

2278

TFISGATUOREY TRy F32ICEBATAFECTT, 77347V RITNry MREEEST
L.IP7FLRIZ10.3.2100 125 Y FET,

YITRY RIS UE—RY ADTRTD S T4 v IDBREDI=OIZT T34 T U RIC
BESNDEIICTIRELAHY FT,

Answer:

See the Explanation below for step by step instructions.

Explanation:

To ensure that all traffic to the internet from subnet3-1 is forwarded to the appliance in subnet3-2
for packet inspection, you can use User-Defined Routes (UDRs) to direct the traffic. Here's how
you can do it:

* Navigate to the Azure Portal.

* Search for "Route tables" and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the route table (e.g., RouteTable-Subnet3-1).

* Region: Select the region where your virtual network is located.

* Click on "Review + create" and then "Create".

* Navigate to the newly created route table.
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* Select "Routes" from the left-hand menu.

* Click on "Add" to create a new route.

* Enter the following details:

* Route name: Enter a name for the route (e.g., RouteToAppliance).

* Address prefix: Enter 0.0.0.0/0 to route all internet traffic.

* Next hop type: Select Virtual appliance.

* Next hop address: Enter the IP address of the appliance (10.3.2.100).

* Click on "OK" to add the route.

* Navigate to the route table.

* Select "Subnets" from the left-hand menu.

* Click on "Associate".

* Select the virtual network that contains subnet3-1.

* Select subnet3-1 from the list of subnets.

* Click on "OK".

* User-Defined Routes (UDRs): These allow you to control the routing of traffic within your virtual
network. By defining a route that directs all internet-bound traffic to the appliance, you ensure that
the traffic is inspected before it reaches the internet1.

* Virtual Appliance: This is a network appliance that performs specific functions, such as packet
inspection, and is treated as a next hop in the routing table2.

* Route Table Association: Associating the route table with subnet3-1 ensures that all traffic from
this subnet follows the defined routes.

Step-by-Step SolutionStep 1: Create a Route TableStep 2: Add a Route to the Route TableStep
3: Associate the Route Table with Subnet3-1ExplanationBy following these steps, you can ensure
that all internet-bound traffic from subnet3-1 is forwarded to the appliance in subnet3-2 for
inspection, thereby enhancing your network security.
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RORIZRTVY—ABHY F9,

Name Type Descriptior

-

Microsoft Entra &t 2 —m5 Azure VPN 7 U5 —2 3 V&% T 03 —TS5A X 7T 5r—
varveELTEHELET,

P2S VPN $##:1Z1E Microsoft Entra BREEZ BT HADELAHYET V) a—2a VITRDE
BEBLZLTLWIDBELHYFET,

* Group1 M * U /N—12 1A VPNGW1 ~D VPN R F L TEA I E2HELET,



* Group2 M A L /N—15 (55 VPNGW2 ~M VPN 2RI T2 5 L 2B LET,

EDEFTTI L avaRTIAEEINTIMNM BZETHICK . TooaYy

77*/3 VERERBICBE L, ELWERFIC jtf\iﬂ'

[ From the Microsoft Entra admin center, register two apps named
|3 App1and App2 Assign Group1 to App1 and assign Group2 to
l App2

.. From the Microsoft Entra admin center, add
o and »\pp

p\’:\

| = From the Azure portal, (onﬁqme the Point-to-site configuration
| " settings for VPNGW1 and VPNGW2

e —— — = = =r=———

Answer:

..Mlcrosoft

r
| . From the Microsoft Entra admin center, add a scope to App1 and | c 0 K ‘
" App2 | | p

Actions

e e
I From the Microsoft Entra admin center, register two apps named |
| # App! and App2 Assign Group1 to App1 and assign Group2 to |

App2 I

8 Appz

= se. for VP

Answer Area

From the MicidSoft EBhtra"admin center, register two apps named
i App! and App@hAssiin Group1 to App1 and assign Group2 to
App2

st Rop2

and App2

o e mm mm me mm e e e e e e e e mm e e e e

«» From the Azure portal, configure the Point-to-site configuration |

- settings for VPNGW1 and VPNGW2 |

Explanation:

Actions

=.Microsoft

o8

DA MBI RTD

oft Entra admin center, register two apps named
Assign Group1 to App1 and assign Group?2 to

++ pom the Microsoft Entra admin center, add a scope to App1 and
; Appl.

3 |z From the Microsoft Entra admin center, add a client app to App1
* and App2

4 |3 From the Azure portal, configure the Point-to-site configuration
" settings for VPNGW1 and VPNGW2
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FUoTLIR Ry FI—OBBYETS,

RORIZRT VY —REEL Azure Y TRV ) T3 vhiHYET,

Type

On-premises subnet

On-premises subnet

Azure virtual subnet
Azure virtual subnet
Azure virtual network
Windows Server 2022

Oepremises server that is connected to Subnet1 and Subnet2
s yirtual machine that is connected to Subnet2 and Subnetd
Connects the on-premises network to VNet1




FUTUIRADT/INA RS Subnetd [CHHE SN TILVD Azure ) Y —R EBIETE D Z L EHER

TRIRLEADHYZFT,
FEVY—RIZRHLTAZEITRETL L5M? BAET B, BEEGETED LGS T 3 V&ER

LTLEEY,
IIu..\ IELL‘J%*R;&'- 1 'I'\’f/ I‘b\1j-5'éhgzd—

Deploy the N E'T-'.ﬂrl'.’ I‘_'unrrnllu e
Deploy the On-Premises Enended Metw@ik Gatbway apphance

Deploy the Web ApigStion Prag/fole'sehice.

Wall_m'r'i'hqﬁqu:mq and Remnole ACCess service.
Configure an Azure Netwark Adaprer

Deploy the Routing and Remote Access senice
Deploy the Azure Extended -Network Gateway appliance.
| Depiloy the On-Premises Extended-Network Gateway spphance

Answer:
Answer Arca

A4\
%ateway appliance
m service,

L Btpby'theﬂemoﬂ: C'cm

Deploy the On-Pre
Deploy the Web

Explanation:
Answer Area

Servert: | Configure an Azure Network Adapter

VM2 | Deploy the Routing and Remote Access service.
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AppServiceD B RIZAzureAppService7 T MRRENAhTULVET,



as12D T A N—bI Y FRA U MEREREILX, TIMR— IV FRS ¥ MEROERITRS
NTLDESITBHSATVET,




ROERAT—ERADMZDWT RT— A Y bHtrueDIFEIE [IELEEIRLET, ZhUstD
BEIX [WWR]IEERLET,

Answer:

Explanation:

Statements w
Subnet2 can contain only App Service apps in th A@Q plan

|

As12 will use an IP address from Subnet2 mmunications

[ ]
Computers in Vnetl will connect to a lnmmmﬁqﬁ aslz2
T -

Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet
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AUTLIR Ry bT—5 & VNetl WS ARID Azure [RERY FT—OBHYET,

Azure Extended Network #FEE§ H2MEMNHY FT ., Va1 —2 3 U TEHIX MER/DMRICHIZ
LLENHYFET,

VNet1 27704 3 BRETUDIEEE  Azure iRy b —0 AT H-HICFERT S
Y—ILIEENTEN? BET HICIE, EEEBTEGA TS a vEFERLTLEZSD,
EEELWLEIRSCEICTI ARSIV P EShET,

Virtual machine: Windows Server 2022 Datacenter. Azure Edition
Windows Server 2019 Datacenter with Containers
Windows Server 2022 Datacenter Azure Edition
Windows Safver 2022 DatacenterServer Core

WVindows Admin Center
The Azure portal
The Routing and Remote Access service

Server Manager

Answer:
Answer Area
Virtual machine: Windows Server 2022 Datacenter: Azure Edition bk
Windows Server 2019 Datacenter with Containers
Windows Server 2022 ntes
ws Se Snter Server Core
Fan ""'.} = e
L Wadhshdmn center === NI CFrO goft
| ¥ The Azure portal '
o The Routing and Remote Access service
server Manager
Windows Admin Center
Explanation:
Answer Area
Virtual machine: | Windgws Segver Zﬂégf Datagenter. Azure Edition |
Yool Wandows Admin Center b
i .
= Microsoft
=FTEIE: 45

HEE=ORMIZIE 4 DOXTHE 1 DD Azure Y TRV YT avhpyzxrd IR T3
VIZIX GW1 EWVNVSLRID Azure VPN F— koA REENTNVET,
TS5U0F A TARERDEDE S ITEE SN TULET,



I Name [ Local router Local netwark Connection | |/ NPhigatenay | |
Branch! RTR1 NG Connection oW

| Branch? RTHE LNG2 L onmsectiond W

[ Erancni RTR3 LMiG3 T Connectond G |
[Branchd | RTRA LNGA Connections GW1 |

TS3U0F A TARADIL—F—IF GWI ~ADA VA —2y MERE YA M VPN ERZIRELE
ER

Branch1 @A —H—I[& A V3 —F vy b UY—XIZIZEHRTESH Azure )V —RIZIET I+
ATERVWERELTLET,

Branch1 1 —H—M  Azure ) V—RI[ZHERTELH L ZHRBTHILELHY EFT V) a—T 3
VNERODBEHEBI-TRENHYET,

*FRTODA—HY—DI I A LERNRIZHZET,

CEBFNERNRICIZAET,

FFAETARETLLOIHM?

A.RTR1Z#Jty bLET,

B.LNG1 ZB/ERLZET,

CGW1 Uty bLET,

D.#E#t1 &)ty FLET,

Answer: (& %K D)

E#TfEIRE: 46

Azure 77NV r— 3 F—FO A2 AGT ELVS ARID Azure Web 7 7 r— 3> J7
AT+ —IL (WAF) V2 A H Y F£9 , AGT IZIE Policy 1 EWVWSAFIDRY O—hHY FEFT,
RY)—1ICHhREILIIL—ILEENMTIDLENHY FT,IL—ILTIE FED IP 7 FLREHED
IP7 RLADNLDETARTHOERZIAVITEILELNHYFET,

ED 4 DD PowerShell a7 > FLw FZEIBFICETTHILENHY TTH? BET HICIE, EL]
HaAv Ry bRy FOYR MO LEIZEEICEBEL ELWVEFTHERET,

Cmdlets Answer Area

i New-AzApplicationGatewayFirewallPolicyExclusion

i New-AzApplicationGatewayFirewallMatchvariable

ii New-AzApplicationGatewayFirewallCondition

ii New-AzApplicationGatewayFirewallCustomRule

R—B 3

— T
ii Set-AzApplicationGagewsyFiredallPeIRdy €
A%

Answer:
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Explanation:

Cmdlets Answer Area
i New-AzAppliBBBScnGatewayFirewallPolicyExclusion 1 L.:E New-AzApplicationGatewayFirewallMatchVariable
—F
2 | ¥ New-azapplicationGatewayFirewallCondition
3 i Hew-AzApplicationGatewayFirewallCustomRule
4 |3 sec-AzapplicationGatewayFirewallPolicy

A7 AZ-700J [EREEE (X GoShiken.com AME#H SN =& LASF LY AZ-700J SRERRTRES !

GoShiken.com M &x# D AZ-700J FHERFERER 1R L TLVET, GoShiken.com AZ-700J it
BEEIERH T BENERTIIVET,, D GoShiken.com AZ-700J iREEZ 47w + 9
% ANlE 2 B 5 https://www.goshiken.com/Microsoft/AZ-700J-mondaishu.html (30030%OFF ]

BEB L EMRMHET 30%wiERIEISI0— F: Freepdfdumps)

=TI 47
RORIZRTH TRy FEEL VNet! EWVVSRFTD Azure [REFRY FT—9HHYFET,

= | L =
Name Is a gateway subRet | - Description
Subnetl No Ha$ cofnécted virtual machines
SubnetZ | No Has no connected resources
GatewaySubnet | Yes None

AppGW1 E WS ARID Azure 7 T —2 3> F— kx4 %Z VNell (2T 704 T 2BELNH
YUEFT AppGW1 (FEZIZFTOA TEEFTH?

A. Subnet2 F =% GatewaySubnet 0 #

B.7— b,z AH TRy bDH

CHIRY M YTRY L2 HF—bDzA4H TRy b

D. Iy F20DH

E. 7%y MELIFH TRy F20D#H

Answer: D (A —vt—T #5KT)

Ex#TREIE: 48
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Contoso, Ltd L WS ZRTDERHIE RORICTKT VY —REZEL Azure Y TRV ) T3k
BoTWWET,

Name Type Locatien |\ |1 ; ~ Pescription
Applus | Azure App Service East US A website for the
United States office of
Contoso
Appluk | Azure App Service UK West A website for the
United Kingdom office
of Contoso
Stius Storage account East US Contains images for
the United States
website
Stiuk Storage account UK West Contains images for
the United Kingdom
website
Azure Front Door # BT AFETT, Va1 —La VIEROBEREZFHETHLELAHY 9,

* https://contoso.azurefd.net/uk @ URL ~MD ) ¥ TR M&E Appluk ITIL—T 4 T SNDBHEMN
HUERT,

* https://contoso.azurefd.net/us M URL ~MD 1) ¥ TR k& Applus ITIL—TFT 4 T SNDBHEMN
HYET,

* https://contoso.azurefd.net/images ® URL ANV T X bE A —HF—ICHRIHBEFEVR FL—
TFAIUMIN—T AT ENDIBENHYET,

ERT DRERHDINVI IR T=ILEL—T 42T L—ILORMITENL SNTTH?
ELLDOAVR—FRD MMIZETIETEZEATCESV . ZBFSF1EERT S LEL BEHE
FRIAZEDL FoKFERALGWIELTEFY,

AVTUVERTTBICE R4 RV O— LB ERN—2 FS 9T T IRELNHZEE

nHYET,
EELCEIRTBEUIC1IRS Y FOMELASHY £,
Number Answer Arca

tackend pools

OUNING rules

Answer:



hipe eSS Microsoft

Backendpools: | 2 |

d‘ ,Co Routing rles: [ 2 |

\9(\9

xFTEE: 49
FD1 & ULVS &R0 Azure Front Door &8 Azure Y TR 2 ) T avhbyEd FD1 1L RD
BIZRT LIRS TUVET,



O FD1 #» %
Front Door and CON profiles
&, Purge cache ® Origin response timeout [ Deiete () Refresh

- Essentials JSON View

Resource group (move) ' BGS

Status ' Active

Location : Global

Subscription (move) + AZure Pass - Sponsorship
Subscnption ID 1 9651bd2a-3894-4fd9-0dbf-9157
Name

Pricing Tier

Front Door ID

Origin response tmeout

Tags (adlit

Properties  Monitoring choéu

B8 Endponts
Endpoint Endpoint1-fwgyhnhbdthgc2es.201.azurefd net
© Provision succeeded

$ © tnabled
=§r: ins
& s

policy

@ Routes

Route name default-route

.Mc_;crosoft Fr

Ongin groups
Ongin group name default-ongin-group
© Provision succeeded

FD1 [Zxt L T Azure Private Link ZEXZ3 2 EAHY FT,
FITMMETARETL &7



A hRAZLIL—bEERLET,

B. AUV IL—TH#ERLZET,
C.IVFERAVEF=EBMLET,

D. ffi#& L N JL % Azure Front Door Premium [CEE L E T,
Answer: D (A )

HTREE: 50

FTUITLIRADT—REUE3—DHYET,

KREERD Azure Y —< 3 V12 10 BORET LU E VNell £V S BRIORER Y hT—5 %

B Azure Y TRV ) T avhHyUET RETI VI VNet! (SIS, 3 DORTHAMEY —
vIichtzoTLFUS—bEhFET,

ExpressRoute ##H L TT—42 >4 —% VNetll IZEKT I 2HELAHYFET V-3
FRDEHEH-ITHELHYFET,

*2DDTARASEY T4 V—VIZEENRELGAETEHE REY I UOADEREMIBFLET,
* 1000 Mbps ##E % 9 R— b -

Y 1= 3 VICIEAEEDIRETLLOMN? @AETSICE, AZFEETEYN G T a0 %

BIRLTCES W, /—

ELSERTBEUIC1 KRS bOEELAHY FT,

One ExpressRolté Stangdard circuit
One ExpressRoute Premium circuit
Two ExpréssRoute Standard circuits
TwolE¥pressRorte Premium circuits

Three ExpressRoute Standard arcuits

ThreglEpressRoute Premium circuits

Answer Area
B F oY al ”W number of ExpressRoutéigicc it  Thpee ExpressRoute Standard circuits -

Minimum number of Expressioute Jatewd)S | One ExpressRoute gateway of the ErGwIAZ SKL =

One ExpressRoute gateway of the ErtGw1AZ SKU

One ExpressRoute gateway of the High performance SKU
Two ExpressRoute gateways of the ErGw1AZ SKU

Two ExpressRoute gateways of the High performance SKU
Three ExpressRoute gateways of the ErGw1AZ SKLU

Three ExpressRoute gateways of the High performance SKU

Answer:

.-II' I::'\.'- "? ] | |
¥ ofle BeiressAdine Standard cirouit
One ExpressRoute Premyjumdciret:

Two ExpressRoute St aRirculis

A By Tl piag s R Prermim CRCUTTS

Minimum number of ExpressRoute Sfgultesl Three Eapress Route Standard ciscuns v

Minimum number of ExpfeStROle SeWS [ Dne txpresshoute aateway of the Frow1AZ SXU
One ExpressRoute gateway of the ErGw1AZ SKU
‘One ExpressRoute gateway of the High performance SKU
Two ExpressRoute gateways of the ErGw1AZ SKU

Two ExpressRoute gateways of the High performance SKU
Three ExpressRoute gateways of the ErGw1AZ SKU

Three ExpressRoute gateways of the High performance SKU
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Explanation:

BENlicrosoft

Minimum number of ExpressRoute circuits: Three ExpiessRoule Standatd circuits

Answer Area

Minimum number of ExpressRoutexgatéways: . One ExpressRoute gateway of the ErGw1AZ SKU

XFTRIRE: 51

Subscription1 & Subscription2 & LNS &EID 2 DD Azure Y TR ) T a3 ohibyYET,
2DO0H TR )T avnRBry hT—VRBICEREHY FEA,

privatelinkservicel EfHIRENTWDKSIZ, TSI/ R—F YUY H—EXREHEBRLET,

(privatelinkservice BITED)v Y LET,)

s> privatelinkservicel =

[ Detete () Retresh
# Essentials SON View
Resource group (move) : pgl Alix ér n,g.m-t 955063e0-3092-4682-2054-22cTIHE2297 eastusd azure privatelinksenice
Succesded L t Ll (bnet]
EastUS2 = g 10307
mne) Bl Crpton | ‘ l % b ik f
c40e35¢3-T605-4112 F¥50 | l c ro S O t

Subscription! TA— K /NS U H—Z£EH LIl BEICRSNTVANAYITY K T—LEH
BLES, (e1b1 2 TEH U vH LET,)

Microsoft

@Iiﬂ 2 7

earch (Ctrl+/) > Move ~ [i] Delete () Refresh 27 Give feedback
{) Overview A Essentials
B Activity log Resource group (move) : rgl Bagkend | backendpooll (1 virtual machine)
Load balan e lel (T
Ao Access control (IAM) EastUS 2 ad bala \ rulel (Tep/80)
S n (move) subgIrnen! Health probe probel (Hitp:80)
@ Tags : »
Subscription 1D E4 0350376054112 -badc-90d4200425073 NAT rules 0 inbound
ﬁ Diagnose and solve problems .
SKLE Stahdawd Tie Regional
Settings Pr 10306
B Frontend IP configuration Tags @) Click here to add tags
% Backend pools See less

privateendpoint4 MEBRIZTRENTLVS K 512 Subscription2 ITTSARXR—k TV KRSV %

ERL L E T, (privateendpointd 45 1) v 9 LET)



Connection State == Pending < *o Add filter

No grouping

Mlcrosoft Subnet 7, Comnection State 4

262 297 eastusl ariie grivatelinksenvice wnetS/subnet e F'H‘dmt}

RDBEAT—FAVMIDVWT EFDRT— AV MPNELWMESF (XL Z8RLFET, S H
BLNE, VDWZZEERLET,

Statements

The resources that wall be accessed by using privatelinksengdice! must be added 1o
backendpooll on LB

Users in Subscription2 can connect to the resources published by privatelinkservice 1 by
using IP address 10.3.0.7

The private endpoint must be apprcbbylrMTtmg.b»ftnl

Answer:

Mzrw by wsing ;-mate{mksmu s Dt .h;hed 1o
whﬂ

Users in Subscription? can connect to the rmrml:nhlm-td n-, prvatelinkserace ! by
using IP address 10307

The private endpoint must be appﬂ'mﬂ Yy #h admanistrator in Subscnption I

Explanation:
Yes, Yes, No

HTERE: 52

FCOBEREI RO FVAERRTI—EOERO—EHTY, D) —XDKERMICIE, BRS
N-BEEERTIREROHIBEBDBRENEENTVET, —BOEBEME Y MIITEHD
ELWVERENHDGFENHY FITH, MmOERE Y FMIFELWERRENLGWNEELNHY F
ER

CDEIVaVOEBEMICEAZL-ZRIE, ZOEBEMICRSZLETEFEFRA, ZTOHR. CAoDE
BIEZLEa—BE@EICRRTINEEA,

KDY —REECAzure b TR ) T avhdhy xd,



*VnetlE WS BRIDRERY FT—2

*Vnet1MSubnet1 & WLVS BRIDH TR b+

* Subnet1[Z#Ef T AVM1E LVS BRTDRET D~

* storage1, storage2_ storage3& LN ARID3IDDA FL—UFTHho U b
VM1historagelIZ7 YV LA TES L EZHERIT HILELAHYFET, VMIFHDR FL—2FH ™
VHMIT O ERTELGVWESIZT ARENHYFET,

RRE RrYy bD—0 X2 )T 45— 7T KNSG) Z4Em L NSG%Subnet IZBEF ITET,
NIFEEZERLTLEIAN?

A. [ELy

B. LMV %

Answer: (fRZEZ%RTd 5)

#T[EE: 53

Subnetl E WS ZRIDH TRy FEELAzurelRBBARy hT—9hHY £3, Subnet1ld NSG1
EVWSEFIDRY FT—0tFa T4 )L—7 NSG) [CEAERMITHNTULNEYT, NSG1(X_ B
TR SN TOEVNWTRTOT I ROV RS 740992789y LET,
Subnet11Z(&, Azure CosmosDBH—EXR L BIETHALEDHIRET L UNEENTLET,
1R3> > hAzureCosmos DBIZHERE T E D K S ITT BICIE NSGITT7Z I kAU FEFa )
TANW—IEERT DBENHYET,

Y)a—2avICHzZEhIBENHYEIHN?

A H—ERAY

B. 754 R—FIV RS K

C.HIxy FDEHE

D. 77U —Yavtexa)yT49IL—7

Answer: (&% %&~d D)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

ExFTfEIRE: 54

Vaultl &UV5 &HEID Azure Key Vault & Appl EWVSLZRID Azure AD 7 7YV DT7 T BERZET
Azure YT RXH 1) T aohHyFEd,

H—KNN—F 4D DNS F7O/NA Z—IZ&>THRR SN TLVS contoso.com & LS &RID
DNS RAAS UAHY £,

Azure App Service ZERAL T Appl T 7AOA4 T BHFETT , Appl (FRDERRIZHY FT,
* App1 & 5 DD App Service 7 T [ZhHf=> THRRA FENFET,

* A—H—[L_ https://app1.contoso.com @ URL #EA L T Appl IC7IV A LZET,
XApp1DI—H— kS T 4 v 4 (FAzure Front DoorFFIAAL TEEINFET,

* Front Door & App Service 7 7 DBID S 74 vV IE HTTP #EFA L TEESNET,
*Appl (X H— K/\—F 4 DD (CA) oD SSLEIAZE#HERAL THRESLET,

Front Door DEZ Y R— T 2BENHY FT,
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END2DNDDNS La—FE/ERL Appl D SSLEEAEZECICTA VR— T HRENHY F
ITH?EETBHICE, AEBETED G T a v EBERLTEE Y,
FEELSERT ST RS v FOEEAHY £,

ANnswer Area

DNS records: A GNAME record and a TXT record W
A CNAME record and a TXT record

An A record and a SRV record

An A record and a CNAME record

A TXT record and a SRV record

Import the certificate to: | Vault1 ¥
The app registration for App1

M | Cro SOft The App Service apps

Answer:
ANSWer Area

DNSjecrds: A CNAME record and a TXT record v
[ A CNAME record and a TXT rec =

An A record and a CNAME record
A TXT record and a SRV record

» “Uport the certificate to: | Vault1 v
The app registration for App1

e . ’ ‘\' :' Th A S rv]
M ﬂcras@ft f Vam A

Explanation:

ANSWET Area P ;‘“ ‘“ A )
‘ii}@;_? M@cords: A CNAME record and a TXT record ¥
'a  § %‘«}at -

Microsoft

- ) g
i L3
: “‘-‘;&__4’_,%mheceniﬁcareto: Vault1 >

=FTERE: 55
RDORIZTRT LS KEAEEDAzZUre!) —2 3 »[ZAzure AppService7 T &Y 3,

' App Service plan | Number of instances
App1 ASP1 3
App2 ASP1 3
App3 ASP2 2
Appa ASP3 1

A28—2y MERAT S 74 vV EGREETIC, TRTOT T HVnet1 &£ LS LRTDORE
XY RT—=ID)Y—RIZT IV ERATEDLERRBTHIVENHY FFTMET TRy FELNL
DERT HIBENHY FIM7?

A.0

B. 1

C.3

D.4

E.©6

Answer: C (A —vt—T #5K7)
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One integration subnet is required per App Service Plan regardless of how many apps are
running in the App Service Plan.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

EHTfEIRE: 56
RORIZRT K5I KEERE Azure ) —2 3 VIZ3 DDRERY FT7—9 &L Azure BR %
AELTVWET,

Name Description
Vnet1 Hub virtual network for shared services
Vnet2 Virtual machines for the IT department
Vnet3 Virtual machines for the research department

H4 R VPN [ Vnet! 22804V TLIR 2y hO—HICEELET,

TARTOFRERY TV LOFERBI O UNF UV TUIR XYy M IT—Y EBIETEDLSICT
2V) 21— a3 VEHRTILELNHYFET , V) a—2aVEaR MERDRICHZ DZHEN
HYET,

Vnet2 & Vnet3 IZIEfa] = HENH L ETH?

AH—ERXRIVERRAV B+

B.E7UYY

C..l—+rT—T

D. VNet f#l VPN &t

Answer: B (A —vt—T %KY

HTEIRE: 57
VNet1 & VNet2 EWS ERID 2 DDREAY hT—9%2EL Azure 5 TR Y T avhHy
x99,

RORIZRT VYV —RZBHATHFETY,

Type Description
Virtual machmne Each#irtual machine hosts an

scale set applicaton named App1

Is a network virtual appliances
MNVA

I a network virtual appliance

Virtual machme

Virtill mar i ne 4 VNet2

== VHGrosoft™

VMSS1 VM1, BLUVM2 D F 574 v 9 £ EBT 3I21F. 2 200— K NS4 —%EHT
WHENHYFET Y a—2avEROBGEEZRE-ITLELAHY ET,

VM1 EIZ VM2 OWThhd, £ V8 —Fy kA D Appl ADTRTD RS T 1 w9 2BET
SHERHY FET,

A UB—=2Y DD Appl ADTARTDA—H—EHKITIETOIHINIVELAHY T,
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| Name | Type Description
VNet1 Virtual network Not applicable

FW1 Azure Firewall Deployed to VNet1
Azure SQL Configured to only accept connections in Proxy mode

Database g [VHGrS@{{Net

SQLDB1

VNet1 M5FIESN SQLDB1 D FAQDN 32— v bET BT T4 v I ET4IWE—F 5 &
SI2FW1 2R T 2DELNHYET, EDZA TOIL—ILEFERT I2LELHY FTH?
AAVISAMSVFY

B.77U—>3ay

C. DNAT

D.*ry kT—%

Answer: B (A —yt—T #ET)
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A BEOYA FRAT 4 T BNEIZE > TULVSHAzure Application Gatewayv2

B. 550 ') R +—%#DAzure Application Gateway V2

C. 5d A HA)R— FMNEZNIZ% - TS Azure Standard Load Balancer
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D. 70—F 4« VT IPAEIIZ%A - TLVYAAzure Standard Load Balancer
Answer: B (A —vyt—T%EY)
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Ly,
EELSCERTBE-UIC1IRASA Y FOMELHY £9,
HHp e Policy-based
b i Route-based
'?i’"!!a b Static routi
‘} ”!! M
Nurnberof gateways:
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U Micr 3soft
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Explanation:

ROLiGHRS

Policy-based
Route-based
Static routing

Number of virtual network gateways:

Reference:
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https://docs.microsoft.com/en-us/azure/expressroute/expressroute-howto-coexist-resource-
manager
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[Name | sku | i@  ddvess assigrent | Locati on :
P2 Basic Dynamic West US

w3 Standard | Static West US

1 1pa Basic Static West US 2

HCE Standard | Static West US 2

ROBEFHDLBIEWVWSARDAO— RN U —%EKT 5FETT,

*% 81 LB1

“I5FT . REFEER

*BAL T uNTY vy

*SKU : 124

LB1THERTES/NTY v IIPVAT7 FLRIEENTTM?

A. IP1E L UIP3DH

B. IP3MD#

C. IP3BE K UIP5SDOH

D. IP2D #

E. IP1_IP2, IP3, IP4, 8 L UIP5

F.IP1_IP3_IP4 5 & U1P5DH

Answer: C (A —vt—T%#ET)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-public-ip-address This is
because "Load balancer and the public IP address SKU must match when you use them with
public IP addresses" https://docs.microsoft.com/en-us/azure/load-balancer/skus Standard SKU
Load Balancer routes traffic within and across regions, and to Availability Zones for high
resiliency.
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Answer:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for configuring VNET1 to log all events and metrics and
query them by using KQL.:

* To enable logging for VNET1, you need to create a diagnostic setting that collects the platform
metrics and logs from the virtual network and routes them to one or more destinations. You can
choose to send the data to a Log Analytics workspace, a storage account, an event hub, or a
partner solution1.

* To create a diagnostic setting, you need to go to the Azure portal and select your virtual
network. Then select Diagnostic settings under Monitoring and select + Add diagnostic setting1.
* On the Add diagnostic setting page, enter or select the following information:

* Diagnostic setting name: Type a unique name for your diagnostic setting.

* Destination details: Select the destination where you want to send the data. For example, you
can select Send to Log Analytics workspace and choose your workspace from the list.

* Log: Select the categories of logs that you want to collect. For VNET1, you can select
NetworkSecurityGroupEvent and NetworkSecurityGroupRuleCounter as the log categories?2.

* Metric: Select AllMetrics to collect all the platform metrics for VNET12.

* Select Save to create your diagnostic setting1.

* To query the events and metrics from the Azure portal by using KQL, you need to go to the Log
Analytics workspace that you selected as the destination. Then select Logs under General and
enter your KQL query in the query editor3.

* For example, you can use the following KQL query to get the top 10 network security group
events for VNET1 in the last 24 hours:

NetworkSecurityGroupEvent

| where TimeGenerated > ago(24h)

| where Resourceld contains "VNET1"

| summarize count() by EventID

| top 10 by count_

Copy

* Select Run to execute your query and view the results in a table or a chart3.
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VNet1 E WS BRIDRBEARY FT—0 &L Azure Y TR ) TFoavhbHly £9, VNett [
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Pooll MEDTRTOREERT T4 v P28 LT, Azure Firewall & TLS REEZRE T HHEN

HYET,
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FEEMIEICIRS U MERTEET
A.Azure ¥— a3 T+ —

B. Microsoft Entra T2 —J 54 X 771
C. 753A4R—FrI VKRS

D. EE&nizID
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F.Azure NAT ¥ — ko A

Answer: D,F (A —vyt—T%%Y)
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10.1.24 25 Y ET,
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Answer:

See the Explanation below for step by step instructions.

* To deploy a firewall to subnetl-2, you need to create a network virtual appliance (NVA) in the
same virtual network as subnetl-2. An NVA is a virtual machine that performs network functions,
such as firewall, routing, or load balancing1.

* To create an NVA, you need to create a virtual machine in the Azure portal and select an image
that has the firewall software installed. You can choose from the Azure Marketplace or upload
your own image2.

* To assign the IP address of 10.1.2.4 to the NVA, you need to create a static private IP address
for the network interface of the virtual machine. You can do this in the IP configurations settings of
the network interface3.

* To ensure that traffic from subnetl-1 to the IP address range of 192.168.10.0/24 is routed
through the NVA, you need to create a user-defined route (UDR) table and associate it with
subnetl-1. A UDR table allows you to override the default routing behavior of Azure and specify
custom routes for your subnets4.

* To create a UDR table, you need to go to the Route tables service in the Azure portal and select
+ Create. You can give a name and a resource group for the route table5.

* To create a custom route, you need to select Routes in the route table and select + Add. You
can enter the following information for the route5:

* Destination: 192.168.10.0/24
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* Next hop type: Virtual appliance
* Next hop address: 10.1.2.4

* To associate the route table with subnetl-1, you need to select Subnets in the route table and
select + Associate. You can select the virtual network and subnet that you want to associate with

the route table5.

HERE: 6

6

RORIZRTVYI—R TIL—TEEC Azure TR ) T aobnhpyEd,

Name Location
RG1 East US
RG2 UK West

RORIZRIHRERY FT—O0HBYET,

Vnell 21X, VM1 & VM2 E WS ZHTD 2 DDRET S UNEENTOET, Vnet2 (21X, VM3 &
VM4 E WS RRTD 2 DDREI L UNEENTVET RORIZRIT AV FT—9 %21

Sh1

MNetwork arerface of VM2

Metwalwinterface of VM3

Sha, %

RDORIZRT Azure A— K NS UH—NHY ET,

T4 JIL—T (NSG) 21X, T7AIL b L—ILDHFBEENTLNET,
— it {F'GS’“"I }i iated

to

Name

Resource
group

Location

Type

machine

Rule

Lb1

RG1

East US

Public

VM1

Protocol:
TCP

Port: 80
Backend
port: 80

Lb2

RG2

West US

Internal

Vnet2

VM3

Protocol:

crc
1433
Backend

port:

isoft

1433

For each of the following statements, select Yes if the statement is true. Otherwise, select Nc

NOTE: Each correct selection is worth one point.



Area
M I m Deftthe backend pool of L2,

VM4 can accesS Vid3ana pBft 1433 by Using the frontéind address of Lb2,

VM1 can be accassad via port 80 from the intemet by using the frontend address of Lb1.

Answer:
Answer Area _|J e
e g Microsoft =
[ g g
VM2 can be added to the backend pool of Lb2. - -
=iy
VM4 can access VM3 via port 1433 bysusing the frontend address of Lb2. T
VM1 can be acceSsedia Bort 80 fromithe internet by using the frontend address of Lb1. Ny
Explanation:
s BE Nicrd
s m Vicrosoft
Statements o Yes No
VM2 can be added to the backend pool of Lb2. O ®
VM4 can access VM3 via port 1433 by using the fronténd address of Lb2. . &
VM1 can be accessed via port 80 from the intemet by using the frontend address of Lb1. ®
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Answer:




NGS1.only

NSG1 and NSG2 only

MSG1, NSG2, and NSG5 only
NSG1, NSG2, NSG4, and NSG5 only

NSG1, NSG2, NSG3, NSG4, and NSG5

Virtual machines:

VM2 only
1) 1] \ VM2 and VM5 only
Hill ‘ P M2 /DA Sardd VM5 only
i hﬁfﬂ | ChA2SH K3, A3, 3nd VNS,
Explanation:
NGS1 only

VM2, VM3, VM4 and VM5

#TEIRE: 68

AzurefRBry FT—V ZREAT AL ZFHBEILTLET,
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A.VPNT— kA

B. Azure Bastion

C. Azure Active Directory F * 4 >4 —E X Azure AD DS)

D. Azure Application Gateway v2

E.Azure 754 R—+1) 2y

Answer: (&% F&K~9 B)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services
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+H— K/3\—F 1 @ Software Defined Wide Area Network (SD-WAN) V1) 2 — 3 U #FERL T
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B —n{x*E WAN /\J #{ Z 1= Azure Virtual WAN Z{ER L T Azure Ry k=0 &4
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Azure Virtual WAN MY — K /S—F 4D SD-WAN V)2 —> 320D/ —FE L THEETE S
LEHERTIVENHYFET,

V) a—L 3 VIS ZEHERETL £ 257

A. A Point to site gateway (User VPN gateway)

B. A Network Virtual Appliance (NVA)

C. A Site to site gateway (VPN gateway)

D. An Azure Virtual WAN ExpressRoute gateway
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Answer: B (A —vt—T %KY
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AzurefRBERY FD—0 DY Ty FDIPF7 FLRIBEZFE L TLVET,
HITHY MIIP7 FLADRBRERG Y —RADAA TFERTEIMN?
A.RAEO— KNS oY —
B.AL—YTF7HDU R
C.H—ERXRIVEKRAUF

D. Y —EXI Y RiRA v bR O —
Answer: (fRZ%RTT 5)

Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
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RORICRIIN—bT—TILEL—bEECAZUre Y TR ) T a vhiHUET,

Route table name Route name Prefix Destination
RT1 Default Route 0.0.0.0/0 VirtualNetworkGateway
RT2 Default Route 0.0.0.0/0 Internet
IR YT avIZF RORISRTH IRy ERAEFATULET,
Name Prefix /i Routetable Virtual network |
Subnet1 10.10.1.0/24 RT1 Vnet1
Subnet? 10.10.2.0/24 RT?2 Vnet1
GatewaySubnet 10.10.3.0/24 None Vnet1
HBITRHYTavIZiE RORICRTRET D UNEFATLNET,
Name IP address
VM1 10.10.1.5
VM2 11 10.40:2.5

FEO—ANLRY b D—O5—Fro A4 ~DY A FEVPNEGENHY £,
RODBARAT—FADMIDWT [ITWZEERLET  AT— A2 MEtrueTT , T LS DIHE
F [WWRIZZBRLET,
I WERIIERENIRAS > FOBELSHY T,

fraffic from VM2 to the internet is routed through the New-York Site-to-Site VPN

sonnection

Statements

Yes

O

fraffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection O

lraffic from VM1 to the internet is routed through the New-York Site-to-Site VPN

zonnection

O

WO O &
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Answer:

Statements

=)
Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN O

connection

Traffic from VM1 to VM2 is routed through the New-York Site-totSite VPN connection O
bl

Traffie from VM1 to the internet is routed through the New-York Site-to-Site VPN O
F d W
Explanation:
Statements Yes
Traffic from YM2 to the internet is routed through the New-York Site-to-Site VPN O
connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection O

el 1 L

Traffic from VM1 to the internet is routed through the New-York Site-te-Site VPN O
connection NMicva

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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BGPIXEAEINFLEA,

FUTLIRARYMIT—=UDIPT7 FLRERZEY A E VPN ITIRIETHFT O ) FEER
TELENHYFET , CORRIVEETITAEOITHRERY b T—0 F— bz A KT Hib
BEIHYFEEA,

Answer:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for creating the object that will provide the IP addressing
configuration of the on-premises network to the Site-to-Site VPN:



* The object that you need to create is called a local network gateway. A local network gateway
represents your on-premises network and VPN device in Azure. It contains the public IP address
of your VPN device and the address prefixes of your on-premises network that you want to
connect to the Azure virtual network1.

* To create a local network gateway, you need to go to the Azure portal and select Create a
resource. Search for local network gateway, select Local network gateway, then select Create2.
* On the Create local network gateway page, enter or select the following information and accept
the defaults for the remaining settings:

* Name: Type a unique name for your local network gateway.

* |IP address: Type the public IP address of your VPN device, which is 131.107.50.60 in this case.
* Address space: Type the internal address range of your on-premises network, which is
10.10.0.0

/16 in this case.

* Subscription: Select your subscription name.

* Resource group: Select your resource group name.

* Location: Select the same region as your virtual network.

* Select Review + create and then select Create to create your local network gateway?2.
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Windows 11 Z32fTL Azure VPN 7 S A4 7V bMA VR F—)LENTLVS CLIENT! & LVS & H]
NDAVE21—32—mBHYET,

VPNGW1 & LVS ARID Azure RERY b0 —9 S— koM DBHYFET,
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Microsoft Entra ZBfE#HHR— L TWARENRHY FT,
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Actions Answer Area

Answer:



.. Add the PFX file to the Personal certificate
I store of CLIENT1.

¥ To CLIENT1, import the Vpnconfig.ovpn file.

.. From the Azure portal, authorize the |
© Azure VPN application. I

From the Azure portal, download the
i Azure VPN Chent profile
configuration package to CLIENT1,

M.
.: To CLIENT1, import the 1
" Azurevpnconfig.xmi file. (

From the Azure portal, configure the
i1 tunnel type and aut niype,
for VENGW1. .M

il et i 1
| |.. From the Azure portal, authorize the l
1| " Azuge VPN application. I
| R0 '
i oo .... R N S e BT 1
2 From the Azure portal, download the |
¥ | :*%&zure VPN Client profile
1 configuration package to CLIENT1, |
o o T — o S = |
W T e e R e 1
I |, ToCLENT1, import the |
| " Azurevpnconfig.xml file. |
e —— — — — e — e — e — =
4. 1
I From the Azure portal, configure the |
| 2 tunnel type and authentication type
: for VPNGW1, !

Explanation:
ALUUID

.+ Add the PFX file to the Personal certificate
" store of CLIENT1.

it To CLIENT1, import the Vpnconfig.ovpn file.
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MIBWEl AaTa

. From the Azure portal, authorize the
" AzupeVPNyapplication,

—

Fmthe Azure portal, download the
|& “Azure VPN Client profile
" configuration package to CLIENT1.

.+ 10 CLIENT1, import the
" Azur file.

w

From re portal, configure the
4 | tunnel type and authentication type
for VPNGW1.

storage 1 ~NDEHREIRET IDLENHY ET , Y a—aviE PaaSHky hI—F 5 EH L

ESRRAEHZH-ITRLENHYFT,

Y)a—2aVITAZEHLIRENHYEITA?
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D. Azure Traffic Manager




Answer: A (A —yvt—T %KY

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview
Topic 3, Proseware. Inc

Overview

Existing Environment

Proseware. Inc. is a financial services company that has a main office in New York City and a
branch office in San Francisco.

Hybrid Environment

Proseware has an on-premises Active Directory Domain Services (AD DS) forest named
corp.proseware.com that syncs with a Microsoft Entra tenant named proseware.com.
Proseware has an Azure subscription that is linked to proseware.com.

Proseware has an internal certification authority (CA).

Network infrashtructure

The offices contain the resources shown in the following table.

NYCNet connects to Azure by using an ExptessRoute circuit.

SFONet connects to Azure by using a Site to-Site (S2S) VPN.

The Azure subscriotion contains the virtual networks and subnets shown in the followina table.

Name Type Location Description
East US IP address space of
HubViNet Virtual network Azure 10.0.0.0/20 peered to
| region | Spoke)diet
East US IP adOtes$ space of
SpokeVNet | Virtual network Azure | T00%6.0/20 peered to
region | HébVNet
i Active-passive 25 e 0E -
VPNGW1 Virtual network £ BvNet the Géne :ft]m:a 2 ."-.r'[JI‘.G..'.'.B
gateway | SKU that has the default
| ASN connected to SFONet
SUBNET-PE | Subnets g "% _t HubVNet Used for private endpoints
SIJBNE o | Subn@t HubVNet Used for jJump hosts
JUMPHOSTS
SUBNET Contains an Azure
APPGW Subnet SpokeVNet | application gateway named
APPGW1

The subscription contains four virtual machines named VM1, VM2, VM3, and VM4. VM1 and VM2
host an app named App1.

VM3 and VM4 host a web app named App2 that is accessed by using a FQDN of
app2.proseware.com. Users access app2.proseware.com by using HTTP or HTTPS.

VM1, VM2, and VM4 are connected to SpokeVNet
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The subscription contains Application Gateway resources shown in the following table.

Name Type , Lc:u:aticn - Description

nth
Applicatior |
--|'|1l:...'. 1 S -1"'."!‘“_': | |'_"'I nateg HTT PS connactions ta a packana o
= i

that cgntaine=VYi3 and VM4

Il Bplied to APPGWA1

The subscription coﬁtaiﬁs ah Azure Front Door Standard profile named FD1. FD1 contains a
single origin group that targets APPGW1 by using the default endpoint name.

HubVNet connects to NYCNet by using an ExpressRoute gateway named ERGW1.

The subscription contains an Azure Private DNS zone named DNSZonel in the East US region.
DNSZonel hosts a namespace of azure.piosewaie.com and is linked to HubVNet The subscription
contains a Standard Azure load balancer named LBS1 in the East US region. LBS1 contains a
backend pool that hosts VM1 and VM2.

Planned Changes

Proseware plans to implement the following changes:

* Deploy an Azure Private DNS Resolver named PRDNSI to HubVNet and link PRDNS1 to
SpokeVNet.

* Create a DNS forwarding ruleset named DNSRS1 and associate DNSRS1 with PRDNSI

* Deploy Azure Virtual Network Manager and implement the following rules:

o Allow inbound connections on TCP port 3389 from the on-premises networks to SUSNET-
JUMPHOSTS. o Block inbound connections on TCP poit 80 from the internet to SpokeVNet.

* Ensure that Azure Virtual Network Manager rules take precedence over conflicting NSG rules.
* Deploy two network virtual appliances (NVAs) named NVA1 and NVA2 to HubVNet.

* Deploy a gateway load balancer named L8GW1 to HubVNet.

* Configure LBGW1 to inspect traffic on TCP ports 443, 1433, and 1434 from LBS1 by using
NVA1 and NVA2.

* Ensure that all the traffic to App2 is processed by using FD1.

Connectivity Requirements

Proseware identifies the following connectivity requirements:

* Minimize the complexity of the Azure Virtual Network Manager deployment.

* Route traffic between NYCNet and SFONet via the ExpressRoute circuit and the S2S VPN

* Ensure that remote users on Windows 11 devices can connect to HubVNet by using a Point-to-
Site (P2S) VP and their proseware.com credentials.

Security Requirements

Proseware identifies the following general requirements:

* Minimize the IP address space required to deploy platform-managed resources to the virtual
networks.



* From SpokeVNet, resolve name resolution requests for the azure.proseware.com namespace

and the corp.
proseware.com namespace by using PRDNS1.
* Whenever possible, minimize administrative effort.
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DNSR1MDDNSERX)L—I)Lty FZEEZRELELT=

azure.proseware.com # & U corp.proseware.com ML IP 7 FL R T 2VENHY
T, YN a—2a E—BHEEHEELZLTVWSIRELNHY FT,

BRAERICEDIP 7 FLRERET ILENHY FTITH? EET SI(2F, BAZEHTEY G
ToavEBRLTLESW,

FE FELOLVBIRIEICTI RSV AR EShET,

TN -

Answer Area
azure proseware.com: | 168.63.129.16 ¥
168.63.129.16
192.168.0.100
The first IP address 8f the inboundiendpoint subnet of PRDNS1
The first IP addess ofthe outh®lnd endpoint subnet of PRDNS1
corp.proseware.com: @924 ba_;@ j_gU. (ol =
1658.63.129.16
192.168.0.100
“\ﬂ S Tg@fﬁress of the inbound endpoint subnet of PRDNS1
I g E}‘@ I ress of the outbound endpoint subnet of PRDNS1
Answer:
Answer Area o
\Micvacaft
azure proseware.com: | 168.63.129.16 IATLATAVAN" v
168.63.129.16 e
192.168.0.100
The first IP address of the inbound entpoint subnet of PRDNS1
The first IP address of the outound endpoint subnet of PRDNS1
corp.proseware.com:  192168.0. 100 o2
. 168.63.129.16 _
] 192.168.0.100
TTHE first TP address of the inbound endpoint subnet of PRDNS1
The first IP address of the outbound endpoint subnet of PRONS1
Explanation:
Answer Area
azure.proseware.com: 168.63.129.16 r M 1C t'OSﬂﬁ
corp.proseware.com:  192.168.0400 x
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{vnet2 | 10.00.0/20
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NTLET,

MADRERY FT—V EDITRTOYITRY FEIT IS 74 vV EBREBELUVIL—T 1207
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B. 2
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D. 1
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BEHZHET-T L IITP2SVPN 21T HSLENHY EFT,

ES3THIENVNVTLLIMN? BIETAHICIE BEETY 7 THEUGA T avEERLTLIEEY,
AR ELVWERIEICTRAY AT ESNET,

Answer Area

Fo PRNGWI "s@rTun el typeto. " IKEv2 2
IKEv2
OpenVPN (SSL
ssessl g
For proseware.cgmfl Cteat®an .d|.)p registration v

@8nfigure an enterprise application

pp registration.
Provision a user-assigned managed identity.
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Answer Area

et TunnBilipe to: [KEve — = = Tw

OpenVPN (S5L)
E.STE'_{__SSEJ i

For prosewal@ Caini. Cieall® aff app registration
*Configure an enterprise application

Provision a user-assigned managed identi

Explanation:

Answer Area

For VPNGW1, set Tunnel type to: 4IKEw2 by

For prosewaregom Create an app registration
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VNet1 E WS BRIDRBEARY FT—9U &L Azure TR ) T avhby £9, VNett (Z1F
Subnet! LWV ERIDY TRy EAEENTUNVET,

Subnet1 [CTSAR—F TV RKRA 2 FZEMTBHFETT,

A—H—EBIL—FEFEALT, T34 R—F T2 KRS > k& Azure Private Link 4— E X ]
DRI TAVIEN—TAVJTELILEHRTIVELHYET,

Subnet! TEMIZMAMEITRETL & IH?

AY—EXRIVFRRSIVMEERLET,

B.1Z#MD Azure O— K NS oY —%7J0EY 3= 5 LET,

C.xy rI7—9 RY—ZFFBMILET,

D. ZFZAMICLET,

Answer: D (A —vt—C#EY)
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AG1 EWVWVSERTID Azure 77— 3o HF—bhoxA & ROEEEED Appl H XU App2
EWSARID 2 DD Azure App Service 7 7 &8 Azure Y TR ) T3 UhHYET,
*ELLNT7TIYVEHTTP BELUVUHTTPS #FRALT7 VR TEET,

*HTTP ARRA M AV A —E VI TR MEBUNLBT TVICL—TFT 4T 5E=OICERINET,
*MADT TYIE BI—0v/N Azure ) —2 3 VDE—D App Service IRETHRR FEhTLY
FY,

AG1 ZFERLT7 T 2T A2HELAHYET V) a1—L 3 VTIE AGIAHTTP 79X
EHTTPS 79 2 ROWEAZRET I L #RIATIVENHY FT,
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AGT [TRHERY Y —ADR/PMIINL DTIAN? BET SICIE EEEEHTEY LG T avx
BIRLTLCES W,
FEELWMEBIRSEICTIRA Y IR EShET,
AR FMiCFDSDﬂ
Public IP addresses; | 1 -

Listeners: | 2

Backend pools: | 1 -

Answer:
Answer = .
e & Microsoft
Public IP addresses: | 1 v
|
%& @ ’ Listeners:
. £
Q°
¢ @@
%ﬁﬂ Backend pools:
Explanation:

PuBlCIRddcresses: (1 -

Listeners: | 2 -

Backend pools: | 1 -
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I COBBIE RLCLFIVAZRTT S —EDEBO—ETY, V) —ADOFEMICIE B
N-BEZERT AFREEDCHLIMEDERENEENTVET, —HOERBE Y MMIFEHD
ELWERRLNHDHZENHY FITHN MOEME Y MZIXELWERENZMEGEAHY F
ERS

CDEIVVaVOEBEMICAELE-RIE, TOEMICRSAZLEITEFRRA, TOHRR, ChoDE
BIELEa—BEREICRRTINEEA,

Vnet1 & Vnet2& WS BRID2DDAzureffRf8xry kD —oRHY FET,

RA 2 bYy—HA b P2S)IKEV2VPNZ{E L TVnetIZ##;d S Client1 & L5 A RID
Windows10T /31 AW HY FT,

Vnet1 EVnet2DEIZRER Y kD —VET7U VT ERELET, VnetllZF— bz 352
Oy hEHRILET, Vnet2lE)E— M —ro A ZFATEET,

Client1AVnet2E BIETE R WL &hbMYELT:,

Client1hVneR&EBIETED I LEHRTOILENHY FT,

R VPNY SA TV M ZEA Do O—FLTEA VA M—ILLET,
CNIFERZERLTOEIN?

A [FLY

B. LMV R

Answer: A (A —yt—T#ET)

The VPN client must be downloaded again if any changes are made to VNet peering or the
network topology.

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing
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ExpressRoute AL TAH YT LI AR Y hT—0 EAzureZ 3 5/4 T v FIREEAH Y
Y,

AzurefRB8T LU EA VT LI RRBI O UEFER L T, BROBREERE & R £ EHMIC
AJICRETIVENHYFET,

fAIZESNETIMN?

A. AzureE =42 —

B. IP7 O—#&:E

C.EmE=4—

D. Azure Internet Analyzer

Answer: C (A —vyt—T%REY)

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/connection-monitor
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Subnet1 & Subnet2 & LN RFID 2 DDH TRy FEEL Vnet! &£ ULVS BEID Azure REBHR Y
FO—ohRBYET HADH TRy FMRBEI D UAEENTVWVET  RORIZTT LS
(2. NATgatewayl E WS BRID NAT S — bz A #ERLET,

i £ Al gatewa

Create network address translation (NAT) gateway
O Vahdation passed

Basics Outbound IP  Subnet lags Review + create

Basics
Subscrniptior Subscnption?
E e grouf RG1
MName MNATgateway
Reqion North Europe
-1 | 1' T. T L
dle timeout (mManuti -
Outbound IP
Public IP address Mone
; P prefo (New) NATgateway!-prefix (28)
Subnets
Virtual network Vet
Subnet MNone
Tags

= J TEY AZa—%#FALT HITRENTVAERICEODVWTERT— ALY FETRK
SEHEZEDERBZERLET T ENETADELWVVERIT 1 RS 2 FOEENHY F7,



Answer Area

: 'fﬂiﬁfqafwM (L & @S’@#i |2:;, g.;ﬁlaysubnel @ ’

only Subnetl or Subnet2

[Both Subnet1 and Subnet2

NATgateway1 is assigned [answer choice]. | 0 IP addresses i

| 1 IP address

2 IP addresses
16 IP addresses
28 IP addresses

Answer:

ANSWEr Area

NATgai‘nqy‘l can Mit@ F@@@f $ nly Vnet1 @ v

only GatewaySubnet
|only Subnet1 or Subnet2
| both Subnet1 and Subnet2

" NATgateway1 is assigned [answer choice]. ' 0 IP addresses s

i 1 1P address

| 2 IP addresses

! 16 IP addresses
| 28 IP addresses

Explanation:
Answer Area

NATgateway1 can.be linked to [afiswer choice]. | only Vnet1 L

NATgateway1 is assigned [answer choice]. 0 IP addzesses M4

Microsoft
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Vneté DBy FT—UBHZRELTVET,
ER T BRENH DY TRy FEY—EX TV FRS Y FORMIEENS SWVNTTH? BET
BT, BBEEETHEYN G T a VEBIRL TSN,
FEELCGERT BUIC 1 RS Y FOBENHY F9,
swer Area TCHOSOTT! T

e

Answer:
2,4
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Sub1 & Sub2 EWVWSARTID 2 DD Azure HTRH ) T avhHBY EI,Subl [ZIX VML &Ly
SAMMDERBILUNEENTVET,

Azure Private Link ZEAL T, VM1 % Sub2 DY Y —ZX THIATES & 51CTHFETT,



VM1 ADT V2 RZRBTHEIICTTITAR—F YU Y—EXDNERTEEL L EHRTD
BENHYET,

&HIZ Subl TIZEBET HALENHY EFITH?

A.Azure 754 R— kK DNS J—

B. Azure A— K /NS U H—

C. 7534 R—+rIVFKRKRA2

D.HY—ERXRIV KRSV b

Answer: C (A —vyt—T#ET)
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EastUS 2. 10.3.00/16 | ;;f."llll’
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/5(0) IP7 FLRAERZEED VM5 L WS ERIDREYS UAHY FT,
*IP7 FLX:10.4.0.5
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TIHILET— b+ 14:10.4.0.1
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i A 10.3.0.7

.s___’,vmfl: A 10.3.04 |
fabrikam.com DNS /one DRy bT7—2 Yo X RITRT LS ITERIATWVET, (K4Z
J%51) v LEI,)VMS L, .appKfabrik3incom D IP 7 FLRZERTEEEA,
RDEXIZDWT FOXMNELWEGEF W ZBIRLET, TS5 THWNMESIE DWW 158
RLET,

FE ELWLVBIRSCEICTIRA Y A EShET,

Updating the IP address configurations of VM5 to Lse s DNS B T s af 10.4.0.2 will
enable the virtual machine to/resclve apE 1 fabnikam.caim)| I

Enabling a virtual network link for Vnetd' in the fabnkam;cmn DMS zone will anable VRS 10
resolve appl.fabrikam.com.

Adding an A record for app1.fabrikam.com to the I‘abukam,mm DMS zane will enatlie VR4S
ta resolve appifabrikam.com. |

Answer:


https://www.jpnpdf.com/Microsoft.AZ-700J.v2025-06-20.q132-mondaishu.html

mm:::m ;f f”J“m“', DSOftW, e

Updating the IP address configurations of MMS to Use a [
enable the virtual machine to resolve app 1.fabirikarm.co

e ress of [ 1004.0.2) will 1] I
*»

Enabling a virtual network link for Vnet3| in the fabri NS zone'will enabile VMS to! || 1| 4 13k

resolve app1.fabrikam.com.

Adding an A record for app1.fabrikam.com faBOkam.com DNS zane will enable MBS (|| (i
1o resolve appl.fabnkam,com. |

Explanation:

: lcrosoft.. -
Updating the [P sddieis configurations of VWS fo uie & Iﬁltbu of 104.0.2 will
enable the virtual machine 1o resolve app 1. tabinkam.com, N
Enabling a virtusl network link for Voetd in the unnumﬁamw o will snable VIS 10 - b
resolve app 1 fabrikam com T
Adding an A record for app fabekamicom to |lh.;,'ahﬂc-n com NS rone will enable VS i - 3
1o resohve app . fabnkam com. R
Silils % N Iy
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A.storage1D 7 7 A 70+ —ILEEEZTHEBLET,
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x#fEIE: 87

AFD1 & LV5 & RIIM Azure Front Door Premium 70 27 7 A JL& WAF1 & LVS &RIID Azure Web
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C.BGPZAMITERE
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FUoTLIRRY NT—90HD

VNet1 EWS BFTDREBRY FT—9%EL Azure Y TRV YT aruhdHyYES, VNetl (2
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Answer:

|3 Create an ExpressRoute circy

1 | Create an'ExprossRoute difcu

2 | HiBengntheisaVice key to Fabrikam

3 FE Configure Azure private peering

4 | # Connect Gateway to the ExpressRoute circuit
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AGW1 DN TLS SIFAE R F7 2 RETHIMLENHY FET , V) a—2aVEAROBEHZH
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| User-assigned managed identity
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Certificate store type: _Azyrg Key Vault Managed HSM
Azure Dedicated HSM

Azure Key Vault
Azure Key Vault Managed HSM

Idemuitywypey,  Security principal 2t
Security principal

System-assigned managed identity

-]ﬂl_, - h = = _ﬁ: | 5 : . I
h/l %(_ r{;j SOI1 r User-assigned managed identity

Explanation:
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Identity tyhpe: | Security principal g
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TN—T&#ERLET,
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D. Azure Virtual Network Manager i o X1 74 EEEREERLET,
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C.Vnet!MbDET7 Y VI T [F— b0/ DBEBEHATHEERLETS,
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Vnetd &5 & UVnets 2T 2BV D DRER Y b —V BEHER/-T O EZRET D
ENHYFEIN?

A TS5AR—FrIVFRA Vb

B. Ry kO—VETFTILT

C.TSAR—F)UHUH—ER

D.IL—T42TT—TIL

E. H4—EXI YV KRKRA b+

Answer: B (A —vt—T %KY

There is no virtual network peering between VM4's VNet (VNet3) and VM5's VNet (VNet4). To
enable the VMs to communicate over the Microsoft backbone network a VNet peering is required
between VNet3 and VNet4.

= HTEIRE: 96
RORIZRTNTY Y IIP7 RLREECAzure TR ) T aonipyEd,

1ip1 1Pva Basic . | Static

=Y 1Pv4 Standard | Static

| 1pa IPv6 Basic Dynamic
IPS 1Pv6 ' Standard | Static
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NAT1E WS BRIDNATZ  — bV A ZRHEAT A L ZFELTLET,
NAT1D/RTY) v JIP7 RLRELTHERATESNTYYIIPT RLRIEENTTMN?
A IP3B L UIPSDOH

B. IP5D &

C.IP1,IP3 & &L UIP5D#

D. IP3MD &

E. IP2E L UIPAD A

Answer:D (A —vyt—T%EY)

Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn't support NAT.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

FTEIRE: 97
ROBTRICTRT AzureIREAH Y 9,

r.:: a i -
YiiFal Tale at s
I \ ! I'.}. | :I'.-._ ,I'J I\'-.J} l':: f/ || \.I-
ooo e e e
ooo N
ooo f/_-\' - -(- s ) = ’
ooo N/
Site-to site VPN Gateway VNET1 VM1
Datacenter VPN
S
| b

Ei_—directional VNe1_ peering Sulbscnption 1

with gateway transit

enabled

<. X" @ ‘ <. ; -> @ \
VMNET2 .‘ \ VNET3
vmz U L VM3
oz
Bi-directional
VMet peering
Subscniption 2 Subscription 3

FAOY TEO A Za—Z2FRALT RITREATVSERICEDVTERAT— AV MERT
THEEDERKERRLFT,
I DOEREERENIRS O FOBENHY £9,

VM1 can communigate with {answer choice): : \ &8

S&h -?VMZonly
| YM2 and VM3 only
| the on-premises datacenter and VM2 oniy
| the cn-premises datacenter, VM2, and VM3 only

VM2 can communicate withi (answer choicel: b ' 'V

' YM1 only
| VM1 and VM3 only
the on-prernises catacenter and Vivi3 oniy
\_the on-premises datacenter, VM1, and VM3 only
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Answer:
VM1 can communicate with (answer choice): v .

VM2 only ‘

| VM2 and Vil ¥ — — _ _ _ _ _ _
I the on-premises datacenter and VM2 only 3

| the on-premises datacenter, VM2, and VM3 only

VM2 can communicate with (answer choice): || A 4

| VM1 only |
' VM1 and VM3 only _
' the on-premises datacenter and VM3 only |

‘\,1 14 'ﬁﬁ_éE"n-pre_ste_s datacenter, VM1, and VM3 only }
Explanation:
VM1 can communicate with (answer choice): v |
’ VM2 only

. VM2 and VM3 only
| the on-premisés datacenter and VM2 only
|_the on-premises datacenter, VM2, and VM3 only

VM2 can communicate with (answer choice): [

[ v |
l VM1 only |
' VM1 and VM3 only ]
' thE'0h-premises datacenter and VM3 only J

| e o ofenisgsditacertef, YW, and VMS only

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit?
toc=/azure/virtual- network/toc.json
https://docs.microsoft.com/en-ca/azure/virtual-network/ip-services/ipv6-overview#capabilities

RFTERE: 98

App1&E WS ZRIDWeb7 7Y ADAzure7 7)) r—o 3 o5 — bz A BHYET 7TV r—
DIAVT— PO IATE IV RY—I Y FOBEEAAIEETT,

IVR—T5A XELGEMBAEET7 Yy TO—FLT HTTPSO Y R F—ZBHLET,
FIV—2 30— b0 ANAPPIIC TV RY—I Y FORBEILERETE S L #HRT
BLENHYFET, HLEEIAETEIREMN?

A VRF—EBALTE#INLFHA MIBRELET,

B. hRA LT7O—TDEELEMESREZHEPLET,

C. ABAREIRAEZHTTPSEREICT vy FA—KLET,

D. JRFT—DSSLTA 774 ILEEHMIZLET,

Answer: C (A —vt—T%EY)

Reference:
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https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-portal#configuration-tab

XFIRE: 99

Vnet1&Vnet2E WS ZRID2DDRBER Y FT—Y EETAzure TRV Y T avhhbyET,
fabrikam.com& WS REID/NT Y vy IDNSY —o # & LEFT, Y—2IF /8T v o DNSY —
VORRICREINTWLWSKSITEEINATVWET,

fabrikam.com& WS ZRID TS5 4 A— kDNSY—UhH Y FET, V—2Ild. TS5 4 A— KDNS
V—UDERISRENTWLWAS LS ITER SN TULET,




RERY D=V U IDBRRISRENTVASE S RERY FT—2 ) U IOBMEBREIATL
9,

RDEARAT— AV RIDWT AT— A Y A trueDFEIE, [[FWOZEBIRLET, T LUSND
BEK VDWW R]EERLET,
E o E OERIEIENRENIRA Y FOMEESHY FT,




Statcments Yes No

Queries for www.fabrikam.com from the internet are resolved to 131.107.1.1. Q

Queries for server1.fabrikam.com can be resolved from the internet.
il

il Microsott
Queries for www.fabrikam.com frn‘m atd/ Ece;dilkb@ ‘3{.107.100.10,

Answer:
Answer Areca ™
smw":i.a e _Yes: ' No
Queries for www.fabnkam.com 'l'!p rthe |h;emejt'ah.= resoived to 131.107.1.1. Li b
| i I S,
rjf h ety
Queries for seweﬂ ;fa!brﬂ.a {Llan be resolved from the internet. __ __ |
), k Lyl
ﬁ\ﬂ F jQl!.t‘er:]e;-l{:"‘ 'I_' LII}_" faﬁnkam com from Vnet2 are resolved to 131.107.100.10. I ~_—'
Explanation:
Statements Yes No
Queries for www. fabrikam.com from the internet are resolved to 131.107.1.1. |
Queries for serverl.fabrikam.com can be resolved from the internet. @)

Queries for www. fabrikam.com from Vnet2 are resolved to 131. 107.100. 10.

Box 1: Yes

DNS queries from the internet use the public DNS zone. In the public DNS zone,
www.fabrikam.com is a CNAME record that resolves to appservice1.fabrikam.com which resolves
to 131.107.1.1.

Box 2: No

DNS queries from the internet use the public DNS zone. There is no DNS record for
server1.fabrikam.com in the public DNS zone.

Box 3: No

The private DNS zone is linked to VNet1, not VNet2. Therefore, resources in VNet2 cannot query
the private DNS zone.

ExFERE: 100

VNet! E WS BRIDRERY FT—9 E&ET Azure Y TRV 1Y T avhhblEd,
BEDOWeb 77V ET7AAL VNetl EDTSAR—K TV RKRAV FEFERTHESICT
TJ)EERLET,

Web 7 7 ANEERIICEZEZLI=-DNS LO—FEHETIDLENHYET,
REERIEESTHERESNETH?

A. privatelink.azurewebsites.net & LV 5 %810 Azure DNS ¥ —

B. azurewebsites.net & L5 B FID Azure 754 XR—k DNS V—V

C. piivatelink.azurewebsites.net & L\ 5 & RTD Azure 754 X— k DNS YV —

D. azurewebsites net & LY 5 & RTD Azure DNS ¥V —



Answer: C (A —vt—T %KY

=HTEIRE: 101

Vnetl EVWSBRIDIAILA 2y bT—9FEL Azure Y TRV YT 3 ohHy SQLT &L
SARIMD Azure SQL T—A A—XI[ZIEX Vnet! LIZTSAR—F TV RRA Y bAHY ET,
fabrikam & W\S BRID/NN— b F—E1NHY  Vnet! EVWS BRIDRESRY T—5 & VM1 &
WS RRIDRET L VEESL Azure Y TRV Y T3 ohnHY VM1 L Vnet2 ITHEHE S TL
F9,Azure 7534 R—F )Y Y—EXEZFALT VM1 IZSQLT1 ADT7 IV X% T 5
WHENRHYET,

BRERY FT—VICIIAEZRETILELNHY FTTHM? ZAHICIE EOGYYV—XFELL
RELRY FT—YIZFSY S LET . EVYV—RF AREFERT S LD EHEFEHRET S
EH FoEKFERALBENWCELTEET AVTUYERTRTBICIE RAVETHEIN—%FF
9T EN RV A—ILTEBENHIEENHYFET, E ELIERTLUVICTTIRSA B
OffifEAHY £,

Resources Arnswer Area

T, SO
A NAT gateway Vet

A peenng link

Ve
& private endpoint
A SBIVIC [alall]
n Azur cation ga
n Azure load balancer
Answer:
Resources Answer Area
E. EAEEE : e :] Vnetl :: A pfivate endpoint  — ™|
[Apeering ok | g i
——————— VnetZ I A peenng link

| A private endpoint I

Explanation:
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e e/l icrosoft

"K NAT gateway

Vnetl: | A private endpoint

A peering link =
‘_ . Vnet2: | A peering link
‘ A private endpoint

‘ A service end-p-c':i-n:

‘ An Azure application gateway

‘"An Azure load balancer

=IfEIRE: 102
Azure Y TR YT avn22hYET,
BYH IR )T avDOKERE Azure ) —2 a3 Vv TRODT I AVERTTIHENHY F
9,
*A AV —2 11250 BORETSET7A/4 LET,
*A MY —2 21250 EBOREYC U ETIAALET,
*A MY —2 31250 BOREYC U ETIOALET,
RTDRENHDRERY FT—2 L 259 THRy FORMRITIWNLDTIMN? @ET SIS
(X EEEETENGA T avEBIRLTLES,
FE FELLVBIRSEICTIRA Y AR EShET,
Answer Area

S petworks: 2
%‘” ICT

&

Subnets: 4

.

o |
9
12

Answer:



MIRWE MIEa

Virtual networks: 2 ¥
1
RSN
6
Subnets 4 v
9
12
Explanation:
Answer Area
Virtual networks: 2 b
Subnets: 4 v

#TEIRE: 103

ROBHED Azure O— K NS oH—MNHYET,

* ZHI:LB1

* 35T KERE 2

* SKU: 124

* TS A R—=FKIP7 FLZX:10.3.0.7

*BRISEUL—IL: JL—IL! (TCP/80)

*AN)LRTO—TJ: Fa—T 1 (HTTP:80)

*NAT JL—IL;0 4 N9V R

LB1 D/NY O T K T—ILIEFRDERIZHE>TLET,
NE Y I RRAYA72= " N

*{RIEF Y FT—2: Vnetl

*INw TR FT—)L#ERENIC

xIP/A— 3 > IPv4

*RFE< 2 VM1.VM2, VM3:

ROAY FT—UBEHZEHFEDVMA £ VS AFID Azure RET O URHY £,
*RrYRIT—=D0A4 23 —T 4 RX:vm49S|

*ERY fD—5 /Y TRy b Vnet3/Subnet3

*NIC 75 A4R—KIP7FKLZX:104.04

*EBERRAY NT—F T B



RDERAT—FAVKMZIDWT FDRT—FAY D true DBEIFX [V ZBIRLET, Th
LUSNDBEEIF, DWE ZBIRLET,
EELCBIRT BEUIC1 RS Y FOMIENHY FT,

S o Midrosoft

Statements
To add V4 to LB1, you must create a new badkend pool

YM1 s connected 0 Vnet2

Connectionsfo hatgs 1 030, 7wl Be kcad balanced between VM1, VM2 and VM3

Answer:
) RMicrosoft,

To 330 VM4 to LB, you must Create a mm Wﬂl & : I

VM1 is connected to Vnet2 F_ l .;. A L B = __I

Connections qnﬁ;&w%m& load batanced between VM1, VM2 and VM3 . :
Explanation:

| TV .
Statements 2,
: &

To add VM4 to LB1, you must create a POG o
B = =

VM1 is connected 1o Vne “9 ® 7
p load balanced between VM1, VM2, and VM3, .

AT 104
RORIZRTNY—REZEC Azure Y TR Y T avhiHyEd,

IO &
II t
A Sy @ ]
a %
LERINN
|

R ' T i

VM1 TH X k é#’b’C L\%>77"J ., Bi*)]l ﬂ"a.‘%’lﬁk'd’é%%f)‘ﬁ) YETHI?DIP 7 RLREE
RTEEHLZHRIIVENHYET,

A. database.windows.net & LN S &RTID/NTY) w4 DNS J—

B. database.windows.net & LN S BBID TS5 4 A— k DNS YV —>

C. private ink.database.windows.net & LN & RID/NT 1) w4 DNS J—



D. privatelink.database.windows.net & L\ S BRID TS5 4 X— kK DNS Y —>
Answer: D (A —vt—U %7&9)

=FTRIRE: 105
RORIZERT VY —REZEC Azure Y TR YT aviHyEd,

| Name ] 'T:.q:;e

| NSG1 Network.security group (NSG)

| VM1 | Virtual machiné i
V2 Virtual machine

NSG1 & VM1 @ NIC IZBER T 5N TEY  RORITRTIL—IHBEENTOET,

Name | Priority | Direction | Protocol | Action
Rulel 100 Inbound RDP Allow
Rule2 101 Inbound S5H Allow

RODTITAETAIZDOVT 52BONSG 72— OJ%IRELFET,

*VMAD 5VM2AD2DDRDPE Y &3y TNETNELDTCPR— A GRHBINET,

VM2 A S VM1 AD 320 SSH v ¥ 3> (FRENRE S TCP R— kA5 B84) Azure
Network Watcher @ Traffic Analytics R L TR 2 #H L £9, Traffic Analytics [(EEH S
fz2B— T2 ) ZWVLDHEALETH?

A. 10

B. 1

C.5

D. 2

Answer: D (A —vyt—T%EY)

#[EIE: 106

1V EDREY Ty FE2EL Azure RERY T —V 2REFTELFETT TRy MK IPV6
7RLRZFERALET &Y Ty MME &EFK 200 DAFRIEINHRETL VERAMLET,
By FT—VDERMARY a2 —2 a3 VEHETILENHYFET V-3 VERD
BEHhEm-IwnENHYET,

¥RETLOBELVA—FNFUHEERERY FT—IODDAT IV EZATELOILELHY F
7,

*OARX MIR/DRICMZ SZBELNHY FET,

HREIBICIIMEZEHEINETIHM?

A. Azure 20— K NS Y —

B. EAML Azure O— K NS Y —

C.Azure 77U —ar F—rox A v2

D.Azure 77— a3 H—broxAvIiAzure 77— 30 55—k A V2
Answer: A (A —vyt—T%EY)
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A#7E AZ-700J FERESK X GoShiken.com AMRE SN -EH LT LY AZ-700J FHERFHRES !

GoShiken.com W &M AZ-700J FRERFEIEE 12t L TULVET, GoShiken.com AZ-700J &t
ERRBIEIRF T MENEETIIVET, &xH D GoShiken.com AZ-700) BIEE %7 v b T
% ANlE 2 B 5 https://www.goshiken.com/Microsoft/AZ-700J-mondaishu.html (30030%OFF ]

BEB L EMMAET 30%wiERIEIS 0 — F: Freepdfdumps)

xR 107
zﬁzd)ﬁl TIERERY D=V ZETAzure b TRV YT avhblFET,

HTNTH] IT i LT T I TITETLY rmmr FITTRRFRTIRFa a0 R i Fyy
[J..-._ ri | g-l‘ i !’erqallnanlﬂrlﬂi’}

West US
Vnet2 R.G'l Central US
| Vnet2 | RG2 Central US
Vnet5 | RG2 East US
KEFEEDAzure!) —2 3 T AF1E WS BRIDAZUre 7 7 4 704+ —ILZEZRGIZERAT 52 &
FEEILTWET,

AF1ZERETEAREBRY FTJ—2FENTIM?
A. Vnet1_Vnet2, Vnet3 & & UWVnetd

B. Vnet1 M #

C. Vnet1 5 & UVnetd D H

D. Vnet1 Vnet2 & & UWVnetdDH

E. Vnet1$ & UVnet2dD &

Answer: B (A —vyt—T%EY)

Ex#fERE: 108

IVRY—I2RFDOEEILEYR— 3 5I2IE APPGW1 2T 2ELAHYEST V) 1—
avEtEX i TAEHEBELTVWARENHYET MIEITRETLLIN?
A.SSLEEEMND MNEIL—F CAICK>THRITSINZTLS V547> bMIREZ7 Yy TA—F
LFEY,

B.N\YIITYUREEND, NEIIL— FCAICK > TRITEIN-WEREZHFDODTVAIL FH— FTLSEE
BREZ7vy7A—FLET,

C.SSLEFEEMND AEIIL—F CAIZE > TRITEN, RELAEF T —UAEENSTLS V3
A7 MERAEEZT7 Yy TA—FLET,

D. A\ TV REEMNS HNEIL—F CAIBHEZ7y JO—FLET,

Answer: (&% %KT9 D)

Ex#TERE: 109
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Azure Virtual Network Manager #7704 3 2EAHYET, V) a—I 3 VI GBI
EFEEHYR—bL EREGEH-ITLELNHYET,

EDA4DDTI LA EIRBIZETIIRENHYFIMNMEBEEZTDICE . 7o2av YR
SEYETY a3 EEEEEICEHL  ELWEFR THENET,

Actions Answer Area

. Create a security admin configuration that has a single
™ rule collection.

. Create a single network group that has Member type set

L IV T
Microsoft
.. Perform a single deployment to apply the security
** admin configuration 0

.. Create an Azure Virtual Network Manager d E a c

instance. e

.. Create a single network gro
type set to Virtual network

. Create a security admin configuration that has
© two rule collections.

.. Perfoim two deployments to apply the security
admin configuration

Answer:
Actions Answer Area

. Create a security admin configuration that has a single | i
** rule collection. 1 s Createan Azure Virtual ork Manager
|

instance

.+ Create a single network group that has Member type set | B e I D A R T i
" to Subnet. | T e AN e e e e -
|

| rk group that has Member |

. Perform a single deployment to apply the security
* admin configuration

.. Create an Azure Virtual Network Manager 1
instance. ' eate a security admin configuration that has |
; |

|

.. Create asingle network group that has Member | @& | . 8% _ _ _ _ _ _ _ _ |
typesettoVintualnetwork === N Y — = = = = = = = - - - - - — - - - -

. Perform two deployments to apply the security

I

Create a security admin configurasion : ;
H ) 9 % ' admin configuration. |
I

two rule collections.

o
t4

admin configuration.

¥

g

3

g

5

a
O
o |
=

Explanation:




Actions Answer Area

.« Create a security admin configuration that has a single 1 it 1 ual f na
col INce
.« Create a single network group that has Member type set 2 .. Create a single network group that has Member
b " type set to Virtual netwark
rform a | VImen Ta] he ty | 3 “reate a security admin configuration that has
admir fiqurati | two rule collections
4 Perform two deployments to apply the security
* admin conf guration

#TfEIE: 110

https://www.contoso.com THIFATE 58 —0O Web ¥4 FRIZ Azure 7 75— 3> F—
DIADEREINTVET,

FIVr—23 0 F— b9z AI2IE 120NV I IR T—ILE 1 DDIIL—ILBAEENTULVE
T NI R T—=LIZIE2DDNY I T R HS—N—PREENRTVWET KNV I IV F
Y—/\—I[Z(X R— 8080 THEATZSEMD Web 44 bAHY FT

NP T R H—/N\—TR— b 8080 NMEATEL LGS | https://www.contoso.com ~DF R T
DS TAVIDMBDINY I T R H—N—2)FA LY FENBESICTIHELHY FT,
HETIEMETEIREN?

AEEHETO—T%ERLET,

B.#iLWWIL—ILZEBMLET,

C.HLWIJRF—FEMLET,

D. JRFT—DR—+rEEBLFET,

Answer: (fRAZEZ%RTT B)

BT 111

TSU0FF T4 RADLI—H—([TP2SVPNEEET IMENHYFES, YV a—2av@E nNa4T
o RRxy b=V DEGZEH-IBELAHYET,

HEEEMETEINEN?EAETHICE BAET) 7 TENLGF T a vEERLTIEED,
T VEREEZNRTNIRS D FOMEELIHY FT,

Answer Area \ A P %
I\ '5 Wal ilalslla nlx o]
On the Vv J;‘(JNU?QJ\ \iiﬁie'ljl igé ‘the P2S VPN tunnel type to:
IKEvZ
OpenVPN (SSL)
SSTP (SSL)

In the litwareinc.com tenant:
Create a device object
Create a managed identity
Grant consent to an Azure AD application

Answer:


https://www.jpnpdf.com/Microsoft.AZ-700J.v2025-06-20.q132-mondaishu.html

Explanation:

On the VPN gateway in Vnet1, set the P2S VPN tunnel type to: |

)
In the | Qﬂ énant: i |
Create a device object

=5 M i cr 6‘9 Create a managed identity

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

R 112

A— KNS U —OERICAzureA— KNS U —MNRJFESATWET,

LB2IZIE NV I TV R T—ILOBRIZRENT VNSNS T Y P?’)Lb“ﬁ; Y&EI,



- LB2 | Backend pools - .

7 uoad balancer

»0 | 4 Aga () Refresh

I IR o N o o B B

i £ Filter by name._.

Backend pool == all Rescurce Name == 21l Resource Status == all IP address == all

Network interface == all Availability zone == all

Group by Backend pool

Backend pool Resource Name Rescurce Status IP Adedress Metwaork interface Availability zone

' LB2-BEPY

LB2-BEP1 VMSST instanca 2) Running 10.0.0.6 RG 1 -vnet-micO1

2 i 51 -vnet-mc01
LB2-BEPY VMSST (instance 3} Running 10.0.0.7 RG 1 -vrnet-nicD

LB2AAVMSSIDITRTDAUN—IZ, ST 4 vV NI DL THRTIRENHY FT,
ETTIRENHBE2DODT7I2avEENTIN? TNETNDOERIT, BREDO—EZEZRLTL
9,

F L VEREZENTAIRS U LOBENHY T,

A.VMSS1IZRY b D=0V A4 B3 —T A XZEMLET,

B.ANLATO—J%BRLET,

C.VMSS1D& A UN—IZNTY 9 JIP7 FLREEMLET,

D. BfmaEIL—ILEEMLET,

Answer: BD (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-
portal?

tabs=option-1-create-load-balancer-standard

ExFTEIRE: 113

Site1 EWSLRIDAVTLIR Ry MNI—=ORBYET,

storage1 EWSRFIDA FL—Y FhHDO U RE VNetl EWVWSEFTIOREBRY FT—0 &0
Azure B TR4 ) T a Y £, VNetl [Z1E Subnet! E VNS KRIDH TRy FAEENT
LWET , storage1 DTS5 A R—k T2 KRA > k& Subnett [CHEHiENTHY _Sitel (54 +
RS (S2S) VPN £{EMA LT VNet! (S SN TUWET,

Y LT—9 X2 T4 JIL—T (NSG) #EAHL T, Site1 N 5 storage! ~DT7 U X &l
HID2BENHY FET,

FIMRMETARETL &£ 5HV7

A.)L— bk T—TJ L% Subnet! [ZEERTET,

B. Subnet1 [CH Ty FREFERLET,

C.NAT #— bty = A % Subnet1 [ZBEERITET,

D. Subnet! LD TSAR—F TV RKRA 2 bDRY bT—9 R —%HERLET,
Answer: D (A —yt—T#ET)
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mETIRE: 114

10 BEOREY TRy FZ2ED Azure RERY D=V EEETEHFETT , U IRy ML IPv6
FRLRZFERALET &Y THY MME &K 200 DAFIEINHEETL U F#HRAMLET,
RBEH TRy FMZERTE2H TRV b YR A X% WRETEILENHYET,

Al ZENDHEHENETTH?

A. /24

B. /48

C./120

D. /64

Answer: A (A —vt—T %KY

=FIRE: 115
Azure Y TR YT avaBBHLTT IRV T aVICIE RORIZERT K512 Web 4
1 bERRAMTBREIDUONEENRTVET,

sitel.us.contoso.com __ G861
site .uk.Contoab DM,
sited uscgridosdicom East US
glled Sk'tdntoso.com UK West
$ite2 japan.contoso.com | Japan West

RDRIZRT Azure Traffic Manager 7O 7 7 A LB Y FT,

Name Routing method DNS name Hosted on
Tm1 Performance sitel.contoso.com VM1 and VM2
T2 Priority | sited contoso.com VM2, VM4, and WMS

RORIZRI TV RRA U ERHBYET,

CheclongEndpoint
a Onbne
Ep5 Tm2 ‘- L. = . Omniline

RDERAT—FAVRMIDVWT EDRT—FA Y A true DIFEF [IFWD] ZBIRLFET, £h
LSz Eld, DOWE IZEBRLET,
T BEEOZERICE N RS2 FOMEAHY EFT,
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Migrosoft

A user that reguests site 1 contoso.com
SITA1.US.CONToS0. oM

A user thil regu

sita? uk.s e

!—a st U‘\ Azure region wall connect to

"-_ =18 sile2 contoso.com from the Japan East Azure region wall connect to
¥ SOLC TN

A user that
sited japa

Answer:
Answer Area
Statements
A user that requests site1.contoso.com from the EastllS Azure region will com to M I C ro S Oft
site’l.us.contoso.com.
5
A user that requests site2.contoso.com fromithe East US Azure region will connect to '_-. f
site2 uk.contoso.com
A user that reguests site2dontosocom from the Japan East Azure region will connect to | .;
site2 japan.contoso.com a
Explanation:
Answer Arca
Statements Yes No
A user that requests sitel.contoso.com from the East US Azure regigpwilliconpect to O -
site1.us.contoso.com.
A user that requests site2. corltosoc,g;n fraim the Eﬂt US Amﬂ?g:on will connect to -
site2.uk.contgso.com.
A user that anuat_s s!lnzmtgg.ﬁm lwm the Japan East Azure region will connect to .
site2 japan.cofitosgienm ) |
| _I
Microsoft
=HfEIRE: 116
FUTULIR 32y bT—5I1Z1 Server 1 ELVNS BRID DNS H—N—MREFEFNTWVET,
RORIZERT VY —REZEC Azure Y TR Y T avnihHyEd,
Name | Type Description
VNetl | Virtual network | Nc_-nf*_‘ T
Conregted to VNet1
VM1 Virthal mathine Cannected to storagel by using a
1k M?mnt |
storagel Sturage account r'ﬂf’rf Cros O |
AUTULIR A2y bT—=DI1& Y4 R (S2S) VPN ZFERA L T VNett [ZEfESNET,
Server1 /¥ storage1 M DNS B &R TE B LRI HIVELAHYFET . V) 21— 32T

X, AR MEBEEBOFHZR/DMRICMZ S2BENHY FT,
fAlZESRETLLIHN?

A.DNS H—EX %KX b9 3 Azure [RFE~<
B. Azure DNS 754 RX—k 1) Y )L/ —
C. Azure 754 RX— k DNS V—

D. Azure /871) v % DNS YV —
Answer: B (A —vyt—

~

\ -~

v/
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=HEIRE: 117
RORIZETYY—REEL Azure Y TR ) T avhhyYET,

Name " Lotation ]S O | Description
SQLMIT Azure SQL aged instance

Managed Instance nnected to VNet1
Microsoft Entra ) # Domain connected to
Domain Sen.rlc LK™ VNet2

VNet1 [ nerwork % US East None

VNet2 Blhetwork | US East None

storage1 US East None

contoso.com

ROVFIVATIEH 2V ET—D cZ3 T4 9 9h Azure Ny I R—2 2y NT—UHBTIL—
TAVITEINBESICTEIRLENHY ET,

*SQAIMITMBER FL—UIAD ST 49D

*VNet2 LD F AL oSMY—N—HBLAL—D1ADZITavD

Y )a1a—2 3 FaR b ERDMRICNMZSBELAHY FT,

BT VA TRIZERTIVENHY FTITH? EETDHICIE, BAEFEHETEUGA T 3 058
RLTLEEELY,

AR ELVWEBRIEICTRAV A EESIET,
Answer Area

Traffic from SQLMIT to storage1 | Afffiyate endpoint v

A private endpoint
A service endpoint policy

Traffic from domainjoined @Qlo storagel: A service endpoint policy

A private endpoint

0 S O A service endpoint policy

Microsoft Entra Private Access

Answer:

Answer Area

Traffic from SQLMIT to stora A private endpoint v
A Managed Instance Jink

A private endpoint
¢ A service endpoint policy

Traffic from domain joined servers to storage1:

A service endpoint policy >

=i A private endpoint _
.“ | M ic r A service endpoint policy
- * Microsoft Entra Private Access
.

Explanation:



ANSWEr Area —m

Microsoft
1: | A private endpoint v

Traffic from SQLM

Traffic from domainjoig Met2 to storagel: | A service endpoint policy ; -
xFEIRE: 118

6 DM Azure App Service 7 T &L Azure Y TRV )T a vy Ers 7 7)IXE—D
BREEDS HEH8O Azure )= av(icTF7Oo4ShTWET,

F7IVBTRrS 74 v ZBTHET 51-0IZ_Azure FrontDoor T 7OA 3T BFETY,
SYHYKROEVARMHTZILIYXLTIE, A—F—EDEHICEDIVT EBoONE=5D App
Service 7T VIZDOH T T4 v IDEESNDLSICTIRLELAHYEST , V) a2—32T
X, EEFEZR/DMRICHNZ 2BENHY £T,

fAIZzZEEL fAIZHEKTI2HENSHY FIM? BAETDHICIE, AEFEHETEUGA T 3 05ER
LTLEEELY,

FEELWLMBIRSEICTI RS Y M EShET,

Answer Area

The route
' The rule set

Configure: The latency sensitivity v
An action
The forwarding protocol

The latency sensitivity

Answer:

Answer Area

Modify; e Argih Qrou

he origin group
MThe route — — — —
| The rule set

i

s Configure: The latency sensitivity v
M ICFOSOft An action

_ | The forwarding protocol
il The latency sensitivity .

Explanation:



Answer Area

Modity: ", The origin group it

Configure:  The latency sensitivity e

EFTfERE: 119

T COERIE RLCYFUFERTT S5 —EQOEBMO—ETY, V) —ADEEMIZ(F, B 5
N-BREEERTSUREEOHIMEDERRENEFNTVET, —HOEMtE Y FZIXEHD
ELWVERELAHIGEENHY FTIA MOERE Y MIIXELWVEREAGZWGEENDHY F

ER

SOtV VaVNEMICAELERIE, TNEMICRSAZEETEEREA, TOHBE, ChoDE
BIZLEx—BEEICRTEINFEEA,

Azure Web Application Firewall WAF) BSE#IZH > TWWDAzure7 F) r—o a5 —boz A
nHYUERT,

bS52490ETTIT—2a 0T — I TADURLIZERES L5127 TV r—aryi7—+
DI ZERLET,

URLIZZ72 AL &S5 &9 3BE HTTP403IS—ARELFT ZWHOTERRTLT RO S —
HRLET,
:

"timeStamp”: "2021-06-92T18:13:45+00:007, | N & -
“resaurceld”: */SUBSCRIPTIONS/6efbbaaS-do9la-4eda-bebf -sbddﬁefeaﬂcdllms*uﬁws_él;ﬁymlw!ﬂﬂle"mm"'-?-.-W':ﬁf*"/““l“"m“"ﬂﬂm
- (RY | A e B N ATl

"operationName”: "ApplicationGatewayFirewall™,
“category”: ~ApplicationGatewayFirewallLog™.
“properties”: {

“instanceld”: “appgw_0",

"clientIp™: "137.135.10.2a7,

"clientPort™: "7

“requestUri™: "/legin®,

"ruleSetType”: "OWASP_CRS™,

“ruleSetVersion™: "3I.8.087,

"ruleld”: T920300",

“message”: "Request Mizsing an Accept Headen!,

=action™: “"Matched”,

"site”™: "Globasl”,

"detalls™: { 3 - : -
"message”: "Warning. Match of AP Applekebikit Andraldhh\T against \N\REQUEST HEADERS:User-Agenti\l\ requicred. ’

“data™: "7,
=“file™: "rule=\/REQUEST-%9286 PROTOCOL - ENFORCEMENT .canf™,
Tline”: "1247"
ke
“hostname”: "appl.contolo.com”,
“transactionld”: “¢6548511dohgqlealdBlesihg/alBd7ahe",
"policyld™: “defaulr™,
“policyScope™: TGlobal”,
“policyScopeName™: ~“Global”™
3

URLDA7 T —2a v F— bz A 2N LTCT IV ERARETHI I LEZHRTILENHY F
9,

iR JL—IL EHY920300DWAFL—)LEFEHIZLET,

NIFEEZERLTOEIN?

A. L\IVZ

B. (XL

Answer: B (A —vt— U %% 9)
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FTEIRE: 120

FCOBERIE BALIF VA ERRTLI—EQERO—ETY, —EDERBICIEZTNEN,  EH
ON-BEZH-ITHEBOERRNIEENTVET Bty Mk o T, IELWMERENE
HHHGEELHNIE ELWVBRENLGWMEELHY FT,

CDEIaVTERMIZEARZE TRV IVIZRDZEFETEFRA, ZDH b
DEMIELEA—BE@EICRRINELA,

VWAN1 & LV5 &8I0 Azure Virtual WAN 288 Azure 4 TR 1) T4 a3 Unidh Y £9, VWANT
(21X, Hubl & VNS BRIDNITHREERTLET,

Hub! Dt ¥ T4 AT—2RIE RESN TV TY,

Hub1 tFa T4 RT—2 AN Becured | & LTY—IINTWD I L EERTIDLELD
YEI,

fRiR%E: Azure Firewall X LFT,

CNIETEHEFFH-LTWETH?

A. [

B. LMVZ

Answer: B (A —vyt—T%EY)

RFTHERE: 121

FCOBMIE RLCYFT A EZRT—ENBERO—EHTYT, COV)—XDEZEBEMICIE BES
N-BEZERTELAREOHIBBDEBRENEENTVET, —HOBERE v FZIFERK
DELWERENSENDIBENHY T IN MMOEMEY MZIXE LWERELSLZWMEENH
Y*xEId,

DV aAVOERICEETSE  TOERICRAZEIETELGCRY IhoDEMITL
Ea—BEEICRRTINGLSBYET,

AFD1 & LV5 & RIM Azure Front Door Premium 02 7 4 JL & WAF1 & LVS &R0 Azure Web
FIVg—2320 2747 24—IL (WAF) R o—2&L Azure Y TRV T aohniHyx
¥, AFD1 (£ WAF1 [ZEEM I dhTULVET,

AFD1 ADZEY IV IR D L— FHIBREERTILENHY FT,

R WAF1 OBEBIL—ILEBRLET,

NIFEEZERLTOETH?

A. LWV R

B. XL

Answer: (&% &RT~9 5)

Exh7%E AZ-700J FHIRESE L GoShiken.com AR SNz B LT LY AZ-700J SAERRRELSE !
GoShiken.com W E&HT D AZ-700J FRERFEIEE 12t L TULVET, GoShiken.com AZ-700J &
BB T MELNEETIEINET, &HFD GoShiken.com AZ-700J) RIEE ZE 47 v + T
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RFTEIRE: 122

FCOBERIE BALIF VA ERRTL5—EQERO—ETY, —EDHERICIEZThEN, EH
ON-BEZH-ITHEBOERRIEENTVET By Mk o T, IELWMERENE
HHEHEELHNE ELWMERRENGEMEELHYET,

SV aAaVTERIZEZARIE. TOEI D aVIZIRDAILEETEEFHA, ZDRH Inb
DEMIELEA—BE@EICRRINEEA,

VWAN1 & V5 Z B0 Azure Virtual WAN & $ Azure T R4 1 T3 ohidh Y 3, VWAN1
21X Hub1l EWVWSARIDNTHREENTUVET,

Hub1 ®EFal) T4 AT—2 XL RESINTLELTT,

Hub1 X)) T4 AT—F XN Becured | E LTY—YENTWNWAS I EEHERTINELD
YEI,

fRRE: Azure Web 7 T r— 3> J7 A7 94—I)L (WAF) 2R&ELE T,
NIFEHZFH-LTOETH?

A. L VR

B. &L

Answer: A (A —yt—TU#ET)

RFTEIRE: 123

P2SVPNA—H—DRy FT—9€Fa ) TA BREZHBH-T LIICWIZERT IRELHY F
v,

GWIDHRA ¥ bY—H A MERRETED Fo RV A TEERT ZBENHY FTH?

A. IKEv2# & U'OpenVPN 8SL)

B. IKEv2

C. IKEv25 K U'SSTP 8SL)

D. OpenVPN 8SL)

E. SSTP 8SL)
Answer: (&% &KT~9 5)
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

ExFTEIRE: 124

TVTLEIRRYRT—=UMIDOHYET,

BRI Azure IRI8 WAN 258 Azure Y 7RV 1) T arwH->TUWET, IRE WAN (21X B
—DRENTE RIL—T Y kD1 Gbps IZHIRENTWBRERY hT—9 F— o4 HE
EFNTWET,

FUTLIR 3y bI—51% Y4 R (S2S) VPN i 2 A L TR WAN [TEHELET,
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38 WAN DX )L—T v k% 3 Gbps [CIEPFTRHELAHYET , V) a— 3T EEBFNE
RNRIZHZ ZBENHY T,

Bz FzT oEN?

A. {R%8 WAN £ SKU IZ7 v FHL—KLZET,

B. BM®D R HUB #ERLET,

C.Azure YT RH YT avIZEMD VPN F— koA ZEMLET,

D. 55—+ xA R7—)LA=v FOHEEPLLET,

Answer: D (A —vt—U%&9)

E#TEE: 125

AzFW1 & V3 £ R0 Azure Firewall Standard DA Y A2 VA& Azure Y TRV ) T3y
NHYFET UTERVICTESFETT,

*TLSHERE

* ZRUER

2y IO RBABRMB LURHLES R T L IDPS)
AzFW1 ZFERAT 5 &AM EREICE Y £ HV7?

A BHAT) TR EIDPSDH

B. TLS# & & IDPSD &

C.TLS REDH

D. TLS & EBA 7' VX IDPS

E. ZREEHRDH

Answer: (&% &KT~9 5)

HTEIRE: 126

2R 11

VNET1 LDRR bD#AH slcnaged2150372 A AL—2 FHAID U M7 2ATESLSIZT S
HENHYET YV a—arvTR FIOEADN Azure Ny I R—2 Ry FI—YUBATITH
NEEIICTEIRENHYFET,

Answer:

See the Explanation below for step by step instructions.

Explanation:

To ensure that only hosts on VNET1 can access the slcnage42150372 storage account and that
access occurs over the Azure backbone network, you can use Azure Private Endpoints. This
method secures the connection by assigning a private IP address from your virtual network to the
storage account, ensuring that traffic does not traverse the public internet.

Step-by-Step Solution

Step 1: Create a Private Endpoint for the Storage Account

* Navigate to the Azure Portal.

* Search for "Storage accounts" and select the slcnage42150372 storage account.

* In the storage account blade, select "Networking" under the "Security + networking" section.


https://www.jpnpdf.com/Microsoft.AZ-700J.v2025-06-20.q132-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-700J.v2025-06-20.q132-mondaishu.html

* Under "Private endpoint connections", click on "Add private endpoint".

* Enter the following details:

* Name: Enter a name for the private endpoint (e.g., PrivateEndpoint-VNET1).

* Region: Select the same region as your virtual network (VNET1).

* Click on "Next: Resource".

Step 2: Configure the Resource

* Select "Target sub-resource": Choose the storage service you want to connect to (e.

g., blob, file, queue, table).

* Click on "Next: Virtual network".

Step 3: Select the Virtual Network and Subnet

* Select the virtual network: Choose VNET1.

* Select the subnet: Choose the appropriate subnet within VNET1.

* Click on "Next: Configuration”.

Step 4: Configure DNS Integration (Optional)

* Configure DNS settings if needed to ensure proper name resolution within your virtual network.
* Click on "Next: Tags", add any tags if necessary, and then click on "Review + create".

* Review your settings and click on "Create".

Step 5: Restrict Public Network Access

* Navigate back to the storage account.

* Select "Networking" under the "Security + networking" section.

* Under "Firewalls and virtual networks", select "Selected networks".

* Ensure that only VNET1 is listed under the virtual networks section.

* Click on "Save".

Explanation:

* Private Endpoints: These provide secure connectivity to Azure services by assigning a private
IP address from your VNet to the service, ensuring that traffic stays within the Azure backbone
network12.

* Firewall and Virtual Networks: Configuring the storage account to allow access only from
selected networks (VNET1) ensures that no other network can access the storage account3.
By following these steps, you can ensure that only hosts on VNET1 can access the
slcnage42150372 storage account, and that all access occurs over the secure Azure backbone
network.

EFTERE: 127
RDERIZRT Web 7T #RA 9% 2 DD Azure App Service £ VRAZ VU ANHY ET,

VLT w1111 11 LT N g

https!f&ppz contoso.comy
httpﬁﬂapﬂamntum comy




12087 YwY JAVEIVERIPZRELRE2DDINY I IR T—)LEHD Azure 7 71)
F—avh—brozA4%T7704LFET,

TRTDOWeb 77U ET TV =230 F—bD A IZ8HTIRELNHYET , UIITRXF
[ZF HTTP RRA F AY S —IZEDNTIL—T 4 VT SNhBBERHY I,

BRI IAVELRHDIVRFT—EIL—T 42T L—ILOBRNMITENS SVWTTM? BIZT SIS
X, BAZEEETEYGEA T a vEBIRL TS0,

EELCEIRT BEUIC1IRAS Y bOMIESHY T,

Answer:
1,2

=HTRIRE: 128

RORIZRI YA LEECHUVTLIR Ry FNIT—=0D8HY FT,
Site Site Address space pate IR0
Paris 172.16.0.0/24 172.16.04 131.107.50.60

Amsterdam [172.16.1.0/24 172.16. %1 131.107.70.80

Berlin 172.16.2.0/24 b 1426.2.7 131.107.90,100

BYA MITF7AT 94— NIZE2TA VB —Fy FMIEKEIATVWET , TRXTOYA FE
SD-WAN 2SN TWET &Y A FEBGP 2HRALTIL— A2 EEIT DL ITHERINT
WET,

Gateway 1 E WS ZFIDRERY FT—0 F—F x4 %EL Vnet! EWVSZFDORER Y
D—9 %80 Azure TRV ) ToavibyFd,
F—rOzADOREICEEATWZERZEFERALT. A—AIL Xy FT—9 F— A/ EERL
FT((TF—box412T#0 v LET),



Home > Local network gateways >

Create local network gateway

@ \Vaidation passed
A%

Basics Advanced  Review + create >0 )"

: ﬂ" w
Summary }t \‘\ R
Name N\ ) LocalNetworkGateway'
Slmm ¢ af 5_5‘._ II:'.I:;:_\ . e, W’
Resource grou) ) © —
e ) m erosoft
IP address 131,107.50.60

Address Space(s) 172.16.0.0/16

n Previous Next

BB R T MR T Y A R (S2S) SRR L E T, (B8] 5 725 ) v o LET)
Create local network gat=.M icrosoft

@ Vaidation passed

=10npdf-CO =

Region East US
Endpoint iP address

1P address 131.107.50.60
Address Space(s) 172.16.00/16

| Create | Previous Next




ROEXIZDOVWT ELWMEEE FWVZERBRL, £S5 THEWNEEEF DOWZ I ZBRLET,
AR ELWEBIRIEICTRAV A EESIET,

Statements ﬂ Mic FOSOft Yes No

Users in the Berlin site can connect to resources in Vnet! via VEN1. O O

To create a direct Site-te-Sité €ennection to the Berlin site an additional Local Network
Gateway is required.

To enable users in the Paris site to connect to Vnet1, the IP address of
LocalNetworkGateway1 must be changed to 172.16.0.1
Answer:

N -l ICrQso t@

Users in the Berlin site can connect to resources in VRetl via VPN 13
To create a direct Site-to-Site connection o the Berdin <ite an additional Local Metwork
Gateway is required

To enable users in the Parlg sit@togonnectito Vnetl, the IP address of
LocalNetworkGateway T nust.be changed to 172 16.0.1

Explanation:

Answer Area
Statements Yes No
Users in the Berlin site can connect to resources in Vnet! via VN1 ® 8
To create a direct Site-to-Sit&connection to the Berlin site an additional Local Network 9 ®

Gateway is required. -
To enable users in the Paris sit&onhM\f@_F@S@ﬁt ®

LocalNetworkGateway 1 must anged to 172.16.0.1.

EFTREIE: 129
RORISRTFVTLIR 2y bIT—IDHYET,

Name IP address space Description

Is an on-premises
datacenter

AS Path has a prefix

: of 64551,64551,64551
Branch3 10.50.2.0/24,10.60 OIS | P EREE VAT T

Branch1 10.50.0.0/24,1061.0.0/16 N ©

Branch2 10.50.0.0/16,10.61.0 gf & I*

VWAN1 & L5 Z B0 Azure K18 WAN & VNet! & WS ZBIDRER Y kT—4 £&E Azure
HYIZRZ YT avhHYET ,VWANT (X, T Avda rROSTHYTFLIR Ry R —
4 & VNet! IZHEES M TOET, VWANT ORENT IL—TF 4 VT BEIL AS /XA TT,

VNet! M5 1061151205374 v EN—F 4 V5T BBERBYET,
EDNAMNEREINFETH?



A. Branch1~MDVPN#%#5%
B. Branch3~MExpressRouteE#i
C. Branch2~ M VPN#E#
D. Branch2~MExpressRoute& 5
Answer: C (A —vt—U%&Y)

EHTEIRE: 130

2Ry 2

Azure REETUE TSV ABED Azure ) =P 3 VICTTOATEBD L EZHRT IHELD
UEFT VYNaA—23 T IZVRAFHBD)—C 3 oDRETSUNIP 7 FLREH
10.5.1.024 Dy FT—0 ©T A FRIZCHDI I LEZHERTIVELHYET,
Answer:

See the Explanation below for step by step instructions.

Explanation:

To deploy Azure virtual machines to the France Central region and ensure they are in a network
segment with an IP address range of 10.5.1.0/24, follow these steps:
Step-by-Step Solution

Step 1: Create a Virtual Network in France Central

* Navigate to the Azure Portal.

* Search for "Virtual networks" in the search bar and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the virtual network (e.g., VNet-FranceCentral).

* Region: Select France Central.

* Click on "Next: IP Addresses".

Step 2: Configure the Address Space and Subnet

* In the IP Addresses tab, enter the address space as 10.5.1.0/24.

* Click on "Add subnet".

* Enter the following details:

* Subnet name: Enter a name for the subnet (e.g., Subnet-1).

* Subnet address range: Enter 10.5.1.0/24.

* Click on "Add".

* Click on "Review + create" and then "Create".

Step 3: Deploy Virtual Machines to the Virtual Network

* Navigate to the Azure Portal.

* Search for "Virtual machines" in the search bar and select it.

* Click on "Create" and then "Azure virtual machine".

* Enter the following details:

* Subscription: Select your subscription.
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* Resource Group: Select the same resource group used for the virtual network.

* Virtual machine name: Enter a name for the VM.

* Region: Select France Central.

* Image: Select the desired OS image.

* Size: Select the appropriate VM size.

* Click on "Next: Disks", configure the disks as needed, and then click on "Next: Networking".

* In the Networking tab, select the virtual network (VNet-FranceCentral) and subnet (Subnet-1)
created earlier.

* Complete the remaining configuration steps and click on "Review + create" and then "Create".
Explanation:

* Virtual Network: A virtual network in Azure allows you to create a logically isolated network that
can host your Azure resources.

* Address Space: The address space 10.5.1.0/24 ensures that the VMs are in a specific network
segment.

* Subnet: Subnets allow you to segment the virtual network into smaller, manageable sections.

* Region: Deploying the virtual network and VMs in the France Central region ensures that the
resources are physically located in that region.

By following these steps, you can ensure that your Azure virtual machines in the France Central
region are deployed within the specified IP address range of 10.5.1.0/24.

RFTRIRE: 131
RORIZRIHREIT L UVEEC Azure TR ) ToavhHhyEd,

Name Virtual network Subnet _Waerkload
SQlL1 VNetl Subnetl Microsoft SQL Server 2019
Web1 VNetl Subnetl IS
Web?2 VNet1l Subnet2 s
sQL2 VNet2 Subnetl Microsoft SQL Server 2019
Web3 VNet2 Subnetl 1S
SQL3 VNet2 Subnet2 Microsoft SQL Server 2019

VNet1 & VNet2 (ZHBEICEHISNTOWVEEA,

FFIV5—avtexa)T4 JIL—T%#FERALT SQL Server2019 M5 IIS~AD ST 1y
H&TIOAVITEIBRENRHYET Y a—Tavid BEEXZR/MRICHNZZVENHY F
ER

FIVr—230 X )T4 JIL—TH#EDESITEBRTIVELAHY FTH? BZT SIS
X BETY 7 THEULGA T a v EBIRLET,

FEFENFNROELOERIT 1 RA > FOBEENSHY T,



Answer Area:

Minimum number of application security groups:

Minimum number of application security group assignments:

“

Answer:

Answer Area:

Minimum number of application security groups:
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Minimum number of application security group assignments:

Explanation:
2 ASGs e 3 assignments,
"All network interfaces assigned to an application security group have to exist in the same virtual

W N

network that the first network interface assigned to the application security group is in."

https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups
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Name Subnet Peered with
ViMet1 | Subnet11, Subnetl2 Viet2
ViMet2 | Subnet21 ViNet1

IR YT avZiF RORICRTRET D UNEFATLET,




Name | Conne-+ed'to || Availability set
VM1 Subnet11 AST

VM2 | Subnetll | AS1

VM3 | Subneti2 None

VM4_| Subnet2i | None
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Statements
LB1 can balance requests between VM1 and VMZ2.

LB1 can'balance requests betwéen VM2 and VM3,

BE N crosoft”

LB1 can balance requests

e SE,M—;Microsoft((\ o
LB1 can balance requests mﬁowz E"-_| C

LB1 can balenQ n VM2 and VM3. O '-'-:']
3 L uests between VM3 and VM4, O el

Explanation:
==
Answer Arca 49N
Statemants e 2\ Yes No
LE1 can balance requestsibem-eﬁg ‘u'ﬁl‘land VM2, .
LET can balance reqmsl!ﬂ;emeen V2 and VM3, : -
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