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RATRIRE: 1

ROKRIZET ESIZ Azure TR0 1) T2 arTYY—REERLET,

VNET1IZ[E, Subnet1d & U'Subnet2& LY\ BRID2DDH TRy ENEFENTULVET, Subnett
Dy T7—21DIX10.0.0.0/24TY, Subnet2® v k7—41IDI[X10.1.1.0/24T9",
Contoso19011E RIZTRT LS IR EIATWEYT, BRIZ2IE#VVvILET,)
RDBEAT—FAVMIDWT RT— A Y EOMtrueDIFE XTIV EFERLET, TS D
HEIE [WWA]EERLEFT,

EENENDOELVGERITIARAS > FOBEELSHY F9,

Answer:

Explanation

Box 1: Yes

Access from Subnet1 is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

B FTEIRE: 2

Group1&Group2M A UN\N—2y FIEATEA?RZET AICIE EBZTDY 7THEYGA T ay
ZERLET,

I ENTNOE LLDERICIEFHNARS Y FOBELHY FF,

Answer:

Explanation

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario
(User4) as string and regex operations are not case sensitive.
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Box 2: User1, User2, User3, User4

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership

ExFEIRE: 3

Azure Active Directory Azure AD) T+ > k Z{EH T % Microsoft 3657+ > kMdH Y F

9, AzureADTF > k& Azure AD ConnectD A Y RA VR EFARALT AV TLIRD
ActiveDirectory K A 4 VIZEIHIL T,

FLWAzZure b 7RV ) T2 a v H#ERLET

RSN A T LIRA—F—FTHAD LV ME FHFLWH TR )T aoTa—FFEIYET
B5TENTERN EDAOMY FELT,

B & f=AzureADI—H—7F7 h™o > FIZAzure & Microsoft365ND R ENZENY HTHI EMTE
B LEHETINENHYET,

HEIERAMEITRETIN?

AFLWHIRYYTO 3V THEASNDAZUreADTFHV R E#EBLET,

B. 7x7L—2a BiEERATAESICHLWLVG IR T 3 0 TERASINSHAzureADT
FTUMEERLET,

C. Azure ADConnectM2BEB DA VA AV RAEZERLET,

D. NARI—FBIZFERTAELIICHLWVG TR Y T a3 o THEREINBAzureADTFH > k
ZHERLET

Answer: A (A —vyt—T%EY)

ITEIRE: 4

Azure Active Directory Azure AD)IZ!) V9 SN TWBDAzure TRV ) T a by ExErd, 7
FTURIE RORITRTA—HF—REENTNET,

N—URENEYITERESIN T S Vault! E WLV S ZRTDAzureF—HR—)L kA H Y FJ, Vault1i
. RORICSRT TV ERR) O—NREFEFNTVET,

RORIZRT K IIC, Vau1DEBIDEY BTEERLET,

RODERT—FADVKIDWT RAT—FA Y AEDSEEIE KUV ZRLSNDFZEIEL DLy
ZIEBERLET,

I VERIEENRENIRS > FOffifERH Y F9,

Answer:

Explanation

x3IRE: 5

AUTLIR Ry NI—=HE Azure Y TRV YT avhipyxd,
RDFRIZRT Microsoft SQL Server £ VRAA VU ANHY F£T,
Microsoft Defender for SQL #E#&3 53FETY,
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Microsoft Defender for SQL [Z & > THRFE SN S SQL Server 1 VX2 VX ([FENTT H?
A. sql1_sql2, sql3 DA

B. sql1,sql2, sql3, & U sql4

C.sql1sql2 8L U s0.14 DH

D. sql1 & sql2 D&

Answer: B (A —vt—U%&Y)

ATEIRE: 6

B—DRy bT—9tFX2)TF 45 IL—7 NSG) ZHDE—DH TRy FLIZ106DRE<T Y
UABHYFET,

2y bIT—Y 5T 4w FAzure Storage7 h o > MZEERT HIDENHY T,
EAITRE2DDT IV IVIEENTIN? TN ENDEREETY ) 2 — 3 v0—8ERLTY
Y,

EZNZTADE LLERICIFIARS V FOBENSHY T,
ARYRTI—ONIDTA—IREZZ—YJa2a—3 04 2RAM—ILLET,

B. Azure Network Watcher2 B LE T,

C.NSGhHEZWR T =/ MILETS,

D.NSGZ7R—AJ#HMLET,

E. Azure Log Analytics 7—9 AR—X&#EHLET,

Answer: D (A —vyt—T%EY)

Explanation

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from,
a virtual machine (VM). You can log network traffic that flows through an NSG with Network
Watcher's NSG flow log capability. Steps include:

* Create a VM with a network security group

* Enable Network Watcher and register the Microsoft.Insights provider

* Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability

* Download logged data

* View logged data

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

TEIE: 7

RORICRKTRAL—UTFTHO U bEETCAzZure TR0 ) T avhibyET,

HFRI7 VR BT ABENHY EFT,

BERAML—=—DF7 AU MIEDRIARA TEFERTEEI N ?2BET HICIE, BEHEE TEYL
T avEBRRLET,

VBRI ENENIRS Y FOMELAHY £9,

Answer:

Explanation
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Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

ExFTHRE: 8

share1 & ULV5 &M Azure Files £H & Userl E WS ERTIDI—H—%EL Azure TR 1)
ToavhHYET,IDA—RDFEEEIL, sharel [Zx L THERIhET,

User1 I&,. SMB Z{#F L T Windows 10 /54 XM S share1 [C7 O +EALELS5ELET,
BEREAET H1=8IZ Azure Files WMERAT S F—0 D DREFEITENTT H?

A. OAuth 20

B. JSON Web Token (JWT)

C. Kerberos

D. SAML

Answer: (&% &RT~9 5)
Explanation

https://learn.microsoft.com/en-us/azure/storagef/files/storage-files-identity-auth-active-directory-
domain-service-

=ATMEIRE: 9

500 ADA—H—& AUT EWVWSKRRIDEEBEMEZEL Azure AD T2 OB Y ET,
Azure Active Directory B+ V42 —H 5 A UN—O—IEEMZFEALTLI—H—% AUT (2B
my5FETY,

—RBEMAD 7 7AILEERLTT vy TA—KRTE2RELAHY FT,
T7AIIZIERIEZEHZBELNHY T H?

A.Z1—H—Da1—H— T NLE (UPN) ERTEDH

B.£1—H—0OA T2y FEANFDOH

C.&£1—H—na1—H¥— T2/ L% (UPN) DH

D. 81— —DRTLDH

E.&1—4—0a1—H— T2/ LE (UPN) EF TV FERIFDH

Answer: A (A —yt—T#ET)

=HTRIEE: 10

RORIZERT )Y —REECAzure TR ) FoavhbyET,

ServerAdminsMWMRD A R ERITTEELEZHRTILELAHY ET,
RGITOARMRET L UEERLET,

RIS VERG2OBAEDRERY FI—VICOHERLET,

Y )a—aviE m/MNEEQCRAZFERATIVELNHYET,

ServerAdminsIZEI Y B THABENH H2DDKRENR—RAD T U X Hl{Hl RBAC) DEEEENT
THN? ETNETNDEMRIE BREO—FERLTVET,

I WERIIENRENIRAS > FOMELSHY T,
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A.RG2MDH X2 LRBACE—)L

B.RG2OF*y hT—o a2V ) Ea—42—D&E

C.HIRHY YT arvmarv b yEa—42—D&E

D. 4 JRX4 1) T3> DAhARFLRBACA—)L

E.RGIOXRY kD —Y a2V FJEa—2—D&E
F.RGIDEETI VAV M) Ea—2—D&E

Answer: (&% &RT~9 5)

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

ExFTEE: 11

A—H—NT7IOEREDEWIY—RIZTHLA AV LESELTVWRERDNET,

Azure Log Analyticsy T 1) /e L T @BESBM TR LIz —H—H A o4 VD ORITEHRANT
BBENHYFET MBRICIEK YA A VISBEULEEABR LA ——DHABNRTINDIDELD

YEY,

JINEEDESICERT IVENHY EFITM?2EZTAHICIE EETY) 7 TEYGA T3y
ZEIRLET,

FENTNOE LVERICIEFHNARS Y FOBELHY FF,

Answer:

Explanation

The following example identifies user accounts that failed to log in more than five times in the last
day, and when they last attempted to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated,
Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

RFTHEIRE: 12
Azure Kubernetes Service AKS) Y A3 —ZTAMLTWEYT , 7 FRAEZ—IERTRITTRENT
WAL ICEBRENET,

[EBR2TE2VvoLET,)

VS5 R —HEBERREBICERTSFETT, HTTP7 IV r—2avi—T 4 VT #EMLE
ERS
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B—@QIP7 FLRZFEALT AKSH—ERIZYN—RTAF I ETLSHR T #ZHTH7 T
T—=23a I—TA T ERETHILENHYFT,

HEFAZT o EM?

A.AKS Ingressa > bO—5—%#ERLET,
B.aYTF+RYEI—UA42BA—TzA X CN)TSHA V&AL VR M—=ILLET,

C. Azure Standard Load BalancerZ{Ef L £,

D. Azure Basic Load BalancerZ /e L %39,

Answer: A (A —vt—T%&9)

Explanation

An ingress controller is a piece of software that provides reverse proxy, configurable traffic
routing, and TLS termination for Kubernetes services.

References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

ATERE: 13

Azure TRV )T 3 ohHYET,

AML=CF7ho0 bEERT HFETT,

AML=ST7ho0 bDT—JILERBIET HICIE BEENEETLIXF—2FRTHILELNHY
Y,

Azure Cloud Shellh o ED3DDaAT Y FLy FZIEBICETT OIMLENHYETIMN?EET S
2, @Yfav Ry bEaT2RLy FOY R ML EZMEEICIEE L ELWEFTE
BLFT,

Answer:

Explanation

Text, table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-
vault?tabs=pow

RFTEIRE: 14

App1ZERR P B-HICHERT I RETS VHHETLIVNENHYEST Y a—a Y
(X, KeyVaut1 DEMTEH ZHET- L TWLWAIRENHY T,
EDRBETLUEFERATILENHY FIM7?

A. VM1, VM2 VM3, & & VM4

B. VM1_VM2_ & & B'WMAD &

C. VM1 #

D. VM1E & VM2 &

Answer: A (A —vyt—T%EY)

Ex#TMERE: 15
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RDRIZRT 1—H—% ST Azure Active Directory Azure AD) T+ > FABHY £,

Azure AD Privileged Identity Management PIM) TIE, 2> b Ea—42—O—)LOO—/)LERE
F BEICRT LS ITBRENATVWET, [BRIZFTZIVYILET,)

ROKITET LS 20195 A1BICA——ICBBEO—ILEZYHETET,
RDBEAT—RAVRMIDWT RT— AV MBREDSESIX[EIWVEERLET, TN D5
Bl [LWWOR]ZBIRLET,

EENTNOELVERITIARS > FOBENHY FT,

Answer:

Explanation

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
resource-roles-assig

&#TEIRE: 16

Azure TRV )T 3 ohHYET,

Azure Active Directory Azure AD) %#D PIM) ZH®IICLE T,

EEETHO U MIHTE2RHED X2 T4RY =2 ROEHELHY FT,
*FTHOY MIZERZI MFA ZERTILELAHY FT,

*FHAHIY MI20XFOERHELGNRDT— FE2FEATLILENHY FT,
INAT—RIZ180B CEICEET HREAHY FT,

XThOr MIPIMTERT ILENHY FT,
BEIOAMICNARAT—FZEELTVWEWEEEBICET S 75— FE2ZITMY FT,
AR ENETI7— FORERDRICINZ ZBLELNHYFET,

EDPIMT7 5 — 2 EREITHIRENHYFEFITMN?

ABENE. 7O T4 7LDE=OICZERDBPIAZVLEL LFEEA,

B. EEEIIIFEON—IILEZFERALTLWEEA

C. HEIDEED/NBTREAMNEY B TONTULET

D. FHEO—ILDBEMGTIRET HO U b,

Answer: D (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-configure-s

A7 AZ-500J fEIRESE L GoShiken.com AMEft S =& L9 LY AZ-500J FAERFEREL !
GoShiken.com M &# D AZ-500J HERFRES 1R L TLVE T, GoShiken.com AZ-500J &
ERRRBIEIRF T MENEETIIVET , D GoShiken.com AZ-500J FEEZE7 v g
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BEB L EMRMAET 30%wiERIEISI0— F: Freepdfdumps)

RFTHEIRE: 17

3DMAzure TRY 1) T3 bUserl EWVNVSRRIDA—HF—HY FT,

UserllZ 32DHTRH ) T avd RTITHh=z5)Y—RADIAR M EEEBELURTT HHHE
FIRMITOIBENHYFET V) a—2a E R/MIHEQRBZFERT IMBENHY FT,
EDIDDT7 UL a EIREBICETIAILENHYEIN?EETHICE BEINGETILavET
203V RA L EIFEHICEEL, ELWVEFTERELET,

T BEDRREOERDIEFAELNTY  BRLEELLEXOVTAMR LTI LS Y b
TRITRYET,

Answer:

Explanation

B FTEIRE: 18

storage1 & LV3 & HID Azure Data Lake Storage Gen2 7h o> hE#&EL Azure Y TR Y T
LavhHY ET, synapsewst & VS FAETD Azure Synapse Analytics 7—9 AR—X &I —
CRERERY =127 704 LET, synapsews1 i 5 storage! ~DTFT VR EEHEMIZT S
WHENHYFET  MEZEZTET IDENHY FIH?

A TSAR—F IV FRRIVF

B.*y 79— £%a2)FT 4 JIL—T (NSG)

C.RExY b I—U F—F+oxA

D. peering

Answer: A (A —vyt—T%FEY)

EFTEIRE: 19

Ty F I+ —LREBWEEB-IT=OIC Role1ZERT HILENHY FT,
Role1DBZEINDEEEEDEIICETTHIRENHYFIMN?EETSHICIE BET 7 THEY]
BATLavazB8RLET,

I EZNETNADOELWLERIZEFIRS Y FOMELNSHY 9,

Answer:

Explanation

1) Microsoft.Compute/

2) disks

3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}

A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.

BT ERE: 20
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Azure AD7 T r—2a v DEZREREDEENDE TV ERDEHEZHmI- LTSI L&
RIDIWENHYET,

Azure R—Z L TIHAZFEAT HI2VLENHY FITM?EET S, BEEETED LA TS 3
VEERLET,

FENEFNOELVERIKIARS OV bOMELNHY T,

Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

FTERE: 21

contoso.com & LY 5 & HTDAzure Active Directory Azure AD) T+ > EDBHYET, 775> MIZIE,
RORITRT I—HF—DEFENFET,

ROBEIZERT L2, Reviewl EVWS BARIDT VAL EaA—ZFEHLFET,

FOyTE I AZa—%FALT RITRENTLAERICEODVTERT—FA Y FETK
SELREDRRZEZERLET,

EENTNOELWOERIZIFTIARAS > FOBENHY T,

Answer:

Explanation

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed
by the reviewer within the review period. This setting does not impact users who have been
reviewed by the reviewers manually. If the final reviewer's decision is Deny, then the user's
access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access
Approve access - Approve user's access
Take recommendations - Take the system's recommendation on denying or approving the user's
continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
how-to-start-se

FTEE: 22

RORIZETI—HF—FELAzure b T7RH Y T avhbyErd,
ED1—H—H1AzureAD$HEIDERE PIM) ZEMICTEEFITM?

A. User2 & User3M &

B. User1 & User2d #

C. User2d#



D. User1 M &

Answer: (fAZE % RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan

PR 23

ECOBEREI BLSFIAFRTT S5 —EDEMO—EHTY, VU —ADOKXEMICIE, BHEHE
N-BEZERTHA8EMEOHIHBEDY) a—>avhEaFRTHET, —SBOE/Rt v ~C
FEHDOE L WVERRAHDBELHNIE, ELWVERRALBIMEGELHY EFT,
CDEYLaVDEMICEET L FOERICRAZEIFITEERA,  FORE CAOSDER
FLEa—BE@EIZRRTINEFTA,

Sub1& WVS ZRIDAzure Y TR ) T3 uohHBYET,

RG1EWSARID Y V—RTIL—T(ZSa1& WS ZRIDAzUureR kL—SF7Ho U ERBHY ET,
A—HY—,T7TVT—2 30k W OODHEET7 IV ERESL SAS) LRBEINETIV AR
U—%FRALT SalMBLOBY —ERETF7AILY—ERIZFTIVERALET,
HEROLZWA—H—NIT 74 ILY—EREBLOBY—ERDEAHIZCTIEALEZ EXNDMNY FE
v,

SAIANDITRTDT7 IV CRAEZRYETHLENHY FT,

fEREK SallcOvy Yy ZERLET,

CHIZEEZEFERLTOWETM?

A. [EL

B. L\ %

Answer: B (A —vt— U %7&9)
Explanation

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier.

Changing the signed identifier breaks the associations between any existing signatures and the
stored access policy. Deleting or renaming the stored access policy immediately affects all of the
shared access signatures associated with it.

References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

= HTEIRE: 24

RDFEIZTRT AzureLogAnalytics 7 — 9 AR—R EELAzure b TRV Y T a onHYET,
RORICRTRET D OEERLET,

Azure SentinelZ{EA L T RE~< > > EDOWindowsDefender7 7 4 7 0+ —ILEZERT 5 &
EEEILTULWET,

Azure Sentinel[Z#E#E TEHREI I VI ENTIMN?

A.VM1E L UVM3DH
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B. VM1 #

C. VM1E K UVM2D #

D. VM1_VM2_ VM3 _ VM4

Answer: (fRZEZ#RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

HTERE: 25

contoso.com & LY 5 A RiTMAzure Active Directory Azure AD) 77 > MIZERE S I+ 5T LY Sub1
EWVWSARIDAzZUure b TR ) T avhHBy Ed,

Admin1& WS BETDEEBE (X RDIDIC7T IV ERTEET,

*Openl DR EDI—HF—FTHHI 2 k

*Hotmaill 7 o > b

* contoso.comD 7 h > k

* fabrikam.com & LS & RiIDAzure ADTFH > DT hDO 2 b

Azure7 o bV A —ZFEAL T Sub1OFRBEEZAIMINIZEET HFETT,
SUbTDFIBEEZRETE STV MMIEATIMN?

A. contoso.com only

B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenlD-enabled user account

Answer: C (A —vt— U %5&9)

Explanation

When you transfer billing ownership of your subscription to an account in another Azure AD
tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups,
or service principals who had role based access (RBAC) to manage subscriptions and its
resources lose their access. Only the user in the new account who accepts your transfer request
will have access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-
subscription-to-anaccou

RFTEIRE: 26

ROBRICRENTWNWET7S—rE2ELAzure TR Y T aoipyFET,

FOY FTE O A2 —2FALT HICRINTOLABERICEDVTERT— AV FEER
SEHEEDERZKZTERLET,

FENTNOE LVERICEIRS Y FOBELSSHY £,

Answer:

Explanation


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

= HfERE: 27

OU2&User 2 L CEHBEISN-EREZERTTOILENHY FT,
EDY—IEFERTIBENHY FIMN?EABDICIE BYLEY—ILEELWNIY—RIZKET Y
TJLET , FY—IIF MEERAT S L BEREFERT S Fo-<FEALANILELT
EET  AVTUVERTTDICE RDEIN—ZERAUETRrS v I T4, RV O—ILT DRE
NHLGENHYET,

I OBERIEENENIRAS V FOEELAHY FT,

Answer:

Explanation

Table Description automatically generated

ITRARE: 28

ApplE WS ARIDT T HEELAzure b TR ) T auhHY 9, AppllZld, RORIZTKT
TTIVEENRHYET,

AppI NI RTDAL—HF—hL U F—%HAMY PEEZERTED L ZHRTILENHYF
.V a—2aviE &/MFIEDRBIZFERT HILENHY FET,

HE-FAZET o EMN?

A. Microsoft.GraphCalendars.ReadWriteM# L LWER{FAPHER Z#EML F£ 3,

B. Microsoft.GraphCalendars.ReadWrite DEFT L L\ 7 T r—< 3 VAPI#ERZEBM L £,
C.[EEEDRIEZMNET HZERLET,

D. Microsoft.GraphCalendars.ReadWrite.SharedM#7 L NE{EAPIHER ZEBML T T,

Answer: A (A —vt—T%ET)

Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions

ATREIRE: 29

I EME RALCEREZRIT VS OMDEMICEENTUVET =L, TXTOERBICF D
BERAHYET , VY a—2avhERZEEZLTVANE SN EZHERELET,
HIET-DR%IZ1E weylandindustries.com& LD BRID B — kA 1 > ZHDActiveDirectory 7 #+
LA MDHY FEFT, £f-. B CLHEIDAzure Active Directory Azure AD) T+ > bEHY FT,
ActiveDirectory & AzureADTF > F D& ZEE LFE L1z, Azure ADConnectz T 7RAA1 9 5 F
ETY,

HEDEETIH NART—KRY o—ba—5F—O5F > OFIRA Azure ADTF > MZREEAS
NE1I—HY—ThOUMIEEEZE5Z DELGY—N—DHEINEHBEINELSITTIHELHY
9,

FERE INARIW—FBEEENRT— Ny L aREAZERALEY—LLASSODERZH#OH L
F9,
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Y)a—Ta v FEREERLTVWEIN?

A. [

B. LMMVZ

Answer: A (A —vyt—T%FEY)
Explanation

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

HTRERE: 30

1D AzureActive Directory Azure AD) T3+ > MZU 29 SNF5DDAzurer 7R 1) T3>
nHYET,

SecurityPolicylnitiative1 & LY 3 ZRiTDAzurerR!) —A Z 7 F T ER L E T,
FTRTOFLW) Y —RITIL—TTERT IDLENHLIZEDKREDEIYSBTEHELET,
LW Y—RTIL—THMER & B & E1Z_ SecurityPolicylnitiative1 & O—JLDE| Y 4T %:&E A
TEHELENHYFET,

EDIDDT7U L a v EIEBICETIALENHYEFIN?REITAICIE BYETILavEwT
203 vDYRA L EIZFEFHICEEL, ELWMEFTERELET,

Answer:

Explanation

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

ExHfERE: 31

RORITRT )Y —REELSUb1E WS BRIDAZUre Sy TRV ) T a vy FET,
BET—AR—RA—HY—%FHALT SQULDT—EIR—IXADREHRT IV X EVMIIZIZ
MTEDLZHRTIRENHYFT,

HE=IERZT o EN?

AVMITIYR—Y FH—EXIDEEMICLET,

B.KVITY—Y Ly FEHERLET,

C.SQLITH—ERIVFRA 2V FEERERLET,

D.KVITH—Z/ERLZFT,

Answer: A (A —vyt—T%EY)

Explanation
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm

A#7x AZ-500J REREE L GoShiken.com AR SN -&H LT LY AZ-500J HERRTRESE !
GoShiken.com W& HT D AZ-500J FXERFEIEEK 1t L TLVET, GoShiken.com AZ-500J &
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BRMEIIRHF T MENEETITIVET, &FD GoShiken.com AZ-500J fEREEE 7 Y +F
A Al 25 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFFfi
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RATEE: 32

FUTLULERY—N—THRAFEINTWNEWeb7 TUMNHY ROURLEZFERALTT7IVEALE
ERS

https://www.contoso.com, Web7 7'!) ZAzurel2#1T9 A & &5EIL TLWVET, 51 EHi=EA
LET

https://www.contoso.com, AzureWeb7 7!) THTTPSZEMICT H2HEAH Y FTI, Hiit-3 &
ANl NETIMN?

AFTUTUIRY—N—DLNHBRETIIVAR— ML ZTOREPTOTI74ILELTHRELE
ERS

B. AT LIRY—N—WoWEREZTY X7/R— b L TripleDESZ#EA L TSt S h=PFX
J7AIVELTRERTFLET,

C.AVILIRY—N—HIoNFHREETIAR—FL CER77A4ILELTRELET,

D. A>T LIRS —N—moMERETY X/R— kL AES256 % L THEEIL SN =PFX
TJ74ILELTRERFELET,

Answer: B (A —yt—U %#&T)

Explanation
https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate#private-certificate-
requirements

FTERE: 33

AzureTT7 T) ik T 2B HDBRARF—LAHY ET,
F—LIZEICRASNIBEDRRIREZ/ER T A EZFHBEILTVET,
MARREEARIC)V—ROv Y ZEAL Ay IN—BLEAERTHEAINSGLSIZTSHY
Ja—2aVEHRETIRENHYFET,

HERFRICEFAZEHILENHYEIH?

A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

Answer: (&% &RT~9 5)

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

ETfERE: 34
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. COBMIE . BLSFT A ZRTTIZ2—EDBEMO—HTT, V) —XDEZEBEMICIX BES
N-EEZERTELAZHEOY)1—2avhEFENATOET  BlEL Y MM EROEREN
HH EDELEHNIEL EENGTVLDEHY FT,

ZDEHVaVvDBERIZAEETSE FOERBICRAZEIEITELHLBYET , FD=H_hi
NDEMFILEa—EEICRTINELA,

32D Azure TRV ) T a D& EFRY —EE(Z Azure Security Center ZEHRA L £ 9,
IR YT a3oDExa) T4 Z2EEBTBHITE, WK OMDRY O—FRZFERALET,
R)O—FREZIIL—TELTIDOYTRI YT 3 VI RTICEEATILENSHY F9,
ERR VY—RITN—TERdRET IR O —FEREEYSBTEERLET,
CHhIZBEZEFF-LTWETM?

A. [ELy

B. L\ %

Answer: (fAZE%RTT B)
Explanation

References:

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-
management-groups

ExFERE: 35

E BRI RLOFVAERERTI—EOERO—EHTY, V) —XDKERMICIE, BRS
N-BEEXERTIAEEOHIBEBOBRAENEENTVET, —BOEME Y MMIITEHD
ELWVERENHDGZENHY FITH MmOERE Y FMIFELWERENLGWNEELNHY F
ER

CDEILaVOEMICEAZ LRI, TOEBEMICRAZLEITEFEFRA, ZTOHR. CAoDE
RIZLE a—E@EIZRRTINEEA,

Sub1E WS ZRTDAzZUre S TRV ) T aohibyYET,

RG1EWSERIN) V—RTIL—T(ZsalE WS ZHTIDAzure A kL—S T ho U RABHY E£9,
A—HY—¢TF7TVT—23 0k WO DEET7TIERAESL SAS) ERBFESNIETIVERKRY
S—%HEALT salDblobb—ERETFALH—ERIZFHIERLET,
FAEhTWEWA—F—R T 7ML —E X EblobYH—EXRDOEAIZT IR LI=Z ELDHH
UELT,

SAINDITRTDT I EREZRYETHELAHY F9,

RRER AZUure A FL—CTF7HO U MDT7 O RFX—4BERLET,
HIZEEZEFERLTOWETM?

A. [ELy

B. LMMZ

Answer: A (A —vyt—T%EY)
Explanation

Generating new storage account keys will invalidate all SAS's that were based on the previous
keys.
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EHTEIRE: 36

ROFIZRT 1—HF—%E 2 contoso.com& LY 5 & HETDAzure Active Directory Azure AD) T3 >
FBHYFET,

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.
UTDERT— AV KMIDWT AT—FAVMAETHSEEIT XLV EBRLET, T
UnnigElE, DWA 1 Z2BRLET,

EENETNOELWLERICITIARS > FOBENHY T,

Answer:

Explanation

YES (Already active)

YES (The user will be prompted for MFA regardless the MFA Status of the user) NO ( Even the
user is included in the group, a user can't approve itself)
https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-
deployment-plan (Require approval section)

A 37

Admin1&E VWS BRTDLI—HF—ERGIEWVWSBRIDY V—RTIN—TEELAzurey 7 X9 1) 7
vavhHyEd,

Azure MonitorT ROKRIZKT 7 I7— FIL—ILEERLET,

Admin1lE RGIIH LTRODTF7TI a2V EETLET,

*VNET1E WS BRIDRERY FT—0 ZEBMLET

*Lock1&E WS ZRTDEIBRA Y U ZEMLET

AdMIN1IDT7 I3 VDFERELTTZ7I— b2 M) A—FBHIL—ILIFENTIMN?BET HICIE,
EZEEE CEU A T a vEERLET,

VBRI ZENENIRS Y FOMELAHY £9,

Answer:

Explanation

B FTiEIRE: 38
Azure Active Directory Azure AD) 342 2 _Query1& LS B RIDAzuUre Log AnalyticsV =) | &
&K UPlaybook1&E WS BRID T LA T U &L AzureSentinel 7 — 9 AR—IABNHY FT,



Query1lX AzureADIZ& > TERENT=EXF 2T AR DY TEY FERLET,
Playbook1% k1) H—3 % Query1(ZE DL TAzureSentinel 9T IL—ILEERT B 2 EFETEIL T
WET,

Playbook1Z#H L WVL—ILICEBINTES Z L2 HRTILELDY FT,
HiatzlEfizx T 2EN?RET HICIE, EEBEETHEYGA T 3 vEBIRLET,

F I OBERIEENZENIRAS O FOEELAHY T,

Answer:

Explanation

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

ITRIRE: 39

Identity & LN S BRIDER SN 1=IDZ#H 5  Azure Active Directory Azure AD) T+ > Rz Vo &
NTWBAzure TR ) T3 vhHBYEST, T2 MIE RORICTRT Y —IANEENT
WET,

AUIEAU2IZEIMTER ) Y —RIZENTIM?RIZTAICIE BEEE TEY LA T a s
BRLET,

AUTEAU2ISEMTES ) Y —RIEENTT A, BET SICIE, BAEEHETEUGA T 3 058
RLET,

VBRI ZENENIRS Y FOMELAHY £9,

Answer:

Explanation

EHTREIRE: 40

ROEHIRTEEDENYETHHY FT,

FRY IO AZa—%2FALT HICREINTVSFEHRICESVTERT— A Y FEERK
SEHEEDE K ZTERLET,

I ENTROELLVGERIEZ I RS > FOMELAHY F£9,

Answer:

RHTERE: M

Azure SQLT—AR—ZAMBHY FT,

Always EncryptedZR&E LT,

TIVr—a VHREN T —IR—ZANDT— R ZMBELUVEBILTEEI L 2HRT LI
ENHYFET,

AREICIRBETIVELNHD2ODFERIEENTIN? TNTRDEREY )2 —3 D D—EB
ZRLTWET,

EENENDOELVERICITIAS Y FOMBELAHY £9,



A. a stored access policy

B. a shared access signature (SAS)

C. the column encryption key

D. user credentials

E. the column master key

Answer: (fAZE%RTd 5)

Explanation

Always Encrypted uses two types of keys: column encryption keys and column master keys. A
column encryption key is used to encrypt data in an encrypted column. A column master key is a
key-protecting key that encrypts one or more column encryption keys.

References:
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-
database-engine

RFTHEIRE: 42

Sub1E WS ZRTDAzZUre S TRV ) T3 vhihbYET,

Azure Security CenterlZ[& Play1E WS ARIDEFa U T4 TLA Ty o RHY ET, Play1
[F. UserlEVWVSBARIDA—H—IZBEF AN AVvE—CEEETHALIICERSINATLET,
Alerts E WS BRIDEH T IL—TICEFA—IWNA v E—DFEETHICIE Playl 2 EFT H0E
nHYET,

PlaylOZEICIXfRAIZzERALEI N ?

A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer

Answer: (&% &RT~9 5)

Explanation

You can change an existing playbook in Security Center to add an action, or conditions. To do
that you just need to click on the name of the playbook that you want to change, in the Playbooks
tab, and Logic App Designer opens up.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

HTIRE: 43

webapp1& LS &HTDAzure Web7 U MY £,

Azure RepoZ{Ef L Twebapp1 DML BHAZER T 2LELAHY T,
A ZERT ARENHY FIH?

A. an Azure Application Insights service

B. an Azure DevOps organizations

C. an Azure Storage account
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D. an Azure DevTest Labs lab

Answer: B (A —vyt—T%EY)

Explanation

To use Azure Repos, make sure your Azure DevOps organization is linked to your Azure
subscription.

Reference:
https://docs.microsoft.com/en-us/azure/app-service/deploy-continuous-deployment

B 44
Ty T —ORBEBAB I TREL TOFT,
Y RT=0b3T4 90 ERMTHEIITERSNIZVMIE LS ARTDAZUrefRET L V2R

RLEYS,
FTRTORY FT—=I b5 T4 v IRVMIBHRTIL—T 4 VT ENBELIICTIRENHY F
.a—

RIZRET IRLENHYFITN?

A. a system route

B. a network security group (NSG)

C. a user-defined route

Answer: C (A —vyt—T%EY)

Explanation

Although the use of system routes facilitates traffic automatically for your deployment, there are
cases in which you want to control the routing of packets through a virtual appliance. You can do
so by creating user defined routes that specify the next hop for packets flowing to a specific
subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as
the virtual appliance.

Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However,
you may need to create a route table and add one or more routes in specific cases, such as:

* Force tunneling to the Internet via your on-premises network.

* Use of virtual appliances in your Azure environment.

* In the scenarios above, you will have to create a route table and add user defined routes to it.
Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-
overview.md

= HTEIRE: 45

100 BDRET L U EETAzure TRV 1) T a oY ET, Azure Diagnosticsld, TXTD
BT THAIIZE>TLET,

Y IRV 1)TL 30 TAzure—ERDERZHBEIL TWVET,
ROFHMENETILENHYFT,
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*BEMANCREY Y U EHIBR LAY —ERELET,

* Windows Server 2016 E17TF A2REIL VDX ) T4 ARV FEBELET,

Azure MonitorClRIZERT ARENH Y ETIT N ? BT A AICIT BULEREREFE LWLEFERAICK
Iy LFET, BEAREE B EREFERAT LI EL  FoKFRALGWIELTEET,
AVTUVERTTDICE ARA VEAITREN—Z 597950 R 0—LT 2LELHD
HENHYET,

FEENTNOELWNERICIFIARS > FOMBESHY 7,

Answer:

Explanation

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your
subscription.

Activity logs were previously known as "audit logs" or "operational logs," because they report
control-plane events for your subscriptions.

Activity logs help you determine the "what, who, and when" for write operations (that is, PUT,
POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity
logs, Azure Security Center alerts, and Azure resource provider logs. This integration provides a
unified dashboard for all your assets, whether they're on-premises or in the cloud, so that you can
aggregate, correlate, analyze, and alert for security events.

References:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit

ExHfERE: 46

RORICRTHRET L D EEOAzure TRV ) T avhiHyY£T,

Azure Security Centerd» b BEIZRAED 3= 0 %A UICLET,
RORIZRIHRETVERRALET,

Log AnalyticsT—2 x> FMEEDRBEI D VITA VA F—=ILENTWVWETM?

A. VM3D #H

B. VM1E & UVM3D A

C. VM3 & UVM4®D #

D. VM1_VM2_VM3_ & &k UVM4

Answer: D (A —vyt—T%EY)

Explanation

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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5 ANlEZ 5 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF
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EHERE: 47

RORICRTHRET L D EEOAzure b TRV ) T avhiHyY£ET,

Subnet1 & Subnet2(Z [ Microsoft.Storagetr—EX T Y KR4 ¥ bR SN TUVET,
ROEIZTT &SI SN Tl Sstorageacc! & LS BRIDAzure X fL—CF7ho Y bAHY
Y,

RDEARAT—FADVPMIDVWT RT—FAYVRDEDHEIK[IEVEERLET, TALUNDS
Bl [LWWOR]IZBIRLET,

Answer:

Explanation

Box 1: Yes

The public IP of VM1 is allowed through the firewall.

Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public
IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1 over the
Internet.

Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does
not have a public IP address so it cannot access storageacc1 over the Internet.

Reference:

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

#EIE: 48

S#IZIE RORIZTRT A —H—%FEL Subscription1 & LS BRIDAzure - TR 9 1) T 3 oh
HYET,

KEEFFHLVAERICEHNEINET,

£t (ESubscriptiont DT BIEZXZET DVENHYET,

EQI—YHY—HIAEZRETE . EQOV—ILEZFERTIVENHYFEIMN? BIZFTDHICZIE E
ZX)7TCHEUEA TSI VEERLET,

EEFNAFROE LUVGERICIFHIARS >V FOBENHY F5,

Answer:


https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html

Explanation

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new
owner for the subscription.

Box 2: Azure Account Center

Azure Account Center can be used.

Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azu

RHTREIRE: 49

Azure TR YT avhiHyUET,

Azure Storage7 AV > b EHRABMBI=HODT IV L RHFA ZRET 5D R 2 LOA—ILR—XD
7O AFH RBAC) O—I)LZEERT S L5 EILTLET,

RBACO—I/LEBRDED TANT 1 2T 2RELHYEITH?

A. NotActions []

B. DataActions []

C. AssignableScopes []

D. Actions []

Answer: D (A —vt—U%5&9)

Explanation

To 'Read a storage account', ie. list the blobs in the storage account, you need an 'Action’
permission.

To read the data in a storage account, ie. open a blob, you need a 'DataAction' permission.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions

#T[EE: 50

RORIZRIHET LU EELAzure TR YT a3 viHyUET,

ROFIZRS AzurerRY) O—FERRLET,

UTDERT—FADKIDWT RT—FAVIDETHDIEEF KLV ZBIRLET, TN
USNDIGEEIE, VNVZ 1 EBRLET,

FEENTNOE LLERICEIRS Y FOMELSSHY £,

Answer:

Explanation

References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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= #TfERE: 51

AzureaA U TF—A VRIAVRERHATHFETY,

Gy bh—FRERIETDaVTHIEESNE7T IV —oavhbyEsT 770 5—v 3>
. 77U r—avavTr—ERaYTH—0200a TH—TEEINET,
FIVr—oa3oarvTHE BEaVTHICE > TERSNFET BFaoTFHIE. 7TUT—
2avAVTFITVI IR MEREBL, bSO a v TEICRBEERET S LICKY €
Fa)TAFIVIERTLEYT,

TV =3 0arT BRIV TIA—RITT IO ENEEIITRTVa—)LERTL
B2 LEHRTIVENHYET , AT TR ANFIZAFAINATOVEWNWR—FTOHEWIIE
BETEIRENHYFT,

REICAIZEHILENHYEFITM?

A7) r—savexal)T400—7

B.xy FI—YtXxa)FT14)L—7T KSG)

C.EEBJI—T

D.avTF+JIL—T

Answer: (&% &RT9 5)

Explanation

Azure Container Instances supports the deployment of multiple containers onto a single host
using a container group. A container group is useful when building an application sidecar for
logging, monitoring, or any other configuration where a service needs a second attached process.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

R#TEIRE: 52

contosos.com & LY S & ETDAzure Active Directory Azure AD) T+ > FERG1IEWLS AFID Y
VY —R T IL—TF&#E&LSubeription1 £ WS BARIDAzure TR ) T2 avhHYET,
contoso.com®Role1&E WS BRID AR Z LA—)LEHERLET,
HERDEZEICRO1ZFERATEAGEMERET SRENHYET,

Al ZHAMNITRETIMN?

A. contoso.com® #

B. contoso.com# & RGTD &

C. contoso.com3 & U*Subscription1® &

D. contoso.com_ RG1_ & & U'Subcription1

Answer: A (A —vyt—T%EY)

Explanation
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

B #TEIRE: 53
AzureStorage 7 h o2 bDEF 2 ) TABBED S TN a—T 4 0T %#ToCTVET,
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AML=CF7h00 OO EZBENCLET  ZHOJZRETDICIXAZERT HILELN
HYFEFITH?

A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer:D (A —vyt—T%EY)
Explanation

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure
%2fstorage%2f

&#TfEIRE: 54

ROFIZKRT 1—HF—%EF ¢ contoso.com& LY 5 & RTDAzure Active Directory Azure AD) 77+ &
FHYET,

RDERTE ZHDAzure AD Identity Protecton1—H— 1) RO R O—ZER L TERALET,
BIYBT JIL—T1EED TIL—T22BNLET

TR YA A )R

TOER TOERZHAL NAT—FOEENDLE

UTDERT—FA DV MIDWT RT—FAVMNETHASEEIE KL EERLET, Th
LUSNDEEIX, WA ZERLET,

FENETNADOELWLERIZIEFIARS > FOMELSHY F£9,

Answer:

Explanation

Box 1: Yes

User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.

Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.

Box 3: No

Sign-ins from |IP addresses with suspicious activity is low.

Note:

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

* Users with leaked credentials

* Sign-ins from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
References:
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http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/

ExFfEIRE: 55

Group1 EWVS AFTID Y IL—THEL Azure Active Directory (Azure AD) T+ > kDB Y E

9, Groupt DA UN—DNRT—RFGELOBIHAEFERALTHSA A LTSI L EMHRT D
WHELIHYFET, ES5TNIELNTTM?

A FHHFETIOER R)O—FERELET,

B. A4 URY R —%FEHLET,

C. Microsoft Authenticator ZREEAENR ) —FHEBLET,

D. SEBAEAR—XMEEEE (CBA) /R o— %R LET,

Answer: C (A —vt—T%EY)

Ex#TEIRE: 56

WEDKETUser2Sub1D EDRBERY FI—V 2EELE L VHIBRTE SN ?EET HICIE,
EEREETENGA T a v EERLET,

FENTNOELVLVERIINIARS Y FOMELSHY F9,

Answer:

Explanation

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only
locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to
prevent other users in your organization from accidentally deleting or modifying critical resources.
You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete
and Read-only respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can't
delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the
resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the
Reader role.

Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.
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References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

ExFTERE: 57

SQLT EWZVS ZRIMD Azure SQL H—/N\N—ZF &L Azure Y TR 9 1) T3 uhH Y £9,SQL1T A
E2FENnE I DB1 DM EE %5 T 9 512X, Microsoft Defender for Cloud Z{#H 3 2 EMN
HYEST , mRAIFMETRETTMN?

A THHGBYRLAF Y EAVICERELET,

B. Advanced Threat Protection D3NS SQL A 2oz a v DlBIEEEIRLET,

C. Microsoft Defender for SQL 7S5 v &#HHIZLF T,

D. R¥¥ > LIR—FDEEEZRELET,

Answer: B (A —vt— U %7%9)

xFfEE: 58

Windows Server2019% £173 3VMI1E L UVM2E WS ZRID2DDRET S Vv EET Azure J
Ao ToavhhyFET,

AzureAutomation|ZEHEEAFERZELTLET,

Update1&E WS BRIDFLWEFH T IO A FEERT A EFETBELTULET,
BEEIEZEDT Y T T—FEeHRIZTIDLELNHYFET | ROBHZFH L TLET,
*VM1EVM2ICE#HZEBMICERLET,

*#7 L Lx\WindowsServer2019{x 38 < < > #Update1 [CEHEIBIIZEML £,
Update1(ZIIRIZEHDIBELAHY FIM?

A BMTIL—TH T

B. AVIN—= 9 TRATHEIAFETVITNARADEF T4 TNL—T
C.AVUN=LwTaALTHREYEToATWSA X2 )T L—7

D.Kusto/ Ty EEEV T

Answer: A (A —vt—U%&9)

ExFTEIRE: 59

RDORIZERT Y Y —RZEEMT 5 Vault! ELNSRRID Azure F¥— AV TFH—hEbYET,
A—T—>3 > RUI—DEREYR—FTH)Y—RFENTTH?

A. Secret1 & Cert1 D&

B. Key1 D&

C.Cert1 OH

D. Key1_ Secret1 & & U Cert1

E. Key1 & Cert1 O &

F. Key1 & Secret1t O &

Answer: F (A —vyt—T%5%Y)

Ex#TERE: 60
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FCOBEREI RLOFIVAERRTH5—EOERO—ETT, D) —XDZERMICIE, BRS
N-BEZERTLAEMEOHIBBDBRENEENTVET, —MOEM L Y MMIIFEHD
ELWVERENSHDGZENHY FITH MmOEBRE Y FMIFELWERENLGWNEELNHY F
£l

CDEIVVaVOEBEMICAELE-RIE, TOEMICRSAZLEITEFRRA, TOHRR, ChoDE
BIZLE a—E@EIZRTINEETA,

Sub1E WS ZRTDAzZUre S TRV ) T a3 vhibyYET,

RG1EWSARID ) Y —R T IL—TFIZSa1& LS ARiIDAzureStorage 7 A0 > k3 HY FT,
A—HY—¢EF7TVT—2a3 0k WO DEET7TIERESL SAS) ERBFESNIETIVERKRY
O—%FERALT SalhblobY—ERET7AILY—ERIZTIEALET,
HFaInhTWEWI—H =T 7MY —EXREblobY—ERDEAIZT 7R LIz Ehhh
UELT,

SAIANDITRTDT7 IV CRAEZRYETBHLENHY FT,

fRIREK L WMREBAT IV EAR) O—FEHLET,

NIFEEZERLTOEIN?

A. [y

B. LMV R

Answer: B (A —vyt—T%EY)
Explanation

Shared access signatures provides access to a particular resource such as blog. Stored access
policies are a group of Shared Access Signatures (SAS). In order to revoke access to a SAS you
can either:

1. Rotate the Key1 or Key 2, that is the access keys used to sign the SAS. Rotating the access
keys used to sign the SAS, invalidates any previously signed SAS hence revoking the SAS
issused before

2. Remove the stored access policy which an SAS is linked to. If a Stored Access Policy is
removed, it also invalidates the SASs liked to the Stored Access Policy.

E#TfEIRE: 61

£1t(Z1d contoso.com & LY 5 £ RiidDAzure Active Directory Azure AD) T+ > FAHY F9,
EfLIEApp1E VWS BZBIDT TV r—2 3 VERFKE L TLET, Applld, Windows Server 2016 %
ETT Y —/N\—LTH—ERELTEITEINET, App1ld, contoso.comIZxt L TEREEZ 1T
LY, Microsoft GraphlZ 77 AL TT 4 LY M) T—32%ZAMYET,

Appl ICRIERLELGERZZE T HILENHY FT,

Azure R— AR LG IBFEICETT IBENHD3DDT7 I aviEENTIM?RET HICIE, &
a7 o02avE722a )AL EEZEIVTICEEBL, ELWVERICENET,
Answer:

Explanation

Step 1: Create an app registration

First the application must be created/registered.
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Step 2: Add an application permission
Application permissions are used by apps that run without a signed-in user present.
Step 3: Grant permissions

A#7r AZ-500J fERESR(F GoShiken.com MRS =&K& L9 LY AZ-500J FRERFERESE !

GoShiken.com W& FTD AZ-500J RERFEIRESE 12 L TULVET, GoShiken.com AZ-500J &t
ERRBIEIRF T MENERTIIVET , D GoShiken.com AZ-500J FEEZE7 v g
5 ANIEZ 5 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF

BEB L EMMAET 30%wiERIEIS 0 — F: Freepdfdumps)

HTEIRE: 62

RDRIZTFT 1—H—% &L Azure Active Directory Azure AD) T+ > kABHY £,
TFTYMIE RORISRT BRI EDBRNAEENET,

RDORICRT LT App1 EVSBRIDI T RT7T)DEBHAET VAR O—#ERLFE
ER

UTDERT—FAVKIDWT RT— AV IDNETHSGEEF KL ZBRLEST, Th
LUSHnEEIE, DWAZERLET,

I ENETNADOELWLERIZIEFIRS Y FOMELHY F£9,

Answer:

Explanation

EHTRIRE: 63

=%t 121% contoso.com & LY S A ETMDAzure Active Directory Azure Azure AD) 77 > M IZEAE (T
[+ 5N TULVESub1&E WS BRIDAzZUre Y TR 2 Y T avhhpyErd,

B*tIXAPP1E VWS ENA LT TV r—2a o FRFELTWET, Appllk, OAuth 20D B EREI 73 1+
534 J#FEHALTAzure AD79 R =Y U F#WMBLET,

Azure ADIZApp1 &8 T H2HENHY FT,

TFIVG—23 VBRI HICIE HAEEINSEDL S BBRENBIT ILELHY EIH?
A. a redirect URI

B. a reply URL

C. akey

D. an application ID

Answer: (&% &RT9 5)

Explanation

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return
token responses.

References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code
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EHTEIE: 64

FHHETIOERRAR) O—EFEELTVET,

R O—ZBRE L TEET S(21E BEFEDAzure Active Directory Azure AD)D') R A R k&
DR LRNIVEFTRT 2BENHYFET,

RDVRADAR DY R URLVERANT D2BENHYET,
RELEERBEREZRF O —Y—

“IER BTG~ DI EN LA AT BE

*RERTIVTAETADSHBIIPTRLANLGY S L 0TF B
JRAJARDRZEICEDLANNLZHNT IDENHYEITN?EFZDICIEX BULGLANILEE
LWRIARKMZIRS YT LET LA B, EHE, FEFE>(ERESNFEE
W, AVTIOVERTTBICE RAVBTHEIN—Z SV T TN R O0—LT DBEND
DEHEENHYFET,

I ENTNOE LODERICIEFINARS Y FOBELHY FF,

Answer:

Explanation

Medium

High

Medium

Refer

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-
events#sign-ins-from-ip

HTEIRE: 65

RORIRIHET S U EELAzure TR Y T aviHyYET,

ROKRIZRT AzureiR ) O—F1ERRLET,
RORIZRTVY—RAV I EERLET,

RDERT—RADVMIDWT RAT— AV MAEDFZEIE[FVEZEIRLET, ThUNDIG
Bl [LWWR]IZERLET,

FENTNOELWLVERIIIARS Y FOMELSHY F9,

Answer:

Explanation

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:
'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:
"The selected resource group is read only"



3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is
added after the machine started. (not part of this use case, but still good to know.

The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

"A ReadOnly lock on a resource group that contains a virtual machine prevents all users from
starting or restarting the virtual machine. These operations require a POST request.”
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

ExFfEIRE: 66

Microsoft GraphZ {# A L T _ Azure Active Directory Azure AD) A—H—DTO/NT 4 ZEET S
FTIVERHT A EFZELTWET, 7T DAzureADIZ 7V ERTER L EEFHERT D
EXBHYET RUICAZERT IBENHYEFIMN?

A AR LDEBREIR—ZRDT Yt Xl RBAC) DEE

BNRTATUT4T4

C.AzureAD7 FHr— 3> 7ox

D. 77 D&%
Answer: D (A —vt—U %% 9)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

RFMERE: 67

Azure TRV ) T a3 o H#ERLET,

Azure Active Directory Azure AD) Privileged Identity Management PIM) Z{#F L TAzure ADA—
IWERETED L LEZHERTIVDENHYFT,

IEFEIZETT 2RENHL3DDT I avEENTIN?BET HICIKX BEULETIaVET
903 )AL EZEIYTIZEBEL, ELWEFICIHERET,

Answer:

Explanation

Step 1: Consent to PIM

Step: 2 Verify your identity by using multi-factor authentication (MFA) Click Verify my identity to
verify your identity with Azure MFA. You'll be asked to pick an account.

Step 3: Sign up PIM for Azure AD roles

Once you have enabled PIM for your directory, you'll need to sign up PIM to manage Azure AD
roles.

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
getting-started

Ex#TfE1RE: 68
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Usert EW\SABIDI—H—& storage 1 EVWSRAFIDAML— PHO Y bEED Azure 47
A9 ToavhHy ET, storage1 7HhO U FZIE RORICSTKT ) Y—ABNEENTULE
v,

A—H— 12X A=D1 OROB—ILHAEIYHBTENET,

*AL—YBLOB 7—4 ) —4—

A= T=TJI T—2DERE

*AML—Y 7ML TR SMBHEF) —F—

Answer:

Explanation

No, Yes, No

EAT[EIE: 69

ROFRITRT ) Y —RXEEL Subscription1 & WLV ZREIDAzurer TR ) T3 obhHYET,
RDISONT 7 A ILZEFEHL TAzureO—JLZEERLET,

Role1#RG1MUser1[ZE|Y ¥ TE I,

ROERAT—ERAVRZDWT RT—FAY EHtrueDIGEIL [ITWEBIRLET, ThUsND
HEIE [WWA]EERLEFT,

I VDERIEENRENIRS > FOffifELRHY F9,

Answer:

Explanation

NO

NO

NO

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

AR 70

Sub2DRBT L UBDR Y FT—VBEICHT ST TV r—artExa T4 0IL—TOM
REFHELTULET,

UTDERT—FADKIDWT RT—FAVIHPETHDIEEET KLV ZBIRLET, T
LSNDIEEF, DWOWAIFERLET,

I ENTNOE LODERICIEFNARS Y FOBELHY F9,

Answer:

Explanation

Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.

VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic
is allowed from ASG1.

NSG3 has the inbound security rules shown in the following table.

Box 2: Yes.



VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server
as connections to the web server would be on ports TCP 80 or TCP 443.

BT 71

Admin1 & LS &RTD 1—H— % & AzureActive Directory Azure AD) 77> FWHY EFT,
Admin1IZIE, 7TV r—2 3 VRRBEORBENEYETOATVWET,

ApplEWSRRIDI SO K7 T EEA L, App1EAzureADIZEFHR L E T,

Admin1(d, App1®D b—0 VEEBILEZBRNCT 5 T a v FIATELGRVL I L ZHELTLE
ER

Admin1H'Azure R— 32 )L TApp1D b—9 VBB ZBMITET LI L EHR I IVELHY F
ER

DIE=IERZET o EH?

A App1DEEAZEX 7y JO—KFLET,

B. App1DAPIERZZEELFT,

C.APP1IZIUA—TSAXT7T)r—2 320 LTEMLET,

D. EEBEZENYBTET ! VZVFRT7 TV r—2a VEBEDRERE,

Answer: C (A —vyt—T %K)

Explanation

This is a tricky one because uploading a certificate is also required. However, the question states
that the Token Encryption option is unavailable. This is because the app is not added as an
enterprise application.

When the app is added as an enterprise application, the Token Encryption option will be
available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-
encryption

R HTfERE: 72

contoso.onmicrosoft.com & LY 5 &AM Azure Active Directory Azure AD) T+ > DHY £,
A—H—EEEO—/LIEX AdMINEVWSEFIDI—HF—ICEYLBTOAET,

S ER/S— b F—IL_ user! @ outlook.comto > A > EEHAT HMicrosoft 7 h o> hZEHEH>TULVE
9,

Admin1l& Azure ADTF Y MIHA A 0T LS ITHEN— b F—Z2BFELEISIEL ROT
S—Ayt—TFZITHRY £9  B—H—usert@outlook.comD—EHILL A ZBD BN E1BIFTE
FEA, | AdMINI DN ER/N— hF—ZFBHFL TAzure ADTFH U MU A VA U TEDLZ EEHER
TEDLENHYFET,

HETIEAZET H2REN?

A [REIEBEEEIIL—FT X2 T+ EEEO®REZAIMINIZEIY HTET,

B. OBERIL— S IDTANAF—%EBMLET,
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C.[ARBLFALS VA TL— KDL ARFLFAMEEBMLET,
D.[A—H—]1OL—FT NS HRL—2aVBEEERLET,
Answer: D (A —vt—U%&9)

Explanation

You need to allow guest invitations in the External collaboration settings.

RATERE: 73

VNET1E & UVNET2E LV 32 DD Azurefk B8y kT —0 Dy b=V #EGEEHRLTLE
ER

ROBHZEFTICIE RERY FT—YIZVPNT— b A 2EETINELNHY FT,
*VNET1IZIE  BGPEERT 560D Y 4 FEEGANLETT,

*VNET2IZIX BGPZEAY 5120 H 1 FEEHENABETT,

AR bERDRICINZ ZBEAHY FT,

FRERY FT—VIZFEATAVPNT— b, x4 SKDIFENTIMN?EZ BDICIE, BEELESKU
FELWLWRY FT—VICFSy I LET, ESKUIK 10 BHE, FEF-0 K EATEEE
W, AVTIOVERTTBICE RAVBTHEIN—Z SV T TN R O0—ILT DBEND
BIHFENHYFET,

FENENOELVLVERICIEFNARS > FOMEELHY £

Answer:

Explanation

References:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku

ExHTEIRE: 74

Azure AD Premium P2 CAzure TR 9 1) T a3 U EERLET,

Azure Active Directory Azure AD) Privileged Identity Management PIM) Z{#H L TAzureQ—)L
ZIRETEHLEHEBTOIDENHYET,

IEEICRITT IRENHE3DDT IV avEFENTIN?REET SICE BYNETILavET
93V ARLEEZEIYTZICEHL ELWVBEFICIERET,

Answer:

Explanation

1. Verify your identity with MFA

2. Consent to PIM

3. Sign up PIM for AAD Roles

ExFERE: 75

ROKIZRT ) YV —RZEHEMT 5 Vault! & LNSRRID Azure F— a2V TFH—BHYFET,
A—T—23 R —DEREYR—FFTH)Y—RITENTTH?

A.X—10DOH

B. Key1,_ Secret1_ & & U Cert1
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C. Secret1 & Cert1 D&

D. Key1 & Secret! M #

E. Key1 & Cert1 O &

F. Cert1 D&

Answer: A (A —vyt—T%EY)

EHTEIRE: 76

webapp1 & LS ZRiTDAzure Web7 T A3 Y 3,

Azure Repo#%{#FH L Twebapp1 DG L B EZERT 2DENHY FT,
AR ZERT ARENHY ETIH?

A. an Azure Application Insights service

B. an Azure DevOps organization

C. an Azure Storage account

D. an Azure DevTest Labs lab

Answer: (&% &RT9 5)

A#7x AZ-500J fERESR(F GoShiken.com ARSI =&K& L9 LY AZ-500J FRERFERESE !

GoShiken.com W& D AZ-500J RERFEIRESE 12 L TULVET, GoShiken.com AZ-500J &t
ERRBIEIRF T MENERTIIVET , D GoShiken.com AZ-500J FEEZE7 v bd
5 ANIEZ 5 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF [

BEB L EMRMAET 30%wiERIEISI0— F: Freepdfdumps)

AR 77

v kTJ—2I1Z1% contoso.com& LS BHEIDA > T L = ADActiveDirectory KA 4 U EENT
WET, FASLVIZIE UsertE VWS RFTDA—HF—MNEENTULET,

contoso.com & LY 5 £ B AzureActive Directory Azure AD) T+ > K2 9 & TULVSAzuretr
TR YToavhhbyES, TF 2 Ml storagel & LVS AFETDAzureStorage 7 ho > kMY
BENTULVET, StoragellZIE share1& W\ S BRIDAzure 7 7 A LEFAREFENTULET,
WE, FASMVETFTFUMEIHESNTULERA,

User1D KA A4 D ERIEBEREZFERA L Tsharel TPV LR TEBR L EFTHERTHIVENRHY FT,
EDIDDT7U L a EIRBIZETIILENHYEFIMN?RETHICE BUNGETILavET
93V A LERIEERICEEL ELWEFTEELET,

Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

Ex#fElRE: 78


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html

X1 T ERERZHIZLTWS I LZHRBTIDLELHYET,

A ZINETIN?

AtXa)T4EU2—THBIRE I =V &4 UICLET,

B. Security Center & Microsoft Cloud App SecurityZ#i& L £,

C. Security CenterDflit& X E #12EICT7 v T L— K LET,
D.tXxal)T4Eo3—DIT—VAR—RAERELEELFT,

Answer: C (A —vyt—T#ET)

Explanation

The Standard tier extends the capabilities of the Free tier to workloads running in private and
other public clouds, providing unified security management and threat protection across your
hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which
uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits,
access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

FTEIRE: 79

contoso.com & LS & RilMAzureActive Directory Azure AD) T3> kDB Y ET
contoso.COmMD MR EFBR T AIVELAHYET Va1 —a vk ROBHFH-THLEN
HYFET,

“loqZ2&EBREFLET,

*Kustoy TYBEZEALTOTZI TS S

CEEEXER/NRICINZET,

AT ECICRET DRENHYFIHN?

A. Azure LogAnalytics 7—%9 A R—X

B. Azure4f N> kT

C. AzureStorage 7 ho > k

Answer: (fRZEZ%RTT 5)

Explanation
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

EFTEIRE: 80

HEEOEHIZIE, T MLEZ2—3—9(22D0DF T4 ABHYET, &4 T 4 RIL NATT
NAREFRALTA A —Ry MIEGLET AT 4 AT, ROKRIZRTIP7 FLRZFERL
TWFET,

£$t(Z1& contoso.com & LY 5 £ BT Azure Active Directory Azure AD) T+ > bAHBY FET, 77
VRZIFE RORIZRTA—HF—IBREENFET,
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MFAY—EXDEEF, BRICRENTWS LS ICEBEEhES, BRIZITEV VI LE
9,)

UTDERT— AV KMIDWT AT—FAVMAETHSEEIT XLV EBRLET, T
USNDIEEIE, DDWA 1 ZBRLET,

EENETNOELWLERICITIARS > FOBENHY T,

Answer:

Explanation

Box 2: No

Use of Microsoft Authenticator is not required.

Note: Microsoft Authenticator is a multifactor app for mobile devices that generates time-based
codes used during the Two-Step Verification process.

Box 3: No

The New York IP address subnet is included in the "skip multi-factor authentication for request.
References:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

B FTEIRE: 81

Userl & User2 EWVSARID 2 ADI—H—& Appl EWVWSLRIDBZFAT TUVEED
Azure Active Directory (Azure AD) 77+~ kM&HY FT,

Role1 EWS ARIDT TYEFEDA—ILEHERLET,

Role1 & User1 IZEIY T User2 M Appl "D T7 IV ELRZERTESLLSICTEIRLENHY F
ERS

ED2ODREZERTHIRENHYFIMN BAETHICE EED) 7 TEULGHREZHEIRL
F9,E ELWMERITENREN 1 N YDMELHY FT,

Answer:

Explanation

Graphical user interface, application Description automatically generated

EHTE: 82

ContosoKey1& WLV ZRTDAzure ¥ —AR—JL b EELAzure S T X9 ) T3 vhhbYET,
RORITRT LI, A—F—ZERLTO—ILZEIY S TET,
ROTHVIVERTTEDILI—YV—5HBETILENHY ET,

* ContsosKey1DIERZFFELFT,

* ContosoKey1~ DRy b —9 7O 2R EHEBRLET,
EDA—HF—%HBETHIDLENHY FIHN?EETSHICIE, AZFEBETEY G TS 3 0 EER
LET,

I WERIIZENRENIRAS > FOBELHY T,

Answer:

Explanation



Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

E#TfIRE: 83

ASG1E L UASC2MDFtHE SNT-EEZEELFT,

EDNSGTASGIZHERATEEFIMN . EORBII VDAY M IT—VA VA —T (R %
ASG2IZEIYETAHIENTEEFIMN?

Answer:

Explanation

Graphical user interface, text, application, chat or text message Description automatically
generated

R#fEIRE: 84

RETUVEED Azure Y TR ) ToavhiHyFET,

TRTOREI L ADVXY AN A BALUTIVM TR EZFMLET,

VE—F TRV by TEERALTREY D VICEGT DRELHYET,

A ZINETIMN?

A. Azure Directory (Azure AD) Privileged Identity Management (PIM) iv 5 ¥ 2 !) 71 EEE
A—4—A—)LET7I T4 7ELET,

B. Azure Active Directory (Azure AD) Privileged Identity Management (PIM) iv 5 _{RE< L 2D
MAEEO—LETV T4 TILLET,

C. Azure portal b RET L U FERL [ 2EBRLTHS [TV ERDEKR] Z:FRLFE
ERS

D. Azure portal H 5{RAE~< < > %2R L  Network Watcher Agent {R38 < & U iLiRHEaEZ B L
9,

Answer: (f2& %2R 9 5)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

B HTfERE: 85

KeyVault1 & WS ZHIDAzure ¥ —a U7+ —& RORICRIRET S U EELAzuretf TR 4

) FoavhbyEd,

Key Vault7 7 £ AR O—ZHREL T, R 2 —LDESILD =8 I1ZAzure Disk Encryption~®
TOEREBHICLFET,

KeyVault1ld ROBIZRT K3 ITHEBEENTLET,

RDBEARAT—FRADVRMIDWT RT— A Y MDMtrueDIFEIX[EIWNEFERLET, TSN D
BEIE [WWR]ZEERLET,

FEEINEFNOELWLNERRIFIKRA Y FOEENADHY ET,

Answer:
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Explanation

X #fERE: 86

contoso.com& L3 & ATMAzure Active Directory Azure AD) T+ > & &L Azurer TR 1) 7
2avhHBYET, TTFYRIE ROKRITRTA—HF—DNEFALTUVET,
RG1EWSARD) V—RATINL—TEERLET,

RGIDT7 YV RHFAZZEETES1—HY—¢ RGITHRERY FIT—V &R TES1—H—(F
ENTID BETSHICIE, BEBSETENGA T a0 EERLET,
FENETNOELWLVERIINIARS Y FOMELHY F9,

Answer:

Explanation

Box 1: Only an owner can change permissions on resources.

Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change
permissions.

ExFERE: 87

RORIZRT VY —REETCAzure TR0 ) FoavhibyYET,
RORICRIHRETL VU EZERETHTFETY,
EENRIDERETOVICEIYHATEIRENHYET, V) a—2avE ROEHZEH-LT
WEREAHYET,

BRET D VICHELGREZIYHETET,

=/NMHIEQRAZFALET,

WHELBEEXNRIDORNMEIINS DTTM?

A. 1

B. 2

C.3

D.4

Answer: (&% &RT~9 5)
Explanation

We have two different sets of required permissions. VM1 and VM2 have the same permission
requirements.

VM3 and VM4 have the same permission requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-
assigned managed identities, we can create just two managed identities: one with the permission
requirements for VM1 and VM2 and the other with the permission requirements for VM3 and
V4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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B #TfEIRE: 88

RORIZEKTESIC RGIEVWSERIDY Y —RITIN—T Ry b= X)) T4 IL—7
NSG) & &L Azure TRV ) T avhbyEd,

ROBRIZTRT AzurerR ) O—ZFERR L E T,

R S—%ZRGNIZEIYHTET,

R L—%NSGT1ENSG2IZEIYE TR EESHYFETM?

A. 70—0O%(EINSG1ENSG2TE®IZHY F9,

B. 70—0OJIENSG2TOHEMIZHEY FT,

C.NSG1H LUNSG2m 7 O0—O 5 (XEMIZHEY FI,

D. 70—RAJIENSGITOHREMIZHY FT,

Answer: B (A —vyt—T%EY)

EHTEIRE: 89

=%t1EAzure DevOpsZEfERA L TLVET,

OA— FASHORERERELI—FLEL—EEZFB -LTVWEINEINEZRIT 2 HEEHET
PLENBHYFET,

Azure DevOpsICEETH L2 HEFMOLFIMN?

A. branch folders

B. branch permissions

C. branch policies

D. branch locking

Answer: C (A —vyt—T%EY)

Explanation

Branch policies help teams protect their important branches of development. Policies enforce
your team's code quality and change management standards.

References:
https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azuredevops&
viewFallbackFrom=vsts

EFTEIRE: 90

FCOBEME RLCYSFTUAZERTTH5—EOEMO—FHTYT, OV —XDELEMICIE, BRS
N-BEZERT LAREMEOHIMBDBRENEENTLET, —HOEME Y MIFEHD
ELWERENHDBZBENHY FIH MOERBEY FMIFELWFERENGMEENHY F
9,

CDEIVVaVOBEMICAEZLE-RIE, TOEMICRAZLEFTEFRREA, TOHRR, ChoDE
BIZLEa—BE@EICRTINELA,

3DDAzuret TR ) T 3 oDEFRY) —EE(ZAzureSecurityCenterF{FHL £ 9,
IR ) T aontexa) T4 #ETEBTBHICE WCOMDRY O—FEXEZFERALET,
RYS—EREZITIL—TELT3IDDH TRV ) T3 VI RTICEMATIVLELHY FT,
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BRR TFTUML—rIL—TEBIN—TER/RETHIA T FIELEY S TEMERLE

v,
NIFEEZERLTOEIAN?
A. [

B. LMV %

Answer: A (A —vyt—T%EY)
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-
management-groups

RFTERE: 91

21t DIRFE D AzureActive Directory Azure AD) IZEEFZET VAR O—%2 BRI 2BELH
YE9,

COTAERIZIE VRIARDRE) R LRNILDFHENEENETT,
JLToIvLERLLEA—Y—ICRHLTEET IBDENH DIV RI LRLEFRDSIE5ENT
ITM?

A gL

B. &

C. %

D. &

Answer: D (A —vt—T#ET)

Explanation

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

Table Description automatically generated

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/

A#7x AZ-500J fERESR (X GoShiken.com MRS =& L X9 Ly AZ-500J FHERFERESE !

GoShiken.com W& D AZ-500J GRERFEIEE 12t L TULVET, GoShiken.com AZ-500J &
ERMREIX T T MENEMT IS NVET , &#D GoShiken.com AZ-500J fREEE S Y b
% A& Z % ! https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF i

REEA L EfRTE T 30%wiRIEI5 1o — F: Freepdfdumps)

BT RE: 92
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Azurer TRV 1) T2 a vEETMGIEVWS BRIDEE T IIL—TE RG1EVWSERIDY V—R
TL—ThHYEST , RGIUIIE VMIE WS BRIDREBI S UNREFENTVET , ROKRITRT S
A5 LAzureO— LB Y FT,

Role1DIER T, ROBENIEZ 7 7 A ILITRENTLET,
RORIZRTA—HY—IZKBNZENYHTET,

RDBEAT—FAVMIDWT RT— A Y FDtrueDIFEF [TV ZEBRLET, TRLUND
BEE [VDWARIZBRLFET T L DEREZAENIRS O FOBENHY F9,

Answer:

Explanation

Ex#fERE: 93

storage1 & LV5 & RTMDAzureStorage 7 Ao > b & VM1E WS BRTDAzurefRBEB< o o H Y F
¥, VMIZIET LI T LSSDYRA—P RT 4 RIDBHBYET,

VM11Zxt L TAzureDiskEncryptionZ BT 2 LENHY T,

EDIDDT7U L a EIEBIZETIILENHYEFIMN?REITAICE BINETILavEwT
D3V DYA MO EIFEEICEEL, ELWVEFTERELET,

Answer:

Explanation

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

FTEIRE: 94

Policyl & LS ARTDAzurerRY) O—EEEZ SO Azure Y TR 9 1) T3 ESub1hH Y £9,
Policy 1 IZIZRDEEFEELHY £,

ERGF T+ ML— T L—T

AFIY EZAYY

Policy1 [ZZEHL L TLVALVY Y — X ASAzureSecurityCenterd v & 2 R— FIZT—EBERRIN TS
CEEHETIVELNDHYFT,

HE=IERDIAEIRETIHN?

A PolicylOAhTd) X)) T4 3—IZEELET,

B. h X2 LA =7 F JIZPolicylZEMLET,

C. Policyl DE&EZFATZSUb1ICEELET,

D. Policy1%Sub1(ZE|YHTET,

Answer: (fAZEZRTT 5)

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

Ex#TEIRE: 95
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image1&E WS ZFDIA VT F—A4 A—TFELContReg1 & LVNS ARTIDAZUrea > TFH—L DR
FURBHYZFET,

ContReg1Da VT UYDEEEAMICLET,

AVTUOYDEBEEEMILEL RORITET L SI22DDEHFContReg1IZ Ty a LE
ER

EDEBZRMEBETEHERTIMN?

A. image1 and image2 only

B. image2 only

C. image1, image2, and image3

Answer: B (A —vyt—C%#ET)

Explanation

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling
of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image
with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust
for their Docker clients. As a publisher, you can sign the images you push to a content trust-
enabled registry.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

HTEIRE: 96

RG1EWSERIN) V—R T JL—T &User1 & LS LRID A —H —% &L Subscription1 & LS5 4
BIDAzure R0 ) T aohihlyEd . UserllZIX RGIDAMEZEO—ILHAZY K TOHIE
ERS

ROEIZTT LS RG2EWVWS AN Y—R T IL—TEELBlueprint1 & LV S5 BETDAzure 7
W—TY U FEREHEBLET,

RDEETE Z#EH L T, Blueprint1 % Subscription1[ZE|Y H{TEY,

Ay JEYET: 3#RYER

FEXNRID DRATLMNEIYHTONELS:

RDERT—RADBMIDWT AT—FAY A rueDIZEIE [ EBRLET, TSN D
HEIE [WWWA]ZEERLEFT,

AL VEBERIZENENIRS Y FOMELAHY £9,

Answer:

Explanation

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

BT ERE: 97
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BEHDAzZUreSQLT—% R—R & AzureSentinel 7 —9 AR— R EETAzure TRY 1) T3y
n"HYFET,

Advanced Threat Protection for Azure SQL DatabaselZ &k 2 THE S N4 XY FERDIT5IC
. T—AR=RIZRFEINEIT) BT H2RENHY FT,

HEFMETETREN?

A. Microsoft SQL Server Management Studio 8SMS)H\ 5 Transact-SQLY T 1) #4ER L £9,
B. Azure Sentinel 7—9 AR—XA M5 KustoV TYFEIV T EERLET,

C. Azure CLIA 5  Get-AzOperationallnsightsworkspacea~ > KL v F&EITLET,

D. Azure SQLT—AR—R Y ITY I T4 32 —h 5 Transact-SQLY T #ERRLET,
Answer: B (A —yt—T #ET)

B FTMEIRE: 98

Azure Active Directory Azure AD) T+ > FEIL—FEBIIL—THhHYET,

10fBDAzure - 7R 9 ) T a3 VEERL IRV ) T avEIL—FEBTIL—TITEML
9,

L— BB IL—TIZHEM SN DAzure TIL—T ) U b EERFFERT 2RENHY F£9,
HEIERAMEITRETIN?

A AzurerR) O—FEEZIL— FEESIIL—TIZEBMLET,

B.L— FEEBJIL—TDRERN—IDT7 U A RBAC) DREIDEIYLBTEEELET,
C.A—H—»"EYETHLIDEERLET,

D. H—EXTUYINILEERLET,

Answer: B (A —vyt—T #EY)

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

RFTERE: 99

LAW1 & LS & ETDAzure Log Analytics 7 —9 AR—X &L Sub1 & LVS BETDAzUre Y T X5
) Toavhi®byErd,

Windows Server 2012 R2§ & U'Windows Server 2016 % X179 100D A > T L 2 RH—/\—
NHYFET, H—/N—(FLAWIZHEHELET, LAWIE ERESn=Y—nN\—Dotxa) T 4H
BONIT =R VANV —FWNETEHEIICEEEINTLET,

LAWK > TIREEN =T —RICEDVWTT7 I— F BT HARENHBYFET, V) a—3
VIERDEHFEFE-LTWEIRLENHYET,
*FI2—ML—LVETA A0 a3 vEaYR— T EIRENHYET,

*TI3— FOERITHN B EZR/NRICINZ SZBLENHY FT,

*TS— MBI 75— MDA EREINFESIT—ERT 75— FRERShEEEIZT—ELET
AR ENEBENHYFET

*ERLEL,

TI3—hL—ILEZERTHLEEZITHERT HETOREIENATIMN?

A. Log
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B. Log (Saved Query)

C. Metric

D. Activity Log

Answer: (fAZE%RTd 5)

Explanation

Metric alerts in Azure Monitor provide a way to get notified when one of your metrics cross a
threshold.

Metric alerts work on a range of multi-dimensional platform metrics, custom metrics, Application
Insights standard and custom metrics.

Note: Signals are emitted by the target resource and can be of several types. Metric, Activity log,
Application Insights, and Log.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric

= HEIRE: 100

Azure?R—Z )LD 5  AzuredRY) —ZEBRL TLVET,

DeploylfNotExist, AuditlfNotExist, Append  DenyD &L 7 =V b &#FRTEHRY O—FFYHT
5FETT,

EDHRIZIF BYETICEBEINZIDABRETTHM?

A. AuditlfNotExist

B. Append

C. DeployIfNotExist

D. Deny

Answer: C (A —vt—T%#ET)
Explanation

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a
managed identity.

References:
https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

HTERE: 101

HE-DE4(Z1E contoso.com& LY 5 £ RTMDAzure Active Directory Azure AD) 77 > b IZESE
5N TUNBSubl1E WS BRIDAzZUre S TR YY) T avhb Y £9,

E4LIZAPP1E VWS BBIDT T r—2 a3 U ERAFELTWET, AppllFAzureADIZEER S TLY
FY,

App17 T r—arva—H—2hHh > TAzureKeyVault o—4o Ly M7V R TES
LEHERTDIVENHYET,

Iz T 2RENHY FITM7?

A EHBEDORIEG LDOBREEFA

B. EEEDREL LICRESNI-HER
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C. EEHBADREMNDELGZESNI-ER

D. EBEDREMNVELRT IV r—3a D79 R

Answer: (&% &RT9 5)

Explanation

Delegated permissions - Your client application needs to access the web API as the signed-in
user, but with access limited by the selected permission. This type of permission can be granted
by a user unless the permission requires administrator consent.

Ex#fERE: 102

Azure TR 1) T avhhyUErd, $TRXH ) T av(2lE Windows ServerzXE1T9 5

AzurefR BT O UNEENTVET

20164,

FREITVICHRZLDTILD 2 7RHRRET S RREEN A VXA F—ILEh TSI &%
RTER) L —ZRETIBLENHYFT,

RYS—ZEDESICEBESEILENHY EFIHN? BETHICF BETYY 7 TEUGA T

varvEERLET,

EENTNOELWLERIZITIARAS > FOBENHY T,

Answer:

Explanation

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the

related resources to match and the template deployment to execute.

Deployment [required]

This property should include the full template deployment as it would be passed to the

Microsoft.Resources/deployment References:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

EFTEIRE: 103

User1 & LS5 & RTD 1 —H— & ConRegl & LY S & RiTMDAzure Container Registry & & € Azuret J
A9 YToavhbyzEd,

ContReg1Da VT UYDEEEAMNICLET,

User1HContReg1 CIEFETE DA A —VEERTEL L EHRI IVENHYFET , V) a—
avid mIMHEDORBEFERT AIMBENHY FT,

User|ZE|Y B TEIDBELHD2O0DKRENIENTIN? TNFTNDERIEY )1 —a > D—F
ZRLTWET,

FE ENTNOE LWERICENRS Y FOMELSSHY £,

A. AcrQuarantineReader

B. Contributor
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C. AcrPush

D. AcrimageSigner

E. AcrQuarantineWriter

Answer:C.D (A —vt—T%EY)

Explanation

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles

=FTEIRE: 104

Contoso.com & LY S5 & AT AzureActive Directory Azure AD) 73 > bk & Azure Service AKS) 7 5
AZ—AKS1HAHY F9,

Contoso.comD7HHo Y hEFRALTAKSIZT IV ERATELRWNZ EADMY FL

1=, Contoso.comD 7 ho > b ZFRALTAKSIZ TV EATESL L 2RI HILEAHY FE
I,V a—2ar TR EEEZFZR/NMRICHNZDZBENHY FT,
HEEIERADCAETRETIN?

A. Azurem SAKS1ZBER LT

B. AKS1/M 5  KubermetesD/N\— 3027y TS5 L—KLET,

C. Azure ADM 5 Azure AD PremiumP2%#RE L FY,

D. Azure ADM 5  1—H—EREFERLET

Answer: A (A —vyt—T %K)

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

#TfERE: 105

User1 & LS B RTD A—H —% &L contoso.com & LY 5 FETMDAzureActive Din-dory Azure AD) T
FTURRHBYET,

TTURTEBOT TV EZ2HATEHFETYT,

User W ABSN=7 T DEBRBERELX TS TELILEZHRET ILELNHY FT,
A—H—[ZBYETEIENTEL2DDARELRI—F—O—LIEENTT,, COBEEERT
BICE?ENENDOERITLLEMRERETIRTILET,

F L VEREZENTAIRS U LOBENHY FT,

A 7T)r— 3 VEARE

B.t¥xal) T4 EBE

C.77V)4r—>aVERE

D. 1 —H—E8E

E. V5O R7T)r—a EBE

Answer: CE (A —vt—T %57

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent
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= #fEIRE: 106

#1 L LMAzure Active Directory Azure AD) 77 > MZEEEM T 5N f=FHT L AzZure b 7 X5 1) 7
avEERLET,

Portal Policy & WS BRIDT7 I T4 THEEHHET VAR O—F1DERLET, R—F LK
1) & —I[& Microsoft Azure Management? 5 K7 TUADT U R ZRET H-DIZFERAIL
Y,

R—F IR S—DEHEEF, BHIRTISRINTWESELSITEBREhET, HI2T7%
29V9OLET,)

R—=FIWR)O—DITFVMEEIX TV MBRICRENTWVWAS LS ICEBRAESNET, (T5]
2RIT&D)Vv I LET,)

UTDERT—FRADKIDWT RT—FAVMDETHDIEEF KLV ZBIRLET, T
LUSNDIBEIX, DWR ZBERLET,

FEENTNOELWNERICIFIARS > FOMBIESHY 7,

Answer:

Explanation

Box 1: No

The Contoso location is excluded

Box 2: NO

Box 3: NO

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

A#7e AZ-500J RREL (L GoShiken.com AR S NF=EHK L OT L AZ-500J FAERREIRESR !

GoShiken.com W E&EHT D AZ-500J RERFEIEE 12t L TULVET, GoShiken.com AZ-500J &
BREIR T MENEETIIVET, &HD GoShiken.com AZ-500) RIEEZ4 Y b T
HANlE T B 5. https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF

REEA L BT E T 30%wiERIEIS 1o — F: Freepdfdumps)

ITRRE: 107

FLWAzure b IR0 ) T2 a U EERLET,

Azure Security CenterTHARA B LT S — MIL—ILEERTES LZHERTIVLELHY T,
ETIRE2DDTIVLAVIEENTIN? ZTNTNOEREIEY ) a—2 3 D—8ERLTWL
FY,

FFENFADELWERIZIFIARS > FOMIENDHY 9,

A. 7 > 7R— FAzure Active Directory Azure AD) ID{RZE,

B. AzureA hL—UT7h Y FEERLET,

C. Azure AdvisorDHRFBIFEEREL F I,
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D. Azure Log Analytics 7—9 AR—X ZER L E T,

E. Security Center®{fi#&# #StandardIZ7 v 749 L—FLZET,

Answer: (&% &RT~9 5)

Explanation

D: You need write permission in the workspace that you select to store your custom alert.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

#fEIRE: 108

MicrosoftSentinel Z{# A3 AAzure S TR Y T a vy x9,

A4 R EREEBLY I Ty TToTL— FZEFERAT SMicrosoftSentinel / — k7' 7 Z4ERK
TEHELENHYFET,

NI ZERT ABRENHY FITM7?

A. AzureMachineLearning™” —%o A RX—X

B. LogAnalytics 7 —9 ARXR—X

C. ZHiL—IL

D.N>T429xY)

Answer: (&% &RT9 5)

HTEIRE: 109

v kD —21Z1%, contoso.com & LY S A RTMDActive Directory 7 4+ LR EAAEFENTINET, 74
LA KMZIFE—D A OBREENFET,

contoso.com & LY 5 £ B Azure Active Directory Azure AD) 773 > MZEREST T 5 TLYSSub1
EWVWSARIDAzZUre Y TR Y T avhHBy £9,

Azure AD Connect% R L _ Active Directory& Azure ADTF+ > F AT HFETT,
ROBHEH-ITHEV ) 1—2a VaHETIVLENHYET,

T MR ENZA—HF—ThO Y FMINRRT—FRY o—ba—F—a5+ UHIRIER
ENBESICLFET V) a—aVITRELGY—N—OHER/DMRIZLET,
EDRAMAEZZHRZHICEOLIDLENHY FIM7?

A. Active DirectoryZ7 = 7 L—> 3% —EX ADFS) D7z TL—23>ID

B. V—LLARYUTINYAUF Y 8SO)TLBH/NRT— RNy 1R
C.o—LLARYUTILYAUF Y 8SO)ZFEALIZ/NRR)L—FE

Answer: C (A —vt— U %7&9)

Explanation

1. Ensures that password policies and user logon restrictions apply to user accounts that are
synced to the tenant

>> Pass-Through Authentication enforce on-premises user account states, password policies,
and sign-in hours.

2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.
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>> PW Hash also require installing Azure AD Connect on your existing DC.

TR 110

AzureSQLT—AR—RZFERTEHT7TUHLHY FET,

T—AR—XIZHLTSQALS 2z U L a VHEMNRIRSNEEE BNEZTOILENHY
FY,

HEIEMETEIREN?

A. T—A A—Z|Zxf L TAzure Defender forSQLZE®NIZLET,

B. T—AR—RDHY—N—LRN)LDEEFEHIZLET,
C.T—AR—RADLHBEZERLFET,

D. SQLANJILRF T vH YY) a— 3 U&FAzureMonitor[CF 704 LET,

Answer: A (A —vyt—T%EY)

AT 11

ROKRITRTRET L U EELSUb1E WS BRIDAZUre Yy TR ) T avhhpyUET,
ARRBINZA—Y DT EREZERTDHET RCIDEREIS VDY E—FTRY by TiR—
AL TWAS L Z2HERTIVENHYFT,

RZHET IRENHYETMN?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Answer: (f8&ZRT9 B)

Explanation

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your
Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when
needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs
by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked
down. These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based
Access Control (RBAC) permissions that permit them to successfully request access to a VM. If
the request is approved, Security Center automatically configures the Network Security Groups
(NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP
addresses or ranges, for the amount of time that was specified. After the time has expired,
Security Center restores the NSGs to their previous states. Those connections that are already
established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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BT 112

Azure Container Registry|Z#&#t 9~ 5 Azure Kubernetes Service AKS) Y S X2 —MHY ET,
AKSY S REA—DBEBERIN-H—EX T > /)L%FER L T, Azure Container Registry
AT OWMENHYET,

fAIZERT 2RELAHYFEIMN?

A. Azure Key VaultD #4 %

B. ZEIDEIYHT

C. Azure Active Directory Azure AD) 1—H—

D. Azure Active Directory Azure AD) 5 JL—7

Answer: B (A —vt— U %&9)

Explanation

References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

AT 113
MBEHMAOL—F—DORNEGZH-IRLENHY FT,
EDCAPOlicy1EEEZEET HMENHYFEITH?
AVSORT7ITVERETIa Y

B. &

C. 5

Dty 3ar

Answer: D (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-session-life

AT 114

Subscription1& LS BEIDAzUre Y TR 9 ) T a3 vbH Y T,

T 7 A4 JL k TSubscription1[CE|Y HTHN TS EF 1) TAREEZRTTIDELHY FT,
EDAzure R S—FIFAZ 7 FIDEEREHERTILENHY FIM?

A BEEZHBRER) O—DEE

B. Azure SecurityCenter{ =7 F JEERTEREEAMIZT S

C.VMA Z o F7FIJEEZDAZUre E= 2 —%HMIZT S

D. AzureMonitory ) 2—>3>® feXa ) T4 LEEI1ZTIOA4TIRLELRHYFT R o —
e

Answer: B (A —vt—U %% 9)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference
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EHTERE: 115

RORIZRTAI—HF—%EL Azure AD T+ b HBHYET,
TFHFURDNRRAD—KRLRBIEEZEDIZLET,

FE1—HY—NNRT—FGE LORIICHERTESRAAEFENTIAN? BZHICEF EVLGE
MAEEELWVA—Y—ICRIv I LET, BRBAAEE N BFELIEREFERT S LD,
FOolKFEALBEVWIELTEFT RAVEDREN—Z RSy TN aAVTUVERT
THEHICRI A= LT DRBENHIIGENHY T,

FENEFNDOELLERIE 1 RS> bOBEELAHY T,

Answer:

Explanation

= #fERE: 116

Azure Log Analytics % {# f L T, Windows Server 2016 %3179 %2008 DY —/A—h > 05 % IR
%£THFETT,

Azure Resource Manager7 > 7 L— b Z#{ERA L T, 3 R TOHOH—/ \—~DMicrosoft Monitoring
AgentD BREZ BENL T S WELNHY ET,
TUoIL—FE2EDEIITERESEAIRENAHYFIN?EETHICIE BETY 7 THEYGA
ToavEBERLET,

I ZNETNADOELWLERIZEFIRS Y FOMELHY 9,

Answer:

Explanation

References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-
monitoring-agent-in-w

= HTERE: 117

Sub2DFEE<T L UED Ry b=V BEDEX I T4 ZFELTLET,
UTDERT—FAVMIDWT RT— AV RRETHBIGEEIE EEBRLET , T
LSNDIEEF, DOWAIFERLET,

FENTNOE LOERICIEFHNARS Y FOBELHY F9,

Answer:

Explanation

Q1: No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag
Q2: Yes {as it should be for VMs in the same local subnet pinging each other on private IP and no
NSG configured} Q3: Yes {VMS5 is in subnet where 1st rule of NSG allows any traffic from any
source to the destination}

Ex#TfEIRE: 118
VM1EWS BRIDRET S U EETAzure Y TRV ) T3 U H Y ET,



ROWERL EDAzure Key VaultZ e L £ 9,

*Z I Vaults

“Hhig : KEFEER

*1)Y—XJ)L—T RG1

VM1 TAzure Disk EncryptionZ &9 B(21E VaultbZ#F AT Z2BENHY ET, V) a1— 3
vl&, Azure BackupZfER L IZVMIDNY I 7y TEaHR— T E2RELNHY FT,
EDKey VaultiREZ 1B T DRELHY FTIMN?

A. Access policies

B. Secrets

C. Keys

D. Locks

Answer: A (A — vyt —C %51

Explanation

References:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

&FTERE: 119

User1 & LS &RITD 1 —H—% & AzureActiveDirectory Azure AD) T+ > kBB Y ET,

UserM W EBRBEMZERB LI UVEETESL L ZHRETIVLENHYFT , V) a—2YaviE &
INFEDRAIZERT SRENHYFET,

UserCEDRBNZEIY ZTEHIDLENHY FITH?

A BE0—)LEEE

B.NLTTRYEEE

C.txalT+14EHEA

D. yO—/N\)LEEE

Answer: A (A —vt—U %% 9)

EHTEIRE: 120

User2SPIMERETE L LZHERTIVELHY ET,
AR ZINETIN?

A . User2[c0—N)LEBEO—ILFEIYHTET,

B. contoso.comMDEBEEAEEEBRLFT,

C. contoso.comDIDEF 17 RAT7EERLET,

D. User2MZEHRBIE MFA) ZEBMIZLEFT,

Answer: D (A —vt—U%&9)

Explanation

To start using PIM in your directory, you must first enable PIM.
1. Sign in to the Azure portal as a Global Administrator of your directory.
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You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a
directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management
(PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
getting-started

= HTEIRE: 121

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security
Administrator role as shown in the following exhibit.

From PIM, you assign the Security Administrator role to the following groups:

* Group1: Active assignment type, permanently assigned

* Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation

Box 1: Yes

Eligible Type: A role assignment that requires a user to perform one or more actions to use the
role. If a user has been made eligible for a role, that means they can activate the role when they
need to perform privileged tasks. There's no difference in the access given to someone with a
permanent versus an eligible role assignment. The only difference is that some people don't need
that access all the time.

You can choose from two assignment duration options for each assignment type (eligible and
active) when you configure settings for a role. These options become the default maximum
duration when a user is assigned to the role in Privileged Identity Management.

Use the Activation maximum duration slider to set the maximum time, in hours, that a role stays
active before it expires. This value can be from one to 24 hours.

Box 2: Yes

Active Type: A role assignment that doesn't require a user to perform any action to use the role.
Users assigned as active have the privileges assigned to the role Box 3: Yes User3 is member of
Group2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles
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ExHfERE: 122

You have an Azure subscription that contains the resources shown in the following table.
Transparent Data Encryption (TDE) is disabled on SQL1.

You assign policies to the resource groups as shown in the following table.

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template.
The databases will be configured as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

ERHfEIRE: 123

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{&EH 9 % Azure 4 J
R FToavhbyET,

A—H—TFHOELREBEDORINZNYETOENTLS PIM A—F—(F KREIDEIY B TEEST
THLEE FREBIVETOVRMERTTHEEIC RRITI—ZRITWMoEHELTULE
ERS

PMY—ERX FYDINILHBH TR Y T avIica LTCEYGE TV ERAFaAEE>TWWA I L
FHAELTC HEZHRITIVELAHYET ., COV) 21— a TR RIMFEDRAZFERT
BRENHYFET,

PIMHY—EX T MNILIZEDERBIZEIY ZTHIRENHY FIH7
ARR—DRTF7IUr—a3r ARL—4—

B.JYV—XRYIL—DEBE

C.&ERma

D.1—H¥— 7V RAEEE

Answer: (fAZEZRTT B)

EHTEIRE: 124
ROFIZRT ) J—RXEEL Subscription1 & LS BRIDAzure Y TR0 1) T avhHUET,
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RDISONT 7 A JLZEEH L T, Subscription1 THh X4 LARBACO—)LZEERLET,
Role1%#RG1MUser1IZE|Y ¥ TFET,

RDERAT—FA D FZDOWT RAT—FAY AtrueDBEIT [IFWNZEERLET, TNLUHD
HEEIX [VLWWA]EERLET,

I WERIEZENTNIRS > FOBELAHY FT,

Answer:

Explanation

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations#microsoftcomput

#TERE: 125

KERED Azure 1) —2 3 VIZTDB1 E WS AHEID Azure SQL T—RAR—XEF &L Azure H T X
D) ToavhbYET  RORISRTRAM—D THOU M EERLET,

DB1 DBEEZAMICTSHFETY,

DB1 DEEEXEELTHERTEDR ML= TAHD Y MIENTTM?
AXRML—D2ERML—D3DH

B.AL—U1DH

C. storage1 & storage4 O #

D. storage1_ storage2_ storage3 M &

Answer: A (A —vt—U %5&9)

ExFTEIRE: 126

RORIZRT VY —REECAzure b TR Y T avhHyFET,

H IR 45 ) T3 vIZx L TMicrosoftDefenderforCloud # E%11Z9 % % E T3, Microsoft
Defender for CloudZ R L TIRETZE S V—RX[EENRTIM?

A. VM1 & storage1 D &

B. VM1.VNET1_storage1. & & UVault1

C.VM1E L VUVNETD &

D. VM1 _VNET1, & & U'storage1® &

E. VM1 _storage1, & & UVault1 D #H

Answer: B (A —vt—U %% 9)

EHTMEIRE: 127

AT TSN ETTIS—2a A VR A VRADFHLWR =07 A0 FEERT S
Function1& LS BRIDAzurefi#ZERET HZ L Z5TEIL TWVET,

Storage7 ho > M EEKT 121, Function1 [TIRIEBLELEREH 5T IDLENHY FT,
DV)a—2arTlR EBEEZEEZR/NDRICHNZZBENHY FT,
HEIEMZETEIREN?EEZT DI, BEEE TEUGA T 3 VEBERLET,
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F L VEREZENZTAIRS U FOBENHY FT,

Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/howto-assign-access

Ex#fERE: 128
RG1EWVWSERIDYY—RTIN—TEELAzure > TR ) T3 ohtH Y  H—/—L ARG
[Z10EDRETL Y RESRY FT—IVNET1, B LUNSG1EWVWSRRIDARY hT—VFa
VT4 TIW—T NSG)ZE8L XTI NL—ThHY FF, ServerAdmins(d RDPZEER L
TREI D UIZTIVERATEFT,

ServerAdminsD * U /IN—MWT7 9V R EKT 5158 NSG1H&ERK605 R E~DRDPHE#HED A&
EII2LIICTHRENAHY FET,

fAIZBRETIRENHYFEITN?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.
B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

Answer: B (A —vyt—T%EY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained

EHEIRE: 129

App1 & LNS EZRIDWeb7 71 EVault! & L5 ZRTDAzureF—HR—)L b EELAzuretr T X5 1)
ToavhbVET,

Vautllzo—o Ly b ZREFLTT IV ERTEHE D ICApP1 2T 2 RENHY FT,

App1Z ED LS ICHERT IRENHY FIN?BETHICIE BEZEHETEUGA T a U zE
RLFET,

F I OBEREEAENIRAS O FOEEIAHY FT,

Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

xFTEIRE: 130
BTG ESZ#ET-9(Z(X AzureSentinel/ — F Ty O DY R— FE2ERIT HIDHENHY FT,
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B Azurea v TF—L P X k1) &AzureMachine Learning™? — 9 A R—X D&w/MIIELC DT
T

Answer:

Explanation

Table Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebooks

EHTHERE: 131

contoso.com & L\ S & RiTMAzureActive Directory Azure AD) T3> kB Y Group1, Group2, &
K UGroup3E WS ARIDIDDEF2 ) T4 IL—TE RORICRTA—H—NEFIATNE
ERS

Group3l&Group2®M A > /N\—T9",

contoso.comT RDEEZHFDApP1 E WS RARIDI U A—TSA X7 T r—arw=&iL
Y,

& User1

A—H¥—&45)L— 7T Group2

ROBRIZSERT ESIC App1D TANT 4 EHBRLET,
RDERT—FADVKZDWT ART— A2 D trueDIZEEIE [[FWNERIRLET, RSO
HEEIX [VWWA]EERLET,

VBRI ZENENIRS VD FOMELAHY £9,

Answer:

Explanation

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal

EFTEIRE: 132

FCOBEREI RLOFVAERTTI—EOERO—EHTYT, VI —XDZERICIE, BES
N-BEZERTHA8EMEOHIBEDY) 2 —>avhEaFhTNET, —SBOE/BE v ~C
[FEHDELVERENHZBEELHNIE, ELWMERELALBWMEEELHY T,
CDEIVaVOEBEMICEZETSE TOERICRSZLIETEFEFRHA, TORE. SN DERM
FLEa—BE@EIZRRTINTEETA,

Azure TR YT a vy Erd HTRY Y T3 v(ZF Windows ServerzE179 550
BORET I UNEENTLNET

2012 R2F f=[¥Windows Server 2016,

A8 < & > [“Microsoft Antimalware = B3 2 EMNH Y £,

fRRE BRI D VICHRMEREEEBMLET,

CNIFEBRZERLTVHEIHN?



A. [y

B. L\ R
Answer: A (A —yt—T%#ET)
Explanation

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails
selecting Microsoft Antimalware extension from the dropdown list under Installed Extensions and
click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

Ex#fERE: 133

TOERALVEA—%FRETHIVELAHYEST, LEA—FFHLLWE2L—DaLY P avIZEY
LToON YY—RAMABAEICE>TLEaA—&hZFET,

IEFIZETT 2RENHD3DDT I avEENTEIN?RETHICIX BUNLETIavET
93 D) RAMMLEZEIYTIZHEEL ELWEFICIHERETS,

Answer:

Explanation

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or
you can select to have the members review their own access. If the resource is a group, you can
ask the group owners to review.

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

RFTEIRE: 134

ROFKIZRT ) Y —RXEEFE Subscription1 & WLV ZRTIDAzurer TR 5 ) T3 vhHYET,
Azure Security CenterZ{# /A L T _Subscription1 [ZIBMTESA ZVF7FIER) O—2HBET
BRENHYFT,

RIZR/ETIRLENHYFEITN?

A. Policy1 & Policy2d #

B.A=LF7FT1DH

CA=ZCTFITIEA=VTFI20DH

D.AZSFFINIAZTFI2 RYUL—1_ BEURY o—2

Answer: D (A —vt—T%#EY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies
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Ex#fERE: 135

BT EG Fiml-7 121X storage1 ST 2LELAHY FT , EDF—FR—IL b EFHTE
FIM?

A. KeyVault1 D &

B. KeyVault2# & U'KeyVault3®D #

C. KeyVault1$ & UKeyVault3D #

D. KeyVault1KeyVault2§ & U'KeyVault3

Answer: B (A —vyt—T%EY)

Explanation

The storage account and the key vault must be in the same region and in the same Azure Active
Directory (Azure AD) tenant, but they can be in different subscriptions.

Storage1 is in the West US region. KeyVault1 is the only key vault in the same region.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview

B FTEIRE: 136

Azure Key VaultZ {3 2 WELRHY EI, 2DV ') 12— 3 > TlE Key Vaulth S EIR S hf-
729 FEOBMREFET HIBLENHYFET,
AXVREEDESICETITARELAHYEITMA?EBZTZICIE BEEZET) 7 TEUEA T 3

VEBEIRLET,

FENTNOE LWERICIEIRS Y FO@ELSSHY £,
Answer:

Explanation

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to
be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is
enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

A#7E AZ-500J IRELE (L GoShiken.com AMERE S NF=EHK LT L AZ-500J FAERREIRESR !

GoShiken.com W& HT D AZ-500J RERFEIEE 12t L TULVET, GoShiken.com AZ-500J &
BRI T MELEETIEINET, &HFD GoShiken.com AZ-500) RIEE ZE 47 v + T
5 ANIEZ 5 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF [

REEA L IEfRTE T 30%w iRl EIS 1o — F: Freepdfdumps)



https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-05-08.q145-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html

= #fERE: 137

HIET-D=FLIZIE, weylandindustries.com & LS BRTDE—D kA A > Z$D Active Directory
T+ LR A HY FEFT, £=, B LLHID Azure Active Directory (Azure AD) T+ > b3 H Y F
ERS

FUTLIRADTRTD ID % Azure AD IZRIH L1z LAB TIRE % givenName BHEZ D
A—H—IE Azure AD L DRIEAZHFAI SNBWI ENBAMEINET,

RDS5H WMEBRNSITHEIENTIN?

A BER—ZADT AN )T L—ILEERTDHICE BHL—IL IT1 2 2FERATHILEN
HYFET,

B. 7747 24—J)LCTDNAT L—ILEEKT ILELHY £,
C.IFATIA—INTHRYNI—=Y 37499 T4 )T L—LEERT DVLENDHY
Y,

D. Active Directory 1—H#'— & aVEa—42—%#FERALT BER—RDTAILZ2 YT L—IL
EERT HRENHY FET,

Answer: A (A —vyt—T %K)

Explanation

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-
configuration

FTERE: 138

AUTEAU2E WS ZRTD2DONDEE I = v k&L AzureActiveDirectory Azure AD) T+ 2 DY $H
YEY,

ROFRITRT LSIC, A—F—TEBEMICEYEBTOENET,

Answer:

Explanation

B HTfEIRE: 139

RG1EWSEZRIDY Y—RTIIL—TIZ15MAzurefRBB< S U RHY £9,
TRTOREISVIER—DT7 T r—2 3 v EERTLET,

REBTTIVT—2a ROz 7B U TEITEINDIDEHRSRENHY FT,
HlET- I ETH2EMN?

A. AzurerR!) O —%#RG1IZERA L EFT,

B. Azure Security Centeri 5 EISE 7 T r—avar bA—ILEERLET,

C. Azure Active Directory Azure AD)IDIREZFERLET,

D.RG1IZ) V—XBOy Y #@#EALET,

Answer: B (A —vyt—T%REY)

Explanation
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Adaptive application control is an intelligent, automated end-to-end application whitelisting
solution from Azure Security Center. It helps you control which applications can run on your Azure
and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs
against malware. Security Center uses machine learning to analyze the applications running on
your VMs and helps you apply the specific whitelisting rules using this intelligence.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
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Answer:
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Topic 1, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next sections of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in
Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated
to an Azure Active Directory (Azure AD) tenant named contoso.com.



Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.

Sub2

Sub2 contains the virtual machines shown in the following table.

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The
firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.
NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.
Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
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* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.



In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

Answer: (fAZE%RTd 5)

Explanation

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk
Encryption needs the Key Vault and the VMs to be co-located in the same region. Create and use
a Key Vault that is in the same region as the VM to be encrypted.

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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fAlZESRETTM?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud

C. Azure Active Directory (Azure AD) ID R
D. Microsoft Defender for Identity

Answer: B (A —vt—U%&9)
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Answer:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/auditing-overview
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A. a function app

B. a runbook

C. an alert rule

D. a playbook

Answer: D (A —vyt—T%EY)
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A. containerlm™s 7O EAULRNILEZZEBLET,

B. containert M5 7V AR —%EBMLET,

C. container1™ 5 77 X Hlfil (AM) BBFZEELET,

D. storage1™5, 7B TDY 7 MEIBRZEEIZLET,

Answer: B (A —vyt—T%EY)

Explanation

References:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?
tabs=azure-portal
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