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ExHfERE: 1

Registry1 & LS & RiTDAzure Container Registryhidh Y £9,
RODRIZTRT & 512 Registryl DRE|IDENY HTEEMLET,

User |

Role

User1

AcrPush

User2

Acrull

User3

AcrimageSigner

Userd

Contributor

ED1—H¥—HRegistrylIZE{EF7 v 70— KL Registryl W o EBEF Do O0—RKTEET
MN?EETHICIE BET)7TEUGA T avEERLET,
FENFADOELWERIZIFIARS Y FOMIELSHY 5,
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Upload images:

User1 only L\

User1 and User4 only

User1, User3,; and User4

User1, User2, User3, and User4

Download images:

User2 only

User1 and User2 only
User2 ad User4 only
User1, User2, and User4

User! Uséi2 Userd and User4

Answer:

Micmscift
v

Upload images:

User1 only
User1 and User4 only |
UserT, User3, and User4

User1, User2, User3, and User4

Download images: I A 4
User2 only

User1 and User2 only

User2 ad User4 only

[User1, User2, and User4

User1, User2, User3, and User4

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

mHTERE: 2



KEEER Azure ') — 3 2IZDB1 EWLVSLRID Azure SQL T—EAR—XF &L Azure YT X
)T avhBYET RORICRITRAML—C THYY MEERLET,

Mame Location | Performance | Premium account type
storagel | East US Standard Not applicable

storage2 | East US Premmium Block blobs
storage3 | East US Pregiium File shares
storaged | East US 2 | Stapdard et caplicable £4

DB1 DEEZAMITEHFETY,

DB1 DEERFXE L THERATEDIR N =D 7HO U MIENRTTH?
ARRL—D2ERML—D3DH

B. storage1_ storage2_ storage3 M &

C. storage1 & storage4 D #

D.XRrL—Y1DH

Answer: (&% &R~ d 5)

RITRRE: 3

20[MDAzure Y TR YT a2k GrouplE WS ARIDEF YT TIN—THHYFET Y
TRy Foavig L—rEBIL—TDFTT,

EH TRV YT aVITIE RGIEVWSEFID) V=R T IL—THEFEFNTUVET,

IR )T a3 T LI RCIDBDRODEHEH-LTWS I LZHRIT ILELHYFET,
*Group1D A UN—[ZIEAMBEEDERBINB|IYHBTENET,

*RGINDT Y AHFRAIDERIIFLEENFET,

HiatzlEfiEx T XEN?REZT HICIE, AEBEBETEYGA T 3 VEBRLET,

L UDERIZENRENIRS > FOMELHY £,

~onfigure role-based access control (RBAC) v

ole assignments by using: Azure Blueprints

Azure Policy

Azure Security Center
2revent the modification of permissions to v
*G1 by using: A resource lock

A rolesbased access control (RBAC) role assignment
at the resauirce\gfoup tevel™)

Azure Blueprint assignments in locking mode

Answer:
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Configure role-based arcée's_ﬁ coptra (RBACY™ =
role assignments By using. s s I

Azure Blueprints
Azure Policy
Azure Security Center

Prevent the modification of permissions to v
RG1 by using:

A resource lock

(A Tole-Dased access conrol ([RBAL) role assignmern
at the resource group level

Azure Bluepnnt assignments in locking mode

RFTMEIRE: 4

Sub1& WS BRTDAzure TR Y T a3 oY £T,

Azure Security Center(ZI& PlaylE WS &ZBIDEF1) T4 TLA1TvohBHY £, Play1
(. UserlEVWVSBARIDA—H—IZBEFA—INAVvE—CFEETHILSICERSIATOET,
AlertsE WS BHTIDERG T IL—TFICEF A=A Vv E—DFFETBICIE Playl ZEET HHE
nHYET,

PlaylDZEEIZIXRZERLEITHN?

A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer

Answer: D (A —vt—T #%Y)

You can change an existing playbook in Security Center to add an action, or conditions. To do
that you just need to click on the name of the playbook that you want to change, in the Playbooks
tab, and Logic App Designer opens up.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

EXFEIRE: 5

Azure TRV )T 3 ohHUET,

S1 AppH—ER TS U ZEERT 5Contoso1812& V5 & HTMDAzure Web7 71 ZHER L F T,
Contoso1812MIP7 K L R #$§ 9 www.contoso.com@®DNSL a— F&#ER L E T,

a2 —H —Hhttps://www.contoso.com URLZ{EF L TContoso1812[C 7V R TE S Z & #HER

TEIRENBYET,
ED2ODF 5L a v ERTT ABENHYETH? ThHTNOERIE, V1 a—La v O—#%
~LTWET,

FFENFADOELVERIZIRAS Y FOMENHY £9,

A. Contoso1812MD U AT LEIY B THOEEXMRIDEA VIZLET,
B. Contoso1812[Z7/RR F&FEMLFET,

C. Contoso1812MApp Service 75 V& A —ILT7 IO RLET,

D. Contoso1812IZEEA O Y FZEBMLET,
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E. Contoso1812MApp Service 75 V&R 7r—ILT7 v TLET,

F. PFXZ 7 4 JL%Contoso1812IZ7 v 7A—K¥ 3

Answer: BF (A —yt—U%%Y)

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you
can create an Azure web app and have your users access it using either www.contoso.com or
contoso.com as a fully qualified domain name (FQDN). To do this, you have to create three
records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

F: To use HTTPS, you need to upload a PFX file to the Azure Web App. The PFX file will contain
the SSL certificate required for HTTPS.

Reference:

Domain

#TEIRE: 6

RG1 EWSEFTIDYY—R TIL—TFIZ15 8D Azure [REI U0 HY 9,
TRTOREI L UDBR—DT TV r—a v EETLET,

A ESNTWEWT TN r—2a 0Tz 7HMEETS U TEITSINSDZEH CRELNH Y
9,

HE=FAZT o EM?

A. Azure Active Directory (Azure AD) ID {REEX R LT,

B. Microsoft Defender for Cloud W5 72 T74 7 77U r—arv arv bO—)LxZ#EBRELE
ER

C.Azure R') >—% RGI IZEALF T,

D.RGI[ZYY—R Oy o #EALET,

Answer: B (A —vt—U % &9

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for
Cloud gives you increased visibility into, and control over, the security of your Azure resources. It
provides integrated security monitoring and policy management across your Azure subscriptions.
It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of
security solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:
Providing security recommendations for the virtual machines. Example recommendations include:
apply system updates, configure ACLs endpoints, enable antimalware, enable network security
groups, and apply disk encryption.

Monitoring the state of your virtual machines.
https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview
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RORIZERT VY —REECAzure TR ) T3 ohHBYET,

Name Type
i1 Resource groug | Used to store virual machines,
| G2 Resource group | Used 1o stare virtusl networo
[ GerverAdmns | Secunty group | Used to manage virtual machines

ServerAdminsM RN A R Y ZRITTEDLLEHRTILENHYET,
RG2TDH BEDRERY FIT—JITRET L UEERLET,
Y)a—a TR &PMEDHEDRAZFERAT IMBLENHY FT,
ServerAdminsIZE| Y B TEHDLELNHAHEINRN—AD TV £ XFf#Hl RBAC) ‘REAFENTIMN? £
NENDEREIE V) a1—23 0O—HERLTWLWET,
EFNAFROE LVERFIIARS D FOBESHY FT,

ARGIDOFRY rT—Y a2V JEa—42—D&E,

B. RG1DRET L U BRBEEDKRE,

C.HIRV )T arnRiEEDEE

D.RG2MDAH X% LRBACH— /L

E. IR YTLarnhR2 LARBACO—)L

F.RG2O*y rT—H a2 b JEa2L—42—DEE|

Answer: BF (A —vyt—L%%Y)

B HTMEIRE: 8
RG1EWSBHIDY Y—R T IL—TEELAzure TRY Y T a uhih Y £4 . RGIIC

[, Azure Active Directory Azure AD) FREEFEAT HVM1E WS ZRIDRET L UNEFERTL
F9,

RG1EZXO—7J &9 %HRole1&Role2& WS ZRID2DDH R Z LAzureA— )L H Y F9,
Role1D#ER (L RDISONT— FIZRENATULET,

“"peraissions”: §

"actions™: [

"Microsoft.Compute/virtualMachines/*="

"notActions™: [
"Microsoft.Compute/virtualMachines/delete”

"datadctions”™y [],

"notDatadctions™: []

Role2 DR (L KXDISONT— KIZREShTLET,
"permissions”: [ Icr i

"actions®: |

"Microsaft, Compute/virtvalMachines /™"

TmotActions™: [ ],
“dataActions™: [].

“notDatadctions™: []

RORICRTA—F—ITRBANZFNVETET,
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Name Role
User Role1
User2 Rolel, Role2
User3 Role1, Role2

RDBEAT—RADVRZIDWT RT—FAY MHtrueDIFBEF [TV ZBIRLET, FRLUSND
BEIX [WWRIEBRLET,
F L UOEIRIIZENREFNARS Y FOMEIELAHY F3,

Answer Area ® i
'8 CAOTI
MicrQsQft S
User1 can delete VM1, ' '

User2 can.delete VM.

Usera can sign in to VM1 by using Azure AD credentials.

Answer:

Answer Area

Statements Yes No
User1 can delete VM1, 6 D

User2 can delete VM1, D

User3 canSignip to0VM1 by using Azure AD crggentials ﬂ%\f] mj@ S @

==
=g

RERIRE: 9
ROFKIZTRT AzurefRBERy kD=0 hWHY FT,

Name Location Subnet Peered network
VNET1 East US Subnetl VINET2
VNET2 West US Subnet2, Subnet3 | VNET1
VNET4 East US Subnetd None
RORIZTT AzurelRBEI S U HYFET,
Applicati k securi Public IP
e sec%ity d Ogm (NSG) t;m“cted e address
VM1 ASG1 NSG1 Subnetl No
VM2 ASG2 : = wNIG) N | Subnet? No
VM3 ASG2 B T NSG1 Subnet3 Yes
VM4 ASG4 o NSG1 Subnet4 Yes

TRTDREIL VDI 7ATOA—ILIE pingbS T4 v I FHRILET,
NSG1IE ROBRICRT K5I EINTULNET,
AN REXa) T4 IL—IL



Priority Name col Source Destination Action

110 & Allow _RDP —F“B A ;!{: EFQF:P :‘jft Any o Allow -

130 Rulel Any  Any 7 ASG1 Any o Allow -

140 Rule2 Any  Any 5 ASG2 Any = Allow -

150 Rule3 Any  Any 7 ASGY Any o Allow -

160 4 Ruleq Any  Any Any Any e Deny -

65000  AllowVnetInBound Any  Any VirtualNetwork VirtualNetwork = Allow -

65001  AllowAzureloadBalan... Any  Any AzureloadBalancer Any o Allow -

65500  DenyallinBound Any  Any Any Any o Deny -
TFIoOrNRDUFEXa)T4L—L o

Priority Name Port Protnculﬂ 50_;3::: = E’tﬂ?ﬂ% o Sﬁ?fn
65000  AllowVnetOutBound ~ Any Any _ GgVirtualNetwork VirtualNetwork @ Allow
65001  AllowInternetOutBou.. Any Any '.;':-A'ny Internet o Allow
65500 DenyAllOutBound Any Any “ Any Any @ Deny

ROERTF— kA Y RZDNT. ZF— kA > kAtrue@BA L. [[EVEBIRLET, ZhLsh0
BAE [WOREBRLET,
L ODEREZMTHARS Y FOEENSY £F,

V1 c Stateméines Yes N

VM1 can ping VM3 successfully.
VM2 can ping VM4 successfully. C

VM3 can be accessed by using Remote Desktop from the internet.

Answer:

Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully. 3
VM3 can be accessed b}ﬁs"i%@m Desktbp from the internet.

=#TERE: 10

LAW1 & Ly S & RiTMDAzure Log Analytics 7 —49 AR—RX E &L Sub1& LVS BARIDAzure Y 7 X4
) FoavhbyET,

Windows Server 2016 %3217 L  LAWTIZEER SN TV 5500 DAzurefRE<w > o nH Y ET,
CATLBHIEY ) 2 —2 a3 U ELAWIZEMT 5FETT,



System Update AssessmentBED O J (X 1008 DREI L UM LDHLAWIIZT vy TA— K&

NBESCTIRENHYFET,

IEBICETT IBENHD3DDT I I VFENTTN?EETBICE BIETF I3 VET
5L3VOYRASEZETYFICBBL, ELVERICERET,

Actions

Create a new workspace.

Apply the scope configuration to the solution. |
Create a scope configuration.

Create a computer group.

Create a data source.

Answer Area

Answer:
Actions

Create a new workspace.

Apply the scope configuration to the solution.

1
Create a scope configuration. l

= = = = = 3

Create a computer group.

Create a data source.

Reference:

Answer Area

Create a computer group.

Create a scope configuration.

Apply the scope configuration to the solution.

Create a data source.

L
bCreate.a new workspace.

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

EHTRERE: 11

EET Azure Y TR ) T avhbyYET,
user! [Z blob1 ADTF7 VR EHATHIBENHYET , COV)a1—23 VTR TIEANE
BRIZEARUINICAED XS ICTIRELHY FET,

AZESRETIHN?
ARKFF7IVER R O—

B. #5747 £ RE%Z (SAS)

C. REIN—ZXD7 U+ Al (RBAC)
D.¥vxr—< K ID

Answer: (fEZ % XRTd D)
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Depending on how you want to authorize access to blob data in the Azure portal, you'll need
specific permissions. In most cases, these permissions are provided via Azure role-based access
control (Azure RBAC). For more information about Azure RBAC, see What is Azure role-based
access control (Azure RBAC)?.
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

EFTEIRE: 12

contoso.com & LY 5 £ B0 AzureActive Directory Azure AD) T+ > bM&H Y Group1, Group2, $
K UGroup3E WS ERIDI DD EF2 ) T4 IL—T L RORICRTA—H—NEFEATLE
K

Name Role  1/icrocoft| Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloud application administrator Group3

Group3(£Group2® * 2 /\—T79",

contoso.comT RDEEZFDApP1 E VWS RRIDI U A—TSA X7 T r—a o w#&8H%L
F7,

FrEZ&E Userl

A—H—¢& 5 )L—7T Group?2

ROBRISRT LS AppIDTONRT 4 ZHERELET,



H Save X Discard @ Delete < Got feedback

Enabled for users to sign-in? e | Yes | No
Name* o Appl
Homepage URL o

Logo e
AP
| *Selectaffile  [=]
Application ID e =N | 75082794-3617-434smctiel-85cida564072
o\ m VIICFOSOTt
ObjectID e ¢ A 4926abbc-ef57-4c9H-3028-16d635cde655
User assignment required? o Yes | No |
Visible to users o Yes | No
Notes o

RDERT—FAVKMZIDWT ATF—FAY A rueDBEIE [N ZRBIRLET, ThLSOD
BAF [LWWWR]ZEBIRLET,
I WDERIZENRENIRAS Y FOEIELHY £9,



Statements Yes No
Userly has Appldisted on his My Apps portal.
User2 has App1 listed on her My Apps portal.

User3 has App1 listed on her My Apps portal.

Answer:

Statements Yes No

Userl has Appl listed on hisMy Apps portal.

User2 has Appl listed.on'her My Apps portal.

User3 has Appldisted 6h her My Apps portal.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal

EFTEIRE: 13

BTG ES % -9 (Z(X AzureSentinel/ — F Ty O DY R— FZ2ERIT HIDELNHY T,
WEIAzurea T+ —L PR b1 &AzureMachine Learning7 —49 AR—XDHR/NMEIEZLNL DT
THh?



Container registries:

™ Microsoft

Workspaces:

Answer:



Container registries:

Microsoft
Workspaces:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

=ITEIRE: 14
Vault & WV BETD Azure F— 2V TFH—HDHYET RORIZRKT VY —XEH/MLET,

Name Type
Key1 Key
Secretl | Secret
Cert1 Certificate

A—7—23 R —DEREYR—ET D) Y—XIEENTTH?
A. Key1 & Cert1 D&

B. Key1,_ Secret1 & & U Cert1

C. Cert1 D&

D. Key1 & Secret1 M

E.¥—1DOH

F. Secret1 & Cert1 O #&

Answer: E (A —yt—T %5%7)
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xFTEIRE: 15

KDY ) —REEOAzure TR ) T a3 vhiHYFET,

Microsoft AN D 7 7 A 704+ —ILY T bz 7EETL RETI UL v A—3y MITR
TOTIRNDURESI T4V ELN—TATTERY NIV RET7ITSZAT7UR NVAT
RTOREIZH L THESNZ4 2 TULVBNVA Azure SecurityCenteriZ BN I 74 7 94 —ILIL—
WEEEBTDHRY ) T rEEDAzureBB#< > > AzureSentinel 7 —9 AR—X
EDNRET

RETLODEX21)T4EVI—TEEEDSWVNT T — bAEREINS & Azure Sentinel TA
DUTURDMEREN NVAD T 7 AT 94— ILIL—ILERERT S=0DRS ) T EHRRSH
5&2ITTHRELRHYET,

EHEmT=-9-HICAzureSentinelZ ED K S ITHERT DR ENH Y FI N ?BFZBHICIE B
AVR—R U FEELVWEHICFS YT LET  EIAVvR—RU MI EFERTEH LD EHR
EfFERAT AL FoFERALEVWICELETEET , AVTUOYERTT DICIE, REIN—%
RAVETRS VI TN RV O—LTEILENHIEELHY FT,

I WDEBIRIZZENREFNIRS > FOBELAHY T,

Components Answer Area

A data connector for Security Center ==
Enable alert notifications from Security Génter _

A data connector for the firewall software

Create@ndncident:
A playbook

Initiate acriptito configure the firewall rule:
Arule

A Security Events connector !

A workbook A | |

Answer:

Components Answer Area

IA data connector for Security Center [R"A
Enable alert notifications from Security Céhten

g ' i
Adata conriector forSecurity Center

A data connector for the firewall software

Create dnigcident: |A Tule

A playbook

A playbook

Initiate aiScriptto €anfigure the firewall rule:

Arule

A Security Events connector

A workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

=HTEIRE: 16
SQL1& LS &R0 Azure SQL Database—/A—MH Y £,



SQL1MAdvanced Threat ProtectionZEMIZL T, TR TCHEBRESZ 4 TERHT HFETT,
Advanced Threat ProtectionldBB L LTEDT I L a v EBRELETM?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

Answer: B (A —vt—T %KY

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an
active exploit happens against an identified application vulnerability to SQL injection. This means
the attacker is trying to inject malicious SQL statements using the vulnerable application code or
stored procedures.

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

A#7e AZ-500J IRELE (L GoShiken.com AR SN F=EHK LT L AZ-500J FAERREIRESR !

GoShiken.com W E&HT D AZ-500J RERfEIEE 12t L TULVET, GoShiken.com AZ-500J &
ERRRBIEIRF T MENEETIIVET , HFD GoShiken.com AZ-500) BIEE %47 v b T
HAIE B 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF R

REEA L BT E T 30%wiERIEIS 1o — F: Freepdfdumps)

=EEIRE: 17
RORIZRIHERY FD—0FETAzure b TR Y T avhHyUET,

Name Region WO S0BRet
VNET1 West US Subnetll and Subnetl2
VNET2 West US 2 Subnet21
VMNET3 East US Subnet31
IR T aVIZIE RORICTITHREI D UNEENET,

MNetwork interface Connected to
MNIC] Subfierll

MIC2 Subnetll

MIC3 Subnetl2
MIC4 Subnet2i
MNICS Subnet3l

NIC1T ASGIEWVWSEZRIDT7T T r—>avtxa) T4 IL—TE#ERHLET,
ASG1ZHEHTZEAMDRY FT—DV A 23 —T A RAFENTIMN?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5

C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

Answer: C (A —vt—U%&9)
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Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured
in ASG1, as all network interfaces assigned to an application security group have to exist in the
same virtual network that the first network interface assigned to the application security group is
in.

Reference:

https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/

A 18
Azure Container Registry|Z#£#% 9~ % Azure Kubernetes Service AKS) 7 S A2 —%#EH L TWVE

ER
Azure Container RegistryDEREEIC &, BRIER SNz —EXTY VLNV EFERT 2BENSD
YET,

I ZERT DRENHYFEITMN?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault

Answer: B (A —vyt—T%EY)

When you create an AKS cluster, Azure also creates a service principal to support cluster
operability with other Azure resources. You can use this auto-generated service principal for
authentication with an ACR registry. To do so, you need to create an Azure AD role assignment
that grants the cluster's service principal access to the container registry.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks

EHTEIRE: 19

image1&E WS EZRID IV TFH—A A—T%FELContRegl1 & LVS ARTDAzUureaI 7+ —L PR
FUABYFET,

ContReg1Da VT UYDEEEAMNICLET,

AVTUYDEEEEMDICLEZEL RORITET L II22DDEHE EContReg1I2 Ty a LE

ERS

Name Details
image2 Image was pushed with client content trust enabled.
image3 Image was pushed with client content trust disabled.

EEMNMEETEHEERTIMN?
A. image1 and image2 only
B. image2 only
C. image1, image2, and image3

Answer: B (A —vyt—TU#ET)
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Azure Container Registry implements Docker's content trust model, enabling pushing and pulling
of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image
with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust
for their Docker clients. As a publisher, you can sign the images you push to a content trust-
enabled registry.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

Ex#TfERE: 20
RORIZERT )V —REFLSUb1E WS BRIDAZUre Y TR ) T2 a v yUFET,

Name Type Region SasoarEs
group
Sal Azure Storage account East US RG1
VM1 Azure virtualmachine East US RG2
KV1 Azure key vault East US 2 RG1
sQL1 Aztire! QL database East US 2 RG2

AEF—AR—R1—H—EFEAL T, SALIEDTF— 2 R—ZAADREHT ¥ £ R EVMI(ZIE
WMTELLEHETIVLENDYFT,

DE=IERZET o EH?

A VMITIYR—D FH—EXIDZAEMICLET,

B.KVITY—U Ly FEERLET,

C.SQUITH—ERIVFRA U FEEBRLET,

D. KVITH—2ERRLET,

Answer: A (A —vyt—T %K)
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm-access-sql

ExFTRE: 21

ECOBEMEI BLLFI)AZRERTIHP—ECERO—EHTYT, DU —XDEEMICIE, LES
h-BEZERTHAEMEOHIBEDOYV) 2—>avhEFEnRT0ET, —BOE/RE v ~IC
FEHDOELWVERREAHIEELHNIE, ELVVERRALZWNMEELHY ET,
CDEYLIVDEMICEET 5L HCRAZENTEELA, TOHRRE,. ChoDEMIZL
Ex—EEICKRTINEEA,

Sub1E WS ZRIDAzZUre S TRV ) T a3 ohibyYET,

RG1EWSEHIDY Y—R T IL—TFI=Salk VS BHIDAZUre X kL—SFAD Y RSB Y ET,
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A—H—=ET7TV5—2 3V E WKOODEBET IV ERESL SAS) ERFSNFT7 IV RRY)
U—%#FERALT Blobb—ERESAD T 7 A IILY—ERIZTIEALET,
EROGWNI—HF—hVriley—EX &blobY—EXDEAICT VLA L2 ENDMYET,
SaINDIRNTDT IV ERZRYFETRENLHY FT,

BRE 7O ERAX—Z2BERLET,

CNIFERZERLTOEIN?

A. [FLy

B. L MR

Answer: A (A —yt—T#ET)

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier. Changing the signed identifier breaks the associations between any existing signatures
and the stored access policy. Deleting or renaming the stored access policy immediately effects
all of the shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

RFTREIRE: 22
VNET1E L UWVNET2E V520D AzurefREBR Y FT—9 D1y FI—V EKEEZERLTVE
¥,

ROBHZFHmE=TICIE RERAY FT—YIZVPNF— O A ZRETEIDHERHY F,
*VNET1IZIE  BGPEERT 560D Y 4 FEEGANLETT,

*VNET2IZ(X  BGPZEAT 51204 1 FEEHNABETT,

AR MER/DMRICHZSZHENHY F£9,

BERERY FO—JIZFERTBVPNT— Lo 24 SKDIFENTIMN? B R BT, B 4SKU
HEFELWARY FI—YI12FSy I LET, &SKUIE 1[0 EH#HE FdFEF--<KFEHATEEE
A AT UOVERTTBIZIE, RA VB TREIN—F RS9 5T 5N AU O—ILTI2BHELD
SBENRHYET,

FENFNADE LLERIZIHIARS > FOMEELHY £

Answer:

SKUs Answer Area

VprGw2 ‘ VipGw3 ‘ VINET! [\;L“—

VMNETZ |[VpnGw1

Basic | IVpnGwi

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku

BT RE: 23
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FCOBEME RLCYSFTUAERTTH—EOEMO—EHTYT, PV —XDELEMICIE, EBEHS
h-BEXERTHAREMEOHIBEDOY) 2—avhEFhT0ET, —BOE/RE v ~IC
FEHDODELWVERENHZBEELHNIE, ELWMEREALBIMEEEHY T,
CDEYVLIVOEMICEET L. TNERICRSAZELEIEITEERA, ZTOHE. CA5DER
FLEa—E@EIZRTINEETA,

Sub1& WS ARTDAzure 7R 1) T3 o iHY £9, Sub1IZlE, Windows Server 2016% 3
T3 BVM1E NS BRIDAzurefREBEY L UNEFNALTNVET,

Azure Disk EncryptionZF{#EH L TVM1T 4 R £S5t T H5LELHY FT,
IEHBIZETTI2RENHB3DDT I IVIEENTEIN?RETBICIE BULETIavET

23 O)AMEZI)7ZICHBEL ELWVEFICERET,
Actions Answer Area

== Microsatt

Configure secrets for the Azure key vault.
Create an Azure key vault,

Run Sset-AzureRmStorageAccount.
Configure access policies for the Azure keyvault,

Run Sset-AzurerRmVmDiskEncryptipnExtension.

Answer:

Actions Answer Area

Configure secrets for the Azure key vault. Create an Arure kg)rmﬂt.

= = B
Smm e e b

Create an Azure key vault. d & | (qnﬁﬁuregmesg pﬂ!tie& for the Azure key vault.

—

Run set-AzureRmStorageAccount. T :|”; Run Set-AzureRmVmDiakEncryptionExtension.

-

Configure access policies I'or'm_e'ﬁ;u'[i Key vaulth
—_—

L

Run Set-AzureRmvemDi skEncTyptionExtension.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

EHTIEIRE: 24
RORITRTRET L U EELSUb1E VNS BHETIDAZUre Y TRV ) T a vy FET,



Name | Resource group
Vi1l RG1
ViV2 RG2
VM3 RG1
V4 RG2

ARRINFA—YT N7V ERXEZERTEIET RGIOFEREIS VDY E—FTRY by TR—
FABCLTWSZ L ZHRT IVENHYFT,

RAIZRETIRLENHYFEITN?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Answer: D (A —vt—T %KY

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your

Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when
needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs
by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked
down. These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based

Access Control (RBAC) permissions that permit them to successfully request access to a VM. If

the request is approved, Security Center automatically configures the Network Security Groups
(NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP
addresses or ranges, for the amount of time that was specified. After the time has expired,
Security Center restores the NSGs to their previous states. Those connections that are already
established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

=ATEIRE: 25
SQLDB1 & LVS ZHIDAZUreSQLT — 2 RXN—RZ 5L Azure Y TR Y T aohnHpy E
¥ SQLDB1IZ(E. ROKIZFRTHAEERTNET,

Name | Data type Sample value
Smal | Varchar admin@contoso.com
Birthday | Date 2010-07-07
[BFA—LFIEREBIICE, TIAIL FDIRFUTHEFEALTHNT—2IRAXLY
ERELFEY,

A—H—FEICEDBERRLEITMN?EFZHICIET BYLMEZELWIICFS YT LETS,
FEF 1EFERTSICEL EHEFERATLIC LY Fo{FRALLBWVWI LI TEFT , IVT
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DYERTTBIZE AR VETHEN—E RS9I THN RV O—ILT ERENHLEHEN
HYET,
T WVEREZENRENARS D FOMEELIHY FT,

Values Answer Arca

e

! A A5~ -
1900-01-01 IVIICI® 301 L

Ermait: Value
1900-01-01 0C00:00.0000

Birthday: Value
2010-30-XX

2000 -

Answer:
Values

| 1900-01-01 | Email: [11900-01-07

i1900-ox-o1uo&mmm l

Birthday: Igm 0-X0X-XX

— T T

X #fERE: 26

AzureStorage 7 AV DXV TABED STV a—T 4 T EToTVET,
AML—=CTAD U LOEMOTEBMLET  ZMOJTEIGET HICIIAIZERT HIVEN
HYFEITH?

A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy
Answer: D (A —vt—C #EY)
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure
%2fstorage%2fblobs%2ftoc.json

HTRRE: 27

HlixT-D=HIZIE, Subscription1 & LS BRTDAzurey TR 1) T 3 vhiHp U ET,
Subscription1l& | RO RIZRT 22— —%F S L Azure ActiveDirectory T3 > FMZBEER T 5N T
WET,

Role
Global administrator
Billing admifiStrator < o
Owner

Account Admin

KAEFFLORBEEICTKANSINAET,
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L ttESubscription1 DFFEEZFZEET SHENHY FT,

EDA—HF—HIFEEFZEETE EOVY—ILEZFRTIBLENHY FIN?REETHICIE, H
ZHEETEYGA T a v EEIRLET,

I VERIEIZEAENIRS D FOMELAHY £,

%ﬁ%*ﬁccount Center
A ﬁure Cloud Shell

“i‘-,,\

¥,

Azure PowerShell
Azure Security Center

Answer:



m Microsoft

‘ Userl \

User2
User3
User4

Tool:

e

| Azure Account Center

Azure Cloud Shell
Azure PowerShell
Azure Security Center

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-
transfer

B HTfEIRE: 28
RDFIZR$ AzureActive Directory Azure AD) ) Y —RXEETAzure TRV 1) T avhihy
7,

Name Description
Userl User
[ Growpt . - - |-Security group that has a Membership type of Dynamic Device
Managedl | Managed identity

Appl Enterprise application
RORIZRT I N—TE2ERLET,
Name Description
Group5 Security group that has a Membership type of Assigned
Group6 Microsoft 365 group that has a Membership type of Assigned

Group5& GroupbIZEN ) Y —REEBMTETETHA?EZT SICE, BEEETEYGEA T 3
VEBRIRLET,



I OWEREZENRTNARS D FOMMESIHY FT,

Group5: v

Userl only
Userl and Groupl only

Userl, Groupl and Manal

Userl and Groupl only
Userl, Groupl, and Managedl only

Userl, Groupl, Managedl, and Appl

Answer:



Group5: v

Userl only
Userl and Groupl only
Userl, Groupl, and Managedl only

Userl, Group1;-MahagedT, and App1
— _, m ’ gl

|

|V

Userl and Groupl only

Userl, Groupl, and Managed1l only
Userl, Groupl, Managedl, and Appl

B FTEIRE: 29

JTVM7 VR EEETHLEHBELTVWEY, EORBT I UNYR—rERFETHN?
A. VM1, VM2, VM3_ & & U'VM4

B. VM2 VM3 _ # & AVM4D H

C. VM1E &K VM3 D &

D. VM1 &

Answer: C (A —vt—T%#EY)

= HTREIRE: 30
contoso.com & LM 3 & ATMAzureActive Directory Azure AD) 77 > M IZBEES I+ 5 TLY3SSub1
EWSEFIDAzZUre TRV ) T avhHByUEdT, 72 MIX RORICSRT AI—HF—MEZF
hTWET,

_ ..Name _ Role
Usert' ©~“'t | Global administrator
User2 Security administrator
User3 Security reader

Usard License administrator

a1 —H—(ZlE_Azure AD PremiumP25 4 £ ANE|Y B THNET,
A mR— KTEHE L Azure ADIDIFEZER L E T,
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Azure AD ldentity Protectionz 4 >AR— KL 1—H—ZEBEL KR)I—2EBHTETH1—H—
FENTEA?REET HICIT, BEEHTENGA T a vERRLET,
F L OLVEBRIEFAZTNIRAS Y FOMEELASHY FF

Answer Area

Users who can onboard Azure AD Identity Protections [User1 enly

User! and User2 only

Userl, User 2, and Users only

User), User 2. Userd, and User 4 only

Usgrs whoggan remediate users and configure policies: |Userl and User2 only

= e User] and User3 only
H C i @ 5 @ E. User1, User 2, and User3 only

User], User 2. Userd, and User 4

Answer:
Answer Area

Microsoft

—-—

Users who can onboard Azure AD Idenfity Protecticn: r1.60)

Uterl and User2 only

Userl, User 2 and Users l:lr“:f

Userl, User 2 Userd. and User 4 cnly

Users whi can remediate users and configure policies: I‘.i;trl and Lserd E-l'-lx I
Userl and Userd only

Uiserl, User X and Userd only
Uzerl User 2 Uzerd and User 4

xFTRIRE: 31
RDORIZFRT Y Y —REET AzureActive Directory Azure AD) TF > bABHY £9,
Name ﬁ Mfrrnanfpe

Userl User

User? User

User3 User

Groupl Security group
Group?Z Security group

Annl Fnternrice annlication

User2|&Group2 D& TY,
App1DA—H—¢E T IIL—TDHREIE ROBIZTRT LS IR INTWVET,
de Adduser & tdn [0 y te Credent ZZ Columbs .\ Got feedback?

o The application will appear on the access panel for assigned users«Set ‘visible to users?" to no in properties to prevent this. =

l""‘»' 100 shown, to search all users & groups, enter a disglepIMe

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

E d\éjjg*@ﬁ@ S @ft Group Default Access



ROBTRIZCRT ESIZ AppIDEILIH—ERT TV 5r—2a 07 RE/MLET,

Allow users to request access to this “ N e
application? () _M I C ro SOft

To which group should assigned users be
added? (O Select group

Group2

Require approval before granting access NO
to this application? (1 Z A

Who is allowed to approve access to this

application? (O Selectapprovers

1 users selected

To which role should users be assigned in
this application? '

User3ld AppInD 7 I R EZERET DL IITHEEINTUVET,

Group2MDFIEE LAppIDA—H—%RH{ETILENHY FT,
AZ2BETI2VELAHYEFIMN?RAETSICIE EAEEETEDNLA T avERIRLET,
I WERIIZERENIRAS > FOEELSHY T,

oSS Vi crosoft v

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

Appl users:

Groupl members only
Group2 members only
Groupl and Group2 members only

Groupl and Group2 members and Userl only

Groupl and Group2 members, Userl, and User3 only

Answer:



Group2 owners:

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

Appl users:
Groupl members only
Group2 members only
Groupl and Group2 members only
Groupl and Group2 members and Userl only
Group1 and Group2 mermhéts, Usar cangfUser3 only
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-

access

B3 AZ-500J FEREE (X GoShiken.com MR E =& LT LY AZ-500J

BER L EfMET 30%wiAIEISIo— F: Freepdfdumps)

= HEIRE: 3
ContosoKey1 & L5 & RTDAzure ¥ —HR—JL b EELAzure TRV )Y T avhih U ET,

RORICRT LS, A—F—ZERLTO—ILERYETET,

Name Subscription role assignment | ContosoKey1 role assignment

User1 Owner None

User? Security Admin None

User3 None User Access Administrator

User4 None Key Vault Contributor
RODTHIVAVERTTEDIA—F—2BETILELHYFET,

* ContsosKey1DIEREFFE L T,
* ContosoKey1~ DRy fI—9 7O 2R EHEBRLET,

AHERRMIRESR !

GoShiken.com M &# D AZ-500J FHERfHIRESR 1Rt L TLVET, GoShiken.com AZ-500J i
BRI R T MENEET IS WNVET , &#HTD GoShiken.com AZ-500J FEEZE47 Y b T
5 ANIE Z B 5! https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFFf
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ERI—HY—ZRETILENHY FIMN?EET ST, BFEHETHEIGE TS 3 U EER
LET,
F I OEREERENIRAS D FOMEENHY T,

Delegate permissions for ContosoKey1: l v

User1 only

User1 and User2 only

User1 and User3 only

User1 and,Usér4 only

Userf, User2, and User3 only

- |User1,User2, User3, and User4

Configure network acees§ ta\ContosoKey1: [ v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only

VIICYrosorT
v g
I W H B S B

USUIL User1, User2, User3, and User4

Answer:

Delegate permissions for ContosoKey1: !, v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
Microso £4 User1, User2, User3, and User4
Configure network access to ContosoKey1: : v
User1 only

UserT and User2 only
User1 and User3 only
User1 and User4 only

User1, User2, and User3 only
llcer1 lleer? llcer3 and llcerd

-
Fd | -

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

T 33
Azure ActiveDirectory 7L S 7 LTS 1T+ MY o SfzAzure TRV ) T3 ohi®H
YEI,



Azure Active Directory Azure AD)IDIREZEET S L ZEELTLET,
A—HY—JRIR)—EHA VA VIVRIRYO—EBATELLEHRTILENHYF
ERS

HEIERDIEAZEIRETIHN?

A. TRTOI—Y—HIZAzure ActiveDirectory 7 LI 7 LTS 254 o A #EBALET,

B. ¥ X T®O 21— —%Azure Multi-Factor Authentication MFA) IZ&§kLE T,
C.AzureADDtF 1) 71 DEAEEZAICLET,

D. Azure SecurityCenter#1Z2#[&EIC7 v TV L—FLET,

Answer: A (A —vt—U%&Y)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

FTERE: 34

Azuretr F X4 1) 7 3 > TAzureKubernetes Service AKS) Y S A4 —% k352 & ZEHEL
TUET,

BHRY—N—T TUr— 3 DY=T1R FEUFOBRRISRLET,
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The editor below allows you to update this application by directly modifying its JSON representation. For more

rd Upload Download

details, see: Understand

1 {
2 "id®: "di ik j—4 1 16£0a59546",
3 o u-‘;ce;.:t?ﬁr.rt'pi_ dClaims™: ’
4 "accessTokenAcceptedVersion": A
5 "addIns": []Ir
& "allowPublicClient": §
7 TappId®: " i f ol
8 "appRoles": [],
] "ocauth2AllowUrlPathMatching": false,
10 "createdDateTime": " 1 0% ™
11 "groupMembershipClaims": ’
12 "identifierUris"™: [].,
13 "informationalUrla"™: {
14 "termsOfService": 4
15 "support": ;
16 "privacy™: i
17 "marketing":
18 Yo
19 "keyCredentials®™ein] 15
20 "knownClientApplications": [],
21 "logoUxl": n 7
22 "logoutUrl": AW 5
23 "name": "AKSA .
24 "cauthZAllowldTokenImplicitFlow": ’
25 "cauth2AllowInplicitFlow"™: f: p
26 "oauth2Permissions": | ] .
27 "ocauth2Require ".'-'-:'-::'. tResponse™": )
28 "optionalClaima™: ’
25 L .:-:'-':_Z—'.-:'--.-'.*. rictions": [].

30 '‘parentalCor olSettings": |

AKSY S5 X ’5! & AzureActlve Directory Azure AD)DMEE SN TWAZ EZHRT HILELAHY
F9,

RZTJIARARTEDTANT A ZERT IRELHYETHM?

A. accessTokenAcceptedVersion

B. keyCredentials

C. groupMembershipClaims

D. acceptMappedClaims

Answer: (&% %KT9 D)

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications

=ATEIRE: 35
VNetwork 1 DT EH ZiE-THENH Y FT,
A ZITRETITMN?

A. Create a new subnet on VNetwork1.
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B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A (A —vyt—T%EY)

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
Reference:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

E#fEIRE: 36

Adminl1 & VWS ZRTDA—HF—EVMIE WS BRIDREY L U E2ELAzurer IR0 ) T3y
NHY E£9, VM1IEWindowsServer 2019% 34T L . Azure ResourceManager7 > 7 L— + % &
LTTF7aqaanElLf, VM1(X /3T v 9 Azure Basic LoadBalancer®/\v 9 LY K J—)L
DA IN—TF,

Admin1(Z_ Azure SecurityCenter® o ¥ X b1 V2 A4 LVMT U £ X T L— R TVMIHHKR— k5t
FHELTIVRMEINTWAILEHRELFET,

AdMINIAVMID D v X b L V3 A L ITIVMT I R EZEMTED L EZHBTILELH
VET,

HET-FAZET HEMN?

A VMIDEMD/INT ) v JIPT7 FLRAZEERLTERLET,

B.EAXO— NS Y —FAzureZEO— FN\S Y —IZEEMAET,

C. Azure ActiveDirectory 7L 2 7 LTS5 154 X ZAIMIn1IZEIY HTET,

D.#*y bI—9 X2 T4J)L—7T NSG) #/ER L THBLET,

Answer: (fRZEZ#RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time?tabs=jit-config-
asc%2Cjit-request-asc

=HERE: 37
RORIZETYY—REETCAzure b TR 5 Y T avhbyExrd,

 Name | Type
Vi1 Virtual maching
VNET1 Virtual network
storagel | Storage account
Vaultl | Key vault

H IR 45 ) T3 vIZx L TMicrosoftDefenderforCloud # E%11Z9 % % E T3, Microsoft
Defender for Cloudz= A L TRETEZ L V—RFENTIMN?

A. VM1 _storage1 & & UVault1 D #H

B. VM1E &K 'VNETD &

C. VM1_VNET1, & & U'storage1 D&

D. VM1.VNET1_ storage1. & & UVault1
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E. VM1 & storage1® &
Answer: D (A —vt—T%EY)

EFTfERE: 38

webapp1 & LS ZRiTDAzure Web7 T i Y 9,

Azure RepoZ{# ] L Twebapp1 DG L BEAZHERT 2HELHY I,
IR ZERT ARENHY FIH?

A. an Azure Application Insights service

B. an Azure DevTest Labs lab

C. an Azure Storage account

D. an Azure DevOps organization

Answer: D (A —vt— U %&9)

EHTREIRE: 39

RG1EWSERIN Y Y—RTIL—TF EUser1 &£ LS GRITD1—H —% &L Subscription1 & LV 5 £
BIDAzure TR0 ) T a bl Ed, UserlZIXZ RGIDFAEEO—ILAZY HTOHNE
v,

ROEIZTT LS RG2EWVWS KDY Y—R T IL—TEETBlueprint1 &£ LS5 ZETDAzure 7
LW—T) U EREERLET,

Edit blueprint
Basics  Artifacts
Add artifacts to the blueprint. Add resource groups to organize where the artifacts should be deployédiand Bssigned
NAME ARTIFACT TYPE PARAMETERS

& -
¥ % Subscription

+ Add artifact...
v ()] RG2 Resource group 2 out of 2 parameters populated
,‘;{ Userl (Userl@sk200628outlookanmierosoft.com) : Tag Contributor Role assignment 1 out of 1 parameters populated

o Add artifact..
RDFRTE ZEH L T, Blueprint1 % Subscription1[ZE| Y HTE,
Ay EYYET: HRYER
EENRID DATLNENY B TOAFELS
RDERT—FRADVKZDWT ART— A2 D trueDIZEEIE [[FWNERBIRLET, LD
BEIE [WLWWWR]IEERLET,
I WERIIERENIRAS > FOBELSHY FT,
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N1 pootatements Yes No
A locking mode of Read Only will be assigned ta RG1.

Userl can add tags to RG2.

You can remove Userl from the Tag Contributor role for RG2.
Answer:

Statements

A locking mode of Read Only will be assighed to RG1.

Userl can add tags to RG2:

You can remove Userl from the Tag Contribiitot volé fof RB2.(

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

R#TMEIRE: 40

1006 DJRET L UEELAzure) V—ATIL—THhHYET,

BHOKRY) O—FEEETInitiative1 EWVNS BRIDA =7 F IMNHY FT, Initiative1lL) v —
ATN—TICEYETONET,

RU—FREBLBEVW) Y —REHETILENHY ET,

HET-FAZET o EMN?

A. Azure Security Centerhv s A2V TSA 7o RADEHIEERTLET,

B. Azure Active DirectoryBIBt o2 —D[R) >—]TL— KM [AVTS5A4A 7R EERLE
ERS

C. Azure Security Centerh > X217 RXAaA7&#RRLET,

D. Azure Active Directory &t 2 —®D[KR) o—]TL—FKh o [BIY Y TIZERLET,
Answer: (&% %K D)

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#portal

EHTEIRE: 41

Sub2DREI L UEDR Y FI—V BEOEFIY T EZFHELTULET,
UTDERATF—FAVRMIDVWT RT— AV MPNETHIEAIEL RV EERLET, F0
UNDEEIE, WA 1 ZFERLET,

FFENEFNOELWDERICEFINIARS V FOBIENSHY F5,
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Answer Area

Statements Yes No

From VM1, you can successfully ping the public.lP-address of VM2. O @)
From VM1, you can successfully ping the private IP address of VM3. O &,
From VM1, you can successfully ping the public IPME@f af Vi5) O

Answer:
Answer Area

“- i&@u Cros of\_ t

Statements 0 v €s NO

From VM1, you can successfully ping té&i@i address of VM2. O O
From VM1, you can 5%@“ @ the private IP address of VM3| O O
From VM1, you can successfully ping the public IP address of VM5. |O 0O

HTERE: 42

TOERALVEA—%BETILENHYFEST  LE2A—EFHLLLE2L—DaLY >3 VICEY
LTon VY—RARBEIZE>TLEaA—ENFET,

IEEIZETT HIRENHAIDDT I aVFENTIN?EAETHICK BUNETIavET
D03 DYAIOEEZETYTIZEBEL ELWVEFICERFET,




Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit.
RA® C

' é@contml. @

Set Reviewers to Group owners.

Set Reviewers to Members.

Answer:

Answer Area

Create an access review program

Create an access review control

Set Reviewers to Group owners
Vicrosott

1 - Create an access review program

2 - Create an access review control

3 - Set Reviewers to Group owners

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

ExFTEIRE: 43

BRI BLSFHFIAFRRTH5—EZOEBRO—ETY, DU —XDRXREMICIE BXS
h-BE%ERTIREROHIBEBDBAENEENTVET, —BOEBEME Y MIIZEHD
ELWVERENSHDGZELNHY EFTH, MOEBERE Y FMIFELWERRENLGVWEELHY F
v,

CDEIavOBEMICEAZELE-RIE, ZOBEMICRSZLETEFRA, ZOHER. CNODE
BMlELEa—BEmEIZRRTESNWEEA,

Sub1& WS ARIDAzZUre S TR ) T avhmny £9,

RG1EWSERINY) V—RTIL—T(ZsalE WS ZHTIDAzUure A kL—S T ho Y RABHY 9,



A—H—=ET7TV5—2 3V E WKOODEBET IV ERESL SAS) ERFSNFT7 IV RRY)
O—H#FERALT salDbloby—ERET7AILY—ERIZTIEALET,
FashTWWaEWI——NT 7ML —ERX EblobY—EXRD@AIZT IV 2R LI-Z &Ahh
UxLt,

SAINDIRTDT IV ERAZWMY AT RELAHY FET,

RRE Azure A AL—DTF WOV CDT7 R XF—EBERLET,
CNIFERZERLTVEIN?

A [FLy

B. LMMZ

Answer: A (A —yt—T#ET)

Generating new storage account keys will invalidate all SAS's that were based on the previous
keys.

= HTERE: 44

Azure Active Directory Azure AD) T3> b &IL— REBYTIL—THHY E£5,

10fEDAZurer FR 9 Y T a vEERL VIRV YT avE)L—MEETIIL—TITEML
Y,

L— BB IL—TIZHEMEShBAzure TIL—T) U FEEFERT I2RENHY 9,
HE-IERDIEAZEZIRETIHN?

A. AzurelR S —FEEZIIL— FEBESIIL—TIZEMLET,
B./L—FEBJIL—TDREN—ZADT YV EXFl{Hl RBAC)DEEIDENY B TEEELET,
C.1—H—»"EYETLIDEERLET,

D. H—EXRTY LI NILEERLET,

Answer: B (A —vyt—T%REY)

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

EHTEIRE: 45

Sub2MVM1 VM2 B X UVM3IDEF 1) T4 Z5HEL TULVET,
UTDERT—FAVMIDWT RT—FAVRDPETHDIEHEIE FIEERLET, Th
LSADIEEF, VWA EERLET,

F FNFADOELWERIZIEIARS Y FOMIESHY 5,

Answer Area

Statements Yes No

From the Intermet, you can connect 1o théweb server on VM1 by using HTTP
From the Intemnet, you can (RnECERo thehweb server on VM2 by using HTTR.

From the Intemet, youian Conmect to the web server on VM3 by using HTTP.
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Answer:

Answer Area

Statements

From the Internet, you can connect to the web server on YT by using HTTP.

From the Internet, you can confnect 1o the welisérver on VM2 by using HTTP.

From the [ntefnet, you (Can connect to the web server on WM3 by using HTTP.

EHTEIE: 46

Hat-OetF HEASLICEMOY TR )T avEERT S EEHBELTVET, &Y
TR9 1) FL a3l REL Azure Active Directory (Azure AD) 77 > MMZEEF TN ET,
BLO—LHEIYETOENDIKSICRY TR YT 3 VvEERT IBLENHY T,
fAIZESIRETIMN?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints

Answer: D (A —vt— U %&9)

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters,
Azure Blueprints enables cloud architects and central information technology groups to define a
repeatable set of Azure resources that implements and adheres to an organization's standards,
patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and
other artifacts such as:

Role Assignments

Policy Assignments

Azure Resource Manager templates

Resource Groups

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

A#7x AZ-500J EEE L GoShiken.com AMEE SN -E&H LT LY AZ-500J SHERRTESE !

GoShiken.com M &# D AZ-500J HERFRESE 1R L TLVE T, GoShiken.com AZ-500J &
BRI R T MELEETIIWNVET , &M GoShiken.com AZ-500J FIEEZE 47 Y b T
S ANlE 2 5 5. https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF [

BEB L EMRMAET 30%wiERIEI5 0 — F: Freepdfdumps)
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FTMEIRE: 47

Azure Security Center/ 5 _ Registry1® 4 * — < MAzure Container Registrylfi 55 X ¥ v > # &
MLFEF,

UTD7O3avERTLET,

*Image1 & LS ZETDOWindows A * — U #Registry1l2 Ty a LET,

*Image2 & LV 3 ZRIDLinuxA A —2 %Registryl Ty a LET,

*Image3 & LV 3 & RIDWindowsA * — T #Registry1l12 vy a2 LE T,

*Image1ZZE L FH LA A —T %Imaged & L TRegistrylT Ty a LET,
*Image2ZZE L LA A —T %Image5& L TRegistry1lT Ty a LET,

MBEEERAXT Y T 220DEREENTIN? TNEFNDOERIITLEY)1—2avERL
FY,

FEENEFNOELWNERRIFIKRA Y FOMEENHY T,

A. El{%2

. B84

. B85

. E83

. B 1

Answer: AE (* —yt—T %57

moO W

X #fEIRE: 48

I COBERBIX RLYFTIAZRRTHS—ENEMO—ETY, P —XDOBFEMICIE, BHSE
N-BEZERT HAREMEOHLIBBEBDOV ) 12— arvBNEFRTVET, —BOEME Y M
FEBDOELVERENHLIBZELHNIE ELWVMERENGIMEELHYET,
COEVIaVOEMICEET SHE, ENERICRAZEEFETEFREA, EDRE. CNoDER
[FLEa—BE@EICRRTINEEA,

Azure Active Directory AzureAD) D/\A T 1) v REEBRLHY 7,

% k7 —% EIZAzure HDInsighty? S X4 —hp Y £3°,

> 7L = ADActive Directory &g ERZFAL T, A ——NIV SR 2 —IC L TR TE S
LIICTBHFETY,

HEINRBIEYR— M ALSICRIEEBRT IDLENHY ET,

ERR  RBrRY IV EFVTULIRRY FT—U DMIZH A FREVPNEZERLET,
CNIFEBRZERLTVEIHN?

A. [FLy

B. L\ R

Answer: A (A —vyt—T%EY)

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a
VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must
perform the following actions:

Create Azure Virtual Network.
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Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure
Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-
manager-portal

=PTIRE: 4

AMEHIZ_ Azure Security Center T  1—# —useri@contoso.comIZ@HT 5L SICEF A —IL
BRIZERLET,

KEBHIZ X2 T4 2—FRORICTT X2 UTAT75—bEERLET,

Description | Severity

Failed RDP brute force attack A Medium

Successful RDP brute force attack A High

Suspicious process executed v High

Malicious SQL activity High
Network communication wi ‘ ' Low

High

Medium

High

Low

Modified diseéovered in dump file High

Malicious SQL aBtivi [ IVIICTOSO I 1 High
useri@contoso.comlFZ XEHIZW DDEF A —IILBHZZTWMY FIH?2EEZIT HIZF EE
EETHEYILA T a v EERLET,

L WLBBIREIZEAFNIRS D FOBEELDY T,



Total number of Security Center grhail natificationS@about an RDP

" " brute force attack on Tuesday: v
1
)
3
4
Total number of Security Center email notifications on Tuesday: v
3
4
6
9
11
Answer:
otal number of Security Center@mail patifications abqut an RDP
brifte force Gltack bh Tuesday: v
1
2
3
4
Total number of Security Center emailnetifications on Tuesday: v
3
4
6
9
11
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details

Ex#iHE: 50

Usert £S5 ABIDI—H—& storage 1 EWSEBIDR CL—2 FhO U bEED Azure 7
ARy T avhHlEd, storage! THo 2 RZIFE ROKRISRTUY—IANEFEATUNE
ER



Name Type
container1 | Contamer
folder1 File share
table1 Table

A—HF—1I2IFX A L= 10XOA—ILHAEY B TENET,
*ZKL—YBLOBTF—% I)—4—

*AML—= F—JI T—2D5HEE

*RAML=D J7AII T—F2 SMBHEEF ) —4F—

KW ~rAaantt
Statements Microsoft w
On October 1, 2022 if User1 accesses folder! by using SAS1, he can Uea'.m: Tles in
folder1

On Cctober 1, 2022, if User! maps folder1 as a network diive by using his Azure Active
Directory (Azure AD) credentials, he can delete the files in folder1.

On October 1, 2022, User1 can deleté the rows in table1 by using SAS1

Answer:
A A" C
Statements i? [ | rFiyvCimTT Yes Mo
= IVIICrosoTt
On October 1. 20888 Uter] accesses folder] by using SAST, he candeisteShaé fils i D
folger!
Cn Cctober 1, 2022 if User! maps Tolder as a petaoik difvelby Using his Azure Active D
Dwrectory (Azure AD) credentials, he can delete the fles 'n Tolder!
Cn October 1. 2022 User! can déiet e rows in Table by usaing SAS51

FTERE: 51

Azure Security 5 W R A LT S5—RIL—ILEERLET,

TFo2—rR M) A—EINEFILEFA—NAVE—CERET I BT ILEND
VEY,

BRI ETHEREN?

A. From Azure Monitor, create an action group.

B. From Security Center, modify the Security policy settings of the Azure subscription.

C. From Azure Active Directory (Azure AD). modify the members of the Security Reader role
group.

D. From Security Center, modify the alert rule.

Answer: A (A —yt—TU#ET)

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

Ex ¥ RE: 52
RORITRTARZLA—)LEETAzure Y TR 1) T3 ohHYFET,
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Nam: Microsoft WY
Role1 | Azure Active Directory (Azure AD)

Role2 | Azure subscription
Azure R—Z L TIE BFEOO—IILOI/O—2FER LT HLWAR I LO—LEERT S &
ZETELTOWET  HLWVREIX, RORICRT K ITEBRENET,

Name|  VicoType

Role3 | Azure AD:"

Role4 [ Azure‘subscription
ENETNOHFLWMEREIZERT 5012, EORENZERTEFIN?EET HIC(F, BEFHEE
THEULGA T avEBRLET,

I DEREERETNIRS O FOBENHY F9,

Role3: @ v
Role1 only

Built-in Azure AD roles only 0
Role1 and built-in Azure AD rgles
Role1, built-in Azure AD rolE chbuilt-in Azure subscription roles

Role4: v
Ro!ez_ only Q

Built-in Azure AD
— |
;Mrg ﬁ@ﬂgb Dgu¥1t-in Azure AD roles

Role2 and buift;
Role2, built-in

Answer:

Role3:

|.§°|E1 only
uilt-in Azure AD roles only

Role1 and built-in Azure AD roles only
MRole1 built- u:f%zure AD roles, and built-in Azure subscription roles

_ ICrOSO
Role4:

Role2 only

Built-in Azure AD roles only

Role2 and built-in Azure subscription roles only
Role2, built-in Azure subscription roles, and built-in Azure AD roles

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create



https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

FfEE: 53
ROFRIZRT 1—HF—% E L contoso.com & LY 5 & REITDAzureActive Directory Azure AD) T+~

EABHY EFT,

Name Role
Admini Global administrator
Admin2 Group administrator
Admin3 User administrator

Contoso.comlZl& JIL—T@m& R O—DEFENTWVET , R —IZIE Contoso & LV5 BEE
ZEOHRFILOTAOYY) EINEEB )X ML—LULAHBYFET,
contoso.comTContosoSales& LN S ARID T IL—TE2ERTE (21— —EENTI M ?EET
B2, EEEETEYGA T a vEERLET,

oI WDEBIRIEZENREFNIRS > FOBELAHY FT,

Users who can create a security group named Contoso Sales:

Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: ~
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only

11~ rlAdmipt, Admin2, and Admin3

Answer:
Users who can create a security group named Contoso Sales:

["FAdmin bry
Admin1 and Admin2 only
Admin1 and Admin3 only

Users who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only

Admin1 and Admina only
Admin1, AdminZ, and Adming

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

Ex#TMEIRE: 54



Registry1 & Ly 5 & RTDAzure Container Registryx @& Azureh J X9 ) T 3 o B YU FES  H
JTR9 1) 7L a3 TlE, Azure Security CenterDiZHEF AL RILAFERASINET,
BHOAUTF A A—HRegister1Z7y FA—KLET,

MEsEMEtEF 1) T4 XX v UONRITEINGEIM I EADLMYFET

Registry1IZ7 v 7A— F3 5L EC EBRDOMBEERF vy o T5ZL2HRETILELNHY F
ERS

DIE=IERZET o EH?

A. Azure R—2 Lo fiHEEEBEDREEZERELET,

B.Azure CLIMNG AV TFH—A A—2%B VI LET,
C.AzCopy#ERALTCaAVTF—AA—C&7vTA—KRT D

D. DockerZ AL CavTF+—4a4 A —P%RegistrylI2T v 19 5%

Answer: A (A —yt—T%#ET)

Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/

E#TfEIRE: 55

webapp1& LS &HTDAzure Web7 U i Y £,

Azure RepoZ{# i L Twebapp1 D#MGM L B EZERT 2HENHY FT,
IR ZERT ARENHY ETIH?

A. an Azure Application Insights service

B. an Azure DevOps organizations

C. an Azure Storage account

D. an Azure DevTest Labs lab

Answer: B (A —vyt—T%EY)

To use Azure Repos, make sure your Azure DevOps organization is linked to your Azure
subscription.

Reference:
https://docs.microsoft.com/en-us/azure/app-service/deploy-continuous-deployment

=HEIRE: 56
RORIZTRT AzurelRBBT L Uonb Y 3,

Name Operating system ; State
VM1 Windows Server 2008 R2 Seryice Pack 1 (SP1) Running
VM2 Windows Server 201282 Running
VM3 Windows, Server 20 16 Stopped
VM4 DGBUNtU Server 18.04 LTS Running

EDHREY U TEHEEEZFMCTEEIN?
A.VM2E L VVM3D H
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B. VM2 VM3 & & UVMADH

C.VM1_VM2_ & & UYVMAD H

D. VM1_VM2_VM3_ & & UVM4

E. VM1, VM2 5 & UKVM3D#

Answer: (fBZ % RTT 5)

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=
%Z2Fazure%2Fautomation%2Ftoc.json

R HfERE: 57

A—H—RT7 IO EREDLEWN) Y —RIZTHL AV LEDELTWSERDNET,

Azure Log Analytics? T1) #/Ef L T @BEIBR TR Lfza—H—H 4 o1 D ORITEHAT
BENHYFET HBRICIE YA A VIBEUERE LA —F—DHDBRTINDILENSH

YET,
DIV EEDESITBRT HIRENHY FIM?EETSHICIE BETY) 7 TEULGA T3>
EERLFET,

I ZNTNOELWERICIHIARS D FOBESHY FT,

let timeframe = 3d;

SecurityEvent

| where TimeGenerated > ago(3d)

| where AcccountType == ‘User’ and ﬁ“g% VW ==4625
fRACIVItyD

DataType

EventlD

QuantityUnit

| Summarie failed_laqin_aﬁtempts= v

Count(),

Countif(),

Makeset(),

Split(ei " """
latest failed login=arg max (TimeGenerated by Account

| where failed login attempts > 5

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html

let timeframe = 3d;

SecurityEvent
| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and |v ==4625
ActlivitylD
DataType
ventiD
QuantityUnit
| Summarie failed login attempts= v
ounty ),
Countif(),
Makeset(),
Split(),

latest_failed_lo'gin=&ﬁg§_@ﬁjg}ﬂdﬁpnerated by Accouni

where failed loain "attempts > 5
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

=HTEIRE: 58
RORIZET )Y —REECAzure 7R 2 ) T avhbyErd,

Name Type Resource group
| RG1 | Resource group | Not applicable
RG2 Resource group Not applicable
RG3 Resource group Not applicable
SaL Azure SOL Database RG3

SQLITIEEmBM T — 2 551t (DE)RNEMICHL>TULVET,
RORIZRTELIIZ VY—RTNL—TFIZHRYo—ZEYHTET,

Name Condition Effect if condition is Assignment
false
Policy1 TDE enabled Deny RG1, RG2
Policy?2 TDE enabled DeployIfuotExists RG2, RG3
Policy3 TDE enabled Audit RG1

Azure Resource Manager ARM) 7> 7 L— L&A L TAzureSQLT—AR—XZT7 7049 %
CEEHBELTWET, T—2R—R([E RORICFT LS ICHERINFET,
F I OLERIEZENENIRS > FOEENHY T,



Microsoft @ han Yo o

SQL1 will haye'SPE enibled automatically

H-T!J mrca
|

The deplonrent of SQL2 will fail

SAL Wi beveployed and markes & noncompiiant

Answer:
AMgwer Arca ~ kY
SQL will m:pﬂb{ efihl!-d sitomationly ]
- The @Wt 01' SQL2 will fail D
= Mmmutmw.mm O

=FTEIRE: 59

User8IZRG4_RG5. £ & UURGEDFHAEO—ILEEIY L TET,

User8IZED )V —R T IL—TTHRERY hT—0 ENSGEERTEFEFIMN?EET BHICIE, H
ZET)F7TCHEUYLA T a v EERLET,

FFENREFNROELVERICIHIARS > FOBELAHY £9,

User8 can create virtual networks in:

RG4 only

RG6 only .
RG4 and RGE only
RG4 RG5, and RG6

User8 can create NSGS in:

RG4 only

RG4 and RG5 only

- . RG4 and RG6 only
BE\ticrosoft RG4, RG5, and RG6

Answer:




User8 can create virtual networks in: =~ = Microsoft v

User8 can create NSGs in.

EXHTEIE: 60

RG4 only
RG6 only
RG4 and RG6 only

RG4; RG5, and RG6

v

RG4 only
RG4 and RG5 only
G4 and RG6 only
, ,an

container1 & LNS ARINDBLOBa > TF—EApp1 E VWS ARID Y SA T N7 TV r—a®
L AzureStorage7 o > kB HYFT,
Azure Active Directory Azure AD) FREE-{£H L T containerl ~MDApp1 7V LR EZH®IZT %ih

EAXHYEY,
HETIIEZET HEREN?EET HIC
T ODBEREZERENIRA D D

(T, BEEETEYGA T a v EBRLET,
MENHY FT,

From Azure AD:

v

Microsoft

Register App1.
Create an access paﬁm@

Implement agﬁp@_ﬁaﬁoh Proxy.

From the storage acconmt‘

Mod'ﬁ @ authéntication methods.
\ ¥ v
TAdd a private endpoint.

Regenerate the access key.
Configure Access control (IAM).

Generate a shared access signature (SAS).

Answer:




From Azure AD: v

Register App1.

Creale an access package.

Implement an application proxy.

Modifjl the adthentication methods.

From the storagega€Count: | y ot v
1¥ Add a private endpoint.

Regenerate the access key.

IConfigure Access cantrol (IAM).

|Generate a Shared-access signature (SAS).

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-
aad-rbac-portal.md

ExFTHRE: 61

TSy b I+ —LREERERB-TIZIE AKSI1ZREETIVENHY ET,

EDADDT VUL aVEIREBICETITIMLENHYFIN? @FITHICIE BUGTIaE
TOoa3 DR EZTY 7IZHEEL ELWERFIZHENET,

I EBEDERBEOEHDIEFNAELWLNTT, BRRLEZELWMVEXOVWITAADI LD Y &R

TEY T,
Actions . A Answer Area

LA
o — }- mTT
sl L

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC birfdiAg.

Create a custom RBAC role.

Answer:



Actions Answer Area
Deploy an AKS cluster. Create a server application. ‘
Create a client application. Create a client application.
E
Create a server application. Deploy an AKS cluster.
Create an RBAC binding. Create an RBAC binding. |
Create a custom RBAC role. Il " Mcroco L4
Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

B#h1x AZ-500J fERES (L GoShiken.com AR SN =& LAOT LY AZ-500J FHERFEIRELS !

GoShiken.com M ExFHT D AZ-500J FRERFEIEE F 12 L TLVET, GoShiken.com AZ-500J &
BRI R T MENEHT IS WNET, &#HD GoShiken.com AZ-500J FEE %47 Y T
% A& Z % 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF i

BEB L EfMET 30%wHAIEISIo— F: Freepdfdumps)

RATEE: 62

Azure Active Directory Azure AD) T+ > kDY ET,

ROKRICRTLSIC HIRSNFATOz ) FAHBYFET,
Name Type Deleted on

Group1 Security group Apnl 5, 2020

Group?2 Office 365 group April 5, 2020
Useri.. . User March 25, 2020
Userdg  IVI|areesQit April 30, 2020

2020%5H4H1Z_ Azure ActiveDirectory& Bt o2 —%FH L THIR SN =4 TPz 2B
L&S&ELFELT,

ED2DODA TV beBERTEFIDN?INTNDOERBIEIERLLEHRRREFRTILET,

I WERIIERENIRAS > FOEELSHY T,

A.JIL—T1

B. JIL—72
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C. User2

D. User1

Answer: B,C (A —vt—T%#%Y)

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

#HTERE: 63

Azure¥—HR—)L FEELAzure TRV ) T2 a v HYUET, F—R—IL FOFREDEY AT
T ROBRICRESNTVET,

[

{
“RoleAssignmentId”: “3336fcbf-33d8-4c8a-85b6-d8edd964762b",

“Scope”: "/subscriptions/76c42af2-b40d-48Fd-bfib-del7baaarffa",
"DisplayName”: "Useri”,

"SigninMame”: "Useri@contoso.com”,

“"RoleDefinitionName”: “Owner™,

"RoleAssignmentId”: "9d@B0ald-246e-4580-8b8b-877bfec22f7c",

"Scope”: "/subscriptions/76c42af2-baed-48fd-bfib-ded7baaa7ffa/resourceGroupsdRcl fproviders /Mcrosoft . KeyVault/vaults/KeyVaultl®,
"DisplayName”™: "User2”,

"SignloName”: "User2@contoso.com”,

“RoleDefinitionName™: “Key Vault Crypto Officer”,

"RoleAssignmentId”: "

"Scope”: "/subscriptions//bcazati-pavd-astd-btib-dedibaadltta/ FESOUrTeLroUPS/RG1/providers/M1crosott KeyVault/vaults/Keyvaultl-,
"DisplayName”: "Userd”,

“§jgn!nﬁ£!g": “User3@contoso.com™,

'RoggggfénillonNaue': “Key Vault Secrets Dfficen”,

“Rol siff ntld”: “fledb. 2- fas] -Oee7-1285%eead7c”,
"Scopet cr-li?é 1@ 48fd-bf3b-de37baaa?ffa/resourceGroups/RG3/providers/Microsoft.KeyVault/vaults/KeyVaultl/keys/Keyl”
DisplayName" : ¢ -

serd”,

"sigonloName”: “Userd@contoso.com™,

“RoleDefinitionName”: “Key Vault Administrator”,
] }
FOywTA O A a—%#FRALT RISREINTOSBERICEODVTERT—MA YV FERET

T HRZOBRRBZZERLET, T I VBREIERETNIRS V FOEEAHY FT,
Answer Area

[Answer choice] can create keys in the Key vault. b

[Ansﬁ% cenyegeatecsefrts in the key vault v

Answer:
Answer is as image below.

[Answer choice] can create keys in the keywvault. @nly Qﬁe% _'L'afi U'%r‘f“

[Answer choice] cancfedte ncrels iNthe key vault. Only User1 and User3

Microsofd * *
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EHTEIE: 64

ROBEEFHDIDTI—MIL—ILEERLET,

* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1
* Alert rule name: Alert1

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression

* Suppression config: From now (always)

* Name: ActionRule1

UTDERT—FAVKMIDVWT RT— AV RHETHIHEEE EWV I ZERLET, TH
LSADBER, NI IEBRLET,
FENETNAOELWLERIZIEFIARS > FOMELSSHY £9,

e
| .
S

If you start VM1, an alert is triggered. O
If you start VM2, an alert istriggered. O

If you add a tag to RG1, an alert is triggered. &

Answer:



Statements @Y

If you start VM1, an alert is triggerebo no )
& m Microsof
&

If you start VM2, an alert i red. O

If you add a tag to Q an alert is triggered. O

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

EX#TEIRE: 65
ROBRICSRENTWST T— bEETAzurer TRV ) T a vy FET,
All Alerts

o bew alert rule 38 Bt columes 1 Marage alert rubes L View clasne aberts L) Relresh W

* Subsonphbon @ Fesouiie groug O [+ Tume range @

Azure Py - Sponionhig v Y ra— o e bend LY @;. w Pacst heir

Monitor senace Mondor conditon & Severity &ﬁi’ Hate o Smart group id @
15 alacted W 2 plpcted W fevd 3 W E;?J I wlacted e Emert group o

4

Dont tee 3 subscnption? Open Deectory + Subncnplion settngs @%ﬁ%
¥ fitipriong

Al Alerts  Aderts By Smart Group (Preveew)

Lt L=l “‘l'm AR AOSTTOR SERY .. aGRAL TVYPI FeiD) Tokal

il F._'ﬂ Mew - B/6S2009, 112333 ..

A Fireg Acknowledged Activitylog Ad-- 6672019, TE2352 ..

Activitylog Ad-- G620, 12325

: oot
rM*@ FOSO T o S

FOy A A 2—%2FRALT HISRINTVAERICEDVDTERT— AV FEER
SEHEEDERBEEZERLET,
FFENFADOELWERIZIFIARS > FOMIENDY 9,




The state of Alert1 thatwas fidd a3 123520 T T

The state of Alert2 that was fired at 11:23:24

Answer:

The state of Alert1 that was fired at 11:23:52

The state of Alert2 that wasfired at 11:23:24

Reference:

v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

v

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

v

cannot be changed

lcan be changed to New or Closed

n be changed o Closed only
can be.changed to New only

v

cannot be changed
can be changed to Acknowledged only
can be changed,to ,New only €.

can be chanoed to New or'Acknowleédged

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

Ex#TEIRE: 66
FLWOAzure b TRV ) T a VEERLET,

Azure Security CenterCHR A LT T— MIL—ILEZERTED L ZHRTILENHY FT,

TAIRE2DDTIV L IVEENTIN? TN ENDEREETY ) 21—

i'd'o

arvo—8ExRLTWL

T ENEADELLERIZIFNARS O FOMEESHY £,

A A+ R—
B.Azure A hL—C 7 HhO U FEERRLET,
C. Azure AdvisorD#REHFRELFT,

KAzure Active Directory Azure AD) ID{R:&,

D. Azure Log Analytics 7—9 AR—X ZER L E T,
E. Security Center®ffi#&# % StandardIZ7 v 79 L— K LET,

Answer: D,E (* —vt—T %#EY)
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D: You need write permission in the workspace that you select to store your custom alert.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

RFTRIRE: 67

Azure SentinelZ AL T . FHO LWVEBEEZHEHL HEZEMMET20MIL—ILEERT SHFE
TT N—NIZEFEEDIAVR—FR Y PR ETIN?RETHICIE BETEUGA T avE
BRLEFT , FELVEREIZNRETNIRAS > FOBEELHY FT,

r

N NSO1 = 5

Detect suspiciaus hehtgrosoft -
A Kusto query language query

A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

Automate responses: v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:

Detect suspicious threats: -
‘ATransact-SQL quéry

An Azure-PowerShell query
An Azure-Sentinel playbook

Automate responses:

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

,ém Az.tm*sentmel workbook

L= -

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

Ex#TfERE: 68



storage1 & LV 3 & RTIDAzureStorage 7 A7 > b & VM1E WS BRTDAzurefRBET L U nH Y F
4, VMIIZIE T L2 P LSSDY R—S RF 4 RO HYET,

VM1(Zxt L TAzureDiskEncryptionZ BT 2 HELRH Y £,

EDIDDTI LA EIRBIZERTIAIRELNHYFIMN?EETHICK BUNETIaveET
223 D) A Mo RIZEEHICEHL ELWVEFTEREELET,

Actions Answer Area

Run the set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.
-

i

*J

. AV}
Configure storage1 to use a customer managed key!

==

Answer:

Actions Answer Area

L

RV |

Run the Set-AzVMDiskEncryptiontitendion cmdlet.

Create an Azure key vault.

Set the Key Vault access policy to Enable access to Azure Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment. Disk Encryption for volume encryption.

Set the Key Vault access policy to Enable access to Azure IRun the set-AzVMDiskEncryptionExtension cmdlet.

Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

ExFTiEIRE: 69

Group1&Group2M A N\—2y FIEAITETA?RET AICIE EZEDY 7THEUGEA T ay
ZERLET,

FEFNRFNROELVERICIEFNARS > FOMBIELADY F3,




Group1: ‘ v
No members

Only User2

Only User2 and User4

User1, User2, User3, and User4

= Microseft

Group2: | v
No members |
Oniy User3

Only User1 and User3

User1, User2, User3, and User4

Answer:

Group1: v

==Microsoft ’

No members
Only User2 -\
Only User2 and User4

|User1, User2, User3, and User4|

B wpamm  p———

Group2: ’v
N0 members
Only User3
Only User1 and User3
ser1, User2, User3, and User

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership

BT 70



Microsoft GraphZ {# /A L T _ Azure Active Directory Azure AD) A—H—DTONT 4 Z2EET S
FT7VERBRATAZEZHBELTWET, 7T UMAzZUreADIZT Y R TEE L EHRT S0
ELNHYFET RV ZEBRT ILELHYEITM?

A h R LDOEJEENR—ZRDT U Xl RBAC) DEE

B.ARTAToT4T4

C.AzureAD7 F)4r—3>70%Y

D. 7 7)) D&%
Answer: (fRZE%RTd 5)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

RFTERE: 71

RG1EWSERIDY) V—RTIN—THELAzure b TR Y T avhHy H—/N\—L ARG
[Z10EDRETL Y RELRY FT—IVNET1 B LUNSG1EWVWSRRIDARY hT—VFa
VT4 IW—T NSG) &L X1 UT 4T NL—ThHY FEFF, ServerAdmins(d RDPZEER L
TREIIVIZTOVERTEFET,

ServerAdminsD * U IN\—MT7 VXA ZEKT 5156 NSG1HRK605 fE{R 8~ DRDPH##it D A
EII2&EDICTRIRENHYET,

fAIZBRETIRLENHYFETN?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.
B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

Answer: B (A —vyt—T % &)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained

HTfERE: 72

contoso.com & LY 5 £ BiJAzure Active Directory Azure AD) 773 > MZEREST T 5 TLYSHSub1
EWVWSARIDAzZUre Y TR ) T avhHBy £9,

Admin1 & W\ S ZRTDEEEL RDIDIZF I LA TEET,

* OpenlDREDLI—HF—TFHH > b

*Hotmail7 1o > +

* contoso.comDF7 ho > k

* fabrikam.com& L3 B RTDAzure ADTFH 2 FDT7THDO U b

Azure 7 A9 > b8 —%ER LT, Sub1DFAEEAIMINISEET 2 FETT,
SUbT1DFRBIEZEETET A7 AV MMEERTI M

A. contoso.com only

B. contoso.com, fabrikam.com, and Hotmail only
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C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenID-enabled user account

Answer: (fAZE%RTd 5)

When you transfer billing ownership of your subscription to an account in another Azure AD
tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups,
or service principals who had role based access (RBAC) to manage subscriptions and its
resources lose their access. Only the user in the new account who accepts your transfer request
will have access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-
subscription-to-anaccount-in-another-azure-ad-tenant

RFTHEIRE: 73

Azure Active Directory Azure AD) T+ > M2 VI ENTWBSAzurer 7R 9 ) T avhbhy
Y,

AzureiR—AR LS T UA—TSAXT7T)r— 3 0B LET,

Azure ADTHERENEHEMDY) V—R[EFENTIMN?

A H—EXTY 2N

B. X.509;IEAZE

C. 8 &EnrID

D.A—H%—7ho Uk

Answer: A (A —yt—T#ET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

= HTERE: 74

Subscription1& LS BRIDAzure Y TR 9 ) T avhH Y ET,

T 7 A JL k TSubscription1[CE|Y HTH5N TS EF 1) TAREERTITIDELHY FT,
EDAzure R S—FFAZ 7 FIDEERETHERTILENHY FIM7?

A BEEZHMBRER) O—DEE

B. Azure SecurityCenter{ —> 7 F JEE TEREEMIZT S

C.VMA =7 F IEEDAzZUureE= 2 —%HMIZT 3

D. AzureMonitory ) a—23>® eXa T4 LEEB | ZT T4 T ERELRHY FIKR) o —
E&E

Answer: B (A —vyt—T%EY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html

Ex#TMEIRE: 75

v k7 —2%1Z_Azure Active Directory Azure AD) T+ > FEREIT B4 > T L I XADActive

Directory KA A4 UAREENTWET , TF 2 MIF RORICRTLI—HF—HMNEFTNATLET,

Name Source

Userl Azure AD

User2 Azure AD

User3 On-premises Active Directofiy - rosof

TFYMIE RORISRTTIL—THREFRLTUVET,

Name Members

Groupl Userl, User2, User3

Group?2 User?2

ROBEEZETLZLEFRZI MFA) BRI —ZBRBLET,
*F Y LT

*& 8% Group1

I —T2%& kRS

*a Y kO—JL Azure MFAZSRHLE

R O—%EE A

RDEZERAT—FAVRIDWT RT— A Y DtrueDIFEIX[FWZRIRLET, TN LD

BRI [WWA]ZZERLET,
Statements

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted £0 eonfigure MFA registration during
the user’s next Azure AR authentication.

Answer:

Yes

O

O

No

O



Statements

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted to capfigure MFA registration during
the user’s next Azure AD«authentication|

= HTEIRE: 76

VM1E WS BHIDREBT S v EELAzure TR ) T3 oiHY ET,

RD¥ER ZHDAzure Key Vault# e L £ 9,

*£2 81 Vaults

*thigh . KEFEER

*1)Yy—R 5 )L—7T RG1

VM1 TAzure Disk EncryptionZ&#1Z3 A(21E Vaults 2 FEART 2HENHY EI, VY a—T 3
vl Azure BackupZ#FER L1I=VMI1D/NNY O Ty TEHR— T I2LENHY FT,

EDKey VaultiXE# T 2ENHY FIM7?

A. Access policies

B. Secrets

C. Keys

D. Locks

Answer: A (A —vyt—T%EY)
Reference:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

A#7e AZ-500J IREL (L GoShiken.com AR S NF=EHK LOT LY AZ-500J FAERREIRESR !

GoShiken.com W E&H D AZ-500J RERfEIEE 12t L TULVET, GoShiken.com AZ-500J &
BEBIIEH T MENEE T IVET, =D GoShiken.com AZ-500J flIEEZ S Y ¢ T
HAIE B 5! https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF

TEEA L BT E T 30%wiRIEIS 1o — F: Freepdfdumps)

RHTEIRE: 77

OU2&User 2R L CEHBEISN-EREERTTILENHY ET,
EDY—INEFERTIDENHYEFIN?ZFEZADICIE BUGEY—ILEZELWIY—XIZKTY
JLET &Y—NLIE AEFERT I L BHEFEATIED Fo<FERALENIELT
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EFET OAVTUYERTIDICIE  DEN—FERL UBTRSYITEN RIVA—ILTEHHE
NhdEERHY ET,
I UDBERIIZFREFNIARS Y FOMEAHY T,

A
Tools Answer Area .
1#-:% -
The Azure portal ou2: I %) Tool
Azure AD Connect | J.,Isievl ft‘-""? Tool
X L . T
. 5 P
The Active Directory admin center 3;.\]??:- J°
Active Directory Sites and Services/™%, %
TSy 1] -
Active Directory Users and COompilters = M ICrOsoO ft
A W £
Answer:
Tools Answer Area
The Azure portal ouz: Azure AD Connect
Azure AD Connect Userl: |The Azure portal
The Active Directory admin center
Active Directory Sites and Services
Active Directory Users and Computers T M ICYOS Oft

EXHTREIE: 78
RORICRTEET v EELAzZurey TRV ) T3 vHYET,

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROTRIZRT Azure R —F#EBLET,

Policy definition Resource type
Mot allowed virtuaiMachines
resource types
Allowed msnurl:."_ L virtualMachines
types L_1VF

irrancaftt

RORIZETY Y—ROw Y EERLET,

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2




RODBERAT—FAVMIDWT AT FAY RAREDHEE[IFVNERBIRLET, Th LS DI5
BIX [WWARJZBRLZET,
T ENTNOE LLERTIRS Y FOMEAHY FT,

Statements Microso¥ts No
You can start VM1. O O
You can start VM2. O O
You can create a virtual machine inRG2. QO O
Answer:
Statements Yes No
You can start VM1. O O
You can start VM2. O |§
You can create Bfifial machifieinRG2. O [O]

ExFTIEIRE: 79

Azure TRV )T avhihbyUET,

ROBH#iFET=3 AzureRY) O—Z R L TTTOA T HRLELHY FET,
*HLWMRET Y UNTTOMENdE HREZLEF 1Y) T A IEREENABFHNIZA VX F—IL
SNFET,

*EEIADFRET L UICH L TEBER SN BEREIRVE M) A— L THEREREE A VR b—
IWLET,

RYO—IZIEMAZEOIDELNHY FIH?EET HICIE, EEEHTEYLGA TS 3 U FER
LET,

L WERIIZENRENIRAS Y FOBEELHY T,



Definition effect:

Append
DeployifNolExists
EnforceOPAConstrai If
EnfﬂrceRegc:Fc!ia'r
Modify = B

O

manqg!ﬂ identity that has the Contributor role
mahaged identity that has the User Access Administrator role

) &ﬁ: g:ﬂg:: E.mg& Eﬁﬂ s’Admmistramr role

Assignment remediation task: | v

Answer:

Definition effect: % iVi |C FO Si)ﬁ)t
Append
DeploylfNotExists
;nforcem-:mstraim

EnforceRegoPolicy
Modify

Assignment remediation task: v

managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role
A service principal that has the User Access Administrator role

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

Ex#TfEE: 80

User2PIMZEETE S L 2RI ILELNHYET,

BRI ZITRETIMN?

A.User2(25 O0—/\)LEBEO—)LZEYHTET,

B. contoso.comD B AEZEBRLFET,

C. contoso.comPDIDtEF 17 RAT7ZEZHEHLET,

D. User2M ZERFBEE MFA) ZARICLET,

Answer: (f2& % &RKT B)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a
directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management
(PIM) for contoso.com Reference:
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https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
getting-started

HTERE: 81
RDORIZTRT 1—H—F ST Azure Active Directory Azure AD) T+ > FhHY ET,

MName Multi-factor authentication (MFA) status
User1 Disabled
User? Disabled
User3 Enforced

Azure AD Privileged Identity Management PIM) Tl 3> b Ea—42—0O—)LOBO—)LERTE
X BEICRTESITBRENATVWET, BRIZTZEIVYILET,)



Role settings 0O X

Assignment

Vi efge 1o § eiadii

Expire eligible assignments after
3 Months L

Allow permanent active assignment

Expire actrve assignments after
1 Month ~

v Require Multi-Factor Authentication ogiactive aSsghiment
v Require justification on active assigfgnent

Activation

Activation maxamum duration (hoges)
------Ol‘-.‘?ll.'. N T 8

v Require Multi-FaglorButhentication on activation
v | Require justfif@uonon activation

Require ticket infOrmation on activation

Require approval to activate

e

RORIZERT LSIZ 2019F5A1BICA—HF—IcHBEBEEO—IILZEYHTET,

MName Assignment type
User1 Eligible
User2 Active
User3 Active

RDBEAT—FAVFZDWT ATF— AV FAEDEEIE[EIWERBIRLET, ThLSNDIG
BlIE [LWWNZ])EEIRLET,
FFENFROE LULERIFIARS Y FOMEINHY T,



Statements Yes No

On May 15, 2019, User1 can activate the Contributor role. B

On May 15, 2019, User2 can use the Contributor lm ' M%C ro Sg

On June 15, 2019, User3 can activate the Contributor role. < O

Answer:

Statements Yes No

On May 15, 2019, User1 can activa% ontributor role. |
L

O
] :
On May 15, 2019, User2 can @Cumribmorm& ‘VIEDS@C

On June 15, 2019, Userd o] O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
resource-roles-assign-roles

=HTfEIRE: 82
SHIZIE . RORIZRT 22— —F S L Subscription1 & LS ZRIDAzure TR 1) T 3 U
HYET,

Name Role
User1 Global ag,rggé‘ifs7trator
User2 Billing ‘edministrator
User3 - ¢}, Owner

Userd \ictdshécount Admin
SRIEFHLVAREFICKRIAMEINET,
=1t (I Subscriptiont DT BIEZEET DVENHYET,

EDA—HF—HLHEEEZZFRETE, EOY—ILEZERATIVENHY FIM? @EETDHICZIE, E
BZTT7TCEUGA T aVEBIRLET,

FFENFADOELVERIZIFIARS > FOMIENHY F9,




User: v

User1
User?2
User3
User4

Tool: = v

e

Azure Account Center
“|Azure Cloud Shell
Azure PowerShell

Azure Security Center

Answer:

Uisar: — Microaef:’v

User1
User?
User3
User4

ure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azure-subscription

B FTiEIRE: 83

Azure Active Directory Azure AD) T3+ > k% {#H9 % Microsoft 3657+ > FhAH Y F

9 ,AzureADFF > k& Azure AD Connect®D A4 VA BV AZFERALT AV TLIAD
ActiveDirectory KA /4 VICREIEILE T,

FLWAzZure b J RO ) T2 a o EERLET

BHiSNA T LIRA—F—THADVME HFLWH IR T aoTcO—bEEIUSET
I ENTEGNIZ LAY ELT,



B &S f-AzureADI—H—7F h ™o > FIZAzure & Microsoft365MD KR ENZENY U THZ EMNTE
Bl LEHERTDHDVELNHYFET,

HE IR EITRETTM?

A. Azure ADConnectM2BEB DA VR A VA EHERLET,

B.#HLWH TRV )T arvTERAINDAzureADTFH U FEEBLET,
C.7xTL—YavBizERTALSICHLWWG IR Y T 3 U CERINDAzZureADT
FTUMEERLEYS,

D. NRARJ—FRZFERTHLIICH LWV TR Y T a3 o THERINSAzureADTF > k
HERLET

Answer: (&% %KT9 D)

=RETRIRE: 84
RORIZRITF—aAVTFHF—%28L Azure TRV ) T avhibyFEd,

Name Purge Permission model
> protection

KeyVault1 Enabled Azure role-based access control (Azure

RBAC)
KeyVault2 Disabled Azure role-basegsaccess control (Azure

RBAC) Microsof

BIRHYTLa vt RORICRT I—F—AREETATNET,
Name 'Y{!! Assigned to

Admin1 | Key Vault Contrnibutor KeyVault1

Admin2 | Key Vault Secrets Officer KeyVault2
Admin3 | Key Vault Administrator KeyVault1

6RA1BHIC.RDT7VLavEETLET,

* KeyVault! /™5 keyl E WS BRI F—ZHIBRLET,

*O—O Ly b1 EWVWSEFIDI—Y LY bE KeyVaull2 M5 HEIBRLET,
RDERAT—FRADVRIDWT ZEYTHEEEF [TV ZRIRLET, TRLUSNDBZEIEL, LA

A EERLFET,

Statements

Adminl can recover keyl on June 5

Admind can purge secret] on ||.l'lf ‘I

Admind can recover key W obtne 17,

Answer:
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Statements Yes No

Admin1 can recover keyl on June 5

Admin2 can purge secret1 on Jufie’l ..

Admin3 can recover keyTon June 1§

Microsoft

& #HfERE: 85
RORIZRTRAML—CThI U bEETCAzurer TRV ) T2 a vl FET,

Name ] TyE
storage1 Azuré Blab.stdrage

storage2 ﬁ&ufe Files SMB
storage3 ' Azure Table storage
ATV EREBAT DVENHYFET,
EAML—CTFTAD U MIEDRRS A TEFERATEEIN?BET HICIE, MEFEE THEYA
FITavERIRLET,
F I WVEREIENTNIRS > FOBEELAHY FT,

torage1: _ g v
Shared Key only — il E}l‘*fﬁ E’Cﬁ‘ﬁ?@g@ﬁcﬁ
Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
Shared Key and shared access signature (SAS) only
Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)
torage2: v
Shared Key only Y 1A Y
Shared access signature (SAS) only
Shared Key and shared access signature (SAS)
ttorage3: v

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Answer:



storage1:

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

storage2: o

|Shared Key only :
n sShared access si nature (SAS) only
\/ shérdd ke a@?h ared access signature (SAS)

storage3s:

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Fhared Key, shared access signature (oAs), and Azure Active Directory (Azure AD)

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access

EFTEIRE: 86

Subscription1& LS BEIDAzure S J7 X9 ) T 3 ubH Y ET,
VM1 & LS ZRETDLinux{R 38~ & > & Subscription1(C7 704 LET,
VMIDA )y AT EERTEIBLENHY FT,
D18912E1457D5D1DDCBD40AB3BF70D5D
fAlZESRETIMN?

A. AzurePerformanceDiagnostics i 3R RE

B. Azure Analysis Services

C. Azure HDInsight

D. Linux Diagnostic Extension LAD)3.0

Answer: A (A —yvt—T %KY

ExFTiEIRE: 87

Admin1&E VWS ZRIDA—F—ERGIEWVWSLZFIDY) V—R T I—TZELAzure I X9 1) 7
avhbyET,

Azure MonitorT, ROKRIZKRT 73— MIL—ILEERLET,

Name Resource . Condition
Rule1 RG1 All security operations
Rule2 R(G1 All administrative operations
Rule3 Azure subscription | All security operations by Admin1
Rule4 Azure subseription: | All admin strative operations by Admin1

Admin1lE RGIUZH L TRODT Va3 vEETLET,
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*VNET1EWS EFIDRERY FD—0 %EMLET

*Lock1& WS AHIDHIBRR Y Y ZEBMLET

AdMiNIDT7 I a3 vDFERELTTZS— b E M) A—FBIL—ILIEENTIM?RET BICIL,
EZSEE CEY G T a v EERLET,

L WVEBREIZEAFNIRS D FOBEELADY T,

Adding VNET1:

Rule2 only
Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1:

Rule2 only

Rule4 only

Rule2 and Rule 4 only
Microsoft | Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

Answer:



Adding VNET1: —-— - -
Rule2 only

Rule4 only
Rule2 and Rule 4 enly
Rule3 and Rule4 only
Ruled ,.TR_ule_Z,-RuIe3 and Rule 4

Adding Lock1: o -
Rule2 only
| Rule4 only
I Rule2 and Rule 4 only '
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

ExHTfEE: 88
RORIZTET 74 TLEETKeyVaultl & LV S ZRTDAzureF—HR—IL kB HY ET,

Name Type
ltem1 Key
ltem2 secret
Policy1 Access policy

KeyVault Tl& RDA R FWIEFBIZHKELET,

*ltem1(FHIBRENFET

CEEEILY T MEIBREBDICLET

* ltem2 & Policy1 (SR SN FET,

RODERT—FA D FZDOWT RAT—FA Y DtrueDBEIE [IFWNZEERLET, ZNLUHD
BEIE [WWR]IEERLET,

L WLBBIREIZENAFNIRS D FOBEELDY T,



Microconft
Nicrosoft
Statements Vyes No

You can recover Policy1. O O
You can add a new key-named Iltem1. O O
You can add a new secret named ltem?2. O O
Answer:

Statements

You can recover Policy1. s

You can add a new key named ltem1. 1O

You can add a new secret named ltem2. O

I s
\YiiTa s al -aATT
|. .I-\.:‘ o |. l:I'_,- [ i.I-:._'\-'l: E‘; S'-'_-IIII || E’u

Ex#fERE: 89

RG1EWSERINY) V—RTIIL—TI215MAzurelRBB< S U H Y ET,
TRTCOBEBT L VFRA—DO7 TV r—2a v EETLET,

REBT7 IV —23 0T NDcT7HMREISUTETINDIDOEHSCRLENHY FT,
HEIMETHIREN?

A. AzureR!) O—ZRGIICERALET,

B. Azure Security Centeri\ 5 EIRE 7 T r—avay FA—ILEERLET,

C. Azure Active Directory Azure AD) IDIREZFERLET,

D.RG1IZY Y—RBOv Y &EALET,

Answer: B (A —vt—T %KY

Adaptive application control is an intelligent, automated end-to-end application whitelisting
solution from Azure Security Center. It helps you control which applications can run on your Azure
and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs
against malware. Security Center uses machine learning to analyze the applications running on
your VMs and helps you apply the specific whitelisting rules using this intelligence.

Reference:


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

HTERE: 90

Azure Key VaultZ e 3 2 EAH Y ET, 2DV ) 12— 3 U TlE Key Vaulth S HEIBR S ht-
AT2x) FEOBHERETIVENHY FT,

ARV REEDESICRTITHARENHY FTITM?EZTAICIE EETY 7 TEULGA T 3
VEERLET,

FEENTNOELWNERICIFIARS > FOMBIESHY 7,

New—-AzureRmKeyVault -—-VaultName ‘KeyVaultl’ -ResourceGroupName ‘RG1’

-Location ‘East US’ [v v
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile

Tag na: .| |-EnableSoftDelete

Answer:

New-AzureRmKeyVault -VaultName ‘Ke yVauB L Reldgur c:thoupHame ‘RG1’

-Location ‘East US’' ‘v ‘v

-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile

-Tag -EnableSoftDelete |
-SKU

Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

FTEIRE: 91

FCOBEME RLCYSFHUAZRTTH5—EDOEMO—FH T, V) —XDEEMICIE, GBES
h-BE%ERTHAEEOHIBEDYV) 12— avREFEFRTVWET, —HOEBEMtE v kI
FEHDOELWERRAHDIBELHNIL, ELVVERRALGTWNEELHY FT,
ZDEHVLAaVDEBEMIZAETSE FOERICRDACEIITEFRA, TORE, ChoDER
FLEa—E@EIZRTINEFA,

Azure Security CenterZ{#A L T 3D2NDAzure 7RV 1) T 3 vD—xmibShi=R) L —EE
EITWET,

WK OHWDRY S—FEEZFALT HIRV YT avntexaT71428EBLET,
3IDDY TRV T2 avdRTICKR O—FEZITIW—TELTEBIHILENHYET,

Y )a—23y EWIN—TERMRET DAV TFITLEENYBTHEERLET,
CHNIFEREZERLTOVEITN?

A. [ELy



B. L MMZ

Answer: A (A —vt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview

A#7x AZ-500J REL L GoShiken.com AMEE SN -EH LT LY AZ-500J FHERRTESE !

GoShiken.com MW E&HT D AZ-500J FRERFEIEEK 1t L TULVET, GoShiken.com AZ-500J &
BRI R T MELNEETIIWNVET , &M GoShiken.com AZ-500J FIEEZE 47 Y b T
S A& 2 5 5: https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF ]

BER L EfMET 30%wiilEI5Io— K: Freepdfdumps)

ExFTEIRE: 92
ROFIZRT ) Y —RXEEL Subscription1 & LS ARTDAzure Y TR0 1) T avhHUET,

Name Type |\ /uji10 -0 Category
Initiative 1 Initiative definition Security Center
Initiative?2 Initiative definition My Custom Category
Policy1 Policy definitiari Security Center
Policy?2 Policy definition My Custom Category
Azure Security CenterZ{# /A L T _Subscription1 [ZIBMTESA ZVF7FIER) O—2HBET
SWELRHY FET,

RIZRHETIRLENHYFITN?

A. Policy1 & Policy2d #

B. 4= 7F 710D H

CA=ZSVTFIIEA=CTFI20DH

D.AZSTFFINIAZTFI2 RYUL—1_ BEURY o—2

Answer: D (A —vt—T %KY

Reference:
https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

RFTMEIRE: 93

Azure TR Y T a oHEERLET,

Azure Active Directory Azure AD)Privileged Identity Management PIM) Z{& /A L TAzure ADO—
WERETEZEHI LRI IVENHY FET,

IEFICEITT DIDENHDIDDT VL a v FENTIN?EETDHICIE BUGETIavET
903V AR LEAEZEIYTZICEHL ELWVEFRICHERET,
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Actions Answer Area

Verify your identity by using mutti-factor
authentication (MFA).

Consent to PIM.

S on A P sAD ks ©
: S

Discover privileged roles.

Discover resources.

Answer:
Answer Area ™ Microsoft

Consent to PIM

Verify your identity. by Lsing mult-factor
authentication (MFA)

Sign up PIM for Azure AD roles

1 - Consent to PIM

2 - Verify your identity by using multi-factor authentication (MFA)

3 - Sign up PIM for Azure AD roles

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
getting-started

=EMIRE: 94
RORIEIHET S VEELAzure P TR Y ToavhnhpyET,

VNET1/Subnet1 AR/ 13.80.73.87
VNET2/Subnéet2 2.1, 213.199.133.190
VNET2/Subnet2 L2: None

Subnet1 & Subnet2(Z 1% Microsoft.Storagetr—E X T Y KR4 > FOEBR IR TULVET,
ROEIZFRT LS ICHER SN TLyBstorageacc! & LN ZHTDAzure R fL—C7Ho Y bAH Y
9,



- X O Refresh

Allow access from
o All networks @ Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks

Secure your storage account with virtual networks.  + Add existing Wirtual network
+ Add new virtual network

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RANGE STATUS GROUP

No network selected.

Firewall
Add IP ranges to allow access from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
| IP address or CIDR
Exceptions
Allow trusted Microsoft services to access this storage acc%ﬂ 0]

[J Allow read access to storage logging from any network [0 '

] Allow read access to storage metrics from any network | M ICrOSO ft
RDERT—FAVFZIDOWT RAT— AV DEDGZEIE[EWNEFERLET, TN LUNDIS
BlIE [WWR]EEIRLET,

Statements Yes No
From VM1, you can upload a blob to_s_tOrégeach O O
From VM2, you cah upload a b’lqg to storageaccl. O O

From VM3, you can upload a b%b \efagesearlt o o

Answer:



Statements Yes No

From VM1, you can upload a blob to storageacc1. O O

From VM2, you'can upload-a blob to storageaccl. O O

From VM3 , you can upload a blob to storageacc1. O O

Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

EHTEIRE: 95
sql1& WS ARIDAZUreSQALT— A R—RXEELAzure TRV ) T2 a vhHYFET,

sQUZEEITHFETYT,
EEOJDREZERTIVHELAHYFET V) a—SaviEd ROBEHEB-IDELAHY F
9,

Kusto/ T EBEFERALTARV DI T ) EHR—FLET,
EEEEEZR/NRICHIZZEFT,

RZEBRT DIDELHY EITM?

A. an event hub

B. a storage account

C. a Log Analytics workspace

Answer: C (A —vt—T %K)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-
wizard

E#fEIRE: 96

I oBEME RALEEEZRTVK OMDEMICEFEFNATVET L ITRTOEMICIEHBEFD
BRAHYET , V-2 avhBEHZHZLTVLINESINEHERLET,
HIET-D=$LIZIE, weylandindustries.com & LD ZHRIDE— kA 4 > Z#DActiveDirectory 7 #+
LA MBHY FET, £1= B CLETDAzure Active Directory Azure AD) T+ b2 HY FET,
ActiveDirectory & AzureADTF > F D& Z#E% LE L1z, Azure ADConnectz T 7RAA1 9 5F
ETY,

HEDEKETIX NAT— KRR o—La—F—054 > OFIRA, Azure ADTFH > FZREHEIS
NEZA—Y—THhOUMNIEELEER DELGY—N—OHEMNEIREEINEILIITTEILENHY
F9,

fiiR5 Active Directory 7 T T L—> 34 —EX ADFS)ED Tz TL— 3 v OEA%EHE
HLET,

Y )a—2aVIFBEEERLTOETMN?

A. [FLy
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B. L MMZ

Answer: B (A —vt— U %7&9)

A federated authentication system relies on an external trusted system to authenticate users.
Some companies want to reuse their existing federated system investment with their Azure AD
hybrid identity solution. The maintenance and management of the federated system falls outside
the control of Azure AD. It's up to the organization by using the federated system to make sure it's
deployed securely and can handle the authentication load.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

HTfIRE: 97

BT UEECAzZUre TRV ) T avhibyYET,

FTRTOFREI L ADT YR VA AL NUTIVMT V2R ZEZE/HIZLET,

DE—FTRY by TE2FERALTRET D VICERT IVENHYFET,
HEFRAMAETRETIHN?

A. Azure Directory Azure AD) DHFIEIDERE PIM)D S £F a1 T+ EBEODI—H—DO—)L %
TOT4ILLETS,

B. Azure Active Directory Azure AD) D4F1EIDERE PIM)M S KBTI U OEEDREET Y
T4 TEELET,

C. AzurelR—& Lo RET O UEERL [ERIZEBRLTHL [TV ERAOER]ZERLE

v,

D. Azure?dR—4Z L SR o > %EIR L Network WatcherAgentfx < v & EBM L ET
Answer: (f2& % &RKT B)

extension.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

RHTEIRE: 98

contoso.com & LY 5 £ BT Azure Active Directory Azure AD) 73 > MZEAEST T 5 TLYSSub1
EWSBRIDAzZUre TR 9 ) T3 vhHyYET,

ROKRIZET )Y —ATHEREINEIT IV r—2 3V EEETHFETT,

Name |\ /1 1. - Type | Description
A Cosmoa DB account containing a
Azura Cosmos DB database

Accountl
CosmosDBAccoun account Named CosmosDB1 that serves as a
| | back-end tier of the application
nfigured | rv th
WebApp -Ln.ua::upp A web app configured 10 serve as the

| middie tier of the application

A—H—IX Azure ADA—H—TFHO U b EFERALTERIEL, VY —RA =Y UFFALT
Cosmos DB7 ho Y MZF7HOE®ALET,
CosmosDB1#E & UWebApp1 TEEINDS X RV #HAT 2LELHY EFT,
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JY—RZEIZEDR R ZHANT 2REAHYEIAN?EET HICIF BEL) 7 TEYGH
ToavEBRLEY,
T ENEADE LLERIZIFNIARS O FOMEESHY £,

CosmosDB1: ' v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

WebApp1: ' v

Authenticate Azure AD users and generate resource tokens.
Amnem cate Azure AD users and relay resource tokens.
Greale database users and generate resource tokens.
Answer:
G osmosDBA: IVitee OS50 1 L 'V
Authenticate Azure AD users and generate resource tokens.

Authenticate Azure AD users and relay resource tokens.
r(':reate database users and.generate resource tokens.

WebApp1: ' | v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens. ||
Create database users and generate resource tokens.

Reference:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

=ETERE: 99
Azure AD7 T r—S a v DBBERBEDERNIDET IV ERADEHREZ/-LTWS I L

FRTEILELAHYET,
Azurel R— A L TIXAZFERTILEAHY T ITHh?EZTSHICIE AEBEETEULGA TS 3
VEERLET,

I ENETNOE LLVERIIIRAS D FOMBENHY FT,



To configure the registration settings: v
Azure AD —User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD - User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

RA* Ca
f " g
IVIICrQSOTTL

Answer:

To configure the registration settings: ‘ | ) 4 |
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

zure AD — App registrations settings

e "Applications — User settings ]]

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent
Topic 1, Litware, inc

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of
43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The
tenant contains the user objects and the device objects of all the Litware employees and their
devices. Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity
Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dymamic User membersh}p type and
contains the Chicago IT.team |\/| 1 " I'¢

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type Description

VNet1 is a virtual network that contains
, security-sensitive IT resources. VNet1

Yhials Virtual network contains three subnets named SubnetO,

Subnet1, and AzureFirewallSubnet.

VMO is an Azurewirtual machine that runs
Windows Server 2016, connects to

L Vel orecnine Subnet0, ahd hasjust in time (JIT) VM

access Configlred.

/M1 is.an Azure virtual machine that runs
VM1 Virtual machine ‘Windews Server 2016 and connects to

SubentO.

SQLDB1 is an Azure SQL database on a
SQLDB1 gg',:;g assgL SQL Database server named

- LitwareSQLServer1.

WebApp1 is an Azure web app that is

WebApp1 Webapp accessible by using https://litwareinc.com

and http://www litwareinc.com.

Resource Group1 is a resource group that

Resource Group1 | Resource group contains VNet1, VMO, and VM1.

ResourceGroup2 is'a resource group that

RESSGERIDIRS | Resomcegonp contains shared 1T résources.

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on ViNetl1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnat0.
AKS1 A:;; Kubamatgalaawma A managed AKS cluster

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a
permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to
applications that access company information on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.
Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.
Following the implementation of the planned changes, the IT team must be able to connect to
VMO by using JIT VM access.



A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.

= #fERE: 100

Azure') V—ARIF—V ¥ —T T L—FEFEHALT B—ICEBRINIzAzurefRE< L O DEH
DEHFZETITDIFETYT . REFADEERBETHV Y bD/IRT— FIX E% BHAzure Key Vault
[To—9 Ly hELTRESNFET,

SFRAPICETGS—I Ly bEECXF—HR—ILFEHEET SV —RXIDZEIMICEET 5%
AT AVLENDY T, Key VaultDARTES—I Ly FDRFIE A2 TA4 VINTA—5—
ELTREENFT,

)V —RIDDBEICIFZERT E2BEAHY EITMN?

A X—HR—ILETIEARY) >—

B.Uvoy&ht=7>7FL—+t

C.INTA—=Z—T74)L

D.B&ME7ho vk

Answer: (& %X D)
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?
tabs=azure-cli#freference-secrets-with-dynamic-id

R#TiERE: 101

RORIZETESIC RGIEVWSERIDY Y —RTN—TERy bI—o X)) T4 5IL—7
NSG) &L Azurer 7RV ) T avhbhbyErd,

Name Location Flow logs status

NSG1 West Europe | Off
MNSG2 West Europe | Off

ROBRIZKRT AzurerR ) —FERRLE T,
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Parameters Hemediation Mon-comphliance messages Review + create

Basics

0k

oM 51

licrosoft el Somon

£ xclislohs Azure Pass - Sponso pMRG1/NSGI

Policy definiticn Flow logs shoukd be enabled for gen Betwork security group
Assgnment name Flow logs should be enabled Tar every network secunity group
Descripbon Descnpboni

Bolicy enforcement Enabled

Asngned by

Paramigters

effect

Remediation

Create managed sdeniity
Managed identrly locatioh

Create a remadation 1ask

Hon-compliance messages

Default non-compliance message

R —ZRGIZEIYHTET,

R O—%ENSG1ENSG2IZEIY B THEESHBYFETM?
A. 70—0O%J(INSG2TOHREMIZHY FT,

B. 70—0O%(ENSG1ENSG2TE®IZH Y I,

C.NSG1H LUNSG2m 7 O0—O 5 (XEMIZHEY F3,

D. 7O0—0AJIENSGITOHEMIZIHY FT,

Answer: A (A —vt—T %KY
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Azure AD Premium P2TAzure 7R 9 ) T a U &#ERRLET,

Azure Active Directory Azure AD) Privileged Identity Management PIM) Z{#MA L TAzure@—JL
ZRETEDLZHERT IVDENHYFET,

BT IZETT IDENHDI3IDDTILavVIFENTIN?EEZTHICIE BUBETIavET
923 O)RASEETY FICHEEL ELWVEFICENES,
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Actions | . Answer Area

Discoveaivileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor

authentication (MFA).
Answer:
Actions Answer Area
; - Verify your identity by using multi-factor
Discover privileged roles. authentication (MFA).
Sign up PIM for Azure AD roles. Consent to PIM.

Discover privileged roles.

Discover resources. Discover resources.

Verify your identity by using multi-factor .
authentication (MFA). Sign up PIM for Azure AD roles.

=HTERE: 103
RORIZRKTRAL—DTHO U b EETCAzure Y TR ) T avhibyEd,

| storagel | Standard BlobStoraalk, 7° || thabikd
storage2 Pl’emium' BloghE Eim 7 <abiea
storage3 Standard ¢ ¥ L[ Stors R~ Lieg
storaged | Premium | L' |File$S D'lﬁl

stosages 1 Ssnderd o 1 Storsge? Enabled

Microsoft DefenderforStorageZ B LE T,

Microsoft Defender for StoragelZ &k > TERMENTWAR FL—DDR FL—UH—EX

& . Microsoft Defender for StoragelZ &k > THRESNTWVWAR ML=V T AD U MEENTT
MN?EETHICIE BEI)T7TEULGA T a U EERLTLEZSN,



Monitored storages senvices:

Protected stOrage _l‘CtD‘Jn‘S:

.E'

Answer:
=

Microsoft ¢
Monitored stOrages

e jsenillEl File senaces and table Senices onily -

Protected lhﬂ_lh ib:ounls: storage 1, storaged. and storageS only .3
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ROEMIZTTREIOBNY HTHBYFET,

[

( !
“RoledssignmentTa”: “1laetel?-bela-a13f- Huﬁﬂ}ﬁnﬁhr .
“Scope”: “/subscript toﬂrﬂalbm‘gi-ﬁmz-}aﬂh “B73c5045F ke resourcalroups /RG1",
"Displaytiame”™: "Agdeinl” e, |
SignInMasa”: &um’ﬂn:ﬂumn.g

*moleDef initlontiank £ Owner”, M I Cros th

“RoleDefinitionTd™ Trsubscr ipt !Dﬂl‘-l 1Bafe7 -Dbed-S28a-227a-B7 JcRadSbbe fproviders)

FAYTEOY AZa—2FALT RIZRENTOSERICESVTERT— AV FETERM
SEDEEDERKEZERLET,
FEENTNOELWVERE N RS2 bOEBEAHY FT,

cholce] can delete VM 1. P [*]
B Crosot .

Only Admin1 and Admin3.
Only Admin1 and Admind
Admin, Admin2; Admin3, and Admind

[answer choice] can create new resource groups. E Jm v]
Admin1 Oﬂl These are the nklctlonf for the statement [answer choice| ca
Admin2 only
Admin3 only
Admin1 and Admin3 only

Admin1, Admin2, Admin3, and Admind
Answer:

[answer choice] can delete VM1, |

Only Adminl

[answer choice] can create new resource groups. Jm -]
in Onl These are the u}gﬁons for the statement [answer choice] ca

Adming only

Admin3 omy
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I oBEME RALEREZRITVKOMDEMICEENTUVET L, TXTOERICITBEFD
BRAHYET , Va2 —2avhBEHZR/RZLTVWINESINEHERLET,
HE-DE%(Z1E, weylandindustries.com & LS ZRIDE — K A 1 > Z#FDActiveDirectory 7 #+
LA RAHY FT, - B LCLBIDAzure Active Directory Azure AD) T+ > rE£HYET,
ActiveDirectory & AzureAD T+ > FD#iE ZIEH LE L1z, Azure ADConnectx 77049 5F
ETY,

MEDEBTIX NNRT—FKRYo—a—F—054 2 DHIBEA_ Azure ADTFH > MZEHE
NEA—HY—ThOU MNMIEEESZ BERY—N—DHEIEIREEIND LT ILELAHY
FY,

R IR TD— RNy aR#AE S —LLASSODNEREZHEHLET,

Y )a—2 a3 VIFBEEEERLTOETMN?

A. LMNVZR

B. (LY

Answer: A (A —vt—T%EY)

HTfEIRE: 106

FCOBEREI RLOFIVAZRRTH5—EOERO—ETT, D —XDEEMICIL, EHES
NEBEEZERTIHABMEOHIHEDOY) 12— avhAEFEATOEYT, —HOEMtE Y ~IC
FEHDOELWVERREAHDIBEELHNIE, ELVVERRALZWNMEELHY EFT,

DY avDEMICRET SE FOERICRSZEFITEERA, ZORE CAOHDER
FLEa—BE@EIZRRTINEFA,

Azure Security CenterzfEA L T 3DNDAzureh 7RV 1) T avh—wmibEntzR) O —EE
EITWET,

WEDDDRY O—FZZEZFALT TR Y TLoavntexa) T4 2EEBLET,
3IDDY TRV T2 avdRTICKRY O—EREEZITIL—TELTREATILENHYFET,
RRER Y —RTS 7L BEBIIN—TERMRETHENY LU TEERLET,
CNIFERZERLTVHEIN?

A [FLy

B. L VR

Answer: B (A —yt—C #%9)
Reference:

https://docs.microsoft.com/en-us/azure/governance/management-groups/create

BE7: AZ-500J FEIRES (X GoShiken.com M S i-EHK L9 LY AZ-500J SHERRIRESE !
GoShiken.com W& HT D AZ-500J FRERFEIEE 12t L TULVET, GoShiken.com AZ-500J &
BREREIIRHT MENEE TS IVET, D GoShiken.com AZ-500J fEE E7 v + T
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RFTMERE: 107

v kD —21Z1%, contoso.com & LY S A RTMDActive Directory 74+ LR FAAEFENTULVET,
contoso.com & LS & RiIMAzure Directory Azure AD) T+ > bDH Y F£ 3,

Azure AD ConnectDERFZTES VA F—ILA T a & FRALT RHPEERTHSFETT,
HESN-HEBREETITAEOICBRELZO-IILETIL—TE2HBANT 2HENHYET, V21—
vaviE mMHEDRAZHERT HILELNHY ET,

ED2DODRENETIN—TE#HBNT I2BENHBYEFTH? ZTNETNOEREEY ) a—30D—
BERLTWET,

EENFNROELVERICIENRS > FOMIELHY F£9,

A. Active Directory®Domain Admins% JL— 7

B. Azure ADDt ¥ 1Y) 714 EBEEDRE

C. Azure ADD S O—/\)LEBEDEE

D. Azure ADDO1—H—EEEO—)L

E. Active Directory®Enterprise Admins % JL— 7

Answer: CE (A —vt—U %7

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions

HTfEIRE: 108

Vault1 & ULy S B RTDAzure Key VaultZ & Azure TR Y T avip U Ed,

Vault1 T, Secretl E WS RBIDL—Y Ly FEERLET,

77— 3 UBFEL Azure Active Directory Azure AD)IZ7 T r—S a3 & BB LE
ER

TI)r— 30 Secretl #HRATED L EHRTIVLENHY FT,
DE=IIRZzT o EHN?

A.Azure ADT_ O—)LZEERLZET,

B. Azure Key VaultTHX—Z{ER L E T,

C. Azure Key VaultT 7y AR o—F#ERLET,

D. Azure ADT Azure AD7 U —2a>0Xx /B MLET,

Answer: C (A —vt—T%#EY)

"You may need to configure the target resource to allow access from your application. For
example, if you request a token to Key Vault, you need to make sure you have added an access
policy that includes your application's identity. Otherwise, your calls to Key Vault will be rejected,
even if they include the token" https://docs.microsoft.com/en-us/azure/app-service/overview-
managed-identity?tabs=dotnet
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SDDARAML—UF7HDIU R SQLE WS ZRIDAzZUre SQLY R—D R4V RA VR B ELUV3D
DAzureSQLT—ER—R&#ELAzure TR Y T a vbiHYET A L—OFTHD U b
F, ROKRITRT LS ITHEEINET,

SQUMICIFRDEBEENHY T,

R A

*BE A 5t storage

Azure SQLT—AR—X X RORITRT LS ITERINTLET,

ANIWET Arca

Statements Yes No

Audit events for DE) aregéittén 19 storaget

Autit 'events Tor DB2 are wnitten to storagel and storagel.

ﬂwn | U:: ro 5 @o& Ie3 can be used as an audit log destination for DB3
Answer:
ANSWET Arca
Statements Yes No
Audit events fgr DB aréwnitteép 10 storage D
AUt 'Bvents 10r DB2 are written to storage and storagel. D
Microsoft |
= e Storage3 can be used as an audit log destination for DB3
Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview
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ROERIZRT ) Y —REFEE Subeription1 & LS BRIDAzure S TR 5 ) T3 vhH Y ET,

hw&mmmhhtmm
Format (CEF) E_Mirrnqnff

KDY —REELSubeription2& LN ARIDAzure b 7R ) T avhH Y £9,
AzureSentinel 7 —49 A RX—X

AzureA R Ty FLA VAR VR

NVAD 5 AzureSentinel [CCEF A v E— U E# MY AL BELHY £9,

L UDERIZENRENIRS > FOMELAHY £9,
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RDORIZERT VY —REZETCAzure TR0 ) FoavhbyET,

Name _ ﬁ Type
VM1 Virtual machine

VNET1 Virtual network
storage 1 | . Storage account
Vaultl KB Nault <.

H IR 1) T 3 > TAzureDefenderzBZIT B FETY,

Azure Defenderz AL TRETE D V—RFENTIMN?

A. VM1_VNET1_storage1, & & U'Vault1

B. VM1 _VNET1, $ & U'storage1® #

C. VM1 _storagel, & & UVault1 D&

D. VM1E & 'VNET1D #

E. VM1 & storage1 D #

Answer: (& %X D)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

R#HEE: 112

T—RETTIVr—2a v OEGERT L SIZSQLDB1ZEHT HREAHY T,
EDIDDT I AV EEBICETI A EEZHBOLEIT N ?AET SICE BEYNETI Va3 Y
7023 DA MALRAZEIVTZICEBEL, ELVEFICHERFTT,
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Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1.

In SQLDB1, create contained
database users.

Microsoft SQL Server Management
Studio (SSMS).

Connect to SQLDB1 by using @

In Azure AD, create a system-assigned
managed identity.

In Azure AD, create a user-assigned
managed identity. N irvac

Answer:

Answer Area

From the Azure portal, create an Azure AD
administrator for LitwareSQLServer1

Connect to SQLDB1 by using SSMS

In SQLDB1, create containeq‘;ma;}ggg Msers

1 - From the Azure portal, create an Azure AD administrator for LitwareSQLServer1
2 - Connect to SQLDB1 by using SSMS
3 - In SQLDB1, create contained database users

TR 113
AUTLIR 2y FI—JI2F, RORITRTY—N—DBEFEFNTUVET,

©



Name | Operating system Description
Serverl Windows Server Hyper-V host hosting four virtual

2019 machines that runWindows Server 2022
Server2 Windows Server Fife-s2rvér that has the Azure Arc agent
2019 installed
Server3 SUSE Linkox Database server that has the Azure Arc

Enterprise Server | agent e

(SLES) E 'Microsoft
Windows Server 2019 £71=[& SLES OWIFThHhEFETITHEHDREYL U FEL Azure 7
RO ToavhiHbByET,

opesngsens 2= W CFOSOI t

Windows Server only
SLES and Windows Server

Azure virtual machines only

Azure virtual machines angd'Hypes-\ virtual machines only

Azure Arc-enabled sepversandAzure virtual machines only

Azure virtual machines, Hyper-V virtual machines, and Azure Arc-enabled servers

Answer:

Operating systerms: | i - |
SLES only .

Windows Server only
[SLES ana Windows Server |

'\.-‘_

Platforms: S .3;'% A e
Agure wirfual machines m
Agure virtualmachines mi-p-ﬂcr-‘u’ virtual machines only
Arure Arc-erb Azure virtual machines only

R i1 eidorte] { nmm
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RDFIZRT Azure Key VaultZELSub1 & LV S BRTIDAzure TR0 ) T3 UHY ET,

Marme Iu!lon
Saultl Wit Europes

Vault? East U5

Va3 West Europe
Vaultd

Sub1TIX, ROBALZEFHO>HRBY L VEERLET,
* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.



In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

Answer: A (A —vyt—T%EY)

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk
Encryption needs the Key Vault and the VMs to be co-located in the same region. Create and use
a Key Vault that is in the same region as the VM to be encrypted.

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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FCOBEME RLCYFTUAZRTTS—EQEMO—FTY, V) —XDEEMICIE, BES
NE-BEZERTAAEEOHIHEDOY ) 12— a UAEFATVWET, —HOE/ME Y ~IZ
FEHDELWVERENHIBEELEHNIE, ELWMERRILILBZWNEEELHY ET,
COEIavDEMICRET 3L FOEBICRSCEEFITEERA,  FORE CAOHDER
FLEA—EEICRTINhEREA,

Azure Security CenterZ R L T 32DAzuretr JR 4 ) T avh—mibEshnizR) L —EE&
EITWET,

WDOAWDRY V—EEEZFRALT TRV Toavnptexa )T+ 2EBLET,
B3DDYTRY )T avgRTIZKR) D—ERETIL—TELTERATILENHYFET,
RRE RV —AZTFFITE NVY—RIN—TE#Ra—T LT HEYLHTEERLET,
CNIFEBEEERLTLETHN?

A. [FLy

B. LMVZ

Answer: B (A —vyt—T%&Y)

Ex#TfEIRE: 116

AzureSentinel™ T 7OA4 ShTWLET,

Rule1E WS BABIDAT Da—I)LENE=I0 T )IIL—ILEZERT EIRENHY FTT,
Rule1®V TY)IL—LBOP Y I EEETHICIE MEERTLIHELHYEITM?
A. Transact-SQLRAT— kA > k

B. JSONEZ

C. GraphQL

D. KustoZ T 1)

Answer: D (A —vt—U%&9)
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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I oBEME RALEREZRITVKOMDEMICEENTUVET L, TXTOERICITBEFD
BEAHYET Y- avhBEREFZLTLWEINESHEERELET,
HE-DE%(Z1E, weylandindustries.com & LS ZRIDE — K A 1 > Z#FDActiveDirectory 7 #+
LA RAHY FT, - B LCABIDAzure Active Directory Azure AD) T+ > hE£HYET,
ActiveDirectory & AzureADTF > FD#iEZIEH L E L1z, Azure ADConnectx 7T 7049 5F
ETY,

GADEIKTIE SR T— REY S— & 1—H—05 4 DB Azure ADTF > kIZFIHIE
NEA—HY—ThOU MNMIEEESZ BERY—N—DHEIEIREEIND LT ILELAHY
FY,

FRRER INARIW—FBEEENRT— Ny P aR#ZFEALIZ—LLXSSODFERAZHEIDHL
FY,

Y )a—LaVFEBEEERLTOVETIN?

A. [T

B. LMMYR

Answer: (&% &RT~9 5)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

ExHTEIRE: 118
cont! EWVSEZRID BLOB AV TFH—%FL Azure Y TRV ) T3 oiHYET, Contl [
F RDEHIZRITIOERR)—DHY FT,

FAYTEOY AZa—%2FALT RIZRENTOWSERICEIVTERT— A Y FETE
SEAHEEDERKEERLET,
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"he maximum number of additional stored access policies that you can add

to contl 15 [answer choice].
1

i |
|7
15
The maximum number of additional.immitable blob storage policies that —
you can add to cont1 is [answer choice].
1
2
4
|7
115
m Microsoft
Answer:
'he maximum number of additional stored access policies that you can add =

to cont1 is [answer choice].

S
O =

The maximum number of additional imm& Idb storage policies that

yob cont1 is [answer choice].
* \Q c

= 'Microsoft

Y ) PN

BHE: 119
1—HF—HVMOIST I LR TE R L ERBT SLENHYET, VUa—avETTy b
T — LREEHEHL L TVIRENHY ET,

BEIEAET 5 EH?



A. VMO%Subnet1[ZFEILE T,

B. 7747 74— LT RYMI—D R ZT4vITANR)TIL—ILEBRLET,
C. RT1%AzureFirewallSubnetIZZI Y HTFET,

D. 2747 24#—JLT _DNATIL—ILZHERLET,

Answer: D (A —vyt—T%EY)

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat
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Azure R kL—CF AU DX TABEE STV a—TFTa 2T LTVET,
ANL=CF7hO 0 bOEHROTE=EAMIZLET,

PHOJERET HICEAEFERT ILENHYFITH?

A. Azure Storage Explorer

B. SQL query editor in Azure

C. File Explorer in Windows

D. Azure Security Center

Answer: A (A —vyt—T%EY)

If you want to download the metrics for long-term storage or to analyze them locally, you must
use a tool or write some code to read the tables. You must download the minute metrics for
analysis. The tables do not appear if you list all the tables in your storage account, but you can
access them directly by name. Many storage-browsing tools are aware of these tables and enable
you to view them directly (see Azure Storage Client Tools for a list of available tools).

Microsoft provides several graphical user interface (GUI) tools for working with the data in your
Azure Storage account. All of the tools outlined in the following table are free.

Azure Storage client tool apported - [ Block-Blob | Fage Blob | Append Blob | Tables | Queues | Files

platforms
Azure portal Web Yes Yes Yes Yes Yes Yes
Azure Storage Explorer  [Windows, OSX (Yes Yes Yes Yes Yes Yes
Microsoft Visual Studio  [Windows Yes Yes Yes Yes Yes No
Cloud Explorer
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics ?toc=%2fazure
%2fstorage%2fblobs%2ftoc.json
https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers

RITRIRE: 121

WebApp1& VNS BRTDWeb7 T AHY £9,

WAF1& WS ZRIDOWeb7 T 5—2a v 2747 94—IL WAFR) R S—ZERLET,
WAF1Z{EH L TWebApp1 #RET HILENHY FT,
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B ZIRETTN?

A Azure7B > b F7EEBHRLET,

B. WebApp1IZHLaRIEREZEBMLET,

C. Azure FirewallZ BRI L £9,

Answer: A (A —yt—T#ET)

Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

A7 AZ-500J fEIRES L GoShiken.com AMEfEE =& LT LY AZ-500J EAEREREL !

GoShiken.com W& HT D AZ-500J RERfEIEE 12t L TULVET, GoShiken.com AZ-500J &
BRI R CT MENEHT IS WVET, &#HD GoShiken.com AZ-500J FEE %47 Y T
% A& Z % 5! https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF i

REEA L EfRTE T 30%wiERIEIS 1o — F: Freepdfdumps)

B HTEIRE: 122

SQLEWLVS BARTDAZUreSQLT — A R—RA D Y I H—N—FETAzurey TRV 1) T 3 UbdHh
YEIFT VMI1EWS ZBRIDAzUrefRBET LY VMIE TS A R— P77 FLADOHZZEFEALET,
SQLID 7 7A T IA—ILERBRY FI)—V DEREERODBERIZRLET,

Rule mams Virtual network Subnet

VMIBSQLICER T2 - & £HET ZBEABYET. V11— 3 Vi, BIMSHEORA %
ERTABEABY ET, bl EAET BEM?
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A BEFEOREBRyY FD—0%EBMLET,

B.$ILWI7A 74— ILIL—ILEZERLET,

C.[Azure—ERE Y —RIZCDHY—IN—A~ADT O RAEHAT B F[LWVIZHKELET,
D. iR —&OXFVIZKRELET,

Answer: (fBZ % RTT 5)

RITRIRE: 123
Azure TR 1) T3 vEETCMGIE VNS RFTDERTIIL—TE RGIEWVWSKZRINDY Y—R
GIL—ThHYET RGIIIF VMIE VWS BRIDFEET L UAEENTNVET , RORIZTTH

AR LAzureA—)LANBH Y £,
Role1 MG 1
Role2 RG1

Role1 DHERIE, ROBEIEET 7 1 LISRSNTVET,

“permissionsT:

"Microsoft.Compute/virtualMachines /="

1.

"notActions™: |
“"Microsoft.Compute/virtualMachines/delete™

"dataActiona™: J].
T I'H:" i_"'l;.'fl IR D e =i Bl v 1w e PTG LT AT L T

ermissions™: [

{
“"actlons "z |

"Microsoft.ComputeS/virtualMachines,/*"

"meataActions™: [].
“dataAactions™: [].

"notDatasctions™:

|
RORIZRTA—H—(ZHRENZEYLTET,

MName Role
User? Role1l

Liser2 Rolel, Role2
Liser3 Role

RDBEARAT—FRAVMIDWT RT— A Y FHtrueDIZEFX [IFWV]ZEBRLET, TRLUND
BEIE [WDWRIZERLET, F: L OERIEENRENIRS > FOMMELHY £9,

Answer Area

Statements Yes No

User1 can delete VM1,
User2 can delete VM.

User3 can delete VM1,

Answer:
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Answer Area

Statements Yes No
User) can delete VM1 D
User2 can delete VM1 D

User3 can delete VM1 D

RATEIRE: 124

Admin1 & LS &RITOD 11— —% &L AzureActive Directory Azure AD) 77> FAH Y £T,
Admin1IZIE, 7TV 75— 3 VEAREDOREDNEYETONATUET,

ApplE WS ARIDI 5 K7 T ZBEA L Appl1FAzureADIZEER L ET,

Admin1(E App1®D b—4 UEEBILZEMICT EF T a UAFATELRVW I LEZHRELTULE
ERS

Admin1H’Azure R— 2 )L TApp1D b— VEEBILZ BN TED L EZHRETILELHY F
ER

HET-FAZET o EM?

A . App1DEEBREZ7y 70— FLET,

B. App1DAPIHEREZEE L FT,

C.App1Z I ARA—TS5A4 X7 T r—>a & LTEMLET,

D. EBEXENYKBTET ' UV RT7 TN r—2a Vv EBEDORE,

Answer: C (A —vyt—T%EY)

This is a tricky one because uploading a certificate is also required. However, the question states
that the Token Encryption option is unavailable. This is because the app is not added as an
enterprise application. When the app is added as an enterprise application, the Token Encryption
option will be available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-
encryption

R HfEIRE: 125
RDORIZRT 1—H—F ST Azure Active Directory Azure AD) T+ > FhHY ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

RDERTE 15 DAzure AD Identity Protectiontrf >4 1) R KR o—#E L TERALE T,
*2 Y HT Group1Z&E®H Group2 kN LET

EH AR LN UL

TOERRAT YRR SERZDHANDE

A—H—mAzure ADICH A VA D LIz & ZICRARBIZDEHBANTILENHY FT,
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A—H—C&IEFHANTILENHY EFIMN?EETHICE BEZEL) FTEYGAT T a3y
EERLFET,
T ENEADE LLERIZIFNIARS O FOMEESHY £,

When User1 signs in from an anonymous IP address, l 4
the user will:
Beblocked g4
Be prompted for MFA,
Signin by usSing'a Username and password only
When User2 signs in from an unfamiliar location, , €4 U i | v
jasser will ._ 7). [B2Dlocked
MNMCYrOS( "0 " | Be prompted for MFA
Sign in by using a username and password only
When User3 signs in from af mfected dewce v
the user will: '\ Be blocked :
' Be prompted for MFA
Sign in by using a username and password only
Answer:
When User1 signs in from an anonymous IP address, —+t [VI | C ro S OT't ‘ v
the user will: :
Be blocked
Be prompted for MFA
Sign in By using a username and password only
When User2 signs in from an unfamiliar location, | v
the user will: B¢ blocked
Be prompted for MFA
Sign in by using a username and password only
When User3 signs in from an infected device, | v
the user will: Be blocked |
Be prompted for MFA
Sign in by using a username and password only
Reference:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-

access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks
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App1&E LS ZRETDWebT7 F1) EVault! & LS BRTDAzureF—HR—)L b EELAzurety TR 1)

T avhHVET,



Vaultl(ZTo—o Ly FERBFELTT I ERTHE S ICApp1ZHERT HBELNH Y ET,

App1Z ED LS ITHERT HVEAHY FIN?EET HICIE, MBEEHETHEYGA T3 0 & #

RLFET,

I I DEREERENIRS O FOBENHY £9,

Configure App1 to authenticate by using a:

Configure a Key Vaulf reference far App1 from the:

-Sifstem-assigned managed identity

Key

Certificate

Passphrdse

_Usa-as'sign'ed managed identity

b

Extensiun_s_t;—fadgk A
General §8ftings'tab | -1 oL
TLS/SSL settings blade
Application settings tab

.'-.
o s [
-

Answer:

Configure App1 to authenticate by using a:

Configure a Key Vault reference for App1 from the:

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

BT ERE: 127

Key
Ceitificate
Passphrase

User-assigned managed identity

System-assigned managed identity

v

Extensions blade
General settings tab

I\ /] L FLSSSL seffings blade

& Application settings tab

RORIZRTAzurefRBET L U #ETLAzure TR YT aohdHyY £9,




Operating system
Windows 10

Windows Server 2016

Windows Server 2019
Ubuntu Server 18.04 LTS

Profile1 & W\ S ZRIOMDMEF 2 ) T4 R—X 540 TAT7AIILEERLET,
Profile1 ZBATESRBEIVERETOILELHY FET,
EDREI L UERET DVENHYEFITMN?

A.VM1D#

B. VM1 _VM2_ & & UVM3DH

C. VM1E K UVM3D #

D. VM1_VM2_VM3_ & &k UVM4

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines
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VM4 R ZAzureDisk Encryptionz# K4 5 FETYT  BEILXF—ZRMT 5-HICERTED
F—AR—ILrEENTTM?

A. KeyVault1

B. KeyVault3

C. KeyVault2

Answer: A (A —vt—C %Y

The key vault needs to be in the same subscription and same region as the VM.

VM4 is in West US. KeyVault1 is the only key vault in the same region as the VM.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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SUb2DRBY L UEDORY kI—VBEDEFIY T4 EFBLTLET,
UTDERT—FADFIDWT RATF— AV MNETHZBEE BV EERLET,. Fh
USNDIGEIE, VWE  FERLET,
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Answer Area

Statements Yes No

From VM1, you can suecessfully ping the public /P address of VM2.
From VM1, you can successfully ping the private IP address of VM3,

From WI1 YOU cdR sufkessfully ping.the private W.address of VM5,

Answer:

Answer Area

Statements Yes No
From VM1, you can successfully ping'the public IP address of VM2. { D

From VM1, you can successfully ping the private IP address of VM3,

From ¥M1, you can successfully ping the pnvate P addressiof VA5

110
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RDOT—AH AR 2 EHDAzureSentinel 7 —9 AR—ZANHY ET,

Azure ActiveDirectory|D{R &

B2 K CEF)

Azure 7 7 A 72+ —IL

BaARIADLT—EAHARYRAFEFNTWSZ EEZHERTILENHYET,

ATO9ITUD4 2 ROhE aARIATEICEDT—TLEIVI)STHHELRHY TIMh?EEF
THICIE, EEEHECTEUGA T a vEERLET,

I OLEREZRZNIRA D FOMMENHY FT,



Azure Act.[ﬁi}Mi}ﬁ&Q :

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
S-ECUfi.t&-E_ygr.tt:. _

Syslog .

Azure Firewall: ! ' =

'. AzureDiagnostics

P EommonSecurityLog
| SecurityAlert
SecurityEvent
Syslog

AzureDiagnostics
CommonSecuritylLog
_S_ecurityﬁlen
SecurityEvent

Syslog

Answer:



Azure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecurityLog
I SecurityAlert
SecurityEvent
Syslog &%

Azure Firewall: v

AzureDiagnostics
CommonSecurityLog
SecurityAlert

SecurityEvent

Syslog

CEE: v
AzureDiagnostics

II CommonSecuritylLog
SecurityAlert

SecurityEvent

/bigd0soTt

—
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RORIZSRT K52 Azure TRY YT 30TYY—REERLET,

Name Type ' | Region

RG1 Resource gfiolip " West Europe
vETE. ] Azurevirtual network West Europe
oAal5130 O Hagd Sibrage account | West Europe

VNET1I=(% . Subnet1# & UiSubnet2 & 113 BRID2 oMY T v FAEEITVET, Subnetd
Dy FT—%IDI£10.0.0.0/24TF, Subnet2® v k7—%IDI£10.1.1.0/24T %,
Contoso19011E KIZRT K5 IR EhTWET, [BR2TEVUvHLET,)



PS5 C:\> (Get-AzStoragelccount contosold01) . NetworkRuleSat

ByPass : Logging, Metrics

Dafaulthction : Dany

IpRules : [193.77.0.0/16,...]

VirtualNetworkRules : [/subscriptions/a90cBcoBf-dEbo-4112-abfb-
dac4906573dd/ resourceSroups /RE1l /providers /Microsoft. Hetwork/
virtualNetworks/VNET1/subnets/Subnetl  ...]

P8 C:\> (Get-AzStoragehccount RG1 contogsol®01l) . NHetworkRuleSet.
IpRulas
Action IPAddressOrRange

Allow 153.77.0.0/18

P5 ﬁ’ (Get-ArStoragelctount G contoscl901) . NetworkRules

Action VirtualNetworkResourcelId

Allow [subscriptions/a90cBeRf-dBbe-4112-abfb dacd90657334/ resocurcebroups)/
RGl/providers/Microsoft. Hetwork/virtualNetworks /VHETL/subnets/Subnetl Succeeded

PS C:\>_

ROBEAT—FA D RMZIDWT RT—FAY FHtrueDIEEE[EWVEERLEFT, ENLUSND
BEIE [WWR]IZZBIRLET,

EFNFAOE LUDERFIIARS Y FOBENHY T,

Statements Yes No

An Azure virtual machine on Subnet1 can access data in ContosTOl. O O
] = 5

b

O
O f

An Azure virtual machine on Subpet2i€an access'data in Contoso1901.

A computer on the Internet that has an IP address of 193.77.10.2 can access O O
data in Contoso1901.
Answer:
Statements Yes No
An Azure virtual machine on Subnetl can access data in Conteso1901. O O
An Azure virtual machine on Subnet2 can access data in Contoso1901. O O
A computer on the Internet that hasgn IP address of 193.77.10.2 can access O O

datain CoRtoso1901.1 'L IS5\
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WEDKETUser2Sub1D EDRBER Y b —V 2 EFE L VHIRTE SN ?2EET HIZIE,
RIEEE TEY A T a vEEIRLET,

S FENFNADOE LLERIZIRS Y FOMENAHY T,



Virtual networks that User2 can modify: ‘ v

VNET4 only«
VNET4 and VNET1 only
Microsoft VNET4 VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
Virtual networks that User2 can delete: ‘ v
VNET4 only

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Answer:

Virtual networks that User2 can modify:

VNETA4 only

VNET4 and VNET1 only
VNET4,VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: f

VNET4 VNETS3, and VNET1 oniy
VNET4, VNET3, VNETZ2, and VNET1

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
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Userl & User2 EWVSARID 2 ADI—H—& Appl EWSLBRIDEBEZEFAT TUVESD
Azure Active Directory (Azure AD) 77+ > bhB Y FT,

Role1 WS &RTIO7 FJVEEDO—ILEERLET,

Role1 % User1 [ZE|Y HT User2 B App1 "DT7 IV LREEBERTESESICTEHILELHY F
7,

ED2DODEHEFEEERT HARENHYFIMN? EETHICIE BET) 7 TEULEREZEERL
F9EELWMVEREIEAZR 1 AV VDMENHY F£9,



8 Ounem

& Roles ing amniton Freves
& Usart and ghoupt

D Grght tigr-on

§ Provecnng

| B appicaton oy .r".' '

-
T #trypion
Actwiny

D tonis

W Lsxp & rughty

Answer:

& Roles and administrators (Preview)

B Users and groups

| 9 Single sign-on

J Provsonng

B Applcation proxy q

C Self-senicé E

Seurily

& Corditicral Access

i Permissions

O Token encrypion

Actrl
v B®Microsa

<) Sgr-m-

i Usage & nsights
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v k7 —2 121 Azure Active Directory Azure AD) & RI#i9 %adatum.com& LS BRIDA >~
7L = XMActiveDirectory K A 4 U MNEENTULVET, Azure AD Connectld, Server1 & Ly £ il
DEALAUN—HY—N—|ZLA VR F—LENET,

adatum.com FA AL oD RAA D EBENRIPA T a3 v ERTEELILEZHRT IDLELD
YEFT,VYa—avE RIMFHEDRAZHERT HILENHY FT,
FAASVEBEIZEDAZUreADO—)LEE|Y B TEHIRLELHYETH?

A txa) T4 EEE

B./O—/N\)EBE

C.1—H¥—EEH
Answer: B (A —yt—T#ET)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions
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#1 L LMAzure Active Directory Azure AD) 77 > MZEEEM T 5N F=HT LW AzZure b T X5 1) 7
avEERLET,

Portal Policy E WS RBIDT YV T4 THEBFET O RARY O—F1DERLET , R—2 LR
1) & —I& Microsoft Azure Managementy 5 K7 T ~ADT7 U LR ERET H5-HICERASL
F9,

R—2 LR O—DEHBREF, B IRRISTRINATWIESITHERINET, G2 T%
20w LET,)

Users and groups @
All users

Acces controls

Session
0 controls selected

Client apps [preview) i)
Not configured

M cTosoft
ntrofs selected /i

Include Exclude

any location

All trusted locations

Portal Policy X Conditions X Locations O X
@ into ﬁ Delete @ info Control user access based on their
physical location. Learn more
* Mame
: Device platforms ﬂ'
Partal Policy Not configured Configure @
N
| TR Ves MELE
Assignments 1 included

Cloud «IIIJ:DS 0 Divice state (praview) #) Selected locations
1 app included Mot configured
Conditions a "D -
1 condition selected o
Contoso

R—RILRY) S —DYT S5 FEE

277Uy I LES,)

F. ISV FRRICSRENTVSALSICHERENET,

[t 5]
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Portal Policy | Grant L]

Select the controls to be enforced.

@ info T pelete
Block access
*Name @
% Grant access
| Portal Policy
_ ,r"“?-al
| Require muIM;Mhentratmn 0

1‘\ ﬂ “-.
| A : e wda | Reqﬁl@n be marked as compliant @
s p L > O f
All users fa. %L\M%Jre ybrid Azure AD jointed device

N Require approved client app

Cloud apps @

; -‘ff#'ﬁ X \‘}J f !
1 app included - \& ]li"i See list of approved client apps
-
Conditions @ For multiple controks
1 condition selected Require all the selected controls
® *m \1" » @ Require one of the selected controls
“Ff} -

Acces controls \,;
Grant @ ?l
2 controls selected
Session
0 controls selected

UTDERT—FAVMIDWT AT— AV RARETHAGEEF ELZRBRLET, £h
s aEld, DOWAIZEBRLET,

EFENREFNRDOE LLERICIFNARS > FOBELASHY £9,
Statements Yes No

Jsers from the Contoso named location must use multi-fagtor M .
—i | C?O SOQ

wthentication (MFA) to access the Azure portal.

N
. 1 4
Jsers from the Cuntog:- name @ g{mmita O O
wthentication [MFA] g ervices hosted in the Azure

ubscription.

Jsers external to the Contoso named location must use multi-factor () O
iithanticatinn (MEAY tA arrace tha Aniira narkal

Answer:



Statements

Users from the Contoso named location must use multi-factor
authentication {MFA) to access the Azure portal.

Users from the Contoso named location-must use multi-factor O
authentication (MFA) to access the web services hosted in the Azure
subscription.

.-

authentication (MFANT

Users external to tHEi ;mnamed 1ar.ation¥ ust use multi-factor O-
o ithelaZure por

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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TS5y b7+ —LBREODEHZET-F (21X Microsoft Antimalware = B3 2L ENHY FT,
HiatzlEfE 3 2REN?RIZTHICIE EETY 7TEUGA T a vEERLET,
FEFNRFNROELVERICIENARS > FOMIELAHY F3,

Create a custom policy definition that MMWD Ja v
Append

Den? A Vg
‘DeploylfNotExists

Create a policy assignment and modify: v

The Create a Managed Identify setting
The exclusion settings
The scope

Answer:

Create a custom policy definition that has ffect seftoc, ==f
Appendg .

Deny
DeployltNotExists

Create a policy assignment and modify:

The Create a Managed Identify setting
The exclusion settings
IThe scope |
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RORIZRT Y Y —REHEMT S Vault! ELNSEZRID Azure F— AV TFH—0HY FT,

Name Type
Key
Secretl | Secret
Lert] Certificate

A—T—23 R —DEREYR—FTH)Y—RIETENTITH?
A. Cert1 O #H

B. Secret1 & Cert1 D&

C. Keyl O H

D. Key1 & Cert1 D&

E. Key1_ Secret1 & & U Cert1

F. Key1 & Secret1 W&

Answer: (&% &RT~9 5)
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RORIZRIHRET LU EELAzure TR YT a3 oihyUET,

Name Operating system
Wil Windows Server 2016
WViv2 Ubuntu Server 18.04 LTS

Azure Security Centerdr b BEITRAED 3= 0 &4 UICLET,
RORISRTRETVEZBBELET,

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

Log AnalyticSsT—U x> MEEDHRBI D VITA VA F—ILEINTWVWETM?
A. VM3®D #

B. VM1$ &K UWVM3D &

C. VM3E K VVMAD H

D. VM1_VM2_VM3_ & & VM4

Answer: (&% &RT~9 5)
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When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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1 DM AzureActive Directory Azure AD) TF > M2 > ENT=5DDAzuret 7R 9 1) T3
n"HYFET,

SecurityPolicylnitiative1 & LN 5 & ETDAzurerR ) O—A Z 7 F IR LET,
TRTOFLWI Y —RTI—TTHERAT ILENHLIELEDOREDEIY B TEHELET,
HFLWY)Y—RTIL—ThER & h 3 & &2 SecurityPolicylnitiative1 & B — )LD E| Y 1T %EH
TEBLENHYET,

ED3DDTI L avzEIRBICETTILENHY FIMN?BET LI BULETHVavEwT
923 )R LEEEHICEHL ELWVEFTRELEY,

Actions

Publish an Azure Blueprints version

Assign an Azure blueprint.

Create a policy assignment.

Create a custom role-based access control (RBAC) role. @

Create a dedicated management subscription.

Create an Azure Blueprints definition.

Create an initiative assignment.

Answer:

Answer Area

Create an Azure Blueprints definition.

Publish an Azure Blueprints version

Assign an Azure blueprint.

FL =
IVIICTOSOITL




1 - Create an Azure Blueprints definition.

2 - Publish an Azure Blueprints version

3 - Assign an Azure blueprint.

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

= #fERE: 140

v kD —21Z1%, contoso.com & LY S A RTMDActive Directory 7 4# LR EDAAEFENTINET, 74
LA KMIFE—D A OBREENET,

contoso.com & L5 & RiTMAzure Active Directory Azure AD) 77 > MIZERE S I+ 5T LY Sub1
EWVWSARIDAzZUre Y TR ) T avhHBy ET,

Azure AD Connect% B L _ Active Directory& Azure ADTF+ > FE#HETHFETT,
ROBHEHE-ITHEV )1 —2 a3 aHREITIVENHY ET,

THU MR ENEA——THO 2 MMIIRRT—RRY o—La—F—n5 7+ UHIBRAER
ENBDESICLFET, VY a—>a VITRhBERY—N—OBER/NMRIZLET,
EDFEAZEHRBHICEDIVENHY FIMN7?

A. Active Directory 7 =7 L—> 3 % —EX ADFS) D7z T7L—>3>ID

B. D —LLARI VT IYAUF Y $S0O)ICkB/INRT— /Ny 2R
C.o—LLARYUTILYAUF 8SO)ZHEALIZ/NRR)L—FRE

Answer: (&% &RT~9 5)

1. Ensures that password policies and user logon restrictions apply to user accounts that are
synced to the tenant

>> Pass-Through Authentication enforce on-premises user account states, password policies,
and sign-in hours.

2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.

>> PW Hash also require installing Azure AD Connect on your existing DC.

EFTEIRE: 141

KDY —REETAzure TRV ) T avhihlFd,

* Subnet1H & USubnet2E WNS BETD2DDH TRy FEELVNET1E WS BRIDRER Y +
79—,

*TSAR—KP7 FLADHZEES _ Subnet! [THEHT AVMIE WS BRIDREY Y,

A B—=2Y bMBVMIAND Y E—FTRY by THEBREEILTEDLSICTILELHY F
ER

IBFICRITT EILENHDIDDTILavFENTIN?RAEZTBIZIF BYLETHISavET
923V RAMALEAEZEIYTICEHL ELWVEFTIHENET,
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Answer Area
Actions .

Configure a network security group (NSG). F _

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gatewqy; :

Deploy Azure Firewall.

Answer:

Answer Area
Actions

Configure a network security group (NSG).

Create’anew subnet.
- . 3

Create a network rule collection.

ploy Azure Firewall.

Create a NAT rule collection.

Create a NAT rule collection. II

Create a new subnet.

Deploy Azur?li_cation Gaté@@%{ﬁ y?

rosoft

e

Deploy Azur wall,
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Sub2DRET L UEDF Y FO—VBEICHT BT TV r—avtEXxa T4 L—TD
RZFMELTLET,

UTDERT—FAVMIDVWT AT— AV RARETHAGEEF ELZRBIRLET, Eh
psoigald, DOWE IZEBRLET,

I ZNTNOELWERICIHIARS D FOBESHY FT,

St“e'“ﬁ Micrssoft M

From VM1, you can successfully ping the private IP addresmtl () O
From VM2, you can suiep nlpgvate IP address of vM4. (O O
From VM1, you can connect to the web server on VM4. O O

Answer:



Statements Yes No

From VM1, you can successfully ping the private IR address of vM4. () O
From VM2, you can successfully pingthe private IP address of vMm4.| O O
From VM1, you can connect tathe web server on VM4, O )

Topic 3, Fabrikam inc

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in
Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.
The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud
sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.



(%)

Tenant Root Group

l
()

MG1

Subscription1

3
N7)

RG1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Directory-
Name Type Snced Role Delegated to

Userl User Yes User None

; User Access Tenant Root
Admind vser e Administrator Group

; S it
Admin2 | User No N MG1

administrator

Admin3 User No Contributor Subscriptionl
Admin4 User |\ /] ; 4 Noyc ~ £ Owner RG1
Groupl Gioup | No | Not applicable | None

Azure AD contains the resources shown in the following table.



Name Typ

R

| inance department
must use multi-factor authentication
(MFA) when accessing Microsoft
SharePoint Online

Sentinell Azure Sentinel workspace | Not applicable

Security configuration for virtual

machines

CAPolicyl Conditional access policy

SecPoll Azure Paolicy definition

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

Subnet I.ﬂc-utim '_-I, l
Subnetl, Subnet2 Weit_LF&f';. 'f'-’ii_p\" ET3
Subnetl  * _. g"GentmalUs " |"VNET1, VNET3

Subnetl L) | west Us VMNET1, HINETZ:

Subscription1 contains the network security groups (NSGs) shown in the following table.

Name Location
NSG2 West US
NSG3 Central US - _
NSG4 West US m Microsoft

Subscription1 contains the virtual machines shown in the following table.

Operating system Location
Windows Server
2019
CentOS-based 8.2 West LIS VNET1/Subnet2
Windows Server
2016

Ubuntu Server
18.04 LTS

West US WtTlfSubnetl

Centralus VMNETZ2/Subnetl

West US VNET3/Subnetl

Subscription1 contains the Azure key vaults shown in the following table.

Name Location Pricghﬂ | - Private endpoint
KeyVaultl West US Standard _.
KeyVault2 Central US Premi
- NET1/Subnetl,
KeyVault3 East US 1p VNET2/Subnetl,
VNET3/Subnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

Create two application security groups as shown in the following table.



Name Location
ASG1 West US
ASG2 Central US
Associate the network interface of VM1 to ASG1.

Deploy SecPol1 by using Azure Security Center.

Deploy a third-party app named App1. A version of App1 exists for all available operating
systems.

Create a resource group named RG2.

Sync OU2 to Azure AD.

Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access
SharePoint Online.

Storage1 must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinel1, you must ensure that the following notebooks can be launched:

Entity Explorer - Account

Entity Explorer - Windows Host

Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.
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Userlt & L3 ZRTD 1 —H— & ConRegl & LY S & HITMDAzure Container Registry & & & Azuret J
AT avhhpyxErd,

ContReg1DIaI VT UYDEBEEZEMICLET,

User1AContReg1 CIEFETE DA A —VEERNTES L X HRT IVENHYET V) 21—
avik RMHEDQRAEFERAT OILELNHYET,

UserIZEIY B TEHEIDLENHD2DODERENIENTIN? TNENDIEREIEY ) 12— 3 VD—EB
ZRLTWLWET,

FENETNOELWVERICIFIARS > FOfEELHY £,

A. AcrQuarantineReader

B. Contributor

C. AcrPush

D. AcrimageSigner

E. AcrQuarantineWriter

Answer: C.D (A —vt— U %7&Y)

Reference:
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https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles

EHMEIRE: 144

RORIZTRT 1 —H —% & Azure Active Directory Azure AD) T+ kAHY ET,

Name Member of Multi-factor authentication (MFA) status
Userl Group1, Group?2 Disabled
User2 Group2 Disabled

T Y MIFE RORISRT LHMFT EDEHRAEENET,

Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 No

RORITRT ESIC App1EVSIBRID I SV KT TYDEHFET VAR O—ZEHLE

ER
Name Include Exclude _ o P ﬂqﬁﬁunt
Policyl | Group1 Group2 Locations: Bostan — -} Blotk-access
. Grant access, Require
! 2 A ; ’
Policy2 Group1 None :'::é:f:s b multi-factor
authentication
Policy3 Group2 Groupid Lecations: Boston Block access
. Grant access, Require
. Locat tA
Policy4 User2 None I;ﬂii::s ny multi-factor
authentication

UTDERT—FAVMIDWT RAT— AV RPETHSIGEF ELEBIRLET, Th

usnigald, DWW Z8RLET,
I ZENTNOELWLVERICIHIARS D FOEESNHY FT,

Answer Arca

Statements
User1 can access Appikfromian IBaddress of 154.12.18.10.

User2 canfidccess Apafrom andRaddressof 193.77.10.15.

Ny~ r
Wger2 cqp access App1 from anipmamressof B4l fe sl | |

Yes

Answer:




Statements

User1 can access App1 from an IP address of 154.12.18.10.

User2 can access App1.from an/P address of 193.77.10.15.

User2 can accessApp1 from an |P address of 154.12.18.34.

Bl \icrosoft
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ROERIZRT Azure') V—RADEEBLASHY £,

(#2)

Tenant Root Group

x
(#2)

ManagementGroup1

ROKIZTRTAzure TIL—T Y U FDEREERLFET,

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription




Blueprint1 &Blueprint2z EDA TPz Y FMIEIYBTEHIENTEEFIMN?BEZTSHICIE EE
S THEUIGA T a Vv EERLET,
AL VBRI ENENIRS Y FOMELAHY £9,

Blueprint1: v

ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only

Tenant Root Group only

Tenant Root Group, ManagementGroup1, and Subscription1 only

| BIUEWH:(: E,hrﬂ.ﬁf% v

Ha’nﬁg“gein%ent(}roum only
Subscription1 and RG1 only
Subscription1 only
Subscription1, RG1, and VM1

Answer:

Blueprint1: v
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
|Sub5-::ription1 only

Tenant Root Group only

e e

Blueprint2: v
ManagementGroup1 only
Subscription1 and RG1 only
ESubscriptiom only
Subscription1, RG1, and VM1
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Sub1& WS ZRTDAzZUure TR ) T a3 ohHBYET,
120 T3y FEEUCRBERY VI —VFEBRLET IRy FET RORICETRET Y
vEJOEYazZ vy LET,

m T e e
weme | peen [ OR | wadees
VM1 "NIC1 | AppGroup12 [10.00.10 |
| VM2 | NIC2 AppGroupi2 10.0.0.11
[ VM3 | NIC3 | AppGroup3 | 10.0.0.100
w4 TNICA AppGroupd 10.0.0.200

WE XY FI—90tF2)T49IL—T NSG)ETREDCa=ZVILTLERA,
ROBUEFE=TEOIZ XY b T—0F 21 T4 42RETILERHYET,
*VM3DNBVMAND kS5 74 v o DHEHTLET,

LB —2y FHALBVMIBEUVM2AD FS T4 v I DHEHFTLET,

*NSGERY D=0 EFaTAIL—ILOBEZ/NMRIZLET,

WSCDDNSGERY b T—0 X2 ) T4 IL—ILEERTEILENHY FTIN?EEZTBIZIE,
BEZETY 7 TCEULGA T aVvEBRLET,
FEFNRFNROELVERICIENKRS > FOMIELHY F3,

NSGs: 8 4

W -

Network security rules: v

& WIN =

Answer:



NSGs:

I

IS AN

Network security rules: \ 4

N [

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

BT ERE: 147
2y I —VRREBRELIVRELTOET,
RYRIT=D b3 T49DEFTMTHEIICEBRSINIEVMIE WV S RATDAzUrefRB~Y & V& &

FLEYS,
FTRTODFRY FT—I FZ T4 vINVMIBRATIL—T AV IENDESITTILENHYF
_d—

RIZRET IRLENHYFEITN?

A. a system route

B. a network security group (NSG)

C. a user-defined route

Answer: C (A —vt—T %KY

Although the use of system routes facilitates traffic automatically for your deployment, there are
cases in which you want to control the routing of packets through a virtual appliance. You can do
so by creating user defined routes that specify the next hop for packets flowing to a specific
subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as
the virtual appliance.

Note: User Defined Routes


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-30.q160-mondaishu.html

For most environments you will only need the system routes already defined by Azure. However,
you may need to create a route table and add one or more routes in specific cases, such as:
Force tunneling to the Internet via your on-premises network.

Use of virtual appliances in your Azure environment.

In the scenarios above, you will have to create a route table and add user defined routes to it.
Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-
overview.md
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10068 DIRE~Y L V% &H  Azure Security CenterStandard BB > TULVDAzure Y TR Y
)T avhHYET,

FEREI LV UDMBERERA XY VERITIHEEZFELTVET,

Azure Resource Manager7 > L — F#ERA L T MHEXF v F—HiokEgezRE< I VICT
TOATE2BENHYET,

KT oADILEHEEDRAZEEET HICIE, O—FTEND2ODEEIEET HIRLELHY F
TN ENTNDEREE BREDO—HERLTUVET,

F L WERIEZENTNIRS > FOBELAHY FT,

A SRATLIZE>TEIYVHATON-EEXRID

B. 7—9 AX—XID

C.KeyVautBEBRA FL—UF7ho Y FF—

D. 7547 FX—

E. 1—H—H"EY ZTL-EEXRID

F. Azure Active Directory Azure AD)ID

Answer: EF (A —vyt—T %5%Y)

= HTERE: 149
App1E VWS ZRIDT T EELAzurer TR 9 ) T avhiHByUEd, AppllSlE RORIZTRKT
TIT)EELHY FT,

| API l Permission ‘ Type Admin Status l
consent
required
Microsoft.Graph | User.Read Delegated MNo None
Microsoft.Graph _t_ﬁh‘-r'-r']m s.Read i I!'_h.-j_lr-r;ate-d No | None

App1 NI RTDI—HF—AL U F—%HAHMY  FPELZERTELILZHERT OILENHY F
T,V a—2aviE m/MFIEDRBZFERT HILENHY FET,

HETIEMETEIREN?

A. Microsoft.GraphCalendars.ReadWrite D # L WEFAPIHER ZEMLEFT,

B. Microsoft.GraphCalendars.ReadWriteD#FT L L\ 7 T r—< 3 VAPI#ER ZEM L £,
C.[EEBEDREEZMNETBH|EERLET,

D. Microsoft.GraphCalendars.ReadWrite.Shared M #7 L NEIEAPIHER ZEBML T T,
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Answer: A (A —vyt—T%EY)
Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions
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AzureSQLT—AR—X&#FERTEH57TIUNHY FT,

T—AR=XIZHLTSQLS P9 L a VHENFIBINEEIL BMZRITOILENSHY
FY,

HETIEMET HEZREN?

A.SQLANILRF T vH Y1) a— 3 %FAzureMonitorlZT 7FO4 LET,

B. T—#% RX—X[Zxt L TAzure Defender forSQLZH#IZLE T,

C. T—AR—ZADHY—N—LRILDEEFEMLET,

D. T—AR—XDEWHREEZEBELET,

Answer: B (A —vyt—T%EY)
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Azurea v TFHF—A VRRA VR ERATAHFETY,

GLOY bH—FERIETHaVTFHIEESNET TV r—2avdbyYFET 7IV5—23 Y
. 77U r—aravTr—ERaVTH—0200aTH—TCEBINET,
FIVr—oa3oarvTFHE BEa VT HICE > TCERSNFET BiFaoTFHIE. 7TV 5—
23 aAVTFHITV I IR MEREEL MUY OV TELICREBEEFRT A LITEY €
Fa)TAFIVIERTLET,

TIVr—2a30a 0T ERRAVTHNA—RICTIOMENEESITRFDa—)LEhTY
5 LEHRTIVENHYET , AT TR ANRIZAFAINATOVEWNR—FTOAHEWIIE
BETEIRENHYFT,

REICAIZEHIDLENHY EFTM?

A7) r—oavexal)T490—7

B.®xy kD—Y+Fa) T4 )L—T KSG)

C.EBJI—T

D.avTF+JIL—T7

Answer: D (A —vt—T#ET)

Azure Container Instances supports the deployment of multiple containers onto a single host
using a container group. A container group is useful when building an application sidecar for
logging, monitoring, or any other configuration where a service needs a second attached process.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups
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AzurefR28< L U O RBIZERI B Azure Resource Manager7 > JL— kDB Y FT,
BREIL VDA VAR VARTAED 3 v Edh 5 & RERDOWindowsHfe % B BRI &S
[CTARENHYFT,

fAIZESNETIMN?

A. device compliance policies in Microsoft Intune

B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

Answer: B (A —vt—T %KY

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and
Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical
machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows
Feature DSCService so that target nodes automatically receive configurations, conform to the
desired state, and report back on their compliance. The built-in pull server in Azure Automation
eliminates the need to set up and maintain your own pull server. Azure Automation can target
virtual or physical Windows or Linux machines, in the cloud or on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
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MicrosoftSentinel BB L TLVE T,

P—FNN—TFT1DEF2TaV)a—2a eERAICERT IVLENHYET, H— F/—
F4MDY')a1— 3 (F, Common Event Format CERIEEKD A vt —2) FFIELET,
Y= aVITEEHILENHYEFTH?EEITBICIE AEZT) 7 TEIYLEA T a
FEIRL TS0,

L UDEBIRIZERENIRS > FOMELHY £9,

Answer Area

Deploy: -

Forward events to Microsoft Sentifiel by using v

Answer:


https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html
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Answer Area

Deploy: ¢ A Windows server and a Windows Event Forwarding subscription -

Fofward events to Microsoft Sentinel by using:..An Azure Log Analytics agent ¥
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£$t(21&, contoso.com & LY 5 £ BT Azure Active Directory Azure AD) T+ > khAHY £,
Azure MonitorZ AL T W 20 DtEFX 1) T+ EE%ERTHFETT,

75— bRAICAZUre TRH ) T a VEEBTILELNHY FET,

AR ZERT ARENHY FIH?

A. An Azure Storage account

B. an Azure Log Analytics workspace

C. an Azure event hub

D. an Azure Automation account

Answer: B (A —vyt—T%EY)

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-create-workspace
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AzureiR—AZ )LDV S  Azured R O—ZF#ERR L TWVET,

DeploylfNotExist, AuditlfNotExist, Append, Deny@D& L7 =Y b &#FRTBHRU —FEFYHT
HFETY,

EDOMRICIF BYHTICEEEINIDNRBETIMN?

A. AuditlfNotEXxist

B. Append

C. DeploylfNotExist

D. Deny

Answer: C (A —vt— U %7%9)

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a
managed identity.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources
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Sub1& WS ZRTDAzUure Y TR 9 1) T a &Y £9, Sub1(ZIL, Subnet! & LS ARIDT1DD
YTy FEEDVNet1 EVLVS BRIDRERY FT—IONEENTUVET,
Subnet1MHY—ERITY KR4 U bEERLET,

Subnet11Z(%, Ubuntu Server 18.04% X179 VM1 & VS ZHTDAzurefRflB< L U MNEFh TLY
FY9,

Dockera > 7+ —#VMIIZT TOA T EIREAHYEST AT FHIE Y—EXRIT U RRA U b
Z{# A L TAzure Storage') VY —RX &EAzure SQLT—AR—R([ZT7 IV LA TEBZLENHYET,
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AT7TVr—2308Fa T4 00—TERYRTI—0EF2)T14T)L—7T NSG) #/ERK

LET,

B. docker-compose.ym 7 7 {1 L E#wELET,

C.avTr Ry bhI—O423—T AR CNDTSHAL %A VA M—=ILLET,

Answer: C (A —vt—T %#5K7)

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual

Machine. The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual

machine, attaching them to the virtual network, and connecting them directly to other containers

and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for

connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:
Existing vitual network

SR RS R oo

Azure

1

|

Firewall ;
/) '

1

|

1

|

Containers I

Pod

Tl T T T T TTT T T

- i
| : \ S g
|

T T LT

I
I
I
I
I
L

.

Service Endpoints

Azure Services

On-premises

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview
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100D REBT L VEECAzure TRV ) T aoh®H Y £9, Azure Diagnosticsld, 3 XTHD
BT OTEIMIZGE>TUVET,

Y ITRH )T a2 TAzure—E ADEREFEE L TWET,

ROFHMEMBTILENHY FT,

*JEMEENCREY D U FHIBR LA —F—FHELET,

* Windows Server 2016 % E179 2 RET L oDEF 12V T4 ARV FEBELET,

Azure MonitorCRI ZFEHT ARENHY EFIMN?ZBERBICIE BEULEREREZIE LWEGEHICKR
ST LET, FEEEREE B EREFERT LI LD Fo(FERALGAVWIELTEET,
AVTIUVERTTBIZIE, RAVBITHEN—Z v TTEH50 RV B—ILTE2LELNHD

HBENHYFT,
EENTNOELWLERIZIEFTNRS > FOBENHY T,
Settings Answer Area
{Awmw@_‘
| Logs Identify the user who deleted a virtual machine three weeks ago: [
 Metrics | Query the security events of a virtual machine that runs
: Windows Server.2016.
 Service Health |
Answer:
Settings Answer Area
| Activity log |
JEL-- Identify the user who deleted a virtual machine three weeks ago: | Activity log
Metrics | Query the security events of a virtual machine that runs oS
. Windows Sepver 2016: 99
| Service Health |
Reference:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit
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AUTEAU2E WS ARTD2DONEE I = v kZ &L AzureActiveDirectory Azure AD) T3> bHH
YET,

RORIZRT LS, A——(XFEBEMICEIY L TOENET,



User name Member of
Admin1 AL
Admind ALl
Admin3 A2
Admmired ALZ
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Azure Active Directory Azure AD) T3+ > b &# &L Azure Y TR Y T avhdHl£9,
FREENAPPIE VNSRRI T T ETFUMIBELELS ETHE RORIZRTIS— 4y
T—UNRTRINET,

Admin1 can re-setﬂ:e'p":as"' w E,'ffw" g

&

Adrrw @ rqetmwswd of User3.

Mlmgﬁftemmdormm




You do not have access X

Access denied
You do not have access

You don't have permission to register.applications in the sk200510outlook (Default
Directory) directory. Tosequest access, contact your administrator.

Summary [B
r;eS‘?&o‘dlC 141b4bf0c7acS5115b3be7 \ctMaa iTa E;!e
” |H r':";s:;‘;;_AAD_Regl5ter-:-c'£apps Er-aLunAp plicationBlade

RAREEDAPPIZT TV MIEBERTELSILZHRETIMLENHY FT,

ABEBIZES LFEFTM?

A1—H—BEZEELFY
B.[EXxaT4ZFHNTBDTIAILFEFWVIHELET,
C.T«Lor)DTONRTAELEBLET,

D. T A—TSARXT7 TN r—2 3 VDREBEE TV ERHFAORELEHILET,

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

=HTEIRE: 160
XAV T ERAEHZHELTWS L ZHETIVENHY FT,
RAIAZITRETIMN?
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A tXxal T4 2—TCTHEBIOE a4 ICLET,

B. Security Center & Microsoft Cloud App Security##i& LE 9,

C. Security CenterD &R E #1ZEICT v T L—FLET,

D. tFa T4 EUF—DIT— IV RAR—IAEREERELET,

Answer: (fAZEZRTT 5)

The Standard tier extends the capabilities of the Free tier to workloads running in private and
other public clouds, providing unified security management and threat protection across your
hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which
uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits,
access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing
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