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Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door
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Answer:

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-
assignable-scopes
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A. image1 and image2 only

B. image2 only

C. image1, image2, and image3

Answer: (&% &RT~9 5)

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling
of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image
with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust
for their Docker clients. As a publisher, you can sign the images you push to a content trust-
enabled registry.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
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Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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Answer: (A& %RTd 5)

Depending on how you want to authorize access to blob data in the Azure portal, you'll need
specific permissions. In most cases, these permissions are provided via Azure role-based access
control (Azure RBAC). For more information about Azure RBAC, see What is Azure role-based
access control (Azure RBAC)?.
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal
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* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1

* Alert rule name: Alert1

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression

* Suppression config: From now (always)

* Name: ActionRule1
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Answer:

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules
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Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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A. AuditlfNotExist

B. Append

C. DeploylfNotExist

D. Deny

Answer: C (A —vyt—T%REY)

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a
managed identity.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

&#TfEIRE: 15

RDFRIZRT 1—H—% &L contoso.com& LY 5 & HTDAzure Active Directory Azure AD) 773 &
R HYET,

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2

* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.
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Answer: (fRZEZ#RTT 5)

Shared access signatures provides access to a particular resource such as blog. Stored access
policies are a group of Shared Access Signatures (SAS). In order to revoke access to a SAS you
can either:

1. Rotate the Key1 or Key 2, that is the access keys used to sign the SAS. Rotating the access
keys used to sign the SAS, invalidates any previously signed SAS hence revoking the SAS
issused before

2. Remove the stored access policy which an SAS is linked to. If a Stored Access Policy is
removed, it also invalidates the SASs liked to the Stored Access Policy.
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Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/
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Answer: B (A —vyt—T%EY)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and
a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must
perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure
Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
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Answer: D (A —vyt—T%EY)

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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Answer:

1 - From the Azure Sentinel workspace, run an Azure Log Analytics query.

2 - Select a query result.

3 - Add a bookmark and map an entity.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/bookmarks
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. a managed identity

. an automation account
. an Azure function app
. an alert rule
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. an Azure logic app
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added
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Answer:

Reference:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-
azurekeyvaultsecretattribute
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To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier. Changing the signed identifier breaks the associations between any existing signatures
and the stored access policy. Deleting or renaming the stored access policy immediately affects
all of the shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy
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Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-
membership
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Answer:

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
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Note: Create a workspace

In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin
typing, the list filters based on your input. Select Log Analytics.

Click Create, and then select choices for the following items:

Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS
workspaces are now referred to as Log Analytics workspaces.

Select a Subscription to link to by selecting from the drop-down list if the default selected is not
appropriate.

For Resource Group, select an existing resource group that contains one or more Azure virtual
machines.

Select the Location your VMs are deployed to. For additional information, see which regions Log
Analytics is available in.

Incorrect Answers:

B, C: A Log Analytics workspace provides a geographic location for data storage. VM2 and VM3
are at a different location.

D: VM4 is a different resource group.
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Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/domain-joined/apache-domain-joined-configure-
using-azure-adds
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A. Access policies

B. Secrets

C. Keys
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https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault
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Answer:

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

#fEIRE: 35

v kD —21Z1% Azure Active Directory Azure AD) & RI#i3 badatum.comé& LS ZRIDA >
7L = XMDActiveDirectory K A 4 U EFENTULVET , Azure AD Connectld Server1 & LY &R
DEALAUN—Y—N—|ZA VR F—LENET,

adatum.com FA AL oD KA D EBENRIPRA T a3 v ERTEEHILEZHRT IDLELD
DEFT , Va—2arlik RIMFEDCRAZERT IBENHYET,

FAA UEBEIZEDAZUreADO—)LEE|Y U THELENHYEFITH?

A t¥xal) T4 BEEE

B. /O—/N\LEEE

C.1—H—EHE
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions
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https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview
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Reference:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
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Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/
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https://learn.microsoft.com/en-us/azure/app-service/configure-authentication-provider-google
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-session-lifetime
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D: You need write permission in the workspace that you select to store your custom alert.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert
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Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet
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Answer:
Reference:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure
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For Native Applications you need to provide a Redirect URI, which Azure AD will use to return
token responses.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

E#fERE: 52

Azure R kL—CF AV DX TABEE STV a—TFTa VI LTVET,
AML=DF7 A0 FOBHOTEEHILET,

PHOJEMET A AEERT ILENHYFITHN?

A. Azure Storage Explorer

B. SQL query editor in Azure

C. File Explorer in Windows

D. Azure Security Center

Answer: A (A —vyt—T %K)


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html

If you want to download the metrics for long-term storage or to analyze them locally, you must
use a tool or write some code to read the tables. You must download the minute metrics for
analysis. The tables do not appear if you list all the tables in your storage account, but you can
access them directly by name. Many storage-browsing tools are aware of these tables and enable
you to view them directly (see Azure Storage Client Tools for a list of available tools).

Microsoft provides several graphical user interface (GUI) tools for working with the data in your
Azure Storage account. All of the tools outlined in the following table are free.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics?toc=%2fazure
%2fstorage%2fblobs%2ftoc.json
https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers
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https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
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https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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Azure Active Directory Azure AD) T+ > kDBHY FTF,

RORICRT KSIC HIRESNFATOz I bHBHYET,

2020558 4H1Z Azure ActiveDirectory &+ 2 —%FH L THIBR S =4 TPz L %ER
L&kS5&ELFELT,

ED2DODA TV FEBERTELEFIMN? TN TNDERITLLERMREEZIRILET,

F L VEREZENTAIRS U LOBENHY FT,

A JIL—T1

B. JI)L—72

C. User2

D. User1

Answer: B,C (A —vyt—T%REY)

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

A#7x AZ-500J fERESR(F GoShiken.com MRS =&K& L9 LY AZ-500J FRERFERESE !

GoShiken.com W& FT D AZ-500J SRERFEIRESE 12 L TULVET, GoShiken.com AZ-500J &t
ERRBIEIRF T MENERTIIVET , D GoShiken.com AZ-500J FEEZE7 v g
% ANlE 2 B 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF ]
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B HTEIRE: 62

RORIZEKT VY —REECAzure TR Y T3 ohBYET,

RORIZRTAzureR hL—C7Ho U FEERLET,

SQLINEEZEHT SLELHY FET,

EDRML—UTFhD 2 bélLog Analytics 7—9 AR—XEZEEOJDEELE LTHERTEET
MN?EZTBHICIE BEZET) 7 TEULGA TS a o EBIRLET,
FFENFADOELWMERIZIIIARS Y FOMIESHY 5,

Answer:

ExHTfERE: 63

21t DIRFE D AzureActive Directory Azure AD) IZEHEFZET VAR O—%2 BRI 2BELD
YEI,

COTAERIZIE VRIARDRE)RY ULRNILDFHENEENETT,
IJLToIvILERLLIEA—Y—ICRH L TEET IABDENH IV R LALFRDSIBEENT
M

A .7z L


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html

B. &

C. %

D.&

Answer: D (A —vyt—T%REY)

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/

=ITREIRE: 64

Sub2DREI L UEDR Y FI—VBEOEFIY T EZFELTUVET,
UTDERAT—FAVRMIDVWT RT— AV MPNETHZIEAIEL BV EERLET, F0
UNDEEIE, WA 1 ZFERLET,

FENEFNOELWDERICEFINIARS Y FOBIESSHY £5,

Answer:

xFfERE: 65
Group1 EWS &HID Y IL—THEL Azure Active Directory (Azure AD) 7+ > kWY E
9, Group1 DA VIN—WIRT—FIELOFBIEFERLTHAI A LTSI L #MHRT D
WERHYET, ES3TNIELNTTH?
ALY YR R —FERLET,
. Microsoft Authenticator EB5E A AR ) — R LET,
EBMETORR RO —FERLET,
EEBAEARN—XMEFREE (CBA) R —%#BRLET,
Answer: B (A —vt—U%&9)

UOIII>

R#TEIRE: 66

Registry1 & L5 & RiTMDAzure Container Registryh & Y £9,

ROFRIZTRT L S512_ Registryl DREIDEY HTH#EMLET,
ED1—HY—HRegistrylIZEIEF 7Yy 70— KL Registryl WS BB ZEA D O—RTEET
MN?EETBHICE EETY 7 TENGA T aVvEBRLET,

FENTNOE LLDERICIEFINARS Y FOBELHY FF,

Answer:

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

RFTEIRE: 67
v k7 —2%1Z_Azure Active Directory Azure AD) T+ > b EREIT B4 > T L I XRDActive
Directory KA A4 UREENTWNWET , TF 2 MIF RORICRTAI—HF—HNEFNATVET,


https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500J.v2023-01-19.q176-mondaishu.html

TTYURMIE RORIZCRTITIL—THEENRTULET,

ROBEFZECLERDI MFA) E8RY) O—ZBRILET,

*F Y BT

*&8 % Group1

G IL—T2%& kRS

*aY kO—JL Azure MFAZSRH L E

R O—FFEE A
RODERT—ERADKZIDOWT AT— A Y FDrueDIHEIE[TV]EFERLET, T USND
HEEIX [LWWA]EERLET,

Answer:

E#TERE: 68

T—RETTVr—2 a3 VDEHZEHIZT & SICSQLDB1 2R T 2WHELHY T,
EDIDDT7I L a ZIEBICETIACEZEBOLEIN?EETHICE BONLGETI V3
E70aVDYARAMMGEZIVTZIZEHL ELVEFICERET,

Answer:

1 - From the Azure portal, create an Azure AD administrator for LitwareSQLServer1

2 - Connect to SQLDB1 by using SSMS

3 - In SQLDB1, create contained database users

R#TEIRE: 69

Subscription1 & LV AETDAzure b TR ) T avih Y 9,
VM1 & LS AETDLinux{k < & > #Subscription1IZ7 704 LE T,
VMIDA Ry 0T Z2BERT EIBELHYFET,
D18912E1457D5D1DDCBD40AB3BF70D5D
fAlZESRETIMN?

A. Azure Analysis Services

B. Azure HDInsight

C. AzurePerformanceDiagnostics#i ik 4% &

D. Linux Diagnostic Extension LAD)3.0

Answer: C (A —vyt—T%EY)

RFTERE: 70

Azure{fR < & > h 5 Azure Log Analytics 7 —9 AR—R[ZA RN RERELTWVET,
WRELIZARY MIEDVWTT7I—FEERTHILZFELTLS

77— FOERICERTE 5Azuret—ERXREHET ILENHY F9,
ED2DODHY—EREHET OIDLENHYFITIN? TN ETNDOEREIEELLEY )1 —2 a3 F R
LETE : L WBERETENA TR > FOEEAHY F£9,

A. Azure Monitor

B. Azure Security Center
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C. Azure Analytics Services
D. Azure Sentinel

E. Azure Advisor

Answer: (fAZE%RTd 5)

https://docs.microsoft.com/en-us/azure/analysis-services/analysis-services-overview

ExFTERE: 71

RORIZERT VY —REETCAzure TR0 ) FoavhbyYET,

H TR 1) T3 vIzxt L TMicrosoftDefenderforCloud 2 B #1129 % F E T3, Microsoft
Defender for CloudZ AL TIRETE S V—RX[EENTIM?

A. VM1 _storagel & & UVault1 D&

B. VM1E &K AVNETD &

C.VM1_VNET1_ & & Ustorage1 d &

D. VM1 & storage1 D &

E. VM1.VNET1_ storage1, & & UfVault1

Answer: E (A —yt—T %E7)

ATMEIE: 72

RG1EWSERIN) V—R T JL—T &User1 & LS ZRID A —H —% &L Subscription1 & LS5 4
BIDAzure b TR0 ) T aohhly)EI, UserlZIX RGIDAMEZEO—IILHAZY HTOHIE
9,

ROEIZFRTESIZ RG2EWVWSEZRIN ) Y —R Y IL—TEELBlueprint1 & LN 3 ZHTDAzure 7
W—TY) U rEREERLET,

RDERTE ZE A L T, Blueprint1 % Subscription1(ZE| Y HTE I,

Ay YEIYET: FHRYER

FENRID DATLNEIYHBTOENFELS:
RODERT—FRADBMZIDOWT AT—FA Y DA trueDIFEIE [N EBRLET, TSN D
HEIE [WDWWA]EERLEFT,

AL VBRI ENENIRS Y FOMELAHY £,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

HTIRE: 73

£$t(Z1& contoso.com & LY 5 £ BT Azure Active Directory Azure AD) T+ > kAHY £,
Azure MonitorZfEAL T W2 DtxFa ) T4 EEXERTHFIETT,

75— RICAzZure TRV ) T a3 U EEBFTIVENHY FET,

IR ZERT ARENHY FIH?

A. An Azure Storage account

B. an Azure Log Analytics workspace
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C. an Azure event hub
D. an Azure Automation account

Answer: B (A —vyt—T%EY)

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-create-workspace

RFTEIRE: 74

Azure TRV 1) T2 a v EETMGIEVSERIDERTIIL—TE RGIEVWSLRID Y Y—X
TGIL—THHYEST RGUIIE VMIE WS BARIDEREI D UNEENTVET , ROKRIZTT B
A5 LAzureO—ILANHY ET,

Role 1 DERIT, ROBEIER I 7 A ILISRENTULET,

RORIZRT AI—F—IZRBNZZNYVETET,

RDERT—FAVFZIDOWT RAT— A FHtrueDIGEIE [[FLZEERLET, ZNLUSND
HEF [VDORIEERLET G L WERIEAZENIRAS > FOFEEAHY F£9,

Answer:

Ex#fERE: 75

Azure SQLT—R2 R—ZXAMHY FT,

Always EncryptedZR&E LT,

TFIVG—a VRARENT—IR—RADT—FEMHBHLVEBSILTEL I LZHERT I

EADHYFET,
FAREECRURT IVENHLI2DODERIIENTIN? ENENDEREEY ) 2— 3 0D—FB
ZRLTWET,

FENENADOELWLERIZIEFIARS D FOMELSSHY £9,

A. a stored access policy

B. a shared access signature (SAS)

C. the column encryption key

D. user credentials

E. the column master key

Answer: CE (A —vt—U %KY

Always Encrypted uses two types of keys: column encryption keys and column master keys. A
column encryption key is used to encrypt data in an encrypted column. A column master key is a
key-protecting key that encrypts one or more column encryption keys.

Reference:
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-
database-engine

HTEIRE: 76
Adminl1 &£ WS BRIOI—HF—EVMIE WS BRIDREY S U E2ETAzureb TRV 1) T3>
MY FET, VM1IEWindowsServer 2019% 34T L . Azure ResourceManager7 > 7 L— b &£
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LTTF7aqaanELfz, VM1(X /3T v 9 Azure Basic LoadBalancer®/\v 9 LY K J—)L
D*rVIN—TT,

Admin1l&_ Azure SecurityCenter® v X b V2 A4 LVMT7 U £ X T L— KR TVMIDHR— b5t
ENELTYURRINTVWAILERELET,

AdMINIAVMID D v A b VB A L AITIVMT VR EBNITELZLZHERTILELD
WET,

HE=IERZT o2 EN?

A.VM1DEMD/INT Y v JIP7 FLRAZERLTHEBLET,

B. ERXO— FN\S Y —ZAzurefZ#£O0— NS U —ICEEHBAFT,

C. Azure ActiveDirectory 7L 2 7 LTS 154 2 XA EAImIn1[ZEIY B TET,

D.xy bID—9tFaT4J)L—T NSG) #ER L THBLET,

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time?tabs=jit-config-
asc%2Cjit-request-asc

A#7r AZ-500J fERESR(F GoShiken.com AR S i-&HK L9 LY AZ-500J FRERFARESE !

GoShiken.com A &x#T D AZ-500J FHERfEIREE #12# L TULVET, GoShiken.com AZ-500J &
EBERBIEIRF T MENERTIIVET , D GoShiken.com AZ-500J FEEZE7 v ¢
5 ANl Z 5 5: https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF [
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ExFTIEIRE: 77

FCOBEREI RLOFVAFRRTHI—EOERO—ETT, D) —XDZERMICIE, BES

NE-BEZERTHAHMEOHIAHEDOYV) 2a—2 a3 UREFATOET, —HOEBBtEY I
FEHMDIELWVMERELAHSEEELHNIL, EELVVERRALBZWEELHYET,

DY aVvOERICEETSE FOEBICRAZEIITEERFA, TORE CNOHNDER
FLEa—EEICRTENEEA,

Azure TR YT aohHUET HITRY ) TS 3 VIl Windows ServerzE{T9 550

BORBEITIUNEENTNET

2012 R2ZFE 1= [XWindows Server 2016,

{R*8< < > (ZMicrosoft Antimalware = BT 2 WENH Y £,

fRIRER BRI D VICHRBEREFEMLFET,

NFERZERLTHEIN?

A. [T

B. L MMVZR

Answer: A (A —yt—T#ET)
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You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails
selecting Microsoft Antimalware extension from the dropdown list under Installed Extensions and
click Add to configure with default antimalware configuration.

Reference:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

FTEIE: 78

v k7 —2 121 Azure Active Directory Azure AD) & RIEA9™ %adatum.comé& LS ZRIDA >
7L = XRMActiveDirectory KA 4 UAAEFENATULNET,

Azure ADTF > M RORIZRTA—H—HREENTWNVET,

ROBRIZTRT & S12, FRBELAZ-adatum. comD/ SR T— RRERTEEXHERLET,
RODBEAT—FRADMIDWT RT— A Y EDtrueDIZEE [TV EBIRLET, TLUND
HEIE [WWA]EERLEFT,

VBRI ZENENIRS Y FOMELAHY £9,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

RFTEIRE: 79

KERE Azure 1) —2 3 12 DB1 £ LVSAREID Azure SQL T—ARN—XE#E T Azure 4T R
)T avhBbYFET , RORIZRITAML—D THhO U FEERLET,

DB1 DEEZAMIAFETY,

DB1 DEERFXELTHERATEDIR N =D 7HO U MIENRTTH?

A. storage1 & storaged4 D&

B. storage1_ storage2_ storage3 M #

CRARL—V2¢,ERML—D3DH

D.ArL—T 1 DH

Answer: C (A —vt—T%#%Y)

#[EE: 80

Sub1&E WS ZRIDAzUure TR Y T 3 UohHBYET,

Azure Security CenterlZ[& Play1E WS &RIDEFa U T4 TLA Ty o RHY ET, Play1
(L. UserlE VWS ARIDA—H—ICEFA—INAVvE—VFREETEHESICERINTULET,
AlertsE WS BRIDE M I IIL—TICEF A=A vE—DFRET BICIE Playl 2 EET HHE
nHYET,

PlaylOZEEICIXfRIZzERALEI N ?

A. Azure DevOps

B. Azure Application Insights
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C. Azure Monitor

D. Azure Logic Apps Designer

Answer: (fAZE%RTd 5)

You can change an existing playbook in Security Center to add an action, or conditions. To do
that you just need to click on the name of the playbook that you want to change, in the Playbooks
tab, and Logic App Designer opens up.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

ITRARE: 81

RDRIZCEKTESIC RGIEVWSEFIDYY—RITIL—TERY b T—=0 X2 )TaTNL—T
NSG) Z&LAzure TRV ) T avhipy £9,

ROBRIZKRT AzurerRY) —F kR LE T,

RYL—%#RGIZE|IYHTET,

R O—%ENSG1ENSG2IZEIY HTHEESHBYFETM?

A.NSG1ELUNSG20 70— JTEIZHY FT,

B. 70—O%4IENSG1 TOAEHICHEY E£T,

C. 7B—0OJIENSG2TOHEMIZHEY FT,

D. 78—0O%5IINSG1ENSG2TEMIZHE Y £,

Answer: C (A —vt—T%#EY)

HTIRE: 82

v kT —41Z1% corp.contoso.com& LN BRTD A > 7L = X Active Directory KA A U NEFE
NTWET,

contoso.com & LY 5 % BT Azure Active Directory Azure AD) 73 > MZEAEST T 5 TLYSSub1
EWVWSARIDAzZUre Y TR ) T avhHBy £T,

TRTD#RNIDEAzure ADIZEIHILFET,

TESTTHRE HgivenNameBHEF D1 —H —HAzure ADICREAIS B WK ST HZHELH Y
FY,VVa—YaviEd EBERXREZR/NRICINZLZVBENHY FT,

fAIZEIRESTIMN?

A REIL—ILIT 12—

B. WebH—E R#EmkY—IL

C. Azure AD Connect™ 4 ¥ — K

D. Active Directory1—H#—¢, a2 Ea—4—

Answer: A (A —vyt—T%EY)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-
configuration
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#fEE: 83

contl1 EVWSEZRIDBLOB VT +—%&8L Azure YIRS T3 ohHBY £9, Contl (2
X RODEHICTRTTIER R)—HHYET,

FOy A AZa—%#FALT RITRINTOSERICEODVWTERT—MA Y FEER
SEHEIEDERKETERLET,

Answer:

ExHfEIRE: 84

X)) T EREHERE-LTWVWASILEZHERTILELDHY FT,

A ZINETIN?

AtXa)T4E€ 2—TEEITRAEY 3= VI %A UICLET,

B. Security Center & Microsoft Cloud App Security##i& L £ 9,

C. Security CenterD &R E #1ZEICT7 v T L—FLET,

D.tXal)T4tEUA— DTV AR—REHEERELET,

Answer: C (A —vt—U%&9)

The Standard tier extends the capabilities of the Free tier to workloads running in private and
other public clouds, providing unified security management and threat protection across your
hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which
uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits,
access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

Topic 3, Fabrikam inc

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in
Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.
The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud
sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.
Azure AD contains the resources shown in the following table.

Subscription1 Resources

Subscription1 contains the virtual networks shown in the following table.
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Subscription1 contains the network security groups (NSGs) shown in the following table.
Subscription1 contains the virtual machines shown in the following table.

Subscription1 contains the Azure key vaults shown in the following table.

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

Create two application security groups as shown in the following table.

Associate the network interface of VM1 to ASG1.

Deploy SecPol1 by using Azure Security Center.

Deploy a third-party app named App1. A version of App1 exists for all available operating
systems.

Create a resource group named RG2.

Sync OU2 to Azure AD.

Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access
SharePoint Online.

Storage1 must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinel1, you must ensure that the following notebooks can be launched:

Entity Explorer - Account

Entity Explorer - Windows Host

Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

#fEIRE: 85

contoso.com & LY 5 £ B0 Azure Active Directory Azure AD) 73 > MZEREST T 5 TLYSSub1
EWVWSEFIDAzZUre Y TR ) T a3 ohHBYET,

Admin1& WS ZRIDEEE X ROIDIZF VR TEET,

*Openl DR EDI—HF—FTHH Y k

*Hotmail 7 Ao > +

* contoso.comD 7 hHo 2 b+

* fabrikam.com& LVS BHTDAzure ADTFH 2 cDT7Hho 2k

Azure7 ho v b2 —%2FAL T Sub1OFRAEEZAIMINIZEET H5FETT,
SUb1DFTBIEZFZEETELTHI U MEIENRTIMN?

A. contoso.com only



B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenID-enabled user account

Answer: C (A —vyt—T%EY)

When you transfer billing ownership of your subscription to an account in another Azure AD
tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups,
or service principals who had role based access (RBAC) to manage subscriptions and its
resources lose their access. Only the user in the new account who accepts your transfer request
will have access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-
subscription-to-anaccount-in-another-azure-ad-tenant

R#TEIRE: 86

212X RORIZET 11— — % B Subscription1 & LS BRIDAzure s T X9 1) T 3 UR
HYZFET,

SHEHFLOABEEICTANEINETS,

£t (X Subscription1 DT EEZFEET 2DLENHYET,

EDLI—HY—HLBEEZEETE EDYV—ILEZERTILENHYFEIN? BET DI, E
ZETT7TEUGAT a v EBRLET,

FEZNETNADOELWLERIZIEFIARS Y FOMELSHY F£9,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azure-subscription

=ITRIRE: 87

RORIZERT VY —REECAzure TR ) T3 ohBYET,

10.1.04DIP7 FLADVMSIZEIY B THNFET, VMEIZIZ/NNTY v IIP7 LA HY FHA,
VMSIZIE  RDOEIZTRT LS IR NV R MM VR34 L UT) VM7 O ZXDBHY £9,
VM5DJITVMTZ 2 R EZEMIZLET,

NSG1IZIE, ROBRIZERT A VNIV FIL—ILDHY FT,

RDEAT—FAURMIDVWT RAT—FA Y FAtrueDIBEIE [[FWVNEBIRLET, TRLSD
BEF [WWE]EERLET,

I L DSEREIEFEREFNIRS O FOBIENHY 9,

Answer:

Ex#fEE: 88
1008 DRET L v EELAzZure) V=R T L—THHY ET,
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BHOR) O—FEZESLInitiative1 EWLVS BHTIDA =S TFFIHHY £9, Initiative1lE ) vV —
ATN—TICEYHETOhET,
RY—ERE—BLGEVWI Y —RER/RETILENHYET,

HET- XA ZET o EM?

A. Azure Security Centeriv s REI2 > TS5 A 7o RADEFEMERRFLET,

B. Azure Active DirectoryB Bt > 2 —®D[R!) —]TL—FKh o [aVTS5A4T7URERIRLFE
ER

C. Azure Security CenteriN X2 7RXaA7#RRLET,

D. Azure Active Directory& I8t > 2 —D[/R!) —]1TL—Eh i [BIYLETIZEIRLET,
Answer: A (A —vyt—T%FEY)

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#portal

HTREIRE: 89

AzureT7 7V el T DERDERTF—LAHYFET,
F—LIEICRASNABREORRRRZERT S EEZHBELTLET,
RARREEERIC) V-0V ZEBAL Ay IN—BLEAETERAINSLSIZTSY
Ja—2a EHRTIBENHYFET,

HEZHICIIAIZEHIVENHY FTIMN?

A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

Answer: D (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Ex#fERE: 90

RORIZRT AzurefRB<T L U HY FT,
EDRBTUTEHEEZHMNTEFTFIN?
A.VM2E & UVM3D

B. VM2 VM3 & & UVMADH

C. VM1 _VM2_ 5 & UVMAD #H

D. VM1_VM2_VM3_ & &k UVM4

E. VM1, VM2 & & UKVM3D#H

Answer: (&% &9 5)

Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=
%Z2Fazure%2Fautomation%2Ftoc.json
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ExFTEIRE: 91

Sub2MVM1 VM2 8L UBVM3DtEF 1 F 4 ZFFEL TLET,

UTDERT— AV KMIDWT AT—FAVIDETHHIGEEE KLV ZEBRLEST, 1
USNDIGEIE, NWZ  FERLET,

T EFNTFROELWLVEBRICIHIARS > FOMENSHY FT,

Answer:

A7r AZ-500J fERESR(F GoShiken.com MRS =&K& L9 LY AZ-500J FRERFERES !

GoShiken.com W& HT D AZ-500J RERFEIEE 12t L TULVET, GoShiken.com AZ-500J &
BREIIRIF T MELEETIEINET, &EFD GoShiken.com AZ-500) FIEE ZE 47 v b T
% A& Z % 5 https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF

REEA L EfR T E T 30%wiERIEIS 1o — F: Freepdfdumps)

RFTEIRE: 92

AzurelR 8 < > > D ERIZ{#AJ B Azure Resource Manager7> 7L — kDY E£I,
RETL VDA VRIVANTOAEY 3=V End & RERADWindowsHEE = BEIRIIZFED
T3 ARENHYFT,

fAIZESNETIMN?

A. device compliance policies in Microsoft Intune

B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

Answer: B (A —vt—U%&9)

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and
Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical
machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows
Feature DSCService so that target nodes automatically receive configurations, conform to the
desired state, and report back on their compliance. The built-in pull server in Azure Automation
eliminates the need to set up and maintain your own pull server. Azure Automation can target
virtual or physical Windows or Linux machines, in the cloud or on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

HTRIRE: 93

Azure TRV )T 3 ohHYET,

AllMDAzure Active Directory Azure AD) T+ > bEERATLHLSICH TRV ) T a vz LE
.d—o
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EED2DODFARELGEZFIMTIN? TN ENDOEREIELLGY)1—2aVERLET,
EENTNOELVERIFIARAS D FOBENHY FT,
AHYTR1)TLaVRNILTOREDE Y BTIEEbDIhET,

B. YL UNEET HIDNEDLNET,
C.IREIIUDTARIARFT YT ay MEEhbnET,

D. BEFEDAzure!) V—RAMHEIBRENET,

Answer: (&% &RT9 5)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-
subscriptions-associated-directory

HTEIRE: 94

AzureX—HR—IL FEETAzure Y TR0 ) T aohibyYET ., F—HR—IL FOBRBIDEY X T
X ROBRICRESNTWLET,

FOyTH I AZa—%FALT RIZRENTOSERICEODVTRERT— AV MERET
T HEEDERRKREERLET, T I WBRIEIEAZNIRS > FOfEEAHY F9,
Answer:

Answer is as image below.

= HTEIRE: 95

£tt1dAzure DevOpsFHERA L TULVET,

O— FASHOREREELI—FLEL—EEZFB -LTVWEINEINEZRIT 2 HEEHET
PLENBHYFET,

Azure DevOpsIZEE T A L5 HEIHLEITMN?

A. branch folders

B. branch permissions

C. branch policies

D. branch locking

Answer: (fAZE%RTT 5)

Branch policies help teams protect their important branches of development. Policies enforce
your team's code quality and change management standards.

Reference:
https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azuredevops&
viewFallbackFrom=vsts

EHTfEIRE: 96
Azure AD Premium P2 TAzure Y 7R 1) 7 a V&R LET,
Azure Active Directory Azure AD) Privileged Identity Management PIM) Z{# /A L TAzure@—/)L

ERETESDHLEZHRTIDENHYFT,
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B ICERITTHIBRELRSHBHIDDT7 I aVEENTIN?RBZTHICIE EYLETIavET
223 DYAMEEIYTIZEEL ELWEFICERET,
Answer:

RFTERE: 97

Azure Security 5 WA Z LT S5—RIL—ILEERLET,

To2—rR M) A—ENEETICEBEFA—NAYVE—CERETEII—HV—SBRTILEND
VEY,

HE=FAZT o EMN?

A. From Azure Monitor, create an action group.

B. From Security Center, modify the Security policy settings of the Azure subscription.

C. From Azure Active Directory (Azure AD). modify the members of the Security Reader role
group.

D. From Security Center, modify the alert rule.

Answer: A (A —vyt—T%FEY)

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

HTfIRE: 98

Azure Active Directory Azure AD) T+ > b & ETAzure TRV )T avhihpyUEd,
FRFEEMNAPPIE VWS BRIDT TV ETFUMIERBLELSIETHE RORIZTI IS —A Y
T—UNRTENFET,

RAREREDAPP1ZTFT U MIBHRTESILZHIETIVLELHY FT,

ABEZES LFEFIH?

A 1—H—-BEZEELFY

B.[Exa2) T4 %BMTADTIAHILFE[IEIWVIZHRELET,
C.T4LYM)DTONRTA2EELET,
D.IVA—TS5ART7 IV r—2avDREET IV L AHAOEREEEBHLET,

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

B FTEIRE: 99

v k7 —21Z1% contoso.com & LY S & RIDActive Directory 7+ LA FRAEFENTWNET,
contoso.com & LS & RiIMAzure Directory Azure AD) T+ > D&Y F£3,

Azure AD ConnectD B &EHREASA VA =LA T a v Z2ERALT RPZERITSHFETT,
HEESN-EBREETT S5HICBRELZO—IILETIL—TZHANT I2BHENHYET, VI a—
avid sMNHEQORBEERTAIBENHY FT,
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ED2DODFRENETIN—TEHAINT E2RENHYFEITHA? ZTNETNOEREEY ) a—>3 00—
MERLTULWET,

EENETNOELWERICITIARAS > FOBENHY FT,

A. Active Directory®Domain Admins% JL— 7

B. Azure ADDt ¥ 1) T« EEEDKRE

C. Azure ADD S A —/N\)LEBEDEEZ

D. Azure ADDO 1—H—EEHEDO—)L

E. Active Directory®Enterprise Admins %' JL— 7

Answer: CE (A —vt—U %KY

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions

ExFTiEIRE: 100

Azure Active Directory Azure AD) T+ > kDY ET,

BHHEDHZ OAZUreADA—H —HAzZureADTH—E R TY U VNIV EERTEHWVWEL S ICT P E
nHYET,

T 7 > FDAzureActive DirectoryEIBt V2 —TZ T H2LELRBHY EFITH?

A[TORTF 494 KT XU TADTTAIL FEERT LTS HELET,
B.[7A/F 4] L— KT, [Azure) Y—ADT ¥ Lt RAEEZ[LVR|CBRELET
C.[A—H¥—E&F]|TL— FT_ [AzureADBEEBR—FI~ADT I R EHFIBRT B1Z[IEWIZEHREL
FY,

D.[1—H¥—KE]|TL— KT [A—H—EFF7TVr—2 3 v EZBBRTEETIZ[LWVR]EEL
EXD

Answer: C (A —vyt—T %K)

R#TERE: 101

Windows Server2019%£173 %54 > L I XY —I—D108HY FT,
+#—/\—|[ZAzureSecurityCenterOMi S5 RA F¥ VA FREIT L L ZHELTNVET,
BN —N—IZlEZA VR = LT EBLERHYFETH?

A. AzureSentinelD ¥ ) T4 ARV FT—22RV R

B. Microsoft Endpoint ConfigurationManagery 54 7 > +

C. AzureArcxt it r—/\—ConnectedMachineT—2 = > k

D. T FiRA > hIT—2 x> FEDMicrosoft Defender

Answer: D (A —vt—T % &)

Reference:

https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm

Ex TR 102
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I COBBIE RLCLFIVAZRTT S —EDEBO—ETY, V) —ADOFEMICIE, GE&EHS
N-BEZERTIAREDHIHEEDY ) 21— avhAEFEATVET, —HOEBEY b
FHEBDOE L WVERELIHHEELHNIE ELVVEBRENGMEELHY FT,

DV aAVOERICEETSE TOERICRAZEIEITEFHA,. TORRE. CNODERM
[FLEa—BE@EICKRTINEEA,

Sub1& WS ZRTIDAzurer IR ) T a3 ohiHY ET,

RG1EWSARDY) V—RTIL—TIZSa1& WS ARIDAzUure R kL—CF7HO Y bABHY FET,
A—H—ET7TVr—2a3 Ik WKOODEBET IV EREL SAS) ERFESNFT I AR
U—#FERALT Sa1MBLOBY—ERET7AILY—ERIZTIVERLET,
EROBWI—H—MNI 7MY —ERXREBLOBY—ERDEAIZT I A LIzZ &MY F
ER

SAIANDITRTDT IV ERERYHETRENHYET,

fRIRER . L UNSASEAERLFET,

CNFEBRZERLTVEIHN?

A. [FLy

B. L\MZ

Answer: (&% &RT~9 5)

Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier.

Changing the signed identifier breaks the associations between any existing signatures and the
stored access policy. Deleting or renaming the stored access policy immediately affects all of the
shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

EHMEIRE: 103

EFCOBEMEI BLLFI)AZRTRTSH—EDEROD—EHTYT, DU —XDEEMICIE, BES
NE-BEEERTIABMEOHIHMEDOY) 12— avhEFEATOET, —HOEMtE Y ~IC
FEHODELWVERENHZBEELHNIE, ELWMEREALBZWMEEEHY T,
CDEYLaVDEMICREETSE FOEBRICRAZEIFITEERA, FORE CAODER
[FLEa—E@EIZRTINEETA,

Azure Active Directory AzureAD)D/\A T 1) v FEREMNHY E£9,

"Ry bT—% EIZAzure HDInsighty? S A2 —MH Y E T,

> 7L = RDActive DirectoryE#&IEHREFEAL T, A ——»NIUSX2—ICx L TRIATE S
KIICTTBHFETY,

HESNRIAZYR— T 2L ICIREZERT IDLELHYET,

RRER  RBrY b I—DEF VT ULIRRY FT—DU DOMIZY 1 FEIVPNZERLE T,
NFERZERLTHVEIN?

A. [EL
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B. L MMZ

Answer: A (A —yvt—U %Y

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a
VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must
perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure
Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-
manager-portal

HTEIRE: 104

webapp1 & LS ZRiTDAzure Web7 7Y A Y 9,

Azure RepoZ{# ] L Twebapp1 DG L BEAZHERT 2VELHY 9,
IR ZERT ARENHY FIH?

A. an Azure DevOps organization

B. an Azure Application Insights service

C. an Azure Storage account

D. an Azure DevTest Labs lab

Answer: A (A —vt—U %5&9)

#TEIE: 105

Userlt & L3 ZRTD 1 —H— & ConRegl & LY S & HITMDAzure Container Registry # & & Azuret J
RO FTavhhpyxErd,

ContReg1DaA VT UYDEBEZEMIZLET,

User1hContReg1 CIEFETE DA A —VEERTEA L EHRTIVENHYET, V) 21—
aviE sMFEQRAIZERT ILENHYET,

UserIZEIY B TEHEIDLENHD2DODRENIENTIN? TNENDIEREIEY ) 12— 3 VD—E
ZRLTWLWET,

EENTNOELWLERIZITIARAS > FOBENHY T,

A. AcrQuarantineReader

B. Contributor

C. AcrPush

D. AcrimageSigner

E. AcrQuarantineWriter
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Answer: (A& %RTd 5)

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles

Ex$TEIRE: 106

RORIZCRIHREIT L VEEC Azure TR ) ToavhbyEd,

ROEIZFRT L5112, cosmost &LV FREITD Azure Cosmos DB 7 H D Y FAER I TLVE
ER

Answer:

A7 AZ-500J FEIRESE L GoShiken.com AMEHE SN f=E4#& L9 LY AZ-500J FRERFEIRES !

GoShiken.com MW E&HT D AZ-500J FXERFEIEEK 12t L TLVET, GoShiken.com AZ-500J &
ERRBIIRHT T MENEETIIVET , =FTD GoShiken.com AZ-500J EIEEES v b9
A A& 25 5! https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF i

BER L EfMET 30%wiAlEISIo— K: Freepdfdumps)

FTERE: 107

AVTF—IEESNET IV —2 30 DR A VRDFHELVWR ML= F7 00 REERT S
Function1& LS ZRIDAzurefi#ZEREIT A LB LTLVET,

Storage7 h o> FZEKT 5IZ1E, Function [ZRIEBRLELEREFET IDLENHY FT,
DV)a—2arTlE EBEZZRNDRICHNZAIBENHY FT,
HEFAETEIREN?EET HICIE, BEBETHEUNGA T3 U EERLET,

F B OEREZRZNIRAS D FOMMENHY FT,

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/howto-assign-access-portal

= HMEIRE: 108

Vault1 & L5 & RTDAzure Key Vaultz & Azure S T X9 ) T3 ohib Y ET,

Vault1©_ Secretl &E WS BABIDL—I Ly FEERLET,

77— 3 UBFE(X, Azure Active Directory Azure AD) IZ7 T r—Sa o EEELE
9,

TIT)r— 3 uhSecretl #HRATED L EHRTIVLENHY FT,

BT (I AETEZREMN?
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A.Azure ADT_ O—)LZEERRLET,

B. Azure Key Vault CX¥—% R L £,

C. Azure Key VaultT 77 2 AR O—%#ERLET,

D. Azure ADT _Azure AD7 FUr— 3> Ox B MIZLET,

Answer: (fAZEZRTT 5)

"You may need to configure the target resource to allow access from your application. For
example, if you request a token to Key Vault, you need to make sure you have added an access
policy that includes your application's identity. Otherwise, your calls to Key Vault will be rejected,
even if they include the token" https://docs.microsoft.com/en-us/azure/app-service/overview-
managed-identity?tabs=dotnet

FTfEIRE: 109

Userl & User2 EWVS&RID 2 ADI—H—& Appl EWVWSLZRIDBZFAT TVEED
Azure Active Directory (Azure AD) 77+~ kM®HY FT,

Role1 L WS ARTIO7 JVEEDO—ILEERLET,

Role1 & User1 [ZE|Y T User2 M Appl "D T7 IV ELRZERTELLSICTEIRLENHY F
9,

ED2DODNHEEERTHIRHENHYFEIMN? EZTHICIE BZET) 7 TEULHREEERL
F9EELWLERIIZENRZTN 1 A VYDMELHY FT,

Answer:

EHTEIRE: 110

RORIZRT AzurefRBBry hT—U BN HYFET,

RDOFRIZIRT AzurefREB@< L O HY FT,

TRTORET VDT 7AT 24— ILIE pingh ST 4 v ZEFRILET,
NSG1IE ROBRICTT LSRRI TWET,

AR REFa)T1IL—IL

FToOrRDUFEXa)T4L—IL

RDBEAT—FAVMZIDWT RT— A Y FDtrueDIFEF [TV ZEBIRLET, TRLUND
HEIFE [WWA]EERLEFT,

VBRI ENENIRS Y FOMELAHY £9,

Answer:

Explanation:

HTEE: 11

AzurefR#8< > > D RBEIZEAY % Azure Resource Manager7> JL— kDB Y FT,

REI DA VRAVANTOED 3= anhd e REFADOWindowsHEEE % B BRI &S
[T BRBENHYET,

fAlZESRETTM?
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A. Azure Logic Apps

B. security policies in Azure Security Center

C. an Azure Desired State Configuration (DSC) virtual machine extension
D. Azure Advisor

Answer: C (A —vyt—T%EY)

ATEIRE: 112

ROKIZHRT LT KERE2—2 3 VIZ2DDAzureRE<T S U HYET,

Azure Key VaultZ 7 704 L THERLET,

VM1#E & VM2 TAzure Disk EncryptionZ BRI TE S L #HRT IDENHYET,
BRETDOTHZZEETILENHY FITH?2REZTHICIE BAEZEI) 7 TEUGA T3
ZEIRLET,

FEENTNOE LLERICEIRS Y FOMELSHY £,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-
generation-2-capabilities

RFTHERE: 113

Policyl & LS &RTDAzurer R O—FEEZSDAzure TR 9 1) T2 a3 &Sub1hHY £9,
Policy1IZIXRDEBEENH Y EFT,

EREA THY bML—FTL—T

AT3IY E®ZARYDY

Policy1 [Z#EHL L TULVALVY Y — X ASAzureSecurityCenter® v & 2 R— FIT—ERRSNTLVS
CEEHERTIVENHYFET,

HEIERAMEITRETIN?

A.PolicylOhTd) & X ) T4V E—ICEBLET,

B. hRA LA = F7FTIZPolicylZEBMLET,

C. Policyl DE&EIZFTZSUb1ICERLEFT,

D. Policy1ZSub1(ZE|Y ¥ TFE I,

Answer: D (A —vyt—T#EY)

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

RFTERE: 114

Azure Active Directory Azure AD) $FHDEE PIM) 2R3 dAzure TR 5 ) T avhbHly)
FY,

A—H—T O RAEBEDRINEYETONTWAPIMA—Y—IE ZRIIDE|Y HTEETT
HLE FRIEFBVHETOVRAMERTRTHEZFICT HFAIS—5FITWMoi-ZEEHRELET,
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PIMBU—ERXRTY NN TR Y T a VI LTELWMERZH >TWNS Z &AL
T . HEEZMRTIVELNHVEST, VI a—CarviE RIMFEDQRRZFERT ILELAHY F
ERS

PIM—EXDRAIICEDRENZENY B TEHILENHY EFITM?
AIR—DFRT7T)r—30FRL—2—

B.1—H—7V+XEEE

C.JY—ARKRY—DERE

D. 5H&

Answer: B (A —vyt—T#ET)

= #fERE: 115

B—DRy hI—9tX2)T 45 IL—7 NSG) EHEDE—DH TRy FLIZ108DRE<T Y
UHYFET,

Y NIT—D 5T 499 %Azure Storage7 ho > NIRRT HIHELAHY T3,
ETTARE2DDT7I LI VIEENTIN?ENTNDOERIEYV ) a—a D—FHZERLTWL
Y,

FENTNOE LODERICEFNARS > FOBELHY F9,
ARYRTI—DONRITA—IVRE=ZARZ—Y)a—30FA VR M=ILLET,

B. Azure Network Watcherz&%11ZLE 3,

C.NSGOEZMnJZH/MIZLET,

D.NSG7R—RO4J%EBMILET,

E. Azure Log Analytics 7 —%9 AR—X&#EHLET,

Answer: D (A —vyt—T%EY)

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from,
a virtual machine (VM). You can log network traffic that flows through an NSG with Network
Watcher's NSG flow log capability. Steps include:

Create a VM with a network security group

Enable Network Watcher and register the Microsoft.Insights provider

Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability Download
logged data View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

=HTEIRE: 116

Azure Active Directory Azure AD) 77 > b Z{EH9 dMicrosoft 3657+ > khHY F

9, AzureADTF > k& Azure AD ConnectD A Y RA VU RAEFALT AV TLIRAD
ActiveDirectory KA 4 VICHEIHIL FE T,

FLWAzure b R ) T2 a o EERLET

BEiEN=A > T LI RA—HF—TFHIOO I LW TRV T a3oTA—FZEYHT
BENRTELGLWNWZ ELRDMYFELT,
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B S N i-AzureADA—H—F H 9 > bIZAzure & Microsoft365M R ENZE|Y B TR ENTE
Bl LEHERTDHDVELNHYFET,

HEFRAMAETRETIHN?

A 77— a3 VBiEERTAESICHLWVG IR TS a o TCERASINSAzureADT
FTUMEEBLEYS,

B.#HLWH TRV )T a v TERAINDAzureADTFH U MEEBLET,
C.NRRIN—FRHEFERATHESCHLWVY TR T 3 o TERINDAzUureADTF > k
HERLET

D. Azure ADConnectM2FEB DA VR A VR EHEHLET,

Answer: B (A —vyt—T%EY)

= HTERE: 117

Azure') V—RIF—V ¥ —T T L—rEFEALT RB—ICEBRINIzAzurefRE< L O DEH
DEFZEFTTDIFETYT . REFADEEBET7THV Y bD/IRT— FIL £ BHAzure Key Vault
[Co—9 Ly bhELTRESNET,

FRAPICEUGO—I Ly b EECX—HR—ILFEHEET SV —RXIDZEIMICEET 5%
EHANTAIBENHY FT, Key VaultDBETEL—I Ly FDRRIEX A V54 VINTA—8—
ELTREENZFT,

)Y —XIDOEERIZIIAZFERAT ILELHY EFITM?

A X—FR—=ILET7IERR) —

B.Uvyaht=7>7L—+

C.INTA—=Z—T74)L

D.B&ME7ho vk

Answer: C (A —vyt—T%EY)
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?
tabs=azure-cli#freference-secrets-with-dynamic-id

HTEIRE: 118

Azure¥—a VT F—EAzZure R FL—UTF DY b EETCAzure TRV ) T a by F
¥, Key VaultiZIE BEEEEDF—HIAEENTVWET A L= T H D2 R Key VaultiZH&
MENTLWLIBEEEDF—ZHEAIHL BRI TVET,

ROY—EREFEHAL TAzurelZ7—2 M3 5FETY,

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct
answer present a complete solution.

NOTE: Each correct selection is worth one point.
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A. Queue storage

B. Table storage

C. Azure Files

D. Blob storage

Answer: (fAZE%RTd 5)
https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?
tabs=portal

HTERE: 119

ROKITETA T 4 REHEDContoso_ Ltd. & LN S 24 TENTULET,

ContosolZ I, contoso.com & LY & HiDAzure Active Directory Azure AD) T3> kDB Y ET,
3§ R TMDcontoso.com1—H —I[d  Azure Multi-Factor Authentication MIFA) Z&%hIZ L TWLVET,
T MIF RORICSRTI—HF—DEENTLET,

contoso.comN ZEFRFZFE (L, ROBIZRT LS ITEESNATUVET,
RDERT—FAVBMZDOWT RAT— A DA trueDIGEIE[EIWNZEZZBIRLFET, T UMD
BEIE [WWRIEERLET,

F FNFADOELWERIZIARAS Y FOMENSHY F9,

Answer:

= HTEIRE: 120

RDFRIZTT ) Y —REEL Subscription1 & LS BRTDAzure Y TRV ) T a3 vbiH Y £,
RDISONT 7 A ILZEFERL TAzureB—LEERRLE T,

Role1ZRG1MUser1|ZE|Y ¥ TET,

RODERT—FAVKIDWT RT— A Y DA trueDIZEIE [FWNEBRLET, ThLSD
HElF [LWWWAIZEEBRLET,

F L VEREZENTAIRS U LOBENHY 5,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

ExFTEIRE: 121

RDORIZRT 1—H—% ST Azure Active Directory Azure AD) T+ > FAHY FT,

RDERTE &5 DAzure AD Identity Protectiontrf >4 ) R K1) —#E L TERALET,
*2 Y BT Group1Z & Group2 kN LET

EH AR LN UL

*TORRAT Y 2AZHA, EERFIANLDLE

A—H—mNAzure ADIZH A VA U LTz ZFITRAINEI 2D EHNTI2DELNHY FT,

A—H =LA EHBANTEILEAHY FTH?EEZITSICE AZTY 7 TEIYLEA T a
ZERLET,
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I ENTNOE LOVERICIEFHNARS Y FOBELHY F9,

Answer:

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks

A#7e AZ-500J IREL (L GoShiken.com AR SN F=EHK L DT L AZ-500J FAERREIRESR !

GoShiken.com Y &x#T D AZ-500J FHERfEIRESE 124t L TULVE T, GoShiken.com AZ-500J &
BRMREII R T, MENEE T I I VVET , &HTD GoShiken.com AZ-500J) BIREE %47y b T
HANIE T B 5. https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF
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ATERE: 122

£$t(Z1d contoso.com & LY 5 £ B Azure Active Directory Azure AD) T+ > FAHY £,
E4tZAPP1E VWS BRIDT TV r—2 3 U EREFE L TULET, Applld, Windows Server 2016 %
KT A5 —/N\—LETH—ERELTEITINET, AppllL, contoso.com(Zxt L TR F1T
LY, Microsoft GraphlIZ7 2 2ALTT 4 LY b T—2F5HARY FT,

Appl ICRIEBLELGIHERZZE T ILELHY FT,

AzureiR— 2 JLH S IBBIZEFTT E2HENHZ32DF7 I3 vIiEFENTIMN?EET HICIE &
G792 avE7I2a VORI EIEZIYTICEEBL, ELWVEFRICHERET,
Answer:

1 - Create an app registration

2 - Add an application permission

3 - Grant permissions

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent

EFTIEIRE: 123

Azuretr T3y MINA U FENE=Ry bT—9 X2 T4 TIL—T NSG)HAHY ET,
Get-AzureRmNetworkSecurityRuleConfigz#E1TL . ROBRICRIHAZZTERY £,
FOYTE DA Za—42FALT HICRENTLAFHRICEDVTERT—FAY FETERM
SELHEBFEDERKEZERLET,

FFENFNADOE LLDERICIHIARS > FOBIELH Y £5,

Answer:
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

FTEIRE: 124

ROFIZRT ) Y —RXEELSubeription1 & WS ARIDAzure S F7 X9 1) T3 UhHYET,
RD1) ) —R%EELSubcription2& LS ZRTDAzure Y FR Y 1) T2 avhhblFET,
AzureSentinel 7 —9 ARX—X

Azuref R Gy FL VAR VR

NVAM 5 AzureSentinelIZCEF A vt —C 2 YATHEAH Y FT,

I OEREZRZNIRA O FOMMENHY FT,

Answer:

HTEIRE: 125

You have an Azure subscription that contains the resources shown in the following table.
Transparent Data Encryption (TDE) is disabled on SQL1.

You assign policies to the resource groups as shown in the following table.

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template.
The databases will be configured as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

ExHfEIRE: 126

2y M=V BRREZEBESSCRELTOHET,

FYRT=U I3 T4 90 EIMTDESCHBASNIVMIE LS BRTDAzZUreREEY L V&R
RLET,

TRTOFRY CT—D T4 v IDVMIBRHTIL—T A VT ENDEIITTEIRELNHY F
ER

RAIZBRETIRLENHYFETN?

A. a system route

B. a network security group (NSG)

C. a user-defined route

Answer: C (A —vyt—T%REY)

Although the use of system routes facilitates traffic automatically for your deployment, there are
cases in which you want to control the routing of packets through a virtual appliance. You can do
so by creating user defined routes that specify the next hop for packets flowing to a specific
subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as
the virtual appliance.
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Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However,
you may need to create a route table and add one or more routes in specific cases, such as:
Force tunneling to the Internet via your on-premises network.

Use of virtual appliances in your Azure environment.

In the scenarios above, you will have to create a route table and add user defined routes to it.
Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-
overview.md

R HTERE: 127

FoBEME RALEREZRITVKOMDEMICEENTUVET L, TXRTOERICITBEFD
BEABHYET , Y- avhBERERFLTLWEINESHEERELET,
HE-DE%Z1E, weylandindustries.com& LS ZRIDE — K A 1 > Z#FDActiveDirectory 7 #+
LA RAHY FT, - B LCABIDAzure Active Directory Azure AD) T+ > hE£HYET,
ActiveDirectory & AzureADTF > FD#iE ZIEH LE L1z, Azure ADConnectx 7T 7049 5F
ETY,

MEDHE T NRT—FR) o—¢&a—F—05F D OFIRA Azure ADTF > MZREAS
NEA—HY—ThOU MNMIEEESZ BERY—N—DHEIEIREEIND LT ILELAHY

FY,

FRRER INAZRW—FBRENRRT— Ny Vo A#ZFERALZY—LLASSODEAZH#DHL
FY,

Va—YaVFEREERLTOEIMN?

A. [y

B. L\ R

Answer: A (A —vt—T%&9)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

ExFTIEIRE: 128

MicrosoftSentinel BB L TLVET,

Y—FN—TFT4DEX1U T4V ) 12— a ERRAICERTAIVENRDY 9, H— F/\—
F4®MDY') 21— 3 I, Common Event Format CERISED » vt —2) 2% ELET,

Y a— 3 VITRZEZEHIDENHY ETH?EEZTHICIE BEZEI) 7 TEULGA T3>
FERLTLCIESL,

F B WLEREZRZENIRA D FOMMENHY FT,

Answer:

Answer is as image below.

xFTEIRE: 129
SQL1 & LS5 & RiTDAzure SQL Database—/A\—0H Y £9,
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SQL1MAdvanced Threat ProtectionZEMIZL T, TR TCHEBRESZ 4 TERHT HFETT,
Advanced Threat ProtectionldBB & LTEDT UL a v ERELETH?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

Answer: B (A —vyt—T%EY)

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an
active exploit happens against an identified application vulnerability to SQL injection. This means
the attacker is trying to inject malicious SQL statements using the vulnerable application code or
stored procedures.

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

=#THERE: 130

Admin1& LS &RITOD 11— — % & AzureActive Directory Azure AD) 77> FAH Y £T,
Admin1IZE, 7TV 75— a VRARBEORBEDEY B TONATVWET,

App1 E WS ARINY SO K7 T) #EA L, App1ZAzureADIZEHF L E T,

Admin1l& App1®D b—9 VEEBILE BT A T a UAFIATERONI L EZHREL TLE
ER

Admin1mAzure R— 2 JLTApp1D b—Y VEESILZEAMICTE AL ZHR I HILENDHY F
ER

HET- XA ZET oEM?

A App1DEERAZEF*7y 7A—KLZET,

B. App1DAPIHERZZEELFY,

C.App1Z T A—TSA X7 T r—a e LTEMLET,

D. EBEZENYLBTEST ' VIV RT T r—2a VEBEDERE,

Answer: C (A —vyt—T#EY)

This is a tricky one because uploading a certificate is also required. However, the question states
that the Token Encryption option is unavailable. This is because the app is not added as an
enterprise application. When the app is added as an enterprise application, the Token Encryption
option will be available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-
encryption

RHTEIRE: 131
HE-DE4(Z1E contoso.com & LY 5 £ RiTMDAzure Active Directory Azure AD) 77 > b IZEE
5N TLBSUb1E NS BRIDAZUre TR Y T3 ohHBYET,
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Bt XAPp1E VWS ERIDT T r— 3 U ERAFE L TULET, AppllEAzureADIZEHF I TLY
9,

AppI DT T r— 3 va—H—[ZRi > TAzureKeyVaultd—o Ly MZF7 O A TESZ
LEHRTIVENHYFET,

fAIZERT E2RENHYETN?

A. EBEDORERG LOBEHFA

B. EBEDREL LICEREINTIER

C. EEHBADREMNDELGRZRESNI-tER

D. EBEDRENDERT TUT—2a D79 R

Answer: B (A —vyt—T#ET)

Delegated permissions - Your client application needs to access the web API as the signed-in
user, but with access limited by the selected permission. This type of permission can be granted
by a user unless the permission requires administrator consent.

Incorrect Answers:

A, D: Application permissions - Your client application needs to access the web API directly as
itself (no user context). This type of permission requires administrator consent and is also not
available for public (desktop and mobile) client applications.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-
web-apis

ExHfERE: 132

Azure Key Vaulth’dp Y £9,

ROBEHEE=T1=0IZ Key Vaut~DEEBT7 I R EZEXTILENHYFET,

*UserlE WS ZFTIDI—H—I(Z _Key VautDEELRT IV AR O—%RET SBEEZIRME L
9,

*User2&E WS ARID 1—H—IZ Key Vault CEEBAZE ZEBME L VHIBR T S#RE TR L F T,
“BINHEDRRBZERLET,

EA—HY—CT IV RZEYLETEHOICAZERTILENHY FIHN?EEZTHICE, BE
T 7TCHEYGATavEBRLET,

FENEFNOELVERICIEFNARS > FOMMELHY £,

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

Ex#TfEIRE: 133

RG1EWSERID Y Y —RTIIL—TIZ15DAzureff BT S Ui HY £,
FTRTCORET L VER—DT7 TV r— 3 v EETLET,

FEGT IV r—2avERLI7HMREISDUTETINLIOEHSRENHY FT,
BRI ETHINEMN?
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A. AzureiR!) >—ZFRG1IZERALEY,

B. Azure Security Centeri\ 5 BB T7 T r—avar bA—ILEERLET,

C. Azure Active Directory Azure AD)IDIRZEZHERRLET,

D.RG1IZYYV—ROv Y #@EALET,

Answer: (fAZEZRTT 5)

Adaptive application control is an intelligent, automated end-to-end application whitelisting
solution from Azure Security Center. It helps you control which applications can run on your Azure
and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs
against malware. Security Center uses machine learning to analyze the applications running on
your VMs and helps you apply the specific whitelisting rules using this intelligence.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

EHTEIRE: 134

SQL1 & LS B RTDAZUreSQLT—4 R— R EKeyVault1 & LS BETDAzure ¥ —HR—IL FEED
Azure TRV 1) T a3 ohHYFET KeyVaultllE RORIZRTF—FEBMLET,

) — R, EBEHT—20EES (DE) L% J, TDEIESQUICBEEEEDXF—4FRALET
m?

A. Key1,A Key2Key3, & & UKey4

B. Key1MD#

C. Key2 #

D. Key2# & UKey3MD &

E. Key1&key2 A

Answer: (A %RTd 5)

HTfEIRE: 135

LAW1 & LS5 £ 81D Azure Log Analytics 7—4 AR—X #&$Sub1 & LV S BRTDAzuretr 7R
) Toavhi®hyErd,

Windows Server 2016 #%E1T L  LAW1IZEEHR SN TULVS500DAzurefRE< L UhH Y FET,
VATLEHIHEY Y 2 —2 3 VEFLAWICENT B5FETT,

System Update AssessmentBED O 7' (& 1008 DRET L ML DHLAWIZT v TA—F &
NEESTTEIRENHYET,

IBHIZETT BBEAHZ3IDDTFHILavFEATTN?EETHICE BYLETISavET
923 DA MALEIZIYTIZEEL ELWVERICHERET,

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

ExFTERE: 136
Bt EGHE -9 (Z(X AzureSentinel/ — F Ty O DY R— b E2ERIT HIDLELHY T,
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WELZAzured T FH—L P X k1) & AzureMachine Learning™ —49 AR—XDwR/NMHILLN DT
ITM?

Answer:

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebooks

A#7E AZ-500J HRELE L GoShiken.com AMEE S NF=EHK LOT LY AZ-500J HAERREIRELSE !

GoShiken.com A &x#T D AZ-500J FHERFEIREE #12#t L TULVET, GoShiken.com AZ-500J &
EBEBIEIRF T MENEETIIVET , D GoShiken.com AZ-500J FEEZES v g
5 AlEZ 5 5: https://www.goshiken.com/Microsoft/AZ-500J-mondaishu.html (49730%OFF

BEA L EMRMAET 30%wiERIEISI0— F: Freepdfdumps)

E#TfEIRE: 137

BTGB G FiET-9 (2% storage1 ZESET H2RELAHYET , EDF—R—IL N EFEHRATE
FIM?

A. KeyVault1 &

B. KeyVault2# & U'KeyVault3®D #

C. KeyVault1$ & UKeyVault3D #

D. KeyVault1KeyVault2§ & U'KeyVault3

Answer: B (A —vyt—T#ET)

The storage account and the key vault must be in the same region and in the same Azure Active
Directory (Azure AD) tenant, but they can be in different subscriptions.

Storage1 is in the West US region. KeyVault1 is the only key vault in the same region.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview

Ex#fERE: 138

FCOBEREF RLOFVAFRRTHI—EOERO—EHTY, D) —XDFERMICIE, BES
NE-BEZERTAAEEOH I HEDOY ) 12— a UAEFATVWET, —HOE/ME Y ~IZ
FEBDELWVERRAHIEELHNIE, ELWVERENGENMEELHYFET,

COEH L aVDERIZAETSE FOEMICRDCEFITEERA, ZOHER,. ChoDER
FLEA—EEICRTINhEREA,

Azure Security CenterZ{ER L T 3DNDAzure 7R 9 ) T avh—mibkdhizR) o —EE
EITVET,

WDOADRY V—EEEZFRALT TR Toavntexa) T4 &2EBLET,
B3DDYTRY ) T3 VveRTICKR) D—ERETIN—TELTERATILENHYET,

Y )a—23y EWIN—TERMRET DAV TFITLEEAYHBTEERLET,
CNIFEBEEERLTOETHN?
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A. [y

B. LM%
Answer: A (A —yt—T%#ET)
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

RFTERE: 139

User8IZRG4 RG5, 8 L URGBDFAIEEO—ILZE|Y L4 TEY,

User8IZED ) V—R T I—TTRERY bT—0 ENSGEERTEETA ?2EZT SICIE E
ZET)F7CEUBA T aVEERLET,

FENEFNROELWLVERICIHIARS > FOMELNSHY FT,

Answer:

HTEIRE: 140

RORIZRT VY —REETCAzure TR0 ) FoavhbyYET,

User1lEGroup1® A > /\—T9 . Group1& User2(Z(E Vault1dDKey Vault Contributor @ —JLAVE
DETOoNTLET,

2019 1A1BIC Vault1 TY—o Ly FZERLEFET, o—I Ly FMERTRIZRESNA TS LS
[CHEpEhFEYT, BRIZ2TEZIVVILET,)

User2[ZIFVaultt~DT7 I ERAR Y S—mEIYBTohET R S—ICIXROEHEAHY T,
* Key Management Operations: Get, List, and Restore

* Cryptographic Operations: Decrypt and Unwrap Key

* Secret Management Operations: Get, List, and Restore

Group1 is assigned an access to Vault1. The policy has the following configurations:

* Key Management Operations: Get and Recover

* Secret Management Operations: List, Backup, and Recover
UTDERT—FAVKIDWT RT— AV IDNETHSGEEF KL ZBRLEST, Th
LN DIEEIF, DWWAIFERLET,

Answer:

AT 141

HE-OHE BEASEICEROY TR YT avaEiflid b5l L ZFELTVET , &Y
TR91) 7L avld R L Azure Active Directory (Azure AD) 77 > MZBEEER TN ET,
FLA—LUAEYETOENDIKSIIRY TR T I VEEBRTILENHY FT,
fAIZESNETIMN?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints

Answer: D (A —vt—T#EY)
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Just as a blueprint allows an engineer or an architect to sketch a project's design parameters,
Azure Blueprints enables cloud architects and central information technology groups to define a
repeatable set of Azure resources that implements and adheres to an organization's standards,
patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and
other artifacts such as:

Role Assignments

Policy Assignments

Azure Resource Manager templates

Resource Groups

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

X HTfERE: 142

JTVM 7V R EEETHFETYT, EOHRBETUBNYR—FEhFETH?
A.VM1 & VM3 O #H

B. VM1 #

C. VM1, VM2, VM3_ # & U VM4

D. VM2, VM3_ & & U VM4 D&

Answer: (&% &9 D)

HTEIRE: 143

Azurett TR Y T a o EERLET,

Azure Active Directory Azure AD)Privileged Identity Management PIM) Z{& A L TAzure ADO—
IWZERETELHLZHT I IRLENHYFET,

IEFIZETT EIRENHL3DDT I avEENTEIN?RETHICIX BUGETIavET
903V AMLEEIVTZICEHL ELWVEFICIERET,

Answer:

1 - Consent to PIM

2 - Verify your identity by using multi-factor authentication (MFA)

3 - Sign up PIM for Azure AD roles.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
getting-started

BR#HMERE: 144

HE-ORKFKICIE, DT PLEZ2—T—VI(2DDF T 1 ADBHY ET , &4 T 1« RIE NATT
NARZFERALTA =3y MEBLET T 74 AT, ROKRISFTIPT FLRZHERAL
TWEY,
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£$t(Z1d contoso.com & LY 5 & B Azure Active Directory Azure AD) T+ > bARBYET, TF
Y MZF RORISRT 12— —DNEFNFET,

MFAY—EXDEREE, BRICREINTWS LS IZEREINET, [BRIZTEVV VI LFE
9,)

UTDERT—FAVMIDWT RT—FAVRPNETHIEHEIE R EERLET, Th
UNnigEIE, DWA 1 ZBRLET,

FENEFNROELVERICIFNARS > FOMELHY £,

Answer:

Reference:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

#T[EE: 145

ROFKRIZKRT 1 —H—%EF ¢ contoso.com & LY 5 & RITDAzureActive Directory Azure AD) 73 >
FHYFET,

Contoso.comlZl& FIL—T@mEBR O—DEFENTWVET , R —IZIL Contoso & LVS5 BEE
EFECHRALOTAYY SNEEEJRML—ILEHY FET,
contoso.comTContosoSales& WS ARID I I—TZERTED1—F—FENTI M ?EEZT
BICIF EEEECEYGA T a vEBERLET,

F B OLEREZRZNIRA D FOMMENHY FT,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

HTEIRE: 146

RORITRTEERY bT—0 2 ETAzure TR ) T3 ohHYET,

IR )T aVIZIE RORICRTHREI S UNEENET,

NIC1T ASGIEWVWSEZRIDT T r—>avtxa) T4 IL—TE#EHLET,
ASG1ZIBRTEAMDRY FIT—V A4 V3 —T A X EFENTIMN?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5

C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

Answer: C (A —vt—U%5&9)

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured
in ASG1, as all network interfaces assigned to an application security group have to exist in the
same virtual network that the first network interface assigned to the application security group is
in.

Reference:

https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/
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= HTERE: 147
Azure Container Registry|Z#£#% 9~ % Azure Kubernetes Service AKS) 7 S A2 —%#EH L TWVE

ER
Azure Container RegistryDEREEIC &, BRIERKR SNz —EXTY DNV EFERT 2BENSD
YET,

RZERT DRENHY EITM?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault

Answer: (&% &RT9 5)

When you create an AKS cluster, Azure also creates a service principal to support cluster
operability with other Azure resources. You can use this auto-generated service principal for
authentication with an ACR registry. To do so, you need to create an Azure AD role assignment
that grants the cluster's service principal access to the container registry.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks
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A BFEOEREBRY FO—0%EBMLET,

B. R —Z2 OXFVIZHELET,

CHLWIZATO+—ILIL—ILEERLET,

D.[Azure—E R E )Y —RIZZDH—IN—ADT I RAEHRT B Z[TWVIZEKRELET,
Answer: C (A —yt—T#ET)
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Answer:

Reference:
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https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details
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RODFKIZTRT AzureLogAnalytics 7 —9 AR—X #ETAzure Y TR Y T 3 vhhH Y ET,
ROKRICRTRET D OEHERLET,

Azure SentinelZ#HA L T RE<T > > EOWindowsDefender7 7 4 7o+ —ILZE&ERIT B &
ZETEILTULWET,

Azure Sentinel[Z#EfE TEHREI O vIFERTT M ?

A.VM1E & UVM3D H

B. VM1 #

C. VM1E K OVM2D #

D. VM1_VM2_VM3_ VM4

Answer: D (A —vyt—T%REY)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall
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Azure Key VaultZ{E 9 2 ENHY FI, CD V') 12— 3 VTl Key Vaulth L HIBRES iz
7210 FEOBRRET HIVENAHYET,

ARV FELEDELSITETTAIRENHYFIN?EZTSHICIF BETYY 7 TEULGA T 3
VERBRLET,

I ENTNOE LODERICEFNARS Y FOBELSHY FT,

Answer:

Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault
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Answer:
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Group1&Group2M A UN\N—2y FIEAITEA?RIZT A EBZDY 7 TlEYIGA T ay
ZEIRLET,

FEENTNOELWNERICIFIARS > FOMBELSHY 7,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership

Topic 2, Litware, inc

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of
43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The
tenant contains the user objects and the device objects of all the Litware employees and their
devices. Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity
Management (PIM) is activated.

The tenant contains the groups shown in the following table.

The Azure subscription contains the objects shown in the following table.

Azure Security Center is set to the Free tier.

Planned changes

Litware plans to deploy the Azure resources shown in the following table.

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a
permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to
applications that access company information on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.
Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.
Following the implementation of the planned changes, the IT team must be able to connect to
VMO by using JIT VM access.



A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security
Center.
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COEVVIaVOEMICEET SE, ENERICRAZEEFETEFRREA , EDRE. CNoDER
[FLEa—BE@EICRRTINEEA,

Azure TR ) T avhhpyYET H TR ) T3 UIZIE, Windows Server&E179 550
BORET O UNEENTLET

2012 R2% 1= [¥Windows Server 2016,

38 < & > [“Microsoft Antimalware = B3 2 EMNH Y £,

fRRE BB UICEH L WindowsH#REZEML £9,

CNIFERZERLTHEIHN?

A. [ELy

B. L\ R

Answer: B (A —vyt—T%EY)

Microsoft Antimalware is deployed as an extension and not a feature.

Reference:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware
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Azure Security Centermv i, IREI I UVICT U RRA Y MREYV )2 —2 a3 F A VA M—=ILT
BIEVSEEEDRVERSIEZAFTEET,

EEEOSWMEROBERE L > TWIHEERRT IDLDELHYET,

HET- XA ZET o EMN?

A. Microsoft AntimalwarefhsR#aEZVM1IZEEBMLE T,

B. VM1IZEndpoint Protection Fi M Microsoft System Center Security Management PackZ 1 > X
F—ILLET,

C. Network Watcher Agent for Windows#L3E#REZ VM1 IZBM L E T,

D. Microsoft Defender Advanced Threat Protection Kicrosoft Defender ATP) ~AMD# > /R— K
VM1,

Answer: (&% &RT9 5)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection
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A=y MIEERERINEEBET D VIE XYy FT—0 X2 ) T4 J)L—7T KSG) #{&
FALTRETHILELNHYFET,
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Azure Security CenterCERT 2WMEDH S EF a1 ) T4 DRNEEWNLDOTIM?
A.1

B. 2

C.3

D.4

Answer: D (A —vt—T %%
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RDFIZRT Azure Key VaultZ ELSub1 & LV S ARTIDAzure TR ) T 3 UHY ET,
SUb1TIE ROBREEFHORBET I VEERLET,

* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

Answer: A (A —vyt—T%FEY)

"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption
secrets don't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the
VMs to be co-located in the same region." https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/disk-encryption-key-vault
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A ERLI-A—Y—,

B. A /\— (BB)

C.o9N—TH—+—,

D.é#T%,

Answer: C (A —vyt—T%EY)

In the Reviewers section, select either one or more people to review all the users in scope. Or
you can select to have the members review their own access. If the resource is a group, you can
ask the group owners to review.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls
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INEDHEDRAZFERT ABLENHY FT,

UserIZEDQRA—)LZEIY BTHIRBENHY FIH,
AYITRY)TLavn7TIVERT—2DFMEE

B. 47XV )T avnEBMERT T r—a v OERE

C.Azure ADDY 50 K7 T ) r— 3 U EEE

D. Azure ADD7 7V r—< 3 VBHE,

Answer: D (A —vyt—T%REY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task
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Azure RENHY F£T,

ISO 27001:2013 $ZHEIZEEHLL TULVRL Azure DIERET—IV A—FEHTETIDLENHY F
ER

fAIZESIRETIMN?

A. Microsoft Sentinel

B. Azure Active Directory (Azure AD) ID £

C. Microsoft Defender for Identity

D. Microsoft Defender for Cloud

Answer: D (A —vyt—T%EY)
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Azure Active Directory Azure AD)D/\A T1) v FERLAHY £7,

TARTOI—H—HWindows 10%EITL /A T v FAzure ADIZS ML TWSaVEa1—
A—ZMALTWLET,

Azure ADFBREZHR— FF 5 & S ICHER SN f-Azure SQLT—EA R—XNHY £,

T—AR3 R—RFFEEIL Microsoft SQL Server Management Studio 8SMS) & L TSQLT—
AR—|ZHEH L BERDACctve Directory 7 ho > b & ERLTRIATHIHENHY £,
FFEEIC, SSMSH LSQALT— 2 R—ZA~DERICERT SR HEE A DVENHY FT, V
Ja—a i BTV T R ERNRICHZ ZBENHYFET,
RAREICEDRIAALEEZFERT AL BRI IDELHYEITMN?

A. SQL Login

B. Active Directory - Universal with MFA support

C. Active Directory - Integrated

D. Active Directory - Password

Answer: C (A —vyt—T % &)

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises
Active Directory Domain Services that is federated with the Azure AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity
using SQL Server Management Studio or SQL Server Database Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials
from a federated domain.

1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database
Engine) dialog box, in the Authentication box, select Active Directory - Integrated. No password is
needed or can be entered because your existing credentials will be presented for the connection.
2. Select the Options button, and on the Connection Properties page, in the Connect to database
box, type the name of the user database you want to connect to. (The AD domain name or tenant
ID" option is only supported for Universal with MFA connection options, otherwise it is greyed
out.) Reference:
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https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-database-aad-
authentication-configure.md
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Azure Container Registry|Z#&#t 9~ 5 Azure Kubernetes Service AKS) Y S X2 —MHY ET,
AKSY S REZ—DBEBERIN-H—EX T oL /)L%FER L T, Azure Container Registry
RELT A ELNHY FT,

fAIZERT 2RELAHYFEIMN?

A. Azure Key VaultD #4 %

B. REIDEIY BT

C. Azure Active Directory Azure AD) 1—H—

D. Azure Active Directory Azure AD) 7' )L— 7

Answer: B (A —vt— U %&9)

Reference:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal
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A A N—2y FIL—)LEGrouplIZEBMLET,

B. Group1#Hllk& L &3, Office 365M A /N\— vy TR A TEEFEDGroup1 E LV ARTDFTL LY
TW—TEEBELET , IIL—TI22a— =TI REEBMLET,

C.Group1D A UN—=2y TIL—ILEEBLET,

D. Group1D A U=y TR THEENY BTEACEELFET , BINGAN—2y TEEFD2
DOTIN—TEERLET , H LW IL—FTEGrouplIZEBMLET,

Answer: (&% &KT9 5)
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and
their devices must be members of Group1.

The tenant currently contain this group:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-
create-azure-portal
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A. [FLy

B. LMMZ

Answer: A (A —vt—U%5&Y)

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier. Changing the signed identifier breaks the associations between any existing signatures
and the stored access policy. Deleting or renaming the stored access policy immediately effects
all of the shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy
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Answer:

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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AEHINITRETIN?EET SHICIE, AEERTEIGA T a v EBRLET,
FEENEFNOELWNERRIFIKRA Y FOMEENHY T,

Answer:

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-
variables
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C.3

D.4

Answer: B (A —vyt—T%EY)

We have two different sets of required permissions. VM1 and VM2 have the same permission
requirements. VM3 and VM4 have the same permission requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-
assigned managed identities, we can create just two managed identities: one with the permission
requirements for VM1 and VM2 and the other with the permission requirements for VM3 and
VM4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Answer: D (A —vyt—T%EY)
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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A. Contoso1812M Y AT LEIY B THOEEXRIDEA VIZLET,

B. Contoso1812IZ7R R F & FEMLET,

C. Contoso1812MApp Service 7S5 V&% A —ILT7 I b LET,

D. Contoso1812IZBEAR By F#FEMLET,

E. Contoso1812MApp Service 75 V& A —ILT7 v TLET,

F. PFXZ 7 4 JL%Contoso1812IZ7 vy 7A—K§ 3

Answer: (f8&ZRT~9 B)

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you
can create an Azure web app and have your users access it using either www.contoso.com or
contoso.com as a fully qualified domain name (FQDN). To do this, you have to create three
records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

F: To use HTTPS, you need to upload a PFX file to the Azure Web App. The PFX file will contain
the SSL certificate required for HTTPS.

Reference:

Domain
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A. VM1D#H

B. VM1 _VM2_ & & UVM3DH

C. VM1E K UVM3D #

D. VM1_VM2_VM3_ & &k UVM4

Answer: A (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines
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RERY bTD—9 EZETAzurer TRV ) T2 avhHFET  RERY FT—2I2IE RDOKIC
TIH IRy FAFSENRTLET,

IR T avICiE RORIZRIRETS UNEFENTULET,
TRTOFREI I VIZHLTONYRA M VAL ITDHVMT7 VR EZEBHIZLET,
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A. VM4 D #H

B. VM1$ & VM3 D #

C.VM1_VM3_ & K UVVMAD H

D. VM1_VM2_VM3_ & & UVM4

Answer: C (A —vyt—T%EY)

An NSG needs to be enabled, either at the VM level or the subnet level.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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