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ExFTERE: 1
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CDEIVaIVOEBEMICEZET 5L TOERICRDZEIETEEFHA, ZTDEH, CNODEMIELE 2 —EAICIERTINELA,
Azure Y TRH Y T30 BEETT IRV Y T 3 vIZ(F, Windows Server 2012 R2 F 1=[& Windows Server 2016 #2479 % 50
BORBEIUNEENTULET,

Microsoft Antimalware Z{RE< > VICEEAT 2LELAHY T,

RRE: BB UITER L Windows #aEZEMLE T,

CNIZEEZEFERLTOETH?

A. [Ty

B. LMVZ

Answer: (fRZ%RTd 5)

Microsoft Antimalware (& #8E T34 < HisRMEaE L L CTRBASNE T,

S

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

HTEIRE: 2
AU1T & AU2 &£ VS 2 DDEEBEAIZ ST Azure Active Directory (Azure AD) T+ > kABH Y £,
A—H =X RORITRT LS ICEBBEGICEIYETONET,
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Admin! can reset the Basswofd of Ubee!.

Addron &Mﬂpﬁm& of User3.

Mi&osoft
m o

HTERE: 3

Group1 & Group2 M A UI\—2y FIIAITETMN? AET SICE, BEBEETEYGA T a v ERBIRLTLES LY,
FEELCERTBEUICTIRS Y FOMELHY £,
5 Microsoft

Group1: v

No members

OnlyUser2 <

Only User2 and User4

User1, User2, User3, and User4

Group2: ﬁ@}v | v
No members

Only User3

Only User1 and User3

User1. User2. User3. and User4

Answer:



Group1: | v
No members

Only User2

Only User?2 and User4

Micro r1. User2. User3. and User4

Group?2: | v

No members

'Only User3

Only User1 and User3

User1, User2, User3, and User4

Explanation:

Ry X1 2—H—1 21—H—2 a—H—3 1—H—4

XFEINBEIVERRBOBRETEIRXFENMNIELRFESNEN O, ONZECIFEVNIA =L (A—F— 1) EV MU F—IL (2A—
H—2) BV Ry (A—H—3) B&LUVA V2 YA (A—F—4) ICTETEFEVFT,

Ry 4 R 2:User3 DH

—E fon O > K2 (Userd) [CDAHHUTIEFEY FT,

FIA

Role
Global admini r
Security agmi tor
Privileged refe administrator
Ontario pppolication administrator
Seattle _ « hGioud application administrator

pattle | "\ | User administrator
Reports reader

None

London

Contoso.com [Z[E RDORIZCKTEF 12U T« FJIL—THEFENLTLET,

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -contains “ON”
Group2 Dynamic user user.city -match “*on”

Sk

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

XFEIRE: 4
KeyVault1 & 05 ZHTD Azure Key Vault AAH Y  RORITRTEENEENTULET,



Name Type
Iltem1 Key
ltem? Secret
Policy1 Access policy

KeyVault TIE DA XY FHIEBIRELET,

xIEBE1IEHIBRSINFE L

CERENRENGHIBREBEIICLET

% Iltem2 & Policy (XA SN ET,

ROBAT—FADVRMZIDWT ZFDRAT—RAY DV true DIERIX[IEWV] ZBIRLET, ZNLUNDIGEEIE, DWVZ | ZBIRLET,
FEELGERT BEVITTRASA Y FOMIELHY T,

Statements

You can recover Policy1.

You can add a new key.named ltem1.

You can add a néw secret named ltem2.

Answer:

fou can recover Policy1. @ rfj-j
fou can add a new key named ltem1. 0! O
fou can add a new secret named ltem2. 0 ,rO_ !
Hli)

WWE, RYO—FEIETEEEA

[Ty, ltem1 [EFELICHIBRENET

LMNZ | ltem2 A Seoft-deleted R T—R2 XIZH ST RBLAREZHERATHLIETEEEA
https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview
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1 DM Azure Active Directory (Azure AD) 73+ > MU 2O ENF=5 2D Azure Y TR ) T a3 ohHY ET,



SecurityPolicyInitiative1 & L5 BRI Azure Policy 1 — 7 F I &#ERRLET,

TRTOFLWIY—R TIL—TTEDEREMLBREDEIY B TEZBRT IVELNHINEZHELET,

HLWYY—R FIL—TDEREEIZ SecurityPolicylnitiative1 £ O—JLDE|Y XU TEERT I2HENHY EFT,

EDIDDT7I L aVvEIEBICETTILENHYFETHMN EZTBHICIE. 73OV R Mho@UGTI Y a zREERICEHL .
ELWEFTHERETS,

Actions ' - P Answer Area

e o T - B - | - e

Publish anAzure Blueprints version
Assign an Azure bluepnnt.

Create a policy assignment

©

|
Create a custom role-based access control (RBAC)fole. @
.. A .

Create a dedicated management subscription.

QI

Create an Azure Blueprints definition

Create an initiative assignment.

Answer:
Answer Area

Create an Azure Blueprints defimition’ 111

Fublish an Azure Blueprints version

Assign an Azurgbluepnnt.

1 - Azure Blueprints EEZ#ERLET,

2 - Azure Blueprints /8A—> 3 VBT 3

3-Azure TIL—TY 2 LEFEIYHBTET,

S
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

ExHfEIRE: 6



FCOBERIE BRALYF)AERT —EDERO—TY, SOV —XDRERICIE IEESN-BEZERTETLHAEEOHHHED
BRENEENTVEY, —HOBERtL Y FTEFEHRDOELWERENEFNIZENHY FIH MOERBE Y FIIETE L OEERENG L
HEENHYFET,

CDEIVVaVOEMICEZETSHE TOERBICRSCLIETEFRHA, TDEH  CNoDEMIELE 2 —ERAICIERTINEEA,

sub1l EWWSEZHID Azure Y TRV YT a vy Ed,

RG1 EWSEFTIDYY—R JIL—TFIZsal EVWVSAFID Azure A A L—D FhO U RABHY FT,

A—H—=,TFTUT—2 30k WO DEETIVERESL (SAS) L RFEINE=TIVERA R O—%FRAL T, sal ®BLOBHY—EXR &
T774ILH—ERIZTIERALET,

EROGWI—H—NI7 7ML H—EREBLOBY—EXRDAAICT IR L2 MY F LT,

sal NDIRTDT I L RERMYETRELNHY FT,

fRRE: sal ICAY I HERLET,

NIFBEBRZERL TOETH?

A. [ELy

B. L\VZ

Answer: B (A —vyt—T%&Y)

&5t BA
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Explanation:

RESNFETIERARIVO—FZRYETIZE . TIOERA R O—ZHIBRT 50 BRAETHNFEZLERLTCEAMZEELET,
BRANGEBANFEZEFTLHLE BEOBRALERGFINTVE TR R O—HOBEEM THAEBRINET  RESNLZTIEX R O—
FHIRRFELIZRAERT & TNICAERFTONTVWSITRTOEET IV EREZLICELICEELET,

SE X

https://docs.microsoft.com/en-us/rest/api/storageservices/Heading-a-Stored-Access-Policy
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Azure Y TR ) T a3 U EERLET,

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{EFH L T Azure AD O—)L&ZRETES L ZHRETIDLEND
YEI,

EDIDNT7I L aVEIEBIZETTILENAHYETHMN?EZTHICIE. 7I/2a D)X ML EUHETY a3 2EZEEICEEL,
ELWEFRTHERES,
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Actions ] '\ ¢ ranswertArea

Vernfy your identity by using multi-factor
authentication (MFA).

Consent to PIM.

Sign up PIM for Azure AD roles: ©:

Discover privileged roles.

Discover resources.

Answer:
Actions Answer Area
A —— e e e S e T T it g g |
1Verify your identity by using multi-factor I |
lauthentication (MFA). ) 1 Consentto PIM. |
| |
| oo Tt :
[Cﬂnsem fares. ! I _Verify your identily by using multi-factor :
T (A auhenticalion (MFA). @
] p— PRS- SN R e
1Sign up PIM for Azure ADsales” | | | =L
] L5 3 e e Sign up PIM for Azure AD roles. @
e — Y : 50 ey —_—— = = = = = = = = = = = = = = = =
Discover privileged roles.




Consent to PIM.

& Wicrosoft

Verify your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles.

2TFv 7T 1. PIM ADRE

=
Microsoft
AW ED o 1 % - X % .
Microsoft Azure P Secrch resources. services, ond diocs

-

Home Pranteged [dentity Management - Content 1o PIM
Create a te<ource Privileged Identity Management - Consent to PIM

Al soraoes -
O retrsh P

FANCERITIS * "
0 Ouatk stant

) Pravdeged identty Maragement and Asure MultrFactor Authentaton (MFPA] work together to help you
S [ @ Corsent to Pint l MARgE BOCESS b Se0uTE BDERLAtONE and servites. Bafore you et 1larted with PIM, wet need o make sune

ot youre able to wie MFL

v
22 Al resouroes
Tashs

WVierdy your sdentity st Asuce MEL now. I oy haren UGSt yet il heip you do that
FELouroe Qroups

8 App Sernces . : o Verdy ey sdentity

$ Function Appr.

—
= S0 databarses

P Arure Cosmos DB " _ a Azure AD Privileged Identity Management

(& Wirtual machenes

asurg A0 PIM 1 5 Premegm fedtune That enabiet you 10 mad (ndiAg IR BO0EM 10 Do
*‘ Load balancers

B Siofage accounts

Wirtual networks ®

Arure Actnee Dwreclory Activity J

Monitos Limit standing acoess Discover who has access
WAl

Pl aligws you 1o make users elgible Ugeng the Budl-in wizbrd you Lan

" Adhrioe Troublethooting « Support for roled, whelh mesns they ondy have Shbly S4L0nET USEYE wilth parmanent
poCEss wihEn NEtEEiary provieged rade asigrments and

& Secunty Cenler X Troubleshoot maice theen ehable

.__"} Cost Management + Bl = Naw support requet

ﬂ kb & w1 st

RTv 72 ZERDE (MFA) ZEALTID 2295 [ID RIS £V Vv I LT Azure MFATID ZHRBLET . THhV 2 &
RIBESTKRONET,

ATy T3 Azure AD O— )LD PIMIZHA VT v TT 3

TA4LY MJIZHLTPIMZBRICLI=5 Azure AD O—)LEEET 5=BDICPIMICH A V7 v TTERELRHYET,

SE Xk



https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

XFTIRE: 8
contoso.com & L3 £ B0 Azure Active Directory (Azure AD) 77+ > bAH Y RORIZRTIA—HF—REFAhTNET,

Contoso.com IZIE T IL—TRFIFHFHR) O—NEFNATVET, CORY >—IZI& Contoso E VWS HEEFETHRAFLDEILHEEY X +
W—ILBHYET,

contoso.com T Contoso Sales E WS BRID T I—TEERTEDDXEDI—H—TITH? BAET ST BEEETEYGEA T3>
ZERL TS,

FELGERTI BEVITTRSA Y FOMELSHY T,

Users who can create a security group named Contoso Sales: v
| Adrain1 only

Admin1 and Admin2 only
‘Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group nanfed Gofitoso Sales: v

N A L _ Admin1 only
M ICIrOS @ ﬁ‘-ﬁa N\ ) Admin1 and Admin2 only

\ @ Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Answer:

Users who can create a security group named Contoso Sales: -
Admin1 only

Admini, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: E— v
Admini only

||
L\.’" Admini, Admin2. and Admin3

Bl



Users who can cieate.a secunty-greup famed Contoso Sales: -
: : Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

SHE .

= nw

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

REMIRE: 9
RORISRT LS Azure B TRH ) T avIc) Y—REERLET,

e 1 nmuumr_ Region
RG1 Resource gfoup West Europe

VNET1 Azure wirtual network West Europe
Contosol1901 AZure Storage account West Europe

VNET1 [Z[&, Subnet1 & Subnet2 &LV RRID 2 DDH TRy FMEENTULVET , Subnet! DAy k7—%4 ID (£ 10.0.0.0/24 T
9, Subnet2 dxv k7 —% ID (X 10.1.1.0/24 T,
Contoso1901 (& BRIZERT &I ITERESNTULET, OV

PS C:\>» (Get-AzStorageAccount contosold0l) . NetworkRuleSat

ByPass : Logging, Matrics .

Dafaulthction : Dany

IpRules : [193.77.0.0/16,...]

VirtualNetworkRules : [/subscriptions/a90cB8cB8f-dBbo-4112-abfb-
dac4906573dd/resourceGroups /RGl /providers /Microsoft. Network/
virtualMNetworks/VNET1 /zubnets/Subnatl 1

PS8 C:\>» (Get-AzStorageAcoount RG1 EontoSel90]1) NetworkRuleSat.
IpRules
Action IPFAddressOrRange

Allow 193.77.0.0/16

PS C:\>» (Get-AzxStoragehdtount

Action VirtualNetworkResourcelo

Allow /[subscriptions/a90cBc8f-dEbc-41lZ-abfb dac4906573dd/rescurceGroups/
RGl /providers /Microsoft. Network/virtualNetworks /VHNET1/subnets/Subnetl Succeedad

PS C:\>_

RDBEAT—RAVFMIDWT FORTF— A2 D true DIFAX [TV ZBIRLET, FhLUSNDBEIF, VW 1 ZBIRLET,




EELGERTA-UIZ1RA Y FOMIENHY £9,
Statements Yes No

An Azure virtual machine on Subnet1 can access data in Contoso1901. o o

An Azure virtual machine on Subnet2 can access data in Contoso1901.

O
O

A cnmputeH the rrttm gatjflt address of 193.77.10.2 can access O O

datain Contoso1®

Answer:
Statements Yes No
| e |
An Azure virtual machine on Subnet1 can access data in Contoso1901. | I O
An Azure virtual machine on-Subnet2 can access data in Contoso1901. O : O I
-l
A computer on the Internet that has an IP addresﬁ 193. %an p
data in Contoso1901. M? (jcg 6£ o O

2t A

— MliCrosessns No

: |
An Azure virtual machine on Subnetl can access data in Contoso1901. | O | O

An Azure virtual machine on Subnet? can access data in Contoso01901. O ‘ O

A computer on the Internet that has an IP address of 193.77.10.2 can access ‘ O ‘ O
data in Contoso1901.

Ry X 1 1FL

Subnet1 ™MD T U L RIFHFRAIESNET,

Ry R 2: L\ Z

Subnet2 MHEDT7 UV L RIEHFAISNFEHA,
Ry R 3 &L

IP7 FLR193.77.102M D7V R FHRAILET,



=FTEE: 10
RDOFXIZTT ) Y—REEL Subscription! &WLVNS BZHID Azure Y TRV ) T avhHyUET,

Name mm__ | lf resource group
B3721433.20c0.4361-05el- | g i || L | O| Nodaphiicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
storage Storage account RG1
Useri User account Not applicable

RDISON 774 )LEERL T Azure O—LZFRLLET,

“properties”: {

“roleName”: “Rolel”,
“description”: “%,
“assignableScopes”: |

“/subscriptions/8372£433-2dcd-4361-bS5ef-5b188£fed87d40”,

“/subscriptions/8372£f433-2dcd-4361-bSef-5b188fed87d0/resourceGroups/RG1
1y

“permissions”: [ . |

{ ol -
Sl § Microsoft

“MicrosoftaCompute/*”

1,

“notActiong” t [l
“dataActmona”: [1.,
“‘nétDatalAetions”: []

}

RG1 @ User1 [Z_Role1 #&|Y 4 TEI,
RDBEAT—FRADRMIDWT ZFDRT— A A true DIFEIX [TV ZERLET, TALUSNDEEIE, VWA ZBRLET,
FEELGERT BEVITTIRASA Y FOMIELHY T,



Statdﬁenm iIcrosoft Yes No

User1 can create a new virtual machine in RG1. O O

User can modify the properties of storage1. O '®)

User1 can attach the network interface of VM1 to VNET1. O O
Answer:

mg% O-H Yes No

User1 can create a new virtual machine in RG1. O O

User can modify the properties of storage. O O

User1 can attach the network interface of VM1 to VNET1. O @
SHE .

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

=ETHRE: 11
contoso.com & LVS & HTD Azure Active Directory (Azure AD) 77> kA& Y _ Group1, Group2, Group3 &LVS 3 DDtEFa )T+ JIL—
TE RORIZRTA—HF—BREENRTVET,

Name m IVIICTOSQE Member of
Userl Application administrator Groupl
User2 Application developer Group?

User3 Cloud application administrator Group3
GN—F3ETN—T2DAN—TT,
contoso.com T RDFEEZFHED Appl EWVWSBRIDIUA—TSAX 7T I r—2a 0 EBHLET,
mAEE 1—Y—1
A—H—& 5 )L—T: Group2
ROFIZFET LS Appl DTONRTF 4 ZHELET,




HSave X Discard B Delete < Got teedback

Enabled for users to sign-in? o | Yes | No
Name”* o Appl
Homepage URL o '

Logo e
AP
Select a file [=]

Application ID e 75082794-3617-4347-ac6d-88cida564072
Object ID o 4926abbe-ef5T-4c9-2028-16d635cde655
User assignment required? o Yes | No |
Visible to users e | Yes | No

Aics ~F+
Bdliac = Vherosoft

RDBEAT—RAVRMIDWT FORT— A2 A true DIFAX [T ZBIRLET, FhLUSDBEIF, VW ZBIRLET,
EELCEBIRT BEUIC1 RS FOMENHY FT,

/| Btatements Yes No
Userl has Appl listed on his My-Apps portal.

User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal. O

Answer:



Statements Yes No
Y P
User1 has Appl listed on his My Apps qﬁtal.ﬁw INOS QI

User2 has Applifisted an her My Apps portal.  [O O

User3 has Appl listed on her My Apps portal. O]

SR .

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

TR 12
ROFIZTRT LS EastUS2 1) —2 3 »(22 DD Azure REI L UNHYET,

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

Azure Key Vault #7704 LTHERLET,

VM1 & VM2 T Azure Disk Encryption ZBXTEEH L2 HRI IMBENHYET,
BREISUTHZERET HILELNHY FIHN? BETLHICIE, AFEHETEUGA T a v EERLTLLESY,
S ELGERT BEVICTIRS Y FOEENHY FT,

VM1: v
Viciibhe operating system version

The tier
The type

VM2. v
The aperating system version
Thetier
The type

Answer:



VM1: v
rj'ne_ope_rati ng system version
{The tier '

s . e s ) sl

VM2: Vv
The operating system version
The tie

Bl

VM1: v
The operating system version

The tier e\

The type

w2 | OV v
The operating system version

The tier

The type

VM1: fEE

EFZEIZT Y TIL—FTE2RENHYFET,

Windows # & U Linux laaS VM @ T « X Y k& 1k1&_ Standard VM # & U Azure Premium Storage A = VM DT RXTD Azure /37
1wy 1Jy—23 & Azure Government ') —2 3 U T—RIBESh TWVET,

VM2: 24 7

VMtype # A D. DS G GS . FHEDI)—X1aaSVM DWNWTIMNZERTLINENHY 9,

ARL—T 42T DRATLON—23 0 TlEHY FHA: Ubuntu 16.04 BN R— kS TWET,

SE XMk

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#bkmk_LinuxOSSupport

Ex#TfERE: 13
DEICIELT ROATA VERBEREFERALET,



A—H—ZBEZANTBICE (VA AV RV I RICH—YILEBESE TOLI—H—RKEI ) VI LET,
INRT—=RZANTBIZIE, RRT—FDAAJRY I RICA—YILEBEE, TONRT—FE9 ) v LET,
Azure 1—H—4%: User1-10598168@ExamUsers.com

Azure /AR 77— |: Ag1Bh9#Bd

ROERIT, TOZHIL B R—rOHZEHMELTLET,

iAo RA R 10598168
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B o Home - Microsoft Azun X | <= W

- o *
3 O @ portalanore.com ' T Vi ; i = e a 1 @

MO e mma s, e TS - ] .'_'-:]I I.._-__- Userl- 10.‘.-\%1'.“[1“ "

ORTLONT (uaar

= Create 3 resource

A Home
Dashboard u 53 E ﬁ a g .,.-.l,". FEN %

AN ferveiis ~ . .
il ApD Seraled Slorage SOL databasd  Anure Databade  Aure Coimot Eubetratid Functon App
FAVORITES ¢haree Meourds for PodtoreS0L . e
B 50U databuied
T Azure Coumos D8
B3 virtual machines o .
| Ricurce growps ::: AP reslrarint Lirn Dashboard

o Load balancen
- Fage Mtounti

Virtual networ

b Asure Actrve Dwectory O ; 0 ; T 9 § bt ;
-
-
Mantor b free oniine MONCT YOuR SpF 33 Secure your apps and Analyoe and optemace your

030N i T nfrastructure choud spend for free

0 Achaioe
0 Securty Center
(*, Cont Management + Ball

Azure mobile app

as Help » wpport

F
& ~op Store

T

Microsoft Antimalware for Virtual Machines A L T VM1 £ WS RARIDREY LV ETHEERER® 02:00 IZELGIILI T R¥v
VEETTOIMBENHYET,

CDRRYERETTAHICIE, Azure portal [THA A4V LET,

Answer:

B — VM EBIA® Azure Portal %{# /A L T Microsoft Antimalware Extension BT %

1. Azure Portal T _Azure VM1 Q7 L— FIZEBEIL  [IL5RMEEEl €0 2 a VICBEIL T EBM] ZWLET,



2 devrg > dewr - Extensions

iIcrosoft

Dashboard > Virtual mac
E'.l devrgvm - Exte=:'
Virtual machane

Search [Ctri«/) : + Ada

B Overview

B Activity log

u Access control (IAM)
& Tags

X Diagnose and solve problems

& Networking \ E

¥ Disks

B2 Size

O Ssecurity
[ Extensions

):“ Search to filter e

MicrosoftMonitoringAgent

SiteRecovery-Windows

2. Microsoft Antimalware ?IE%E#E’FTE’EL*R L.MER) L ET,
.WMEIZKH LT LE#EED A VA =L 74 —LIZCAAL, OKjZHLET,

RO a—)LEH BHIZT S
AExY 34T D7)
A&+ H: HER

Microsoft.Compute.CustomScriptE
Microsoft.Azure.Monitoring.Deper
Microsoft.Compute. VMAccessAge
Microsoft Azure.Diagnostics.1aaSD
Microsoft.EnterpriseCloud Monitol

Microsoft. Azure. RecoveryServices.



Dashboard > Virtual machines > devrgvm > devrg > devrgvm - Extensions > New resource

Install extension B X

Excluded files and locations @

Excluded file extensions @

Excluded processes @

Real-time protection @

Run a scheduled scan @

com




SR

https://www.e-apostolidis.gr/microsoft/azure/azure-vm-antimalware-extension-management/

xFTEIRE: 14

A—H—RT7 IO EREDLTWN)Y—RIZTHL A LES3ELTVWADTIELGELWMNEEZONET,

BE3ABMICKRBLIEA—Y—0OH A o1 VRITEEET BI21E, Azure Log Analytics 7 T 24T 2ELRHY £ ERICIX 1>
A VRTINS EIUELABR LA ——DHDBIRTREINDIDLENHY FT,

JINZEEDESICTHEINIEEIVWTLLSIN? AETSHICIE, BEEFEHETEUGEA T 3 oEERL TS,

EELCEIRT BEUIC1 RS Y bOMIENSDY T9,

let timeframe = 3d; Microsoft
SecurityEvent A
| where TimeGenerated > ago(3d) :
| where AcccountType == ‘User’ and Iv ==4625
ActivitylD
DataType .
EventiD
QuantityUnit
| Summarie failed login attempts= |'-
Count(),
Countif(),
Makeset(),
Split(),

latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5
Answer:



let timeframe = 3d;
SecurityEvent

| where TimeGenerated >
| where AcccountType ==

| Summarie failed legin_ attempts=

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

SR .
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

=fEIRE: 15

Azure Y TR9 ) T 3 vEBHEBTT,

A= F7hOU bEERT HFETT,

A= 7HO0 MADT—TNLERBERTIICE ARII—IF—V K X—%2FRATIHELHYET,

Azure Cloud Shell ir o ED 3 DDaAT U Ly FZIEBICETTAMBENHYFIMN? EZEITHICIE, a9 Ly FOYR M SiETY]
Bavw Ry FZEEZBEEICEHL ELWVEFTIHERET,

Cmdlets

New-AzStorageAccountKey

New=-AzStorageTable

| Register-AzProviderFeature 2

Sy = 0

| New-AzStoragelAccount

—

:Regiater—HzRescurceProvidez.

Answer:



Answer Area

New- AzStorageAccount

New- AzStorageAccountkey

New- AzStorageT able

1 - # L L\ - AzStorageAccount

2 - # L L - AzStorageAccountKey

3-# L L - AzStorageTable

S8
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-vault?tabs=powershell

=HERE: 16
RORIZRT VY —REZEC Azure Y TR YT avniHyEd,

Name [Vlicrosoft Type
VM1 Virtual machine
VNET1 Virtual network
storage1 Storage account
Vault1 Key vault
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H IR ) T3 2% LT Azure Defender ZEMIZT HFETY,

Azure Defender ZfEFIL TIREETZHDIFED ) V—ATETM?

A.VM1_VNET1,_ storagel & & U Vault1

B. VM1 _VNET1, & & U storage1 M

C. VM1 _storage1, & U Vault1 D&

D. VM1 5 & U VNET1 D&

E. VM1 & storage1 D&

Answer: (&% &RT~9 5)

EHBA/SER:

https://docs.microsoft.com/en-us/azure/security-center/azure-defender
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T—RETTVr—2avERETD

TAMLY M1

NET—RRET A TY , T—RRE T 4 [FEMNICHEANZRESNEIDHTTEHY FHA, ET7—RERET LEVWETREBRREEZENST S
ENTEFET L, CORRICITEMDT—RRA AT A 0LV L3 VABEETIHZENHYET, CORRBRICEFNLIITRTOEMEE
ESNEHERICETTELLSICHRZEERTOILENHY FT,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

T—RRABTAICEENDIBERMIZBEZADICIE T—RAR I T4 TRESNDFHRESRTIVLELNHYVFET  ¥— R REFTA4IZIE T—R
AETATHREAISNTWS LTI FICHET HFMFRERETIBETOZOMD ) V—RADREFENIGELNHYET, COT—RARE2T 4
TlE, FEMEtOBERNSHILTWET,
CDT—RREATADREIZ, LEA—BEI/IRRINET, COBECTIE, RBORDEY L 3 VICETHIIC EEZHERL EEEZMRADS
CENTEFT HLLWEIV DI VERBLIERIE ORI D3 VIZRSZEETEERA,
T—RRARAT 4 #RAKT BICIE
CDT—RARAET A DRVDEBMZERTT HICIF, RN HRE20Z22U v LET, BRICEZDEIC, ERORA O ORE2 VEFALT
T—RRABTADABERARTLKIESVL, IN6DREFVEV ) v 995 EDRREHR BEORE, MEOHRBALEDFERNERTIN
FIT 7 RREITAIZ[TRTOER] 2 I HDHE  RRSNIFHRIIBRFEDO R TICRRENLBFRERMLELTHAZ LITTFELTLE
SV ERICEZSERLATERZD, BREIR2Z20 ) v LTERBIZERY EY,
B
Litware, Inc. £, A T2 500 AOREE Y750 X aAMGIZ 20 AOHKEEZNZETORIL ATAT7RETY,
BEFDIRE
Litware (21, H TR 9 1) T a2 ID H 43894a43-17¢c2-4a39-8cfc- TH S Sub1 E VNS EZHID Azure Y TRV YT avhipyErd,
3540c2653ef4,
Sub1 (F_ litwareinc.com & LY5 & HID Azure Active Directory (Azure AD) 77+ > MMZEAER T o TWET, TF > MZIE, T Litware
REBEZTDTNARDA—Y—F TV METNAR ATV FREFNATHET , 21— —IZ1E Azure AD Premium P2 51 &
VAMNEIY ¥ THNFET, Azure AD Privileged Identity Management (PIM) W7 2 7«4 FiEShTLVET,
TTYURIE RORIZSRTITIL—THEENRTULET,

Name Type Description
A group that hasfie Dynamic User membership type,
contains all thE San Francisco users, and prcwides
access to prany Azure AD applications and Azure
resources.
A greup that has-the Dynamic User membership type and
cortain - he Chicago IT feam
Azure B TRH ) T a VIZIE RORIZRTA TV FRAEFNATLET,
https://www.fast2test.com/AZ-500-practice-test.html 78
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Group1 Security group

Group2 Security group




Name Type Description

VNet1 is a virtual network that contains
security-sensitive IT resources. VNet1
contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connects to
Subnet0, and has just in time (JIT) VM
access configured.

VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
Subnet0.

SQLDB1 is an Azure SQL database on a
SQL Database server named
LitwareSQLServer1.

WebApp1 is an Azure web app that is
WebApp1 | Web app accessible by using https.//www.litwareinc.com
and http://www. litwareinc.com.

RG1 is a resource group that

contains VNet1, VMO, and VM1.

RG2s a regoutcegroup that, { +
RG2 Resource group contains shared ITT?S@II’&G?‘J% 'L

Azure Security Center [& Standard LANJLIZERE SN TLET,

=

TESNI-ER

Litware [, ROKRIZFRT Azure JY—RET IO T B EHFETELTWET,

Name Tpe) /1
Firewall1 Azure Firewall """

VNet1 Virtual network

VMO Virtual machine

Azure SQL

SQLDB1 Databagh

RG1 Resource group

|

1 An'Azure firewall on VNet1.

A route table that will contain a route

RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

~randnft Description

e &

AKS1 ‘?ﬂ&'; RubsmaleERente A managed AKS cluster

IDETOERADEYH

Litware (X, XD ID BELUVT7 IV L RAEHE=HELET,

*FTRTODYUITIFTUVRA A —EFDT/INA RIE Group! DA UN—THEILENHYFET,

*Group2 M A UN—IZIE KEMNEER GBI S TEFERALT RG22 AOEREFREOD—ILEEY B TEHILENHY FT,
*A—H—MNAzure AD IZ7 TN r—2a v EEHELEY  A—F—IRbH>TEHBERICT I ERTE37 TV r—aVIZAELEZYT S
CLEEILTHIMBENHYFET,

TS5 b7 +—LOREZEH
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*Litware [ RDTZ v b7+ —LREZHZEZRHELET,



* Microsoft Antimalware 5 RG1 DIRBI L UIZA VA R—ILENTWERENHY ET,

* Group2 M * > /\—|Z1& Azure Kubernetes Service Cluster Admin B—/)LMWE|Y BTH5NTWSRELAHY EFT,

* Azure AD 1 —H—I[& Azure AD BEEEHREFEA L TAKST TR L TR TESIRELNHY ET,
*EEEIN-ZEREOEZER ITF—LIFITVM 7V X EZFHALTVMO ICEKGTELIRELNHY ET,

*RG1 DIYF—L R T4 RIDEBERET SIZIE Rolel £ VS EROFHLLARA L RBAC O—LE AT ZHENHY EF, Roled
¥ RG1 TOAEFATEETHAIVENHY FT,

tXal) T4 EREH

Litware &, Azure Security Center TARL—T 4 2 J PRXATLDEX 2 ) TABRENDRAIIAXTEDIRELHY EFT,
T—RETTIVr—avDEH

Litware [ RODT—R2ET7TV—La v DERERELET,

* Group2 M 1—H—I[& Azure AD E&IFEHRZEHA L T SQLDB1 IZxt L CEREITESIDLENHYET,

*WebApp1 [FHBEFREEZ RHIT H2LELHY FT,

— AR E G

Litware TIX, RO—BEHEINFEINTUVET,

*A[REGRY BELOFHER/DRICMZ ZLELHY FT,

*A[ReGfRY  BEMEZRARITERT HLELAHY FT,

Axh7%: AZ-500 FERES (X GoShiken.com MRS =& LOF LY AZ-500 REERIRESE ! GoShiken.com ASERETD AZ-500 :AERRIEE &
Bt L TULVET, GoShiken.com AZ-500 SAERRIRE IR FTI T, BENEET I IWVET , D GoShiken.com AZ-500 fIREEE 7 Y T
A A& Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEfZ (= T 30%wiFAlEI5 |0 — F:

Freepdfdumps)

BRI 17
Sub2 DB UEDRY FD—VBEIZRTET7 IV r—ar X274 JIL—TOEEEFMLTULET,
RDBEARAT—FADVMIDOVWT EFDRAT—FA U A true DIFEF [TV ZFBIRLET, TSN DEEE, DWW ZBIRLET,
S IEL GRIRY B1-UI 1 K4 DM DY £,

Statements Yes

From VM1, you can successfully ping the private IP address of vM4. ()
From VM2, you can successfully ping the private IP address of vM4. ()

From VM1, you can connect to the web server oi VR4 ' O

-
Answer:


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Statements Yes

‘rom VM1, you can successfully ping the private IP atdress of vM4. O

O]

O

‘rom VM2, you can successfully pingthe private IP address of vM4. |

b ks

O

‘rom VM1, you can connect t&tﬁe WEVJFM';EQ m‘g% Ial

=iEiE: 18
Admin1 EWVWSERTIDI—H—E RGT EVWSEZRID)Y—R TIL—T%EL Azure 5 TR ) T avhHByET,
Azure Monitor Tl& ROKRICRT 75—k IL—ILEERLET,

Resource
RG1 il
RG1 ; 1h::ln’nnlstnatwrte operations
b secunw nperatmns tw Adn‘nn 1

Azure subscription.|
Azure subscriptioi, |

Admin1 [ RG1 TROT7HV > avEERITLET,

*VNET1 £ WS ARIDRER Y FT—0 #EBMLET

*Lock1 EWVS ARIDHIBRO Yy #EMLET

Admin1t D792 avDERELTTZS— b2 M) A—FBIL—LIEENRTIMN? @ETZICF, ABEETEYNLGA T a v E&RLTL
ZELY,

S ELCGBIRTBEUIC1RS Y FOEELHY £9,



RS Microsoft
Adding VNET1: v
Rule2 only
Rule4 only
Rule2 and Rule 4 gfily *
Rule3 and Rulé.4 only
Ruled ,-ii‘_ulé2,-l:tule3 and Rule 4
Adding Lock1: . . v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4
Answer:
\dding VNET1: -
Rule2 only
Rule4 an :
sz e s "
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1:

&t BA

-

Rule2 only
Rule4 only

_______ -
I

Rule3 and Rule 4 only

Pulad Bula? Dhila? and Bula A




Adding VNET1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

AddingLock1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

FEIE: 19

ECOEMIE RLLFUAZRT—EDERO—EHTYT, SOV —XDEERICIE BESN-BEZERTETHREEDHIHED
RIRRNEFENTUVET, —HOEBEMEY FIIFBEBDELWVEBRENEENDGELNHY TTH MOBERtE Y MMIIXIE L WDEBREANGL
HENHYET,

CDEIVLaVOEMICEZET 5L TOERBICRDZEIETEFEFLHA, ZTDEH, CNODERMIELE 2 —ERAICIERTINEEA,
Sub1l E WS EHID Azure Y TRV YT avhhbyUzEd,

RG1 EWSERINDYY—R FIL—TIZsal EWSERID Azure A hL—2 7HO U EARBHY FET,

A—H—EFTUr—2300F W ODODRET I EREL (SAS) LRESNETIER KR S—%FAL T, sal ® BLOBH—ERE
TJ74INY—ERIZTIEALET,

EROLGWA—H—DT 7ML Y—EXEBLOBY—EXROEAIZT VR L2 EMHMY FE LT,

Al ANDIRTDT I ERAERYEBEITBENHYET,

RREK . Azure A RL—D FHOUMDT7I R F—4BERLET,

NIFEEZERLTOETHL?

A. [Ty

B. LMVZ

Answer: A (A —vyt—T%EY)

o3 [GL]

Explanation:

FLOWRAML—D 7HAO b F—FHERTHE LEIOF—ICTEDNTNV=TRTO SAS NEMIZHEY FET,

= HTREIRE: 20

DU YA A (SSO) NEZNZA - TULVS Azure Active Directory (Azure AD) D/\A T v RERMLHY £,

Azure AD SBEEEHR— b3 B &K S IZHER S 1= Azure SQL Database 1 VXA VAN HY EFT,

T—AR—REREX, FALVIZBSMLTVBATNA AN T—ER—X A VRAAVRIZERKL 4> 7L 3 XD Active Directory 775
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VhEFERLTERIETARENHY FT,

BA%&E HY Microsoft SQL Server Management Studio Z AL TA VA A VRIZEHKTEHLEZHRITHIVNELAHYEFT V) a—ay
T RBEATOVT rZ2RNRICMZDZIDBENHYFET,

EDRAERTHRLFTH?

A. Active Directory - /XX — K

B. Active Directory - MFA ¥ R— h Z{E X fz2=/3\—H )L

C. SQL H—/\—FZEt

D. Active Directory - #i&

Answer: D (A —vt—T %KY

Active Directory - #i&

Azure Active Directory 23 (% Azure Active Directory (Azure AD) @ ID % {#f L T Microsoft Azure SQL Database [CE#T DA N =XLT
9,7 TL—a> FAAL 2B Azure Active Directory B 1E#HRZEA L T Windows IZAJ A4 U LTWSIGEIF, COAEEFERALT
SQL Database [Z##LET,

S

https://docs.microsoft.com/en-us/sqgl/ssms/f1-help/connect-to-server-database-engine?view=sql-server-2017
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure

ExFTERE: 21

RD))—REETL Azure Y TRH ) T avhHyET,

* Subnet1 & Subnet2 &£ ULV5 2 DDH TRy FEEL VNET1 E WS EZRIDERERY FT—2,

*TSAR—KIP7 RLADHZEIH _Subnet! 12T 5 VM1 E WS ZRIDIRET D,

A=Y bMBEVMI ADYE—F TR by THERERILTEDLLEHERETILENHY FT,

EDIDDT7HU L aVvEIRBIZETTOILELAHY FIM RIETHICIE. 723 D)X ho@EIGTo Y3 o ERIEERICEEIL,
ELWEFRTIHRET,

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Answer Area
Actions

{c-:mhgure a network security group (NSG).
=1

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application

Deploy Azure Firewall.

Bl

I Create a new subnet.
e

Deploy Azure Firewall. | -~ a= Microsoff

Create a NAT rule collection.

=T 22
Group1 & Group2 M A UI\—2y FIEAITEMN? BAET SICE, BEEETEYGA T a vEBIRLTLLESLY,
EELCEIRT BEUIC1 RS Y bOMIENSDY 9,

. B A
Group1: m_ Microsoft v

No members

OnlyUser2 <

Only User2 and User4

User1, Userz. User3, and User4

Group?2: f\Q v
| Nomembers

Only User3

Only User1 and User3

User1. User2. User3. and User4

Answer:



Group1: ‘ v
No members

Only User2

Only User2 and User4

User1, User2, User3. and User4

GroupZ2: Siia ‘ v
| N rnembt_ars

nly User3
Only User1 and User3

llser1 liser? llser3 and llserd

Micro

Explanation:

Ry X 11 a—H¥—1 1—H¥—2 1—H¥—-3 1—H—4

XFINELIVERRBRDRETEIRXFENMLFLARIESNEWNzH, ONZECIFEV A =L (A—F— 1) EV MU F—IL (23—
H—2) A ko (A—5=3) . BLUVA 2+ (A—HF—4) ICHTIEFEYVET,

Ry R 2: Userd D&

—E fon i@ > K2 (Userd) [CDAHTIEEY F£7,

sl Y i

Contoso.com IZ[& ROKRIZFETI—HF—MNEFENRTNET,

Role
Global admini r
Security agmi tor
London fleged role administrator
Ontario AppH

Cio

: oud application administrator
% & User administrator

Reports reader
None

Contoso.com [ZIE RDRIZTKT X2 Ta JIL—THEENTUVET,

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -contains “ON”
Group2 Dynamic user user.city -match “*on”

SE XMk

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

=HERE: 23
RORIZRIHERY FT—D0ZE0 Azure Y TRV ) T avhiby E9,



@t [s a virtlual network Connected to the on-premises
| | network by using a site-io-site VPN that has BGP route

| FubViNet EastUs propagation wuhhdm . HubViNet contains 8 subnet named

| HubVNelSubnets.

| Spoke\VNelis a virtual network connected to HubVNet by

| SpokeViNet | EastUS | using ViNel peering. Spoke'VNetcontains a subnel named

| SpokeVNetSubnetl.

SpokeVNetSubnet0 LD Azure REI I VIE AV TLEIR Ry D=V LDV E1—3—LBIETEET,

Azure 774 74 —IL% HubVNet IZTTOA$TB5FETT,

RD2DODDIV—T4 29 T—TILEERLET,

*RT1:Azure 727 A7 94— ILDTSAR—LIPF7RLRAZR VA RY T 7FRLRELTHETAI—H—FEEDIL—rHEFELET
*RT2:BGP IL— FDIEEZEZEEMIZL Azure 77 A7 94— ILDTSAR—KIPFZRLREZTIHILES—FrOzAELTERELET,
SpokeVNetSubnet0 &4V TLIR 32y N T—IRD LS T4 v I Azure 77 AT 04— ILEBBET 5L EZHBTILENHYET,
BIL—bT—TNLZEDY TRy MIEEMITIBENHY EFIMI?BFABSICE BUGH TRy FZELWL—F T—TJILIZFSYIL
FT &Iy ME ABEFFERTSEEH EHEFERATSIED FoFRALAVWIEELTEET AVTUVERTTDICIE,
RAVETHREN—F RS ITTEN RV A—ILTE2RENRHIIGENHY FT,

EELCERTIBEVICSTIRS Y bOMIESHY FT,

Fﬂw:_rﬁﬁfgi 3 ﬁﬂ— Description

Subnets Answer Arearosoft
Azure FirewallSubnet RT1- {— "0 E—
GatewaySubnet
RT2:
HubVNetSubnet0 |
Answer:

Subnets Answer Area

Azure FirewallSubnet 1 i '
Nelbsts . -l R: }GatewaySubnet

RT2: | HubVNetSubnet0

&t BA



Answer Area

RT1: | GatewaySubnet Mjcmloft

RT2: | HubVNetSubnet0

HTERE: 24

Sub2 DB L VDY FT—VBEDEXL) T4 ZFELTHET,
RODERAT—FAVMIDVWT EDRAT— AU A true DIFEIEX[IEWL] ZRBIRLFET, TSN DEEF, DO EBERLET,
FELCERT BSFE-UICT RS Y FOEELHY FT,

Statements
From VM. you can successfully ping the public IP address of VM2,

From VM1, youcan successiully ping the private IP address of VM3,

M *  From VIV, you Can essfully ping the private IP address of VM5,

& A0

Answer:

Answer Arca
m_ ” LA Yes
From YM1, you can mﬁy Dlrﬂ-'ﬁi‘ p&ilbc ﬂ aﬂm‘lufwz

Oz

FnWi.kymmumsﬁhy Ping the private IP address of VM. =

s ’“’m"“’WI’i’C‘ rosoft”

=ERE: 25
RORIZRTNY—REZEC Azure Y TR Y T avhipyEd,



s WICTOSOTH® negon

East US

Azure SQL database

Azure Log Analytics warkspace East US

Azure Log Analytics workspace East US

Azure Log Analytics workspace West Europe

RORIZET Azure A hL— ZAD Y FEERLET,

Storage

S account type

Region

Access tier
(default)

East US Blob Cool

Storage

General

East LS purpose V1

Storage?

Not applicable

neral

Storage3 | West Eurc; Bcros va | Het

SQL1 NEEZERT 2RENHYFT,

EEOJORFEEXEELTHERATESRRMNL—2 7H Y ME Log Analytics 7—9 AR—R([FENTIMN? @F T B(21E, BIEMHEE TEY L

FToavEERLTIESY,
FELCERTSEUVICT RS Y FOEELHY FT,

Microgeft

Storage accounts that can be used as the audit log
destination:

Log Analytics workspaces that can be used as the audit log
destination;

Answer:

Storage1 only
Storage2 only
Storagel and Storage2 only

51’01'3921, STGHEEE, and Storagea

Analytics1 only
Analytics1 and Analytics2 only
Analytics1 and Analytics3 only

Analytics1, Analytics2, and Analytics3

-

+ |Storagel and Storage2 only
Storagel, Storage2, and Storage3

ﬂ;@lﬂcs workspaces that can be used 3% the

Analytics1 only
Analytics1 and Analytics2 only

Analytics1 and Analytics3 on
Analytics1, Analytics2, and Analytics3 ]

_‘ M iCI’O%S %ﬁﬁ <FARED

=IEIRE: 26
Ry ARy b
RDORIZRT Azure Key Vault B¥H Y 9,




NO IMAGE
AVAILABLE

KV1 IZIE, Secret! EWSBZFIDI—I Ly bE Keyl EVWSBFIDIR—D R A ML= FHIY FOXF—DNRESNFET,
Secret! & Keyl Z2/\v 97 v 7FLET,

BNVYTyTEEDF— aAVTFHF—ICERXTEEIMN? AETHICIE, EEBEBTEYGA TS a vEBRLTEZED,
EELCBRIRT BEUICT1RS Y bOMIESHY T3,

Ry b7

NO IMAGE
AVAILABLE

Answer:

NO IMAGE
AVAILABLE

ey

Explanation:
NI Ty TIE RLY TR T avELURLLHEBROF— a0 TF—ICOAERXTEET, B LHBRAORD ) —2 3 VIZEXTT
TFY,

EBAEM

Bty k1

BT fHRE: 27



RDRIZTRT ) Y —REET Azure Active Directory (Azure AD) T3+ > kDB Y ET,

K ﬂm .

~’f- ot
o

User
User

& T »

User
*&ecurlty group

Securlty group

e
\ I
-ﬂ -
.'

User2 (% Group2 OFrE&ETY,
Appl DA—HF—,LTIL—TDHRFEIFE RDOLS IR SN TWET,

e Adduser # tdit [ Remove M Update Credentials S8 Coldfins () Got feedback?

o The application will appear on the access panel for assigned users. Set 'nuble to users? to no in properties to prevent this. =»

I’F'”-*-' 100 shown, to search all users & groups, enter a disgiopnane

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

© o @t MIGrosoft e



Allow users to request access to this [ ves JENE
application?

To which group should assigned users be
added? () Select group

Group2

Require approval before granting access .m No
to this application? () — g U

Who is allowed to approve access to this
application? () Select approvers

1 users selected

To which role should users be assigned in
this application?

User3 [ Appl "D T V2R EERT DL IITHEBRINTULET,

Group2 DFTEE E Appl DA—HF—2HBTETHILENHY FT,

AIZHNTI2HENHY FTTH? BET HICIE, EEEHTEULGA T a VEERLTLESL,
FEELGERT BEUITTRASA Y FOMIELHY T,



aroupZ owners: ‘ v

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

App1l users: v
| V] . Groupl members only
ICr g %%ﬁg members only
G_fbtj_blnand Group2 members only
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only
Af;:::;;é owners: v
User2 only
User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and-User3

Appl users: v
Grouplimembers only

Group? members only

Groupl and Group2 members only

Groupl and Group2 members and Userl only

Groupl andﬁ@%?ﬁnﬁgm and User3 only

S
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access



xFTfEIRE: 28
RORIZRT Y J—AMNEFEN S Subscription! E LS RBID Azure TR Y T3 oiHyYFET,

RMD') Y —R%EEL Subscription2 & WLNS ARID Azure TR ) T3 ohHYET,
Azure Sentinel 7—9 AR—X

Azure Event Grid 1 Y X432 R

CEF X wt—<% NVA H 5 Azure Sentinel ITERY ADBENH Y F3,
EELCBERRTBEUICTTIRS Y bOMIESHY F9,

Suvieripion [ Anae Log Analybin el 00 & LI VT asl machee
Dt F K Iory peine
Lt ikny aTrDae
: o Leredd Bt

=HTHERE: 29

# L LN Azure Active Directory (Azure AD) 77+ > MIZEEERM (T oNFFH LW Azure Y TR ) T 3 &R LET,
R—=FIWER)—EWSBRDT I T4 THEEHFET IR R —%F 1 DERLFET, R—2 )L K1) > —I(&_ Microsoft Azure EEH
TORTTI)ANDT I REZRBT H-OICERINET,

A=) R S—DEBHHRET, FHDOFRBISRINTVWSAESITEBREINET  ( EHI12TEV )V I LET,)



Portal Policy
O into T pelete

*Name
| Portal Policy

Assignments

users and groups @
All users

Cloud apps 0
1 app included

Acces controls

Grant @
2 controls selected

Session
0 controls selected

K= R O—DHEREIF, 5 IORITRENTVWSESICEBRENFET (HF5127%20 Y9I LFET,)

Portal Policy

D info

*Name

ﬁ Delete

Conditions b4
@ info

Locations

_ Control user access based on their
~ physical location. Learn more

Device platforms @ v
| Configure @

Not configured h

— No |
Locations O

1included . Indude  Exclude
Client apps (preview) &) ) Any location

Not con e 3K -
figur - .. Alltrusted locations

X
|

| Portal Policy

Assignments

ft

rs and groups
HWMEC roso

Cloud apps
1 app included

Acces controls

Grant
2 controls selected

session @
0 controls selected

| () Block access

Device state (pre 1ew) €

(@) Selected locations
Not configured |
e Select
Contoso
Contoso

Microsoft

Grant 0 X

Select the controls to be enforced.

(® Grant access
'N| Require multi-factor authentication @
Require device to be marked as compliant )
| Require Hybrid Azure AD jinted device @

I\ Require approved clientapp §
Sea list of approved client apps

For multiple controls

() Require all the selected controks

(@ Require one of the selected controls




RDERAT—FADVKZIDWT FDRT—FAY D true DBEIX [TV ZBIRLET, TNLUNDBEF, VWE 1 ZEIRLET,
FEELCERTBEUICTIRS Y FOMELHY £,
Statements Yes No

Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to thé\0én tose named fopation must use multi-factor () O
authentication {IMFA) to access the Azure portal.
Answer:
Statements ¢ Yes No
Users from the Luntﬁso named ilocation must use multi-factor O O

authentication (MFA) to access the Azure portal.

Users from the Contoso named locationmust use multi-factor O O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O O

authentication (MFA) to access the Azure portal.
S .

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

= HTREIRE: 30

RDYY—REEL Azure Y TRV YT avhipyFEd,

*Azure ¥— O TFH—

* Database1 & LVS & RID Azure SQL T—2 N—X

*ORTLEIYHETOYR—Y R ID Z{FEAL Databasel IZ7 YR T B K52 ET= AppSrvl E KT AppSrv2 £LVS 2 DD Azure
App Service Web 7 7V) , RO EMH %% 1-9 Databasel! DEEEILY )1 —L 3 VEERITINEAHY FT,

* Database1 MDiscount & LV\S ZRIDFIDT—2 1L AppSrvl N T—2 2EETEE LS ICESIET 2RERAHY T,

*AppSrv1 & AppSnV2 (X Y Rr—P R ID # AL THESIEXF—ZMEIT S L TERRBINIDELNHY FT,

T—AR—X 1 DESILREEZEDLSICHERTIVLELAHY FTTHM? BAETSHICIE EEEHETEU LA T a vERIRLTLEEL,
FEELGERTBEVISTRASA Y FOBIERHY ET



To configure the encryption of Database!

Abways Enfeypted by using the Windows Certificate Store
Transparenit Data Encrygifion, TEE) by using Azure Key Vault integration,
Transparent DathEncrypon (TDE] by using Bring Your Own Key (BYOKL

To obtain the cryptographic leys:

Imiport App Serace cemificates 1o AppSnv] and AppSng.
Ragister an enterprse application in Azure AD.

Answer:

To confiqure the encryption of Database!

T obsain the cryptographic keys:

Geritati ey on an HSM deoce. |
mpor App Senace certificates to Appinvl and AppSnid.
Fgister an enterpnse appiication in Agure AD.

S

https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure ?tabs=azure-powershell

xFTREIRE: 31
contoso.com & LYS &AM Azure Active Directory (Azure AD) T+ > b & &L Azure Y TR 9 ) T a3 vhHBYET, 7+ MIlE ROXK
[CRTI—HY—NEENET,

Subscription role qu "Azure AD user role

Owner

None

Contributor

None

Security Admin

None

NWerosoit

Service administrator

RG1 LWV &FID) V=R TIL—TH#ERLET,

EDLI—H—HA RC1 DERZLETE ENLI—HF—HARGI THRERY FT—V ZERTEEIMN? BET SHICE, BEEZ TEYGA T

VIVEERLTOESY,
FELCERT BEUICT RS Y FOEELHY FT,




Users who can modify the pH%LMJi RGT (S_S_Qﬂ

User1 only

User1 and gﬁél‘%gpnly
User1 mﬁ@ls&a only
U;ﬂf%“ﬂr?and User3 only

i C %&ﬁl User2, User3, and User4
| ;. .-; }\\ \“.',’f-l

- \3._.& l:

-

Users who can create virtual nehv@‘ks?mﬁ%1
4 L S User1 only

o N ¢ 9

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
U'Ser‘l, User2, User3, and Userd

Answer:

Users WW Mlmegeﬂ for RG1: : R Y|

= e e

User1 and User‘Z only

Userl-and User3 only

User1, User2 and User3 only

User1, User2, User3, and User4
%,

Users who can create virtual networks in RG1: [ v
Userlonly
J User1 and User2 on!y
" User1 and User3 uniy
User1, User2 and User3 only
User1, User2, User3, and User4

2t EA



Users who can modify the permissions for RG1: :

User1 only

User1 and User2 only

User1 and User3 only
User1, UserZ and User3 only
Userl, User2 User3,'and ?USEM; NSO 1

Users who can create virtual networks in RG1;

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Ry I X1 FHEEOHN) Y —AOEREEETEET,
Ry s R 2 £EAEFEIEYITRIY T avAOH LRI LD EER/EFEIRTEETN ERELEET I LIETEE A,

A#7: AZ-500 7B (X GoShiken.com AR SN =& LI Ly AZ-500 HERRIRELE | GoShiken.com MM AZ-500 HERRIEE %
B# L TULVET, GoShiken.com AZ-500 SAERRIRE IR T, BENEHT I I WVVET , D GoShiken.com AZ-500 FEEE 7 Y b
% ANlF Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEf2 (T = T 30%wiFRlEI5Ia— K:

Freepdfdumps)

RFTEIRE: 32

Azure A RL—L 7HD U RDEXF ) TARBED S TN a—T 4 0T %THo>TVET,

A= 7HOY LOEEHOTEZEMLET,

PHOJZRMBTAICIEMEERT ILENHY FTH?

A.Azure R AL—2 TR TA—F5—

B.Azure ® SQL ¥ T!) T57 43—

C. Windows D7 74 LTV R TA—F5—

D.Azure €% l)74 24—

Answer: A (A —vt—U%7%9)

o3 [HL]

Explanation:

ARYOREFYA—FRFLTREGRELEY O—ALTHHLIEZY T BGEEE, Y—ILEFERTLIN, T—TILEHEANDI— FEER
TEIDLELRHYET , DTDE=OICHBEEDA )V REFH L O—RTEIBENHYET AL—2D THOU FRODTARTOT—TIL


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

T—ERT Lf:i’%é‘ i_j)bliiﬂ_‘éﬂﬂfﬁhb\s %ﬁﬁ—clﬁ*§77t/_(f§35'§'o DR RL—2 TSSO Y— LI hdDTF—T )L
EEHELTWAEH CAODT—JIILEZEERTTEET (FIATERELZY—ILO Y X MMZDUTIE, Azure Storage 7 547> b W—JL |
ESELTLESY),

Microsoft [, Azure Storage 7 h 7> FADT—R2 ZRET 2=-HDDONLKIIDIT T4 AL 21— — A B2 —T 4 X (GUI) Y—IL%1R
BELTWET, RORITRT V—LIETRTENTT,

Azure Storage client tool | Supported | Block Blob | Page Blob | Append Blob | Tables | Queues | Files

platforms
Azure portal Web Yes Yes Yes Y €8 Yes Yed
Azure Storage Explorer  |Windows, OSX [Yes Yes Yes Yes Yes Yes
Microsoft Visual Studio  |Windows Yes Yes Yes Yes Yes No
Cloud Explorer
J— bk

HERTECORBIZEZNLOADNA—SaohibY 3. REBOBEICIL2 DOELRBZERNAHY £,
1.Azure A hL—2 THRXTA—5—

2AZaE—
AR TRTRINDAREEDH D ZDMDOREREDERZICIEIRDEDLHY £9,
1. Azure =4 —

2.8Fa T LAV TSATUOREBE A —

3. Azure Cosmos DB T4 X JO—35—

4. AzureE =43 —

S8
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics ?toc=%2fazure%2fstorage %
2fblobs%2ftoc.json

https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers

B HTfERE: 33
RORIZSRT LS Azure B TR ) T asIc) y—REERLET,

Name Type Region
RG1 Resource gfolp West Europe
VMNET1 Azure virtual network West Europe
Contoso1901 Azure Storage ateouny WestEgrope

VNET1 IZ[&, Subnet1 & Subnet2 & WVNSAFID 2 DDOHY TRy kAEFENTLVET , Subnet! DRy kT—% ID (£ 10.0.0.0/24 T
4. Subnet2 D%y k7—2% ID 1% 10.1.1.0/24 TF,
Contoso1901 (X B RICRT LS ITEBE SN TWET  ( BTRI2 T2 U9 I LET,)



AZoTorageAccoOun

- Logging, Metrics

DefaulthAction : Deny

IpRules : [193.77.0.0/16,...1

VirtualNetworkRules : [/subscriptions/a90cB8cB8f-dBbc-4112-abfh-
dac4906573dd/resourceGroups /RGl /providers /Microsoft.Network/
virtualNetworks/VNET1l/subnets/Subnetl,...]

PS C:\> (Get-AzStorageAccount RG1 contoso01901) . NetworkRuleSet.
IpRules

Action IPAddressOrRange .

PS C:\> (Get-AzStorageAccount contosol901) . NetworkRules

Action VirtualNetworkResourceld

Allow /subscriptions/a90c8cB8f-d8be-4112-abfb dac4906573dd/resourceGroups/
RGl/providers/Microscft.Network/virtualNetworks/VNET1l/subnets/Subnetl Succeeded

PS C:\>_
RDERAT—FAVKMZIDWT FDRT—FAY D true DBEIX[IETWV] ZBIRLET, TNLUNDBAF, WE 1 ZEIRLET,
EELCEIRT BT RS FOMENHY FT,

Statements

An Azure virtual machine on Subnetl can access data in Conto501901.

An Azure virtual machine on Subpet? can access data in Contoso1901.

A computer on the Internet that has an IP address 6f 193,77.10.2 can access
data in Contoso1901. -- :

Answer:
ERER



e Micvosoft "™ ™

An Azure virtual machine on Subnet1 can access data in Contos01901. ‘ O | O

An Azure virtual machine on Subnet2 can access data in Contoso1901. O ‘ O ‘

A computer on the Internet that has an IP address of 193.77.10.2 can access ‘ o | O
data in Contoso1901. '

Ry X 110
SubnetIM5DT7 I AIEHFRISNET,

Ry IR 2: LW\ Z

Subnet2 MoD7 I RIFHFRISNFEA,
Ry R 3 1EL

IP7 FLR193.77102M D7V R & LET,

xHEIRE: 34
RORIZRITF—aAvTFH—%2E8L Azure Y TRV ) T avhibyFd,

Name Purge Dhuim model

¥
KeyVault1 Enabled 3 Agure role-based access control (Azure
= Ch['reag

Key\Vault2 - . Azure role-based access control (Azure

LR8BG

HBITRY )T avITE RORISRT I—HF—DANEFELTVET,

Name Role Assigned to
Admin1 | Key Vault Contrilfutgr KeyVault1

o OminE T DRéy Wadlt Secrets Officer | KeyVault2
Admin3 | Key Vault Administrator KeyVault]

6B 1BIC.RDT7YVLavEETLET,

* KeyVault! m™ 5 keyl E WS ZRTDF—ZHIBRLET,

*KeyVault2 i 5 Secret 1 EWSBRIDU—Y Ly FZHEIBRLEFT,

RDBEAT—FAVRMIDWT ZFDART— AV A true DIFEIX [TV ZEIRLFET, TALUNDEEIE, VWZ 1 ZFBIRLET,

Statements WS\ licroseft No

Admin1 can recover key1 on June 5.
Admin2 can purge secretl on Junsi12.

Admin3 can recover key1 on June 17.



Answer:

. s Vicrosoft

Adminl can recover keyl on June 5

Admind can purge secretl :@Lé&
Admind can rﬁc@ on June 17

&t BA
=y
=y
AYAY-4

xFTERE: 35

Azure AD Premium P2 2R LT Azure Y TR 9 U T a V&R LET,

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{#ERA L T Azure O—)LZRETETH L EZHRTHILELDH Y
F9,

ED3IDO2NT7I L avEIEBIZRTTILELAHYFETMN EBZTBICEH. 7I/La DR MhOBERLETH S a o EEEEHICEHL .,
ELWEFRTIHERET,

Actions

Discover privileged roles.

L

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

:::::,:;?;z:n:*;m wsingini ” INicrasoft

Answer:




1 Discover prwﬂeged roles. Venfy your identity by usmg multi-factor

ol *'*'*-—w A FO SOT™ } r

__________________ ; authentication (MFA)

T""_"""_""‘_""" _ . NS _IN_ N _ 3 B SN NS N S S-S . N i ———— —— — — — — L —— — —
! Sign up PIM for Azure AD roles ! ‘ Consent toPIM

— e — . —_— ] L—.-——-_—--u.-—l—-- ——— —— ———— |
Ii’—_— _— e e = = = = “ _—_i | '
Consent to PIM l_ | Sign up PIM for Azure AD roles. :
— | — 4—”-**——-‘—‘! ******************* »
_____ SE— | ) e EEal e e ChS Sl SRS S B S ""q
Discover resources l : 1
- : [

Verify your identity by usmg multi- factnr 1
authentication (MFA). 1

L ——— T e T T T T T T R e o )

|
|
|
1
|
|
|
|
|
L

&5 A

1. MFA TRAFERZ1TS

2. PIMADREE

3.AAD O— )LD PIMZHA VT v TT 5B

=ITEIRE: 36
RORIZRITF—avTFH—%28L Azure TRV ) T avhihpyF9,

Name Permission model

KeWEutH Azure role-based ﬁum{?mgmf

RBAC)
KeyVault2 ' Azure role-based access control (Azure
RBAC)

HITRO )T a2l RORITRTA—F—DEFEFNLTLET,

[ HamecosoTt Role Assigned to
Admin1 | Key Vault Contributor KeyVaultl
Admin2 | Key Vault Secrets Officer KeyVault2
Admind | Key Vault Administrator KeyVault1

6A1BHIC.RDT7HVLavEETLET,

* KeyVault! /™5 keyl E WS BRI F—ZFHIBRLET,

* KeyVault2 i 5 Secret 1 EWSBRIDU—Y Ly FZHIBRLEFET,

RDERAT—FRAVKIDWT ZFDORT—RAY A true DIFEF [TV ZRBIRLET, ThLUSDBEIE, DWE ZRBIRLET,




Statements Yes No

Admin1 can recover key1 on June 5. x
Admin2 can purge secret] ermidnei1?. Microceft

Admin3 can recoverkeyl on June 17

Answer:

Statements

Adminl can recover keyl on June 5.

Admin2 can purge secretl WJ'LII'IIE 12

Admin3 can recovierifey1 on June 17,

ExFTE: 37

SQL1 & WLVSZEID Azure SQL T—AR—REEL Azure Y TRV YT 3 UohHYET,

Appl EWSEZRID Web 7 7)) 2T 7O0/4FTHFETYT,

App1 2 SQL1 ADFHEARY BLVEZTRAAT VR ERET IVENHYVET , Va2 —2a VEROEHEZH-ITRENHY FT,
NRD)—RE#REETIZApp1 IZSQLI ADT7 IV R FIRELET,

=/NMFEQORAZFALET,

EEFAER/NMRICINAFET,

App1 B SQL1 IZ7 VR T HICIEEDFREFOT AV b EFERT IBENHYEFII?EL, EDT—ER—X O—/)L% App1 ITEIYUHT
BHENRHYFETH? BETHICIE AFEETHEUGA TS a3 vEBRLTCEZSW,

FEELGERT BEVITTIRASA Y FOMIELHY T,



Account type:

Azure Active Directory User

Managed identity

Service Principal
m Microsgft
i d-b;aétawr;i_ter only
db_datareader and db_datawriter

db owner only

Answer:

Account type:

Azure Active Directory User

Managed identity

Service Principal

M il soft

- db_datawriter only

db_datareader and db_datawriter

' db owner only

SR .

https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%2Cdotnet

XFTIRE: 38

ROKRIZRT KIIZ Azure TR ) T a )V —REERLET,

VNET1 [Z(&, Subnet1 & Subnet2 & LN RRID 2 DDH TRy FMEENTULVET , Subnet! DFy kT7—%4 ID (£ 10.0.0.0/24 T
4, Subnet2 M*y k7—4 ID £ 10.1.1.0/24 TF,

Contoso1901 (X B RICRT LS ITEBE SN TWET  ( BTRI2 T2 U9 I LET,)



eC-AZoTorageAaccoun

ByPass : Logging, Metrics

DefaulthAction : Deny

IpRules *+ [193.77.0.0/16.,...1

VirtualNetworkRules : [/subscriptions/a90cB8cB8f-dB8bc-4112-abib-
dac4906573dd/resourceGroups/RGl /providers/Microsoft.Network/
virtualNetworks/VNET1l/subnets/Subnetl,...]

PS C:\> (Get-AzStorageAccount RG1 contoso01901) . NetworkRuleSet.
IpRules

Action IPAddressOrRange .

PS C:\> (Get-AzStorageAccount contosol901) . NetworkRules

Action VirtualNetworkResourceld

Allow /subscriptions/a90c8cB8f-d8be-4112-abfb dac4906573dd/resourceGroups/
RGl/providers/Microscft.Network/virtualNetworks/VNET1l/subnets/Subnetl Succeeded

PS C:\>_
RDERAT—FAVKMZIDWT FDRT—FAY D true DBEIX[IETWV] ZBIRLET, TNLUNDBAF, WE 1 ZEIRLET,
EELCEIRT BT RS FOMENHY FT,

Statements g Yes No

i ] ¢ "B &.
An Azure virtual machine on Subnetl can access data in Contoso1901. O O
An Azure virtual machine on Subnet2 can access data in Contoso1901. O O
A computer on the Internet that has an IP address of 193.77.10.2 can access O O

data in Contoso1901.

Answer:



An Azure virtual machine on Subnet1 can access data in Contosol901.

L]

Statements No

An Azure virtual machine on Subnet2 can Scjz.j.éss:"ﬂata. in Contos@i901. M I @O S @

. s
A computer on the Internet that has an IP address of 193.77.10.2 can access | O
data in Contoso1901. =

L
Statements Yes No
An Azure virtual machine on Subnet1 can access data in.Contoso1901. | O ‘ O
An Azure virtual machine on Subnet2 can access data in Contos01901. O ‘ O ‘

A computer on the Internet that has aﬁﬁdeqfﬁaa%ﬁ access ‘ O ‘ O

datain Contoso1901.
Ry X1 1&0
Subnet1MSD TV RITHFRIESNET,
Ry R 2: LW\WVA
Subnet2 MDD T7 U RIFHFAINFEEA,
Ryo R 3: &
IP7 FLR193.77.102M D7V v RZEHAILET,

=FREIRE: 39
contoso.com & LYS & RID Azure Active Directory (Azure AD) 77> bhHY RORIZETI—F—NEENRTVET,

Member of _ .
Group1 *| Disabled

= \ﬁﬁlﬂ-rnntor authentication
" (MFA) status

2 | Groupl.Group2 |Nomé "~ | Enabled _

Group 1 Required

BYSBT:IIL—T128DD ITIL—T2Z%BNT 5

Gl YA oA4 ) R HRLE

TORR: T RREHA INRAT—RFOEENBE

RDERT—FRAVRMIDWT ZFDRT—FAY A true DB [TV ZERLET, TN DBEX, DDWZ ZBRLET,



S ELCGEIRT 2EUIZ 1R Y FOEELNHY T,
Statements Yes No

f User1 signs in from an unfamiliar location, he must change his password. () ®

If User2 signs in from an anonymous IP address, she must change her O O
password.

\ A= 4 : = -
If User3 signsin fron{{w&'@fﬂ@@mgﬁmahﬁre that is communicating () ®
with known bot'seivers he must ehanae his nassword
Answer:

Statements Yes No

If User2 signs in from an anonymous IP address, she must change her

If User1 signs in from an unfamiliar location, he must. change his passwaord E .f i f
password. ]

If User3 signs in from a computer confaining malware that is communicating () O
with known bot servers, he must change his password.
S

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

=HTEIRE: 40
RODOFTIZFRT Azure REISUNHY ET,

- -"'._'" e e

L T—
VNET1/Subnet1

VNET1/Subnet2
VNET2/Subnet3
VNETS/Subnets

e

BEREIDVICIFE—DRY b T—D A3 —T A ADBHY FT,

VM1 DRy hT—9 A VA —T x4 R%&ASG1 LEWSRRIDT T r—3ar wxal) T4 JIL—TFIZEBMLET,
ASGT1 IZEEMTESREIL VDR Y C )=V AV A—T A R EHETIDENHYET,

A Z#HAN T E2BENHY FIHM?

A.VM2_VM3_VM5 D&

B. VM2 D #

C.VM2_VM3_VM4_VM5

D.Vm2_Vm3®D#

Answer: D (A —vyt—T%EY)
RATEE: 41


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

RG1 EWSERDNY—R TJIL—TEEL Azure Y TR0 1) T arhbH Y Ed,RGT (ZIE, Azure Active Directory (Azure AD) EBEE %
A9 % VM1 EVWSERIDRBETS UNEENTUVET,

AO—THRGT1 TH% Rolel & Role2 EWVWNIERID 2 DDHRE L Azure A—)LIHY £9,

Role1 MERRIL XD JSON O— F[TRENTULVET,

"permlissions™: [

{

“actions™: [
“Microsoft.Compute/virfualMichines/="

1
Microsaffiio !

icrosoft .Compute/virtualMachines/delete”
|
“datmActions™ [].
“hotbataictions”: []

Role2 DEMRIEL, XD JSON O— FIZRENTWET,

“permissions™: [ || MiC!'GSth
{ =

“"sctions™: [ _
"Microsaft. Campute/VirtualMachines/*"
§ ThotActions™: [],
“dataActions™: [],
"notDataActions™: []

RORIZCERTI—H—IzO—)LZEYXETET,

Name Role
User1 Role1
User? Role1, Role2
User3 Role1, Role2

RDERAT—FAVMIDVWT EDRT— A A true DIFEIL[IEW] ZBIRLFET, ThHNDFEEE, DR EERLET,

EELGERTA-UIZ1IRA Y FOBIENHY £9,
Answer Area

Statements Yes No
Uszerl can delete VM1,

User2 can delete Vi 1.

User3.can sign in to VM1 by using Azure Miftﬂf.‘l'M I (: FOS Oft )

Answer:



Statements

[W&rosoft

MNo
User1 can delete VM 13 D
User2 cappdeléte VT D

Userd can sign in to VM1 by using Azure AD credentials. D

xFTEIRE: 42

v kT —%41Z1F contoso.com & LNS BZRIDA 2 T L = XD Active Directory KA A UARAEENTWET, KA A UIZ(H Usert & LVS BRI
DI—HF—DEENTUVET,

contoso.com & LY5 & RID Azure Active Directory (Azure AD) TF > M2 Vo &tz Azure Y TRV ) T a3 oY EST, 7+ b
(X, storage1 EWNSBRID Azure R FL—2 THO U ERNEENTIVET, Storage! [Z[E share1 ELVNS ARID Azure 7 7 (4 LEBEMNE
FNTULET,

WE, FAMVETF U MEIHEShTULERA,

Userl MR A A U ERIEHRZFEA L Tsharel ICFT I LR TEELEHRTILENHYET,

EDIDNT7I L aVvEIRBIZETTILENHYETMN EETBICIE . 7I/2a )R Mho@EYETY P a o EEEEEHICEH L,
ELWEFRTIHRET,

Actions !_| | _Mj_c r o‘gﬁf trea

Create a private link to stdragel.

Enable Active Directory Domain Services
(AD DS) authentication on storagel.

Implement Azure AD Connect, ..

=
-

Create a service endpnﬁf’ﬁﬁéétdragei;

— —

Assign share-level permissions for sharel.

Answer:



\Ctions ANswer Area

_reate a private link to storagel. H

Implement Azure AD Connect.

“nable Atfi#'e'lf)_ii'ect_ory Domain Services
AD DS) authentication on storagel.

! Enable Active Directory Domain Services

" |(AD DS) authentication on storagel.
implement Azure AD Connect. |

r‘-\ssign share-level permissions for sharel.

_reate a service endpoint to storagel.

S ——

Assign share-level permissions for W roso ft

S -

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

=HEIRE: 43
ROKRIZRT EIIZ Azure TR ) Toaoz) Y —REERLET,

Name Type | Region
RG1 Resource Enmlp West Europe
VNET1 Azure virtual ner:mrk West Europe
Contoso1901 |\ Aziire Storage ateouidt/] | -] West Egrope

VNET1 IZ[%, Subnet1 & Subnet2 & LVNS&RID 2 DD TRy EMNEENTULVET, Subnet! DAy F7—% ID [£ 10.0.0.0/24 T
¥, Subnet2 D* v k7—4 ID (£ 10.1.1.0/24 TF,
Contoso1901 (X B RISRT LS 1T I TWET ( BRIZFTZEIV UV ILET,)



-AZotTorageAccoun

ByPass : Logging, Metrics

DefaulthAction : Deny

IpRules *+ [193.77.0.0/16.,...1

VirtualNetworkRules : [/subscriptions/a90cB8cB8f-dB8bc-4112-abib-
dac4906573dd/resourceGroups/RGl /providers/Microsoft.Network/
virtualNetworks/VNET1l/subnets/Subnetl,...]

PS C:\> (Get-AzStorageAccount RG1 contoso01901) . NetworkRuleSet.
IpRules

Action IPAddressOrRange .

PS C:\> (Get-AzStorageAccount contosol901) . NetworkRules

Action VirtualNetworkResourceld

Allow /subscriptions/a90c8cB8f-d8be-4112-abfb dac4906573dd/resourceGroups/
RGl/providers/Microscft.Network/virtualNetworks/VNET1l/subnets/Subnetl Succeeded

PS C:\>_
RDERAT—FAVKMZIDWT FDRT—FAY D true DBEIX[IETWV] ZBIRLET, TNLUNDBAF, WE 1 ZEIRLET,
EELCEIRT BT RS FOMENHY FT,

Statements Yes No
An Azure virtual machine on Subnetl can access data in Gontasol901. O O
An Azure virtual machine on Subnet2 gan.access data in Contosol® . . O ': O .
A computer on the Internel that has an IP address of 193.77.10.2 can access () O

data in Contoso1901.

Answer:



Statements

An Azure virtual machine on Subnet1 can access data in Contoso1901.

An Azure virtual machine on Subnet2 can access data in Contosol1901.

A computer on the Internét that has an,|Pladdress of 193.77.10.2 can access

data in Contoso1901. 5 M ICITOSO i:

atEA
Statements - L Yes No
IViC¥Osoft
An Azure virtual machine on Subnet1 can access data in Contoso1901. | O O
: ; . |
An Azure virtual machine on Subnet2 can access data in Contoso1901. O 5 O ‘

A computer on the Internet that has an IP address of 193.77.10.2 can access ‘ o | O
data in Contoso1901.

Ry o X110
Subnet!M D7 U R IFHFRISNET,

RyI R 2: LR

Subnet2 D7V EXIXHFRIENFEEA,
Ry R 31

IP7 FLR193.77.102M D7V R ZFHRILET,

=HMEIRE: 44

ROBEEHEDODT7I— b L—ILEERLET,

)Y —X:RG1

K I RTOERREE

TO3v:ZDTI— bk L—LIZEESNTI=TI 3> JI)L—T: ActionGroup1
75—k JL—IL%: Alert1

ROBEEHFEDIDTILIV IIL—ILEERLET,

2a—7: VM1

TANAEHE VY—R 24T ="RE<I"

ZNDRO—TTES: MF

HIHIERE: Cthbvs (FBID)

ZRL T3 vILl—)u1

RODERT—ERADVKIDWT ZORT—FAY D true DESIE IV ZEIRLET, TNLUNDIBZEE, DWOWZ ZERLET,



FELCERTBEUVICT RS Y FOEELHY FT,

VI Cstatements Yes No
If you start VM1, an alert is triggered. O O
If you start VM2, an alertis triggered. O O
If you add a tag to RG1, an alert is triggered. O O
Answer:
Statements Yes No
If you start VM1, an alert is triggered. O )
If you start VM2, an.alért is.triggered. O O

O]

If you add a tag to RG1, an alertjis/triggened:) O

S .
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

Ex#TEIRE: 45

Azure AD 7 TN 7r—2a v DBREBEDERN ID ET7 IV ERADEHEHE LTSI LEZHERT IVLENHYET,
Azure R—Z )L TIHAIZERT ILENHY FTIAN? AET HICE MEBETEN G T a VEBRLTIESL,
FELCERTBEUVICT RS Y FOEELSHY FT,



To configure the registration settings:

A 4
e e i Lasoft

Enterprise Applications — User settings

To configure the consent settings: v
Azure AD - User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:

To configure the registraM setlingsp[DT L

Azure AD — Usersettlngs
(Azure-AD — App registrations settings
| Enterprise Applications — User settings

To configure the consept séttings: v
X alBl Azure AD — User settings

Azure AD — App registrations settings

|Enterprise Applications — User settings |

=FTEIRE: 46

ROBEEFIDTI— M IL—ILEERLET,

* 1)) —X:RG1

YR T RTOEERIEME

*TOa3v ZOTT— b IIL—ILICERESNIZT Y 23> J)L—T: ActionGroup1
*F7S5—hk JL—IL%: Alert1

ROBEEEFEDODTI AV L—ILEERLET,

* EpBE: VM1

*TANEEE VY —R A4 T ="RETI "

*ZOAROA—TTES: F

HIHEEETE v (B

*RAE T avIL—IL 1

ROBEARAT—FADMIDWT ZDRT—FA Y i true DFEEIE [V ZEBRLET, TSN DEEE, DOWA ZEBRLET,
EELCBERTBEUVICTTIRS Y bOMIESHY T9,



Statements Yes No

[If you start VM1, an alert is triggered. (@ O
= Microsoft & 00

If you start VM2, an ale 6? ered. O O

If you add a tag tﬂ RGl, an alert is triggered. @ O
Answer:

Statements Yes No
If you start VM1, an alert is triggered. O :Q_:

= Microsoft
If you start VM2, an alert is triggered. '_Q ! O
If you add a tag to RG1, an alert is triggered. O iq(_:_)d:
A
= Micro statéments Yes No

f you start VM1, an alert is triggered ({D ’O

f you start VM2, an a]ﬁ@gered ‘ 0 ‘ O
A\

f you add atag to RGl, an alert is triggered. O ‘ O

Ry X1
FOL3vIIL—ILDRA—TIE VM IZERESN, 75— FEEHRICHHET LS ICHRESINET,
Ry R 2

FTHO22avIL—ILORA—TFE VM2 IZHRESATLEEA,
Ryo R 3

ATDEMIEEBZEETEHY FHA,



& Xk
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

A37: AZ-500 FERESE (X GoShiken.com AR SN =&HE L3 Ly AZ-500 RERRIRELE ! GoShiken.com M &#FH D AZ-500 RERRIEE %
BH#t L TULVET, GoShiken.com AZ-500 SAERRIREIXGZFT T, BENEHT I WVVET , D GoShiken.com AZ-500 FEEE 7 Y b
B ANlEZ B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIRESE A & IEfE{+ & T 30%w i AlE|5[0— F:
Freepdfdumps)

EHTRIRE: 47

RDFRIZTKT LSIC EastUS2 ) —23 (22 D0 Azure REI S URHYET,

Azure Key Vault #7704 LTHERLET,

VM1 & VM2 T Azure Disk Encryption # BRI TELH L HRIT IBENHYET,
BRETLOTHZERTILELAHY FTITH? BZFTHICIE BAEEETEUGA T a EERLTIEZS,
FEELGERT BEVITTIRASA Y FOMIELDHY T,

VM1: v
The operating system version

The tier

The type

VM2: Vv

The operating system version
The tier
The type

Answer:


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

VM1: v

The operating system version
. me tier
e type
VM2: v
The operating system version
The tier
e type |
Explanation:
VM1: fE/=E

BEEZEIZT7T Y T L—FTE2RENHYET,

Windows & & U Linux laaS VM @ T « X Y kg5 1k Standard VM # & U Azure Premium Storage g Z = VM DT X TD Azure /87
1) w4 1J)—23 & Azure Government 1) —2 3 U T— RIS TWVET,

VM2: 24 F

VMtype # A D.DS.G.GS . FHEEDY)—X1aaSVM OWFTINEETEILENHY FT,

ARLV—TFT 4205 SRTFLON—=23 UTlEHY FHA: Ubuntu 16.04 DY R— SN TWET,

& Xk

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#bkmk_LinuxOSSupport

ExFTEIRE: 48
Group1 & Group2 M A o IN\—2y FIERITETMN? @& TSI, AFEETEY G T a v EERLTCEZSW
FEELGEIRT ZBECITT RS Y FOMIELNHY T,

o



==Nticrosoft

Group1: v
No members
Only User2 RN
Only User2 and User4
User1, User2, User3, and User4
Growp2: | AN * v
No members
Only User3

Only User1 and User3
User1. User2. User3. and User4

Answer:
Group1: - Viicrosoft | v

No members

Only User2

Only User2 and User4

User1, User2, User3, and User4
Group2: : v

No members

Only User3

Only User1 and User3

|User1. User2. User3. and User4

SR

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

Ex#HIEIRE: 49

Sub2 DREBI L UEIDFY FO—VBEDEFL) T4 ZFHELTLET,

RDEARAT—FAVFMIDOVWT EDART—FA Y D true DIFEF [TV ZBIRLET, TSN DOHEEIE, DWW JZRIRLET,
FELCERTBEUVICT RS Y FOEELHY FT,



Answer Area

Statements Yes No
"From ¥Mi: you can sucgessfully ping the public IP address of VM2. O O
= VIEHESETE
From VM1, you can successfully ping the private IP address of VM3. O O
From VM1, you can successfully ping the public IP address of VM5. O O
Answer:
Answer Area
Statements Yes

From VM1, you can successfully ping the public IP address of VM2. :_(5 :

From VM1, you can successfully ping the private IP address of VMS:_ o) :

— —

From VM1, you can@éMﬂﬁm&ﬂﬂp address of VM5. O

Bl

Statements

From VM1, you can successfully ping the public IP address of VM2. /O

From VM1, you can successfully ping the private IP address of VM3./O

From VM1, you %mMM@ﬂhc IP address of VM5. O

RS B 4 A
NSG1 [ZIX RORIZCTKITZIELFa) T4 L—ILAEBY FT,

O |O

O,

= ==



1,
art (| Prototol| |

NSG2 has the inbound security rules shown in ﬂ}ﬂ,%

Priority
100
65000
65001
65500

¥
ded

Hgwing tatle.

F .

Ry R 2: &L
Ryd R 3 LDVE

J— bk
Sub2 [ZIF RORICRIHRET L UNEENTULET,
Name security group Connected to
VM1 IC1 G Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 Subnet1.3
VMS NICS None A
Name
VNetwork 1 nt1.3
VNetwork2
Sub2 contains the netwo SGs) shown in the following table.
Name

NSG1
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 Subnet2.1

xFTEE: 50

EHMETIOERRA RO —FFRELTUVET,

R S—ZEBRL TEREIT B(21E, BEFD Azure Active Directory (Azure AD) Y RS9 ARV REY R LRLZEHET HI2HEAHY T,
RDVARY ARVEDYRY LRIVEBRETHIVELAHY FT,

REEHmARE L1 —Y—

BRSO RITIZF AT BE



REGTITAETADHLIPFTRLANGDY A1

BVRIARYKMIDVWTEDLRNILERET ARENHY FIM? BFASICEK BULGLARLEZELWIRY ARV KMIKSyILE
T ELUALFIRFERYT S EL BREFERAT S LL FoKHEALBVWIEITEERT AVTUVERTTAHICE NS UETH
BEN—2FSvTT50 RV B—ILTIBENHLIBZENHY FT,

FELCERT SE-UICT RS Y FOEELHY FT,

Levels Answer Area
| High Impossible travel to atypical locations:
Low Users with leaked credentials:

'Medium | Sign ins fromIP addresses. with suspicious activity:

Answer:

Levels Answer Area

High| | Impossible travel to atypical locations: Medtuml

Low Users with leaked credentials: High| |

| Medi un"l!r__ Sign ins from IP addresses with suspicious activity: | Medium| |

#TERE: 51

VM1 & LVS &RID Azure [RE<T S UNHY ET,

Azure Security Center N5, [RET L UVICT U RFRA DV MREYV ) 2 —2 3V FA VA M—IULT B IEVSEEEDOTMERSIENRRS
nFEY,

EXREOSWMERFEORAELGE>TWIHBELXHRT IVHENHY FT,

HET-FAZET o EMN?

A. Microsoft ¥ JL ™ = 7 X KHLRMEREZ VM1 ITEMLFT,

B. VM1 [Z Endpoint Protection FH® Microsoft System Center Security Management Pack 4 X Fr—JILLE T,
C. Windows #i3R##E A Network Watcher Agent 2 VM1 [ZEBIIL E T,

D. VM1 % Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) 24 >/ R— KL E T,
Answer: (& %X D)

o3 [EL]

ERBR/SER:

https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

=HTEIRE: 52
RORICRIREI L UVEEC Azure Y TR ) ToavhhyEd,

Name Operating system
Vi1 Windows Server 2016
V2 Ubuntu Server 18.04 LTS

Azure Security Center ™5 BEITOES a9 HMILET,
RORIZRIHRBETETTOA4LET,

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS
Microsoft SR T —S 2 FZEDHRBEI O UIZTA VR =L TWVETM?
A. VM3

B. VM1 & VM3 O &

C.VM3 & U VM4 D H

D. VM1, VM2, VM3, & & U VM4

Answer: D (A —vt—T#ET)

o3 [EL]

Explanation:

BEB7OE D a oI NEMITE > TLVSI5E, Security Center (X, U R— F SN TWETRTHD Azure VM S L UHERR S = L LY VM
[Z Microsoft Monitoring Agent # 7R E a5 LET,

HiR— FERTNBARL—T 4 24 LR T AIZIE_ Ubuntu 14.04 LTS (x86/x64)_ 16.04 LTS (x86/x64). &5 & Uf 18.04 LTS (x64). & & U
Windows Server 2008 R2_ 2012, 2012 R2_ 2016 /18— 3> 1709 B & U 1803 AEELET .

S

https://docs.microsoft.com/en-us/azure/security-center/security-center-faqg 7 X f Ly b1 CHIEHT—RRAZ T4 TT  T—RR 2 T 1 |LE
AICHEARESINDIDITTIESOY FRA, BT —RERET LEVWETRBHRZELT I ENTEET L, COHBRICITEMD T —
RARRBTAR0OEI D a VA FEETIHGENHYFET, CORRICEFNII AR TCOEMEZEESN-HERNICETTETLHLOICHEIZER
TEOLENHYFET,

T—RRAATAICEENDIEMIZBEZDICIE  T—RAR I T4 TRESNDFEHRESBRTIVLELNHYVFET  ¥— R REFTAIZIE T—R
AET A THRASNTWS LTI FICET HHMFRERBETIBTOZOMD ) V—IADBEFENLGZELHYET, COT—RAR 2T 4
[CRET AEFEMIE, thDBEBMNSHMILTULET,

CDT—RREATADRRIZ, VEA—BEEINIRTIINETS, COBEETIE RBRORDEI L a VICETHIIC BEZHEREL EEEZMAS
CENTEFT HLLWEI DI VERBLIERIE COEI D3 VIZRDZEETEEEA,

F—ARRET 4 EHEIRT BHICIE

CDT—RRET4ICEBATERMDEMERTT DICIE, RANRFIVEV ) v LET BRICEZDHIC, ERIORA DR V&= FEH
LT —RREATADRBERARTESIV, oD REIVEV v I3 5L EDRRAEH BHFORE, MEDOHRAL EDFERMNERR
ENFET T RRETAIZ[TRTOER] 2 THHDBHE. RNINSFERIEIBRFTO R TITKRIRINDIFEHERMLUTHSZEITFELT
KEZSW BEICEZSERBNTER, BRIR2VEV Yy LTEBICRYET,

B


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Litware, Inc. £, A T2 500 AOREE Y750 X aAMBIZ 20 AOHEEZNZSETORIL ATAT7RETY,

BEFEORE

Litware 2 ST RS T 3> ID A 43894a43-17c2-4a39-8cfc- TEH S Subl EWNSLRID Azure TR Y T a vy Fxd,

3540c2653ef4

Sub1 (F_ litwareinc.com & LY5 & EID Azure Active Directory (Azure AD) 77+ > MMZEAERM T o TWETS, TF 2 MZIE, T Litware

REBELEZDTNAADA—YH—F TPz METNARA TV FREENRTVET, £ —Y—IZIX Azure AD Premium P2 514 &

VANEY HTHNFET, Azure AD Privileged Identity Management (PIM) A7 9 T« e EShTULVET,

TFHFURMIX RORIZRTTIL—THREENTVET,

Name Type )éscription

A group that hasthie Dynamic User membership type,

contains all the Saf Francisco users, and provides
any Azure AD applications and Azure

Group1 Security group

Group2 Security grou TVIIC T SOIT]
P y group = the Chicago 1T team
Azure Y TR 9 ) T3 UICIE RORICRI ATV EREENTUVET,
Name l _ _ _Type ] Description
EINVTTOC T O S 01 VNett is a virtual network that contains
: security-sensitive IT resources, VMNet1
VNett Virtual network contains three subnets named Subnet0,
Subneti, and AzureFirewallSubnet.
VMO is an Azure virtual machine that runs
Windows Server 204 €, connectsto
W b Subnet0, and hat just i time (JIT) VM
access conligured.
Y1 is an@zure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
| Subent0.
| SQLDB1 is an Azure SQL database on a
SQLDB1 ba v SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app that is
WebApp1 Web app accessible by using hitps:/flitwareinc.com
and hitp:/iwww.litwareinc.com.
Resource Group1is a resource group that
Resource Group1 | Resourcegroup | coiot et SobPy Bt e P
Resource Group2 is a resource group that
Resource Group2 | Resource group contains sharadpl'r resources. =

Azure Security Center [ L NILICERESNTLET,
HTEISh-ZE
Litware [ RDRIZ;RT Azure ') Y — X ’é—ﬁ-“?"n 1ATHCEEHBELTVET,
Name YR\ 11: ~ vy & 0 F £ Description
Firewall1 Azure Firewall " """~ =~ 1 An Azure firewall on VNet1.

A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to SubnetO.

AKS1 f‘ﬂ; Kubernetes Sefvice | 4 managed AKS cluster




ID &7V ERDEH

Litware [, RDID BLUVT7 IV L RAEHE*HELET,

*FRTDY VISR A—H—EFDT/INA AL Group! DA UVN—THEILENHY FT,

*Group2 M A UIN\—IZIE KEHEERLZEIYETEFALT VYR TIL—T 2 AOHEREREBEO—IILZEIY L THIRENHY FT,
*A—H—" Azure AD IZ7 TV 77— a Vv EEFLEY 21— - TRABRICT I ERITE7 TV r—YaVITRELEEYT S
CEEEINETIMENHYET,

T5v9 b7 +—LOREZEH

Litware X . RD TS5y b7+ —LREEHEHELET,

* Microsoft Antimalware (£, JYV—X JIL—T 1 ODFREI I VITA VR M—ILTEBENHY FTT,

* Group2 M * > /\—I[ZI% Azure Kubernetes Service Cluster Admin O—JLAE|Y TN TWEIRELRHY T,

* Azure AD 1 —H—I[& Azure AD EZIEHREFEA L TAKST TR L TEREET S ELHY T,

CHBEEIN-EREORER ITF—LRKITVM 7O 2R EFEALT VMO ITERTEILENHY FET,

* Resource Group1 DY R—P K T4 RV DBEEEHRIET AIZIEX Rolel EVWSAFDHLWARSZ L RBAC O—)LEFRITEZ2LENHY
FI EZE1E VYR TIL—T1IH L TCOAMERAFBETHIDENHYET,

X )T EREH

Litware (&  Azure Security Center TARL—T 4 2 J VRATLDEF 1) TAHEBREARITAXTEDIRENHYET,
T—RETTIVr—2a DEHR

Litware (X . RDT—R2ET7 TV r—2a DEREEELET,

* Group2 M1 —H—I& Azure AD ERIEHREFERAL T SQLDBT [Tt L TR TEHILENHY FT,

*WebApp1 [FHBAE R ZF58H T 2ENHYET,

— AR B

Litware TlX RO—BEUEIEFEESNTOET,

*A[REGRY BELOFHER/PRICMZ Z2LELHY FT,

*A[REZIRY BEMEDFEAZR/IRICINZ ZBELNHY FT,

ExFTRE: 53
Group1 & Group2 M A U/IN\—2y FIEATETHM? BET BIZE, BEEETEUGA T a vEBRLTLLES LY,
FEELGERT BETITTRASA Y FOMIELDHY T,



Grout: 5 Microsoft

No members

Only User2 <

Only User2 and User4

User1, User2, User3, and User4

Group2: A v

No members

Only User3

Only User1 and User3

User1. User2. User3. and User4

Answer:

No members

Only User2

Only User2 and Us -
User1, User2, Userd, a ser

v

No members
Only User3
Only User1 and User3
User1, User2, User3, and Userd

S
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

=HEIRE: 54
RORIZRT VY —REET Azure Y TR ) T avhbyET,



Type Attached ‘o NSG

Network security group _
(NSG) VM5 Not applicable

Nehworc sectnt TR Subnet1 Not applicable

Not applicable Not applicable
Subnet1 NSG1

IP7 KFLX10.1.04 NAVM5 [CEIYHTHNET VM5 IZIF/NNTY VY IPT7RLRAABHY FEA,
VM5 [ZIE  RORIZTRT ESICBREISNESY A AV B4 L UIT)VM 722 HY ET,

JIT VM ac

VM5

<+ Add Save ¢ Discard

Configure the ports for which the just-in-time Vid@cgessawill be applicable

Port Protocol Allowed source |Ps IP range Time range (hours)

3389 Any Per request N/A 3 hours

VM5 D JITVM 7O R E=HIZLET,
NSG1 IZIE ROBIZTRTZEIL—ILHLEHY F9,

Priority Name Port Protocol Source Destination Action

100 & SecurityCenter-JITRule-... 3389 Ay ;v_.r - 10.1.04 S Allow
1000 SecurityCenter-JITRule_341... 3389 Any -’ Any 10.1.0.4 9 Deny
1001 RDP 3389 | “TCP o Any Any & Allow
65000 AllowVnetinBound Any y Any VirtualNetwork VirtualNetwork @ Allow
65001 AllowAzurelLoadBalancerin... .l,ny- ¢ | Any ArureloadBalanc Any 9 Allow

% __ Jinial 2
o mw Microsoft,
RDBEAT—FRADRMIDWT ZFDRT— AV A true DIFEIX [TV ZEIRLET, T LUSNDEEIE, VWA ZBRLET,
EELSGERTSE-UITTIRAS Y FOMELSHY EFT,

Statements Yes No

Deleting the security rule that has a priority of 100 will revoke the appr:

access request i £ 2
R m Microsoft
O O

Remote Desktop access to VMS5 is blocked. —

An Azure Bastion host will enable Remote Desktop access to VM5 from the intermnet. O O




Answer:

Statements Yes No
Jeleting the security rule that has a priority of 100 will revoke the approved JIT ®)
1ccess request.
emote Desktop access to VM5 is blacked. e O
A\n Azure Bastion host will enable Remote Desktopraccoss to MMS fromithe ih_téfnet. 0 e

Ex¥TfEIRE: 55

A—HF—BNT7 IO REDHEWN)Y—RIZTHL A2 LEI3ELTVWADTIIBELWMNEEZEZONET,
BE3BBICKRELEA—Y—0OY A 4 VRITEHTET BIZ1E, Azure Log Analytics ¥ T1) #Em3T 2ENHY FT HERICIZ Y1
A VRTINS EIUEERB L A——DHDBRRINDIDELHY T,
JINZEDESITHEINIEEINVWTLELSIMN? BETDICIE, BAEFEHETEUGA T 3 oEERLTLLEESL,

FEELGEIRT BEUITTRASA Y FOMIELHY T,

let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago (3d) :
| where AcccountType == ‘User’ and W ==4625
ActivitylD
DataType
EventlD
QuantityUnit
| Summarie failed login attempts= iv
Count(),
Countif(),
Makeset(),
Split(),

latest_failed_login=arg max (TimeGenerated by Account
| where failed login attempts > 5
Answer:



let timeframe = 3d; Nﬂﬂft OSOTL
SecurityEvent

| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and

=ventlD
QuantityUnit

| Summarie failed¥idginlattempts= v

Countif(),
Makeset(),
Split(),

latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

SR .
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

EHTfERE: 56
Azure Kubernetes Service (AKS) 7 SR 2 —%2TARLTWET , VT REZ—[EBRIZSRENTVAS LS ITEBEINTLET,
(BRIZTE2Uv I LET,)

ARASID

subscription Microsoft Azure Sponsorshi
lesource group AzureBackupRG_eastus2
egion East US

{ubernetes cluster name akscluster2

{ubernetes version 1115

JINS name prefix akscluster?

Jode count 3

Jode size Standard_DS2_wv2

Jirtual nodes (preview) Disabled
AUTHENTIGATION

-nable RBALC Mo

JETWORKING

1TTP application routing Yes

Jetwork configuration Basic

WAONITORING

=nable container monitorifg  [\/iNeosoft

FARG

DS R —AEBRBREICT IOA4ITEFECT HTTP 7 FUSr—2a v —T 4 V0 EENLET,

B—DIP7RLREFEALT AKS H—ERIZYN—R TOFSE TLISKRIGHEIRBM T ZT7 TV r—2a v —FT 4 VT E2EETIREN
HYET,

HixtlzIfzEdT o EM?

A.AKSIngress > FA—5—Z R LFET,

B.aVFF *Yy rI—H A8 —TxARXACN)TSHLVEA A M—ILLET,



C. Azure Standard Load Balancer Z/Ef L £9,

D. Azure EAXAO— K NS U9 —%#ERLET,

Answer: A (A —vyt—T %K)

Bl

A5 LR a2y bA—5—(& Kubernetes H—EXIZY/N—R TOFL BRARGELR FS T4 9o W—T4 2T TLSKinZRIHT Y7
kY7 TY,

SE X

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

ExFERE: 57
RDORITRT 1—H—% ST Azure Active Directory (Azure AD) T+ > bW H Y ET,

Name Member of Multi-factor authentication (MFA) status
Usert Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

RDEETE %D Azure AD Identity Protection 4+ >4 > YR R —%EH L TERLET,

Y HT: Group1 & Group2 %kt

FHE A4 DIRY LR L

TOER T EREHT SERDIANDE

A—H—h" Azure AD ITHA VA T 5 EEZITANEIINERBETIDHELHY T,
BA—Y—IIDOVWTHZHANTILELNHY FTH? BET HICE, AEFBETEUGA T3 EBERLTZS,
FEELGERT BEVITTIRASA Y FOMIELHY T,

When User1 signs in from an anonymous IP address, L4
the user will.

Be blocked

Be prompted forMFA

Sign in by using a username and password only
When User2 signs in from an unfamiliar location, v
the user will: "B2 blocked T s

Be prompted for MI- A ALAST B ’

Sign in by using a username and password only
When Use_r3 signs in from an infected device, v
the user will; Be blocksd

Be prompted for MFA

Sign in by using a username and password only

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

When User1 signs in from an anonymous IP address, V! ﬂ C rOSOTI | v

the user will
Be blocked
Be prompted for MFA
Sign In by using a username and password only

P ——

When User2 signs in from an unfamiliar location, | \ 4

the user will: 1Be blocked
e prompted for

Sign in by using a username and password only

When User3 signs in from an infected device, | v

the user will: Be blocked
'Be prompted for MFA
Sign in by using a username and password only

S .
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/conc ept-identity-protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

x#fEE: 58
Sub1 EWSEZRFID Azure BT RH ) T arvhHlY £9,Subl [2IE, RORITTKT ) V—RADBEENSD Storage! & LS BRID Azure X
fL—F7HOURRHBYFET,

MName Type
Container? Blob container
Sharel File share

HET7IERER (SAS) 4R LT BLOBY—ERET7AMIL H—ERICEHKLET,
Container1 & Share! DAV T UVIZT I ERTBIZIEEDY—IILEZFRATEEFIMN?SAS 2EAT S L T? @ T BHIZIE, BIEHEE THE
igA T avEBIRLTCES,
EELSCERTBEVICTTRS Y bOMIESHY F9.
Answer Area

Tools for Container1: |Robocopy.exe
Azure Storage Explorer
File Explorer

Tools for Share1: |Robocopy.exe
o |Azure Storage Explorer
e elnl




Answer:
Answer Area

Toolsfor Eontainer1: JRobocopy.exe
Azure Storage Explorer
File Explorer

Tools for Share1: |robocopyexe
AZure Storage Explorer

3 SN File Explorey

#TEIRE: 59

10317806.onmicrosoft.com & N3 & ETMHF L LY Azure Active Directory (Azure AD) T4 LY b)) 2T A2 EAH Y £,

FLWLT 4 LY bYIZIE, Azure Multi-Factor Authentication (MFA) ZERA L TH A V4 V5 & S ITHEB S 1= user10317806 & L5 &l
DAI—HF—HREFENTWIRBENHY FT,

Answer:
UTOHRAZSEBL TS ZEL,
5 BA

#FLLAzure AD T+ > bEERT BHIZIE:
1. Azure portal IC7 U AL Azure Y TRH ) T a3V EHEIDTHOUERTHLI VAV LET,
2. TSR7A4 2 (+) EERL  ROEBEEERERELFET,

MARKETPLACE

Compute

3. Azure Active Directory | ZRIRL F 9,

' Azure Active Directory

Results

™ PUBLISHER

ﬂ Azura Active Directogy | i . " Microsoft

4. [ER]ZERLFET,
5. #H##i® (10317806) L #IHA K A A4 >4 (10317806) ZAALFY, RIZ, ERIZEERLEFT,



CNITEY EVWSBRDT LY FIDMERESNET
10317806.onmicrosoft.com,

Lreate airectory - .

B e e e s T T
Organization name @

Contoso Direct
T Tr 1¢ T y !

* Imitial domain name @

’ contosodirect

cofitcsodirect.onmicrosoft.com

Country or region

Unitaf Statss W

Directo ry creation will take about
GIe minute

6. TA LY FUDERMNTET LS FHLWTALY N EZEETHLODOBERAR YV RAERIRLET,
A—H—ZFERT BHIZIE:
1. Azure portal T_ Azure Active Directory 754 79 MZWA 2 E#MEELET,

ontoso direct

contoso omrect
D Cvervisly
s AUk start

MANAGE

Z5THWMBRR EBIOY—ERX +E4— 3 Uh S Azure Active Directory 74 2V &BIRLET,
| B storage account:
Virtual networks
® “Ro

2. B¥E T B—HY— ZRIRLFET,



£ COverview

;. Getting started

Manage

aa Users

«a Groups

BZ Organizational relationships

a

sa Rolesand ddministrators

. [T RTOaA—H—] #:&RL,

4. 1 —H—DHRHTE 1 —F—4 (user10317806) AN LFET , ET LIzH, ERIZERLET,
MFA ZB3-T B2

1. Azure portal T_Azure Active Directory 754 7™ WA Z E#HEELET,

ontoso direct

rontoso airect
D Overvisly
5 ARk start

MANAGE

Z5THWGEX EROY—ER FES—2 3 5 Azure Active Directory 74 a3V & IRLET,

BB storage acoounts

Wirtieal networks
"' AZure Hgh
e AoEITor

2. B T AB—Y—1%FRLET,
0 Overview :

;. Getting started

Manage

[ ]
sa Users

a Groups
B2 Organizational relationships
sa Roles and ddministrators

3. [BERIAEL Vv I LFET,



4. A—H—BOHEICHIF VIRV IREFVIZLT,
S

https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

Ex#HRE: 60

—ED Azure [RET S UADS YR R A2 B4 L (VM 7O L REBHRLTVET,

JTVM 79 RAZFALT RETSUAD PowerShell 77 A Z1—H—IZHA[THREAHY FT,
AIZHRETNIEENVTLLSISMN? BET BICIE, EEEHTEUGA T3 VEERL TS,
FEELGERTBEVITTIRASA Y FOMIELNHY T,

Permission that must'be'granted to users on VM: |Read
Update
View
Wnite

TCP port that must be allowed:

Il
A P

o

3389
5986

Answer:
Answer Area A A, p—— f,:._

Permission that musi e grarted to users on WM: [Read

Updale

Wi

L -
Wt |

TCP port that must be allowed

19

IE

2289
ah8e

—

BILL]



Permission that must be granted to users on VM:

> . alluwed

Microsoft

=FTERE: 61

A—HF—BT7 IO REDLTWNW)Y—RIZTHLA A LEI3ELTVWADTIIBELWMNEEZEZONET,

BE3ABBICKRELI-A—Y—0Y A 4 VRITEHET AIZ1E, Azure Log Analytics ¥ T 1) #Em3T 2ENHY FT HERICIZ Y12
A VRIS EULEELAB LA ——DHDBRTINIDELNHY T,

JINZEDESITHEINIEEINVWTLESIN? BETDHICIE, BABFEHETEUGA T 3 oEERLTLEZSL,

FEELGERT BEUITTRASA Y FOMIELHY T,

let t imaf:éi%j:n-z- Mlic ros Oft

SecurityEvent
| where TimsGenerated > ageo(3d)
| where AcccountType == ‘User’ and |" ==4§25

QuantityUnit

| Summarie failed_ lgogin attempts= |v

Count(),
Countif(),
Makeset(),

Split(),

latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

Answer:



let timeframe = 3d:

Microsoft

JecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and ‘v ==4625
ActivitylD
DataType
EventD |
QuantityUnit
| Summarie failed login attempts= ]'1'
Count(), !
‘Counfif(),
Makeset(),
Split(),

latest_failed login=arg max(TimeGenerated by Accoun

wharae failed lamin attemnte > &

Bl

let timeframe = 3d;
SecurityEvent

| where TimeGenerated > ago (3d)
| where AcccountType == YWser’ and [" ==4625
ActivitylD
DataType
| EventiD
QuantityUnit

| Summarie failed logifi attempts= g M]CTQS’O{
Count(),
Countif(),
Makeset(),
Spht(),
latest_failed login=arg_max(TimeGenerated by Account
| where failed login attempts > 5

ROFITIE BE1RBICSEUERTA VICRBLIZA——TF7hDOU e RRICOTA D E2RAT-ABEHELET,
RALTL—L=1d ELET,

TXal)F44RU L

| £ Z T TimeGenerated > ago(1d)

| 2T, AccountType == 'User' $ & U EventlD ==4625//4625- 045 4 VIZkBRLELT-

| 772 > kRO failed_login_attempts=count() latest failed_login=arg_max(TimeGenerated, Account) D E#]

| & & T, failed_login_attempts > 5

| 7R b 7Oz AT7Hh o M

Z& Xk

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples



A37: AZ-500 fEIREEE (X GoShiken.com MR SN =& LT LY AZ-500 SRERRIRESE | GoShiken.com M Ex#FT D AZ-500 HRERRIEE %
Bt L TULVvET, GoShiken.com AZ-500 SREARAREIT R T MBENEETIIWVVET , & D GoShiken.com AZ-500 fIEE XS Y b
B ANlEZ B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIRESE A & IEfE{+ & T 30%w i AlE|5 [0 — F:
Freepdfdumps)

BT RE: 62


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Basics

Subscription

Resource group

Region

Kubernetes cluster name
Kubernetes version

DNS name prefix

Node count

Node size

= = -

% PRy gy, i
i f 1% A 0
in

Virtual nodes
VM scale sets (preview)

Authentication
Enable RBAC

Networling

HTTP application routing
Network configuration

Monitoring

Enable container monitoring

Tags
(none)

Azure Pass - Sponsorshig
RG1

(US) East US

AKScluster

1.12.8

AKScluster

3

Standard_DS2_v2

Disabled
Disabled

No

No
Basic

No

DEIITHEASNTNET,

VSR —=EBBREICT IAATE3FECT HITP 7T r—23 0 b—FT4 VT EENLET,
AKS H—ERIZYN—R TAFX L E TS RIGZRETET TV r—2a v —T4 VT eRETIRENHYFET,

https://www.fast2test.com/AZ-500-practice-test.html 48

B 7 Fast2test AZ-500 5A5& PDF RIREE - #7 L LY AZ-500 KL DA BRI RE



B—DIP7KFLRZEFERALT,

BRI ZET HE2REN?

A.AKS Ingress > FO—5—Z R LET,

B.aVFF XYy rIT—H A8 —TxAAXACN)TSHTLEA A M—ILLET,
C. Azure Standard Load Balancer Z/Ef L £9,

D. Azure ERAO— K NS U —%#ERLET,

Answer: (f8&ZRT~9 B)

A5 LR a2y bA—5—[X Kubernetes H—EXIZY/N—X TOFXL BEAGELR FS 7499 W—T4 20 TLSKinZiRHtT SV
kT 7TI,

S

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

RFTIRE: 63
ROKRIZFKT LSIZ _EastUS2 J—23 (22 DD Azure RIS URBHY FT,

__Name | Operating system __Type | Tier
VM1 Windows Server 2008 R2 A3 Basic
(VM2 | Ubuntu 16.04-DAILY-LTS Las Standard |

Azure Key Vault #7704 L THERLET,

VM1 & VM2 T Azure Disk Encryption ZBRCTES LR T IOILENHY FT,
BERETLUTHZERTILELAHY FTITH? BZFTHICE BEEETEYGEA T a vEBERLTESL,
FEELGERTBEVITTRASA Y FOMIELHY T,

VM1: A 4
The operating system version

The tier

The type

VM2: A 4

The operating system version
The tier
The fvpe

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

The operating system versi_On
The tier |
The type

U T

K

The operating system version |

BILL]

VM1: v
The operating system version

The tier e\
The type

IVIICTQSOLL o

VM2:

Theoperating system version
The tier
The type

VM1: B

EEZEEIZT Y TIL—FTE2RELNHYFET,

Windows # & U Linux laaS VM @ T « X 7 k& 1k1d_ Standard VM 3 & U Azure Premium Storage Z{EZ = VM DT RXTD Azure /37
1wy 1Jy—23 & Azure Government ') —2 3 U T—RIBESh TLVET,

VM2: 24 7

VMtype % A.D . DS.G.GS . FHEDNDY)—X1aaSVM DWVTNNICEET E2ULENHYET,

ARL—=—T 129 DRATLDN—23 0 THEHY FHA: Ubuntu 16.04 BN R—rEATWET,

SE Xk

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#bkmk_LinuxOSSupport



=HTEIRE: 64
ROKIZIRT Azure RE<T S UAHY £9,

Operating system 14 1> [/ | Resource group

i

Windows Servar 2012 East US RG1
Wast

Windows Server 2012 R2 Europe RG1

West

Eurcpe RG2

Red Hat Enterprige Linux 7.4 East US RG2

Windows Server 2016

KEEE) — 3 20 RG1 T Analytics1 & V5 &HTD Azure Log Analytics 7—9 AR—R &R LET,

EDRIET L 2% Analytics1 IZEEZTEETH?

A. VM1D #H

B. VM1_VM2_ VM3 MO

C.VM1_VM2_VM3_ VM4

D. VM1 & VM4 D&

Answer: (fBZ % RTT 5)

E DO RAR—REEHT B

Azure portal T [T RTHDY—ER]ZI Uy LFET,JY—ADY X FIZ LogAnalytics | EANLET , AHNZERBTHE AAIZEDN
TR T AL E—REBENET [T 5] EFRLET,

MER] Z0 ) v o L ROEBDERKZERLET,

# L L) Log Analytics 7—9 AR—RADEHTZIEE L E 9 (DefaultLAWorkspace % &), OMS 7 —%4 A R—X (& Log Analytics 7—%9 A R—
REFENS&SITHYFELE,

BRENTWSTIAIL MDA BUTHWESIE, FAYTIDY YR IO LBERLTY VY EDH TRV ) T a v EERLET,
[UY—R TIL—TNIZIE 1 DLUED Azure RET L U EEOBRED)V—X JIL—TEERLET,

VM MW T 704 SNnBIGMEEIRLET, FMIC DL TIL, Log Analytics NFIATE S ) —2 a3 v ESHBL TSN,

RIEfE:

B. C: Log Analytics 77— AR—X[E T—2 A FL—DOMBHGIERZRELEFT, VM2 & VM3 [FRIDGFRICHY £,

D: VM4 [ZRID Y V—R T IL—TTH,

S

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access

= HTEIRE: 65
HEE=OSIZIE ROKRIZSTRITI—F—MNEFEN S Subscription! EWLNSBETID Azure Y TRH ) T avhby FT,

Name Reie
User1 Global administrator
User2 Billing administrator
User3 Owner
UsSerd/ i crosbhAccount Admin

SHEFHLOAEEICTKININET,
£%t1E, Subscription! OFFEEEZZEET HSDELHYET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

EDA—HF—AAEZEETEEIMEDL—H—FEDY—IILEZFERATILENHY FIN? BET HICE, BEBRETEDNGL T
VIVEERLTLESY,
FELCERT BFE-UICT RS Y FOEELHY FT,

User: |V
User1
User2 ., | )
User3 Ne ,‘;%‘ Microsoft
User4

Tool: o\ \ iv

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Answer:

ure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

SR .

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azure-subscription

Ex#TEIRE: 66

B—Dxry rI7—9 X2 T4 JIL—T (NSG) 5 D2E—DH TRy FEIC10 BDRETLUNHYET,
2 LT—=0 +rS3T4v0F Azure ARL—D TAHY Y MIRBRTABENHYFT,

ED2D2DT7I L aVERTTIMENHYFEITIN? TNTIDOEMREE BREO—MERLTLET,



EELSCERTBE-VIC1IRASA Y FOMELHY £9,

ARy bT—=9 RTA—T VR EFZR—Y)a—2a3VEA VA M—ILLET,

B. Azure Network Watcher Z %I LE T,

C.NSG mEMnJ /M LET,

D.NSG 7A— O4J#H#ILET,

E. Azure Log Analytics 7—9 AR—X ZERLE T,

Answer: BD (A —vyt—T%EY)

Y RID—= X2 T4 JIL—T (NSG) ZFEATHE HREISY (VM) ADZERS T4 v ERBIDUDNDEENST 7499 %
T4 ILA—TEFT, Network Watcher D NSG 70— OV HEEZFA LT NSG #@BT 5%y bT—9 F5 T4 v Z0JICREKTE
FI,FIEICERDLDAEENET,

*Fy D=0 wXa)Ta JL—TEFALTVM ZEKT S

* Network Watcher 28 %112 L Microsoft.Insights 70O/ & —%# &8 LET

* Network Watcher ® NSG 78— AV HEEZHERALT NSGDO +5 74w 9 JA— AT EZFMIT S

*AgTF—R%4ora0—Fk

*ATT—2DORTE

S

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

ExFTIEIRE: 67

Microsoft Defender for Cloud B9 % Azure Y TR 9 1) T 3 UuhHB Y ET,

Azure CIS 1.4,0 fZEADEBHINDENZ DI 5121d Defender for Cloud ZFAT H2HENHY EFIT ., V) a1a— 3 TlE EEBFHE
=/NRIZHZ Z2BENHY T,

FFMEITARETLLOIN?

A Azure R O—ZEIY HTET,

B. ¥ CICHEZDIEHED 1 DEEMNIZLET,

C.Azure CIS14.0 ZEZFHTEMLFET,

D. hRALA=ZSFFITHEEMLET,

Answer: (fAZ%RTd 5)

xHERE: 68
Update Management B EMIZE > TLVS Azure (RET S UABHY EFT KRBT VIEIRORITERT LS ITER SN TWET,

| Name | Opelalingsystem __ </ _Region | Resource group
VM1 | Windows Sarver 2012 }East DS | RG1
VM2 | Windows Server 2012R2  _ ThWestuUS | RG1
| VM3 | Windows Server 2016 4 WestUS | RG2
| Vi Ubuntu Server 18.04 LTS L % | WestUS | RG2
VM5 | Red Hat Enterprise Ling%7 4 | EastUS | RG1
VM6 CentOS 7.5 EastUS RG1
Update1 & Update2 E WS EZRID 2 DDEFH IOV S LOERHERT 1 —ILLEFT, Update! [ VM3 ZEH L £9, Update2 [ VM6 %
BILET,

Update1 & Update2 # A L TEH TESEBMOEEI S VIEENTTMN? AETSHICIE EEEETEYGA T a vERIRLTLES
Ly,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

FEELSERTSE-UITT RS v FOEEASHY £,

VM2 only
VM4 only
VM1 and VM2 o
=" Microfd, VM2, M4,

Update2:

*1%@1 and VM5 only

M4 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5

Answer:

Update1:

VM2 only
VM4 only
M1 and VM2 only

Update2: ﬂﬂpw At
VM5 only

VM1 and VM5 only
[ VM4 and VM5 only |
VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, -ﬁ%?.VMS i
=n

SE Xk

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

= HTEE: 69



Azure TR 4 1) T 3 2T Azure Kubernetes Service (AKS) ¥ S A4 —% kT H5FETT,
https://www.fast2test.com/AZ-500-practice-test.html 54

A% Fast2test AZ-500 5X5&% PDF RARESE - #T L LY AZ-500 A & DR BR[E RE
ﬁfiéhf:"j':_/\_77:'{’7_:/ AVDIZTTRALZROEAIZRLET,

he editor below allows you to update this application by directly modifying its JSON representation. For mor

letails, see:

L4

2 i b
3 "

4 d 1ion #

5

6 "

T '
8

9 3 llowlUrlPa i N

0 il eTin -
| 2 Tk shi al "

2 ‘identifi 1z 1.

.3 form @allirla™: |

.4 e T ervice": ;

B+ " aug ,

L [ vacy" i

7 3 =in

g 1.

.9 Nkay ials™ aml] ;

‘0 - wnClientfppll cations' [].

s | o ] LT B,

2 \ Uz bl

[ 'na 2§ "

4 'oa AllowIdToke mpl i tFlow ’
L 'oa llowImplicitFlow i

‘6 1 nias ¥ [].

) "oa Req Responsa"

'8 " lClaima™ .

9 o 4 []-‘

L Nparants]l Fantea]l Sated naa®s

AKS 2 5 X4 — & Azure Active Directory (Azure AD) NS SN TS T E 2RI I2HENHY FT,
RZJzRAMADEDTOANT A ZERTILENHY FTH?

A. accessTokenAcceptedVersion

B. keyCredentials

C. groupMembershipClaims

D. acceptMappedClaims

Answer: C (A —vyt—T%REY)
ERBA/SER:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications
https://www.fast2test.com/AZ-500-practice-test.html 55
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TAMLY M1
NEFT—RRATATE  T—RR I T4 IEERNICHERNRESNSIDITTEHY FEA, ET—RXEET LEZVWETHREBEZEDST
ENTEFT L, CORRICITEMDT—RREIT 4072 aVhFETIEENHYET, COHBRICEETNITRTOEMZIE
ESN-BEAICETTESLSICHEZEETLIVNENHY T,

T—RREATAICEENSEBERMICEZDICE T—RRAAT A CTIRREEINIBHRESHIDIVENHYET T—RRAEATAIZIF 7—X
AR TATHRAINTWVWE DT ) FICET LHMFERERETIRTOZOMD ) YV —RADBEENIGZGELHYVET, COT—RARX 2T 4
TlE ZERBItOERMMNSHILL TLVET,

CDT—RRETADREIZ, LEA—BEEINIRREINETS, COEBRER T, ABORDEI L 3 VICETHIIC EEZERL . EEEZMRS
CENTEFET FHLLWEY D3 VERBLEZRIE, COEI D aVICREZLEIETEEHA,

F—RABR T4 ERBT BICIE

CDT—RRETADRVDEMERTT BICIE, RN JRE2UED )y LET  BERICEZDHIC ERORADR2UEFALT
T—RAREATADAREARTLKESVL, ChoD R V&) v I35 EDRREH BHEDRE FMEORRAL EDFERIARRIN
FT T RREITAIZ[TRTOER] 2 T HEHE  REINDFHRIBFEDZ TICRREINDIFRERMLETH A LITEFELTLE
SV BERICEZSERLATERZL, BERIR220 )y LTERBIZRYEY,

B

Litware, Inc. £, A T2 500 ADKEE YIS0 X220 AOKEEZIVASBTORIL ATAT7HRETY,

BREDIRE

Litware (2l ST R9 1) T 32 ID A 43894a43-17c2-4a39-8cfc- TH S Sub1 E WS ARID Azure H TR Y T3 ohHBYET,
3540c2653ef4

Sub1 (& litwareinc.com & LY5 & EID Azure Active Directory (Azure AD) 77 > MZEAEM T O TWET, TF > M, T Litware
REBELEZDTNARADA—Y—F Tz RETNRARA TV FREENRTVET, £ —Y—IZ1X Azure AD Premium P2 51 t
VAMNE|Y KT HNET, Azure AD Privileged Identity Management (PIM) M7 2 5« it hTWET,

TFY M RORIZRTTIL—THREFNRLTUVET,
I Type Description
A group that has tha Dynamic User membership type.
contains allthe San Francisco users, and provides

access to many Azure AD applications and Azure
resources.

Security group

z A group that has the Dynamic User membership type and
Sﬂﬂurwgmupu_ tontdingthe Chicago IT team
Y

Azure B TR ) T avITE RORIZRI ATV FREFNTVET,
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Name Type Description

VNet1 is a virtual network that contains
security-sensitive IT resources. VNet1

VNet1 Virtual network mntaigs three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs

Windows Server 2016, connects to

Subnet0, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

Subnet0.

SQLDB1 is an Azure SQL databaseona

SQL Database server named

LitwareSQLServer1.

WebApp1 is an Azure web app that is

WebApp1 | Web app accessible by using https://www.litwareinc.com

and http://www. litwareinc.com.

RG1 is a resource group that

contains VNet1, VMO, and VM1.

RG2ls'a resqutdegropq that, f +

containe sharéd ITresburdes. = -

Azure Security Center [& Standard LANJLIZERE SN TLET,

=

TESNI-ER

Litware [, ROKRIZFRT Azure JY—RET IO T B EHFETELTWET,

VMO Virtual machine

Azure SQL

SQLDB1 Databag®

RG1 Resource group

RG2 Resource group

Name Type _Description
Firewall1 Azure Firewall An Azurgfirawall'on VNet1.
v [ A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
" gateway and will be assigned to Subnet0.
AKS1 e (RAMEIEe SENICe | A managed ARSldiustean SOt

ID &7V ERADEH

Litware (X RO ID LUV TV R EHEZHELET,

*FRTOY VISR A—HF—EFDT/INA R(E Groupt DA VN—THIDENHY ET,

*Group2 M A UN\—I[ZIE KN EELZEY B TEFERALT RG22 ADEAREREBEO—ILZEY LB TILELAHY ET,
*1—HF—AAzUre AD ST T~ a v EBRLEY A—¥—ISRb> TRRERICT V£ RTE7 TUr—a VISABLEYT S
CEEEILTIMBENHYET,

T5v9 b7+ —LOREZEH
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Litware (£, RD TS5y 7+ —LREEHEHELET,

* Microsoft Antimalware /¥ RG1 DRI L UICA VR F—ILENTWEIRELAHY ET,

* Group2 M * > /\—I|Z1& Azure Kubernetes Service Cluster Admin B—/)LMWE|Y BTH5NTWSRELAHY EFT,



* Azure AD 1 —H—I[& Azure AD ERIEREFEAL TAKST [T L TRIETEIDLELAHYFET,
CHEINEZEREOEREEZ ITF—LIXITVM 72X EZHEALT VMO [CEKGETELILENHYFET,

*RG1IDIR—V R TARIVDEBERE T HICIE Rolel EVWSZFDFHLWARXRZLRBAC A—/LEFERTHILELNHY T, Rolet
¥ RG1 TOAMERTFBETHLIDELHY FT,

X1 T EREH

Litware (&, Azure Security Center TARL—T 4 2 J SRATLDEF 2V T A EBREARITAXTELIRENHYET,
T—RETTIVr—2a 0 DEHR

Litware (&, RDT—R2ET7 TV r—2a DEREEELET,

* Group2 M1 —H—I[% Azure AD ERIEHREFEAL T SQLDBT [CX L TR TEI2LENHY T,

*WebApp1 [FHBEFEFEZRHT 2LELHY FT,

— AR E

Litware TlX RO—BEHEIBFEESNTULET,

*A[REGRY BELOFHEZR/MRICNZZ2HENHY T,

*HRERRY BB ERKRKBICSERATILELAHY ET,

xR 70

Sub2 DIFEET L VDY FT—VBEDEXL) T4 ZFELTHET,

RDERAT—FAVMIDVWT ZEDRT— A A true DIFEIEX[[EWL] ZRBIRLFET, TS DEEE, DO EBERLET,
FELCERT SFEUICT RS Y FOEELHY FT,

Fram VA, you can _sq.-:l:l.ﬂ'.'..‘;f ey the public 1P addiess of VL2,

From VM1, you cafi§uc Clishully ping the private (P address of VM3

From Vidl, mcu successhully ping the prval IR 4des 1 o1 V5.

I
Y Yy r
.I-,-. _ I | = i )}

W RN |

Answer:

Statements
From VM, you can sdecesshally ping the publiclP address of VM2,

From VM, ou can sucdessfully ping the povate 1P address of NS

From VM1, yeu can successfully ping the pravate IP address of YIS,

BA)

QLU WVWWA{H 22—y M H—EX 2THLIETCP 80 DHMNHFRA SN T NSO A SNIRETIEHY FEA, Q2 TN {T5A
R— |k IP L THEIZ ping ZETL NSGAEREIATLWAVWELA—AIL TRy FADO VM TIEZESITRETHD=H}Q3: [T
{VM5 [£ NSG ORHDIL—ILIZE >THEEDEETHNLIRAEND FS T4 v I MBFAIINDI Y TRy MIHY £9)



R 71

LAW1 & LV5 & RITD Azure Log Analytics 7—9 AR—X Z &L Sub1 EWVS ARID Azure Y TRV 1) T3 UuhHUET,
Windows Server 2016 #3217 L  LAW1 [ZEERK SN TLVS 500 5D Azure RET U HY FT,

DRATLEHFEY ) 2 -3 % LAWT [SEMNT S5FETT,

VAT LEHITEEEDND OSSN 100 EDRBEIT L VDHNG LAW 27y TAO—KENBKSIZTIREAHY FT,
EDIDNT7I L aVEIEBIZETTILENHYETMN EETBICIE. 723 DR MhLEUETY P a o EEZEMEEHICEH L,
ELWEFRTIHERES,

Actions Answer Area

Create a new workspace.

, m&gﬁﬁe solution.

Create a scope configuration.

Create a computer group.

Create a data source.

Answer:

Actions Answer A-'

Create a new workspace.

Create a computer group.

Apply the scope configuration to the solution. L&eate a scope configuration.

-

| Create a scope configuration. | Apply the scope configuration to the solution.

Create a computer group. !

Create a data source. l

SE3H:
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting
& 72



User2 "IREDKETEELS L VHIBRTE S Sub1 ORBRY FT—VFENTIHN? BET HICIE, EEEHTEDGA TS 3 VEERL

TLZE W,

I ELSCERTS-UIT1 RS 2 FOEEAHY £,

Virtual networks that User2 can modify:

Virtual networks that User2 Cw

Answer:

Virtual networks that User2 carﬁodiw | Cro SOft

VNET4 Vg
ET
Virtual networks that‘@ Q‘Ete

& Microsoft |y
VNET4 only |

1 only |
T3, and VNET1 only
NET3, VNET2, and VNET1

v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

v

e m— m— — — — — — — — —

L ———

VNET1 only
T2, and VNET1

v

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only

VNET4. VNET3. VNET2. and VNET1



Virtual networks that User2 can modify: Microsoftv
VNET4 only

VNET4 and VNET1 only

VNEJ4, YUNET3, and VNET1 only
VINET4, VNET3, VNET2, and VNET1

e

Virtual networks that User?2 can.delete v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4. VNET3. VNET2. and VNET1

R4 R 1: VNET4 & VNET1 O H

RG1 IZIFHIBRO Y Y DAL HY FITMN RGAIZIEAVINHY FHA,

RG2 & RG3 [EMlA & LEHEAMYERO VI EHH>TLET,

Ry o X 2: VNET4 DH

RGA IZIEAYIABHY FEAN MDY Y—X JIL—TIZIFEIBRO Y Y £EEHEARYVEAQ Y IAERESNTLET,

FEEEX ABRNOMOI—Y—DEELY Y —REBRO>THIBRELFEBELBEVWLSIC IRV Y Toay YIY—RTL—TF Fi:
FVY—RZOVITEIDLERHDHENHY EI, OvY LARJL%E CanNotDelete F1=1& ReadOnly [CERETEFE T R—F I TIEX Oy
JIEENTNEIRE L USAMYEREFIEINET,

* CanNotDelete (& FFRIESNfza—H—MN) Y —RADHEHY EEBIEITESZN JY—RXFHIBRTEHWIEFEKRLET,

*ReadOnly [ HARBINI-2—HF—NJY—REF ARSI EIETEFIN, UV —RZFHIBRELEIEHFTLHILIETELENI L ZEKRL
FY9,

SOOI EERAT AL AR INIRTOI—F—F[AEEO—IICE>THESINLT IV ERHFAICHIRT S L EUTLET,
oF A

User2 [t ¥a!) 74 BEBETY,

Sub1 IZ1Z. RG1,_ RG2,. RG3. RG4_RG5_ £ LU RG6 £ELNSBHID 6 2DY Y—R FIL—THEERATULET,

User2 [ RDRIZTTRERY FI—0 ZFERLET,

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Subl IZIF RORIZERT AV INEENTLET,
SE 3Rk

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

EFTEIRE: 73
storage1 & WLVS ARBID Azure R kL—2 7HAD U FE VML EWVSBRID Azure REI S UNHY FET VM1 IZIETL T 7L SSD IR —
CRETARIBBHYET,



VM1 |23t L T Azure Disk Encryption ZB% T 2 RENHY T,
ED3DDTHI 2 avxBEBIZETTIVELAHYE TN EZTAICIE. 7O/ avO) R MO EYETI L 3 o EEBEEHICEHL .,
ELWEFTHRET,

Actions Answer Area
Run the set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

—_—
Set the Key Vauit access policy to Enable access to Azure J| M i' f
Disk E tion for vol tion. = SI£!5£! !
isk Encryption for volume encryption =

Generate a key vault certificate,

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Answer:

Actions

Run the Set-AzVMDiskEncryptionExtension emdlet.

Set the Key Vault access policy to Enable access to Azure Set the lf#"h_yﬁ{acéﬂs policy to Enable access to Azure
Disk Emcryption for volume encryption.
—

Virtual Machines for deployment.

- — — — —
Set the Key Vault access policy to Enable access to Azure L 1 [RuntheBer-ArVMDiskEncrypt ionExtension cmdlet.
Disk Encryption for volume encryption. ;

Generate a key vault certificate.

Create an Azure key vault.

Configure storagel to use a customer-managed key.

SR .

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

xHFTEE: 74

TS5y b IA—LDREEHZHET-FIZ1E_ Microsoft TILD T 7RHEEZEATIDNERHY FT,
HiatzlEfiz T 2EN?RZT HICIE, BAEBEBETHEYGA T 3 VEBIRL TS,
FEELGERT BEVITTIRASA Y FOMIELHY T,



Create a custom policy definition that has effect set to: v

Append
Deny
DeploylfNotExists

Create a policy assignment-and modify: v

The Create a Managed Identify setting
The exclusion settings

| ‘
SIS NMicrosoft [mem

Answer:

Creats RG2

1

" 1Admant Admund and Admund onby

Adrant, Admigg, Admin:, and Agdmind

BILL]
1HEELGWNEEOT JOA
2. #hH

=HTEIE: 75

Sub2 DIREY L UEDRY FT—IBEDEXF1 T4 EZFHEBLTULET,

RDERAT—FRAVKZIDWT ZFDORT—ERAY A true DIFEF [TV ZRBIRLET, ThLSDBEIE, DWE ZRIRLET,
S ELGEIRT ZBECITT RS Y FOMIENHY T,

Answer Area
Statements Yes No
From VM1, you can successfully ping the publicIP address of VM2. O O
From VM1, you can successfully ping the private IP address of VM3. O O
From VM1, you cariﬁirc’ceMly@pmMct]P address of VM5. O 0O




Answer:

Answer Area

From VM1, you can successfully ping the private IP address of VM3.

From VM1, you can successfully ping the public IP address of VMS5.

&HERE: 76
LAW1 & LV5 BT Azure Log Analytics 7—9 AR—XEZ &L Subl EWVNSARID Azure Y TRV Y T avhHYUET,
Windows Server 2016 #3317 L  LAW1 [ZEEFRK SN TLVS 500 8D Azure RET U™ HY FT,
DRTLEHTEY )2 -3 E LAWI ISEMNT 5FETY,
AT LEFHFHEREENO OIS HA 100 EDORBI L UOHMNDL LAWT [TV TA—FEINEKSICTIRENHY ET,
EDIDODT7I L avEIBBIZETITILELHYEIMNEETAICIEX . TI/LIavOVRMOOBEULETI L 3 o EEEEHICHEEL .,
ELWBEFTHERET,

Actions Answer Area

Create a new workspace.

ik Wfﬁgﬁfte solution.

Create a scope configuration.

Create a computer group.

Create a data source.

Answer:



Actions

Create a new workspace. Create.a computer group.

Apply the scope configuration to the solution. | Create a scope configuration.

Create a scope configuration. Apply the scope mth?@@m{ |

Create a computer group.

Create a data source,

S -

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

A7: AZ-500 REIRESE (X GoShiken.com AR SN f=&HE LI Ly AZ-500 RERRIRESE ! GoShiken.com M &x#F D AZ-500 RERRIEE %
Bt L TULVvET, GoShiken.com AZ-500 SREARAREITI R T MBENEETIIWVVET , &#H D GoShiken.com AZ-500 fIEE XS Y T
% AlE Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFREARESE A & IEf2 (T = T 30%wiFRlE|51a— K:

Freepdfdumps)

RETHRE: 77
RDERIZRTF Azure Information Protection A dH Y £,

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

You have the Azure Information Protection labels showni in the following table.

Name Applies to Use label Set the default label
Global Not applicable’.| None None

Policyl | U - | Labell .| None
Policy2 Use ICLapaiz )| L None
Azure Information Protection M7 7 A JLICED K S ITTRILE(FTITENEHRET HIVENHY 9,

MzHNTH2RENHY FTIMN? BETHICE EAEERETHEYGA T a vEBRLTIES Y,
FELCERTSFE-UICT RS Y FOEELSHY FT,



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

If User1 creates a Microsoft WMI e that| text
“Black and White”, the file will b gmﬁ%ﬁ — v

@ Label1 and Label2
W
If User1 creates a Microsoft Notepad i\ @ ludes the v

text "Black or white”, the file will d:
* o % No label
% Label1 only
) R Label2 only
Label1 and Label2

Answer:

If User1 creates a Microsoft Word file that ingludes tMﬂ q rOS Oft

Black and White”, the file will be assigned: No label

Label1 only
Label2 only ]
Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the
text “Black or white”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

Explanation:

R R1:SR)L2DH

BHOEUHIPEBDOSRNIVICERASINEGZEDFHEAZE SRNLIE, R O—THRELEMAEBICH >TFHMEDIEF T EnEzT , RAICEE S
NESRILOGAENRZRBELS BEEIFRLEND), REICEESNEZINILOMENZRLELAVET HREEWMIE (B EENFLY),
RULEBEEOEVSANILNERINET,

BEREOY ISR ERINET,

Ry IR 2: SRN)LEEL

BHEINFEE, F+a A2 FDORERIC Word, Excel, PowerPoint (@B S, BF A —ILDEERFIC Outlook IZERAINET, BEISFEIL
Microsoft X EIRICIZBERINFEA,

SE XMk

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

xHTEE: 78
HE-OERFOT MILEZ2—T—DI22DDF T4 REHE>TVWET , EF T4 RIENAT TS RZEZFHALTA U8 —Fy MIESKL



FT AT REIRDRICRT IP7 FLRZFERALET,

Location IP address space Public NAT
Seattle 10.10.0.0/16 190.15.1.0/24
New York 172.16.0.0/16 194.25.2.0/24

Z MDE$E(ZIE contoso.com & LS ZHTD Azure Active Directory (Azure AD) T3> bDBHYET, T+ MIIE RORIZKRIT 22— —H
BENFT,

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

MFAH—EXBREIFX BICRT LI ICHERAESATHWES  ( BRIZ2TEIVYILET,)

RDERAT—FAVMIDVWT ZEDRAT— A A true DIFEIEX[IEWL] ZFBIRLFET, TS DESEE, DO IZERLET,
FELCERTSFE-UICT RS Y FOEELHY FT,

Yes No
If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 0O e
must be authenticated by using a phone.
If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated o) o)

by using the Microsoft Authenticator ap

1
If User2 signs in to Azure from a GMCEEAMW f:bt be authenticated O O

by using a phone

Answer:




. Yes .

J-“M Icrosoft

If User1 signs in to Azure from a device that uses an IP address.of 13418 15.10, User1 0

must be authenticated by using a phone

If User2 signs in to Azure from a device in the Seatlle office, User2 must be authenticated ‘o)
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device in the New York office, User1 must be authenticated (O
by using a phone
iz

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

O @ o

Ex#TfERE: 79
Sub2 DIRBI L UEDRY FT—VBEDEFLTAZFMELTLET,
RDBERAT—FAVMIDVWT EDRT— A A true DIFEIL[IEWL] ZRBIRLFET, TSN DEEE, DR EERLET,

FELCERT BFEUICT RS Y FOEELHY FT,

Answer Area

Statements Yes No

From VM1, you can successfully ping the public|P address of VM2. O

From VM1, you can successfully ping the private IP address of VM3. O

i : u
From VM1, you can succebsflilyipathepublidiP address of VM5. O O
Answer:
Answer Area
Statements Yes No
From VM1, you can successfully ping the public IP-address of VM2. O §
From VM1, you can sugccessfully ping the private IP address of VM3.|O O
| R
From VM1, you can successfully pingthe pﬁh{%m addtessbi vms. [O O

Ex#HRE: 80
Sub1l E WS EHID Azure TR YT avhbyUzET,
ITF—LDTRTD A IN—MNEFENS Group1 & LVS ARID Azure Active Directory (Azure AD) ' IL—ThH Y £9,



Group1 M A /\—HY Sub1 D Azure RET L U #Z1L B BIEBITE S L 2RI HIDLELHYET, V) a—2 3 U TIE, =/IMFE
DRAZERAT I2HENHY T,
EDID2DT7HU L avEIBBIZETTIBELAHY ETIMN? RETHICIE. TI/2a D)X Mho#EYIHTI Y3 EREHEEICEESL,

ELWEFRTHESREY,
Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

—
Create an XML file. A’
Run the New-AzureRmRoleDefinition cmdlet.
Run the New-AzureRmRoleAssignment cmdlet.
Answer:
Answer Area - -~

] . o
Actions Vucxosoftt
Create a ‘SDN fiI'E- Create a JISON ﬁlEr

Run the Update-AzureRmManagementGroup cmdlet, -
pd 28 P IRun the New-AzureRmRoleDefinition cmdlet.

Create an XML file,

Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinition cmdlet,

Run the New-AzureRmRoleAssignment emdlet.
S .
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

=HFTEIRE: 81

RDT—AH A% R #{HZ 1= Azure Sentinel 7—9 AR—ZAQHY FT,

Azure Active Directory ID {35

QEUARY T +—Ty F(CEF)

Azure 27 AT A —IL

T—AMNEARIADLMYRAFNTWVWD I LEEZHRTIVENHY FT,

(BT 9TYI D42 FOhE ARV FITHLTEDT—INEY T TILENHY FITH? AET SIC(E, BAEEETEYGEA T 3
UEBIRLTLESLY,

S ELGEIRT BEUISTRS Y FOEENHY F5,



Azure Active DirﬂtﬂﬁrwiMfiﬂ'@lﬂ Oft

Azure Firewall:

AzureDiagnostics

CommonSecuritylLog
SecurityAlert

I SecurityEvent

v

SecurityAlert
SecurityEvent

Syslog

_AzureDiagnostics
CommonSecuritylLog
SecurityAlert

SecurityEvent
Syslog

Answer:




Azure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecuritylLog

SecurityAlert

SecurityEvent
Syslog

Azure Firewall: -
AzureDiagnostics |

CommonSecuritylLog

SecurityAlert
SecurityEvent
Syslog

- =

\ @ CEF: v

AzureDiagnostics

CommonSecuritylog
SecurityAlert

SecurityEvent

Syslog

ExFERE: 82

Sub1 EWVSZHEID Azure TRV ) T3 Ui HY FET,Subl [ZIE, Subnet! EWLWSZFID 1 D2DH TRy FEEL VNet1 £ULVS RABID
Ry FT—OREERTVET,

Subnett DY —ERX T KRkA v bEERLET,

Subnet1 IZ(% Ubuntu Server 18.04 #%£473 % VM1 &£ V3 &RID Azure [RET S UNEFENTULET,

Docker A>T+ & VM1 IZT7AA T HRENHYEST a0 TF—IE . H—EX TV FRA > F&EHL T Azure Storage ') V—X &
Azure SQL T—AR—XRIZT VA TEHIHELHY T,

AT7TVr—=2arvFal) T4 JIL—TERYETI—0 £Fa)T1 JIL—T (NSG) 2R LFET,

B. docker-compose.yml 7 7 A JLEwRELE T,

C.aAVTFF RXYrI—U A8 —TARXCN)TFSTA4 %4 R —=ILLET,

Answer: C (A —vt— U %7&9)

El:)

Azure Virtual Network A>T+ — %2y b T—9 £ 223 —T x4 X (CNI) TS5 4 UId Azure RET I UIZTA VR F—=ILENFET,
DTS4 2l Linux & Windows DEIAD TSy b7+ —LExHR—FLET,

TS5304 20 BEXy h7—0hoERETSUVATESSN-aVTF—ICIP7RLRAZEVET aVTF—2REXRY bT—Y (28
L oo TF—OERERY FT—0 VY—RICEEERLET, COTZ3T 4 VE EROLOIZA—N—L A 2y FT—9O)L—
MRBFEET RETOVERLNT+—T U RZEZRBLET,

RORNE, TS5T4 00 Azure RER Y b — O HEEE Ry FICRETH5AZEERLTVET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Azure
Firewall

Internet

Service Endpoints

Azure Services

Jn-premises
S E Xk

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

m#fEIRE: 83

BEIZIECT, ROBTA VEREHREFEALET,

A—H—ZBEZANTBICE [VA AV HRY I RICA—VILEBEE FTOI—HF—REI) VI LET,
NRT—=REZANTBIZIE, RRAT—FDODAAJRY I RICA—VILEEE, TONRRT—FE9 ) v LET,
Azure 1—H—4%: User1-10598168@ExamUsers.com

Azure /XX J— F: Ag1Bh9#Bd

ROERIE, TIZAIL HR—FrDHZEHELTUVET,

ZiRA VRA R 10598168
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10598168.onmicrosoft.com & L5 ZETDMH L LY Azure Active Directory (Azure AD) T4 LY b ZHERT BZHLELAH Y FT,
:FLWLWT 2 LY kY IZIE, Azure Multi-Factor Authentication (MFA) ZEARA L THA VA4 VT3 &S IR SNt
user1@10598168.onmicrosoft.com & WS ZHIDI—HF—NEENTWVIRELHY FT,

CDBRYEFTETITBIZIE Azure portal IZHA 4 2 LET,

Answer:
UTDFHBEZSHE LT ZE,
5 BA

AT v 7 1: Azure Active Directory T3 > FE T %

1. Azure portal IC7 U R L Azure Y TRH ) T a3V EHEIDTHOUMTHLI VA4V LET,
2. 7SR 7AaY (+) #FEIRL  Azure Active Directory ZHRE L F T,



CresexEteLacE

Compute >

3. BREFER T Azure Active Directory | ZEIR L E T,

' Azure Active Dirstitdhg

Results

NAME ™ PUBLISHEF

ﬂ Azure Active Directory Microsoft

4. (MR EERLFT,
5 #fiB EMHBI EA A 24 (10598168) ZANLFET , RIC, RUEERLFITT, HLOTA LI Y

| M X

Create directory

* Crganization name @

Contoso Direct

* Initial domain name &

contosodirect

coptasotirect.onmicrosoft.com

Countny”Ok région '@

UnitedBtates v
Directory creation will take about
one minute.

PR .
gl&Esnt-,

6. T4 LY FUDERDNTET LS FHILWT ALY M ZBEETHOOBERRY IV RAEZBRLET RIC, TFHUF 2—H—%EMLE
9,

AT w 7 2: Azure Active Directory 77> b A—H—%Ef 9T 5

7. Azure portal T Azure Active Directory 754 7 WA LEZHEERELET,



" iE] :
ZUNE contoso direct

contoso direct

Brure Active Director

O Cuerdew

£a  Quick start

MANAGE

m o VHTTOSOTL

) Overview

£y Getting started

Manage

[ ]
p  Users

a Groups

B Organizational relationships

2s Roles and administrators

8. ¥ T Lh—¥—Z8RLZET,
90.[TRTHA—H—-] EFRL [+HLLOLI—H—-]ZBRLFT,
10. BEDL—H— TFH U bORBETELI—H—% (user) ZHRELFEY, — R/ \RT—FERRTHELTEFT , T LG, EEZE

BIRLFET,
&ZH: —H—1

A —H—4%: user1@10598168.onmicrosoft.com



* Uzer name @

| phbiembed@contosodirect.onmicrosoft.com

Profile @
. 2
Mot configured
Properties @
)
Default
Groups®
' >

0'groups selected

=~ @

Password

S .
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

EHTERE: 84

Microsoft Graph Z{#f L T Azure Active Directory (Azure AD) A —H—D TONT A ZEBTH7 TV #EBRATHIFETT , 7 TUMN
Azure AD IC7 UV R TEBH I LZHRTIVLELNHY FT , RAICAE[RET ILENHY FTH?

A. hRAZLDOAO—)ILR—XD7T Yt XAl (RBAQ B—)L)

B.Azure AD 7 7)o — 3> 7%

C. 77 DEER
D.NRTATUTAT4
Answer: D (A —vt—T %KY

ExFTfEIRE: 85

contoso.com & L3 £ R0 Azure Active Directory (Azure AD) 77+ > bhH Y ET,
https://www.fast2test.com/AZ-500-practice-test.html 61

A& Fast2test AZ-500 8% PDF fERES - #T L LY AZ-500 A Z DR RE

contoso.com DR ELERT DIVENHYET Y1 —2 a3 VERODBGEE=/E-TVLELAHY FT,
xOJIE2ERMREFELET,

*Kusto VT EFEZFEALTRIZITYLEFT,

CEEFNERDRICINZET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

AJFESIREINELINTL L S5H?
A.Azure £ R b NT

B.Azure A kL—D 7HI U R

C. Azure Log Analytics 7—%9 ARXR—X
Answer: C (A —vt—T%#ET)

B HTfEIRE: 86

HE-DE4(Z1E weylandindustries.com & LVS BETDE— K A 41 > %$#D Active Directory 74 LA kDB Y ET, B CRRID Azure
Active Directory (Azure AD) T+ > b1 HY ET,

FTARTODA U TLIRID % Azure AD IZCRIEAT 5 & LAB TIEE 5 GivenName BHEZ D21 —H —I& Azure AD ~DREIHAZEFFaI iz Ly
ZENBHISNET,

RDEDT UL avERBRLENHY T H?

A BER—ZADTANEZ) T L—ILEERTHIZIE BAHPIIL—I I T2 &FEATEILELNHYFET,

B. 7747 24#—JLTDNAT IL—ILZBERT HUHELHY FT .,

C.OF7ATI+—INTRYRIT—D rZ3T7499 T4IL3 VT L—ILEBRTIVENHYET,

D. Active Directory 1—H— &V Ea—42ZFALT BUER—RD T4 ILEZ) VT L—ILEERT IRELHY FET,

Answer: A (A —yt—T%#ET)

FEIIL—IL T T4 2 EERALT BEAR—XD T4 LE )T L—ILEERLET,

S .

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

B HRE: 87

T2y b7 —LREZEHZH-TIZ(E, Rolel ZERT ARENHYFET,

Role1 DO—LEREEDLSICHET I ILENHY EITHA? BET HICE, MERETEIGA T a v E@BRL TSN,
FELCERTBSFEUICT RS Y FOEELHY FT,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

“Name” : ™“Rolel”,

“Id~¥: *11111111-1111-1111-1111-111111111111~,
“IsCustom” : true,

“"Dascription”: “WM storage operator”
“Acotions® : |

v v
"Microsoft Compute/ disks/™,
"Microsoft Resources/ storageAccounts™,
“Microsoft. Storage/ wirtualMachines/disks™;

1,

“"NotActions”: |

|
“AssignableScopas” :

-
ICEO SO b v isiassiaimoopiRoss: Gopl
"subscriptions 43894043 17c2-4239-Bcfe- 3840265 34

Answer:

Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully, T

Microsofi

VM3 can be accessed by using Remote Desktop from the internet. "~ @,

&5t BA

1) Microsoft.Compute/

2) T4RY

3) /subscrption/{subscriptionld}/resourceGroups/{!) ¥ — X 4 JL— 7 ID}

Resource Group1 DY 2—C K T4 RV DEEEHET BIZIX Role1 EVWSRZRDHFHLWVARSZ L RBAC O—)LEFRTILENHY F
T /E1IE VY—RITL—T1IZRH L TCOAMERTRETHIDLELHY FT,

xFTIRE: 88

EHHFETIOER R O—FRELTUVET,

R O—ZBR L TEZET B(21E BEFED Azure Active Directory (Azure AD) YR A RV MEYRY LRNILEFEHET 2HENHY FT,
RDYVRG ARVEDYRYG LRIVEBRETIHENAHY ET,

RELEHRMNRE LIz —Y—

BRSO HRIT IS aTRE



RELGTITAETADHBSIPT7 FLAMLDY A VA

BVRVARYKMIDVWTEDULRNILERET ARENHY FIM? BEASICH BULGLARLEZELWIRY ARV KMIKSYILE
T EULANLFITREFERT SIS EL EHEFEAT S LY FoK(ERALAVWIEITEFERT AVTUVERTT AHICE RS UETSH
BEN—2FSv TN RV BT IBENHLIBZENHY FT,

FELCERTBFEUICT RS Y FOEELHY FT,

Levels Answer Area

High Impossible travel to atypical locations:

Low Users with leaked credentials:

Medium | Sign ins from IP addresses Wﬂﬁ@f 5?%@

Answer:
Levels Answer Area
High Impossible travel to atypical locations: Medium
Low Users with leaked credentials: High
Medium | Signins fror;ﬁ aﬂ?f&s 5@ mciuus activity: | Medium

=HEIRE: 89
RORIZRT VY —REET Azure Y TR ) T avhhy ET,

N B VErOSOTH\ region | Resource

group
SO Azure SOL database East US RG1
Analytics] Azure Log Analyticsworkspace East US RG1
Analytics? Azure Log Analyficsworkspace East US RG2

Analytics3 Azure Log Analytics workspace West Europe | RG1

RDORIZTKT Azure A AL—D FHO U R EERRLET,

SQL1 NEEZERIT HIVLELAHYFET,

EEOJ)DREFEXAELTHEATESR MNL—2 7HD Y b E Log Analytics 7—9 AR—=RI[EENTITM? BET A(Z(F, EZHEE TET A
T avEBIRLTCES,

FEELGEIRT BEUITTRASA Y FOMIELHY T,




Storage accounts that can be used as the auditlog |Storagel only

destination. |Storage2 only
Storagel and Storage2 only
Storage, Storage2. and Storage3

destination: |Analytics1 and Analytics2 only

‘Microsoft il g

Analytics 1, Analytics2, and Analytics3

i Analytics workspaces that can be used as the audit log |analytics1 only

Answer:

Storage accounts that can be used as the audit log [stacaget unh.r
GE’HII‘IHMI‘IZ Stofagel or crlh_.-

Sto-raqaﬂ and Stougez anly
Storagel, Storage?, and Storage3

Log Analytics workspaces that can beused as the audit l0g [Analytics1 only

: destination: {anahtics1 and Analytics? only
4analytiest apd Apaldecsl only . —
Il Anakytics 1, Anaktics?, and Anabdtics3 |

&t A

Storage accounts t
as the audit Iﬁestmt %éggf% v

Analyticslonly
Analytics1 and Analytics2 only
Anah,rtrcsl and Analyncsa only

Analytics], Analytics2, and Analytics3

Log Analytics wor {
ast ?t 3
1

= HTERE: 90

Sub2 DFEBI L UEDRY FT—VBEICHTET IV r—ar txa T4 JIL—TOEEEZFMLTLET,
RDERAT—FAVMIDVWT ZEDRT— AU A true DIFEIEX[IEWL] ZBIRLFET, TS DEEF, DO IEERLET,
FELCERTBFE-UICT RS Y FOEELHY FT,



Statements Yes

From VM1, you can successfully ping the private IP address of VM4, O

From VM2, you can successfully ping the private IP address of VM4, O

From VM1, you can connect to the web server mVMM | Cro mft

Answer:

Microsoft stwtements vou

From VM1, you can successfully ping the private IP address of ¥4, O

From VM2, you can sutcessfully ping the private IP address of vMa4.| O

From VM1, you can connect to the web server on VM4, )

=FTEE: 91

A—HF—BNT7 I REDHEWN)Y—RIZTHLA A LEI3ELTVWADTIIBELWMNEEZONET,

BE3EBIZKELEA—Y—0OYA o414 VRITEEET BIZ1E, Azure Log Analytics 7 T ZER T H2LEAHY T HERIZIE Y1
A VRTINS EUEELAB LA ——DHDBRTINDIDLELNHY FT,

JINZEEDESITHEINIEEINVWTLELSIN? BETDICIE, BAEFEHETEUGA T 3 oEERL TS,

FEELGERT BECITTRASA Y FOMIENHY T,

let timeframe = 3d;
3ecurityEvent
| where TimeGenerated > ago(3d) :
| where AcccountType == ‘User’ and "’ ==4625
ActivityiD,
_. ([DataType
(", 1EventD
- |QuantityUnit
v
'S 9 A, Count(),
\ Countif(),
- Makeset(),
Split(),

latest failed login=arg max(TimeGenerated by Accoun

whara failad 1Aarmin attrtamnte > 8
Answer:



licrosoft

let timeframe = 3d;
SecurityEvent

| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and |v ==4625
ActivitylD
Dalalype
EventD
QuantityUnit

| Summarie failed login attempts= v

Count(), |
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

st A
let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago(3d) _
| where AcccountType == ‘User’ and W ==4625
ActivitylD
DataType
EventiD
QuantityUnit
| s ' 1 login attempts= " v
Bty GeUfe o
Countif(),
Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

ROFITIE BE1BHICSEUEATA VIR LIz A—F— 7Aoo e KRRIZATA VERA-BREZHELET,
AALT7L—L=1d ELET,

X2 T4A4RD bk

| £ Z T TimeGenerated > ago(1d)

| Z 2 T.AccountType =="'User' $ & U EventlD ==4625//4625- O45' 4 VIZKRERLZE LT

| 77372 > kRl failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) DEH]

| £ Z T failed_login_attempts > 5

| 7Bz R 7oA Tho2 M

& XMk

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples
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EHTEIRE: 92
ROEIZFRTKSIZ Azure Y —RADEBNHY FT,
(x

Tenant Root Group

()

ManagementGroup

L

Subsenptiont

v
)
LN

RG1

v
-
VM1

RDKIZRT Azure Blueprints EEFERLET,

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription

Blueprint1 & Blueprint2 DA T2 9 MIBIYETAIENTEETHA? AETHICIE EZEHETEULA T a oEFBRLTCES



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Blueprint1: v
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only i

Tenant Root Group only

Tenant Root Group, MEn?gementGmuN ,and Subscription1 only

Blueprint2: ' -
ManagementGroup1 only
Subscription1 and RG1 only
Swscriptgpp‘l only v
Subscriplibhd, RG1S4nd VM1

Answer:

Blueprint1: -
ManagementGroup1 only
ManagementGroup1, Subscription1, and KG1 only
ManagementGroup1, Subscriptiont, RG1, and VM1
Subscription1 only
Tenant Root Group only
Tenant Root Group, ManagementGroup1, and Subscription1 only

Blueprint2: v

ManagementGroup1 only
Subscription1 and RG1 only
SubseriptionT only =
SubscriploNTLRG T, ard Vi1

Ex#TERE: 93

Azure AD 7 TN 7—2a v DEBREFAEOEEN ID ET7 IV ERADEREHE LTSI LEHERT IVLENHYET,
Azure R—F )L TIHAIZERT ILEAHY FTIMN? MET HICE MEBELTEYGA T3 VERBRL TS,
FELCERT BSFE-UICT RS Y FOEELHY FT,



To configure the registration settings: v
Azure AD — UsE‘Setti, i ~racafi

Azure AD ~ AppFegistrations sétfings” | |
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD - User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:

To configure the registration settings: NMicracnf v
Azure AD — Userssettings
Azure AD = App registrations settings

Enterprise Applications — User settings

To configure the consentsettings: v
Azure AD - User settings

Azure AD — App registrations settings
[Enterprise Applications — User settings

SR .

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

=HEIRE: 94
RORIZRTNY—REZEC Azure Y TR YT avihyExEd,

Name Type Resource group
| RG1 | Resource group | Not applicable
RG2 Resource group Not applicable
RG3 Resource group Not applicable
saL Azure SOL Database RG3

SQL1 TIIBBHT—2EES1L (TDE) NEMIZHE->TWVET,
RORIZRTESIC VY—RTL—TIZR) —%FYHTET,

Name Condition Effect if condition is Assignment
Policy1 TDE enabled Deny RG1, RG2
Policy?2 TDE enabled DeployIfuotExists RG2, RG3
Policy3 TDE enabled Audit RG1

Azure Resource Manager (ARM) 7> FL— b EZHEHAL T Azure SQL T—4R—R T 7O/ 33 L BILTVWET , T—2R—X[E
ROKRICTRT KINITHEEENEFET,
S ELGERTBEVISTIRS Y FOEENHY FT,



s Microggft

ST wall have TDE snabled sutomatically.

The deployrment of SOL2 will fail

S0L3 will be deployed and matked 2« nancompliant

VIICFOSQ

Statemeniy

SO Y will hanw TOH enalbled sl orrasically

Thse Blepboyanent of SOLY wall Tl

SOLY well D Qorfricrprs] 8eed rTUEGI S SOOI SLarL

xFTEIRE: 95
contoso.com & LY5 & EID Azure Active Directory (Azure AD) TF+ > bBHY ET, TF 2 ML RORISRTA—HF—DEFEINFET,

Name Role VI
User1 Password admimﬁntpr? Sign in every work day
User2 Password administrator | Sign in bi-weekly

Global administrator,
User3 Password MIstratnr Signs in every month

ROBEIZERT & S512, Reviewl! EWVWSARIDT VR LEaA—ZEELET,




ACTEY IeVEAL S e [0 aftest 1o LuErs BT e
L P RW1
e i
201503-01 2
2019-03-20 @ Q.
Users
- - l-'ﬂ'|'p':l'4
- i .'m. .
Password atimenitstrator
Reviewers
bevewe | Members{sed) W
. = -
o Chicaees Microsoft

FOYTEDY AZa—#FRALT RIZTREATOSERICESVTERT— AV M EERSEHEEDERRZERLET,
FELCERTBEUICT RS Y FOEELSHY FT,

User3 can perform Review1 for @_‘% z | -
User3 only

Uses1 andiser2 only

'Useri, User2, and User3

If User2 fails to complete Review1 by March 20, 2018, v
The Password.administrator role will be geyoked from User2
Userwill refa J%r role
Userd will receive a confirmation request

Answer:

User3 can perform Review1 for 11 Mi(_i’O SOft

ra only
User1 and User2 only
Userl, User2, and User3

If User2 fails to complete Review1 by March 20, 2019 ] v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

User3 will receive a confirmation request

SE Xk



https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review

#HfERE: 96

RDORIZRTVY—RZEC Azure Y TR YT avnipyxd,

Mame Type Resource group
RG1 Resource group Not applicable

RG2 Resource group Not applicable

RG3 Resource group Mot applicable

SQL Azure SOL Database RG3

SQL1 TIHFEBIT— 5 IS L (TDE) KEHI1 > TLET,
RORISRTESIZ, Y Y—R FI—TFIoRY L—5BYBTET,

Name Condition Effect if condition is Assignment
false
Policy1 TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfMotExists RG2, RG3
Policy3 TDE enabled Audit RG1

Azure Resource Manager (ARM) 7> 7L — FZEAL T Azure SQL T—8R—RETJOA4 T AL FEHBLTLWET, T—2R—XI&
RORICRT KSITEBRESNET,
EELSCERTBE-VIC1I RS Y FOMELHY £9,

Microggit

SO 1T wall have TDE snabled sGtomatically

The deployment of SOL2 wall fail

SOL3 wall e Seploped and Mk 5T msRCompliant

Answer:

Yes Mo
SCH T wall huviee TDE enabled automatically D
Thee @iepltr el of SOLY wall el

FOL el e Ceploeed and moaiinen s nengoemiEang

L]
-

RHEIRE: 97
Sub1l E WS EHID Azure TR YT avhbyET,
120 T2y bEEURBERAY FIT—V 2R LFET IRy FET RORICRIFEBTLE#TOEDI VI LET,

« 1 ur " n ' 1-
Name l"'m“““'" Appl POTT  1p address
VM1 NICA 10.0.0.10
VM2 NIC2 10.0.0.11
VM3 NIC3 = o\ 10.0.0.100
VM4 NICd |\ 10.0.0.200

BE Ry RT—4 £X1)F4 FIL—F(NSG) #TOEC I =S LTVE A,
ROBHFHmI=T=OICRY FI—0 X2 ) T4 ZRETEIDHERHY T,



*VM3 MW VMAAND RS T4 v I DHEHRILET,

A UR—=F2Y DB VML EVM2AD T T4V I DHEEHFRLET,

*NSG &y FI—9 X2 ) T4 L—IILOEZEH/NRIZINZ FT,

NSG &y bT—9 £Fa )T 4 L—ILIEWK DERT HLELNHY FIH? BETHICIE, AFEHETEUNGA T a o EERLTLC

rZEby,
FELCERT BFE-UICT RS Y FOEELHY FT,
NSGs: v
1
’ <
3
%ﬂirrn:r}f

Network security rules:

&l

Answer:

Network security rules:

S EA

NSG: 1

2y bITI—9tFa)T4IL—)L:3

F2EXaAUT 4 L—IIZEBOY—ER A TERETTIr—23 0 JIL—TEEBETHLIEITEEEA,



SE Xk

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

xFERE: 98

Azure AVTF— A VRAVRETIOA4TBFETT,

GLOy b h—FERIETHaVTHEESNE=7 IV r—2avhhbyErd 70 r—2avd 7705—ay avTre&itay
TTD22O00AVTFTHEREINET,

TIVr—23ry avTFRBREA VT HICK o TEASNEY R VTFE 7IVSr—23 > arTHITYI IR MEEEL, b

SOOIV TEICREEF O LIS TEF AT FzvIERTLET,

FIVr—230 AT HERIEAVTHFA—RICTTIOASNEESICRT D2 —LEINTWVWES I L#HRTIVENHYET 20T
F—IE AEBIZBARINTVVENWR— FETOAHEEIZEET Z2HELHY FT,

BAICIKAIZEHLIDBELHY TTH?

AT7T)r—avtexal)T490—7T

B.*Yy 79— £%a2)FT 4 JI)IL—T (NSG)

C.EBIIL—T

D.avTF+JIL—7

Answer: (&% &RT~9 5)

ELL]

Azure Container Instances (&, A>T F— JIL—T#FAL-E—KRRA FADEHO IV TFHF—OT IO EYR— L TWET aVT
F— =T 0JEik BER. FEY—ERIC2BEOEG IO ANV ELZOMOBRADT TUSr— 3y 94 Fh—%BE
THEEI®RIBLFET,

S .

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

EHTREIRE: 99

App1 ELVS BRTD Web 7 71 & Vault! & LS5 BAFID Azure Key Vault 5 8 Azure Y TR ) T3 oY £,
Vaultl IZo—9 Ly FERBFELTT7 IV ERTES L ST Appl 2T H2LELHY FT,

Appl ZEDESITEBRAINIELIWNTLLIM? BETBICIE, AZFEETHEUGA T a vEBRLTLIESN,
FELCGERTBEUICTIRS Y FOEESHY F9,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Configure Apﬂﬁ'ﬁMﬁ@EG Gsnglal -

Key
Certificate
Passphﬁsé A

User-asmgned managed identity

System-assigned managed identity

Configure a Key Vault reference for App1 from the: v

Extensions blade
General settings tab
TLS/SSL settings blade
Application settings tab

Answer:

Configure App1 to authenticate by using a: @

cate

Extensions blade

General settings tab
TLS/SSL settings blade
Application settings tab

SR .
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

#TFEE: 100
RORITRTRERY bT—V&EL Azure Y TRV YT avhhpyFET,

nected to the on-premises
VPN that has BGP route




SpokeVNetSubnet0 LD Azure (REY L UIFX AV TLIA Ry MI—H DAV E1—423—LBIETEET,

Azure 774 7 4+—I)L%& HubVNet (CTTOA T HFETT,

RD2DODDIV—T 429 T—TILEERLET,

RT1:Azure 77 A 704+ —ILDTS53AR—FIPF7RLRERIVRA M RYT 7RLRELTHETAI—HF—ERDIL—LBEENFET,
RT2:BGP IL— FDIEEZEICL Azure 77 A 704 —ILDTSAR—KIPT7RLRETIAILES—FrOz(ELTERLET,
SpokeVNetSubnet0 &4 > TLIZ R Ry FT—O DREIEX Azure 774704 —ILZ@EBLET,

BL—bT—TNEEDY TRy MIBEEMITEIDELNHY FIHA?ZZADICIE BUEH TRy FZELWL—F T—TIIZFS 9 I L
FT . &Y TRy MI 1T ELIFERT I BHEFERT I Fo<KFALANWIELTEET aVTUVERTT HICIE,
RAVEBTHEN—Z RSV TT BN ROO-ILTIUHELHBIIGEENHYET,

EELCEIRT BEUIC1IRS Y bOMIESHY T3,

Subnets Answer Area
Azure FirewallSubnet | \ .2
I Rl1: ¢

ke

GatewaySubnet i -
L% RI2
HubVNetSubnet(
Answer:

Subnets Answer Area

M—— e i
I

Dokl RT1: |GatewaySubnet
e e e T e T e ! '
| GatewaySubnet | .' i
i e ety 1o * RT2: | HubVNetSubnet0 |
| HubWNetSubnet0.

o D I s

BILL]



“Answer Area

-

RT1: [GatewaySubnet

RT2: | HubVNetSubnet0

#TERE: 101
contoso1812.onmicrosoft.com & N3 &R Azure Active Directory (Azure AD) 77+ > FAH Y RORIZRITIA—HF—HAEFENTNET,

—_ —— - -

~ Name - Username _ « Type
Userl User1@contoso1812:ontiicrosoft.com Memher

User2 Us.erl‘@mntnsnlﬂI.Gnmlcrmnft,cﬁ _ MELQS;Q&
User3 User3@certose1812.onmicrosoft.com | Member

Userd Userfd@outlook.com Guest

Label1 & L5 & HID Azure Information Protection 5 N JLZE4ERK L FEF , Labell DFREFZRTEIL, RISRT LS ITEBEESNATVET, ( BRIA
JEVVvILET,)

Protection . |VIICrOsolt

ContosolBl2 - Az u c Information Protection

Protections settings {)

LYTCREETLEEM] HYOK (AD RMS)

Select the protection action type 0

(® Set permissions s o J
(O set user-defined permsslmﬂ[&ew}

ks

USERS ol L} PERMISSIONS
Mmﬂ"ﬂ&%ﬁ ﬂ Viewer

Userl@contosol812.onmicrosoft.com Co-Author
User2@contosolB812.onmicrosoft.com Reviewer

s Al Pt missions

Labell [ File1 £EWSRFD T 7 A IVICERASNFET,
RDEAT— A FIDWT AT— AU A true DIFERIX [IXW] 28R ENUNADFEEX [LWWAR] ZE8RLFET,
FELSERTSETITT RS FOMMELHY F£T,



Statements Miyeso™t No

Userl can print Filel. £ O
User3canreadFilel. (O O

Userd canprintFilel. O O

Answer:

Statements Yes No

Userl canprintFilel. (), O

|

User3can read Filel. :Q: O

Userd cancprintiFilel. O : O

5 BA
Statements Yes No

Userl can print Filel. Q.. O
F"‘ Microsoft

User3.canread Filel. O O

User4 can print Filel. ) O

EX#TRERE: 102



10317806.onmicrosoft.com & LY ZREIDH L LY Azure Active Directory (Azure AD) T4 LY b ZERT 2 EAH Y £9,
FLWLT 1 LY MYIZIE, Azure Multi-Factor Authentication (MFA) ZERA L THA >4 09 5 & S ITHEB ST user10317806 & LY £
DI—HF—DEENTWIBRENHY FT,

Answer:
LUTDHBAZSHE LTSI,
ZRER

#FLLAzure AD 77+ > FEERT BHICIE:
1. Azure portal IC7 VR L Azure Y TR9 ) T3V EHEIDT7HOUMTHLI U1V LET,
2. TSR 74 a2 (+) &R L Azure Active Directory ##FE L ET,

3. Azure Active Directory | Z &R L E T,

Results

MHAME

Ay

4 [ERIEEIRLET,

5. #8%84 (10317806) & #NHA K A 1 >4 (10317806) Z AN LFT , RIZ, FERIZZERLET,
NIZKY EVWSBRAIDT 4 LY F)DBERENET

10317806.onmicrosoft.com,



= 0y

nitial doma e

contadsodirect.onmicrosoft.com

Coungry. gy o B

6. T4LY FJDEBMNTETLEL HLLWTALY F)EEETH-HDFEHMAY I REERLET,
A—H—%ERT HICIE
1. Azure portal T_ Azure Active Directory 754 7™ MZWBZ EEZHRELET,

Z53THWGEX ERDOHY—ERXR FEH— 3 Uhv 5 Azure Active Directory 74 2V & EIRLFET,

2. BB | T A—Y— %&IRLET,



Getting started

Mapage_ .

8- Organizational relationships

J.[TRTHA—H—] Z&EIRL .
4. A—H—DEZFIE L —Y —R (user10317806) EA AW LFET ET L6, ERIZERLET,
MFA ZE&®(29 B I2(3:

1. Azure portal T_ Azure Active Directory 754 7™ WA Z E&#HEELET,

ZF5THWGEX EROY—ER FEX—2 3 U5 Azure Active Directory 74 a3V Z:&IRLET,

2. BH T L—¥— 2B RLFT,



Getting started

.'_'.. anRace

8- Organizational relationships

B.[ZERBEZV Vv I LFET,

4. A—H—BOHEICHIF v IRYIREFVICLT,

S
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

HTEIRE: 103

Azure R > DTFTAAIZ{EAT % Azure Resource Manager 7> 7 L— b WBHYET REII VDA D REA AN TOEY 3 =Y
JEINDBEEFIT KREAD Windows BEEZX BEIMICEMIZT IRELHY FT,

AIZFZIENDDTL&EIMN?

A. Microsoft Intune DT /31 REERKAR > —

B. Azure Desired State Configuration (DSC) {x#8 < < > HLiRERE

C. Azure Security Center Dt ¥ 1) F4 K1) o —

D.Azure A v Y 77)

Answer: B (A —vt—T#EY)

&5 BA

Azure Automation State Configuration ZH L T Azure VM (9 599 Ix—V % —¢E ) Y—R IFX—D¥—DWA) A2 TL
VM_Linux T2 AWSVM A>T LI ZRDOYET S U EEBTEET,

;¥: Azure Automation State Configuration (& Windows ##t DSC 4 —E X & R4 D DSC T H—N\—%#RHI 5= 24—~ v+ /—F
TEBMICEREZRIEL 2 LIVREITERL  Z0OEMIKTE LR— ~ LET, Azure Automation IZHAAENT-TIL H—N—I2& Y
BMEOTIL H—N—Zty b7y T L THEITEILENLE LY F9, Azure Automation (X, V5 RERIZA LV TL I AOREBFEIEY
H Windows ¥ U F =l Linux YU E 2 —45y MITEET,

S .

m

A

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

=FTEIRE: 104

Debbie £ WVS ZRIDI—H—IE E/NAIL TINARIZAzure 7 TN &4 VA F—ILLTWET,

1)y —R 0w hHEIBRES - & EIZ debbie@contoso.com 27 S5 — FAEESNEZESICTIHENHY ET,
CDBRYEFTETITBIZIE, Azure portal IZHA 4 2 LET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Azure Monitor T7 5 — k L—ILZEBRT H2HELHY T,
BERYIRIC BEZEZ—EANL BEERID BZF4—128RLET,
Po—bh1Z20Uv O LET,
L WTI— b IIL—I]EV v I LET,
Ra—T o3> T, DY—RADBR VO EH)vHY LET,
[UY—RADIBFETIAILA—] Ry RIZ Tocks]EADL, T4 EA—Sn=#ERMS [BEOYY (A YD) EBIRLET,
IR TLavEBRL, BTIRIVEV v I LET,
EHi1tvavT, BEOERIVVI9EV )Y ILET,
BEEOY Y DHIRIZGHEEERL, BTIR220) v LET,
(723> =023 T (7223 IL—TOERIVOED) VI LET,
(7923 TL—TOEKRIR2E0 v LT HFLWFOIL 3y JL—TEERLET,
2" )L—JIZ Debbie Mobile App | % EDAFTZTITT BABRRAICANT 2 BFNIERH Y FEA), RN B> REI V&0 )y I LET,
[BHOEE R YR T [BFA—ISMS Ayt —I/Tya/BE| AT avEBRLET,
[BFA—ILISMS Ay t—S/F v a/BR 94V RYT [Azure 77D Ty 1B Fr v IRy REFUIZL Azure THY Y k
NDEFA—JL 7 4 —JL FIZ debbie@contoso.com £ AALFET,
OKIRZ &5V ) w2 LTV ROZEFALET,
A [LEaA—ELHERRE2UZI UYL RIZHER| RE2 &2V U I LTT7o2ar JIL—T&#ERLET,
B.[7 25— hFIL—ILDERK] RE22EV )Y ILTTI— N L—LEERBLET,
C.[77—FIL—ILDEK] D1V FIICRY [77—FIIL—ILOFEM £V 2a 2T [77—FIL—ILE] 74—ILFIZ EEO YO DHI
BRI EDBEMZADLEFT,
D. @& v o X2 Debbie Mobile App |7 EDAFTIZAALET,
Answer: D (A —vt—U%&9)

= HTEIRE: 105

RDYYY—REEG Azure Y TRV YT a3 obiHyUET,

Subnet1 & Subnet2 £0LV5 2 DDH TRy FEEL VNET1 EWVS RARIDRERY FT7—25,

TS5AR—KIP7 FLADHEHESL _Subnet! [T 5 VM1 EWLVS KRTDREYL Y,

A3 —=2Y b BVMIADY E—F TR by TERERILITELLEZRRITILELHYET,

ED3DDTHI L avHBEBIZERTITIVELAHYE I EZTBICE. 7O avO) R OO EYETYI L 3 v EEBEEHICEHL .,
ELWEFRTIHRET,
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AnNswer Area

Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet,

Deploy Azure Application Gateway.

= Microsoft

Deploy Azure Firewall.

Answer:
Answer Area
Actions
Configure a network security group (NSG). |Create a new subnet,
Create a network rule collection. |I = W N -
. ». kDeploy Azure Firewall.

o=,

Create a NAT rule collection. v al N -

B } - Create a network rule collection.
Create a new subnet. | B B J
Deploy Azure Application Gateway. "—!

Microsoft

Deploy Azure Firewall. ||

=ETHIE: 106
RORICRIHREI L UEEO Azure TR ) ToavhhyEd,

e
Wil Windows Server 2016
WVivi2 Ubuntu Server 18.04 LTS

Azure Security Center i BETOES IV 2BRILET,
ROKRIZEIHRETS U ET IO/ LET,

perating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

Log Analytics T—2 2 FMEIEDRBPI I VITA VR F—ILENTWNETH?
A. VM3 #

B. VM1 & VM3 O &

C.VM3 & U VM4 DO H

D. VM1_VM2_VM3_ & & U8 VM4



Answer: D (A —vyt—T%EY)

Bl

BEB7OE a9 Nt UIZi > TLVSI5E, Security Center [, A R— F SN TS T RTHD Azure VM E# L < B S N f= Azure VM
[Z Log Analytics T—C x> bE2JOEYa=VSLET,

YR—FEINTWEIARL—T 1245 VRXTLALIZIE Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), $ & U 18.04 LTS (x64) LU
Windows Server 2008 R2_2012_ 2012 R2_2016_/A— 3> 1709 LU 1803 WNEFENE T,
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

A7 AZ-500 fEREE [T GoShiken.com MRt E =& LT LY AZ-500 HERRIRELE | GoShiken.com MR D AZ-500 HERRIEE %
Rt L TULVvET, GoShiken.com AZ-500 SRERRIREIIREFI T MBENEHTIIWVET , & D GoShiken.com AZ-500 fIREE XS Y T
A ANlE Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEfZ (1= T 30%wiEAlEI5|a— F:

Freepdfdumps)

EFTEIRE: 107
Microsoft Antimalware for Virtual Machines Z{#F L T web11597200 AR LD = 7Hh L REINTHY BHEELEB® 01:00 [CRFr o &
NTWASILZHRBITIBLENHYFT,
CDRARYETETT BIZIE, Azure portal IZHA 1 2 LET,
Answer:
web11597200 & LYS ZRITDRAE < & > (2 Microsoft Antimalware {hiE#EEZ A1 VA F—IL L THERT 2LELAHY FT,
Azure portal T HRERY I RIZ REIL U 1 EANL BREERLIS RET U] ZEIRLTH S web11597200 B IRLET, £1-14.
ERDFEST—ar RAVTIRETI UV ZSEBLET,
web11597200 M F0/8T « T, [IhsE#eE] 20 U v o LET,
BmiAR2UE0 1)y LTHRREAEZFEMLET,
VRERHEEED U R FETIZR S O—JL L Microsoft Antimalware | 28R L £,
ER RE2 V&0 ) v o LET, ThiZk Y Microsoft Antimalware Extension DERERA UHARHEET,
[RE¥+v2H] 74—ILFT E£EBZERLET,
RE¥ BB 74—ILFIZ 60jEAALET AF ¥ UVBERITFIIOBENSDDEMTRAESINST-&H 601X 01:00, 120 (& 02:00 Z £
rYET,
OK|R22%9 ) vy LTHEREREFEL ILEMEEEZA VX F—ILLET,

= HfERE: 108
RDOEIZRT Azure Log Analytics 7—9 AR—REEL Azure Y TRV ) T3 b Y FET,

kwms;mce* East US Used by Azure Sentinel
Workspace2 Wiest US Not applicable

RORIZRIRET UFERLET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

VM1 East US Windows Server 2019 Norme
VM2 East US Windows Server 2019 Workspace?
VM3 West US Windows Server 2019 None
VM4 West US. Windows Server 2019 Workspace2

Azure Sentinel Zf#EHA L T kB~ > E®D Windows Defender 774 7+ —ILEERT DHFETT,
Azure Sentinel [CERETEARBT I UIEENTTH?

A. VM1 & VM2 D H

B. VM1_VM2_VM3_ VM4

C.VM1 O &

D. VM1 & VM3 O &

Answer: A (A —yt—T%#ET)

=ETHRE: 109
RDERIZRTF Azure Information Protection A S Y 9,

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

You have the Azure Information Protection labels showi in the following table.

Name Applies to Use label Set the default label
Global Not applicable’.| None None

Policyl | U [ Labell .. | None
Policy2 Use I Lapaiz )| L None
Azure Information Protection M7 7 A ILICED K SIZTRILE[FITEINEHEET DIHENHY £9,

MzHNTH2BENHYFTIMN? BETHICE EEEETEYGA T a vEBRBRLTIES Y,
A ELSCERT SE-UITI RS U FOfEEASHY £,

If User1 creates a Microsoft WMI - | text
"Black and White”, the file will b ;ﬁdﬁ %ﬁ = £/

Label1 and Label2

No label

Label1 only
Label2 only
Label1 and Label2

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

If User1 creates a Microsoft Word file that includes the text
“Black and White", the file will be assigned:

No label
Label1 only
_[Label2 anly

5§

1.5 ¢ ([Uebervand Laber2

If User1 creates a Mlcrﬁsgﬂ"Mo&padﬁJ@hﬁfhciﬂdes the
text “Black or white”, the file.will be assigned:

No label
Label1 only
Label2 only

M i cros (usbéi and Label2

SR .

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

=ETHRE: 110
RODOFKIZRT Azure [RERY FT—O0HYET,

Name Location Subnet Peered network
VNET1 East US Subnetl VNET2
VNET2 West US Subnet2, Subnet3 | VNET1
VNET4 East US Subnetd None

RODOFTIZFRT Azure [RETS UNHY ET,

Application Public IP
security group -
ASGL Subn
ASG2 Subny
ASG2 Subnet3
ASGA Subnetd

TRTDIRERL VDI 7A4T72+r—)lidping b5 74 v I FHRILET,
NSG1 [FXRDEIZFRT LI IR INTULET,
AR EEXaAYTaIL—IL



Priority Name Port Protocol Source Destination Action

110 & Allow_RDP 3389 Any Any Any o Allow -
130 + Rulel Any  Any g ASGL Any o Allow -
140 Rule2 SG2 > % o Allow -
150 Rule3 Any, d%%&@@ ny o Allow -
160 A Rule4 D Any Any o Deny -
65000 NEGWVHEUHBGUI% Any  Any VirtualNetwork VirtualNetwork o Allow -

65001  AllowAzureLoadBalan... m M MUreLﬂadB.F%cer Any o Allow -

65500  DenyAlllnBound IEQ SO o Deny
VAFA AV N = ')7_'4)b—)b

ity -HEI’O SOTt Protocol _Suu_lfce__ y Destination Action
65000 AllowVnetOutBound VirtualNetwork VirtualNetwork = Allow

65001 AllowInternetOutBou... Internet = Allow
65500 DenyAllOutBound Any o Deny

RDERAT—FAVMIDVWT EDRAT— A A true DIFEIEX[IEWL] ZBIRLFET, TS DEEE, DO EERLET,
FELCERTSFE-UICT RS Y FOEELHY FT,

[\t 1
VM1 can ping VM3 successfully.
VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Answer:

mﬁﬂ?c rosoft (N L
VM1 can ping VM3 suc-::es . ‘ O O
VM2 can ping VM4 successfully, " o o] ®)

'_c_,.-

L r A b

VM3 can be accessed by%ﬁ;ﬁg Remote Desktop from the internet. O

Explanation:



4. Statements Yes No
VM1 can ping VM3 successfully. @

VM2 can ping VM4 successfully. O
VM3 can be accessed by using Remote Desktop from the internet. [O

BT ERE: 111
ROKRITRTRERY FT—0FET Azure Y TRV ) T2 avhihbyYFET,

! Name | Region | Description

HubVMet is a virtual network connected to the on-premises
network by using a site-lo-site VPN that has BGP route
propagation anabled. HubVNet contains a subne! named
HubVNetSubnet

Spoke\/MNetis a virtual network connected to HubVMNet by
SpokeViNet t‘-,E__!ﬂ US, | using Yhet peering. SpokeVNet contains a subnet named

LK VNetSubnetD.

HubV et EastUS

SpokeVNetSubnet0 LM Azure [REIY U AV TLIRA Ry MNI—H DAV E1—2—LBIETEET,

Azure 774 794 —I)L% HubVNet ICTFTOA4FTBHFETY,

RD2DODIV—T 429 T—TIVEERLET,

*RT1:Azure 77 A7 94— ILDTSAR—FIP7RLRERIVAMKRY T ZRLRELTIETA—HF—EBEDIL— FHEELET
*RT2: BGP JL— FDIZEEEIZL Azure 77 AT I+ —ILDTSAR—rIP7RLRETIAILES—FrO 4 ELTEELET,
SpokeVNetSubnet0 &4V TLIR Ry N T—IRBD LS T4 v I M Azure 77 AT 04— ILEBBET S5 L EZHABTILENHYET,
BIL—bT—TNLZEDY TRy MIEEMITEIBENHY FIN?BFASICIE BUGEH TRy FZELWL—F T—TJIIZFSYIL
FT . &Y IRy I A EILHFERT S EE EHEFERTZ2EE FoKFRALAVWI LI TEET VT UOVERTT BICIL,
RAVETHEIN—2 RSV ITTEN ROV O0-IILTEILERHIGEENHYET,

FEELGERT BEVITTRASA Y FOMIELDHY T,

Subnets Answer Area
| Azure FirewallSubnet i |
Cébiaysubreft

s Rl ‘
 HubVNetSubnet0

Answer:



Subnets Answer Area

Azure FirewallSubnet

RT1:(|GatewaySubnet

GatewaySubnet

= RT2: | HubVNetSubnet0

HubVNetSubnetq :

BT 112

Azure Security Center H 5 _ Registryl MDA * — M Azure Container Registry M58t X v V2 HAMIZLE T,
ROT7YavERTLET,

* Image1 & LVS BRITD Windows 4 A —T % Registry1 ITT vy a LET,

*Image2 & LVS ZRID Linux £ A —2 % Registryl ITTF v aLET,

* Image3 & LV5 B HIMD Windows 4 * —2 % Registryl 2Ty a2 LET,

*Imagel 2ZE L #H LA A —T % Image4 & LT Registryl IZF v aLlLET,
*Ilmage2 ZZEL _#H LA A—T % Image5 & LT Registryl ITTw a2 LET,
ED2D2D4 A= VDB HENRF YU EINFETHI? TNTNDOEREITLLEMREERLET,
FEELSCERTLHEUVICTTI RS bOMELSHY FT,

A. E{g4

https://www.fast2test.com/AZ-500-practice-test.html 46

A% Fast2test AZ-500 5X5&% PDF RRESE - #T L LY AZ-500 A & DB ERE

B. E§2

C. E{1

D. E{&3

E. E&5

Answer: (& Z%RT9 B)

Linux 4 A —SDHNRAFr o ENET Windows 1 A —DIERAFr o EhFEEA,

S
https://docs.microsoft.com/en-us/azure/security-center/azure-container-registry-integration

=ITREIE: 113
ROFTIZFRT Azure RERY FO—008HYET,
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Name Location Subnet Peered network
VNET1 East US Subnetl VNET?2
VNET2 West US Subnet?2, Subnet3 | VNET1
VNET4 East US Subnetd None

ROFTIZFRT Azure REI S UNHY ET,

Application
security group

Public IP

ASG1

Subny

ASG2

Subry

ASG2

Subnetd

ASG4A

Subnetd

TRTOREI DT 7ATo+—)bEping b5 74 v I FHFRILET,
NSG1 [ZXRDEIZR \?J:?'-*ﬁﬁkéh-tb\ij—o
AN REX2)ToIL—L

Priority
110

130
140
150
160
65000
65001
65500

MName
& Allow RDP

Rulel
Rule2
Rule3

& Ruled

Port Protocol Source Destination Action

3389 Any Any Any o Allow -
Any  Any 3 ASG1 Any o Allow -
Any Any  9ASG2 . W .]Ii’n‘p o Allow -
Ang? m --T :: ASG‘?{ t '-.-.-::5 . En; o Allow -

-r.l'-—“

AllowVnetinBound

AllowAzureLoadBalan... &5:

DenyAllinBound

ToORNODUKREXAYT4IL—IL
ority INaniel OSOTT

AllowVnetOutBound

65000

65001

65500

RODEARAT—FAY

AllowInternetOutBou...

DenyAllOutBound

-ﬁl

() 3{1"3" Any Any @ Deny
Any Any VirtualNetwork VirtualNetwork @ Allow
ARy Any, - AzurELﬂadB.F ncer  Any o Allow -

;@rlSﬂlcwsoi

Protocol _Suu__l_'l:e ¥y Destination Action
Any VirtualNetwork VirtualNetwork = Allow

Any Any Internet @ Allow

Any Any Any o Deny

FMZDWT, EDRAT—FA Y A true DBEF [TV ZBRLET, ENLUSNDOBEF, DOVAIEERLET,

FEELSERT ST RA v FOEEASHY £,



\Stateerii | T

VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Answer:

Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

O
VM3 can be accessed by using Remote Desktop from the uﬁrneM IiOSOf '

&FTEIRE: 114

3DMAzure 4 TRV YT ark Userl EVWSERIDLI—HF—DHYFET,

Userl [ 3 DDH TRV T a v RTIZhE=3)Y—RADAR MEEBEIURTIT DHEZRETILELAHYET V) a—Ta
VTR &MIEDRAZFERATOILELNHY FT,

ED3DDT7U2avxBBIZETTHIVELAHYEFIMN BIZTHICIE. 7I/2a )R MOEYETY L 3 oEEZEEHICEH L,
ELWEFRTIHERET,

F AEOERFRIIBEHDIEF CERTT BIRLEZELLEXICHLTOLY Y FEZITRYET,

Actions = Microsoft

Create a management group.

Add the thiree subscnptions 1o the management. group. |

Assign User] the Giobal admlnlstrutm rﬂh: !

Assign User1 the Owner rolé for the marugtmenl
group.

Assign User] the Cost Management Contnbutor role for
the management group.

Answer:



.- . R
R

e e e e e e e R

T i oo T O T I 4

rAsslgn User1 the Cost Managem utor role for |
the management group.

| Create a management group. |

Assign User1 the Owner role for the management
.HTWP

\ B Yom
1=l Aﬂﬁp&ftm Cost Management Reader role for the
W ! m t group.

"'-'{-H | l}l TAssign User1 the Global administrator role.

| Assign User1 the Cost Management Contributor rg. fa:'l

I 3 [Md the three subscri the management group.
the management group. wc

Microsoft
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User2 "IREDKETEES S VHIBRTE S Sub1 ORERY FT—2 @ ENTIMN? BET HICE, EEERETEYGA TS a VERRL
T e,

FEELSERT ST RS Y FOfEEASHY £,

Virtual networks that User2 can modify: v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only
VNET4 and VNET1 only

. hﬂaﬁ nd VNET1 only
/NET2, and VNET1

Answer:



Virtual networks that User2 can modify: ,.! I v
2 VNET4 only
M!CfOSOft NET4 af VNET1 only
VNE 3, and VNET1 only
WET?WNETE VNET2, and VNET1

Virtual networks that User2 cmcﬁl& |
F N . VNET4 only

VNET4 and VNETT only

VNET4, VNET3, and VNET1 only

VNET4, VNET3, VNETZ2, and VNET1

SEXHk:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

=FTERE: 116
RORIZRIHREI L UVEEC Azure TR ) ToavhHhyEd,

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

RORIZRT Azure R O—ZFERLLET,

Policy definition
Not allowed

resource types
Nlnwad resource

:ﬁz@il:,‘\‘q‘ Jy—A By =R LET,

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

RODEFERAT—FAVMIDVWT ZEDRAT— AU A true DIFEIE[IEWL] ZRBIRLFET, TS DEEF, DR EBERLET,
FELCERT BSFEUICT RS Y FOEELHY FT,



Statements

You can start VM1.

You can start VM2,

You can create a virtual machine in RG2.

Answer:
Statements Yes No
You can start VM1. B O
You can start ViM2: O O
You can create a Vital fidchiné in RG2. @) O
Explanation:

1) RDRAA—THRAY I INTWNS=H EFTAMEEEETTETEEA:

Subscriptions/xxxx/resourceGroups/xxx] Ay 7 LT H5—EHLAL LS,
2)RAMYBEROAYIEHFDODVY—RX JIL—TITVM Z2ERKT DL T 5—DRREINFET,

BiRahfz)V—X JIL—TEHEADRYERTT |
J)mMAMYFERAAYIDI-H T oDEBRIZCOYIMNEMEND E FRET VEFREEBELFFLETEFLEA (COI—RT7T—XAD—
BTIEHYFEAN HO>THELERBWLTL LD,
EETEREINTWEREL, TIL—T) U MIHENIRESNTNS-H BEDHEBRTNET,
[DY—ZADAY I R—=VIZ[E VM OEEFHICEHAL TROZ EMNEHESNATVET,

FREISVEED) VR TIL—TIIdT5HARYVEAQYIICEY TRTOI—HF I REIS VEEBFEIBEBTELGLR
YEIT, INS5DIBEICITPOSTYUHSIR CHBRETT,
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

TR 117

—ED Azure [RET S UADTSY AR AV B4 L JT)VM 7Y EREBRLTVET,

JTVM 742 2R EEAL T RETS VA~AD PowerShell 72 £ R E1—H—(2HFATILENHYET,
AIZREINIEEINTLLESMN? BZT BT, BAEEETEYGA T a VEBIRLTLLESY,
FEELCERTBEUICTIARS Y FOMELSHY £,



Permission that mut be gfanted to users on VM: [Reac

TCP port that must be allowed: |22

Answer:
Answer Area

Permission that must be granted ™0 users on VM: Jread
Update
View
wnle

TCP port that must be allowed: |22

3389
SYED

#TfEIRE: 118

Azure AVTF— A VAREAVARETIALTSHFETT,

JLOYy b h—FERIETHaVTHESNET7 IV r—2avhhyErd 7V r—2avEd 7705—ay arvsremitay
TTD2O2QaVTFHFTHEEEINET,

TIVr—230 AVTHIERI VT HICE > TERSINET R VT FIE . 7ITUSr—23> aVFFHICYV IR MEEEL, b

SOOI U EICREBEEREDOCEICE - TEFXFAUT A F VI EEFTLET,

FIVr—230 AT FERIAVTHFA—RBICTTIOAINDIESICTRT D2 —LEINTWVWES I L#HRTIVENHYET , aVT
F—IE AEBIZARINTVVENWR— FETOABEISEET Z2VRELAHY FT,

BAIZEAZEHLIBELNHY FTH?

A7) r—savexa)yTa90—7

B. %y hT—4 £X211)F 4 5 )L—TF (NSG)

C.EEIIL—T

D.a T+ IIL—7

Answer: D (A —vt—T%EY)

o av:i[lEL]

Explanation:

Azure Container Instances (&, 3> T+ — JI—T%#FALE—FRX bAQBHOIVTH—OT IO/ ZHR—LTWET a0 T
F—IIN—TE OJERk BER. FEY—ERC2BEOEG IO L ANLELRZOMOEBRADT TUSr— 3y 4 Fh—%BE
THEZIZRILBET,

S

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

ExHTERE: 119


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Azure Sentinel 7—49 AR—XEEL Azure Y TRV U T a3 uhiH YU ET,

Azure Sentinel (& B8 D Azure 7—7 O— kA0 ZMYRAD K S ITEBEINTVWET A 00T FOBRBIZIE  Y—F/—T 14D
H—EREEB TSy FIA—LMNERSNFET,

RDEHZHE-T LS T % Azure Sentinel AV R—R Y FEHETIRENHYET,

Azure Sentinel NEBERELI=L AV TY M EERTIRELRHY FT,

Azure Sentinel TS, TV FAERREN D EE FHy MEIY—ERBE TS Y I+ —LICEEHRSNDIBENHY £,
BEHIIHLTEDAVR—R U M EHETIHENHY T IN? @ETAICE AZEETEY LA T a UvEEIRLTLESLY,
FEELCGEBIRT 5120121 KRS > FOEENRHY 5,

When Azure Sentinel identifies a threat, an incident
must be created:

Analytics

Data connectors
Flaybooks
Workbooks

A ticket must be loggedin the Seivice management platform
when an incident is ¢teated in Azure Sentinel:

Analytics
Data connectors
. ~ | Playbooks
- = [
\V1crosot tiworkbooks

Answer:

e I
When Azure Sentinel identifies a threat, an inciden! [%‘ﬂ ICIOSO ft
must be created: ahics

Data connectors
Playbooks
Workbooks

A ticket must be logged in the senice management platform
when an incident is created in Azure Sentinel:

Analvtics

Data connectors
Playbooks
Warkbooks

S
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

BT 120

Tov b TA—LREBEHZHE-TICIE, Role1 ZIERT 2MENHY FET,

Role1 DO—LEEEZEDESICHETIILENHY FITH? BETSHICE, MBERETEI LA T a vEBIRLTLEE N,
FELCERTSFE-UICT RS Y FOEELHY FT,



“Name” : “Rolel”,

wid”: *»11111111-1111-1111-1111-111111111111~,
wIsCustom” : true,

“Dascription”: “WM storage operator”
“Actions” : [

1 1 =0
v v
“"Microsoft Compute/ disks/™, y
“Microsoft Resources/ storageAccounts/™, [ | |
'Mlcrosau_smmgef virtualMachines/disks™",
),
“NotActions”: [

1,
“AssignableScopes” : |

- — —

'

*/subscriptions/4 3894243 - 17¢2-4a39- Scfic- 3540c 2653 ¢f4 resourceGroups Resource Group]”

*/subscriptions/43894a43-17c2-3a39-8cfe- 3540265 3ef4

]

| =" Microsoft

Answer:



Microsoft

“Name” : “Rolel”,

“Id”: +11111111-1111-1111-1111-111111111111~,
“IsCustom” : true,

“"Description”: “WM storage operator”
“Actions” : [

v v
"Microsoft Compute/ disks/™,
Icr esourc storageAccounts/™,
"Microsoft Storage/ virtualMachines/disks/™,

),

“NotActions”: [

),
“AssignableScopes” :

*'subscriptions/43894a43-17¢2-4a39-8cfc-3540¢ 265 3ef4 resowrceGroups Resource Group!”
" SubsSCptons 4389483317 c2-4239-8cic- 3 540c 265 Seld

]

=ITfEIRE: 121

OU2 & User! [2xt L CEHBEIS N ERZETT I2HELHY ET,

EQY—IL%#FERTIDLENHYEFITHI?EZEZADICIE BULEY—ILEFELWIY—XIZFSIYILET VI 1EFERTSEE,
BHEFERAT DL T2 HFRALENIELTEET , AVTUYERTTBIZIE RS VBITHREN—2 KRSy I35 RoO0—
VT ERENHDIEELRHY FT,

I ELSBIRTB=-UI21 RS > FOMEELAHY £,



Tools I:_;' 1ICYOS Answer Area
The ﬁ.z; portal ouz: | Tool
Azure AD Connect Userl: _° Tool
The Active Directory admin center

Active Directory Sites and Services

Active Directory Users and Computers

Answer:

Tools Answer Area |\ /1, Croso 4

1 T_;e_;f_u:; Enj_ta_l_ ________________ :: ou2: ' Azure AD tt;nne;:t - | }
_ﬁ;il% :%_[; _C_G_n_n_e_c_t _________________ | sl I_TTIE_M;I'E portal |
Tr_re:ﬂ-.c_tw_e E}I;E{;Gl'; ;dr:"u; c_elﬁer_ 5 :}

rﬁ;ll;E_DI;E{?[P_r}’_SIl_E_S_ar;d_SE;ﬂ;;; 3

_— e mr mw mr mr mm ome mw omr mm R W w— me ome me

T—JILDHANBBMICEREND

Ou2: Azure AD Connect

i,

Userl: The Azure portal |
e NN O SO FE—

A7 AZ-500 RAREE (L GoShiken.com ARt S =B LT LY AZ-500 RERRIRESE ! GoShiken.com N D AZ-500 REARIEE %
Bt L TULVvEJ, GoShiken.com AZ-500 SREARIREIT R T MBENEETIIWVVET , & D GoShiken.com AZ-500 FIREE XS T
% AlF Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEf2 (T 2= T 30%wiFRlEI5 0 — K:

Freepdfdumps)

R HTfERE: 122
LAWY &LV B RETD Azure Log Analytics 7—9 ARXR—X # &L Subl EWLVS BRID Azure TRV YT avhipUFET,


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Windows Server 2016 #3317 L  LAW1 [ZEEFR SN TLVS 500 8D Azure REX L UNHY FT,

DATLBHIEY ) 2a— a3 F LAWT IZEMT S5FETT,

AT LEFHFHEREEN OIS 100 EDORBI L VOHMNDE LAWT [TV TA—FINEKSICTIRENHY FET,

EDIDDT7HU L avEIRBIZETTOIBLELAHY FTIMN BIETHICIE. 773 D)X Mho@EUGTI Y3 o ERIEERICHEEIL,
ELWEFTHRET,

Actions Answer Area

Create a new workspace.

) Mf&gﬁﬁe solution.

Create a scope configuration.

Create a computer group.

Create a data source.

Actions Answer Area

Answer:

Create a new workspace. Create 3 computer group.

] e

Apply the scope configuration to the solution. (| Create ascope configuration.

r Create a scope configuration. _J' | Apply the .@M

Create acomputer group. . _ /% '\ = [

Create a data source. |

SR .

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

EXHTREIE: 123
A—HY—MNVMOIZT IV EARATELLEHRT IVENHYET, V) a1—2av@ETI3Y P I+ —LOREEHER-LTVILIRLELH
WEYT,



HETIEAZET HoREN?

A. VMO % Subnet1 [ZBBEILFET,

B. 7747 74—ILT Ry CI—9 bTT499 T4LRDT L—ILEBRLET,

C. RT1 % AzureFirewallSubnet [ZE| Y ZTEY,

D. 7747 24+—)LCDNAT L—ILEERLET,

Answer: D (A —vt—T %KY

& BA

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

kEw % 1_Litware, Inc

NFT—RREATATYE  T—RR T IEERNICHERNRESNSIDITTEHY FEA, ET7—RXEET LEVWETHREBZEDT
ENRTEFT 2L, CORBRICITEBMDT—RAREIT A0 avhBEETIEENHYET, CORRBRICEEFNIITRTOERZE
ESNEBERNICETCTELLSICHEZEETILENHY ET,

T—RRABATAICEENDIBEMIZBEZADICIE T—RAR I T4 TRESNDFHRESRTOIVELNHYVFET  ¥— R REFTA4IZIE T—R
AETATHRBASNTWS LTI FICHET SHMFRERETIBETOZOMD ) V—RADREFENLGELNHYET, COT—RAR 2T 4
[T SR EMIE MOEMMNSHMIIL TLVET,

CDT—RREATADREIZ, LEA—BEINRRINET, COBERECTIE, RBORDEY L 3 VICETHIIC EEZRERL EEZFZMRADS
CENTEFT HLLWEI DI VERBLERIE ORI aVIZRSZEETEERA,

r—RXBA T4 HRBTBICIE

CDT—RREAT4ICEATERMDEMERTT HICIE, RANJRFIVEV) v LET BRICEZDHIC, ERORA O DORE2 V&= EH
LT —RREATADRBERARTKESIV, IR VEV v I3 5L EDRRAEH BHFORE, MEDOHRAL EDFERMNERR
SENFET T—RRETAIT[TRTORER] 2 I HHGEE. REINDERIEBFEDZ TICRRINSFEHRERMLETHSZ LITEFELT
KESW BRICEZERMNTE D, BREIR2VEZV Yy LTEBICRYET,

BE

Litware, Inc. £, A T2 500 ADREE Y750 X aAMGIZ 20 AOHEEZWNZ ST ORI ATAT7RETY,

BEFDIRE

Litware [Z1&, Sub1 & WVSERID Azure Y TRV ) T avhHy TRV T3y IDIERODESYTT,
43894a43-17c2-4a39-8cfc-3540c2653ef4

Sub1 (F_ litwareinc.com & LY5 & EID Azure Active Directory (Azure AD) 77+ > MMZEAEM T o TWET, TF 2 M, $XTO Litware
REBEZDTNARDA—Y—F Tz RETNRAR ATV FREENRTVET, £ —HY—IZIX Azure AD Premium P2 5 1 &
VAMNEIY ¥ THNET, Azure AD Privileged Identity Management (PIM) M7 2 5«4 it hTLVET,

TTYRIE RORIZCRTITIL—THEENRTULET,

Type PesCRptIan/| ICTOSOTT

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group

Azure TR ) T2 a VIZE RORISRTA TV FAEFEFRATVET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Name Type Description
VNet1 is a virtual netweork that contains

. security-sensitive IT resources. VNet1
Vet Vinual network contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure virtual machine that runs

. ; Windows Server 2016, connects to

Ll WIHBLTREES Subnet0, &nd has just in time (JIT) VM

access configured.

VM1 is.an Azure virtual machine that runs
VM1 Virtual machine ‘Windows Server 2016 and connects to

Subent0.

SQLDEB1 is an Azure SQL database on a
SQLDB1 gﬁ;ﬁ:s(gl' SQL Database server named

LitwareSQLServer1.

WebApp1 is an Azure web app that is
WebApp1 Webapp accessible by using https://litwareinc.com

and http://www.litwareinc.com.
Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

ReSource Group2iis & resource group that
contains shared IT resources.

Azure Security Center [FEM L ANJLICEEESNTLET,

HESh LR

Litware (&, ROKIZTRT Azure )V —RETTAATHIEEZFHELTVET,

Resource Group1 | Resource group

Resource Group2 | Resource group

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AKS1 az:; Kubernetes Service A managed AKS clUStar ~ -~ ¢

Litware (X RO ID BELUVT7 IV REHEHELET,

*FRTDY ISV RA A—HF—EFDT/INA RIE Group! DA UN—THEIBENHYET,

*Group2 M A UN\—IZIE KM ERLZEIYETEZFALT VYR TIL—T2AOHREREBO—IILZEY LTI ILENHY ET,
*A—H—hM Azure AD [CT7 TV —2 3 o EBERLREZY 7IVS—2aVICRELEYTERVWESICTE2RELAHY ET
*A—H—IIRHOTREFRICTIVERALET,

T59 h7+—LDREEH

Litware (X RO TS5y b7+ —LGREEHEFHTELET,

* Microsoft Antimalware (£, J YV —X JIL—T 1 ORBIIVITA VA =T ELENHYET,

* Group2 M * > /\—I[ZI%  Azure Kubernetes Service Cluster Admin O—JLAE|Y TN TWEIRELRHY T,

* Azure AD 1 —H—I[% Azure AD E&IEHREFEA L TAKST TR L TR T HLELHY FT,

CEEEINE-ZEREDOEER ITF—LIFXITVM 7V X EZFRALTVMO ICEKGTELILELAHY ET,



* Resource Group1 DY R—L K T4 RV DEBEEBHFHRIE T AIZIX Rolel EVWSABDHLWARSZ L RBAC O—)LEFRITEZ2LENHY
FTRENF VY—RTL—T 1R L TCOAERAAETHILELHY FT,

Xl T4 EREH

Litware (&, Azure Security Center THARL—T 4 V5 VRATLDEF 1) TAHEBREHDRAEIIAXATEDIRENHY ET,

RITEIRE: 124
RORKIZFRT Azure [REI L UEEL Azure Y TR 9 ) T3 ohpyEd,

NO IMAGE
AVAILABLE

Profile1 &W\5 &BID MDM ¥ T4 R—X 542 FJAIT 74 ILEERLET,
Profilel #@ATE A REBT L VEHET ILENHY FT,
EDRBTIUEHANTIBLENHY FIHV?

A. VM1D#H

B. VM1 _VM2_ VM3 O #

C.VM1 & VM3 DO #

D. VM1 _VM2 VM3 & LU VM4

Answer: A (A —vyt—T%EY)

FHER/SER:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

ExFTfEIRE: 125
Homepage & VS5 &RID Azure SQL T— A R—XDEBBEDNY I 7V TE2ERTIDLELHY FI, /v 0 7 v TIE 8 BRGRET IHLEN
HYET,
CDBRYEFTETITBIZIE Azure portal IZHA 4 2 LET,
Answer:
Azure SQL T—AR—XDN\Y I Ty T R —EBRATILELRHY ET,
Azure portal T %R v X(Z Azure SQL Database | & AL &EFERS 5 [Azure SQL Database] #:ER L  [R—LR—I] ZF|IRL
F9 . Fq-IF ERAOFES—2 3> D4 2 KT Azure SQL Database #5HB L FT,
HR—LR—T T—AR—XEZHRAFLTWARY—N—FFRL [Ny I Ty TOER 22 v LET,
RYS—DERIEI) I LET,
[BEDINY I TN AT avITFIvINA>TNWSI EEZERELET,
[BEDNY I Ty TE#EDLKLVDOHERFLEI N AT 3 >& 8BRICHRELET,
BRIZV7U9 I LTEEERELET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

ATEIRE: 126

FCOBERIEFE RLYF)AERT —EDERO—TY, SOV —XDRERBICIE EBESN-BEZERTETLAEEOHHHED
BRENBFENTUVET, —HMOEMEY FMIFBEHDELWBRENEFNLHEELHY FTIH MOE/MtE Y MMIIEE L WDFRREHNG L
LZaErHhYET,

DLV aVOERICEZETSHE  TOERICRSAZEIETEFRA, ZTDEO, CoDBEMIILEa—B@EIZERTIINEFLA,
Azure Security Center 2B L T 3 DD Azure Y TR 9 1) T avD—xliER) O—EBEITWVET,

IR YT aoDExa) T4E2EEBTBHITE, WK OMDR) O—FRZFALET,

RYUS—FEEZI DDV TRV YT avIRTIZTIL—TELTERTIRENHY FET,

RRR VY—R TIN—T&#&GHEETEIR)O— A7 FITLEYETEERLET,

NIFBERZEZERL THETH?

A. [y

B. LMV R

https://www.fast2test.com/AZ-500-practice-test.html 69

A 3h75 Fast2test AZ-500 5ER PDF fERES - #7T L Ly AZ-500 A H DEAER R RE

Answer: B (A —vyt—T%REY)

KHhYICEBIIL—TEFERALTLEZE,

Microsoft Azure DB IL—F (X EHED Azure TR ) T a VICRABICANFT VA R O—%2BHET I HELADH S E VS BB LR
LET,

S

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-groups/

HTERE: 127
Vault! &5 &RiID Azure Key Vault &€ Azure 4 7RV ) T a v U FET,
2019 % 1 A1 B Vaultl [CIERDI—I Ly FBRESNFET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Enabled = Fa .

Expires . :@ M |Cr050ft
NotBefore : 5/1/19 12:00:00 AM

Created : 12/20/18 2:55:00 PM

Updated : 12/20/18 2:55:00 PM

ContentType :

Tags :

TagTable :

VaultName : vaultl

Name : Passwordl

Version - ; i S
Id : https://vaultl.vaulffazuresnet:443/secrets/Passwordl
Enabled : True w_ 1\

Expires : 5/1/19 _12:00:00 AM

NotBefore  :_3/1/19V12%00300 AM

Created : " @d2/20419 3:00:00 pM

Updated : 12/207/18 3:00:00 PM

ContentType A

Tags

TagsTable

VaultName : vaultl

Name : PasswordZ2

Version :

Id : https://vaultl.vault.azure.net:443/secrets/Password2

TIUr—2a v THERATESEY—I LY FEENRTTAM? BETSHICE, BEBEETED G T a v EBERL TS,
FELCERTBSFE-UICT RS Y FOEELHY FT,

Passwordl: | v

Never
Always (0
Only after May 1, 2

Password?2:

Answer:



Passwordl:

Only after May 1, 2018

Password2: \ 4

Only between March 1, 2010 and May 1. 2019

S -

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

ExFTEIRE: 128

vIalb—v 3y

EIRE S Azure Resource Manager 7> JL— hE2FERALTYY—RETTOATHEEZIC_ ZFOTTAA A2 FAKV11597200 ELVS5 4
HID Azure Key Vault RD S —9 Ly MITF VA TESZ LR T ILENHY FT,

CDRRYEETT BIZIE, Azure portal [THA A4V LET,
AX—aAVTHF—DEELRTIERRYI—THTLavEBRTILENHY ET,

* Azure portal T #FRAR Y2 XIZ Azure Key Vaultj&E A AL  BRRERH 5 [Azure Key Vault] Z:FER L T, KV11597200 & LS BRID F—
aAVTF—EERLEFT,

*X—aVTF—OTANT A T [BEBTIERARYS—]ZEI Uy LET,

*TUTL—bOTTOADI=HIZ Azure Resource Manager ~NDT7 VR EEHMNZTHEVNWSFz v IRV IREAVICLET,
*MREIZEVIUVI LTEREZRELET,

B.X— OV TH—DEERTIERAR)I—THTIL avEBRTIBLENHY F5,

* Azure portal T #&FER Y2 XIZ Azure Key Vault] & AS L  BRERF RN 5 [Azure Key Vault] #:#ER L T KV11597200 & LS ZETID F—
aAVTFT—EBRLFET  FLE EAOFES—2 3> 42 KT Azure Key Vault #5BRB L FET,

*X—aAVTF—OTANTA T [BEBTIERARYS—]ZEI Uy I LET,

*FTUTL— DT TAADT=HIZ Azure Resource Manager NDT7 VLA BT EHEWVWSIFvIRYIREFVICLET,
REIEVYYI LTERERELET,

Answer: B (A —yt—T#ET)

Ex#TERE: 129

VNET1 & VNET2 EWLNS BRTID 2 DD Azure RERY bT—I Dy hT—VEGZEHELTWET,
ROEHZmI=T=OIC RERY FT—VICVPNT— b0z 2REITILENHYFET,

*VNET1 [ZIX BGP ##MH9 4% 6 DOY 1 MEEHGENABETT,
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*VNET2 21 BGP AT % 12 Y 4 FHEEHEABETYT,

*ARMIBNRICHIZEZBENHYET,

FRERY FT—DI2FED VPN 7— D x4 SKI) ZHEATHILENHY ETIN? @AET HICE BEYL SKU ZELWLVRY FT—VIZF
FJyILFET,ESKUF 1ELFFERTSIIEE BYBEFERATLIILEL, Fo(HERALAVWI LI TEET , AVTUYERRT BHIC
T RAVETHEN—Z2FIvITTEN RV BT EIRBENHLIZENHY FT,

FELCERTBFEUICT RS Y FOEELHY £

Answer: -
o e A i e —— Vi Bz
---------------- e
55 N

VNET1: | VonGwil

VNET2: [ - VpnGw1
S & 3CHk:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku

ExFERE: 130
ContosoKey1 & LV3 &1 Azure Key Vault &8 Azure TR ) T avhbyFET,
RORIZCTT LS, A——FERL A—ILEFEYLETET,

Name Subscription role assignment | ContosoKey1 role assignment
User1 Owner None

User? Secunty Admin None

User3 None User Access Administrator
Userd None Key Vault Contributor

EDA—HF—NROT7HVaVERTTELILNEHETILELNHYET,

* ContsosKey1 DIERZREL T,

* ContosoKeyl "Dy kT—9 7O AE#EHELET,

EQA——%HBTETILELAHY EFTH? AETHICIE EEEETEYGA T a VEBIRL TS,
FELGERTBEVITTIRSA Y FOMIELSHY T,



Delegate permissions for ContosoKey1:

Usest,and User3 only
Jser1 and Userd only

User1, User2, and User3 only
{User1, User2, User3, and Userd4

v

ﬁ\Q

Configure network access to G@Qﬂ: |

User1 only

User1 and User2 only
User1 and User3 only
User1 and Userd l:.'ll"||!|r

[ | . 1 r2, and User3 only
T Mic [ﬁgﬂﬁm User3, and User4

Answer:

Statements

You can start VM1.

You can start VM2.

P

= Mi ft

5

B
You can create a\Qal machine inRG2. O

At EA



Delegate permissions for ContosoKey1: f v

User1 only

User1 and User2 only

User1 and User3 only
User1and User4 only

Usert, User2, and User3 only
User1, User2, User3, and User4

—onfigure network access to ContosoKey1: | v

User1 only

User1 and User2 only
User1 and User3 only
User1 and User4 only

Micro Sgﬁj User1, User2, and User3 only
User1. User2 User3. and User4

S
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

EHTERE: 131

Azure Key Vault ZER T 2 REAHYFET , COV Y a—2a TR F—aAUTF—D0HIBREN-A Tz A0 BREREFEIN DS
FOCTIREAHYFET,

AYVFEEDELSICETINELNTL LI BETHICIE, BIZBETENGAT T a VEBIRL TSN,

FEELSERT ST RS v FOfEEASHY £,

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ - ourceGroupName ‘RG1l’

L 2
-Location ‘East US’ ‘v ﬁﬂ MICV%@i 1

-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

Answer:



New-AzureRmKeyVault -VaultName ‘EKeyVaultl’' -ResourceGroupName ‘RG1l

~-kogation ‘Eastr us’ v v
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-1ag -EnableSoftDelete
-SKU

SR .

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

HTEIRE: 132

. COBRIEE BALYF A ERT—EDOERO—HTT, SOV —XDEEMICIE BESN-BHEZEZERTELAEEDOH S HED
BRELNEENTVET, —BOEME Y MIFEROE LVEBRENEENIFENHY FTH MOBEME v MFE LVEREALL
HENHYET,

COEVIVOEMICEETSE. TOERBICRAZLIETEFEFRA, TOEH CNALDERIELE 2 —EEIZERTINELEA,

Sub1 EWSEEID Azure TR Y Y T a oY £9, Subl (1, Windows Server 2016 £R179 5 VM1 & LS ZHTD Azure fR3E~
DUNEFENATUVET,

Azure Disk Encryption #{EFH LT VM1 T4 RV #BEEILTIHENH Y F£7,

EDIDDT7I L avEIEBIZETTILELNHYETMN EZETHICIE . 73OV R Mho@UGTI Y a zREEBICEHL .,
FLWEFRTIHERETS,

Actions Answer Area

-

Configure secrets for the Azure key vault.
Create an Azure key vault.
Run Sat-AzureRmStora geAccount.

Configure access policies for the AFdare key vault,

Run Set-AzureRaVmDiskEncryptionExtension. ‘

Answer:



Actions Arswer Area

Configure secrets for the Arure key vault, Creatéan Mzure key vault.

— - —
— —

Create an Azure Key vault. Configure access policies for the Azure key vault.

Run Set-AzureRmStorageAccount.

Run Set-AzureRmVmDi SkEncryptionExtension.

Configure access policies for the Azure key yalt.

Run Set-AzureRmveDi nksn:ﬁ ‘ EEM%@ 5 'O'it:t

SR .

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

=#TERE: 133

Azure 5T RO )T avEaEBETT TRV 1T a3 IZ(E Windows Server 2016 2E179 % Azure [RET L UNEENTULET,
BREIIVICHRALDOTILI T 7RHRRET S HRREENA VA FP—ILEN TS L HRTEHR O —RETILELRHY F
ER

RYVO—FEDKIIIRTIHIBLENHY FIMN? BEETLHICIE, ABFEHETEUGA T a o EERLTLEZEL,
EELSCERTBEUVICTTIRS Y bOMIESHY F9,



{

o LR

wallofer: [
{
wfleld” : “type~,
Yaquals?: “Microscft.Compubte/virtualMachines’”
]
L)
“fiald® : *Microsoft.Computa/imagesKu~,
“aquals” : "201l6-Datacentar™,
J
1
¥,
“than*” : [ : :
“effoct” i *| ‘v
Append
Deny

isis

*datalls> : (
“typa® : “Microsoft,GuestGonfiguration/
“roloDefinitionslds~ : [
wfproviders/miorosoft . authorizati
1,
*nama® 1 T“oustomExtension®,
“daploymant” : |
#properties” : |
T » ® I l‘i'! 3 -I. 1 8
o

O
G
gifationAssignmenta®,

tions/fl2345678-1234-5678-abod- 01234567851 0"

Answer:




wige ;i
nallofr: [
{
“field” : “typa™,
“agquala®: "WMicrosoft.Compubte/victualMachines®
l
{

wfiald” : “Microsoft.Computa/imagasKur,

“aquals” : "201l6-Datacenter”,
}
]
Y.
“than" : |
waffegt” ; 5 AR
Append
Deny

“roleDefinitionsIds”
“fpruvida mi
e

nm"‘ :
“daploymant
“propaer
*moda™: *i

nnu!!234561‘ﬂ 1234-56T78-abod-0123456T78910"

ep WSIS
vdatalls~ : { Q
“type” : “Microsoft,GuestConfigurati 1'3““ s,

“pnrlmt-r:-' L E |

“w [' - {
exislenceCondition
resources
[femplate

3 L

SE Xk

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/Effects

Microsoft

=HTERE: 134

contoso.com & LY5 & RITD Azure Active Directory (Azure AD) 77 > M IZBEER T 5z Sub1 E WS ERHID Azure TRV 1) T a oM
HYET,

RORIZSRT VY —RATEEEIND T TV Sr—2a v ERETHFETT,

Name TYPE 1\ 4l -+ e Description
UL nt containing a
Azure Cosmos DB . | database
Cosnebniecomtl | sccomt Named CosmosDB1 that serves as a
back-end tier of the application
WebADo 1 AzucaieBialp amﬁmmtamum

A—H—(X Azure AD A—H— F7HHOU FEFERALTERIEL, VY—R F—9 UFFRALTCosmosDB 7HhO Y M7 EALET,
EDA XY H CosmosDB1 & WebAppl [CEEININEHETIHLELHY T,
BUVY—RIZH L TEDRARY EHET DIVHENHY EIH? EETSICIE EEEEHTEYGA T aoEBIRLTLIESLY,



FEELSERTSE-UITT RA v FOEEASHY £,

CosmosDB1: v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users andfelay reésource tokens.
Create database users and generate resource tokens.

WebApp1: \ %\ v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azur@ AD ysers and relay resource tokens.
Create database Usci < and generate’resource tokens.

Answer:
CosmosDB1: ' v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users andrelay resource tokens.
reate database users and geperate resource tokens.
WebApp1: s ALV} v

Authenticate Azure AD users and generate resource tokens.
Iﬂ&uthenticate Azure AR users and relaygesource tokens.
Create database users' and-genérate resource tokens.

S
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

HTfERE: 135

20 D Azure TR ) T3k Groupl EWSERTIDEFXFa T4 JIL—THEHBYET HITRV) TS avigI—bERBITIL—TD
FTY,

EHITRVYTLavITIE RG1T EVWSBFIDY Y —RX TIL—THEFERTLET,

BH TR )T aVIZDVWT RGI B ROEHZHmEL TSI LE#HRTILENHY FT,

*Group1 DA UN—IZIF FIEEDEREIMNEIYETONET,

X¥RG1ZX T HIERDERIFELEETNATNET,

HiatzlEfiEx T EN?REZT HICIE, BEEBEBETEYGA T 3 VEBRL TS,

EELCEIRT BEUIC1 RS Y bOMIESHY 9,



Configure role-based access control (RBAC)
role assignments by using:

Prevent the modification ﬂﬁ)e
RG1 by using:

111%

.LMICI‘OSOft

Azure Blueprints
Azure Policy
une*Secui

A resource lock

A role-based access control (RBAC) role assignment

at the resource group level
Azure Blueprint assignments in locking mode

Answer:

Configure role-based access control (RBAC)
‘ole assignments by using:

Prevent the modification of permiss t
RG1 by using: ‘p'ﬁ

A EA

Configure role-based access control (RBAC)
role assignments by using:

Prevent the modification of permissions to
RG1 by using:

A 136

cont! EWSEZFID BLOB AV TFH—%8L Azure Y IRV ) T aohHYET, Contl ICIE RORIZKTTIER RY—BHYFE

—d-o

Azure- Bluepnnt assmnments in Incklng mode




g -..=... Microsoft

Stored access policies

- . T

i — \ W}Yllm Permissions
Policy1 | r N
+ Add policy .

FOy A AZa—%#FALT RITREATOWRERICEDVTRRAT— AV M EERSEIEBZDEREFERLET,
lhe maximum number of additional stored access policies that you can add

to cont1 is [answer choice]. 1

o
s
GO

The maximum number of additional imrv&7 I8b storage policies that —

Yo cont1 is [answer choice].
1
; 12
s 4
\ 7

B Microsoft

-

Answer:



The maximum number of additional stored access policies that you can add

to cont1 1s [answer choice]. b
4
7
15
The maximum number of additional immustableéblob storage policies that =
you gan add'to contl is [answer choice] ., »
1
2
4
15

Axh7%: AZ-500 FEIRES (X GoShiken.com MRS =& LOF LY AZ-500 REERIRESE ! GoShiken.com ASERETD AZ-500 :AERRIEE *
B L TULVET, GoShiken.com AZ-500 :REEIREIERFT T, BEMNEE TSI LVET , &ZHFTD GoShiken.com AZ-500 fIEE %45 v +T
5 ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIRESE AR & IEfE 1+ & T 30%wiFAlE|5[0— F:
Freepdfdumps)

RITRIRE: 137
RORIZRTVY—R TIL—THEL Sub1 EVWVSLRID Azure Y TRH 1) T3 onhpyEd,

MName Location
RGE1T West US
RG2 East US

RDOFIZRYT Azure Policy EEZFER L E T,



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

{
"mde™: "AI1™,
*salicyRule~™: {
=iFr
=may¥=e |

“figla~: "location™
“notEguals {r'nourﬂmntl iocation]=

Y

=fisla"” Ju-g"‘
“notlantalnagl ) ﬁ:_

R S—% Subl IZEIYETET,
RORIZRT VY —REERTHFETT,

MName Type Location Resource
IPobject1 | Public IP address East US RG2
obijil Resource group West US Not applicabile
OBJ3 Virtual network West US RG1

RDEARAT—FAVMIDVWT EDARAT—FA Y D true DIFEF [TV ZFBIRLET, TN DOHEEIE, DWW ZRIRLET,

EELCBIRT BEUIC1 RS Y bOMIESHY T3,
Answer Area

Statements Yes No
You can creats IPobject!

Vo CBn Create obyl

ﬁ You can create OBJ3.

m Microsoft

|crosoft

ﬁu]um crrﬂ- tﬂu*ﬂh

B~ ‘Fmﬂ e th

- Wn!.l fean create OBJ3.

w=FfEIRE: 138
Contoso.com & LY5 &R0 Azure Active Directory (Azure AD) 775 > MZBEEM T 5N TS Sub1 EWVWSERFTD Azure TR 1) T
2avhHYVEST, TTY MIE RORITRTI—HF—HEENFET,



LT IR A1YI R
Bole

Global administrator

Secunty administrator

Security reader

License administrator

B —H—IZlF Azure AD Premium 22 SA U ANEY B THhET,

A U R— K%&HE L Azure AD ID Protection Z#8r L £9 .

Azure AD ldentity Protection Z4 >/ R—FL 2—H—%2BEL KRV I—ZBRTZTLHDEXEDQI—HF—TTH? @ET HICIE, BIEHEEH
THEYLGEF T avEBRLTLESY,

S ELGEBIRT BEUICT1RS Y FOEENDHY T3

Users who can onboard Azure AD Id i
@ | |
Userl, User 2. and User3 only
‘39 “ Userl, User 2 Userd, and User 4 only
. ' sers wh mediate -Fe s and configure policies: [User! and User2 only

.. : l c ro So User1 and User3 only

User1, User 2, and User3 only
Userl, User 2. Userd, and User 4

Answer:

m~ Microsoft

Users who can onboard Azure AD Idel‘i.i;f?ﬁjecﬂnn; Userl only
- T Tusert and User2 only
Userl, User 2 and User3 only
User], User 2 User3, and User 4 anly

Users who can remediatedsséss and Configure policies: |usert and UserZ only |

. . User1 and Deers only —
Userl, User 2, and User3 only
Userl. User 2. Userd. and User 4

&t BA



Users who can onboard Azure AD Identity Protection: |

User1, Eérz, User3, and User4 only
Users who can remediate users arq‘ cies.

User1 and User3 unly
Userl, User2, and User3 only
I c FOS Oft User1, User2, User3, and Userd

xFTiEIRE: 139
RDORIZKRT ) Y —ANEEN S Subscription! ELNSRZBID Azure Y TRV ) T a3 vhbyUEd,

RD') Y —R%EL Subscription2 & LVS ZHID Azure Y TRV )T avhhlFET,
Azure Sentinel 7—9 AR—X

Azure Event Grid 1 VA2 VR

CEF X wt—% NVA h 5 Azure Sentinel [ITIRYATRBENRHY £,
EELSCERTBE-VIC1I RS Y FOMELHY £9,

I|||1+
|||||'|
R

Answer:

EHTREIRE: 140
LAW1 & LV5 & RITD Azure Log Analytics 7—9 AR—X Z &L Sub1 EWVS ARID Azure Y TRV 1) T3 uhHUET,



Windows Server 2016 #3317 L  LAW1 [ZEEFR SN TLVS 500 8D Azure REX L UNHY FT,
ATLEHIFTMY U2 —arE LAWL ISEMT SFETT,
VATLBHIEREDO SN 100 EDREIT L VDHFMIS LAWL 27y TA—RFENBESICTERELAHY ET,

EDIDODTHILaVEIEBICETIILEAHYFIMN BAETRICKX . 722300V X Mo BYLETY Y 3 v ERERBICBEHL,

IELWEFRTHERFET,

Actions

Create a new workspace.

Create a scope configuration.

' Create a computer group.

i
Create a data source.

!_;Pﬁ? tmg%ﬁ@l giﬁtﬁfte solution.

Answer Area

Answer:

Actions Answer Arﬁa

Create a new workspace.

| Apply the scope configuration to the solution.

Create a scope configuratiom

Create a computer group.

Create a data source.

SEXHk:

Miqrosoits—

Create a scope configuration.
il

Apply the scope configuration to the solution.

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

=T 141

1 DM Azure Active Directory (Azure AD) T3+ > MU VO ENF=5 2D Azure Y TR Y T a3 UobiHY ET,
SecurityPolicylnitiative1 & L5 & RiIMD Azure Policy 1 — 7 F I &#ERLET,



FTRTOFLW) Y —R FIL—TTEDRENLGERBIDENY ZTEZEHT IDLELHINEHELET,

HLWIY—R FIL—T DR SecurityPolicylnitiative1 £ O—JLDEIY X TEEARAT 2HENHY FT,

EDIDDT7I L aVEIEBIZETTILENHYETHM? EETBICIE, 73OV R M@ GETI Y a v zREMEEBICEHL .,
ELWEFRTIHRES,

Actions v | Answer Area

uuuuuu 8 8 8 S B - e

Publish an'Azure B -Jéﬁhnts *.'*er“si'nn |
Assign an Azure blueprint.

Create a policy assignment

©

|
Create a custom role-based access control (RBAC)ole. @
. AR W

Create a dedicated management subscription.

QI

Create an Azure Blueprints definition

Create an initiative assignment.

Answer:

Answer Area

Create an A zure Blueprints defination.

publish an Azure Blu€prints version

Assign an Azure blueprint.

1 - A zure Blueprints EEZERL T,

2 - Azure Blueprints /A\—2 3 U E KT 5

3-Azure TIL—T) U rZEEYHTET,

S
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

TR 142
RORICRIHREI L UVEEO Azure TR ) ToavhhyEd,



Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)
ROTRIZRT Azure R O—ZFERLLET,
Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMaghines. . 2
RORITRT ) Y—RA Oy EERLET,
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

RDERAT—FA D FRZDOWT ZFDORAT— AV A true DEFSIX [TV Z2RBIRLET, FNLUANDEEIT, VWZ 1 ZRIRLET,
SEELCBEBIRT BEUIC1 RS FOMENHY FT,

s Statements
Microsoft
~ You can start VM1.

You can start VM2, |

You can create-a virtual machine in RG2.

Answer:
Statements Microsokt No

You can start VM1. O 1O}
You can start VM2. O I__CS_ :
You can create a virtual machine inRG2. QO ;:C,:‘;:

L

YAV

YAV

(AYAY-4



1) RODRA—=THAY I INTWVS-H EZTAAREEZETTEELEA:

Subscriptions/xxxx/resourceGroups/xxx] Ay 7 LT 1L 5—ELAL &L,
2)GAMYEARAOY I EHEDODVY—R TIL—TIZVM #ERTHE  TS5—BNRERSNET,

BiRahfz)YV—X JIL—TEHEADRYERTT |
J)JMAMYFERAAYIDI=H T oDEBRIZCOYIMNEMENS E FREYT VEFREELFFELETEFEFLEA (COI—RT7T—AD—
BTIEHYFEADN HMOTHELERWVLTLE D,
EETSREINTLIREL, TIL—T) U MIEEIRESN TS O BLEDHEBRTNET,
[DY—ZADBAY I R—=IIZ[E VM OEFHICEHLTROZ EMNEHEEINATVET,

RETIUEELY YR TIL—TIZdd 55A4RYERAQYIICLY T RTOI—HF I RETS U EEBFIIBEBTELLR
UET, CNODREICIETPOST UV IR HARETY, )
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

ATERE: 143

contoso.com & L3 &R0 Azure Active Directory (Azure AD) 77+ > bAH Y FT,
contoso.com DR TELERT DIVENHYFET Y1 — a3 VEROEBGEE=/IE-TVLELAHY T,
*log # 2 FRREFELET,

*Kusto 7T EFZFEALTRIZITIT S

CEEFTNERNMRICIIZFET,

AT ESIZREINIELNTL & 557

A. Azure Log Analytics 7—% ARXR—X

B.Azure f RNk /NT

C.Azure R AL—U 7H Uk

Answer: A (A —vyt—T%EY)

&5 BA
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

FTEIRE: 144

100 EDREI S UEEL Azure Y TR Y Y T 3 oY £9, Azure Diagnostics [FT R TDREY S U TEMIZHE>TVET,
YITRY1) T3 0TAzure Y —EXRDEREEBELTHET,

ROFWEMBTOILELHY T,

*3BEMATICREY D U FHIBR LAY —ZHELET,

* Windows Server 2016 #E{T§ 3BT DX ) T4 ARV EHTYLET,

Azure Monitor TIEAIZERAT 2R ELAHY ETH? BETHICIE BUIGERERELZELVGERICK Sy I LET, SFBREEEIL 1 BT
FRTHILY BEHEFERATLIZEL FoRLKFERALAENWIELTEFT AT UVERTTDICIE, RS VBETHEIN—ZF SS9 T
TEMN R A—ILTEBENHDIIGENHY FT,

EELSCERTIBEVICTIRS Y bOMIESHY FT,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Settings Answer Area

Identify the user whodéleted a virtual machine three weeks ago: |

Metrics I Query the security events of a virtual machl ne that runs l

. Windows Server 2016:

Sennce Health | SO

i,

Answer:

Settings Answer Area

Activity log

[ Logs Identify the user who deleted a virtual machine three weeks ago:

Metrics

Query the security events of a virtual machine that runs
Windows Sepver2046: |

Sernvice Health

Explanation:

RYOVR1TO9T14ET« AY

Azure 79 T4 ET4 BT TRV )T 3VADY) YV—RICxH LTEITSINAREICET AR ZREBLET 79T ET0 BF
X HITROYToaroarbrO—)L TL—2 ARV ERET D=0 LRI EEOY 1F-1E BEQ T 1 EFERTLWEL R,
TOTAET« BYIE, EEAHEE (DFY PUT _POST, #7-1& DELETE) # {a[%  F#AS, L\ D iT oD ZHIB T 5DICH/IBET,
RyoR2:04

O4J#&1&, Windows R~ > Azure 79 T4 ET« 0% Azure Security Center 75—k S XU Azure ) V—X FANAF— 0%
Mo Azure BEIZIRELET, COMBICKY AU TLIZANMI T EDCEAGRLELS T RTOEEICHESN-T vy ah— FHIRHES
NEEH X174 ARV NOKE BEEMRIT AW, 77— bETIENTEFT,

S& XMk

https://docs.microsoft.com/en-us/azure/security/azure-log-audit

B HTfEIRE: 145

Sub1l EWSZEID Azure TR ) T3 ohidbyYET,

Azure Security Center [Z[&_Playl E WS &FIDEF T4 TLATvoBHY FF,Playl £ Usert EWVSEFTDI—H—ZEF A —
WAV E—DFEETHILIICHERINTUVET,

Alerts £ WS BRIDERHFETIL—TIZEFA—IL A v t—CFFIETHIZIE Playl #EEBTIHENHY EFT,

Play1ZZE Y AICIIRZERT H2LENHY T H?

A. Azure DevOps



B. Azure Application Insights

C.Azure E=42—

D. Azure Logic Apps TH 4 +—

Answer: D (A —vyt—T%EY)

A

Security Center TERIED T LA TV I FEBL T 7V avFERRIEHEEMTEET, ChETSICEX [TLATVI 2 TTEET S
TLATVIDEREI VYO THEFT AOYY 7T THAF—mHEET,

SE XMk

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

ExFTEIRE: 146
RORIZRTNY—REZEC Azure Y TR Y T avhipyErd,

Name Type Attached ‘o NSG
VM5 Not applicable

Network security group
(NSG)
Network security group
NSG2 (NSG)
Subneétt, .- | Subnet Not applicable Not applicable
VIS VI TCT D%ddal thachine Subnet1

NSG1

Subneti Not applicable

IP7 KFLZ10.1.04 NAVM5 [CEIYHTHNET VM5 IZIFNNTY VY IPF7RLRARHY FEA,
VM5 21X RORIZTRT ESICBRENESY A AV B4 L JUIT)VM 72 ERARHY ET,

JIT VM access configuration R o X
”-l:}* I,fl |] | E;r - I-r"'_l':? H‘i:l = f."d_ﬂ!l I‘E:::.
\h'll\»‘S l ¥ I L e ;F'L—"-" -}‘J\'l“'\\f-_ﬂ L ks
-+ Add Save X Discard
Configure the ports for which thg just-in-time VM access will be applicable
Port Protocol Allowed source IPs IP range Time range (hours)
3389 Any Per request N/A 3 hours

VM5 D JITVM 7O R EHHIZLET,
NSG1 21  ROEIZFRTZEIL—ILHLEHY £,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Priority Name Port Protocol () Solirce Destination Action

e "f.\:b
'?ﬁ:f}"' :J"
100 & SecurityCenter-JITRule-... 3389 Any L:? 4 Any 10.1.0.4 @ Aliow
#....r H__w;b‘-
1000 SecurityCenter-JITRule_341... 3389 » Ay B Any 10.1.0.4 © Deny
‘--I E -
4 o @
1001 RDP 3389 h Y Any Any S Allow
gr- -L.".;ﬁ‘ w
65000 AllowVnetinBound = Any VirtualNetwork VirtualMetwork @ Allow
&
65001 Emﬁ:ﬂr 0 Any AzureloadBalancer Any © Allow
65500 1_.rAIIIn Any Any Any 2 Deny

RDERAT—FAD RMZDWT, %0)17-— I~3 EAYtrue DIFEIX XL ZEIRLFT, LN DIFEF, DWVZ 1 ZERLET,
EELCBBIRT BEUIC1 RS Y FOMIELADHY £,

Deleting the security rule that has a priority of 100 will revoke the approved JIT
access request.

Remote Desktop access to WMS is blocked.

An Azure Bastion host will enable Remote Desktop access to VMS from the internet,

Answer:

Statements

Deleting the security rule that has a priority of 100 will gmroka the approveﬁT
access request. -

Remote Desktop access to VM5 is blocked,

An Azure Bastion host will eﬁ&pigﬁguﬁtte Desktop access to VMS from the internet. O

TR 147
HET=F ROKRIZTKT A T« R%EHD Contoso, Ltd. EWNSEHTEINTULET,

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso [Z[& contoso.com & LY5 & &1 Azure Active Directory (Azure AD) T3> bA®H Y F£F, X TD contoso.com 1 —H—I[& Azure
Multi-Factor Authentication (MFA) ZB#ICLTWET , T+ 2 MIF RORIZERTI—F—DBEENET,

Name User device Last sign-in During last sign-in, user selected
Don’t ask again for 14 days

Userl gl Devicel June 1 Yes
User2 S"'M&‘DSDH June 3 No




contoso.com M ZBERBFEIEL, RDKSITEHE SN TWET,

multi-factor authentication

users  service settings

dapp p4d SSDwrdS (learn more)

® Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

trusted ips (earn more)

Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

1180.15.10.0/24

verification options (iearn more)

Methods available to users:
call to phone
Text message to phone
Notification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication (earm more)

Allow users to remember multi-factor authenti-::ation on devices they trust
Days before a c{aqm must re-authenticate
ICI’OSO
RDERT—FAVFZIDOWT ZORAT— A A true DFEX [TV ZBIRLET, TN LUSNDEEIE, VWNVZ 1 ZBIRLET,
EELGEBRTAE-UICIRA Y FOBIENHY £,




Statements Yes No

When Userl signs in to Devicel from the Seattle office , -
on June 10, the user will be prompted for MFA; M [ @OS&t

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O 2,

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O O

Answer:

Statements

When User1l signs in to Devicel from thqﬁ@'ﬁ!&"office
on June 10, the user will be prompted forMFA.

When User2 signs in to ngiae}fmm the Boston office
on June 5, the user will be prompted for MFA.

When Usérd gignsin to tﬁg newrdevice from the Seattle
office pmiune 'y, il ompted for MFA.

ExHfEIRE: 148
RDRIZRT I—H—% ST Azure Active Directory (Azure AD) T+ > FWH Y ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group?2 Disabled
User? Group2 Disabled
FFY RS RORICTS BRI EOBFHNEENTVET,
Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 No
ROKRIZETESIZ Appl EWVWSARIDI SO R FTTIDERFET IR R o—2ERLET,
Name Include Exclude Condition Grant
Policy1 Group1 Group2 Locations: Boston Block access
: Grant access, Require
Poliy2 | Group1 | None m“;“ Y multi-factor
authentication

Policy3 GroupZ Group Letations: Boston Block access

Grant access, Reqguire
ti-factor
entication

ICIrOSQ

Policyd | User2 Norie FE:,E'  Any




RDEFERAT—FAVMIDVWT ZEDRAT—FA U A true DIFEIEX[IEW] ZBIRLFET, TSN DFEEF, DO IZERLET,
EELSERT SE-UITT RA v FOEEAHY £,

Statements
User! can access App1 from apiRdcdrgss of 154.12.18.10.

iiser? con pocess AppT from anlil® address of 193771015

Dger2 can S008I App1 from an |P address of 154121834,

Answer:

Statements
User1 can access App) fromian 1P acdress of 154.12.18.10.

Uiser2 can atcess App from an 1P address of 193.77.10.15

User2 can access App1 from an IP address of 154121834,

I8\ ficrosoft

&t BA

=\ Microgoft,

Statements

User1 can access App1 from an IP address of 154.12.18.10. () '

User2 can access App1 from an IP address of 193.77.10.15. “ O

User2 can access App1from an IPaddress of 154.12.1834. () O

RETEIRE: 149



Wen App App1 & Vault! & ULVS5 &ZRID Azure Key Vault 28 Azure Y TR 2 ) FToavhpyExd,

Vault! IZo—9 Ly b ERBFELTT7IVERTEDLSIZ Appl ZHBET IDLELHY ET,

App1 ZED LS IZERITNIEENTL & 5M? BZTBICIF REEETEDGA T avEBIRLTLE S,
FEELGERTBEVITTIRASA Y FOMIELHY FT,

Argwrer Arca
Configuee Apg | 1o suthenicate by uling &
et i g
Pams e
EW‘E‘ & iy Yl reberence for Appl from he | e mpgred maraged ey

'.'”H Fl __]-..-.1 —rw‘ wegrFily
Answer:
Arwrer Arca

Confguee Apg | to suthenixate Dy uing a

B Erat
Configues 3 Ky Vault teference for dpp Soam the o mugied e st sty J
'.'"H Fl __]-..-.1 —rp-w' N L]

FTREE: 150
RDRIZTRIT 11— —%E L Azure Active Directory (Azure AD) 75> kDY ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Dizabled
T MIF RORICRTRAMTEDEANEENTLNET,
Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 No
RORIZETESIC Appl EWVWSBRIDI SO R TTIDERRET IR R O—EERLET,
Name Include Exclude Condition Grant
Policy1 Group1 Group2 Locations: Bostan Block access
r Grant access, Require
Policy2 Group1 Norne era_lm I L multi-factor
lacation
authentication
Policy3 Group? Group LoCations: Boston Block access
- Grant access, Require
Palicy4 User2 MNone :ucfftl:;l:s .P"j'y. o A-aiulti-factor
T authentication

RDERAT—FAVKMZIDWT FDRT—FAY DV true DBEIX[IETWV] ZBIRLET, TNLUANDBAF, VWE ZEIRLET,

FELCERT AEUICT RS Y FOEELHY FT,



Statements
User! can access App1 from apiRdcdigss of 154.12.18.10.

User2 con peciss A1 frim anll? address of 193.77.10.15

Microsoft AR Mo

Statements
User1 can access App1 fromian 1P acdress of 154.12.18.10.

User2 can aétess App1 from an 1P address of 193.77.10.15

Usir2 can aceess App1 from an IP address of 154.12.18 34

Microsoft

iEA
8" Microgoft,

Statements

Usera can access App1 from an IP address of 154.12.18.10. () @

User2 can access App1 from an IP address of 193.77.10.15. ‘@J O

User2 can access App1 from an IPaddress of 154.12.18.34. () [ﬁ

=HERE: 151
RORIZRIHREI L UVEEO Azure TR ) ToavhHhyEd,



Public IP
13.80.73.87

. 2.1, 213.199.133.190
VINETZ2Y. >U D ’ T None

Subnet1 & Subnet2 [Z[& Microsoft.Storage ¥ —E X TV KR4 ¥ kRS TULVET,
storageacc1 E WS RRID Azure A hL—U THO U MOBHY ROESITEBEESNATVET,

= x ) Refresh

Allow access from
O Al networks @ Selected networks

Configure network security for your storage accounts. L earn more

Virtual networks
Secure your storage account with virtual networks.,  + Add existing virtual network
+ Add new virtual network

VIRTUAL SUBNET  ADDRESS  ENDPOINT  RESOURCE  SUBSCRIBTION

MNETWORK RANGE STATUS w !
Microsoft

Mo network selected.

Firewall
Add IP ranges to allowaccess from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
P address or CIDR

Exceptions
Allow trusted Microsoft services to access this storage account @
(] Allow read access to storage logging from any network
(] Allow read access to storage metrics from any network

RDERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEWL] ZBIRLFET, TN DEEF, DOZ EERLET,
Statements IE MicrosoftYes No
From VM1, you can upload a blob to storageacc1. © O

From VM2, you can upload a blob to storageaccl. © O
From VM3, you can upload a blob to storageacc1. © O

Answer:



Statements Yes No
From’VM1, youcan upload a blob to storageaccl. O O

From VM2, you can-upload a blob to storageacc1. O |[O

From VM3, you can upload a blob to storageaccl. O [O]
S8
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

A7: AZ-500 RERESE (X GoShiken.com AR SN f=EHE LI Ly AZ-500 HERRIRESE ! GoShiken.com MWD AZ-500 RERRIEE %
Bt L TULVvET, GoShiken.com AZ-500 SREARAREII R T MBENEETIIWVVET , &H D GoShiken.com AZ-500 fIEE XS Y T
% AlE Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFREARESE A & IEf2 (T = T 30%wiFRlE|5Ia— K:

Freepdfdumps)

Ex#TERE: 152
RORIZTY Azure REI S UAHYFT,

Name Operating system Region Resource group
VM1 Windows Server 2012 eastusS RG1
. West
M2 Windows Server 2012 R2 Europe RG1
: West
VM3 Windows Server 2016 Europe RG2

VIVi4 Red Hat Enterprise Linux 7.4 EastUS RG2
KERER) — 3 D RG1 [Z Analytics1 & LV5 & RID Azure Log Analytics 7—9 AR—XEER LET,

EDRIET L 2% Analytics1 IZEERTEETH?

A. VM1 H

B. VM1_ VM2_ VM3 O &

C. VM1_VM2_VM3_ VM4

D. VM1 & VM4 D &

Answer: A (A —vt—T%EY)

DO AR—REERT S

* Azure portal T [T RTODY—EXR]ZV Uy O LET,JY—ADY R K LogAnalytics|EANLET AHNZRHBRTHE AAIZED
WTYURMNTAIILE—EBEINES (AT ZBRLET,

*MERR) 22 Vv L ROEBEDBIRBKRZEBIRLET,

# LU Log Analytics 7—9 AR—RADEHTZIEE L £ 9 (DefaultLAWorkspace % &), OMS 7 —%9 AR—X (% Log Analytics 7—%9 A R—
REFEND&SITHYFELE,

BIRSNTWBST 74 ABEYTHEWNMESIE, FOYTAOY YA ML ERLTYVIEDY TR ) T avwzBRLET,
[UY—R TIL—TNIZIE 1 DUED Azure RET L U EESOBRED) V—X JIL—TEERLET,



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

VMW T 704 SNhBIGEEIRLET, M- DL TIE, Log Analytics RED —2 3 o THEIMN | ZSBL TS,
https://www.fast2test.com/AZ-500-practice-test.html 47

A ®h73 Fast2test AZ-500 5X5&% PDF fRELS - #T L LY AZ-500 A & D ERRRE

THAREETY,

RIEfE:

B. C: Log Analytics 7—9 AR—XR L . T—2 A FL—UDHBHEIGFRZRHELET VM2 & VM3 (FRIDEFRIZHY £9,
D: VM4 [ZRIDY) V—R T IL—TTH,

SE XMk

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access

B HfEIRE: 153

Group1 D ID 7V ADEHFmI-TWHENHY ET,

HEIEMETEIREN?

A. Group1 [IZA UN—=y T IL—)LZEEMLET,

B. JIL—T1#HIBRLET, JIL—T 24 TH Office 365 TH S Group1 EWVWSBRIDHLWIIIL—TEZERLET , 2—F—ET/NA R
ENL—TIEBMLET,

C.Group1 MDA UN—=y T IL—ILEEBLET,

D. Group1 DA UN—=9 T B TH [BIY U TEHR ICEBELFET WA= TEHED2 OO INL—TEERLET,
HFLWSIL—T% Groupt ITEEMMLET,

Answer: (fBEZ &Y D)

RIEfE:

A C:TNARELIFA—F—DEH T IL—TEERTEEITN , A—HF—ETNA ROBAAZELIL—ILEEET A EIETEE A,
D:EYETONETIL—TIZONWTIE BERDOA VIN—DHEEMTEET,

o)A
Litware [, XD ID LUV 7V ELRBEHFZHELET, IRXTOY ISR A—HF—LZFDT/N1( XL, Group! DA IN\—TH B
EhHYET,

TT Y MIFRERDTIL—THEFEFNTLET:

Type . . Description

A group that llas_thie Dynamic User membership type,
contains alf'the San Francisco users, and provides
access#te many Azure AD applications and Azure
resgurees.

Security group

S 3R

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal ID &7 7 £ X D EE
Testlet2 M7 —RX AT 4 ThIF7T—R RET 4T, 7T— AR T4 [FENZHENIEESNSIDITTREHY FEA BT—REETL
W ITABRBREEEOCT CENTEET L, CORABRICITEBMDY—RRE T4 PEI L3I VN EETSEENHY FTT, ZDHRER
[CEFEFNAIIRTOEMZHRESNERERNICE T TEALIICKEZEERT ILENHYET,
F—RRBATAICEENDEMITBEZABSICE T—RARE T4 TRUEENLIBHRESHI IBDENHYET  T— R RETAIZEX T—R
AET A THASNTWE LTI AICHAT LHMERTIRET IBTROZOMD) V—ANEFNLIZELHYET, COT—RRX 2T«


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Tl BFEMIThOEMMD SIHI L TLET,

CDT—RRETADREIZ, LEA—BEEINRRINES, COEBECTIE, RBORDEY L 3 VICETHIIC EEZHERL EEEZMRDS
CENTEFT HLLWEI D3 VERBLEZRIE. ORIV DI VICRDBIEEFTEFEEA,

T—RRABRT 4 ERBT BICIE

CDT—RRAET A DRADEMERTT BICIE, RN REZVEZV )Y LET BRICEZADFINC ERAORA DR U ZEFERALT
T—RRABTADABERARTLIEESVL, ShoDREFVZ2D ) v 95 EDRREHR BHEORE, MEOHRBALEDFERNEKRTIIN
FT T RREITAIT[TRTOER] 2 THHIEE . RARINSERITEFEDO R TICRREINDIFEHMERMLETHH I LITEFRELTLE
SV EBEMICERSEMMNTE D, BRR2Z2 Uy LTERBICRY ET,

BE

Contoso, Ltd. [, EV YA —ILIZAHZES TF7 MLEZ2—T—VI22 DX EEA D3 0HILT4 VI TT,
RttEH—NR— A VTSRS Fr&h%E Azure THRR FLTUWET,

Contoso [Z1&, Sub1 & Sub2 &LV BRID 2 DD Azure Y TR Y T a3 vbhHBYEST ELNDH TR )T 323 contoso.com &
LYS A BIM Azure Active Directory (Azure AD) 77 > FZEER T A TLVET,

BEFEORE

Azure AD

Contoso.com [Z[X RORIZTFRTI—F—NEENTVET,

emviViicrosort Role
Montieal Global administrator
MONTREAL | Security administrator
London Privileged role administrator
Ontario Application administrator

Seattle Cloud application administrator
Seattle User administrator

Sydney Reports reader
Sydney None
Sydney Owner

Contoso.com [Z[E RORIZETEF ) T4 JIL—THEENTLET,

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON"
Group2 | Dynamic user user.city —match “*on"

HJ1

Sub1 2% RG1.RG2. RG3_RG4_RG5. 5L U RGE ELNSBHID 6 DD Y—R T IL—THREEATNET,
User9 &, ROTRIZRITHRERY FD—0 R LET,



Name Resource group
VNET1 RG1 0O
LVNET2s0ft . [IRG2Z
VNET3 (3" ' " | RG3
VNET4 * RG4
Sub1 [ZIE RORICRI OV INEENTUVET,

Lock type
Delete
Read-only
Delete

‘Read-only

Subt 12X RDORIZFET Azure R —hAEFEATLET,

Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RGS
types z
Not allowed resource | networkSecurityGroups RGS5
types .\

Not allowed resource ailNetworkstyityalNetworkPeerings | RG6
t}rpeg I W B % B it i N .
Y72
Sub2 21 ROKRICRITRERY FT—UODEENFEFT,
Name Subnet

VMNetworkl | Subnetll, Subnet12, and Subnet13
VNetwork2 | Subnet21

Sub2 [2[F, ROKRIZFRIRET L UAEFENTNET,

Name Network Application Connected to
interface security group
VM1 NIC1 ASG1 Subnet1l
VM2 NIC2 ASG2 Subnet1l
VM3 NIC3 None Subnet12
VM4 .. | Nica | asG1 Subnet13
VM5 Wics! U5UTL | None Subnet21

TRTOFEET VISR TY v IPT7 RLRAHY . Web H—/3— (IS) DREIHA VR F—LENTVET, RIEETS VDT 7 AT
A—ILTIE ping VI ITRXAREWeb VI IR MONFRISNET,
Sub2 IZIE . RDEKITET Ry FT—5 £X2 T4 FIL—F (NSG) ABZENTVET,



Name <o} 'Associated to

NSG1 NIC2
NSG2 Subnet11
NSG3 Subnet13
NSG4 Subnet21
NSG1 2, RORICRTZELFI VT4 L—ILEHBYET,

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureloadBalancer | Any Allow
65500 Any Any Any Any Deny
NSG2 [ZIF, RDORIZRTZELX 1T 4 L—ILDBHYFET,

Priority Port Protocol | | /i - Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 [Z[F, RORIZTRTZEELX 1T 4 L—ILHHYFET,

Priority

Protocol

Source

Destination

100

TCP

ASG1

ASG1

150

Any

ASG2

VirtualNetwork

200

Any

Any

Any

65000

Any

VirtualNetwork

VirtualNetwork

65001

Any "™

Any

65500

Any

| AzurelLoadBalancer

Any

NSG4 [ZIE, RDOKRICRITZEELFU T4 L—ILD

HYFET,

Protocol

Source

Destination | |

Any Ay

Any

VirtualMetwork

VirtualNetwork

AzureLoadBalancer

Any

Any

Any

NSG1_NSG2 NSG3 E KLU NSG4 [Z[E RORICRITEEELF1Y T4 L—ILDBEBYFET,

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

BRI E S

Contoso [ERDEMEHZHFELET,
* Azure Firewall % Sub2 @ VNetwork1 [ZTF 704 LE T,
*App2 EWSARIDT T) 4r— 3 > % contoso.com IZEEFLET,




*A[REGR Y R/MFEDRAIZERA L T Z &L,
* contoso.com (2%t L T Azure AD Privileged Identity Management (PIM) &% LE 3,

HTEIRE: 154

WHEICHELT RORTA UERBEREFERALET,

A—H—LZEANTBIZE [HA VA V] RYDRIZA—YILEEE  FTOL—HF—R2ZV VI LFET,
NRAT—FZANTBICIE, RRT—=FDAAIRYIRIZA—VILEEE, TONRRT—FEI2 v I LET,
Azure 1 —H—4%: User1-10598168@ExamUsers.com

Azure /XX 77— F: Ag1Bh9#Bd

ROERIE, TV =hIL Y R—FDOHFZEBHELTNET,

FiRA U RA R 10598168

@

Bt Microsoft

Sign in

1o contimae to Mecrosolt Arurg
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e Fay F drmtnactore Cldnad ipeid 1oF &

iy Advvpoe
O tennry Canter
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Azure mobile app

a Help » wppon

i & 200 Store [ P Gooole Py
VM1 £ WS BARTIDREY L VDO CPU ERZEM 15 2T 70% i A f=3HE (. admin1@contoso.com & L\ S ARIDA—H—IZTF7 57—
FEBFA—ILTEETIRLENHYFT,

CDRARYETETT BICZIE, Azure portal IZHA 1 U LET,

Answer:

LTDEAZSH LTI ZEL,

A

Azure portal ZFERLTA CY YD IZHTET7IT— b IL—ILEERT D

1. R—B LT BEERED ) Y—R (ZZTIEVMI) £BDHTRIRLET,

2[R o> avT[7I3— b II99)NEERLET , TFRAMETAAVRNYV—RIEIZETFELGDBENHYET,

B [ARIYY TS—FDEMOZ IV I)NREIVEBERL UTDOEIITT4—ILRIZAAL [OKZV Uy I LET,

A RYwo:CPUDIEE

& UL

HME: |ED 15 L

BHRIAE BFA—I

BINOEEEDEF A —IL: admin1@contoso.com



Condition

Greater than v
* Threshold
60 v
%
Pencd @
Over the last 5 minutes oo v
§ .
Notify via
.EI owners, contnbutors,
g2 Micre
Additbonal administra ig)
admin@contoso.c v
Webhook @
hitps//www .contoso.com/dowork?param v

S
https://docs.microsoft.com/en-us/azure/sqgl-database/sql-database-insights-alerts-portal

X#TMEE: 155

Sub2 ® VM1 VM2 ELU VM3 DtEFa T4 ZFHBEL TLET,

RDERAT—FADMIDVWT EDRT—FA U A true DIFRIEX[IEV] ZBIRNLFET, TNLSNDFEF, DO IZERLET,
FELCERTBEUICT RS Y FOBEELHY FT,

Microsof

From the Intemet, you can o on VM1 by usang HTTP,

From the Intenet, you can th‘uehsermmw.ﬁbyushgﬂm.

FMWIMMQ o the web server on VM3 by using HTTP.

Answer:



Answer Area

Microsoft o i

From the Internet, you can connect to the web servér on VM by using HTTP,

From the Intermet, you can connect o the web server on VM2 by using HTTP.

From the Intemet: you ¢an Conrect to the web server on YM3 by using HTTP.

& HfERE: 156
RORIZERT LSIZ EastUS2 J—2 3 222 DD Azure RET S UAHY ET,

Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

Azure Key Vault #7704 L TR LET,

VM1 & VM2 T Azure Disk Encryption # %I T2 5 L e HBTIRENHYET,
BEREISUTHZEZEET HILELNHY FIH? EETHICIE, BAZFEETE UG T a v EERL TS,
S ELGBIRT BEUIC1RS Y FOBENHY F9,

v

The operating system version
The tier

The fvpe ¢ = Microso

e =

v

Th#} 5pérating system version
The tier
The type

Answer:




T_Tne_opgrating system version |
The tier '

The operating system version
The tier

B

VM1: v
The operating system version

The tier . A
The type

=

Microcaft
;'M'J:FL!G-L}(JI{. aF . e

& 4 Y

= == =

he'operating system version
The tier
The type

VM1: fEE

BEEZEIZT Y T L—FTE2RENHYET,

Windows & & U Linux laaS VM @7 « X Y kEB1{tIL, Standard VM & & U Azure Premium Storage ZfgZ 1= VM DT X T®D Azure /37
w4y 1J—3 & Azure Government ) —2 3 U CT—RIBIH S TUWET,

VM2: 24 7

VMtype # A.D. DS G . GS . FHAEDL)—X1aaSVM DWVITNMNIZERTHIHENHY T,

ARL—T 42T PRTFLDODN—=23 2 TlEHY £ A: Ubuntu 16.04 BHR— b TLET,

S 3Rk

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#bkmk_LinuxOSSupport



Ex#fERE: 157

RORIZSRKTRA L= THOUMEET Azure Y TR ) T avhbyYET,
Name Type

storage! Azure Blob storage

storagel Azure Files SME

storages Azure Table storage

AT VR ZBAT DRENHYFET,

BFEARL=U T7HAI M EDRKREOEEEEATEETIMN? AEITAHICKX HED) 7 THEUGERKRERRL T EZS W, FELLE

RERIFEhZTh 1 RS > FOEENHY FT,

Answer:

storage’:  Shared Key, shared access signature (SAS), and Azure Active Digectory (Azure AD) ¥
Microsort

storagel  Shared Key only 2

storaged:  Shared access signature (SAS) only v

Ex#TERE: 158

Sub2 DB L UEDRY FT—VBEIZHTET IV r—avtXxal) T4 JIL—TOEEBEFHLTLET,
RDEFERAT—FAVMIDVWT EDRT— AU A true DIFEIL IV ZRBIRLFET, TSN DEEE, DO EBERLET,
FELCERT SFEUICT RS Y FOEELHY FT,

Statements Yes No

™ 2
- R

; - s ;-:1t N , f Il el ar
From VM1, you can successfully ping the private IP address qm A4 :O -1 UoUt
From VM2, you can successfully ping the private IP address of vM4. O D

From VM1, you can connect to the web server on VMA4. O O




Statements Yes No

— —

On May 15, 2019, User1 can activate the Contributor role. 1 <

| S

Oh MM%%@ QC’ @jek can use the Contributor role. :_ '_';E

T

On June 15 2019, User3 can activate the Contributor role_: Ol

A
Statements Yes No
From VM1, you can successfully ping the private IP address of VM4, O O :
From VM2, you can successfully ping the private IP address of VM4, | O | O
From VM1, you MG@Q’E@&@{& server on VM4, ) ‘ O

Ry X1 MVZE VM4 (X NSG3 ARt SN TLVS Subnet13 1I2H Y £,

VM1 & ASG1 12 Y 9, NSG3 [+ ASG2 7 5 ? ICMP ping D& %8 LETH ASG1 1 5 ® ICMP ping 257 L 4, ASGT 5 51
TCP b2 74 VI DHDEEFRAINET,

NSG3 IZIE  RDORIZRTZELF) T L—ILDEHY FT,

Ry o R 2: &Ly,

VM2 (£ ASG2 IZH Y ET ASG2 Mo IFMEED TO A FR &N 5T1-8_ ICMP ping WNFrIEnE T,

Ry X3, VM1 [Z ASGT1 [THY FFT,ASG1 HhHD TCP 574 v I MRS D128 Web Y—/S—~DEfE(EZAR— b TCP 80 F /=&
TCP 443 L TN b= VM1 1L Web —N—[ZEHmTEET,

=HTfEIRE: 159

Azure Key Vault e T 2 EBEAHYET , COV I a1—2 30 TR F—arTF—0r5HBRENEATO o A0 BRERESIS
KITTEIRENHY FT,

ARV RZEEDESICETINELIVWTLEIMN? BETDHICIE, BAEFEHETEUGA T a3 oEERLTLEZSL,



FEELSERTSE-UITT RA v FOEEASHY £,

New-AzureRmKeyVault =VaultName ‘KeyVaultl’ - QurceGroupName ‘RG1l’
AMirvancntd
-Location ‘East US’ |" F quicr%au "
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU
Answer:
New—hzuremn%’i‘;aﬂ% 8 @-@y?ﬁﬁame ‘ReyVaultl’ -ResourceGroupName ‘RG1’
VICTOSOTL )
-Location ‘East US’ ‘v
= __ o b -Confirm
a 7N =
t ?%j . -DefaultProfile
R |- -EnableSoftDelete
-SKU
SR

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

xFTfEIEE: 160
RDRIZTRIT I—HY—%ET Azure Active Directory (Azure AD) T3> kDB Y ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

RDEETE %+ D Azure AD Identity Protection 44 >4 > YR R —%EHLTERLET,

*F|Y HT: Group1 &&#H, Group2 Zxr<

XEH A4 UBERE : hlL

*TOER T RREHT SERDINDE

A—H—MNAzure AD ITHA VA VT B L EITMPRBIINEHET IDHENHY ET,
BA1—H—I2DO2\WTHZHNTIVHENHY FTITH? BET HICIE, EEEETEUGA T a vEERL TS,
S ELGERTBEVITTIRSA Y FOMIELSHY T,



When User1 signs in from a
the user will:

When User2 signs in from an unfamiliar location,

r=omM4 @rasoft

v

Be blocked
Be prompted for MFA

Sign in by using a username and password only

— — — p—

When User1 signs in from an anonymous IP address,
the user will

When User2 signs in from an unfamiliar location,
the user will:

When User3 signs in from an infected device,
the user will

v
Be blocked '
'Be prompted for MFA',
Sign in by using'a username and password only
v
| Be blocked |
Be prompted for MFA

Sign in by using a username and password only

v

: ; EKQ&Q;LW only

&t BA

the user will: ' | V.
' Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, v
the user will:

Be blocked

Be prompted for MFA

Sign in by using a username and password only

Answer:




When User1 signs in from an anonymous IP address,
the user will:

BE_ t_}locked

Be prompted for

Sign in by using a

username and password only

When User2 signs in from an unfamiliar location, O | =
the user will; |

Be prompted for MFA
Sign in by using a username and password only

When User3 signs in from an infected device, | v
the user will: ;
Be blocked

= rompted for MFA
e Ir@ﬁﬁ% @ﬁne and password only
SEXHk:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

#TfERE: 161

v k7 —2 121X Azure Active Directory (Azure AD) & RI#i9™ % adatum.com & ULV\S AEIDA > T L = XD Active Directory KA A UNE
EFNTUVET,

Azure AD T+ > FZIX RORIZFRTA—HF—AEaFhTLET,

Source . % Password
Azure AD Adatuml123
Azure AD MN3w3rT0Gue33
On-premises Active Ditector gmplexPassword33

ROBEIZRYT & 512, adatum.com DFRELAE - ISR T— FREXRTEEZERELET,



LV TCtospft

Lockout duration in seconds @ | 60

Custom banned passwords

Enforce custom list @

~ Adatum

Custom banned passwogd Ii§t ﬂ"

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory @

Mode O Enforced

RDEFERAT—FAVMIDVWT ZEDRT— A A true DIFEIE[IEWL] ZFBIRLFET, TSN DEEE, DO ZERLET,
FELCERT BFE-UICT RS Y FOEELHY FT,

Statements _] M | Cros Oft Yes

Userl will be prompted to change the password on the next sign-in. O

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123L

Answer:

o

%ﬁmsof’[ Yor 1

Userl will be pmmpted to change the password on the next sign-in.  © ®)

User2 can change the password to @d@tum_COmpleX123. @]

User3 can change the password to Adatum123!. ®) 9]
SR .

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad
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SQL & LV5 ARIM Azure SQL Database AP w9 H—N\—Z &L Azure YT RS ) T avhHByYEzd, £ LT VM £S5 ARID Azure
REISY VM1 [ETSAR— K IP7 RLRDAEEALET,

SQLI DI 7AT7V0A—ILERERY FT—V DREEZRDRAIZRLET,

Add chant |6

allow Azure services and resources 1o access Ths ser/er
P o
Client IP address BREEET5.106
Rule name Start IP End IP

o firewa configired

Virtual networks
Rule name Virtual network Subnet
ot rules for this server

VM1 N SQLY IZERTEL L ZHRI IVENHYFET , VY a—2a TR &IMFEDRAZFERTLIHLELHY T,
HETIEMET HZREN?

AFLWIFZATO4+—IL L—ILEERLET,

B. BFDRERY bDO—0 EEMLET,

C.Azure H—ER E Y Y—RIZEBIDH—N—A~ADT7 I RAEZHFATHZE[IFV] IZHRELET,

D. iR o—#TOFVICKRELET,

Answer: A (A —vt—T %KY

Ex#EIRE: 163
Azure Security Center s hRAA L 75— b L—ILEERLET,

TFI3— MR R)A—ENEEZIIBFA—N AvE—C5RETHI1—F—ZBRATILENHY FT,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

DIz o2 EN?

A. Azure Monitor o 7o > a >y T —TEERLET,

B.tXaUT4 o8 —D05 Azure TR ) Toavdtexa) T4 RUL—REEZEELET,
C. Azure Active Directory (Azure AD) i\  2¥a ) T4 BEBFERINIIL—TDAVN—%FEELET,
D.t¥alT1 o8 —Hb 75— FIL—ILEEELET,

Answer: A (A —vyt—T%EY)

FRBA/SHR:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

PRI 164
RORIZRIHMEITSUEFEL Sub1 EVWSERID Azure TRV ) T avhihpy £9,

Resource group
RGf_l_ e
-RG2
RG1

RG2

ARRBINzA—YV—HIBT7IEREERTDHETC. RGIOEEII DU E—F TRV by T R—FBPEHALLNM TSI LEHRT INE
nHYET,

fAIZEHEITNIELNTL &L S5H?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. 77— avtexa)yT49L—7

C. Azure Active Directory (Azure AD) &£#-HtE 7R

https://www.fast2test.com/AZ-500-practice-test.html 75

F 7% Fast2test AZ-500 5X5&% PDF RARESE - #T L LY AZ-500 A & DB ERE

D. ¥ AL VAALUIT)VM 7O X

Answer: (&% &RT9 5)

DY AP UAALUMERETSY (VM) 7O EREFEALT Azure VM ADZE LS 74w 20y 0300 L KREIZSHLEINDHUR
DEBERBLGAL BELEZFICVMICERT 2-O0HEBELT IV L RERETEET,

E DY R M VB A LDBEHIZIE > TULNSIES  Security Center [(ENSG IL—IILEERT B EIZE>T Azure VM ADZIELS T4
DFOQOYVEIIVLET RENTIT4vIEOAVIFIVDTEVM EDOR—FEERLET , SNEDR—FE O R MR A LY
)a—avICkoTHIEIENET,

A—HF—DB VM ADT I ERXAEERT % & Security Center [, A—HF—HB VM ADT IV EREZEFBICERTEIRIR—ADT U R
{#l (RBAC) 7V R ZH >TLWAIMNEINEFHRLET, BRMAKBIN B & Security Center [E IEE S -#ifE, FEIRSnIzR—
BERUEREINEETIP 7 FLRAFERFHEEANDZEN I T4 vV EHFATEHLIIC, XYy FT—Y X2 T4 JIL—T (NSG) &
Azure Firewall Z BEIMIIZHER L T3, BEIAEZIBT 5 & Security Center [£ NSG ZLUBIDIREICET LET, =1L I TICHIIATWL

LERIEPHINELEA,
S
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
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contoso.com & LY5 & EID Azure Active Directory (Azure AD) TF+ > bBHY ET, TF 2 ML RORITRTA—HF—DEFENFET,

Role

Sign in frequency

Password administrator

Sign in every work day

Password administrator

Sign in bi-weekly

Global administrator,

Passivordinmiistrator

Signs in every month

ROBEIZRT & 512, Review! EWVWSBAFIDT YV R LE2—ZERELET,

Arcey revieat Prsbile reviewers to atet 1o U

* Fevew name | Review!

2015-03-01 )

2019-03-20 ]
Micresoft

U .)I:ﬂ'l'\-qu'

Password administrator
Reviewers

ers | Members{self)

. —3

FOyIE Y A-2a—%#FALT HIZREIATOAERICE DDV TERAT— M AV M ERERSEIEZE0BIRBEEEIRLET,

FELCERTSEUICT RS Y FOEELHY FT,




User3 can perform Review1 for

User3 only
User1 and User2 only
Userl, User2, and User3

If User2 fails to complete Review1 by March 20,2019

‘f’i\f’ﬁ'ﬁ@:r

the Password administrator role

The Pa sswo administrator role will be revoked from User2
gﬁmfe a confirmation request

Answer:
User3 can perform Review1 for . v
User3 only |, |
User1 andUser2 only
Userl, User2, and User3
If User?2 fails to complete Review1 by March 20, 2019 v
The Password administrator role will be revoked from User2
“‘* jT ﬁ ﬁ W’Q . | retain the Password administrator role
er3 will receive a confirmation request |
BA3)
User3 can perform Review1 for % v
User3ony
User1 and User2 only i
Useri, User2, and Userd | Py C 'ﬁ'
f User fails to complete Reviewd by March 20, 2019 - v

The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request

Rwv4 X 1: User3 DH

A—H—IZEHSDERIDENY BTEERIEDIZIE, FonNn— BT avEFRALET,
Ry PR 2:User3 [FHER VIV IR MNEZELET

LEA—#HEFEIEREITARESTELGIVRA MEFERLT, LEA—8EAICLEa—#HEENLEA— LGNz —IZAEI S
NERELET, COXRERX, LE2— BEEFI K> TFHCLEA—SNA—F—ICZIFEELFFA BRRLEL—HBYEDORENL B
BIDHBE 1—Y—DO7 VR FHIBRESNET,
EFEGL-A—H—DT7 IV REZEELLZVEFFICLET
T RREDHIRR - 21— —DOT7 7 REZHIRLET
TORRERR - A—F—DT7 IV REZHRKBLET
HREFEZEAT S - 11— —0O#RMNET VR ZESFEREBT RO AT LOMREEEZHFERALET,
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-se
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App1 ELNS ARID Web 7 F1J) & Vault! & L5 BRTD Azure Key Vault 288 Azure Y TR ) T avhi®HyEF9,
Vault1 [2o—9 Ly FERBELTTZ7 IV ERATES K SIC Appl T H2LENHY ET,

Appl ZED LS ITHBRAINIEIWNTL L H5M? BETBICIE, ABFEETEUGA T a v EERL TS,

FE ELKBIRTB-UI21 KRS > FOEEADY £,

Configure App1 to authenticate by using a:

“MUser-assigned managed identity
System-assigned managed identity

w

Extensions blade
(General settings tab
TLS/SSL settings blade
Application settings tab

Answer:
Configure App1 to authenticate by using a: v
Key
Certificate
Passphr_a'sg A
User-assig ed managed identity
System-assian d mas ' '
Configure a Key Vauit-r_efa‘eriCé for App1 from the: — v
Extensions blade
General settings tab
TLS/SSL settings blade
plication seftings tab
SR .

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet



Axh7i AZ-500 REREL (X GoShiken.com MRS =& LT L) AZ-500 REARGRELE | GoShiken.com AEREH D AZ-500 HERRIEE &
IRt L TULVvET, GoShiken.com AZ-500 SRERRIREII BRI T MBENEMTIIVET ,, D GoShiken.com AZ-500 fIREEE S Y T
5 A& T 5 5! https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFF R EE A & IEfZ{F = T 30%wHFHIEI5 10— F:

Freepdfdumps)

EXHTREIE: 167
RORICRTEEI Vv EEL Azure TRV ) T3 vhHYET,

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROFKIZFRT Azure R O—ZFERRLE T,

Policy definition
Not allowed

resource types
Allowed resource

| types alda )ﬁ;%@’

- 3
-
e e

RORIZERITVY—R AV I EERLET,

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

RODERAT—FAVMIDVWT ZEDRT— A A true DIFEIE[[EWL] ZRBIRLFET, TN DEEF, DR EERLET,
FELCERT BEUVICT RS Y FOEELHY FT,

Statements

You can start VIM1.

You can start VM2,

You can create a virtual machine inRG2. O



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

[

Statemeﬁf#':i Cros UIL Yes No

You can start VM1. @) @)
You can start VM2. @) E
You can create awvirtual machine inRG2. O O

= HfERE: 168
RDOEIZRT Azure Log Analytics 7—9 AR—ZREEL Azure Y TR ) T3 ondHYFET,

Name Location Description
Workspace1 East Us Used by Azure Sentinel
Workspace?2 West US Mot applicable

RORITRIRET S VEERLET,
Name Location Operating system Connected to
VM1 East US Windows Server 2019 None
VM2 East US Windows Server 2019 Workspace2
VM3 West US __| Windows Server 2019 None
VM4 West UE [VIIC|B\Rliows Server 2019 Workspace?

Azure Sentinel Z#EFAL T {RE~< > LD Windows Defender 774 7oA —ILEERIT BFETT,
Azure Sentinel [CERETZHRBT I UIEENRTTM?

A. VM1 #

B. VM1 & VM3 O &

C. VM1_VM2_ VM3 VM4

D. VM1 & VM2 O &

Answer: C (A —vt—T %KY

o ar:i[iEL]

ERBA/SER:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

FTRIEE: 169
RORIZRTNY—REZEC Azure Y TR YT avnipyExrd,

SaL1 Arure SOL database * East US
Analytics1 Azure Log Analytics wlrkspace East Us
Analytics2 Azure Log Analytickwinikspace East US
Analytics3 | Azure Log Anatjties Pafe; ~ ylMWesyEdrdpe

|



https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

RORIZTRT Azure A AL— 7HO U FEERLET,
Tyt gsot

Storagel | East US

Storage2 | EastUs | §oe Y Not applicable

Storage3 | West Edydpe) © | RG Hot

SQL1 DEEZEBT HILENHYET,
EEOJORBEEXEELTHERATEBRMNL—2 7HD Y ME Log Analytics 7—9 AR—R([FENTIMN? @ T B(Z1E, RIZHEE TEY L
AT a3 EBRLTLLESL,

EELGEIRTBEUICTIRA Y FOMIELSHY £,
Answer Area

Storage accounts that can be used as the audit log |Storage1 only

destination: |Storage2 only
Storagel and Storage2 only
Storaget Storage2, and Stcragel

Log Analytics workspaces that can be used as the audit log

_| s destination; |Analyti nd Analytics2 only
' Al nd Analytics3 only
= Microgeft

Analytics1 only

nalytics2, and Analytics3

Storage accounts that can be used as the audit log |Stomanet onk

Storagel Storagel and Storaged

Log Analytics warkspaces that can be used@s thelaudit log [Enatyticst onty
Lyt s Terd Anal ;cs_‘_ only

—=mnrerr e roael B
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RORIRIHETSVEEL Azure Y TR Y ToavhhpyErd,

13.80.73.87

213.199.133.190
None

Subnet1 & Subnet2 [Z[& Microsoft.Storage ¥ —E X TV FKikA ¥ kBRI TULVET,
storageacc1 & WNS ARID Azure A hL—2 PHDO U ROBHY ROESITEEESNTVET,



= X &) Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks
Secure your storage account with virtual networks.  + Add existing virtual network

+ Add new virtual network

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE = SUBSCRIBTION

y‘MiCI’OSOf

MNETWORK RANGE STATUS

Mo network selected.

Firewall
Add IP ranges to allowaccess from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
P address or CIDR

Exceptions
Allow trusted Microsoft services to access this storage account ©
(] Allow read access to storage logging from any network
(] Allow read access to storage metrics from any network

RDERATF—FAVKMIDWT FDORTF—FAY bhtrue DBEIX[IZWV] ZBIRLET, TNLUSNDBEF, VWA 1 ZEIRLET,

Statements ”| MicrosoftYes No

From VM1, you can upload a blob to storageaccl. © O

From VM2, you can upload a blob to storageaccl. © O
From VM3, you can upload a blob to storageaccl. © O

Answer:
Statements m

From VM1, you can upload able Q@s orageaccl.

SR .

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security
=EERE: 171



RDORIZTRT Y Y—RAMNEFEN S Subscription! ELNSRBID Azure Y TRV )T a3 vhhyUERd,

applicable

S : W in the Common Event

RD') Y —RX%EL Subscription2 & LVS ZHID Azure Y TRV 1) T avhHlFET,
Azure Sentinel 7—9 AR—X

Azure Event Grid 1 VA2 VX

CEF * w+—C% NVA 55 Azure Sentinel ITEIRY AT HEAH Y 9,
EELCERTBEVICTIRAS Y bOMIESHY FT,

Sutvadripnonl: [an Anae Lod AnalyTin agiel a0 4 e Tl maches

Answer:
Answer Area

H“Microsof,_t Y.

RHTERE: 172

Containert & W3 &RIOD BLOB OV TF—& Appl EWVWSRRIDISA TR TINVr—2 3 0% BT Azure R kL= THO Y MAH
YET,

Azure Active Directory (Azure AD) EBEE#{EH L T App1 @ Container! ~DF7 I LA ZEMZTZHELAHY FI,
HiatzlEfizx T EN?REFT HICIE, EEBEETHEYGA T 3 VEBIRL TS,

S ELGEBRTBEVICTIRS Y FOEELSHY F5,



From Azure AD: ‘ v
Register App1.
Create an access package.

Implement an-application proxy.
Modify the authentication methods.

From the storage account: ] v

Add a private endpoint.
Regenerate the access key.

g@iﬁ@ﬁiﬁ r C:Sir:slgggiature (SAS).

Answer:
From Azlre AD) v
' Register App1.
reate an access package.
Implement arapplication proxy.
Modify the authentication methods.
From the storage account. ' ! v
Add a private endpoint. '
Regenerate the access key.
L.onfigure Access control (IAM).
Generate a shared access signature (SAS).
S

https://azure.microsoft.com/en-in/blog/payment-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.md

R 173
ROEIZTRYREIDEY B THBHYET,

{

“RolsissigrssntTd “13886822-003a -2 00F -34S - FeRID1 72 6Dde",

“Scope”: “Ssubscriptionsflalba¥S 7 -iMepdedids - 037887 S adSFbbc S resourceGroups/RG1T
“"Displayliama™: “Adminl™,

"Signinkame™: "Adalnlcontoso .ol

“RolaDefinl t]onkams™ 1 “Owner"

“Rolslef initlonTd™: " /Faubsd™iptinn. /0albafe? -Bbed -2 3 La-32Fa-87 Vc Sad Sfbbe Fproviders/

FOy Ay A2a—%#FALT HIZREINTOAEBRICE STV TERAT— M AV M EERSEIEZEDEIRBEEEIRLES,
SEELCBIRT BEUIC1 RS Y FOMIENHY FT,



[answer choice] can delete VM1, |
Only Admin1 I\,
Only Admin1 andAdmin2 = ~
Only Admin1 and Admin3
Only Admin1 and Admind
Admini, Admin2, Admin3, and Admind

[answer choice] can create new resource groups. | s v
Admin1 onl These are the selEttions for the staterent [answer choice| ca
Adming only
Admin3 only

Admin1 and Admin3 only
Admin1, Admin2, Admin3, and Admind

Answer:
lanswer cholce] can delete VM1, | = |
Only Adminl
nly Adminl and Adming
y Ramin n

Only Admini and Admind
Adminl, Admen2, Adming, and Admand

BErevD A4 € LS OF Eource oroups | > -1
Admini mi These are the selitions for the staterment [answer choice] ca
Adming only
Adrmini and Admin3 only
Admin1, Adming, Admin3, and Admind

EHTERE: 174

Subscription1 £ WS ZHID Azure HTRH ) T avhbyEd,

T 7 #4J)L kT Subscription? [ZEIY B ToNTWSAEF1 T A REZRTTHIVLELNHY TT,
ED Azure RY S—FIEA =7 FIRREHRT DDLELHY £9H7?

A BEBDHERER) O—EE

B. Azure Security Center TOBERDEMILA =T FIDER

C. Azure Monitor for VMs DBFELA =T F TDEE

D. Azure Monitor ) 2—23>® feXa ) T4 LEE RV —EEEZT IO TIRLENHYET
Answer: B (A —vyt—T%&Y)

SR .

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference

EHERE: 175
100 EDREI S VEEL Azure Y TR 1T 3 0% Y E£9, Azure Diagnostics [FT R TDREY S U TEMIZH>TWET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

HBITRHY 1Y TarTAzure Y—ERDEREZTE L TWVET,

ROFMEMBTLILENHY FT,

IBEMANRBT L U FHIBR LA —V -2 ELET,

Windows Server 2016 {79 3 REY L DEX1) T4 ARV EEHYITYLET,

Azure Monitor TIZMIZFERAT A2UNEAHY FTH? BETHICIE BUILERRELZELWVGEMRICRS Yy LET, FBREEIE 1 BT
FERTDHIZELL EHEFERATI LY FoFERALENWIELTEET AVTUYERTTDIZIE RAIUETREIN—2FS 9T
TEHEN RVA—ILTILELNHIEELNHYET,

EELSGBIRT TSI RS Y FOMIENHY FT,

Settings Answer Area
Activity log
 Logs dentify the user whodéleted a virtual machine three weeks ago: |
_ Metrics Query the security events of a virtual machine that runs
- Windows Server 2016:
Service Health |
Answer:
Settings Answer Area M
| Activity log
lLogs | Identify the user who deleted awirtual machine three weeks ago: | Activity log
Metrics Query the secunty events of a virtual machine that runs Logs
Windows Sepver 2016
Service Health

SHg .

https://docs.microsoft.com/en-us/azure/security/azure-log-audit

EX#TfERE: 176

OU2 & Userl I L TERHEISN-EEZEITT DIRLEADHYFT,

EDV—IZEFERTIVENHY EFITI BEZADICIE BYLY—IILEZELWVW)YV—RICFSYILET  EY—IF1REFERT LS D,
BHEFERATLI L FoKFEALLGVWIELTEFES , AVTUYERTRIDICE RAVEAITHEIN—Z2 FSv I T 5N XU 0—
VT DRENHIEENHYET,

FELCERT BEUICT RS Y FOEELHY FT,



B
Tools Answer Area ﬁ‘:""-‘@, =
"o D
The Azure portal ouZ: } "‘w'i—c_egf"{‘

# % .E
\: 2

Azure AD Connect
The Active Directory admin center

Active Directory Sites and Services g% —_‘g

| Active Directory Users an- ﬁsﬂi M I {: ro S O-f-l

Answer:

Tools Answer Area

The Azure portal ou2: Azure AD Connect

Azure AD Connect Userl: ! The Azure portal

The Active Directory admin center J

Active Directory Sites and Services'

" Active Directory Users and.Com et rs I M IC FQSQFt

=FTERE: 177

ECOEMIE RLYFUAZRT—EDERO—EHTYT, SOV —XDEERICIE BESN-BEZERTETHREEDHIHED
RRRNEFENTUVET, —HOEBEMEY FMIIEIBEHMDELWVBRENEENDGENHY TTH MOER LY FIITIE L VDERENLGL
HZENHYET,

DLV aVOEBEMICEZET 5L TOERICRDZEIETEEFEA, ZDEH, CNODEMIELE 2 —EAICIERTEINELA,

Sub1l E WS EZHID Azure Y TRV YT avhbyUzET,

RG1 EWWSERIDY V—R JI)L—TFIZSal EWVSERHID Azure A hL—D FHO U BB Y ET,

A—H—=,T7TVT—=2 30k WO DHEET7THVERESL (SAS) LRBESNETIVER R O—%FRAL T, Sal D BLOBHY—ERE
T774ILH—ERICTIERALET,

EBROGWA—HF—DNT 7ML H—ERXEBLOBY—EXDEAICT VA LI &MY FELT:,

Sal "NDIARTDOT IV EREZRYETRELNSHY FT,

BRR. FHLWMRESNET IR RYO—%ELET,

NIZEEZERLTUOETH?

A [T

B. LMVZ

Answer: (fBZ % &R~ D)
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&5 A

HET7IVERELF TOTRBEDEED) Y —RAANDT I RAERELEFT  BRESNET7Y X KR —I&, Shared Access Signature

(SAS) DT IL—TFTF SAS ADT I RERMYHETIZIE. ROVTIANEEFTTEET,

1. Keyl £/zlE Key2, DF Y SAS ~DELZICHERASNE 7V R ¥—%0—7—2 3V LET SASDERIZERASINT7VER ¥—%
A—7—>3>95& LRINCERSINT SAS AENICH DO LRTIIERAIA TV SASHARYEShET,

2.SASHY U ENTWVWBRESINETIVER RY—ZHEHIBRLET A7 R 792X RYS—DEIBREINDE ZOXR VTR 701
R RYO—IZEEMTENTLNS SAS EEMICHY FT,

= #fERE: 178

ID EWSRBDOYR—T K ID ### 5 _Azure Active Directory (Azure AD) T+ > MMZU VO ESNhTWS Azure Y TR )Y T avhby x
T, T MIE RORITRT U Y —RABEENRTUVET,

AU BETAV2 IZIFED) V—REEBMTEEIA? MET HICE, MEFEHTEYGE T a VvEBRBRLTEZY,

Name Type Assigned olject
A _Adiministrative unit User!, Groupl

ALL2 Admirusiratne wnil None

Userl Liser Not applicable

araup | Secunty group Mot applicable

Groupd | Microsoft 365 group Mot applicable

AUT & AU2 IZIFEDY YV —REEMTEETH? BAET SHICIE, BERETEU G T a v EBERLTCEE Y,
FELCERTHEUVICT RS Y FOEELHY FT,

Answer:
Lrrwer Arca

A i 4 (et arly
Ceoupd and ldentity | only

ALt

ety | COindy

- AL s bedemiti ty T iy
\WWilTal & L b st il
I ...Itlﬂ..ﬂgm- Rty | condy

Group 1, Group.d and User T only |

=R 179

T2 b I+ —LREEHZH-TICIE Rolel ZHERTHILENHYET,

Role1 DO—LEREZEDLSICHT I ILENHY EFIA? HET SHICE, BMERETEIGA T a vEBERLTCEZE W,
FELCERT SEUICT RS Y FOEELHY FT,



“Nama®”: “Rolel”,

wId~: *11111111-11311-1111-1111-111111111111~,
“IsCustom”™” : true,

“Dascription”: “"WM storage operator”
“Actions” : [

vl | v

“Microsoll Compute/
‘Microsoft Resources/
“Microsoft Storage/

1

“"NotActions”: [
1,
“AssignableScopes” :

= Microsoft

v

1
]

Answer:

Azure Cloud Shell
Azure PowerShell
Azure Security Center

A

1) Microsoft.Compute/

2) T4 RY

3) /subscrption/{subscriptionId}/resourceGroups/{ 1)) —X J)L—7 ID}

Resource Group! DY RX—Y K T4 RV DEBEZRIT T BHIZIE_Rolel EWVWSARDHFHLWLWARSE L RBAC O—)LEZERTEIHELAHY F



T RZEIF NVY—RTIL—T VIR L TOAERARETHILELNHY FT,

x¥fEIRE: 180
. COBMIE. RLSFH A ZEZRT—EDBERO—HTT, COV)—XDEREBEMICIX BESN-BEEZERTETIHAELEOHIHED
RRRNEFENTUVET, —HOBEMEY FIIEIBEBODELWVBRENEENDGEENHY TTH MOER L Y FIIXIE L VDEERENEGL
HZENHYFET,
DY AVOERICEETSE  TOERICRSZEIETEEFRHA . ZDEH N6 DEBERIILE 2 —BEREICIERTINEFLA,
Sub1 EWSERHID Azure T RS ) T arhdHml £9, Subl [Z1E, Windows Server 2016 #E473 % VM1 & VS &RID Azure {RFE~<
DUNEFENATWVWET,
Azure Disk Encryption 2R LT VM1 T4 RV ZBEILTIHELAHY T,
ED3DDT7HU 2 avxBBIZETTIVELAHYE TN EIZTAICIE. 7/ avO) R MOEYETY L 3 o EEBEEHICEHL .,
ELWEFTHRET,

Actions Arswer Area

Configure secrets for the Arure key vault.

Create an Azure key vault. .
| l . B _9J
Run set-AzureRmStorageAccount. s ' &y -

-y _Wa =R W W
N TR W

Configure access policies for the Ardre key vault.

—r
[ ]
Run Set-AzureRmVmDiskEncryptionExtension. | M E C rOSGft

Answer:

Actions Answer Area

Configure secrets for the Azure key vault, Create an Azure key vault.

pCreate an Szgre key vault. . Configure access policies for the Azure key vault.
- . -

st ——t

HUN Set-AzureRmsStorageAccount. Run Set-AzureRmVrDiskEnceyptionExtension.

Configure access policies for the Azure key vault.

Run Set-AzureRmVmDiskEncrypridnExtension.

Explanation:
SE XMk

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

B#TfERE: 181



RORIZRTVY—REEL Subl EWVSAHID Azure TR ) T3 onihyEd,

Name Type Region RetoLiCe
group
Sal Azure Storage account East US RG1
VM1 Azure virtual machine East US RG2
KV1 Azure key vault East US 2 RG1
SQL1 Azure SQL database East US 2 RG2

BET—AIAR—R1—H¥—ZFALT SQAL1 EDT—EIR—RADRELBT IV ERE VM ITIRBETELS L EZHRTILENHYFETS,
HETIEAZET oREN?

A.KV1I[ZO—o Ly FEERLET,

B.SQL1 TH—EX TV RFKRA Y FEBRLET,

C.KVIZH—ZERLEFET,

D.VM1 TYX—J FH—EXID ZEB#ICLET,

Answer: A (A —vyt—T %K)

A#h7: AZ-500 FEIRELE (X GoShiken.com MR I =& LT LY AZ-500 HEXRIRESE | GoShiken.com NE&EHF D AZ-500 HEARIEE %
B#t L TULVET, GoShiken.com AZ-500 SAERRIRE IR T, BENEHT I WVVET , &FTD GoShiken.com AZ-500 FREEE 47 Y b
B ANlE T B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRAIREE % & IEfE 1 = T 30%wiERIE|5[0 — K:

Freepdfdumps)

HTMEIRE: 182

Azure O T F—IZ#E4% 9 % Azure Kubernetes Service (AKS) 7 SR 2 —%#EH L TLET,

LSRR,

Azure Container Registry 239 FRREIC(E, BEIER SN —EXR TY VNIV EFERTILELNHY FT,
fAIZ#ER T 2ENHY FH?

A. Azure Active Directory (Azure AD) 7' JL—

B. Azure Active Directory (Azure AD) D A—)LDEIY H T

C. Azure Active Directory (Azure AD) 1—H —

D. Azure Key Vault ®—%2 Ly k

Answer: B (A —vt—T#ET)

AKS ¥ S RA—%ERT 5 & Azure DI S RAEA—EDY SR E—DEEEEYR—FT5H—ERX TY U INILEERLET,
Azure D)V —R COBBERBINIY—ERX TU2I/NLEACR LR M) TOREEICFERTEET, IS

ZFDEDIZIE VSR I—DY—ER TY VNI ZRAE—~DT I 2 R%EHAT 5 Azure AD O— LE|Y BTEERT I2RELHY

*9,
EEFB Loz ry

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks
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HTfEIRE: 183

RG1 EWVWSAFIDY Y—R FIL—TFIZ 15 5D Azure [RET L URHY FT,

TRTORET L VIER—DT7 TV r—2 3 v EETLET,

BRI T7 TN =23 00T NIz T7HRETD VD ETETINDIDEHSCRENHY ET,

DIE=IERZET o EH?

A. Azure /R') —% RG1 ISERALET,

B. Azure Security Center 5 #IE 7 T S—2 3> a2 bO—LEERRLET,

C. Azure Active Directory (Azure AD) ID {R&Z R LET,

D.RG1ICYY—RAy I &#BEALET,

Answer: (&% &RT~9 5)

o3 [HL]

Explanation:

FETT4 T F7FT)r— 3> ar bA—)uiE, Azure Security Center DM T 54/ 0T U Pz Y FTEHEIEESNIZZ VO FY—I UV FDT
TV —23 2 RIA4A M)A N Y)a—2320TT, Inld, Azure £ &K UIE Azure VM (Windows & U Linux) TEDT7 FUHr—a
HERITTEINZHHTHDIZKRIBFET, ChIZKY IOz FIZH LT VM 2589 5 Z EATEFT, Security Center (| #igFEE
ZFEALTVM ETETINATWS 7T Tr—23 0L COA TP o REZFERLTHEEDRTA PR M IIL—ILEBERAT S
DIZ®IBFET,

S

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

HTEIRE: 184

Azure Active Directory (Azure AD) 3% 2  Query1 & L3 &1 Azure Log Analytics 7 1) 5 & U Playbook1 & LY5 & HTD Playbook
#&¢ Azure Sentinel 7—9 AR—AMNHY £,

Query1 [X Azure AD [CE > THEREIN=EXF 1T ARV EDYTEY FERLET,

Playbook1 & k') i—3 % Query1 [CEDULVT Azure Sentinel S TIL—ILZERT B FETT,

Playbook1 Z# L WML—JLIZEEMTE A L ZHRTIVNELHY EFT,

HEFAETEIREN?BET SHICIE, BEEETEUGA T a3 EERLTLIZSW,

FELGERT ZEUICTT RS FOMELSHY 5.

Create the rule and set the type to: -
Fusion
Microsoft Security incident creation
Scheduled... &

~onfigure the playbook to include: -

A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings
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Answer:
Create the rule and set the type to

v
Fusion
Microsoft Security incident creation

Scheduled

Configure the playbogKtainciude: v
A managed connector
A system-assigned managed identity

Atrigger |
Diagnastid gettings
E5EA
Create the rule and set the type to: v
Fusion
Microsoft Security incident creation
Scheduled
Conligure the playbpokto include: v

A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings

S
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

HTRIRE: 185

VNET1 & VNET2 £ WS ERID 2 DD Azure [RERY FT—9 DRy b —VEHGEER L TLET,

ROBHZHE=T=OIC RERY FT—SICVPNF— b1 A Z2ERTIHRELAHY FT,

*VNET1 (21X BGP #{#H3 % 6 DDHY A FEEHENABETT,

*VNET2 21X BGP %R 3 % 12 DY 4 FEEGENABETT,

*ORX MIR/DRICIMZZ2BELHY FT,

BRERY FT—DIZIEED VPN F— koA SKI) ZERTIHLELAHY FIH? EETHICIE FEUAHSKUZELLVRY FT—FI(CF
SO LET ESKUF 1EIFFFERT I EE EHEFERT I EE Fo-KFERALAVWIEITEES VT UVERTT SIS
. RAVEATHEN—2 FSvITTE2N RO O0-ILTIHRERHZIBEELHY ET,

EELSGEIRT BEUIST RS FOBIEAHY ET



SEL Argwtr Ared

Answer:
K Angwer Arca "

15 1T - T “1 L - . ! % 4
r.|r\.|.\‘- § e ‘i';:-'x-.\.- 1 PESIT At

feae | 8

Explanation:
SE Xk

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku

B #TEIRE: 186
LAWY & ULvS &1 Azure Log Analytics 77— AR—XE&EL Sub1 EWSARID Azure Y TRV Y T3 obiHYET,
Windows Server 2016 Z%{TL  LAW1 [ZEER SN TLVS 500 B0 Azure RET S U HYFET,
SATFLEHHEY Y 2—> 3 0% LAWY (SBT3 FETT,
VAT LBHIEREDO SN 100 EDREI VDAL LAW IZ7 Y TA—FENDESITTE2HELAHY ET,
EDID2DT7HU L aVvEIBEBIZETTIBELAHY FTIMN BIZETHICIE. 77arD) XA MhoBUETI Y3 o ERIEEEICEEIL,
ELWEFRTIHRES,

Actions Answer Area

Create a new workspace.

Apply the s@ope.configuration té the solution.
== AV IIA I AJ LI L P
—

Create a scope configuration.

Create a computer group.

Create a data source.

Answer:



Actions Answer Area

Create a new workspace. Creat? iﬁfﬁ}guter group.
— = =
Apply the scope configuration to the solution. P ‘{reﬂe a scope configuration.

Create a scope configuration. Apply the scope configuration to the solution.

Create a computer group.

Create a data source. > mm M I1C EOSOft
SE 3Rk

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

=fEIRE: 187

—ED Azure REI L UADTCY R AV BA L UITIVM 7O R EZERLTWET,

JTVM 79 RAZFALT RETSUAD PowerShell 77 A E1—H—IZHAITHREAHY FT,
AIZHREITNIEEINTLELSMN? EETSHICIE, BABFEHETEYGEA T 3 oEERL TS,
EELGEIRTBE=UI21RA Y FOMIELHY FT,

Answer Arca Y
e &
Y

M i Croso ft Permission ‘hﬂmlﬁkﬁﬁmm to users on VM: [Read

Update

f % %

B Wl

-

-\-j";% et TCP pont that must be allowed:
LB

. N
. o b ol

Answer:

Microsoti

Permassion thal must be grdfited to users on Vi

TCP port that must be allowed: |22

mx#TfEIRE: 188

20 D Azure HTRH ) T3k Groupl EWSERTIDEFXFaU T JIL—THEHBYET HITRV) TS avgI—bEBITIL—TD
FTY,

EHITRVYTLavITIE RG1T EVWSBRIDY Y —RX TIL—THEFEATVET,

BYH IR )T a3 VIZDOVT RGI BNROEHZHmILTWNWSI L E#HRTIVLENHY FT,



Group1 D A U N\N—IZIE FIEEDORENEYHETONET,

RG1 [CX T HH#EROERIIHEENFET,

Hiaz Iz E2REN?EET HICIE, AEEETHEUGA T 3 EERLTLIIZSW,
FEELGERT BEVITTRASA Y FOMIELNDHY T,

Configure role-based access control {MC&}{:
role assignments b'gf using: iy Azure Blueprints

Azure Policy —_
Azure Security Center

Prevent the modification of permissions 16 L’ﬁ | W iz
RG1 by using: - .

A resource lock

A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

Answer:

Configure role-based access control (RBAC)

role assignments by using: re Blueprnts
Azure Policy _
Azure Securty Center

Prevent the modification of permissions to v

RG1 by using: A resource lock

A Tole-Dased access control iREKEI Tole ESSIQI'IH'IEHE
at the resource group level

Azure Bluepnnt assignments in locking mode

FTRIRE: 189
RORICRIHREI L UVEEC Azure TR ) ToavhHhyEd,

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

Azure Security Center N>  BEITOES 35 2B LET,
RORIZRTHEEI & TTIO04 LET,

Name Operating system
VI3 Windows Server 2016
V4 Ubuntu Server 18.04 LTS

Log Analytics T—2 x> FMIEDRBEI I VIZTA VA =L ENTWETH?
A. VM3 #

B. VM1 & VM3 O &

C.VM3 8L U VM4 D H

D. VM1, VM2, VM3_ & & U VM4



Answer: D (A —yt—U %57)

A

BEB7OE a9 Nt UIZi > TLVWSI5E , Security Center [, A R— F SN TS T RTHD Azure VM E# L KBRS iz Azure VM
[Z Log Analytics T—Y x>V hE2JRAED I =V LET,

YR—FEINTWEIARL—T 1245 VRXTLIZIE Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), 5 & U 18.04 LTS (x64) LU
Windows Server 2008 R2_2012_ 2012 R2_ 2016 /A—2 32 1709 8L UL 1803 MEENF T,
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

E#fERE: 190

# L L™ Azure Active Directory (Azure AD) 77+ > MMZBEEMF (T on=FT LI Azure Y TRH ) T a U EERLET,
R—=2IR)—EWVWSERDT I T4 THRERFETIER R o—% 1 DERLET, R—2IL R > —IE Microsoft Azure EEH
TORTITI)VANDT IV REZRBTH-OICERINET,

R—=F I R —DEEREIE, FEDORBPICREIN TS LS ITEBEINET  ( BHIZTEIVVILET,)

Portal Policy X Conditions X Locations ] X
0 nto Iﬁl Delete 0 into Control user access based on their
physical lecation. Lear
*Name
e Device platforms @
ortal Policy Not configured Configure
¥ Mo
Locations @
Assignments i
g 1included Indude  Exclude
Users and groups .
el ‘;\:::‘c::t? f:::";‘-"*'-l'ﬂ Any lacation
B All trusted locations
oud Spps 0 Device state (preview) 0 ® Selected locations
1 app included Not configur éd
Conditions @ Select
1 condition selected Contoso
Contoso

Acces controls

Grant @
2 controls selected

Session
0 controls selected

\
-
L Y

R—2I R O—DR/EREF, F5IORICSRENTVWSESICERENET (512722 )y I LET,)
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Portal Policy X Grant L] N

I I rol n i

@ info il Delete Select the controls to be enforced
- Block access

Name .
| Portal Policy Grant access

N Require multi-factor authentication @
Ass'ﬂ“ ments Require device to be marked as compliant
Wlisers and groups
I;IM B f Require Hybrid Azure AD jointed device @
i ivitcrosoft

Cloud apps | Require approved clientapp

1 app included | Sea list of approved client apps

Conditions @ ¥ For multiple controls
1 conditio ik"ﬂf ) Require all the selected controls

@8 Require one of the selected controls

Acces controls

Grant
2 controls selected

session @
0 controls selected

RDERT—FAVFZIDOWT ZORAT— LAY A true DIFEX [TV ZFBIRLET, ZNUNDGEEIE, VWNVZ 1 ZFBIRLET,
EELGERTA-UIZ1RA Y FOMIENHY £9,
Statements Yes No

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users extern%-tﬁw@o@geﬁaﬁm must use multi-factor O O

authenticatidiﬂNFM to access the Azure portal.
Answer:



Statements

Users from the Contoso named location must use miulti-factor
authentication (MFA) to access the Azure portal.

Users\frém the Coptgspmamed location must use multi-factor

authentication Mﬂ}"t’i)’abcess the web services hosted in the Azure
subscription.

Users external to the Contosc named |location must use multi-factor
authentication (MFA) to access the Azure portal.

S8
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

EHTEIRE: 191

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) #{#fH9 % Azure Y 7R 5 ) T avhH Y £,
A—H—FHOEREBEO—LNEYETONTVWS PIMA—F—([F O—)ILOEYETERTTDIEE FHEEVETOY R FERT
TERESITARLISI—ERBEITHIEHMELFT,

COMBEEMRRT BIZIE PIMY—ER TYDINWIZH TR Y T avICHTIELWT I CRHFANH D L E2HBTILELNHY
F9,. VI a—2arTR &MHEDRBZERT IVENHY FT,

PIM H—EXRAIZIFZEDKRENZENY BTHLENHY FIH?

A &teE

B.1—H¥—7/VXEEE

C.VY—RRYL—DEME

D.IR—CRT7ITUT—230 FARL—4F—

Answer: B (A —yt—T #E&T)

= HTERE: 192
contoso.com & LY5 &AM Azure Active Directory (Azure AD) TF > b &# & Azure Y TR ) T a3 UvhHYET, 72 MIlE ROE

[CRTA—H—DEENET,

F_ Name Subscription role Azure AD user role
Usefv/] | c fowmer | Noné

User2 Contributor None

User3 Security Admin None

User4 None Service administrator

RG1 EWWS RN YV—R TIL—TEERLET,

EDI—HF—H RG1 DHEREZEETE, EN1—HF—HA RG1 THRERY FT—V ZEHTEFIN? BET HICE, BEEHTENGA T
vavERERIRLTEESY,

FELCERTSFEUVICT RS Y FOEELSHY FT,
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,

Users who can modify the permissions for RG1: [

User1 r:m[y. | .
Usert and @Oy HETOSOF T

User1 and User3 only
User1, rmeﬁ, only
UseP1, 2, User3, and Userd
()ﬁ -G
i B,
Users who can create vi Min G1: ¥
\@ User1 only

User1 and User2 only

“User1 and User3 oni}r
User1, User2 and User3 only
User1, User2, User3, and User4

Answer:

Users who can modify the permissions for RG1: i

User1 only

User1 and UserZ only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Users who can create virtual networks in RG1:

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only

i!; M | c ro SOf t User1, User2, User3, and User4

xFTiEIRE: 193
Update Management MEMIZHE > TWVS Azure RET S U HYEFT RET S VIEIRORITERT LS ITERINTULET,



VM1 | Windows Se East RG1
VM2 | Windows Server 2012 R2 . JtWestUS RGI
VM3 | Windows Server 2016 ’: 1“\'l(“t us RG2
VM4 Ubuntu Server 18.04 LTS West US RG2
VM5 | Red Hat Enterprise Ln@f( EastUS RG1
VMé CentOS 7.5 « o EastUS RG1

Update1 & Update2 & WS EFID 2 DDEHTOY 5 LOEMER T S1—IL LF 9, Updatel [& VM3 ZE#H L FJ , Update2 [£ VM6 %
BEHLET,

Update1 & Update2 A L CTEHTE S EMDIREI S VIEENTTHI? @ET SHICIE REEETEYLGA T a oEBIRLTES
Ly,

FEELGEIRT BEUITTRA Y FOMIELNHY T,

Update1:

VM2 only
VM4 only
VM1 and VM2 only | ua

] Micro v, vmz,&}_w%_;‘W& and VM6
Update2:

ﬁ'@ and VM5 only

M4 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5

Answer:



Update1: -
VMZ 0[’]]}!
VM4 only
VM7 and VM2 only _.
VM1, VM2, Vi4 VMS; and VM6
. YM5 only
VM1 and VM5 only
| VM4 and VM5 only
) . and VIME only

VM1, VM2iVIM3, VM4, and VM5

S
https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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Sub1 EWVSAHID Azure TRV ) T a3 oinHYET, Subl IZIE, RORIZRT ) Y—AMNEEN S Storage1 & LVS BHID Azure R
fL—C 7THOU BB Y ET,

Name Type
Container1 Blob container
Sharel File share

HETHERES (SAS) £4H LT BLOBH—ERET 7ML H—ERITERBLET,
Container1 & Share! DAV T UVIZT VR BHITIEEDY—ILEZFERATEEFIN?SAS 2HAIT AL T? BET HICIE, EEFEERTE
UGA T avEBRLTLEEL,

EELKCBBIRTBEVICTI RS2 FOMELBHY £,
Answer Area

Tools for Container!: |Robocopy.exe
dzune Storage Explorer
File Eiplgref .

Tools for Share1: |Robocopy.exe
Arure Slorage Explorer
File Explorer

Answer:



Tools fosCantainer1: JRobocopy.exe . _
||Azure Storage Explorer |
File Explorer

Tools for Share1: |Robocopyexe _

i 1
) - . Azure Storage Explorer
' M IErOQOft File Explorer

Bkl

Tools for Container1:

|w

Robocopy.exe

Azure Sto lorer
Eilg E.pp| @?W Crosort
Tools f@ﬁ%mﬁ* 1 v

=HfEIRE: 195
ROAIZRT K DIZ, Azure 1V

Robocopy.exe
Azure Storage Explorer
File Explorer

—ADERADHYFET,



%)

Tenant Root Group
!
()

ManagementGroup1

v

o
1 Ve

Subscnptiont

‘
©
RG1
I

v
| NP
—
VM1
RDFERIZRT Azure Blueprints EEFER L ET,

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription

Blueprint1 & Blueprint2 DA TV 9 MIBIYETAIENTEETHA? AETSHICIE EZFEHTEULA T a oEBRLTCES
Ly,
FEELGERT BETITTIRASA Y FOMIENHY T,

Blueprint1: -
ManagemeniGroup1 only

NG~ :hj_:;p?gqmentﬁmupt5ubscriptiun1.and RG1 only

v ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only

Tenant Root Group only

Tenant Root Group, ManagementGroup1, and Subscription1 only

—

Blueprint2: v
ManagementGroup1 only
Subscription1 and RG1 only
Subscription? only

Subscription1, RG1, and VM1

Answer:



I .
Blueprint1: | Mi CrOSOft =
ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only

Managernentemum Subscription1, RG1 and VM1

b o — ——

o= = s e s e

Tenant Root Group only
Tenant Root Group, ManagementGroup1, and Subscription1 only

Blueprint2: v
ManagementGroup1 only
Subscription1 and RG1 only

e ]

{ Subscription1 Dﬂl}r‘

s ——

Subscription1, RG1 and VM1

Bl

Blueprint1: D F i rf_-
ManagementGroup1 only ]

ManagementGroup1, Subscription1, and RG4 only
ManagementGroup1, Subscription1, R%@de
Subscription1 only

Tenant Root Group only F

Tenant Root Group, Mmmmenmeum and Subscription1 only

.~~eﬁ~ .'-

Managémeh,tGmum only
Sumcﬁgﬁum and RG1 only

Subsgription1 only

Subscription1, RG1, and VM1

Blueprint2:

TN—=TYVorIYB TR T avICOAEYBTEHIENTEET,

=HMHERE: 196
Azure BTy MINNA U RSNy bT—9 X2 UT4 JIL—T (NSG) BHY ET,
Get-AzureRmNetworkSecurityRuleConfig #3179 45 & RO L S GHANKRREINFET,



Name

Description

Protocol

ScurcePortRange
DestinationPortRange
SourcefddressPrafix
DestinationfAddressPrefix
SourcelfpplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionIngState

Description

Frotocol

SourcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationAddressPrefix
SourcelpplicationSecurityGroups
DestinationhpplicationSecurityGroups
Acocess

Priority

Direction

Namea

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationfAddressPrefix
SourcefpplicationSecurityGroups
DestinationApplicationSecurityGroups
Access

Priority

Direction

FOYTHE DY AZa—%#FALT RISREATLARERICEDVTERT— AV FEERSIEIEEDRRBEERLET,
EELGERTBEUIST1 RS 2 bOMEENHY FT,

: ﬁuen_—_r:'i Corageldoccess

Outbound

StorageEA2Allow
Succeeaded

L o

{&]

{443}

{*}
{Storage/EastUs2)
[1

[1

Allow

104

Outbound

Contoso FTP

ICFP

{*}

{21}
{1.2.3.4/32}
{10.0.0.5/32)
[]

[1

Allow

504

Inbound




v

ableto connect to East US

able te'connect to East US 2

‘able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 to 10.0,0:10/32 are [answer choice]. v

allowed
dropped
forwarded

Answer:
Traffic destined for an Azure Storage account is [answer choice], v
| able toconnect to East US
| able to connect to East US2 |
Ih-la 10 connect to West. Eumpe
prevented from connecting to all regions
FTP connections from 1.2.34 to 10.0.0.10/32are [answer choice]. A 4
allgwved
drq: e -E— 3
iﬁé?” FOSOTt
&5 BA

Ry X 1 KERES 2 [Tk RE

StorageEA2Allow [Z (% DestinationAddressPrefix {Storage/EastUS2} & Y £
Ry R2: FAyTaShELS:

ZH
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

A#7: AZ-500 7B (X GoShiken.com AR SN =&HE L3 Ly AZ-500 RERRIRESE | GoShiken.com MM AZ-500 HERRIEE %
B#t L TULVET, GoShiken.com AZ-500 SAERRIREIXRZFT T, MENEET I WVVET , &FTD GoShiken.com AZ-500 fREEE 47 Y b
% ANlF Z 5 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEf2 (T 2 T 30%wiFRIE|5Ia— K:

Freepdfdumps)

EFTEIRE: 197

Azure YT RH )T avEaEEHTY,

ROBEHZHTI=T Azure R O—Z B L TCTTRA T EIRENHY FT,
FLMEETLUNTIOMENhdE AR L X2 T iREEENBEIMIZA VA F—ILEhFET,


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

EEMDFEBT L VT L TCEHBEREINBELI RV E M) A— LT HGREREEZ A VA F—ILLET,
R)O—IZFAIZEHEIRETEIN? BETSHICE BEEGETEYGA T avEBRLTESL,
FELCERTSFE-UICT RS Y FOEELHY FT,

Definition effect: ‘ v
Append L %
DeploylfNotExists &
EnforceOPAConstraipt™ _
EnforceRegoPolicy
Modify :

Assignment remediation task: - {:ﬁ'&%’? | v

A managed identity that has the Contributor role
A managed identity that has the User Access Administrator role

M Te mQ fﬂcipal that has the Contributor role
cipal that has the User Access Administrator role

Answer:

Definition effect:

Append
DeplovifNotExists

EnforceOPAConstraint
EnforceRegoPolicy

Assignment remediation task:

managed identity that has the Contributor role

A service principal that | e Cnntnbutur rol
A service princi palthat h Q& inistrator role

S -

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

=HMERE: 198

contoso.com & LY5 & HIM Azure Active Directory (Azure AD) 77 > MZBEER T 5= Sub1 E WS RHID Azure TR 9 1) T3 UM
HYUET,

RORIZRT )Y —ATEELEINDZT TV G- a3 Vv ERETEHFETT,



Name ] TYPE 1\ AL~ i ok Pescription
"V & Chsmos DB account containing a
Azure Cosmos DB . | database

7 ™! | account Named CosmosDB 1 that serves as a
| 2 back-end tier of the application |
WebApp1 | Azure web app A web app configured to serve as the |

middie tier of the application J

A—H—[X Azure AD A—H— FHOU FEFEHRALTRIEL JVY—R =9 UZFFALT CosmosDB 7hHI Y M7 EALET,
EDA X4 H CosmosDB1 & WebApp1 [ZEL éhé?ﬁ‘%#ﬁm’d’éz‘%h\&}") £,

BNVY—RIZHLTEDFRV EZHETIVLENHY FITH? BET HICIE BAEBETHEYGA T 3 vEBRL TS,

S ELGERTBEVITTIRASA Y FOMIELHY T,

CosmosDB!1: ‘ v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users andrelay resource tokens.
Create database users and generate resource tokens.

WebApp1: L eall)w \V
Authenticate Azure AD users and generate resource tokens.

Authenticate Azufé AD users and relay resource tokens.
Create database s and g‘enerate“hesomce tokens.

Answer:

CosmosDB1: v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relayresource tokens.
Create database users and generate resource tokens.

v

Authenticate Azure AD users and generate resource tokens.
- ementicate %ure AD users and relay resource tokens.
V| Greate datat users and generate resource tokens.
Explanation:

CosmosDB1: T—AR—X 2 —H—%ERKL, YY—R F—YVFERLET,

Azure Cosmos DB )V —R br—9 VI 5 ENF=T UV XA >T V547> bH Azure Cosmos DB 7 hHo > FADEED )
Y—REHHRY EEFAH BIRTEDLSICTE-ODRELRANRXLEFRELET,

WebApp1: Azure AD 1—H—%FBiEL . UY—R b= &7 5

)Y—R b—=D UFER _ERL, :E/\'f)lx FIVr— 3 VICBETA—BMAE7IO0—FIE VY—X b—0 2 JO—h—%EHRT S
CETT RORGE TN TF7T)Vr—2avN)Y—R =92 TJA—H—ZFRALTKFIAUF F—EIR—X T—AADT79®




AEEEIDIAEOHREZRLTVET,

----------------------

.
- Arure App Senice . Facebook
: .
. L]
= " 2. DAuth autheneaton
’ . flow
Xamann.Foms App 1. Login to Facebook : 0 -
via Azure App Service il .
' 1
. "
Hl F §
: Ensy Authentication M
L]
- . Documant Database

v .
- . 4. Fotch resource
L ] . @ ‘ token for authenticated
.

3. Authenticate with ' . LS
Facebook access token and - « =
@et the user's esource oken . @

- - Ll

Resource Token Brokor

. eMicrosoft

LINCey

SEXHk:

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

RETEIRE: 199
HE-OERF LT MILEZ2—T (22 DDA T4 REHFE>TVWET  EF T4 RIENAT TNNA RZFALTA V2 —Ry MMIEHL
T AT RIEIRDRICEKT IP 7 FLRAZFERALET,

Location IP address space Public NAT segment
Seattle 10.10.0.0/16 190.15.1.0/24
New York 172.16.0.0/16 194.252.0/24

Z D&t contoso.com & LS & BIM Azure Active Directory (Azure AD) T+ > bR HY ET, TF 2 FZIX RORIZET1I—HF—H
BFENFET,

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

MFA H—EXBREIF, RIZRT K S ICEBEESAhTWES  ( BRIZ2TEIY VI LET,)



RDEAT—FAVMIDOVWT EDART—FA Y A true DIFEF [TV ZFBIRLET, TSN DOGEEIE, DWW JZRIRLET,

FELCERTHEUICT RS Y FOBEELHY FT,

Yes No

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 0O
must be authenticated by using a phone.
If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated 0O o)
by using the Microsoft Authenticator app,..
If User2 signs in to Azure from a GMCEPMWW be authenticated O @)
by using a phone

Answer:

Yes

must be authenticated by using a phone. L |
If User2 signs in to Azure from a device in the, % , ice, User2 must be authenticated
by using the Microsoft Authenticgtor a DQ

If User2 signs in to Azure from a ‘én

iv usina a nhone

S

If User1 signs in to Azure from a device that uses an IP reU@&L. 10, User1

https://www.cayosoft.com/difference-enabling-enforcing-mfa/
B #TERE: 200

. York office, uSerEﬁeras&ft [O]

No

O

[©]



FCOBERIE BALIF VA ERT—EOERO—ETYT , TNTNDER

SOV —XRIZIF FBESN-BEEZERTETIHAEEOHSIHBEDOY ) 12— aUBREFENTVET, W OHMDEESE
BHOELWMBRRAHDIGELHNIL ELWMERRALZWNGELHY ET,
CDEIVIAVOEMICAETSE FOERICEDCLEIEITEELA, TOHRE,. b (L,
BRIEILEA—BEICRTINELA,

Azure Active Directory (AzureAD) D/\4 J'V) v KEEFAHY £7,

R k7 —% EIZ Azure HDInsight 7 S X2 —H%H Y £,

A—H—hAF 2T L I XD Active Directory #FER LTI S RA—IZH L TRIATESDLSIZTBHFETT,
B,

BN EYR— b 5L 5 CIREZEBRTIVELHY FET,

RRRAVITIVEIRT—RAT— b0z A%FVTLIR Ry FI—VICEBRALET,
CNITBEEZEFZERLTLETH?

A. [Ty

B. LMVZ

Answer: B (A —vt—T#ET)

RBA/SHR:

Explanation:

K Y12 Azure Virtual Networks & VPN Z{#ER L T HDInsight 4 > LI X 2y D —Y(ZHEHELET,
F—rkozxA,

7: HDInsight £&MAy FT7—2AD ) Y —ANBRTEETEDSLIICTTBICIE  ROFIEEETTILENHY F9,
RDT7Uav:

,?\zureﬂiffg*‘y fO—OFERLET,

,_Azure Virtual Network IZH X4 Ls DNS H—/N\—ZEHLET,

F 74 )L kD Azure Recursive DRHYIZHRXH L DNS H—N—ZFHITBLSIZERERY FIT—0 ZHERT S

) ILIN,
HRABLDNS H—/N\—&A 2T LI ADNS H—N\—RDEGEEERLET,
S 3k

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

=FTRIRE: 201
RORIZRT VY —REZEC Azure Y TRV YT avnipyExd,

Eﬁi' Resource group | Used 1o siore vinuasl machines
| ARG Resource group | Used 1o stare virtual networks
[wm Securty Group Uyed to manage witiisl machines

ServerAdmins MRD AR ERIT TSR LEZHERTHILENHYET,
RG2 OBETFEDRERY T —VIZOHRETS UHERLET,

V) a—2a Tl x/MEIEDRRIZERT HLELHYET,
ServerAdmins [ZE|Y HTERE 2 DOA—)LR—XDT7 Y AHfE (RBAC) A—JLITENTITMN? TNEFNDERT FERED—EHERL

TWEY,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

FELCERTAFE-UICT RS Y FOEELHY FT,
A HITRVYYTLavDHEEREDEE

B.RG1 OB~ VHREERED—IL,

C.RG2 ®Hh A% L RBAC A—)L

D.RG2 M4 v b7 —7 HEFEREDRE

E.RG1 D%y bT—7 HREEREDRE,
F.H4IJX91)Ta>vDhRFLRBAC B—)L
Answer: (f2& &R~ 9 B)

RFTRIRE: 202
QUESTION NO: 275k D&
[ZRTVY—REET Azure Y TR YT avhhbyFETS,

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

IR T a3, RORIZKRT A—H—%EL Azure Active Directory (Azure AD) T3> MU o ShTWET,
Name | Usage location
User1 | United States
User2 | Germany
RORIZRTIN—TEERLET,
Name Type Membership type
Group1| Security Dynamic User

Group2 | Microsoft 365 Dynamic User
Group1 & Group2 MDA UiIN—2y T L—JLIFRD & S ITHER S TLWET,



https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Dynamic membership rules - 5%

5] save X Discard QO Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create,éMedita dynamic

membership rule.© Learn more o ) ¥

And/Or Property %erg Value
2

accountEnabé Equals _..true

~ Equals mUSMiCFOSOft

Or v usag
-+ Add enpresw‘\Qt custom extension p:'opEIties@
Rule syntax ¢ Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

RODBERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEW] ZBIRLFET, TN DEEF, DR EERLET,
FELCERTBEUICT RS Y FOEELHY FT,

5. M setansaist Yes No

User1 is a member of Groupt and Group?2. @) @,

User2 is a member.of GroupZ only. O O

Managed1 is a member of Group1 and Group?2. @ @

Answer:



Microso
stafgments | COS 0]

User1 is a member of Group1 and Group?2.

User2 is a member of Group2 only.

Managed1 is a member of Group1 and Group2.

SR .

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
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FCOBERIE BALIF A E R —EOBERO—EHTT, COV)—XDBREMICIE BESN-BEZERLTETLHAEEOH I HED
BRENEFENTVEST, —HOBERBtE Y FIIXEHOE LWVMBRENAEENLSIZENHY FIH MMOEME Y FIIFIE L OEERENGL
HENHYET,

DY AVOERICEETSE  TOERICRSZEIETEEFRFA, . ZDEH CNODEBERIILE 2 —BEREICIERTINEFLA,

Sub1 EWSZRHID Azure ST RS ) T avhdHml) £9, Subl [Z1E, Windows Server 2016 #E473 % VM1 &£ V3 &RID Azure {RFE~<
DUNEFERTVWET,

Azure Disk Encryption Zf R L TVM1 T4 RV #BSILT H2HELHY FT,

EDIDNT7I a3 VEIEBIZETTILENHYETHM? EETBICIE, 73OV R MOoEUGETI Y a o EEZEMEEHICEH L,
ELWEFTHRET,

Actions Arswer Area

Configure secrets for the Arure key vault.

Create an Azure key vault,

— O
Run set-AzureRmStorageAccount. i’ 3
Configure access policies for the Ardre key vault.
R :J:F |
i JL+'!t ICYOSOTT
Run Set-AzureRmVmDiskEncryptionExtension. Vi ,_| Ll WO |_| !,

Answer:



Actions B :'|r T Answer Area

Configure secrets for the Azure key vault. . edle

ault.

Create an Azure key vault. policies for the Azure key vault.

Run set-AzurerRmStorageAccount. Run Set-AzureRmVmDiskEncryptionExtension.

Configure access policies for t

Run Sset-AzureRmVmDi skEncr ionExtension.

Explanation:
SE XMW

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

&HTfERE: 204
contoso.com & LY5 & EID Azure Active Directory (Azure AD) TF+ > bBHY ET, TF 2 ML RORITRTA—HF—DEFEIFET,

Jf’ Sign in frequency
Sign in every work day
Sign in bi-weekly

Signs in every month

ROEIZTT L 512 Reviewl EWVWSRRIDTIER LEL—F#ERLET,



Arred et enabile PeEwesrt 0 ATheT T pLaT e
e | Review!
a
2019-03-01 =
2019-03-20 E ]
At CNESOTT
1_. Foomprw

Password admuinistrator

Feviewers

Members(selfl) -

. —3
FAyTFOY AZa—%FRALT HISRINTVEABERICE SV TERT— MV FEERSELRBZDERKRZERLET,
FELCERTSEUICT RS Y FOEELHY FT,

geandpmo |
gl USAR JriteS5er3
mplete Reviewll B Margh 2D R0%
= B E
I i 7§ 3viord administ ..;4;‘1".:.*_

E%:f” L L ? qu}‘*i ;f“t "'.;_-"-.1-_':.’ roie

Answer:



User3 cafnperform Review1 for

[User3 only
User1 and User2wonly
Userl, User2, and User3

If User2 fails to complete Review1 by Mareh 20, 2019
The Password admunistrator role will be revoked from User2

User3 will receive a confirmation request |

98

User3 can perform Review1 for v

User3 only
User1 and UserZ2 only
Userd, User2. and Userd

ff User2 fails to complete Review1 by March 20, 2018 v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

User3 will receive a confirmation request

Ry X 1: User3 MH
A—H—ICESOREDE|IY L TEERSEDICIE, FoN—(BR) AT avEFRALET,
RyP R 2:User3 (FFER YV TRXA EZELFET
LEa2—#BEEEEETRETEHAL YR MEFERALT, LEA—8BRICLEA—BEENLEaA— LGN > —F—ICANET S
MNERELET, COXRERX, LEA—BLYEFICL>TFETCLEA—SNEA—F—IZEEELFFA ZRLEL—BUEDREN &
BIDHBE 1—Y—OT7 I ERXIFHIBRINET,
ZELEL-1——DT7 7 RAEZEBLLHBVEZFICLET
TORREQHIR - 1 ——OT7 It REZHIBRLET
TOERERR-2——DT7 IV RERKBLET
HREEZHEAT S - 11— —O#BEMET VR ZEBFEARRBTIEO AT LOMREEFZHFERALET,

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-se

E#fERE: 205
contoso.com & L5 &RIM Azure Active Directory (Azure AD) T+ > FAHY RORISERTI—HF—MNEFhTNET,

Name Role
Admin1 Global administrator
Admin2 Group administrator
Admin3 User administrator

Contoso.com [Z[EX T IL—TERIMFIFRY O—MEENRTVWET, ZDRY —I[ZIE Contoso EWVWSEEEZSLHRAFLDEIEEE) X +
L—ILBHYET,

contoso.com T Contoso Sales E WS ZRID T IIL—TEERTESDFEDI—H—TTH? @ETHICIE AEEHETENLGA T ay
FEIRL TS,



FEELSERT ST RA v FOEEAHY £,

Users who can create a securily groto Tlarﬁsdfﬂumnsuﬁﬂm '

Admin1 only

Admin? and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group.named Contoso Sales: w
Admin1 only

Admin1 and Admin2 only
Admini and Admin3 only
Admin1, Admin2, and Admin3

Answer:
Users who can create a security group named Contoso Sales: -
Admin1 only
Admin1 and Admin2 only
VAdmint and Admin3 only
Admin1, Admin2, and Admin3
Users who can create an Office 365 group named Contoso Sales: v
Admin1 only
Admin1 and Admin2 only
[JAdminT and Admin3 only |
" O SO [Rdmint, Adminz, and Adming
SR .

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

EHTEIRE: 206

Azure Sentinel 7—9 AR—REZEL Azure Y TRV YT avhipyFxd,

Azure Sentinel (X EH#H D Azure 7—9 00— AT ZRYRAD LS ITEBESNTVWET A VTV MPOBREICZIK Y—FR/IS—T 1D
H—ERBETSY FI7+r—LNFERAINET,

RDEHZHE-T L5112 T % Azure Sentinel AV R—R Y FEHETILENHYET,

Azure Sentinel NEBERELI=L AV TY FEERTIRELRHY FT,

Azure Sentinel TA VT FBMERENBEE F7y FMIH—EREETSY b I+ —LIZEREBFEINEZDELAHY FET,
BEHIIHLTEDAVR—R U M EHETIHENHY T IN? @ETAICE AZEETEY LA T a UvEEIRLTLESLY,
EELCEIRT BEUIC1 RS Y bOMIENDY 9,



Nhen Azure Sentinel identifies a threat, an incident v
nust be created: Analytics

Data connectors
Playbooks
Workbooks

A ticket must be logged in the servicesmanagement platform v

vhen an incident is created in Azure Sentinel Analylics

@) . Data connectors
NWICIOSOTT Playbooks
Wnrkkhnnke

Answer:

When Azure Sentinel identifies a threat, an incident : v

must be created: Anamtcsl

Data connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform v
when an incident is created in Azure Sentinel: . '
Analytics

Data connectors
~cnft Playbooks
Sl b Workbooks

S
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

RTEIRE: 207

Azure RENH Y FT,

ISO 27001 [ZZEHLL TULVELY Azure R E T —V O— RERBTET HIDELRHY T,
B fEFEZEVLDTLELEIN?

A 7X=)ILEVFRIL

B. Azure Active Directory (Azure AD) ID &%

C.Azure t¥al)74 23—

D. Azure Advanced Threat Protection (ATP)

Answer: C (A —vt—T %K)

S .

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

Ex#fERE: 208
contoso.com & LY5 & RITD Azure Active Directory (Azure AD) 77 > M ZBEER T 5z Sub1 E WS EZFID Azure TRV 1) T a oM


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

HYET,
RORITRT Y Y —RATEBEINE T TV r—2a v aEETHFETY,

____Name | Type | (3 Descripion
A Cosmos DB account containing a
Azure Cosmos DB | database
CosmesDBAccount! | o eount Named CosmosDB1 that serves as a
! = | back-endtierof the application |
=k . | Aweba nfigured to serve as the
W“ﬁaﬂﬁll Azure will M
i the lication

A—H—IX Azure AD A—H— 7 hO U F#FRALTRIEL . VY—R b= U F#FHRALTCosmosDB7HO Y M7 EALET,
EDA X4 H CosmosDB1 & WebAppl1 [CERESNINZHRET IVLELHY I,

BUVY—RIZH L TEDRARY EHET IVHENHY EIH? EETSICIE EEEEHTEYGA T aoEBIRLTLIESLY,
FEELGERTBEVITTIRASA Y FOMIELHY T,

Cdsmo[mg?: rosoft I v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

WebApp1: v

i

Authenticate Azure AD users and generate resource tokens'.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

Answer:

Microsoft N

CosmosDB1" | v

Authenticate Azure AD users-andgenerate resource tukens'.

&t A



CosmosDB1: v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.

Create database users and generate resource tokens.

WebApp1: L)Y v

Autheriicate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.

f@i@kﬁm{users and generate resource tokens.

CosmosDB1: T—AAR—X A—H—%#EFL VY—X r—DO 2 0F5ERLET,

Azure Cosmos DB )V —R b=V VI 5 EINF=T O EREEFRIZH ST V547 > bH Azure Cosmos DB 7 h o> FADEED )
Y—REHGHRY EEFAH BIBRTEDLSICTE-ODRERANALEFRELET,

WebApp1: Azure AD A —H—%8RFL VY—X b—U U Z&hi#id 5

J)Y—R b= VFBR ERL ENAMILTITIVTr—2 3 VICEBRETHI—RNET7TIA—FIE UVUY—X b= > JA—H—%ERAT S
CETT RORE TN T7ITVr—2a oM )Y—R b—=9 2 TJA—HD—%2FRALTKRF1AU I T—EAR—X T—E2ADT7It
A= EBTLIAEOBEZRLTLET,

2. DAuth authenbication
oy

Xamarnn, Forms App 1. Login to Facebook

Easy Authantigation

MiCrosofm e

Lis r-\;'--.rl i

SE Xk

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

x#TEIRE: 209
Vault & 0LV5 &RID Azure Key Vault B3H Y FEF, RORKRIZRT U Y —IADBEMINET,



Name Type
Key1 Key
Secretl | Secret
Cert1 Certificate

A—F7—23 R —DEREYR—FTH)Y—XIEENTTH?
A. Key1 & Cert1 D&

B. Key1 & Secret1! W&

C. Cert1 O

D. ¥— 1 D&

E. Secret1 & Cert1 D&

F. Key1_ Secret1_ Cert1

Answer: (fRZ % &9 5)

= HTfERE: 210
Vault1 &L\ 5 &EID Azure Key Vault 253 Azure Y TRV 1) T2 avhibl £9,
2019 % 1 A1 B Vaultl [ZIERDI—I Ly FBRESNFET,

Enabled : False W e, o
Expires : "%f'litjiﬁfiifm L
NotBefore : S/1719 12:00:00 aM
Created : 12/20/18 2:55:00 PM
Updated : 12/20/18 2:55:00 PM
ContentType

Tags

TagTable

VaultName : vaultl

Name : Passwordl

Version

Id : https://vaultl.vaultiazure net:443/secrets/Passwordl
Enabled : True

EXpires : 5/1/19 12:00:00 AM
NotBefore : 3/149%12%00:200 AaM
Created : d2M20419 3:00:00 PM
Updated : 12/207/18 3:00:00 PM
ContentType

Tags

TagsTable

VaultName : vaultl

Name : Password2

Version

Id : https://vaultl.vault.azure.net:443/secrets/Password2

TIUVr—2a v THATESRY—I LY FEIENRTYAN? BET SHICF, BERETEY G T a v EERL T EE L,
FELCERTSEUICT RS Y FOEELHY FT,
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Passwordl: v

Never
Always %
Only after May 1, 2Q#8

Password?2: | ' v

Nevet
Always : 3
Only Betwesd|Maxch) €)2019 and May 1. 2019

Answer:

Passwordl:

Password2: ‘ v

Never
Avays, . ..L1
'Oy between March 1, 2010 and May 1. 2010

S
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

AT 211

B—O3ry bT—9 £X2)T4 JIL—T (NSG) HDE—DH TRy FLIZ10 EDRBT O UNHY T,
FYRT—D FST4v % Azure A AL—2 FHDOY MIERHET HIVRENHYET,

ED2DO2ND7I L avERTTIVERHYETI? TNETNDOERIE FERED—EERLTLET,

S ELGEIRT ZBEUITT RS Y FOMIELNHY T,

ARYRTI—D NTF—T R EFZA—VY)a2a—230FA VR M=LLET,

B. Azure Network Watcher ZE#IZLE T,

C.NSG MRy =AM LET,

D.NSG 7O— Oy #&#HIZLET,



E. Azure Log Analytics 7—9 AR—X ZERLE T,

Answer: (&% %K D)

o av:i[lEL]

Explanation:

FYRT—=9 X2 FT 4 JIL—T (NSG) AT EE RETLY (VM) ADZERS T4 v I ERBIDUNODEERNSI T4 v I %
7 4 IR —TEFT, Network Watcher ® NSG 70— OV #REZHEMAL T NSG 2 EBI H5F Y FT—0 b3 T4 vV &0OJICHERTE
T3, FIEICITRDEDAEENET,

*2Yy RI—=0 X2 T 4 JL—TEFEHALTVM ZERT S

* Network Watcher & %112 L _ Microsoft.Insights 7 0/8f # —% &8 L F T

* Network Watcher ® NSG 70— O4J#EeEZFEALT NSGD S 74wy 20— O ZHMZT S

Ay T—2%5or0—F

*AgT—2DXRK

S

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

Axh7% AZ-500 REREL (X GoShiken.com MRS =& LT L) AZ-500 RERRIRELE ! GoShiken.com AR EH D AZ-500 HEXRIEE &
B#t L TULVET, GoShiken.com AZ-500 SAERRIRE XX FT T, BENEHT I WVVET , &FTD GoShiken.com AZ-500 FEEE 47 Y b
% ANlF Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEf2 (T 2= T 30%wiERIE|5Ia— K:

Freepdfdumps)

EHTfERE: 212
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in the following table.

Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

Key Vault 7o £ R K1) o—% R 2 —LESIEDT=H®D Azure Disk Encryption ~ADT7 IV A EBMIZT AL SICHRELET,
KeyVault1 [(XRD & S ITHEEEINTWET,
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r':! Ve x Liscard

Allow access from:

Virtual networks: €

VIRTUAL NETWORK

VNET1

®*eMicrosoft

IPv4 ADDRESS OR CIDR

CIDR

Exception:

All networks @ Selected networks

) Configure network access control for your key vault. Learn More
+ Add existing virtual networks + Add new virtual network
SUBNET RESOURCE GROUP SUBSCRIPTION
default RG1

Allow trusted Microsoft services to bypass

this firewall? )

® Yes No

@) This setting is related to firewall only. In order to access this key vault, the truste
service must also be piven exolicit nermissions in the Access nolicies section.

RDBEAT—FRAVRIDWT FORT— A2 A true DIFAX [T ZBIRLET, LS DBEIF, VW 1 ZBIRLET,

FEIELCGEIRT BT 1 RSV FOMEEDH

VET,

. tatements Yes No
licrdZeTt
From VM1, users can manage the keys and secrets

stored in KeyVault1l.

O |0

From VM2, users can manage the keys and secrets O O
stored in KeyVaultl.

VM2 can use KeyVaultfor Azure Disk Encryption O O

Answer:



Stateqnents cnft Yes No

e el Ut I

From VM1, users can manage the keys and secrets
stored in KeyVault1. O O

From VM2, users can manage the keys and secrets O O
stored in KeyVaultl.

VM2 can use KeyVault for Azure Disk Encryption () O

= #TfERE: 213
contoso.com & L5 & EIM Azure Active Directory (Azure AD) T+ > bhHY RORISRTI—HF—NEFhTWET,

Name Role
Admin1 Global administrator
Admin?2 Group administrator
Admin3 User administrator

Contoso.com IZIZ T IL—TFLRiFHITRY) O—AEFENTWNVET, ZORY —I[Z[F Contoso E VWS EEZELHR I LDEZEILEEY X +
L—ILHhHYET,

contoso.com T Contoso Sales E WS BRID YT IL—TEZERTEDDFEDI—HF—TTM? BAET S BEEETEYGA T3>
FERLTLIEEEL,

S ELGBIRT BEUIC1RS Y FOBIENHY F5,

| R A" i
Users who can create a securily grouo gﬁarﬁqdﬂgr@;;q:&ﬁ
IVIITLUT OUOUT L

Admin] only

Admin? and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Users who can create an Office 365 group.named Contoso Sales: -
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

Answer:



Jsers who can create a security group named Conteso Sales: v
¢ 1 (] Admiia (osily

Admin1 and Admin2 only
Admint and Adming only
Admini. Admin2, and Adming

Jsers who can create an Office 365 group named Contoso Sales: v
Admin1 only

Admin1 and Admin2 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3

SHg -

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy

TR 214

LAW1 & L5 B RETD Azure Log Analytics 7—9 AR—XZ &L Sub1 & WS BRID Azure Y TR ) T a3 vhiHYET,

Windows Server 2016 #3317 L  LAW1 [ZEER SN TLVS 500 &M Azure REX U HY FT,

VATLBHIEY ) 2a— a3 F LAWT IZENMT BFETY,

DRATLEHIHMEEEDN OSSN 100 EDHREITL O DHNE LAWY [Ty TA—KRENBESIZTEIRELAHY ET,

EDIDNT7I L aVEIEBIZETTILELNHYETHM EZETSICIE, 723 OV R MOLEYETI Y a o EEEMEEHICEH L,
ELWEFRTIHRES,

Actions Answer Area

Create a new workspace.

Apply the scope configuration tgthe solution.
Create a scope configuration,

Create a computer group.

Create a data source.

Answer:



Actions Answer Area

Create a new workspace. Ereate a computer group.

Apply the scope configuration to the solution. Create a scope configuration.

Create a scope configuration. Apply the scope configuration to the solution.

Create a computer group. |

Create a data source,

il
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting

Ex#TEIRE: 215

Group1 D ID 7V ERDEUZH I BENHYET,

HEzFMETLHETREN?

A. Group1 [ZA N—Sy T IL—I)LEBMLET,

B. JIL—J1%HIBR L E T, Office 365 DA /N\—1w T B4 THED Groupl EWVWSRFIOHLWIIL—TEERLET 2 —F—&TN
A RETIL—TIZEMLET,

C.Group1 MAUN—Iyw T IL—ILEEELET,

D. Group1 DAY=y T AL TEH[BIYBTEAICEBELEFT A DN—29TEFE D220 IL—TE#ERLET FHLLNY
JL—T % Group1 [ZBIILET,

Answer: B (A —vyt—T%EY)

RIEfE:

ACTNARFLFZA—HY DI IL—TE2ERTEEFITA A—F—E¢ETNA RAOAAZELIL—ILEERTHEEFTEEEA,
D:E|YLETOENETIL—TIZDOVWTIE BRDA IN—DHEEBMTEET,

LR
Litware [, XD ID LUV TV LRBHFHELEFT, IRXTOY ISR A—HF—LZFDT/N( XX, Group! DA IN—TH B>
EhHYET,

TT Y MMIFRERDTIL—THEFEFNTLET:

= = Deseription
A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

access o many Azure AD applications and Azure

S& XMk
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal

Ex#TMERE: 216
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RORIZRTNY—REZEC Azure Y TR YT avipyEd,

Name Type
storage] | Storage account
KeyVaultl | Azure key vault
O HILIZTF—ZEHHMICTBERT 5L 51T storage1 ZHERT HIDLELAHYFET , ENDATURLY FZEEFTITNIELNVTL £ 557
Aty b-A=X kL—=DF7HDU K
B. Add-AsKeyVaultmanageStorageAccount
CEYMARMNL—UT7hDOU FEERY O—

D. :B/n-A:StorogcAccountmanagementPol icyAction

Answer: (f2& %R 9 B)

EHTERE: 217
FUTLIRRY FT—=VI2E ROY—N—DBEFNTVET,

Name | Operating system cription
Serverl Windows Server Hyper-V ting four virtual
2019 hi t run Windows Server 2022

Server2 | Windows Server ' r that has the Azure Arc agent
2019 lled

Server3 | SUSE Linux Sﬁoambaﬁe server that has the Azure Arc

Enterpri agent installed n, 1;
Bis m Microsoft

Windows Server 2019 £7=1& SLES OWITNMMNEERTT HEHDRETL VEEL Azure TR Y1) T a b Y £9, Microsoft
Defender for Cloud [C#EE 7 TS —2 3> aV hO—LERETEFETT , EDARL—TFT 4 VT VATLETSY R I+r—LZE
WTEFEITHA?EBZTAICIE AEBEETEYD LA T a vEFERLTLIEELY,

Operating systems:

SLES only
Windows Server only
SLES and Windows Server

J[..l -

\'f These are the selections for Platforma,

a8l Machines and Hyper-V virtual mar:hmes only
Azure Arc+enabi ed servers and Azure wrtual m only

Azure wirtual machines, Hyper-V virtual machin AzM e(n:al:F 5e§efb f t

Answer:
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Operating systems:

SLES and Windows Server

Platforms: -

W
machines only ° These are the selections for Platforms,

Azure virtual machines and Hyper-V virtual machines only
Azure Arc-enabled se and Azure wirtual machines only

Azure wirtual machme per- intcrnéasdaftrc-embled servers

=HTEIRE: 218

v k7 —2 121X Azure Active Directory (Azure AD) & RI#i9™ % adatum.com & ULV\S AREIDA > T L = XD Active Directory KA A UNE
EFNTUVET,

Azure AD T+ 2 MZIE RORIZRTA—HF—DEFThTLET,

Source _"“"“Password
Azure AD Adatum123
Azure AD N3w3rTOGue33
On-premises Active Directo ComplexPassword33

ROBEIZRY & 512, adatum.com DFRELAE - ISR T— FREZRTEEZERELET,



Custom smart lockout

Lockout threshold @ . 10

Lockout duration in seconds @ | 60

Custom banned passwords

| Adatum

Custom banned password list @

|
m  IVIICIOSO

Password protection for Windows Server Active Directory =
Enable password protection on Windows Server Active Directory @

Mode O Enforced

RDERATF—RAVRMIDWT FORTF—FAY bh true DBEIEX[IEZWVN] ZBIRLET, TNLUSNDBAF, VWA 1 ZEIRLET,
EELSCBIRT BE-UIC1 RS Y FO@EADHY 9,
Statements

Userl will be prompted to change the password on the next sign-in.
User2 can change the password to @d@tui COmpleX123. )
User3 can change the password to Adatumi23!. Mic rOSOﬂ: @,

Answer:
EoLE)
BEEREINSTFR MRBH

Statements Yes

Userl will be prompted to change the passward.on the next sign-in. O

. éermmﬁ@mf&passwqtd to @d@tum_COmpleX123. kel
s

User3 can change the password to Adatum123!. kel
il

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-de



https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

HTEIRE: 219
Azure R > DT TAA (Z{EAT % Azure Resource Manager 7> 7 L—rAHY £,

REIS DA VRAAVANTOED I =G a3nd EEFIT KRERAD Windows #EEZ BBIMNICENIZT IHENHY T,
AIZFZIENDDTL & I3M 7

A. Azure Desired State Configuration (DSC) {R38~ < ¥Rt aE

B.Azure A vy 77)

C. Azure Security Center Dt ¥ a1y T4 R > —

D. Azure 7 F/\A

Answer: A (A —vt—T %KY

FEw% 1_Litware, Inc

NEFT—RREATATE  T—RRE T IEERNICHERNRESNSIHOITTEHY FEA, ET—RXEET LEZVWETHREBRZEDT
ERTEFT L, CORBRICITEBMDT—RAREZT A0 aVvhBEETIEENHYET, CORRICEEFNIITRTOERZE
ESNEBERNICETTEELSICHEZEETILENHY FT,

T—RARBTAICEFENDERICEZDICE  T—RRE T4 TRHENDBEHEZSRI IBEANHYVES , 7T— X RETAIZF T—R
AE T4 THRAISNTWS T ) FICHET HHMBFRERBETIBRBTOZOMD ) V—RADBEENIGZELHYET, COT—RAR 2T 4
[CRET AEEMIE, thDBEBMNSHMILTLET,

CDT—RREATADRRIZ, VEA—BEENIRTINETS, COBEETIE RBORDEI L a VICEDHIC BEZHERZL EEEZMA S
CENTEFET HLWWEY DI VERBLEZRIE, COEI D aVICRAZEIETEEEA,

F—RAB T4 ERBT BICIE

CDT—RAREATAICET IRVDEBMERTT DICIE, RNREZE0 )9 LEST BRICEZ DRI, ERORA D DRE U EFER
LT —RREATADRABERARTKESIV, INoDREIVEV v I3 5L EDRREHR BHFORE, MEDHRAL EDFRMNERR
ENFET T—RRAETAIZ[TRTOER] 2 ITHHDEE . RERSNDFERIFEFED I TITRRINDIERERMLELTHDSIZEITFELT
KEZW BEICEZSERMNTE D, BRIV EV Yy LTEBICRYET,

B

Litware, Inc. [, A T2 500 AOREE Y750 XaMGIZ 20 AOHKEEZMZETORIL AT A T7RETY,

BFDIRE

Litware [Z(&_ Sub1 E WS &HID Azure TR ) T avhHpy TR TarIDIFRODESY T,
43894a43-17c2-4a39-8cfc-3540c2653ef4

Sub1 (& litwareinc.com & ULY5 & HID Azure Active Directory (Azure AD) 77 > MZEAEM TSN TWET, TF > ML, T Litware
REBEZTDTNARDA—Y—FA TV METNAR ATV FREFNATHET , &1 —H—IZI1E Azure AD Premium P2 51
VANEY HTHNFET, Azure AD Privileged Identity Management (PIM) A7 9 7«4 e ShTULVET,

TFY M RORISRTTIL—THREFENRTUVET,

Type Dqsg_: ion

A group tha! has the Dynamic User membership type,
contains all the San Francisco users, and provides

access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Security group

Security group
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Azure Y TR ) T a3 VIZIX RORISRTA TV FREERTVET,

Name Type Description
VMet1 is a virtual network that contains
VNet1 \Virial natwork security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
! : Windows Server 2016, connects to

L Vitualmachine | g hnet0. and has just in time (JIT) VM

access conflgured.

VM1 is an Azure virtual machine that runs

VM1 Virtual machine Windows Server 2016 and connects to

Subent0.

SQLDB1 is an Azure SQL database on a

SQLDB1 g‘;?;ﬁ :5?_ SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app that is
WebApp1 Web app accessible by using https://litwareinc.com

and hitp://www.litwareinc.com.
Resource Group1 is a resource group that
contains \/Net1, VMO, and VM1.

Resource Gfoup2 is a respurcelgroup that
containe =hared IT resources:

Resource Group1 Resource group

Resource Group2 | Resource group

Azure Security Center [FEEM L ANJLICERESNTLET,
ATESNI-ER
Litware [, ROKRIZRT Azure JY—RETTOALFT B EHFETELTWET,

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 ﬁ;gﬂ} Kubernetes Service A managed AKS cluster

Litware (. RDID LUV T7 IV EREHEHELET,

*FRTDHYUITIZUIRT A—HF—EFDT/INA RIE Group! DA VN—THEILENHYFET,

*Group2 M A UN—(ZIE KNG EELZENY ETEFERALT VY—RXR TIL—T 2 ~OHREREO—ILZEY B TIBLENHY T,
*A—H—M Azure AD [C7 TV —2 a3 VEBELEZY 7IVS—2aVICRELEY TERVWESICTEIRENHY ET
*A—H—IIRHOTHREBRICTIVEALET,

TS5y b7+ —LDREEH

Litware (X RO TS5y b I+ —LREEHEHTELET,

* Microsoft Antimalware (£, J YV —X JIL—T 1 ORBI VA VR =T E2LENHYFET,

* Group2 M * > /\—I[ZI%  Azure Kubernetes Service Cluster Admin O—J/LAE|Y BTN TWEIRHELRHY T,

* Azure AD 1 —H—I[&_Azure AD BEZIEHREEA L T AKST TR L TEREET S EAHY FT,

FETEESN-EREORER ITF—LRITVM 72X EZFEHALT VMO IZERTELILENHY FT,

* Resource Group1 DY RX—U K T4 RV DEBHERET HIZIX Role1 EVWSAFIDHLWVARSZ L RBAC O—)LEFRIT H2LENHY



FT&ENE VYR ITIL—T1ICH L TCOAERAETHILENHY T,
tXa )T EREH
Litware [&_ Azure Security Center TARL—T 4 2 J VRATLDEF 1V TAEBREARITAXTEDIRENHYFET,

= HTERE: 220

#7 L Ly Azure Active Directory (Azure AD) 77+ > MCEEER (T oNFFH L Azure Y TR Y ) T 3 V&R LET,

A=A R)—EWSEBRIDT I T4 THEBHAZET IR R)—%F 1 DERLET, R—42 )L K1) —IL Microsoft Azure EHE S
TSORTITIVANDT IR ER BT E-HICFERINET,

R—F I R —DEHREIE, FHEDORBPICRIN TS LS ITEREINFET  ( BHIZFTEZIVYILET,)

Portal Policy x _ . Conditions X Locations 1] X
0 inte [ Delete | 0 o Control user acoess based on their
phiysical location, Learn mion
¥ MName
Device platforms
Portal Policy Mot cmﬁgurﬂl Con ﬁgure i ]
N
o [ ves [T
Assignments 1included Indude Exclude
Users and groups 1
All users ::;“;;:F'ﬁ‘ fﬂ:":j'“\':l L any bcation
Bure | All trusted locations
Cloud '_F'F‘" L] Device state (preview) & Selected locations
1 app included Mot configured
Conditions 0 ; B
1 condition selected Contoso
Conlosa

Acces controls

Grant )
2 controls selected

Seqsion
0 controls selected

R—B I R O—DHFERE,

HEIOERICSRENTVWASA LI IR EShET  (H512T720 Vv LET,)



Portal Policy Grant

© info T pelete Select the controls to be enforced.

() Block access
*Name

Portal Policy

F
@ Grantaccess

ASSIgﬂl’I‘l&ﬂtS I_l Require device to be marked as compliant @

Users and groups @
All users

Cloud apps @ "0 V] Require a;pprwed c[ia:'nt app 0
1 app included See list of approved client apps

Require Hybrid Azure AD jointed device

For multiple controls

(") Require all the selected controls

(@) Require one of the selected controls

Acces controls

Grant @
2 controls selected

Session @

0 controls selected = - ro S Oft

RDEARAT— AV RIDOVWT EDRAT— A A true DFRIX[IFVN] ZBIRLET, TSN DHEIEX, DWW I ZBRLET,
FEELCERTSHETITT RS FOMMELHY T,

Statements

Users from the Contoso named location must use multi-factor.
authentication (MFA) to access the Azure portal '-“'_; L R

Users from the Contoso named lo ﬂ ultl factor
authentication {MFALtn acoﬂ vices hosted in the Azure

subscription
Users external to the lﬂmu named |SE&tis st use multl-fa?
authentication (MFA) to access the Azure pos ICrOSO %

Answer:



Bl

Ry X1 LW\&

Contoso DAL SNET

RyI X2 W\WV&

A7 SR AY-4

S .
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

TR 221

Subscription1 E WS &ZHID Azure S TRH ) T avhHBlY  THIZIERGT EWSERID)Y—R FIL—TF & Userl EWLVSEZRIDLI—
H—MNEENTWNET, Userl [ZIZ RG1 DFIEEDREAEY B TOhET,

ROFIZTFRTESIZ RG22 EWVWSEZRFIDY V—R JI)L—TZEEL Blueprint1 & LV5 ARITD Azure Blueprints EEXZER LE T,

i~

Edit blueprint NMicrancntt

Basics  Artifacts

Add artifacts to the bluepnnt. Add resource groups to organize where the arbfacts should be deployediind asSignéd.

HAME ARTIFACT TYPE PARAMETERS
v ? Subscription
+ Add artifact...

»() RG2 Resource group 2 out of 2 parameters populated

.O Userl (Userl@sk200628outiook onmicrosoft.com) : Tag Contnbutor Role assignment 1 out of 1 parameters populated

+ Add artifact...

RDERTE ZHEH L T, Blueprintl % Subscription1 IZEIY ¥ TEY,

*Ov I DOEYST HAHARYER

*TR—TRID: VRATLEIYHT

RDBEARAT—FRAVRMIDWT ZFDART— A A true DIFEIX [TV ZERLET, T LUSNDEEIE, VWR 1 ZBIRLET,
S ELGERT BEVICT1RS Y FOEELSDY F5,



Statemen% M | CI’OSGft Yes No
A locking mode of Read Only will be d@ssigned'to RG1. O

Userl can add tags to RG2. ., ) ® ®

You can remove Userl. from the Tag Contributor role for RG2. O O

Answer:

— Microsoftetements | = he
A locking mode of Read Only will be assigfied to RG1. 10! |O
Userl can add tagsto RG2. ;::' 2
You can remove Userl from the Tag Contributor role for RG2.  © E__
E’f‘f?»{ﬁ)b 1—F—AVB—TIAR TERN TIVr—2a v ORBLPEBHERS NS
Statements E\i Microdeft No
A locking mode of Read Only will be @ssigned i;RGl. B o
Userl can add tags to RG2. - B o
You can remove Userl frm the Tag Contributor role forRG2.  © | @
S

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

RETEIRE: 222
RORIZRTNY—REZEC Azure Y TR Y T aviphyEd,

Type Region

Azure SOL database . % East US
Azure Log Analytics worksp East US
gt East US

esyurdpe

RORIZERT Azure A A L—2 ZHO Y FEERLET,



Access tier
(default)
Storagel East US Cool

Storage? East US Not applicable

Storage3 West Elrope Hot

SQL1 NEEZERIT IVLELHY FET,
EEOJDORBEXEELTHERATEBRMNL—2 7H Y ME Log Analytics 7—9 AR—R([FENTIMN? @ T B(21E, EZHEE TEY L
TToavEBRLTLESL,

EELGERTAB-UIZ1IRA Y FOBIENHY £9,
Answer Area

Storage accounts that can be used as the audit log [Sterage1 only

destination: |Storage2 only
Storage1 and Storage2 only
Storagel, Storagel. and Storages

Log Analytics workspaces that can be used as the audit log |Analytics1 only

M » destination; .&rtaly‘l:?1 nd Analytics2 only
QadaTy nd Analytics3 onl
1ICrORE® Y

1, Bnalytics2, and Analytics3

Answer:

Microsoft

Storage accounts that can be used as the audit I0g |Stocagel ol

destination: fitefage. onh
S1oRage and Storage only

Storagel Storaged. and Storaged

Log Analytics workspadés [HatiCan De usedias the audit log Janalytics? only
destination: |Analytics1 and Analytics? only
Anabtics 1 and Anslytics oily
nabetics | Analytics? and Analytics3

=ITERE: 223

Azure Key Vault & Azure Storage 7Hh oV b EEL Azure Y TR Y T3 U EH ->TUWWET Key Vault IZIX BEENEETLHXF—MNEF
NTWEFT A=V 7HOORME F— a0 TFHF—IZRBEINMTVWEIHREAI—IR—V R X—%2FRHT LS ICEBRShTULET,
KDY —EREZFALT Azure ITT— 2 #REITHFETT,

*Azure 774l

* Azure Blob X kL—

* Azure O 45 9T

*Azure T—JIL A FL—D

*Azure ¥ — A FL—2

Key Vault [CREESNM TS FXF—%2FRALTT—2BEILEITI 2 DO —ERFIENTTM? TREFNDERIITLLMBREERLET,
EELCERTIBEVICTTIRS Y bOMIESHY FT,



A X1—XkL—P

B. 7— JJLIREA

C.Azure 774 JL

D.BLOB X kL—¥

Answer: AC (A —vt—T%EY)

https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?tabs=portal

RFTEIRE: 224

Azure Sentinel 74 > 7k— K L £, Azure Sentinel % Azure Security Center [Z#Eft LE 9,

Azure Sentinel TOA VT FOBRBZEFELTHIVELAHYET V) a1a—2arTR EBFHEZR/NMBICHNZASZ2LELAHY FT,
A ZERT 2RENHY FIH?

A.75—FkIL—JL

B.5>7wvY

C.A#%7 7

D. 7LA4TvY

Answer: C (A —vt—T %KY

ERHTEIE: 225

Azure Sentinel ZERAL T . EH LVWERZHREL M ZBEBELT H20MIL—ILEERTESTFETY,
N—MEFEPALR—F Y FHABETTH? BET HIE, BEBETED LS T 3 VEBRLTESL,
EELCBIRT B-UIC 1 Ra Y FOMBIENHY 7,

)etect suspicious threats: ~

A Kusto query language query
A Transact-SQL query

An Azure PowerShell query
An Azure Sentinel playbook

utomate responses: v
An Azure Funclions dpp

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Detect suspicious threats: -

A Kusto query language query
A Transact-SQL query

An Azure-PowerShell query
An Azure Sentinel playbook

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook |
An Azure Sentinel workbook

SR .
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

ExFTEIRE: 226
HIET-DE1(Z1F Subscription1 & WLNS &AHID Azure YT RS ) T 3 Uh&HY £, Subscription? (X RORIZRTA—HF—%ET
Azure Active Directory 77 > MZBBEfIFENTWVET,

" Role
Global administrator
Billing administrator

Owner

Account Admin

SRIEFHLVAREFICKRIANENET,

=1ttl&, Subscription! OFTBIELZREET SLENHY T,
EQ1—Y—HLEEEZRETEETIN?ZDA—HY—EEDY—IILZFERTILELAHY FIH? BIET DT, BEEEE TEUGA T
DavEBRLTLESY,

FEELGERT BEVITTIRASA Y FOMIELHY T,




User: | v

Userl

User2

User3 N

TR = viicrosoft
Tool: v

Azure Account Center
" Azure Cloud Shell

Azure PowerShell

Azure Security Center

Answer:
User: -
I Userl
User2
User3
User4 _"a |
Took Y\ OV =

Azure Account Cenfter 050
Azure Cloud Shell

Azure PowerShell

Azure Security Center




https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

A% AZ-500 RARELE (L GoShiken.com MRt S =& LT LY AZ-500 HERRIRESE | GoShiken.com NE&EEF D AZ-500 HEARIREE %
BH#t L TULVET, GoShiken.com AZ-500 SAERRIREIXGZFT T, BENEHT I IWVVET , D GoShiken.com AZ-500 FEEE 47 Y b
B ANlEZ B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIRESE S & IEf2 1+ = T 30%wiEAIE|5[a — K:

Freepdfdumps)

RFTEIRE: 227
Contoso.com & LY5 BRI Azure Active Directory (Azure AD) 775 > MZEEEM T 5N TS Sub1 EWVWSEFHTD Azure TRV 1) T
2avhHYVET, TFY ML RORITRTIA—HF—HEENFET,

Role .
Global-admifistrator
Seclinty administrator

Security reader
kicense administrator

{21 —H—(ZlF Azure AD Premium P2 SA U AMNE Y BTOHNET,

A U R— K%&HE L Azure AD ID Protection Z#8 L £9 .

Azure AD Identity Protection 4 >/ R— KL 21— —%2BEL KR P—ZBRTELHDEXENDI—F—TTHM? BET S, EIEEE
THEUGF T a v EERL TSN,

S ELSGBIRT TSI RS Y FOBIERHY T

Answer Area

Users who can onboard Azure AD |dentity " Pratection: |useri only

User! and User2 Dniy s "

User1, User 2, angusesonty |\ / i LY
User], User 2 LSS Snd Licer & ail I VIV

Users who can remediate usss and configure policies: |User! and User2 only

Userl and User3 only

Userl, User 2. and Userd only
Userl, User 2 Userd, and User 4

Answer:


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Answer Area

Users who can onboard Azure AD Identity Protectioni§uiser only
User! and Userd only
User], User 2, and User3 only
Userl, User 2 User3, and User 4 only

Users wi 1 idte use:s and configure policies: Risert and UserZ only
u - ETT ang USErs oy
J ICTOS O e vser2 an vsers onty

Userl, Uiser 2. User3, and User 4

TR 228

RDYY—REEL Azure Y TR YT avhiHpyEd,

Subnet1 & Subnet2 &ULV5 2 DDH TRy FEEL VNET1 E VWS ARIDERERY b7 —5

TSAR—FIP7 RLADHI %S _ Subnet! [ZHEET D VM1 EVWSZBIDREIS Y AV E—Fy IS VMI ADY E—F TARY
by JHEGEHITESZ &

ZHERTOILENHYFET,

ED3DDTHI L avHBEBIZETTIVELAHYE TN EZTAICIE. 7I/2avO) R MO LEYETY L 3 v EEBEEHICEHL .,
ELWEFRTIHERES,

Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection,.

Create a new subnet,

Deploy Azure Application Gateway.

Microsoft

Deploy Azure Firewall.
Answer:



Answer Area

ICI’EBtE a new subnet,

l Deploy Azure Firewall.

ICreate a NAT rule collection,

Create a NAT rule collection. u

IL‘reate a new subnet.

Deploy Azure Application Gateway.

| Deploy Azure Firewall. ||

=ETHRE: 229
RORICRIHRBEI L VEEC Azure TR ) ToavhbyEd,

Name | Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROFKIZFRT Azure R O—ZFERRLE T,

Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types

You create the resource locks shown in the following mmeg — Micro SOft

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2
ROERAT—RAVRMIDWT ZDRAT—RAY i true DIFEIE [TV ZERLET, TSN DB EIX, DDWR ZBRLET,
EELCBIRT BEUICTTRS Y bOMIESHY FT,




RiMicpsott

rea

Statements

You can start VM1.

You can start VM2

You can create a virtual machine in RG2.

Answer:

Answer Area
w, . Statements Yes No
m M icrosoft
You can start VM1. O | _:
You can start VMZ. Te

O
0 o

You can create a virtual machine in RG2.
55188

F o
|



Answer Area Microsoft

Statements Yes

You can start VM1. (0% O

You can start YM2' O

You can create a virtual machine in RG2. 'O i

SE Wk

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

xFTEIRE: 230
RORICRIHREIT L VEEC Azure TR ) ToavhbyEd,

Name Resource grnup Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROFKIZFRT Azure R O—ZFERRLE T,

Policy definition Resource type Scope

Not allowed virtualMachines RG1

resource types

Allowed resource virtualMachines RG2

types

You create the resource locks shown in the following table : Mi Cro SOft

Name Type Created on

Lock1 Read-only | VM1

Lock2 Read-only | RG2

RODERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEWL] ZBIRLFET, TN DEEE, DR EERLET,
FELCERTBFEUICT RS Y FOEELHY FT,



Answer Area

Statements

You canstart VM1. _ (1 ‘e
Microsaff\ \ v
You can start VMZ2.

You can create a virtual machineinRG2. O

Answer:
When Azure Sentinel identifies a threat, an incident -
must be created: A_E a—-&m ES_ :
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform
when an incident is created in Azure Sentinel. Analytics
: Data _connectors
= MicrcRapbes!
il orkbooks

Bk

Answer Area

Statements

You can start VM1.

You can start YM2) & ©

You can create a virtual machine in RG2.

SE Wk

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

RHTERE: 231
ROFRIZERT )Y —RXEEFL Subscription1 &WLNS BRID Azure TR H ) T3 vhHYET,



Container instance =
Virtual netwnrlﬁﬁ .

App Servic
e
User1 Usery % 1SS N\ 1] Not applicable

K@D JSON 774 JLZEER L T, Subscription1 ICH X4 L RBAC O—/LEERLET,

“Name": "Rolel",
"IsCustom": true,
"Description”: "Rolel description”,
"Actions": [
“*/Read",
"Microsoft.Compute/*"

1,

"NotActions": [],

"DataActions": [],

"NotDataActions™: [],

"AssignableScopes": [
“fsubscripticn51923adlga-d358-4ﬂfbEﬁﬂaﬂ-b&af43ddac92fresourceGroupszGI“

" = Microsoft

RG1 T_Role1 # User1 [CE|Y HTFET,
RDERAT—FADFRZDOWT ZFDORT— A A true DFAX [TV ZRBIRLET, FNLUNDEEIT, VWNZ 1 ZRIRLET,
EELCBEBIRT ZEUIC1 RS FOMENHY FT,

'Microsoft
Statements Yes No

User1 can add VM1 to VNETT. O O

User1 can start and stop App1. ) O

User1 can start and stop cont1. B Q

Answer:



S{a}teﬁl_ gt Yes No

User1 can add VM1 to'VNET1. O O

User1 can start and-stop App1. o |0O]
User1 can start and stop cont1. O @

SR .

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations#microsoftcompute

B HTfEIRE: 232

cotoso.com & LYS &R Azure Active Director (Azure AD) TF > EWHY RORIZERTAI—F—NEERTVET,

Contoso.com [Z(Z T IL—FEBIMTIFRY O—REFhTWET, DR —IZIE Contoso E WS BEEEZEUH R A LOEILEE X
L—ILHHYET,

T ELWLEREIZERENRS V FOBELHY FT,

Answer Arca =
Users who can create a secutit I[RESET by
wew Admint and Adman onby
d Admin1 and Admin3 only
Ot

Admint, Admm? and Admm3

W o marnegd Contonn Saless | Admim 1 andy
a Aadirin | and Aditend onky
| Accirmin 1 sl Acdpen s onky
‘ Auckrmin 1 Aumand, andd Adimend

ExHTfERE: 233

OU2 & Userl ICR L CEHHBEISN-EREZETTOILENHY FT,

EDY—IEFERTILELNHYFETHI? BERDICIE BULEY—ILEELVW)Y—XRIZFSY T LET , EY—ILIE1RFERTDI LD,
BHEFERT S L FoKFRALBEVWIELTEEFT  AVTUVYERTTDIZIE RAVEATHREIN—ZFZFSvIT 5N R 0—
LT BELNHDIGENHYFET,

FEELGERT BEVISTIRASA Y FOMIELHY T,



Tools

The Azure portal

Azure AD Connect

The Active Directory admin center

Active Directory Sites and Senriﬂeﬁ

 Active Directory Users E. | M i Cros Oft

Answer:

Tools Answer Area
The Azure portal Oou2: Azure AD Connect
Azure AD Connect '_ Userl: | The Azure portal

The Active Directory admin center l|

Active Directory Sites and Services

Active Directory USeFs an

&HTMERE: 234

ID EWSRBIDOYR—T K ID ##F# 5 _ Azure Active Directory (Azure AD) T+ > RMZU VO EINTWS Azure TRV )T avhby F
T, T7FTURIF RORISRTVII—ANEFNRTNET,

AUl BLUAU2 ITIFED) YV —RZEBMTEEIMN? BET BHICIE, BEBETEUNGA T 3 U EERLTLLIEZSL,

| Name Type Assigned object
AL Administrate wnit User), Group 1

ALl Agminusiratne unil None

Userl | User ) Mot applicable

Groupl | Security group Mot applicable

Groupd | Microsafl 365 group Mot applicable

AUT &£ AU2 IZIZEDY) YV —REZBMTEFIMN? BAZETAI2F EAEEHETEYLEA T 3 0EEIRLTL S0,
EELCEIRT BEUIC1I RS FOMENHY T,



AU

ALZ

E 'Micradsoft Iy PN

EX#TERE: 235

Azure Key Vault ZEf 9 5 EAHY EFT , COV I a—2a TR F— aA0TFT—m0EIBREN=FTOLH A0 BERFEEIN D
FOTTHIREADHYEY,

ARV RFEEDESITETINELINTLE SN BET HICE, BERETHEUGF T a vEBIRL TS,

FELCERT BFE-UICT RS Y FOEELHY FT,

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ - urceGroupName ‘RG1’

-Location ‘East US’ Iv l‘{ Mlcr%Of

-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

Answer:

New-AzureRmKeyVault -VaultName ‘Keyvaulti"_ —-ResourceGroupName ‘RG1’

-Location ‘East US’ g W/ lv v

-EnabledForDeéployment -Confirm
EnableRurgeProtection | |-DefauttProfile

o o | _ -EnableSoftDelete
= MidBseE S




https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

xFTEIRE: 236
AVTF—IbkENE=T7TIS—2a 0 A VARV RRADHELWR FL—2 7HI Y FEERT B Function1 & LS ZHITD Azure B &=
£ILH5FETT,

A=Y 7Hho2 bEERT H1=6HIZ Function! [CRIEBRLEGHERZFETEILENHY FT, V) a—>a TR EEBFHhER/ND
RICINZ 2WENHY FT,

Hiaz Iz E2REN?EET HICIE, AEBEETEUGA T 3 EERLTLIIZSW,

FEELGERT BETITTRASA Y FOMIELNDHY T,

Assign role to:

A group account
A system assugned rnana%f de

A user acco

as dldentlty

Role assignment to creates

Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

A cesoft v

A group account

Answer:

A system-assigned managed identity

A user account

A user-asmgﬁnﬁea_‘managed identity

i —

Role assignment to create:

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

S8
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access-portal



=IfEIRE: 237

20D Azure Y TR ) T3k Groupl EWSERIDEFXF2UTa JIL—TRHYET TRV )T avFIL—bEBTIL—TD
FTY,

EHITRVYTLavIZIE RGT EVWSRFDY Y—R TIL—THEFEFRTVET,

BH IR )T aVIZDOVWT RGI BNROEHEZHmI-L TSI LRI IHENHY T,

Group1 D A UN\N—IZIE FTEEDORENEYHETONET,

RG1 29 HHEROEREMHLEESNET,

HiatzlEfi 3 2REN?RET HICIE, AEBEETHEYGA T 3 0EBIRL TS,

S ELGBIRT BEUIC1RS Y FOBIENHY F9,

Configure role-based access control {Mfilc
role assignments by using: [Azire Blueprints

Azure Policy T
Azure Semﬂﬁ? cfemer

Prevent the modification of pem‘ussml'ls tﬂ u ‘ # o v

RG1 by using: A resource lock

A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

Answer:

Configure role-based access control (RBAC)
role assignments by using:

Azure Pol cy " \ Nl
Seturity Genter

-.-_.._.

Prevent the modification of permissions to

v
RG1 by using: @' resource lock
role-based access control (RBAC) role assignment

M % f t the resource group level
I S 0 Azure Bluepnnt assignments in locking mode

RHTEIRE: 238
Registry1 & L5 & #10M Azure Container Registry W& Y 9,
ROKIZRY & 5[ Reqistry! DEREQEY BTEEMLET,

AcrPush 11"
AcrPull™’

~ [VAérimageSigner
" | Contributor

Registryl I/ A—2% 7w 7AO— KR LTz Y Registryl WMo A A—CF A UA—RKLEZYTELZDEXEDI—HF—TIM? BET BIZIE,
BZELTY 7 THEUGA T avEBERLTESD,



FEELSERTSE-UITT R v FOEEASHY £,

=- I Microsoft

Upload images:

User1 only
User1 and User4 OF

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

Answer:

| [

Microsoft

Uplﬂﬂd“’l&gESZ v

Download im

&t BA

ra0L r
\@ User2 only

User1 only

User1, User m
User r3, and User4

User1 and User2 only

b

User1, User2, and User4
User1, User2, User3, and User4




VIICIOSO1

User1 only
User1, Use serd
User% ,%egﬁ.!ser?., and User4

Upload images:

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

Download images:
@ r2 only

Ry o X 1:Userl & Userd D&

FAEE B’EE. 8LV AcrPush IFEIRZ Ty L1 TEET,

RyHR 2 a—H—1 1—H—2 BLU1—H—4

AcrlmagineSigner ZFR $RTOY—)LIF A A —DEFHO 2 A—FTILTEFET,

HAccess Resource Create/delete ’ Push ’ Pull Delete image Change Sign
Rele/Permission Manager registry image image data policies images
AT,
Crwmer ¥ b ¥ b e | | ®
Contributor X x B X
Beader X
AerPuzh _:::'?E.'_._::\.?.:: ’
s |
& 5 B
AcrPull ¢ N TN
4 A% L
1 %)
AcrDelete * % i, Fi
Micrdsoft
AcrimageSigrer | X
& Xk

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

#fRE: 239

RG2 DERL & RG1 DERDEERZZRETHALENHYFT FFRVERTTEIDNEEDLI—H—TIH? BET HIZIE, MERNDEY]
BAToarvaeBRLTCEEY,

a. FELERTBEUICT RS FOMENHY T



Create RG2

Adimin3 only g
Admird and Admin3 only

Adming and Admind only

Adming, AdminZ, and Admad.only
Admin, Admind” Acmind, and Acmind

Manage RG1 permissions

Reirmird only

Admin? and Admigd only

Admind and Admk,_j only

Admint Admmn2, and Admend only
Admin]. Admin?. Adrand and Adrand

Answer:
Create RGZ

Admin3 only )

Admind and Admin3 only

Adming and Admind only

Adming, Admin3, and Admind only

Admin?, AdmindAdma™ and Admind

anage RG1 ISSIONS B,
Nuinage it peg rosort

ind only
Admini and M!‘I‘!l% only
Admin3 and Admk_J only
Admint Admin, and Admind only
Admin1, AdminZ, Admin3, and Agmin4

Ex#TERE: 240
Azure Y TR YT vEEHELTT UITRXY ) T 3 UI2lE, Windows Server 179 5 Azure (RET L UREENTVET

20164E,
BIRETOVICHRELDTILY T 7RHERET D ALEMENA VA R—ILENTWBR I L ZHRT EHR) O—2EETINENHY F
v,

RUS—ZEDESITRTIHARVENHY ETHM? BAET ST, BERETEUGF T a vEERLTIEEN,
FELSERT ST RS Y FOEEASHY £,



wif~ : |
walliof~: |
{
“field” : “type”,
Yequals?’: "Microsoft.Compute/virtualMachines’”
)
{

“flald” : “Microsoft.Computae/imageSKu»r,
“acquals” : “201l6-Datacenter”,

)

1
|
“then” : | i !

“effect” i “ IYI Ve

- o™
. DeployifNotExists o
1CIIQaS'.QfLmlrii,'|.'m':at'.i«m.'l,nl' gurationAssignments”,

- wroleDefinitionslIds” :

‘fpruvid-ru!minruuott.:uthnri::
1.

“nama® : “ocustomExtansion
“deploymant™ : |
“properties” :

tions/12345678-1234-5678-abed-012345678910"

Answer:



t .
— |
o m Microsoft

i

wElald® : “kypa®,

Yoquals®: *Miocrosoft.fompute/virtualMachines"
]

i
“flald” ; *Microsoft.Compute/imagesSKu~,
“aguals® : “2016-Datacantar®,
i

“Lh.n:‘!:::oh"' - IT'"J &
£ O

DR, . o
{DeplootExsts! |
vwdotalls~ : |
“typa®” : "Microsoft.GuestConfiguration/ g'*t.innmuiwmu',
srolebafinitionsids~ : [
»fproviders/miorosoft . authoriza tions/12345678=1234=56T8-abod=0123456TE91 0

1.
*namo® i “oustomExtension®

“daploymant” ¢ |
“propartiss” :
rmodo™ @ “ln;-mn
“paramastoars
1.

E7L I
“then : |
“effect” : “ I'] “

“details~ : {
“type” : “"Microsoft.GuestConfiguration/guestConfigurationAssignments”,

"rolaDafinitionsIds® : [
. . w/providers/microsoft.authorization/rolabefinitions EEm 4-56T78-abed-012345678911
Miie ()

@5k,
. “daployment” :
“proparties~ : |{ L )
“mode”; “incremental”. p
] - g’




R4 X 1: DeploylfNotExists

DeploylfNotExists (&, &M= SN EICTF o TIL— DT TOA AV FEEITLET,

RyoR2:57oTL—F

DeploylfNotExists T7 x4 FDEFEFMTONT 4 I21E, — BT HEE ) V—REETTDITUIL—bF TTOM AV EEET DT RTOY
T77aNRT4BHYET,

BA W]

Z M 7 0/8T 1 [21&  Microsoft.Resources/deployment References [CESNATEEHR T TL—F TTAA AV MR EENTVWEILELH
YEI,

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/Effects

RFTEIRE: 241

Azure B TRX9 1) T3 EBELTY,

B Azure Active Directory (Azure AD) 73+ > b EERT 5K S3ITH TRV YT a v EBRLET,
CHDEBICEYEZEZOND 2 DDEZIIMTIIN? TNENDERIELEHRREREZRLET,
FEELSCERTLHEVICTTI RS bOMELSHY FT,

AHTRY1)TL a3y LRLTOREDEY B THEDRET,

B. REYLUDEERZR ID NERHONFET,

C.IREIIVDTARIRFTyTay bbkbhET,

D. BXE®D Azure )V —ZADEIRENZFE T,

Answer: (&% &RT~9 5)

o Tav: kL]

FRBA/SER:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-subscriptions-associated-directory

A7: AZ-500 7B (X GoShiken.com AR SN =&HE LI Ly AZ-500 HERRIRESE | GoShiken.com M&x#F D AZ-500 RERRIEE %
Bt L TULVvEF, GoShiken.com AZ-500 SREARAREITI R T MBENEETIIWVVET, &#H D GoShiken.com AZ-500 fIREE XS Y T
A ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIREE S & IEfE 1+ = T 30%wiEAIE|5[0— K:

Freepdfdumps)

= HTERE: 242
Azure Active Directory (Azure AD) IZ 9 &tz Azure Y TR S ) T2 avhHBYET, T7F 2 FIIE, RORICSRTA—H—DINEENFE

Name | Role | Member of
cail e s roin !
IOLUE

[ oy
Vault! &ULN3 &RID Azure Key Vault B3&H Y  N—ORENEHICEE SN TUVET , Vault! IS RORICRT TV EX RYS—NEFN
TWEY,



https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Groupl | Purge Purge Purge
Groupd | Select all Select all Select all

ROKIZTRT & SIZ, Vault!t O B—)LEIY BTEERLET,

Name | Role

Userl | None

Userd | Key Vault Reader

Liserd | Lser Access Administialor

RDERAT— AV FMIDWT AT— AV A true DB EF [IFV] ZBRL  ENUNDBEF [WWE] ZBRLET,
FELCERTBEUICT RS Y FOEELHY FT,

Andwer Area —\“ f‘? " c Ca

User1 can fo] Purge protection to Enable for Vault)

Wherd Can Con‘egpuie furewialls and virtuesl networks o Yl

Lhear 3 can achd acceas polewes 1o Vault!

Answer:
Answer Area
Statements Yes Mo

User can set Purge prafection 1o Enable for Vault! D
U2 can confgure fifewalls and wrtual networis or Vaulll I

Lherd can add accoews policet 1o Vaul

Micrasoft

ExFTEIRE: 243
ROKRIZRT LI Azure TR ) Toavz) Y —REERLET,

Name Twe )Y Region
A6 1 Resource grolip West Europe
VNET1 Azure virtusl network West Europe
Contoso1901 Azure Etnarage account West Europe

VNET1 [Z(&, Subnet1 & Subnet2 & LN RRID 2 DDH TRy FMEENTULVET , Subnet! DAy kT7—% ID (£ 10.0.0.0/24 T
9, Subnet2 ®xrv k7—% ID (£ 10.1.1.0/24 T,
Contoso1901 (X B RICRT LIRS TWET  ( BRIZFTZEI UV LET,)



PS5 C:\> (Get-AzStoragalcciiint RG contosol®0l) . HetworkRuleSet

ByPass : L.:-:][IJ%'. Matrics

DefaulthAction . Dany

IpRules . [193.77.0.0/15,...]

VirtualNetworkRules : [/subscriptions/a9%0cBeoBf-dBbo-4112-abfb-
dac4906573dd/ rescurceGroups /RG1 /providers /Microsoft. Network/
virtualNetworks/VHNET1/subnets,/Subnetl,.. .]

PS8 C:\> (Gat-AzStoragehccount RG1 sontozeldll) . NetworkRulaSat.
IpRules
Action IFAddressOrRange

PE C:\> (Get-AzStorageficcount contosold0l) . NetworkRules
Aotion VirtualNetworkResourceld

Allow [fasubsoriptions/a%0cfcBf-dibo-4112-abfh dacd90657 344/ rescurceSroupns/
BGl /providars/Microscoft.Network/virtualNetworks/VHET1/subnets/Subnetl Succesded

PS5 C:\>_

RDEFERAT—FAVMIDVWT ZEDRAT—RA U A true DIFEIEX[IEW] ZBIRLFET, TSN DEEF, DO EERLETS,
FELCERT SFE-UICT RS Y FOEELHY FT,

Statements Yes No
An Azure virtual machine on Subnetl can access data in Contoso1901. O O
An Azure virtual machine on Subnet2 can access data in Contoso1901. O o
A “::"nputeran thelntﬂrlietthat has an IP address of 193.77.10.2 can access O O
data in Contoso1901.

Statements

d - -

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet2 ¢an access data in Contoso1901.

A computer on the Internet that has an IP address of 193.77.10.2 can access
data in Contoso1901.

= HTfEIRE: 244
Contosos.com & L5 &R0 Azure Active Directory (Azure AD) 77> k& RGT E WS ERID Y V—R JI)L—T%EL Subcription1 & L



SARID Azure Y TRV 1) T avhbyUET,

contoso.com [Zxf LT Rolel EWSBAFIDARAZ L O—)LEERLEFT,
MERDEEIZRoI1ZECTHERATESINEHET IVLENHYFET,

Al ZHANT2BELHY EFITH?

A. contoso.com M #H

B. contoso.com & & U RGT D&

C. contoso.com_RG1_ & & U Subscription1

D. contoso.com # & U' Subscription1 M7

Answer: B (A —vyt—T%&Y)

EHfEIRE: 245
AERIZ, 2 —%— useri@contoso.com 2184013 % & 5 [Z Azure Security Center TEF A —L@BMEERLET,
KEBRIZC. X274 o3 —ERORICKRITEFa)T4 73— bEERLET,

Time N\ : .~ Description Severity
01:00 | Failed RDP brute forceattack — = Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity High
11:15 | Network communication with a malicious machine detected | Low
13:30 | Suspicious process executed High
14:00 | Failed RDP brute force attack Medium
16:01 | Successful RDP brute force attack High
23:20 | Possible outgoing spam activity detected Low
23:25 | Modified system binary discovered in dump file High
23:30 | Malicious SQL activity High

useri@contoso.com [FXIER [CAEDEF A —ILEMEZ(TRY £F3H? AETSICIE EEEETEYGA T a vEERLTLES
Ly,
FEELGERT BEVITTRASA Y FOMIENHY T,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Total number of Security Center email notifications about an RDP

brute force attack on Tuesday: -
1
2
3
4
Total number of Security Center email notifications on Tuesday: v
4
6
9
11
Answer:
‘otal number of Security Center email notifications about an RDP
brute force attack on Tuesday: v
1
= 2-
3
4
Total number of Security Centepemail Aotifications on Tuesday: v
3
4
6
o v
11
S

https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details

TR 246

Azure Key Vault 2T A2 EAHY ET , DY a1a— a3 T F—arvTFH—nmsBIBREINE=4AToy FH 0 BERFEINS
KOICTERENHY FT,

ARV RZEEDESICETINIELIVWTLESN? AETSICIE, BEEEHETEUGEA T 3 oEERLTLLESL,

EELCEIRT BEUIC1 RS Y bOMIENDY I,



New-AzureRmKeyVault -VaultName ‘KeyVa[u%i . -&gﬁﬁg{ﬁﬁGroupName ‘RG1

—

-Location ‘East US’ ‘ v v
EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU
Answer:
New-AzureRmKeyVault -VaultName ‘Key\?a:"- ;Jilf -!ﬂe‘sqmcé@roupﬂame ‘RG1'
-Location ‘East US’ %% % v i v
EnableanrDe‘plo_yment . -Confirm
-EnalfléRurgeProtection _ | | |-DefaultProfile
-THQ -EnableSoftDelete |
-SKU
E7EA
New-AzureRmKeyVault -VaultName ‘Keyvaﬂti*iﬁﬁéﬁfgﬁﬁéﬁ?ame ‘RG1’
-Location ‘East US’ Jv_ ]r_n ]v
-EnabledF orDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

R4 R 1: -EnablePurgeProtection

BELEZE, 2O TFH—Ix L CAIRAIRICH T 2RENBDICGY £, MEBENLGEIRLEANCTILELNHY FT,

Rw 4 R 2: -EnableSoftDelete

COF— a0TFH—ITxd L CREBRGHIBREENENTHS Z L EZBELET, MEBEMNGHIBRAFHICG > TWSIHE  HIBRRIZIH T HAMH
Ol CDF—aAVTFHF—EZTORBRZRETEET,

SE XMW

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

xFEIRE: 247
Sub2 DRI L UBIORY FI—YBEICRTE7ITUS—ar X2 T4 JIL—TOEELFTMLTULET,

RDBEAT—FAVMIDWT FDARAT—F A2 D true DIFEX [TV ZERLFET, ZhUSNDESIF, VWE 1 ZFBIRLET,
EELCBEBIRT BEUIC1 RS Y bOMIENDY FI,



Microscsfatements Yes

From VM1, you can sutcessfully ping the private IP address of vM4. ()
From VM2, you can successfully ping the private IP address of vM4. O

From VM1, you can connect to the web server on VM4, £)

Answer:

Container registries: v

Workspaces: v
0 _l Microspoft

2t BA

O |0 |OF



Statements Yes No
From VM1, you can successfully ping the private 1P address of vM4. () O
From VM2, you can successfully ping the private IP address of vM4. | ) O
From VM1, you can connect t0 the web server on VM4. O O

Ao Z 1 LMV, VM4 (£ NSG3 AR EAT LS Subnet13 (THY ET,

VM1 [Z ASG1 (2% Y £9 . NSG3 [£ ASG2 1 5D ICMP ping DH %A LE T A, ASGT M 5D ICMP ping (X5 E L £ A, ASG1 H 51
TCP 374 vy DHNHFAEINET,

NSG3 IZIX RORITRTZELF )T L—ILDEHYFT,

Priority Port | Protocol | Source Destination | Action
100 | Any ATCP | ASGY o JASGT1 | Allow
150 Any | Any | ASG2 VirtualNetwork | Allow
200  |Any JAny _bAnY . L . - 2 lAny = |Deny
65000 Any _Any | VirualNetwork VirtuaiNetwork | Allow
65001 Ay [ Any | AzureLoadBalancer | Any Allow
65500 SnyVITCEBhy OT [ Any Any Deny

Ry R 2:1&0Ly,

VM2 (X ASG2 IZhH Y FET ASG2 K s XEED TO FaLhFHFrA B8 ICMP ping A EFrI s E T,

Ry s 23, VM1 1L ASGT [ZHYET,ASGI MM TCP F5 7 4 v BHFA SN BTt Web H—/A—~DIEREILH— F TCP 80 Ff=(%
TCP 443 £ C{fhn 518 VM1 X Web Y—\— B TEE T

HTMEIRE: 248

Sub1 EWSREID Azure Y TR Y T a3 UohiHYET,

Azure Security Center [Z[X WF1 E WS ZFIDT—Y 7 0—BEHEAHY FI,WF1 (X Userl EWVSRRDI—HF—IZTEFA—IL A
t—UEREETEHEIICEREINATNET,

Alerts E WS ARTDEHTIL—TICEFA—IL A vE—DFEETDHICIE WFI 2EETLILELHY FT,
WF1 ZXE S SICIEAEERT 2LENHY FIH?

A. Azure Application Insights

B. Azure =4 —

C. Azure Logic Apps TH 4 +—

D. Azure DevOps

Answer: (&% %KT9 D)

S

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-
HTEIRE: 249


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Debbie & WVS ARIDA—H—IL BN TS RIZAzure 7TV %A R —)LLTWET,
)y —2Z Oy hHEIBRE - & =12 debbie@contoso.com IZ7 5 — kRN EESNDESICTEILENHYET,
CDBRYEFTETITBIZIE, Azure portal IZHA A4 2 LET,
Azure Monitor T7 53— b L—ILZEET D2DLELHY T,
BRERYVRIC EZF— 1 EANL BERERMD B2 — | ZFBIRLET,
Po—bh1Z20Uv O LET,
[+ WTS— bk L= ZY YUY I LET,
Ra—F 1o vavc, DY—RDER VI E9) 9o LET,
[UY—RADBETIAINE—] Ry I RIZ focks JEAAL, TAILE—SNE=HEMIS [BEEOYY (OVY) ZE&RLET,
IR )T aVvEBRL, BTIRIVEV v LET,
EHitvavT, BEOERIVVI9EV )Y ILET,
BEEOY I DHIRIZGHEEZERL, BTIHR220) v LET,
(7O a3y =T O30T (7O av ITL—T0OFERIVOEIIVYLET,
(723 TL—TOER]REI2ED )V I LT HLWTFO a3y TIL—T&#ERLET,
4’ )L— FIZ Debbie Mobile App |% EDAFTZATITT GABRAICANT 2 AF1EERHY FEA), RN BH > REZVEV) v I LET,
[EEDIEFRE RV I AT [BFA—IISMS A vyt —T/Ty /BRI AT arvEERLET,
[BFA—ILISMS A yt—UIFw S a/BR] Y42 E9T [Azure 7 FUD Ty L1 BH] Fr ooy REFIZL_Azure 7HH Y k
DEF +*—IL 7 4 —JL FIZ debbie@contoso.com & ADLZET,
OKjRA2H#V ) LTOs 2 FOZHALET,
A [LE2A—ELHERREIUEI UYL RIZHER| RE2 &2V U I LTT7o2ar JIL—T&#ERLET,
B.[75— FIL—ILDERK] V4V FIICRY [753— M IIL—ILOFM] £V >3 >T [77—FIL—ILA] T4—I)LFIC BEO YYD DOHI
BRIGEDEFMZEANLET,
C. B%014 7R v 4 X1Z Debbie Mobile App |E EDLRTIZANLET,
D.[75—h L—ILDER]RE2 &IV LTTS5—h IL—ILEERLET,
Answer: A (A —vt—T %KY

=FRIRE: 250
RORIZRT VY —REEC Azure Y TR ) T avhhyET,

Name Type Attached ‘o NSG
VM5 Not applicable

Network security group
(NSG)

MNetwork securnty group
NSG2 (NSG)

Subnet1 Subnet Not applicable Not applicable
VM5 Virltfaiachine Subnet1 NSG1

NSG1

Subnet1 Mot applicable

IP7 FLZX10.1.04 AAVM5 IZEIY HTHNET VME [ZIE/NRTY VI IPT7 FLADRHY FHA,
VM5 [ZIE  RDBEIZRT K ICBREN-OXv AN A2 B4 L JUIT)VM 7 ERAAHYET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

JIT VM access configuration .
s : =" Microsoft

+ Add Save X Discard

Configure the ports for which thg jag_'t'-'?ﬁ_—t‘_ﬁhé‘é}?gﬂ'aa&ess'wiil be applicable
Port Protocol | :uﬁllawed source IPs IP range Time range (hours)

3389 Any Per request N/A 3 hours

VM5 D JITVM 7O 2R EEMITLET,
NSG1 IZIE . RORIZRT ZEIL—IBHYET,

Priority Name Port Protocol M Destination Action

100 & SecurityCenter-JITRule-... 3389 Any Any 10.1.04 @ Allow

P Any Any & Allow

1001 RDP 1389
65000 AllowVnetinBound Any b Any VirtualNetwork VirtualMetwork & Allow

65001 ncerln... ; Any AzurelLoadBalancer Any @ Allow

65500 .,nl.llln I C I;0 Any Any Any 2 Deny
"N

RODBERAT—FAVMIDVWT EDRAT— AU A true DIFEIE[IEWL] ZRBIRLFET, TN DEEF, DR EERLET,
FELCERT BEUICT RS Y FOEELHY FT,

1000 SecurityCenter-JITRule_341... 3389 ‘ Am,o Any 10.1.0.4 @ Deny

Deleting the security rule that has a priority of 100 will revoke the approved JIT
access request.

Remote Desktop access to WMS is blocked.

An Azure Bastion host will enable Remote Desktop access to VMS from the internet,

Answer:



Statements

icr8soft™

Deleting the security rule that has a priority of 100 will revo ‘*' E e
aCcess [E[{IJEE’E. ﬂ- b

Remote Desktop access to VM5 is blocked. 6 ﬁ 0O
An Azure Bastion host will enable esktop access to VM5 from the internet. O @

RHTERE: 251

Sub1 EWLVSERID Azure B TR ) T avhiBhyEd,

ITF—LDFTRTDAN—NEFENS Groupl &LV5 &HEID Azure Active Directory (Azure AD) JIL—ThiH Y F£9,

Group1 D A4 2 /N\—hH Sub1 D Azure R %=1 B BEFTELIZLEZHBIIVLENHYFET, V) a—3 3 > TlE, &=/IMFE
DR ZFERT E2LENHY ET,

EDIDDT7I L avEIBBIZETTILELNHYEFIMNEBEETDICIE . 7I/2a OV R MOLHEYLETI L 3 & EEEBICHEEL .,

ELWEFTENREY,
Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file. o

Run the New-AzureRmRoleDefini cmdlet,

Run the New-AzureRmRoleAssignment cmdlet.

Answer:

Answer Area
Actions

I'Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file,

Run the New-AzureRmRoleDefindti

Run the New-AzureRmRoleAssign




S
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

EHTMEIRE: 252

Azure AD Premium P2 2 LT Azure Y TR Y Y T a v EERLET,

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{#EHA L T Azure O—)LZRETETH L ZHRTIVLELDHY
F9,

ED3DDT7U 2 arxBEBIZETTIVELAHYE TN EIZTAICIE. 7/ avO) R MOEYETYI L 3 o EEBEEHICEHL .,
ELWEFRTIHRET,

Actions ~_ Answer Area
e

S ..} = = =i
AR 1A Y e L.

Discover privileged roles.
Sign up PIM for Azure AD roles.

Consent to PIM. l

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Answer:

Actions Answer Area

Il Verify youridentity by using multi-factor
. Il authentication (MFA).

| ERRTE TR |

. Verify your identity by using multi-factor | | I
| authentication (MFA). | | I

B2kl
1. MFA THRANFERZAT

JiI



2. PIMADEIE
3.AAD O— )LD PIM [ZHA VT v TT 5B

EFTfEIRE: 253

Sub1 EWVWSEHID Azure TRV YT avhipyEd,

ITF—LDTRTDAN—NEFEND Group1 & LS &RITD Azure Active Directory (Azure AD) ¥ IL—ThH Y £9,

Group1 M A /\—HY Sub1 D Azure RIEYL U # 21k B BIEBITE S L 2RI HIDLENHYET, V) a—2 3 U TlE, =/IMNFIE
DR ZFERT EILELHYET,

EDIDDT7I L avEIEBIZETTILENHYFETHM EZTBHICIE. 723 OV R Mho@UGETI Y a zREERICEHL .,

ELWEFTENREY,
Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Answer:
Answer Area

Actions

Create a JSON file. Iﬁﬂm 2 ISON file.

Run the Update-AzureRmMan tGroup cmdlet. 5 : A
s pd e REEmen L . IRun the New-AzureRmRoleDefinition emdlet.

Create an XML file. J

IRun the New-AzureRmRoleAssignment cmdlet.

Run the New-AzurerRmRoleDefinition cmdletgl

L
i .

ol Microsoft
Run the New-AzureRmRoleAssignment@malet. P SRR T

SR

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

=HTERE: 254
IDDRIL—=2 7HADU R SQL EWVWSEHID Azure SQL YT R—U R A VRBR VR HXU 3 DD Azure SQL T—ER—REZET

Azure b TR ) T2 avhHYFET A L= FHAO Y MEIRORICRT LS ITEBR SN TULET,
SQUM IZIFRDFBENHY FEY,



CEE Ay
* BER B 4L storage
Azure SQL T—AR—X (I RORIZFT L IITEBE I TVET,

Answer Area
Statements IVIICIidO NS I L
Audit events for'BiB 1 arswifitten to storage !
Audit g s %ar'DB2 are wnitten to storage! and storage2
SiMagel can be used as an audit loa destination for DB3
Answer:
Answer Area
“ il oI L Statements Yes Neo
= W Wi
Audit events fd 0B aref@tidh tdsiBrage | 5 £ L5
) |
L ients T DB2 are wnitten to storage and storage? O
] |
Storage3 can be used as an audit log destination for DB3 Lo
&R
VT Spdit-events for DB1 are writtengto Soragel -
Audilswents fof D82 are Wnitten to storage] and storage? .
Storage3 can be used as an audit | & déstin wion for DB3, [=]
S .

https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview

HTEIRE: 255

# L LY Azure Active Directory (Azure AD) 77+ > MIZEEERM (T o NFFH LW Azure Y TRV ) T 3 &R LET,

R—=2 I R)—EWVWSBRIDT I T4 THREBRET IR R —% 1 DERLET, R—2 )L K1 O —I& Microsoft Azure EEE S
SORTTIVANDT I RER BT I-HICFERINET,

R—F I R O—DEEREIE, FEDRBPISRIN TS LS ITEBREINET  ( BHIZTEIVYILET,)



Portal Policy
O into T pelete

*Name
| Portal Policy

Assignments

users and groups @
All users

Cloud apps 0
1 app included

Acces controls

Grant @
2 controls selected

Session
0 controls selected

K= R O—DHEREIF, 5 IORITRENTVWSESICEBRENFET (HF5127%20 Y9I LFET,)

Portal Policy

D info

*Name

ﬁ Delete

Conditions b4
@ info

Locations

_ Control user access based on their
~ physical location. Learn more

Device platforms @ v
| Configure @

Not configured h

— No |
Locations O

1included . Indude  Exclude
Client apps (preview) &) ) Any location

Not con e 3K -
figur - .. Alltrusted locations

X
|

| Portal Policy

Assignments

ft

rs and groups
HWMEC roso

Cloud apps
1 app included

Acces controls

Grant
2 controls selected

session @
0 controls selected

| () Block access

Device state (pre 1ew) €

(@) Selected locations
Not configured |
e Select
Contoso
Contoso

Microsoft

Grant 0 X

Select the controls to be enforced.

(® Grant access
'N| Require multi-factor authentication @
Require device to be marked as compliant )
| Require Hybrid Azure AD jinted device @

I\ Require approved clientapp §
Sea list of approved client apps

For multiple controls

() Require all the selected controks

(@ Require one of the selected controls




RDBEAT—RADVRMIDWT FORT— A2 A true DIFAX [TV ZBIRLET, FhLUSNDBEIF, VW ZBIRLET,
EELCEBIRT BEUIC1I RS FOMENHY T,
Statements Yes No

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to thfﬁri@m ﬁatmn must use multi-factor O o

authentication {IMIFA) to access the Azure portal.
Answer:

Statements

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the Azure portak

Users from the Contoso named location.must use multi-factor
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named lncatrmrg Fﬁé@:&_ﬁtor
authentication (MFA) to aceess the Azure p

SHg .

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

HTREIRE: 256
Userl EW\SRARIDI—H—& storage 1 EVWSARIDA ML= FHO U EED Azure Y TRV YT a sy £9, storagel 75
DY MIIE RORIZRT VY —ADBEENTULET,

Name Type
container] | Contamer
folder1 File share
table1 Table

User1 [Z[& storaget IZx L TROB—)LAEY B TENFET,
*ZML—Y BLOB F—4 )—4—

*RAML—= F=DJIDOT—5RHE

*ARL—=D JF7A4IL T—32 SMBHEF ) —F—



Statements Yes No

On October 1, 2022, if User1 accesses folder by using SAS1, he ¢an delete the files in
folger?

On October 1, 2022, if User! maps folder? as a network driiwe Dy using his Azure Active '
Directory (Azure AD) credentials, he can delete the Tiles Wnfoider1.

On October 1, 2022, User1 can delete the rows gjd‘ M'if‘fo SO ft

Answer:

Statements == Microseft

On October 1. 2022, if User1 accesses folder1 by uég SASY, he can delete the fileg in
folder!

On October 1, 2022, if User! maps folder1 as a pefaotk dive by Using his Azure Active
Directory (Azure AD) credentials, he can delete the files ¥ folder1,

On October 1, 2022, User1 can délete the fows intablel by using SAS1,

A7 AZ-500 REREE L GoShiken.com AMRHt =B LT LY AZ-500 SRERRIRESE ! GoShiken.com M D AZ-500 REERIREE %
B#t L TULVET, GoShiken.com AZ-500 SAERRIREIXRZFT T, MENEET I WVVET , D GoShiken.com AZ-500 fREEE 7 Y b
A ANlE 2 B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIREE AR & IEfE 1+ & T 30%wiFAlE|5[0— F:
Freepdfdumps)

RETERE: 257
RORIZRIHREI L UVEEL Azure TR ) ToavhHhyEd,

13.80.73.87
] 213.199.133.190
VNET2Y < D ’ 2.1. None

Subnet1 & Subnet2 [Z[E Microsoft.Storage H—E X TV KR4 > bR I TULVET,
storageacc1 E WS ARID Azure A hL—U THO U ROBHY ROESITEEESNATVET,


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

= * &) Refresh

Allow access from
All networks @« Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks
Secure your storage account with virtual networks.  + Add existing virtual network

# Add new virtual network

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RAMNGE STATUS Gm.l‘
=

Microsoft

Mo network selected.

Firewall
Add IP ranges ta allgWw@ccess from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
IP address or CIDR

Exceptions
¥ Allow trusted Microsoft services to access this storage account @
(] Allow read access to storage logging from any network
(] Allow read access to storage metrics from any network

RDEARAT—RAVFIDWT FDARAT—FAY A true DBEIF [TV ZEIRLET, TSN DBAIF, DDWE ZBIRLET,

Statements | MicrosoftYes No
From VM1, you can upload a blob to storageaccl. © O

From VM2, you can upload a blob to storageaccl. © O
From VM3 , you can upload a blob to storageacc1. O O

Answer:
Statements Yes No

From VM1, you can upload a blob to storageac¢i/ i - [k o £
From VM2, you can upload-a‘blob to storageaccl. O E

From VM3, you can upload a blob to storageacc1l. © [{]
S

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security



Ex#fERE: 258

VNetwork1 QEMBEH ZFH-THENHY F9,
FFTAMEITARETLLSH?

A. VNetwork1 IZEFL WV TRy FEERRLET,

B. Subnet11 & Subnet13 5> NSG ZHIBRLF T,

C. NSG % Subnet12 [ZBE:EfTITET,

D. VNetwork1 0 DDoS {R¥EE#EB L ET,

Answer: A (A —vt—T %KY

F1)FA & Y: Azure Firewall % Sub2 @ VNetwork1 [T 7R 4 LE T,
Azure 7 7 A4 79+ —JLIZIE AzureFirewallSubnet & WS ZRIDERY TRy FHARBRETY,
S
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

R#TERE: 259

RD)YY—REEL Azure Y TR Y T3 ohHBYET,

*Azure F¥— A TF—

* Database1 & LV5 BTN Azure SQL T—2 X—X

*ORTLEIYHTHOIYR—Y R ID #FAL Databasel 27UV R T B KSR EINT= AppSrvl B KT AppSrv2 £ VS 2 DD Azure
App Service Web 7 7 1) | RDEH %% T-9 Databasel DSV ) 12— a3 v EREITINENHY T,

* Database1 MDiscount & L\S ZRIDFIDT—4 (X AppSV1 TR T—2 2 EETELLSICESILT ILEAHY T,

*AppSrv1l & AppSV2 [, YR*—U FID AL THRESIEXF—ZMET S L TRESNDIVDENHY FT,

T—EAR—X 1 DIEBILEEZEDLSITHERT ILELAHY FIHN?EETLHICIE ABFEHETHEUGA T a vEERL TSN,
EELKERTBEUICT1I RS Y FOMMIELAHY F3

To configure the encryption of Database

Abways Encrypted oyiising Azure iy WUl
by Endypted by using e Windows Certificate Store

Transparent Data Encrygton [ TEE) by using Azure Key Vault integration
Transparent Dath Encryption [TDE) by using Bang Your Own Key [BYOK)

To obtain the cryphographic leys:

Creatéian dvess pokcy i Azure k') Vault

Gersatia key on an HEM dence

It App Senace camificates 1o AppSn] and AppSng
Regeter an enderprse apohcation in Azure AL

Answer:

To configuiré the encryption of Diatabase?

Ahways Encrypled by using Azure Key Vault

dys ENgypied Dy USING the PANCOWS LEMImcate SIOM
Transparent Data Encryption (TDE) by uging Rauisef N3 JLgeonten .
Transparent Data EicryptionTDE) by (B Biiig oL A Chinte e 1L

To obrtain the cryptogiaphickeys:

-~ L
[Batéan access poboy in Angee BT Yaglt

senerale a key on an HoM dence
mport App Sennce cerihcates 1o AppSnvl and AppSrve
%Ef.lﬁ . Register an enterprse applcation in Azure AD

https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure ?tabs=azure-powershell
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E#TEIRE: 260
RORIZRT VY —REET Azure Y TR ) T avhhby ET,
“ﬁ#!'_"ﬁm@_ Mnﬁumm

| ServevAdmns | Security group_| Used to manage vrtual machines

ServerAdmins NN AR Y #RITTEHLEEHERIT HIVELHY ET,
RG2 MEEGEDRERY FT—YIZOMMREI L UEERLET,

Y1) a1—2 3 TR RIMFIEDQRAZFERT SLELAHY FET,
ServerAdmins [ZE|Y ¥ TEHERE2 DOA—IILR—ZADT Y R4 (RBAC) A—)LIEENTITM? TAENDERIE BREO—EETRL
TVET,

FEELGEIRT BECITT RS Y FOMIELHY T,

A.RG2 D1y kT —0 HEMERE DRE

B.RG2 D H XA L RBAC O—)L

C.RG1 D3y bT—Y HEMEREDRE,

D.4YJRX9 )T 3> DhASE L RBAC O—)L

E.RG1 DIRET L UHRBERED—IL,
F.HIR9) T 3 oDHEMEREDRE

Answer: AE (A —vt—T %K)

RHTEIRE: 261
OU2 & Userl [T L CEHBISNI-EREZETT HILELHYET,
EDY—ILEFRTINENDY FTIHI?BEZBICE BUNEY—ILEELW)Y—XIZKRSY T LFET EY—ILIE1EERTSED,
BHEFERTLIEL FoKFERALANWI LB TEFET AVTUOYERTITBICIE RS VETREIN—2FZvIT5Hh ARoy0O—
LT HLELRHDIGZENHY T,
EELGEIRTBEUITTIRA Y FOMIELASHY £,
Tools Answer Area
The Azure portal 011
Azure AD Connect Lisefl: \ud

The Active Directory admin center

Active Directory Sites and Services

\

i — i

Active Directory Users and__Carﬁpt’:ltéi"sT

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Tools

The Azure portal

£
¥

Azure AD Connect Q% -;T'?he B
"?.:i;.‘.;‘\ x‘:'.é:

The Active Directory admin center

.
. W =5

wAEIRE: 262

Azure Container Registry [Z##i9 % Azure Kubernetes Service (AKS) 7 SR 2 —mNHY F T,
Azure Container Registry 125t L TERREET HIZIE AKS ¥ SR 2 —IZx L TEBMICAER SN —EX TY U ONILEZFERT ILELH
YET,

fAIZERT 2ENHY T H?

A. Azure Key Vault > —2o Lw k

B. XEIDEIY ET

C. Azure Active Directory (Azure AD) 1 —H—

D. Azure Active Directory (Azure AD) 4 JL— 7

Answer: B (A —vt—T %KY

FRBA/S R

Z& Xk

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

HTERE: 263
ROFIZTRT ESIZ Azure Y —RADEBRHY T,
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Tenant Root Group

J.
fe)

ManagementGroup1

‘
Subsenptiont

v
g
RG1

'
0

VM1

RDKIZRT Azure Blueprints EEFER L ET,

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription

Blueprint1 & Blueprint2 DA T2 9 MIBIYETAIENTEETHA? AETSHICIE EZFEHETEULGA T a vEFBRLTCES
Ly,
FEELGERT BELITTIRASA Y FOMIELHY T,

Blueprint1: v
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only s

Tenant Root Group only

Tenant Root Group, MEnEgementGmuM ,and Subscription1 only

Blueprint2: ' v
ManagementGroup1 only
Subscription1 and RG1 only
Smscr_';ptpm only o
Subscripliohd, RG1Sdnd VM1

Answer:



Blueprint1: -
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription only

l'enant Root Group only

M . |Tenant Root Group, ManagementGroup1, and Subscription1 only
VIICIGSOTL

Blueprint2: hd
ManagementGroup1 only
Subscription1 and RG1 only
Subscription only I‘
Subscription1, RG1, and VM1

= HfEIRE: 264
contoso.com & LY5 &AM Azure Active Directory (Azure AD) 77 > MZBEEF IF 5= Sub1 EWS ZRID Azure TRV 1) T3 oM
HYET,
ROKISRT )Y —RTEREINDT TV r—2a v ERETDHFETT,

=

database
| Hamed CosmosDB 1 that serves as a

__| back-end tier of the application _
A web app configured to serve as the
middie ter of the application

A—H—[F Azure AD A—H— 7 hO U FEFERALTEIEL VY—XR F—HU 2 FFHLTCosmosDB 7HhO Y M7 EALET,
EDAR R H CosmosDB1 & WebAppl [CEEINEIHNZHRETILENAHY FT,

BUVY—RIZHLTEDEIRY EHBET IHENHY EIHN? EETS(CIE EEEEHTEYGA T a oEBIRL TS,
EELCERTIBEVICTIRSA Y bOMIESHY FT,

CosmosDB1: v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

A Frroacats
Webhppi h | QSU i L

v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

Answer:



CosmosDB1: | ‘ v

Authenticate Azure AD users and generateyresource tokens.

weoropt: [ RYVY v

|Authenticate Azure %E)é.xsers and relay ées_ource tokens.

Create database usevs afid Gendrate résource tokens.

&t BA

CosmosDB1: | v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens. r

Create database users and generate fés . rc8 tokens.) > | |

WebApp1: v

Authenticate Azure AD users and generate resource tokens.

Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

CosmosDB1: T—AAR—X A—H—%EFL VY—X F—O0F5ERLET,

Azure Cosmos DB )V —R b=V VI 5 EINF=T IO ERERIZH ST V547 > bH Azure Cosmos DB 7 h o> FADEFED )
Y—REHGHRY EEFAH BIBRTEDLSICTE-ODRELRANRXLEFRELET,

WebApp1: Azure AD A —H—%ZBiEL VY—R b—0 o %xh##dT 5

J)Y—R b= VFBR ERL ENAMILTITUVTr—2 3 VICEBRETI—RNETITA—FIE UVUY—X b= > JA—H—%ERAT D
CETT RORE Yo TNT7TVG—2a R Y—R b= 0 TJA—H—%FALTRKF2 AV T—ER—RX T—E~DT7I+
REEEHITLAEDOBMEZRLTULET,



— IV
2. QAuth authentication

flow
=

Xamann.Forms App 1. Login to Facebook

y

Easy Authentication

®

O

Resource Token Broker

4, Fetch resource
token for authenticated
3. Authenticate with LG
Facebook access token and

get the user's resourcod (oK

AEET " R N R R R R R R R RN RN

5. Access user's data
USING rosource token

SEXHk:

https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

xFTEIRE: 265
ROKRIZRT ) Y—RXEEL Subscription! &ULVNSBRID Azure Y TRV )T avhhbyET,

Type

KD JSON 77 A JLZE{FEA L T Subscription1 [Ch A4 L RBAC O—/LEERLET,



"Name": "Rolel",
"IsCustom™: true,
"Description”: "Rolel description”,
"Actions": [
"*/Read",
"Microsoft.Compute/*"

1,

“"NotActions": [],

"DataActions”: [],

"NotDataActions": [],

"AssignableScopes": [
“f5ub5criptinns{92334193w4358—4ﬂfbmhﬂ39-bSafd3dd9c92!re50urceGrnup5fRGi“

] L :
: m Microsoft
RG1 T_Role1 # User1 [CE|Y HTFET,
ROBRT— A FZDWNT_ ZORT— k4> b true DIEAE [EL)] ZBRLET, ZhUADEEF. ORI ZERLET,
s ELGERT 20121 K1 > FOMESSHY ET,
= Microsoft
Statements Yes No

User1 can add VM1 to VNETT. O O
User1 can start and stop App1. O O

User1 can start and stop cont1.

Answer:
| Y.
= Microsoft
S"talltements Yes No
User1 can add VM1 to VNET1. @) O

User1 can start and stop App1. O O

User1 can start and stop conti. O O

S
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations#microsoftcompute



HTEIRE: 266

T—RETTVr— 3 DBEHEFEIZT & 512 WebApp! T I2BHENHY FT,
ED2DODT702arERTTILENHY ETH? TNTNDEMRIE BRED—EHERLTUVET,
A ELCERT BEUIC1HRS Y bOMELSHY FT,

A. ABHEIRAEZ7 v JA—FLET,

B.HTTPS &AM 70O Fa)ZEFAVICLET,

C.EB/INTLSN—Cay JOFILBREF12IZHRELET,

D. App Service 7S5 VDL RNILEERELET,

E.2E0 547 MIBRETO FOLEREEZA VICLET,

Answer: BE (A —yt—U %5%79)

& BA

https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth #SB L T =&y,

= HTfERE: 267
Registry1 & ULY5 410 Azure Container Registry A& Y £9,
RDOFIZTRT &L 512, Registry! DEREDE|Y H{TEEMLET,

“Role
AcrPush
AcrPull
AcrimageSigner
Contributor

Registryl [I24 A= %7y 7O—KL1zY Registryl Do A A—C %A VA—FLEZYTESDIEEDI—H—TIM? BET I,
EZEETEYLGEA T a v EERL TSN,
FEELGERT BEUITTRASA Y FOMIELHY T,

Upload images:

User1 only

User1 and User4 only.

User1, User3; and User4
User1, User2, User3, and User4

Download images:

User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4
USE; User2) Uber3, and User4



https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Upload images: v

User1 only

[User1 and User4 only |
User1, User3, and User4

User1, User2 User3, and User4

wnload images: v
User2 only |
User1 and User2 only
User2 ad User4 only
User1, User2, and User4
User1, UserZ, User3, and User4

S

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

RFTMEIRE: 268
RORIZERT VY —REZEC Azure Y TR YT avniHyEd,

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

HBITRY Y ToaviE RORISEKRTA—H—%EL Azure Active Directory (Azure AD) TF > M2 VO SR TWET,
Name | Usage location
User1 | United States
User2 | Germany
RORIZRTITIL—TEERLET,
Name Type Membership type
Group1 | Security Dynamic User

Group2 | Microsoft 365 Dynamic User
Group1 & Group2 M A IN—3 9 T IL—JLIERD K S 1T SN TULET,




Dynamic membership rules - 5%

5] save X Discard QO Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create,éMedita dynamic

membership rule.© Learn more o ) ¥

And/Or Property %erg Value
2

accountEnabé Equals _..true

~ Equals mUSMiCFOSOft

Or v usag
-+ Add enpresw‘\Qt custom extension p:'opEIties@
Rule syntax ¢ Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

RODBERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEW] ZBIRLFET, TN DEEF, DR EERLET,
FELCERTBEUICT RS Y FOEELHY FT,

5. M setansaist Yes No

User1 is a member of Groupt and Group?2. @) @,

User2 is a member.of GroupZ only. O O

Managed1 is a member of Group1 and Group?2. @ @

Answer:



Statements = Microsott nNo

User1 is a member of Group1 and Group?2. O

User2 is a member of GroupZ2 only. @)

ol [O] ©

Managed1 is a member of Group1 and Group?. O

S -

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

HTEIRE: 269

User2 "IRAEDKETEELS L VHIBRTE S Sub1 ORBExRY FT—2FENTIHN? BET HICIE, BEEHTEUNGA TS 3 U EERL
TLZE W,

FELCERT BFE-UICT RS Y FOEELHY FT,

Virtual networks that User2 can modify: i v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v
VNET4 only
VNET4 and VNET1 only

N IMNET4, VNETS,.and VNET1 only
*%NEM,%JE#@FWETE, and VNET1

Answer:



Virtual networks that User2 can modify: | v

VNET4 only

VNET4 and VNET1 only

VNET4, VNETS3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

NET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

S .
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
kE w4 3, Fabrikam Inc.
Fabrikam, Inc. (&, EY A —JLIZAKHZEE L7 ML a—T—V I FEC A UHILT 4 TS TY Fabrikam (21X 1T, AZE
(HR), B DEFANH Y £,
BRFDIRE
v bI—VRE
Fabrikam [Z1& Microsoft 365 47 X% 1) 73 3 > & subscription1 & LN5 &RID Azure TR 5 ) T3 vhhHyYET,
v kJ—2 121 Fabrikam.com & WS ZHIDA > T L I XD Active Directory KA A UMNEFENTWET, KA AL V[ZIE 0OUT &£ OU2 &
LWNS 2 DOMBESG (OU) MEENTULVET, Azure AD Connect ¥ 5 KRIEAIZ OU1 DA FREALET,
Azure ') V—ADEREZXDODREIZRLET,



(o)

Tenant Root Group
v
MG1
v
Subscription1
v
~—
%)
RG1
Azure Active Directory (Azure AD) T+ > FZIE RORIZRTA—HF—AEFhTLET,
Directory-
Name Type Y Role Delegated to
synced
Userl User Yes User None
, User Acecess Tenant Root
Adminl User No .8
Administrator Group
; Securit
Admin2 User No ; ‘Y MG1
administrator
Admin3 User No Contributor Subscriptionl
Admin4 User™ N\ A FNe A« AtPwner RG1
Groupl Group | No = 7 | Not applicable | None
Azure AD IZIX  RDORIZCTKRT ) Y—ABNEENTULET,
Name Type . Setting
Usersiirithe finance department
. . A fustUse multi-factor authentication
licy, | S ; ;
CAPolicyl Conditional access po u:y | 0 whenacemsia Koo
- SharePaoint Online
Sentinell Azure Sentinel warkspace | Not applicable
N - A Esechi ' i i
SecPoll Azure Pnff@ '."ri-"."ﬁ\f"['iﬁﬁh‘:'l fSe;cyr\!ty CeAlgurEnon. far s el
machines

HITRHYToarv1m)I—R
Subscription1 [ZI& ROKRIZRIHEERY FT—UBREFEENTNET,




Name |  [Subneto: | Location | . W
VNET1 | Subnetl, Subnet2 | West USY “ [ VINET2, VNET3
VNET2 Subnetl CentralUS | VNET1, VNET3
VNET3 | Subnetl  « .=|\WestUS | VNET1, VNET2

Subscription1 [Z[E, RDRIZTKIT Ry bT—Y X2 )T 4 JIL—T (NSG) NEEFNTWLET,

West US

Central US
West US

Subscription1 [Z[X  RORICTITHRET L UNEENTULET,

Name Operating system Location Connected tor Associated NSG
VM1 g«g;‘:ows SR West US VNET1/Subnetl | None
VM2 CentOS-based 8.2 West US VNET1/Subnet2 NSG2
VM3 'szﬁglr:cws SEIVES GéntralUS | VNET2/Subnetl | NSG3
= v
Ubuntu Server @é
VM4 1804175 I GO GONED/Subnet1 | NSG4

Subscription1 [Z[&  RDKIZRT Azure Key Vault MEFENTWLET,

Name Mh ;,Wtier Frivaie endpoint
KeyVault1 WestUS | Standard VNET1/Subnet1

KeyVault2 Central US Premium None
VNET1/Subnetl,

KeyVault3 East US Premium VNET2/Subnetl,
VNET3/Subnetl

Subscription1 [Z[& KEFEES Azure ') — 3 > @ storage! EWSBRTIDA CL— FHO Y EAESFEATLET,
HBEESh-EFELEH

STESNI-EE

Fabrikam [FRDEEZEETHFETT,

RORISRT KSIZ 22207 TV r—arwxa)74 JIL—TEERLET,

Name Location
ASG1 West US
ASG2 Central US

VM1 DAy bD—9 43— 24 X% ASGT [ZBEERITET,
Azure Security Center Z{#HA L T SecPol1 #7704 LE Y,
Appl EVWSARIDHY—KIR—F 4 7TV ETTOA LET , Appl D=2 a3 VIiE FIATRBTRTOARL—T 1 25 SRATLICER



LET,

RG2 E WS EZFIDYY—R TIL—TE#ERLET,

OU2 # Azure AD IZEI#AL £ 9,

User1 % Group1 IZEBIIL FT,

KT EH

Fabrikam [ZRDFMBEHERHELFT,

BAFSERFID 1 —H —[&_ SharePoint Online [C7 Y X § 5 & E(2 3 BHERICBRIAT IVLENHYET,
Storage! I AR EEDX—ELEHF— O—T—2a V2 FRALTHBELETINELRHY FT,
Sentinel1 M5 RO/ —r TV &R TELILEZHBTIVLENHY FT,

IVTATA4 TH9RTA—5—-FTHoU b+

I TA4T4 Y RTA—5—-Windows ;KX k

A FFEHETOELRDT7TS5—

VM1 _VM2_ & & U VM3 (& Azure Disk Encryption Z{#H L THESILIT 2RELAHY FI,

VM1 VM2 BEU VM3 DS YR R 4> B4 L (UIT)VM 7O 2R EEMTIHELRHY ET,
App1 (X KeyVault! ICRFINTWSRELRERXFIEFATIHLENHY FT,

KeyVaultl kS 74 woid4 28—y MEBRTBBLTIERY £ A,

BT ERE: 270
HEORREST MLEZ2—T—VI22DDA T4 REFH I TVET , BFF T4 RENAT TNA RZFERAL TS V2 —FRy MIERKL
FI A 74 RERORICRT IPT7 FLRAZEARALET,

| Location |  IPaddressspace |  Public NAT segment |
| Seattle | 10.10.0.0/16 190.15.1.0/24
| New York 1172.16.0.0/16 | 194.25.2.0/24

Z DE4E(ZIE contoso.com & LS ZHTD Azure Active Directory (Azure AD) T3> bDBHYFET, T+ MIIE RORIZRITI—H—H
BENFT,

Name Multi-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

MFAH—EXBREIFX BICRT KSR ESATOWES  ( BRIZ2TEIVYILET,)



ﬂﬁ Microsoft

5520);%1-7'— FAYKZIDWT ZORT— AV MAVtrue DBZEIX[FWV] ZEBRLET, TALUSNDBZEIF, DR ZEBRLET,
FELCERTBSFE-UICT RS Y FOEELHY FT,

= Mhicrosoft

If User1 signs in to Azure from a device that uses an IP address 0f 134.18.14.10, User1 o
must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seatlle office, User2 must be authenticated e
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device inthe New York office, User1 must be authenticated
by using a phone

Answer:

*Microsoft vee

If User1 signs in to Azure hH a device that uses an IP address of 134.18.14.10, User1 15.
must be authenticated by using a phone. A

If User2 signs in to Azure from a device in the Seatlle office, User2 must be authenticated O
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device in'the New York office, User1 must be authenticated O

by using a phone

Bl

Yes No
if User1 signs in to Azure from a device that uses an IP address of 134 18.14.10, User1 ‘I 0
must be authenticated by using a phone. —
If User2 signs in to Azure from a device in the Seatlie office, User2 must be authenticated O @*'
by using the Microsoft Authenticator app: B ) -
f User2 signs in to Azure from a device in!m diEeVSihit be auhenticated O o

AV usina a nhone



Ry IR 2: W&

Microsoft Authenticator DFERIIHEH Y A,

¥: Microsoft Authenticator (&, 2 ERBEFREE T O E A PIZHERASINIBER—RDI—FEERTEIENMIL THNA RADEZERT7T T T
v,

VR S ATAY-S

Za—3A—VDIP7FLRAS TRy MIE, DIV IR MOEZERBAZRAFT VT IITEEFNATVET,

SE Xk

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

EFTEIRE: 271
HiET=-D= (21 Subscription1 & LN &AHID Azure TR 9 ) T a oY £, Subscription! (£, RORIZRITLA—F—FET
Azure Active Directory 77 > FZBEER TN TWVET,

TSI TS L

Reole
Global administrator
Billing administrator
Owner

Account Admin

SHREFFLVABEERICTKIANSNET,

&%t Subscription! OFEIELFEET DDLENHYET,
EDA—H—HIAEEZZFEETEZTIN?ZOA—H—EEDY—IILZHERTILELAHY FTTH? BETSIZF, RBZEETETD LA T
aVvEERLTLEZSL,

FEELGEIRT ZBECITT RS Y FOMIENHY T,



User: | v

Userl

User2

—— o= Microsoft

Userd '
Tool: v

Azure Account Center
" Azure Cloud Shell

Azure PowerShell

Azure Security Center

Answer:
User: v
Userl
User2 |
User3 \!
User4 - >
Tool: \* 4 v

Azu Fe: Account Center
“Azure Cloud Shell
Azure PowerShell

AZure Security Center




https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

A7 AZ-500 RERELE (X GoShiken.com MR I -E#& LT LY AZ-500 SHEXFERESE ! GoShiken.com A RFTD AZ-500 FHERRIESE &
Bt L TULVvET, GoShiken.com AZ-500 SREARAREITRIFT T MBENEETIIVVET, & D GoShiken.com AZ-500 fIEE XS Y b
% A& T 5 5! https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFF R EE A & IEfEF & T 30%wiFHIEI5 10—

Freepdfdumps)

B HTEIRE: 272

Azure portal /5 Azure R O—ZERELET,

DeploylfNotExist, AuditlfNotExist, Append, & & U Deny $hRZHERAT SR O—ZFUETHIEZFELTVET,
BYLBTITIR—C R ID ADRELBDITEDHRTT M?

FELEWNEENDE
A.
B. :E/0

https://www.fast2test.com/AZ-500-practice-test.html| 84

A7 Fast2test AZ-500 5X5% PDF RARESE - #T L LY AZ-500 A Z DR BRfERE

FELGWNMEEOT 7O

C.

D. {£8&

Answer: (&% &RT~9 5)

Azure Policy (& deploylfNotExists R S —E&ZADT U TL—rE2ERTTHEEIT IRX—PFIDEFERALTEITLET,
S8 .

https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

Ex#THRE: 273

OU2 & User! [Zxt L TETBEISN-ZEEZRTI ALENHY FT,

EDY—IEFERT IBESNHYEITM BADICE BILGEY—ILEELWY—RIZFS YT LEST , EY—ILF1REFERTSHILEL,
BHEFERATAICEL FoKFALGVWIELTEFRT , IVTUVERTIDICEH ANAUVHATHEN—Z FSvITH5N Ry 0O—
VT DREAHAIEHZENDHYET,

FELCERTAFE-UICT RS Y FOEELHY FT,


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Tools

The Azure portal

Azure AD Connect

The Active Directory admin center

Active Directory Sites and Services ﬁ%&

Active Directory Users --_1; M ICYOS O.Ft
Answer:
Tools Answer Area

The Azure portal

Azure AD Connect

The Active Directory admin

Active Directory Sites ang

Active Directory Users . f—' g lﬁ@ﬂ SOft

wEIRE: 274

Azure Container Registry [Z##t9 % Azure Kubernetes Service (AKS) 7 SR 2 —mNHY F T,
Azure Container Registry [Zxt L TFREET HICIE AKS ¥ SR 2 —DBEEER SN —EX TY ORIV EFERTILENHY ET,
fAIZERT 2ENHY FTH?

A. Azure Key Vault d>—2o L v k

B. XEIDEIYET

C. Azure Active Directory (Azure AD) 1—H —

D. Azure Active Directory (Azure AD) &' JL— 7

Answer: (& %K D)

o avi[lEL]

FRBA/SER:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

#HTERE: 275
You plan to use Azure Disk Encryption for several virtual machine disks.
You need to ensure that Azure Disk Encryption can retrieve secrets from the KeyVault11641655 Azure key vault.

To complete this task, sign in to the Azure portal and modify the Azure resources.
Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

See the explanation below.

Explanation

1. In the Azure portal, type Key Vaults from the search results then select KeyVault11641655. Alternatively, browse to in the left navigation
pane.

2. In the Key Vault properties, scroll down to the Access Policies.

3. Select the Azure Disk Encryption for volume encryption

Enable Access to:

]:l Azure Virtual Machines for deploymerit (0

D Azure Resource Manager for template deployment ©

B AcurepiiEncoption forVolupg encyption © ]
m VHGrosoTt

4. Click Save to save the changes.

xFTEIRE: 276
RORIZTTESIZ Azure JY—RADBEBNHY 7,

£e)

Tenant Root Group

I
B .

) ()

ManagementGroup1 ManagementGroup2

.fl'v'lir:ralioft i‘c*om

Subscription2

RG1,RG2 RG3 &) V—R J)I—TTY,



RG2 IZ[E VM1 £V S ZRIDRET L UAEERTOET,
RDRITRT 1—H—I2 A—ILR—ZX DT 7 £ R4 (RBAC) DEEIFEY L TET,

“ole L1 05 [) Added to resource
Contributor Tepant Root Group
Virtual Machine
Coptpbutor |
Virtaal Machine
Administrator Login

‘Subscription2

RG2

RODERAT—FAVMIDVWT ZEDRAT— AU A true DIFEIL[IEWL] ZRBIRLFET, TS DEEF, DR EERLET,
FELCERT BEUVICT RS Y FOEELHY FT,

Statements Hﬂ;“ﬂ OTt Yes No
User1 can deploy virtual machines to RG1. ¢ e o)
User2 can delete VM2. AOY o

User3 can reset the passa&ﬂ;&dthe bui:I-Lin Administrator account of VM2. O

Answer:
it BA
Statementis \ I Crosc Yes No
User1 can deploy virtual machines to RG1. O
User2 can delete VM2. O
User3 can reset the password of the built-in Administrator account of VM2. O O

= HTEIRE: 277

User2 MPIM #RETELLEHRTIVELHYFET,

FTRMETARETL & 5HV7

A.User2 [22AEEEDRINZINY L TET,

B. contoso.com DERFEAEEHERHLEFT,

C.contoso.com®D ID ¥ FT4 RAT7EERLET,

D. User2 MEZERBELE (MFA) ZEMIZLFET,

Answer: D (A —yt—T #ET)

T4LY F)TPIMOERZRIAT BICIF. FTT PIMEZEDCTILERHY T,
1. 74 L0 FM)DEKEEEE LT Azure portal [ITH A A4V LET,

T4 L2 MYIZH LT PIM Z8%Z9 5121&, Microsoft 7 72 > b (@outlook.com % &) TldA < ##7H > > b (@yourdomain.com 73
E)YEEOEREBETHIDELHY ET,



https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

R#HERE: 278

Sub1 EWVSARID Azure B TRY ) T avhiBhyEd,

ITF—LDTRTDAN—NEENSD Groupl &LV &RITD Azure Active Directory (Azure AD) ' IL—ThiH Y £9,

Group1 M A 2 /\—HY Sub1 D Azure R U #Z1kt EE) BEBITES L 2RI HILELAHYET, V) a—2 3 U TIE, =/IMFIE
DRAZFERT E2LENHYET,

EDIDDT7ILavEIBBIZETTILELNHYFEIMNBEETDHICE . 723 OV R MOLHEYLETI L 3 & EEEBICHEEL

ELWEFTESREY,
Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file. ¥

Run the New-AzureRmRoleDefinit

Run the New-AzureRmRoleAssignment cmdlet.

Answer:

Answer Area
Actions

Create a JSON file. Create.a JSON file.

By the Upslate-AzureRatianagementoroup cundiet. LRuUN the New-AzureRmRoleDefinition cmdlet.

| Create an XML file.

Run the New-AzureRmRoleAssignment cmdlet.

Ui Lhe New-AzureRmRoleAssignment cmdlet.

Explanation:
SE Xk

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

HTERE: 279
contoso.com & LY5 & RITD Azure Active Directory (Azure AD) 77 > MZBEE (+ 547z Sub1 EWLVS BRHTD Azure TR O ) T3 UM



HYFET,

HEIZIE,. T2 FOLEKEEBEDRINE|Y BTSN TLVET , Azure Security Center DR E L EET H5DIEIEBTHRDEETT,
NRZLBESRNIVEERT IRENHYET,

FIMMEIARETL&LIM?

A. HRE LOWERFROBEZERLET,

B.Azure AD O O—/N\ILEBEDT I RIEFFKLET,

C.EFalTa4 o3 —DEELANLEREIZTYTIL—FLET,

D. Microsoft Cloud App Security & D& ZAMIZLET,

Answer: (&% &RT~9 5)

FT . TIHIEDIL—IIVEZEBREZEETELRW O HLOVEREFROBEZERT ILENHY FT,
S8
https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-information-type

Ex#fERE: 280
RDFIZRY Azure Active Directory (Azure AD) 1) YV —RZE&E Azure YT R9 ) T a By ExEd,

Name Description
Userl User
Groupl Security group that has a Membership type of Dynamic Device
Managed1 Managed identity ,
Appl Enterprise application
ROKRIZRT TIN—TEERLET,
Name Description
Group5 Security group that has a Membership type of Assigned
Groupb Microsoft 365 group that has a Membership type of Assigned

ED)Y—X% Group5 & Groupb [SEMTEFEIMN? @ET HICIE, BEEHTHEYGA TS a o EERLTLESLY,
EELCBEIRT BEUIC1 RS Y bOMIENHY FI,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

v

Userl only - )

Userl and Group1 only g 4V11CTOSO
Userl, Groupl, and Managed1 only
Userl, Groupl, Manégedl, and Appl

v

Userl only

Userl and Groupl only

Userl, Groupl, and Managedl only
Userl, Groupl, Managedl, and Appl

Answer:

Group5: | I Microsoft

Userl only

Userl and Groupl onlym

Userl, Groupl, and Managed1l only

Userl, Groupl, Managedl, and Appl |

e —

Groupb6:

Userl only

Userl and Groupl only
Userl, Groupl, and Managed1 only
Userl, Groupl, Managedl, and Appl

TR 281

Azure Key Vault ZER T A EAHYFET , COV Y a—2a v TR F— AV TFH—Dm0HRENEAFTO ) A0 BRERFEEN S
FOTTHIREADHYEY,

OARVKRZEEDESIZETINEEINTLEOIMN? BET ST AERETENGA T3 VEERL TS,
FELCERTBSFE-UICT RS Y FOEELHY FT,



New-AzureRmKeyVault -VaultName ‘KeyVaultl’ - ourceGroupName ‘RG1l’

-Location ‘East US’ ‘v ‘l Mlcr%{jf

-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

Answer:

Hew—AzuEﬁﬁnﬁeMdﬁ r@gﬂine ‘KeyVaultl’ -ResourceGroupName ‘RG1’

-Location ‘East US’ v v

-EnabledF orDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU

SE Xk

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

xFEIRE: 282

Azure Key Vault ##>TWET,

ROBHEFE-TICIE, F— a0 TF—~DEBT7 UV REZRETILELAHYET,

Userlt VWS ERIDA—H—IC F— AV TF—DRELT VA R)—2BRET HIEREEZAFET,

User2 LWZWSARIDI—H—IZ F— 2V TFHF—HNDOIIAEZEMS L VHIRT 2ERZE5ZFET,

m/MFIEDORAZFERALET,

BL—Y—IZT7 U RIEZEYETHICIEMAZERTLIVHENHY FIH? AETHICIE EEEETEUGA T a vEERLTLES
L,

FEELGERT BEUITTIRASA Y FOMIELHY T,



A 4

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

- i
Mirrancntt
TR NN S B S B 0 B

Answer:

User1: | Vv
A key vault access policy B

Azure Information Protections«

Azure Policy

Managed identities forAzufe resources
RBAC

User2: {;jm ‘ v
Micia keyault access policy |

Azueinformation Protection

Azure Policy

Managed identities for Azure resources

RBAC

Explanation:

21—+ —1: RBAC

RBAC [, BETL—>2D Key Vault 77 L RAHEA A =XLELTHEASAES, CNICKY BEULRID Z2HF 21— —IERO Z AT
REICRYFET,

KeyVault 7o R R L—%RET S

F— AT —OER EHRY  FH, E L VHEIR

Key Vault 2 7 %#5&E T %

FEA—IUAR—=XDT Y RXH{E (RBAC) (& Azure J VY —RADEHHMNT VL REEBFIREI LHRTLTYT ,RBAC #FHTLH &,



F—LADEEZHL BEOETIBDELEDT I EADHEZI—YF—ITHETEET,

User2: ¥— a>7+—077 R KR I—

F—arvTFF—OT7IO R RI)I—E F—avTF—DT—48 TL—=2UICTIERTBE=HDT7H 2 RFH#HA D =X LTI Key Vault
TORRAR)D—E F— =Ly b RAEICERNIZTV ERFAEZFELET,

SE X

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

HTfEIRE: 283

WEIZELT ROBTA VERBRZEZERALET,

A—H—ZEANTBIZEX [VA A V] Ry RICHA—YILEESE TOL—HF—RZV ) VI LET,
NRAT—=FEANTBIZIE, RRT—FOAAIRY I RIZA—VILEBEE TONRRT—FEI) v LET,
Azure 1—H—4%: User1-10598168@ExamUsers.com

Azure /XX 77— |: Ag1Bh9#Bd

ROBHIE, TO=ZHILHYR—rDAZEZRBHELTVET,

RS RE X 10598168

@

=' Microsoft

Sign in

Fo contimioe to Mecrotol Anung
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O & () ot portalazurecom w = L

Microsoft Arure R T

+ & & - ot W) < & 9 =)

Create a App Senael Swonge SO catabeses Azure Dotabase  Arure Cotmos ket . Function App WASIE WAl
HOUTTH muschanes accounti for PostgreSOL . P whoeorl
Navigate
| Subscriptions [ jl] Rescurce groups ! m il reycroe U_‘J Dashboard
Tools a A B
MICroSOH....... 9 :seven P——
¥ Likdrn Arure with frie Orkre Mordor your apps and Secure your Bpps and Aralyte and opbmice youur
tramreng from Mscrosoft nfrastructune nfrstructure choud wpend for free
Useful links Azure mobile app
Techwaial Documentaton Anute Serace Recent ATure Updst,m




B a Home - Microsolt Azun = | 4= W ﬁ 8 . ’ - o b

= O m portalas NS AY, | ( . -_ 1V . " o s L &

"
" - ' 08 1B E
P Y —— y 0 @ User - 105981688 Exam

el LT T A

= Create b IEouTe

| wome
| Dashboard u — = - & = sl
— U v - -9
AR Lprvees
riual Ao TarveiEed S e SO databaie Arure Dalabass Auie Tl Kabprragted Funchon ApD L

JAVORITES [P ROty Hoe ;'N'Igrt" 3 o (a2t s g
B 50U datsbunes
T Asure Commos DB
B virtugl macture \ =

¥  Fesourcs grou Ea8 AFmource i [Dashboard

4 Load balencen
- SLOrage acrounty

Wit nelwori

b Arure Actnee Dweectony @ ! " 0 e Easid 9 saniis
-
Bhortor h free crine = | Biarior your appt and Secure your appr and Analyze ard optenize your

_agitial i astrucTare e mtnacture cioud wpend for friee
B Advwior
D Security Center
s Coit Management « Bl s
¢ Azure mobile app

& velp + suppent

user21059868 & LV5 ZRTND I —H—H RG110d10598168 1) V—R JIIL—THDERBEI VD TANT 4 ZEEBTELH L HRETINE
DAHYET,VY)a—2a TR KRMIHEDRAZFERATILENHY FT,

CDBRYDEFTETITBIZIE Azure portal IZHA 4 2 LET,

Answer:

UTOHBAESE LT EZEL,

E5EA

1. Azure portal T RG110d10598168 ') V—R ¥ )IL—T#RDIT TERLFT,

2. POEREIE (IAM)ZE2 ) v LET,

. [REDEYLHT]| A2 TEI Yy LT CORA—TDITRTOREDE|Y U TERTLET,

4. EM] > [ZRBFIVHETOEM Z2 ) vy LT [HEBYETOEM RAVEHAETET,



& add E Migrasofg Refresh i

Add role assignment ¢ € 1
' e 318 DENY assignments

Add co-administrator
VIgnaye aceess Rt 1esuurLes 10r USErs, groups, service principa
creating role assignments. Learn more (2

5[A—)] By THDY YA RT A—ILRET S UHRAERE] 2BRLET RET D URRERBEZERT S E RETVEZER
TEFEIDN RETLADT I EAR FRETIUNEREINTVESERERY FIT—O PR ML= THI U MADT I RRAETEFE
A,

6. EIR] UR T, 1—H— user21059868 #:EIRL F£9,

7. BREIZV0) v LTREZEIVETET,

S

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-contributor

= #fEIRE: 284

ID EWSRBDOYR—2 K ID ### 5 _ Azure Active Directory (Azure AD) 77+ > RMZU VO ENhTWS Azure Y TRS )Y T avhby F
T 7T MIE, RORIZET Y —RADBEENTVET,

AU BETAU2 IZIFED) V—REEBMTEEIA? MET HICE, MEEHTHEYGA T a vEBRLTESY,

|_Name Type Assigned object
ALY Admirstrative unit User1, Group 1
ALL2 Admirusiratne wnil None
User User Mot applicable
Graupl | Securty group Mot applicable
Groupd | Microsoft 365 group Mot applicable

AUT & A2 IZIFEDY YV —REEMTEETH? MET SHICIE, BZERETEI G T a vEBERLTCEE Y,
FELCERTBEUVICT RS Y FOEELHY FT,

auy:
ALLY ey
Groupd cnky |

identity 1 ey
AL and Geoup only
Georipd and kdentity | only

Answer:



identty 1 only

AL e blenitity ] oinby

Group! and Group? only

AL, Group? and identity | anly
roup |, Groupd and User T only

R#TfEIRE: 285

Active Directory KA A > H+—E X (ADDS) KA A > L EH#IT % Azure Active Directory 73> b H Y F9,
THNE—ET7AILEET Azure 77 A IIVEBZERTHFETT,

Azure 77 AIWHEBLEREBFRND I N T —IZT7 I RHFAZEIY B THIZIE EDTATUOTATA ANTEFERTEEIMN? BET SIS
X, BEEETEY G T avEBIRL TS,

FELCERTSEUVICT RS Y FOEELHY FT,
Answer Arca

m Microsoft
Azure files sharee ' v

Folders in the fleshare:; v

Answer:
EZIXTOEEZRODEY T,

Microsoft

Azure files share: #AD DS only

Folders in the file shares . AD DS and Azure AD

ExHTEIRE: 286

Azure AD Premium P2 2B LT Azure Y TRY Y T a3 & ERLET,

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{#EHA L T Azure O—)LZRETETH L ZHRTIVLELDHY
F9,

ED3DDTHU2arxBBIZETTIVELAHYE TN EIZTAICIE. 7O/ avO) R MO EYETY L a3 o EEBEEHICEHL .,
ELWERFRTHRET,



Actions M_i_emsoftl\mwer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

I
|

Discover resources.

Verify your identity by using multi-factor

authentication (MFA).
Answer:
Actions Answer Area
Discover priﬂéd -rr.:: es. t Verify your identity by using multi-factor

authentication (MFA).

Sign up PIM for Azure AD roles.

| GonsenttoPIM.

1 Y
Consent to PIM. l' - Sign up PIM for Azure AD roles.
T——— = | |
Discover resources.
Verify your identity by using multi-factor |
_authentication (MFA). |

A7 AZ-500 REREE (L GoShiken.com ARt S =& LT LY AZ-500 REXRIRESE ! GoShiken.com MR D AZ-500 REARIEE %
IRt L TULVET, GoShiken.com AZ-500 SRERRIREII BRI T MBENEH TS IWVET, HZEFD GoShiken.com AZ-500 fIREEE S Y T

A ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIRESE R & IEfE 1+ & T 30%wiFAlE|5[0— F:
Freepdfdumps)
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https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Contosostorage1 & LY5 & HID Azure Storage 7 1™ > k & Contosokeyvault! & LV5 & RiIMD Azure Key Vault Z &3 Sub1 & L5 ZRID
Azure TR ) T avhiHyYET,

Contosostorage1 M ¥ —% O—F—3 3 > L T Contosokeyvault1 I[Z#R7F 3 % Azure Automation Runbook #/E 9T 5FETT,
Runbook #fERICEET LTI ATHREHEEET ILENHYFT,

ED3IDNT7I L aVEIEBIZETTILELNHYETMN EZETBICIE . 7I/2a DR hEYETY ¥ a o EEEEEHICEH L,
FLWERFRTIHERET,

Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

| Import PowerShell modules to the Azure ‘@
|

Automation account. @

;Create a user-assigned managed identity.

©

Create a connection resource in the Aznre .

Automatmn account. M | C i’Q S Oft
Answer:

Act]uns Answer Area

—

~ @ Impurt PawerSheIl modules to the Azure @

! Import PowerShell modules to the Azure | Automation account.

| Automation account l @ ___________________ @
it e T o T S S | S O T T - |

I omation accou

B e e e iR

,...._____.__..__..__._._._____._

Create a connection resource in the Azure!
EAutnmatmn account. _J




BILL]

Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account.

Create a connection resource in the Azure
Automation account.

AT w7 1: Azure Automation 7ho v FZ RT3
Runbook & Azure Automation 7 h o > FARIZETE L PowerShell R9 1) T hEERTTEET,
AT 7 2: PowerShell £ 2 —JL% Azure Automation 7h™ > MZA Vi R— k9 3%
Azure Automation 7H™ Y bDYY—R 9 300D [EE] T.[Runbook IZEL 1 —ILAFIEMT ] Z3ER L E I, Runbook T Key Vault
av Y Ry h%2E1T9 B(21E, AzureRM.profile & AzureRM.key Vault ZBM3 2 HEAH Y £3,
R T w7 3: Azure Automation 7 h o > FTHERY V—REERT S
AzureAutomationTutorialScript > 7'JL Runbook M 5ERB L =LUUTDOH > T a—FEFERALT ET7HO 0 M &FER L TERSL
L . Runbook T Resource Manager ')V —X #EH TEF 7, AzureRunAsConnection [, LEED EfT7Hho 2 MMZERLI-E ESIZBEHM
[CHERENBHERTEY FTT,
NIF [BE] >R CHYFET B —FORIC LRREALI—FEEFTLT R—IL D SIRTOF—ZWMELET,
$connectionName = "AzureRunAsConnection"
NN
{
# ##% AzureRunAsConnection | 21§ L %9
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
Azure TR A4 LTWET...]
AzureRmAccount @3B
H—EXTY N
-Tenantld $servicePrincipalConnection.Tenantld
-Applicationld $servicePrincipalConnection.Applicationld
-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}
SE 3Rk

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

ExFTfEIRE: 288
cont! EWSEZRID BLOB AV TFH—%FL Azure Y TRV ) T aohHYET, Contl [SIE, ROBIZRKTTIER R —BHYE



& ss

Stored access policies 0 g

Identifier Start time : K time Permissions

pﬂh t‘f1 Q r T
£

\E&™ Microsoft

LRy Ia ?U%Dgrg,gﬂﬁ@&m'g JBISReEnT M%’I%%Iilg%’ﬁb\f%i T—hAVFERRSEIEEDERKREZRLET,
-=

+ Add policy

That you ¢

M | cre® mfist[nmwer choice]. :
4
| . |
15

The maximum number of additionalimmutable blob sterage policies that =
you can add to cont1 is [answer choice].

— =] g P =

Answer:



R T o O B s e ey Corl

1!

4 |
7
15
The maximum number of additional immutable blob storage policies that =
you can add to contl is [answer choice].
1
2
4
17,
15

Bl

Thes P fusmiber of s onsl '1:1 W" o e

1 “C choic
g =Y
The maxemurm number of acdit stormge polices that

“ 1z cont 1 is [answer cholee] !

=HETHRE: 289
RORIZRT VY —REZEC Azure Y TR YT avhipyEd,

Name Type
User1 Azure Active DireCtory (Azure AD) user
User2 Azure Active Directory (Azure AD) user
Group1 Arur ive Directory (Azure AD) group
Vault1 Azureskey VaUCrOSOTT

User1 IE Group1 0)%_‘//(—’6“?’0 Group1 & User2 [Z[&_ Vaultl @ Key Vault £EMEREO—ILAE|IY BT hET,
2019 F 1 A1 HIC Vaultl [To—o Ly bEERLET EFIEBRICREIATWA LS ICEBRESNATWET  ( BRIZ2TEV VI LE

9.)



Create a secret

Upload options
[ Manual J
| S -

* Name @

Password]

* Value
EE R TR NN

20190301 e 12 00:00 AM

{UTC+02:00) =+ Current Time Zone

jic! @ (v

2020-03-01 Pl 12:00:00 AM

(UTC+02:00) -— Current Time Jone -

itzamosoft
User2 [ZIZ Vaultl ~DT7 V7R R —mNEIYBToNET R —ICIERODERNHY EFT,
F—EEREERE VAN BLVET
EELRE F—DESLES Y TR
D=Ly FEERETB VAN BLUER
Group1 [ZI& Vault! ADT7 7 ZAMNEY HToNFET , R S—IZIERDERENHY £T,
F—EHIEME RIFLMEE
=Ly bEBEE VRN NI TYT BLXUET
RDERAT—RAVMZIDVWT FDRT—RAY MA true DIFEIE [IEL) ZBIRLET, T UNDEEEX, DWVE EERLET,

Statar;]i_ints V ICIrOSO t Yes

On January 1, 2019, Userl can view the value of Password1. O

On June 1, 2019; User2 canview the value of Passwordl. (O

On June 1, 2019, Userl can view the value of Password1l. ()

Answer:



Statements Yes No

On January 1, 2019, User1 can view the value of Passwordl. () O

OnJune 1, 2019, User2 canView the value of Password1. |() O

On June 1, 2019, Userl can view the value of Password1l. () O

EHTEIRE: 290

HE-ORICIE Subl EWLWSERID Azure B TRV 1) T arhidHpl £9,Subl IZ1E, Azure Application Insights Z A9 % WebApp1
EWLSRBTD Azure Web 7 T BB ENTULVET, WebAppl TlEk, —HF—(F OAuth20 9547 b —49 Ly FEFEALTEIT 5
WHELHYFET,

Bttt DRAFEEIL Web App1 ~DA—H— FS5 T4 9 I FITZIaL— b BER OO aVERTTH EHXRTYTD Web TR b
TI)EERTACEZHELTLET,

Web TR MNEANTETTELLEHEITIVENHY FT,

FFAEITARETLLSIH?

A. Microsoft Visual Studio T_.webtest 77/ ILEZEBLET,

B. .webtest 7 7 / JL % Application Insights IZ7 v 7B—FLZE T,

C.Web 7R+ 77F1)% Azure AD IZEERLZET,

D.Web FRA + 7 FVIZTSHAvEEBMLET,

Answer: B (A —vt—T %KY

E5EA

https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep

EHTEIRE: 291
Azure Key Vault 2&& Azure Y TRV ) T a v EH>TWET , F— arv 77 —0KRINDE|Y BTEROREIZKLET,
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[ .
| ©
= Microsaffo
O % 4 -bf 3b-dedThasalffa™,

Isplayhame™: “Useri”™,
"Signinfase™: “Userliicontoto.coa”,
“RoleDefinitionkme™: “Ouner”,

"RoleAssigneentid™: "Od0Bdald-246e-4580-BbEb-077bfec22fTC”,

"Scope™: "/subscriptions/Tecdlafl-badd-48Fd-bf3b-deiThasa?ffalresourceGrbups /REL/ providers /Microtoft  KeyVaul t/vaul ts/KeyVaultl™,
"Displayname™: “Userl”,

"Signintiame”: “Userd@contoso.con”,

"RoleDefinitionhiame™: “Key Vault Crypto Offlcer”,

“RoleAssigneentld™: i

"Scope™: "/subscriptlonss/ocalars-pana-48Td-DriD-ord /DasaftTal rESoUrceWroups NG provigers /MICrosoTT  EeyVaul T/ vaul TE/LeyVaultl -,
“DisplayMame™: “Userd®,

"slgninliges”: “Userigcontoso.con”,

"BoleDefinitioniame™: “Key Vault Secrets Offlcer”™,

}l
{
“RoleAssignmentld™: “F1ed46302-cS30-4810 - 0ol 1 JAS0Meea0 7™,

"Scope”: "/subscriptlons/76cdlaflebadd-a8fd=-bF b -de)Tbaaa’? Ffa/ resourcebroups /RO providers Micorosoft . KeyWault /vaul ts/Keyvaul t 1/ keys/Keyl’
"Displaytiane™: “Userd™,

"Signintigse”: “Userdficontoso.com”,

“RoleDefinitioniame™: “Key Vault AdsimiStrator®,

)

‘PEI VIE A a—FFRALT RITRENTVESFERICEIVTERT— A U MRS EIRZDOFRRKRZERLES S EL
CEBIRT A-UIT1 RSV FOIEEAHY £,

Answer Area @*@.“
[Answer choice] can cm%ﬁmﬁﬁy vault. - -
O’
[Answer ts in the k IV H -
_m@wf inthe key vautt. 255 Microsoft
Answer:

ZEAFITOEEZGDEY TT,

'Mic rosof D,

[Answer choice] canchkeys in the key vault. ' Oply

[Answer choice] can create secféigin the kéy vault.  Only User and User3

EXFTREE: 292

User8 IZ RG4, RG5, 8& U RG6 DFTEEDHRENZEIVETET,

User8 IFED Y V—R JIL—TIRER Y FT—2 & NSG ZERTEFEIM? MET HICF BERETEY G T3 v ERRLTL
rEly,

FELCERTBFE-UICT RS Y FOEELHY FT,



User8 can create virtual networks in:

RG4 only

I {éwomy

6&; 'RGS5, and RG6
Userdcay G?MWS{\Q
\ gg: gzg RG5 only

RG4 and RG6 only
RG4. RGS. and RG6

Answer:

User8 can create virtual network&i: ‘Microsoft

— s e WS e —

RG4 and RG6 only
|RG4, RG5, and RG6

User8 can create NSGs.in:

RG4 only
RG4 and RGS only

RG4, RG5, and RG6 !

&t BA



User8 can create idualnetworks in v

RG4 only

RGG only

RG4 and RG6 only
RG4, RG5, and RG6

User8 can create NSGs in: v

RG4 only

RG4 and RGS only
RG4 and RG6 only
RG4, RG5, and RG6

Ry X 1: RG4 DH

Rg5 8L U Rg6 TIERERY FT—V IS hFEHA,

MRy 4 R 2:Rgd . Rg5. & & U Rgb

o aUY i

Contoso IZ(%_ Sub1 & Sub2 £ULVNS &RID 2 DD Azure Y TR 2 ) FoavhbyET,

Sub1 IZ(E. RG1. RG2. RG3_RG4_RG5. 5L U RGE E NS KD 6 DNDY Y—R FIL—TREENTNETS,

User8 IZ RG4_RG5 8L U RG6 DATAENERENZ2ENY L TET,

User8 ity F=—— &E: 4L

E Ry RT—9 X2 ) T4 JI)L—T (NSG) IZIE, Azure Virtual Network (VNet) [ SN TWD ) Y—AADRY hTJ—5 3
T4V EHAFLIFERTS2EX2) T4 L—ILOURPEFENRTOVET NSGE TRy F BROVM (V52 v7), £fzlE VM
[CEHINE-BALORY R IT—9 A3 —T2A4ANIC)(VY—R IA-—r—) ICHAERFTREZZENTEZET,

S 3Rk

https://docs.microsoft.com/en-us/azure/governance/policy/overview

ExFTEIRE: 293
RDRIZRIT L—HF—%E T Azure Active Directory (Azure AD) 75> kDY ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
Usera Group1 Disabled

RDEETE &+ D Azure AD Identity Protection 4+ >4 > YR R I—%#EH L TERLET,

*F| U 4 T: Groupl & H_ Group2 Z&<

X&EH A4 UREKRE - UL

*TOER T REHT ZERDBINDDE

A—H—h Azure AD [THA VA VT HEZICRDNRIINETHEET HIHENHY T,
BEA1—H—IIOLVTHAZHANTEILENHY FITM? BET HICIE, EEBEETEUGA TS a vEERLTEZEL,



FEELSERT ST RS v FOEEASHY £,

When User1 signs in from an anonymous IP address, -
the user will:
Be blocked
Be prompted forMFA
Sign in by wsing a username and password only
When User2 signs in from an unfamiliar location, | ] v
the user will: B8 blocked _— - ‘f
se promptea e IVHHCFOSOTE
Sign in by using a username and password only
When User3 signs in from an infected device, l v
the user will:
Be blocked
Be prompted for MFA
Sign in by using a username and password only
Answer:
When User1 signs in from an anonymous IP address, = 1
o Microsoft v
Be blocked
'Be prompted for MFA
‘Sign in by using @ useérname and password only
When User2 signs in from an unfamiliar location, | €. \W° ‘ ¥
the user will: wked .
e prompted for MFA
Sign in by using a username and password only
Vhen User3 signs in from aninfected device, ‘ v
he user will; Be blocked
Be prompted for MFA
Sian in by usina a username and password onlv
Explanation:
& Xk

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies



https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

= HTfEIRE: 294

EIRE A Azure Resource Manager T FL— F2ERALTYY—RETITOA4TBEZIC_ FDOTTOA A2 FAKV11597200 £ VS5 £
HID Azure Key Vault AD S —9 Ly MITF VR TES L ZHRBTILENHY FT,

ZDBRYERETTBHIZIE Azure portal ITH A VA4 U LET,

LTDHRAZEZSE LTSI,
Answer:
RER

X— O TF—DEEBTIELRARYO—THTLavEzBRTILENHY ET,

* Azure portal T #FEAR v Y X2 Azure Key Vaultj& AA L HRFRFERH 5 [Azure Key Vault] Z:EIR L T, KV11597200 & LS BHID F—
aAVTF—EBRLFT  FLE . EADOFES—2 3> 42 KT Azure Key Vault #5BRB L ET,

*X—arTF—OTAaNTA4 T [BEBTIERR)—]Z0 )V I LET,

*TUTL— DT TAADT=HIZ Azure Resource Manager NDT7 IV LR EBMZTHEWNWSIFzvIRYIREFVICLET,
*MREIEVIV I LTERFRELET,

#TEIRE: 295

Hit=-ME1t(Z1E contoso.com & LY5 ZBID Azure Active Directory Azure (Azure AD) T+ > FZEEER T 5N TLVS Sub1 £LVS ZHEID
Azure U7 RH ) T avhHY £T,

L1 Appl EVWSBRIDENAIL 7T 75— 3 EFHFKELTULET, Appl [&, OAuth 2 BERRIIfF 524 TEFERL T Azure AD 77 &
A M=O FBRILET,

App1 % Azure AD IZE T D ELAHYET,

TV r—2ava BRI HICIERAREN EDL S LGHEREZNFT ILELNHY T H?

A )FALLY K URI

B. ;®{SURL

C.¥—

D. 774 —>3>ID

Answer: A (A —vt—T %Y

o3 [HL]

Explanation:

FMT4TT7TVr—2a3 DGEEIE Azure AD B b= VIRBEFRT-OICFERT S FA4LY FURI ZHETIDHENHY FT,
.

https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

Ex#TEIRE: 296

T COBERMIF ALY FUFERT —EQERMO—TYT, COV)—ADBEMICIF BESN-BEREZEHTELAREEOHHHBED
RRENEFNTVET, —HOEREY MIFERODELWVERRNEENDIEEAHY FTIHA MOEME Y FIIXIE L WEREAGT L
SENHYET,

DY AVOERICEETSE ZTOERICRSDZEIETEEFRA, ZDEH, CALDEMIILE 2 —BE@EICIERTIAEEA,
Azure Security Center ZfH LT 3 DD Azure Y TRV ) T a3 vDO—xliER) O—EBETLVET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

YIRO)ToavntExa) T4 2EETBITE, WL OADR) D—EREFRALET,
RIO—FRE3IDDY TR TLavIRTITTL—TELTERTIRELHY FT,
BRRVY—RITZ37L EBIIN—TZ2&HBELTHENYSBTEERLET,
CNIFEREZERLTVETA?

A. [FLy

B. L VR

Answer: (&% %K D)
SE 3

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-groups/

= HTERE: 297
Azure 4T R4 1) 7 3 > T Azure Kubernetes Service (AKS) 2 S A2 — %I 5 FETY,
RSN —N—TFTYUr—2 3 DR Tz A MERDODRICRLET,

sdve uiscara uploaa vownioad

The editor below allows you to update this application by directly modifying its JSON representation. For more
details, see: Understanding the Azure Active Directory application manifest

L |
2 "id": "déb00db3-Tefd-4f3c-bli 34ef0ad9546",
3 "acceptMappedClaims": null,
4 "accessTokenfAicceptedVersion”: null,
2] "addIn=": [].
[ "allowPublicClient™: null,
7 "appId": i P
8 "appRoles": [],
9 "ocauth2AllowUrlPathMatching”: false,
10 "createdDateTime": " 19 15T21:09:202%,
11 "groupMembershipClaims": n -
12 "identifierUris": [],
13 "informaticonalUrls®: {
14 "termsOfService": nulds & o :
15 "SU}T-EOIE": * .:.. Vol o = .
16 "orivacy": i, IVIILI VOUI L
17 "mar ket ing™ T, nwl
18 | &7
19 "keyCreden€ials™: [],
20 "knownClienthpplications™: [].,
21 "logoUxrl™: Mull,
22 "logoutUrl"™: 1 .
23 "name": "AKSI DServer",
24 "cauth2AllowldTokenImplicitFlow": false,
29 "oauth2AllowImplicitFlow™: false,
26 "sauth2Permissions": [].,
27 "cauth2RequirePostResponse™: false,
28 "optionalClaims": 1 z
29 "orgRestrictions": [],
30 "parentalControlSettings": ({


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

AKS 7 5 X4 — & Azure Active Directory (Azure AD) BMEE SN T WD EZHERT INELADHY ET,
RZTJzRMADEDTANT A ZEFTIDLELHY £3H7?

A. accessTokenAcceptedVersion

B. keyCredentials

C. groupMembershipClaims

D. acceptMappedClaims

Answer: (&% &RT~9 5)

S

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications

= HfERE: 298
contoso.com & LYS &AM Azure Active Directory (Azure AD) 7F > EhH Y RORIZETI—F—REENRTVET,

[CRRIRActor suthantication (MFA)

status

Disabled
Disabled
Enforced

Azure AD Privileged Identity Management (PIM) 377 > k2t L TERIZHE>TULET,
PIM TIX, NRT— FEEBEFEORBICFIRDBENHY FT,

RBRAT VT4 X—2 3 VHEARE (B¥R): 2
EEHBIZTIVTAR—2aVERHMTEIETA—INEEET S BWICT S
TOTAR=2aVRITAVVTUMYY IR Firy b ESNIDE: BT S

7 9 T 4 F4EIZ Azure Multi-Factor Authentication WL E: H%IZ3F 3

COA—=LETI T4 TTBIZEERBILETT: ANTS

BERESNTF=&FRE: Group1

RORIZET LS, A—HF—I2RT— REBEDOHRBNZEY BTET,

TN T TN o LS

Assignr type
Actipde v
. Eligible
Eligible

RODBEAT—RAVRMIDWT FORT— A2 A true DIFAX [TV ZBIRLFET, FhLUSNDBEIF, VW ZBIRLET,
EELCEBIRT BEUIC1I RS FOMENHY T,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Statements Yes No

When User1 signs in, the user is assigned the Password Administrator role automatically. O O
User2 can request to activate the Password Administrator role. O O
If User3 aatﬂo,—agtﬂﬁteiﬁ'e @#M@rd Administrator role, the user can approve their own O O
reauest.
Answer:

N i o £ Yes
When User1 signs in, the user is assigned the Password Administeator role automatically. ()
User2 can request to activate the Password Administrator role. O

If User3 wants to activate the Password Administrator role, the user can approve their own O

request.
S -

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

ExFTEIRE: 299

RDT—H A9 2 Z{HAT= Azure Sentinel 7—9 AR—ZADBHY FI,
* Azure Active Directory ID £

*AFANY T H—7 v MCEF)

*Azure 7 7 A T+ —IL

T—ARKE AR INOMYRAENTWS I L EHRTIVENHY FET,

O] O |0| 3

(BT 9TV D4V FohG EARVZICHLTEDT—TLEI TS EILENAHY FITH? BET HICIE, BEEHTEUNGA TS 3

VEFEIRLTSESL,
FELCERT BFE-UICT RS Y FOEELHY FT,



Azure Active Directory Identity Protection:

AzureDiagnostics
CommonSecurityLog

~ SecurityAlert
Securifjvaent
Syslog |

Azure Firewall:

@ agnostics
a& | mmonSecurityLog

SecurityAlert
SecurityEvent

* 0 Syslog
\ CEF:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

B s4srrosoft

Answer:



Azure Active Directory Identity Protection:

AzureDiagnostics

CommﬁnSecurityLng
SecuntyAIert '

— e mee e m e

SecurityEvent
Syslog

Azure Firewall:

CommonSecuntyLng
SecurityAlert
SecurityEvent

Syslog

SecuntyAlert
SecurityEvent
Syslog

ElE)
G274 hN A1—HF—A2E3—TxAR F7IV5r—>3> T—TILOHANABENIZEREINS



Azure Active Directory Identity Protection: A 4

AzureDiagnostics
CommonSecurityLog
Secu rit'_-s,-.'.Event
Syslog
Azure Firewall: v
AzureDiagnostics
_EammﬂnSecurityLog
SecurityAlert
SecurityEvent
Syslog

CEF:

4

AzureDiagnostics
CommonSecurityLog
Secu ri.tyAl.ert
SecurityEvent
meibglicrosoft

=¥EIRE: 300

Azure Sentinel 7—49 AR—XEEL Azure Y TRV U T avbiHyUET,

Azure Sentinel (& 88D Azure 7—7 O— kA 60O ZMYRAD K S ITEBEINTVWET A VO T2 FOBRIZIE H—F/—T 14D
HS—EXRBETSY b I+r—LIMEREINET,

RDEHZHE-T L5112 T % Azure Sentinel AV R—R Y FEHETIRENHYET,

Azure Sentinel NEBERELI=L AV TY FEERTIRELRHY FT,

Azure Sentinel TA VTV FHBMERENDEE FHY FMIY—ERETEB TS Y b7+ —ALIZRBRSINEZIDENHYET,
BEHIIHLTEDAVR—R U M EHETIRENHY T IN? @ETAICE AZEETEY LG T a vEEIRLTLESLY,
FEELGERTBEVITTIRSA Y FOMIELRHY T,

When Azure Sentinel identifies a threat, an incident
must be created: Analylics

Data connectors
Flaybooks
Workbooks

A ticket must be loggedn the Seivice management platform
when an incident is ¢reated in Azure Sentinel:

Analytics
Data connectors
Playbooks

M ! CIroOS O'ﬁ' Workbooks




Answer:

When Azure Sentinel identifies a threat an incident ' v
must be created: '

nalytics
Data connectors
Playbooks
Workbooks

A ticket must be logged in the service management platform ¥

when an incident is created in Azure Sentine Analytics

Data connectors
__|Flaybooks
, _IWorkbooks

S
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

HTERE: 301

. COBRIE ALY F VA ERT—EDOERDO—HTT, COV)—XADEEMICIE BESN-BEZEZERTELARELEDOHZHED
BRENEFENTVET, —HOBRBtE Y FIIXEHOELWVBRENEENDIZENHY FIH MOEME Y FIIHIE L OEERENG L
HENHYET,

CDEYLIVOEMICEET SE. TOERICRSZEIETEERA, ZDEH CALDERIILE 2 —EREICIERTINELEA,

Sub1l E WS EHID Azure Y TR YT avhHbyUzET,

RG1 EWSERINDYYY—R FIL—TIZSal EVWSERID Azure A AL—2 ZHhOoU EDBHYET,

A—H— L7 TUr—2a ik W ONDEET I ERES (SAS) ERESNETIER R L—%FEALT, Sal ®BLOBHY—ERE
TJ7A4NY—ERIZTIEALET,

BROGWA—HF—DNT 7ML H—ERXEBLOBY—EXDEAICT VA LIzZENbMYFELT,

Sa1 "NDITRTDT IV RAZWMY BT RLELHYFET,

BRR FLWVMRESNETIVERA R O—FERLET,

CNIFEEEEFERL TLETH?

A. [Ty

B. LMVZ

Answer: A (A —vt—T %KY

&5 BA

HET7VELRBRAF TOATLGBEDHED) YV —AANDT IV RZRELFET , RESNT VX R —I& Shared Access Signature
(SAS) DT IL—TFTH,SAS ADTH LR EMYBTICE. ROVWTAMERTCTEET,

1.Keyl F#1zlE Key2, DF U SAS ~DELITHERAINDI TV R ¥F—%0—TFT—2 32 LFS SASDERIZERASN7IV X ¥—%

A—7—>3 9 5& LIANCER SN SAS NEMNICE D=6 LHEIERSIN TV SASHARYBESIhFET,
2.8AS M) U ENTWLWEAREENETIVERA RV O—ZBIRLET AT FTIOERARYO—DEIRESNEE EDA T ETO®


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

A RY—IZEEM TSN TLNS SAS LEMICLHY FT,

A7: AZ-500 [EIRESE (X GoShiken.com MRS f=&HE LT Ly AZ-500 RERRIRESE | GoShiken.com N&x#F D AZ-500 RERRIEE %
IRt L TULVvET, GoShiken.com AZ-500 SREARAREII R T MBENEHTIIWVVET, &H D GoShiken.com AZ-500 FIREE XS T
% AlE Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRERESE A & IEf2 (T 2= T 30%wiFHlE|5Ia— K:

Freepdfdumps)

=HTRE: 302
Sub2 M VM1 VM2 ELU VM3 DEF1 T #HBELTLET,
RDEAT—FAVFIDWT FDARAT—FAY A true DBEIF [TV ZEIRLET, TN DBAIF, DDWE ZBIRLET,

FEELSERT ST RS v FOfEEASHY £,

Microsoft o

e

VM1 by using HTTP.

From the ":":_._:_;_: % to the web server on VM3 by using HTTP.
' & :
| @ %
i3 *3\&‘]_

Answer:

From the Intemet, you can connect £0 the we 1 using HTTP.

From the Intermet, you can the weh on VM2 by using HTTP.

Fmtw to the web server on VM3 by using HTTP.

=HETERE: 303
RORIZRIREI S UFEL Subl EWVWSEBRID Azure HTRY ) T avhipy £,

| Tl o 'L o}



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

ARRBINFA—HF DTV EREZERTEIET. RGIDERETL VDI E—F TRV by T R—IHFALON TSI L ZHERTIVLE
nHYET,

fAIZEZEITNIELNTL & S5H?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. 77— avexal)T490L—7

C. Azure Active Directory (Azure AD) &£#-HE 7 R

D. v AL URAALUITIVM TR

Answer: D (A —vyt—T #ET)

&5t BA

DY AP UAALUMERETS Y (VM) 7O EREFEALT Azure VM ADZE LS 74w 020y 030 L REIZSHLEINDHUR

DEBERBLGAL BELEZFICVMICERT 2-O0HBELT I L RERETEET,

E DY R M VB A LDBEHIZIE > TULNSIES  Security Center [(ENSG IL—IILEERT B EIZE>T Azure VM ADZIELS T4

DOV EIIVLET RENTI T4 v 0EAVITVTEVM EOR—FEERLET , SNEDR—FE O R bR L Y

)a—>avITkoTHIEENET,

A—HF—DNVMADT I ERAEERT S & Security Center [, L—HF—HB VM ADT IV EREZEFBICERTEZLHREIR—ADT Y tZ‘rﬁll

{#1 (RBAC) 7V Z AR ZHF >TWANEINFHRLET , BERNEKEIND & Security Center (X IEE S N-HifE BRI f-R—

BELUVEREINE-ZEERIP7 FLRAFLEFHEEAANDZE NI T4 vV ZHATEHLIIT Ry FT—0 % 'JT4 J)L— 7 (NSG) &

Azure Firewall Z BEIMIZHER L T3, BEIMERIBT 5 & Security Center [£ NSG ZLUBIDIREICERT LET, =1L T TICHIIATWL

LEMIEIPHESNE LA,

S

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

= HTEIRE: 304
RDOEIZRT Azure Log Analytics 7—9 AR—ZREEL Azure Y TR ) T3 ondbyYFET,

Name Location Description
Workspace1 East Us Used by Azure Sentinel
Workspace?Z West US Mot applicable

RORISRTRET L VERBRLES,
Name Location Operating system Connected to
VIV East US Windows Server 2019 None
VM2 East US Windows Server 2019 Workspace2
VI3 West LS Wi ndt.,ws Server 2019 None
VM4 West U% ‘l.fli'_mﬁmus Server 2019 Workspace2

Azure Sentinel Z{#EAL T {RE~< > > LD Windows Defender 7 7 A4 7o+ —ILZEHRIT HFETT,
Azure Sentinel IZIEHETESRET O T ENTTH?

A.VM1D #
B. VM1 & VM3 O

C. VM1_VM2_VM3_ VM4

D. VM1 & VM2 D&

Answer: C (A —yt—T#ET)
FHER/SER:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

=#HTfEIRE: 305

Sub2 M VM1 VM2 B LU VM3 DEF2 Y T4 25HELTLET,

ROERTF—RAY MZDVWT ZDRT— kA MA true DBEIE XV ZBIRLET, TSN DEEIE,
E:ELSCBIRT BE-UIC1 RS Y FO@ELADHY 9,

m Microsoff o

From the Intemet, you can to b .:Ij'_ ¥ VM1 by ussng HTTR.

From the Intemnet, you can thﬁpehmetmwzbyushgm.

FrnmmelnmnetQ 10 the web server on VM3 by using HTTP.

Statements
From the Internel, you can connect to the welbhServen ,on-Wf by using HTTP.

L J M ic roSOftntr-emmmwum;_mt_btm:m"mmwzwmm,

From MImmyﬁJmm&tﬁmmwmvalhymm HTTP.

HERE: 306
AU1 & AU2 &£ V5 2 DDEE B #& T Azure Active Directory (Azure AD) T+ > b WH Y ET,
A—H—([F. RORITRT LS ICEEEAMICEY L TONET,

User name of
Admin1 AU1 . O B¥nicrosoff
Admin2 e
Admin3

Admind o] AU2
Userl NS | AU

WA JZEBERLET,



Statements
Admin1 can reset theépassword of User]

Admin2 can reset the password of User3.

meﬂcmrﬂtmpmdﬁfm“M 1IClI DSOfi

Answer:
=, I2VWET M SO

Statements Yes No

Admin1 can reset the password of User1.

Admin2 can reset the password of User3. D
Admin3 can reset the ﬁﬁuerd Mnl.ﬁ rQ S Oft

=xFTEE: 307

TS5y F I+ —LDBREZEHRZHE-TIZ(E_ Microsoft R ILD T 7 XHEKEZEATILELAHY FT,
HiatzlEfiEx T 2EN?REZT HICIE, BEEBEBETEYGA T 3 VEBIRL TS,
EELCEIRT BEUIC1RS Y bOMIENHY I,

Create a custom policy definition that has effect set to: N v

Appefid )

lDén?_' |
DeploylfNotExists

Create a policy assignment and modify:
L The Create a Managed Identify setting

t Micipstyfee

Answer:



Create a custom policy definition that has effect set to: v
Create a policy assignme nt and modify: v
: L: r’ The exclusion settings
The scope
&5 BA
Create a custom policy definition that has effect set to: \ 4
Append
Deny
DeploylfNotExists
Create a policy assignment-and modify: v
The Create a Managed Identify setting
The exclusion settings
The scope

7+ 1) ZF:Microsoft Antimalware # RG1 DIRBET L VIZA VA F—ILT HZRENHYET,
RG1 (X Vnet1 VMO LUV VM1 ZEL U Y—X FIL—TTT,

w4 R 1: DeploylfNotExists

DeploylfNotExists (& &HMiE - SNEBEICTF oI L—rDTTOA AV FEEITLET,
Azure R O—FRTILI T T XK

S

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/Effects

HTfEIRE: 308

Contosostorage1 & LY5 & HID Azure Storage 7 717 > k & Contosokeyvault! & LV5 & RID Azure Key Vault Z &3 Sub1 & L3 ZETD
Azure Y ITRH ) T avhbyYEd,

Contosostorage1 M F—% O0—F—3 3 > L T Contosokeyvault1 [Z{R7FF % Azure Automation Runbook #/Ef 3 3FE T,

Runbook ZfEXRIZEET DI AHRFHERET IRLENHYFET,

ED3DDT7IarxBHBIZETITIRELAHYFEITM BZTDHIZIE, 7723 D)X M oEUGTY L 3 o ERZEEBICHEEL .,
IELWEFRTHERET,



Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

]ECreate an Azure Automation account.

| Automation accounts  _ . T 1 @

i Import PowerShell modules to the Azurey

l!(:rea{e a user-assigned managed identity.

I
|Create a connection resource in the Azure

Automation account m Microsoft

Answer:

Answer Area _ Microsoft

Create an Azure Automation account

Import PowerShell modulés to.the Azure
Automation account

Create a connection resource in the Azure
Automation account

1 - Azure Automation 7ho > FZERT S
2 - PowerShell €< 1 —)L % Azure Automation 7ho > MMZA ViR—+F 3

3 - Azure Automation 7 h > fTERD V—XEFERT S
S .

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

=HTRE: 309

Sub2 DIREY L UEIDORY FI—VBEOEFI) T4 HZFFELTVET,

RDEARAT—RAVMIDWT FDARAT—FAY A true DBEIF [TV ZEIRLET, TSN DBAEF, DDWE ZBIRLET,
S ELCGBIRT BEUIC1RS Y FOEELHY £9,



Statemenits
From Vi1, you can sticcessfolly ping the public [P address of VM2,

From YM1, you caf successfully ping the private IP address of VW3,

- e

Answer:

Answer Area l '
medicrosoft |
From VM1, you can su-::;-ss*ully ping the public IP address of VM2, Lt D

From VM1, you can successfully ping the private IP address of YM3,

O O

From VNI, you £an successtully ping the private IP address of VM5,

TR 310
HET=F ROKRIZTFKT A T« R%EHD Contoso, Ltd. £ WS EHTENTULET,

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso [Z[& contoso.com & LY5 & &1 Azure Active Directory (Azure AD) T3> bA®H Y £F, X TD contoso.com 1 —H—I[F Azure
Multi-Factor Authentication (MFA) ZB#ICLTWET , T+ 2 MIF RORIZRTI—F—DBEENET,

Us ; g last sign-in, user selected
AR b Don’t ask again for 14 days
Devicel ~4L P |Yes

Device2 \

users  service settings

app passowrds (learn more)

. Allow users to create app paswords to sign in to non-browser apps

_ ) Do not allow users to create app passwords to sign in to non-browser apps



trusted ips (earn more)

: Skip multi-factor authentication for requests from federated users an my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

— o —

1180.15.10.0/24

verification @ptions (earn more)

Methods available to users:
| | callto phon@
'\ Text message to phone
' Notification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication gearn more)

< Allow users to remember multi-factor authenticatiup on devices they trust
Days before a device must re-authenticate (1-60): ' 14|

RODERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEL] ZBIRLFET, TSN DFEEE, DR EERLET,
FELCERTSEUVICT RS Y FOEELHY FT,



Statements Yes No

When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O O

When'User2 sighs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O O

Answer:

FTERE: 311

FCOBERIEE BRLY VA ERT —EDERO—TY, SOV —XDRERBICIE IEESN-BEZERTETLAEEOHSHED
BRENEENTVLEY, —HMOERBtEY FIFEBRDELVERENEFNIZENHY FIHN MOERBE Y FIIETELOEFERENG L
HERHYET,

DLV aAaVOERICEZETSHE TOERICRSAZEIETEFHA, ZDEH IN6DEBERIILE A —BEIZIERTINFEFRA,
Sub1 EWWSAHID Azure Y TRV ) T avhhbyUET,

RG1 EWSEFIDYY—R J)L—FITsal EVWVSARID Azure A kL—D FhO U RARHY FT,

A—H—=,TFTUT—2 30k WO DEET7IVERESL (SAS) ERFEINETIVERA R O—%FRAL T, sal ®BLOB Y —EXR &
T774ILH—ERICTIERALET,

EROGWA—HF—DNT 7ML H—EXEBLOBY—EXDEAICT VA LIzZ &MY FELT:,

sal NDIRTDT I L REZMYETRELNHY FT,

RE FHLWVMRESINLTIVER R O—Z2ERLET,

NIFBERZERLTOLETH?

A. [T

B. LMV %

Answer: (&% &RTT 5)

o3 [lEL]

Explanation:

FLOGEMD) RESNETIVEZR RY—ZERLTEH BEFEOR) —OZTNIZY I ENTLVS SAS ICEEELFEA,
RESNETIVER R O—ZFZRYETICIE 7R R O—ZHIRT 5H) BEAGEFNFEEELTERAEZERLET,
BEAMETHNFEERTTLHELE BEFOBRLAFEINTVESE 77 2R R O —RHOBEMTIEREINET  RESNEZT VLA R —
FHIRERZRAEET S L TNICEAERTONT VST RTORKET IV L REBLMNEEICEEEZZITET,

ZH

https://docs.microsoft.com/en-us/rest/api/storageservices/Heading-a-Stored-Access-Policy
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ROFEIZRTT7S—bEET Azure Y TR ) T avhhyET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

All Alerts

o New alet rule  BE Edt columns O Maruge alert rules 0 View clipc alerts ) Rafresh

Don't see 3 subscnplion? Open Dwectony « Subierpbon settings
* Subrinpton @ Reiouios grovp @
Azure Pass - Spongonhep v Trpe b2 phert filiming w

Mondor tenace & Morstor condibon &
15 peiected w 1 palacted

Iereseft

= - . 6872019, 11:23:53 .
= A © . 6/6/2019, 112352 ...
e . : 6/6/2019, 102325 ..

| seva i /672019, 1:20:24 ..

FAOYTREDY AZa—%#FRALT RITREIATOSERICESVTERT— AV M EERSEHEEDERRZERLET,
FELCERT BSFE-UICT RS Y FOEELHY FT,

The state of Alert1 that was fired at 11:23:52 | v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changeg New or Closed

Mlcrosqfvt

The state of Alert2 that was fired at 11:23:24 ‘ =

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

Answer:



Ihe state of Alert1 that was fired at 11:23:52 ﬂ MlCI’OSOft lv

cannot be changed

|[can be changed to Closed only
can De changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 1123:24 v

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be chanaed to New or Acknowledaed

S

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

E%%ﬁf'l:ﬁ%: 313
RORIZRIHRET L UEEL Azure TR ) ToavhHhy ET,

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

RDRIZTRY Azure R O—ZERLET,

Policy definition
Not allowed
resource types
Allowed resource ixaﬁ' rtualMachines

Bpen /i oo AN
RORIZRTVY—RA OV I EERLET,
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

RDEARAT—FAVFMIDOVWT EDART—FA Y D true DIFEF XV ZFBIRLET, TSN DOHEEIE, DWW ZRIRLET,
FELCERTBFLUVICT RS Y FOEELSHY FT,



Statements

You can start VM1.

You can start VM2,

You can create a virtual machine in RG2.

Answer:

Statements “Yes No

You can start VM1. . O

®
You can start VM2. ) O ‘ O
[o]

You pah ereatesdgfifual machine inRG2. O

Explanation:
1) RORAA—=THNAY I INTWNEH EZTAHBREETERTTETELA:

Subscriptions/xxxx/resourceGroups/xxx] By 7 iR LT b 5—EHHAL &L,
2)RAMYBEROYIEHFODVY—RX JIL—TITVM 2ERKT DL TS5 —DRRSNFET,

BRIV Y—R TIL—TEEARYERATT ]
J)JMAMYFERAAYID=H TP oDEHRIZOYINEMEND E RET VFEEFLFFELETEEFLEA (COI—RT7T—XAD—
BTIEHY FEAN HMOTECERWVWTL LS,
BZETSEINTWSREE, TIL—T) 2 MIEENBRESNTWSTzH BRI EBRTUVET,
[JY—Z2DBA Y] R=VIZIE VM ORI L TROZ EATEHINATVET,

BRI UEELY YR TIL—TIIHT EHAMYBROYIICEY I RXRTOI—HF-—MEET I U E2EBBFIEIHBEFNTELA
UEFT, SN DIREEICIEPOST UV IR FHARETT, )
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

EHTMEIRE: 314

T—RETTVr—2a v DERERI-T L 512SQLDB1 2T HBENHY FT,

IBRICEITIT A LeHBBDITE3D2DT7I 2 aVEENTIMN BAETRICEX . 7I22a VD)X Mho@BLT Y Y 3 v EEEREIC
BBL ELWERFRTESNEY,



Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1.

In SQLDB1, create contained
&

Connect to SQLDB1 by using
Microsoft SQL Server Management
Studio (SSMS).

soft

®

In Azure AD, create a
managed identity.

In Azure AD, create a user-assigned

managed identity.

Answer:
Actions Answer“ M | cro SOft
From the Azure portal, create an From the Azure portal, create an
Azure AD administrator for Azure AD administrator for
LitwareSQLServer1. LitwareSQLServer1.
In SQLDB1, create contained Connect to SQLDB by using
sriyihey Microsoft SQL Server Management

Spﬂo _[BS!._!I_S}- :

llSQLDB‘l create contained
O database users.

Connect to SQLDB1 by using
Microsoft SQL Server Managen'rerl
Studio (SSMS).

Qe

In Azure AD, create awm
managed identity. o

In Azure AD, create a user-assigned
managed identity.




Explanation:

https://www.youtube.com/watch?v=pEPyPsGEevw

kE w4 2 Contoso

BT UNO—REINBZFETEFELESN, O—FLEL FHREI DA VICES ZENTEFET, ChIZEBIILBEELHY FT
N HFEEHRIEEAOTX FERMNSELSIMMNMELEA,

[RAN]RE OQERAIREICHE 25 FNEV YOI LTSRS aVIC7O9ERALET, COEY L3 VTIE, SATRET—EDF R
DEETLET FEAEDHREIEREDIRELBLCELSICFIATETETLN, —HOKEE (I E— T2 F R—=X k48 Web ¥4 ~ZFHEH)
T OMEEL L) [LERET LA ATEET T,

AATIE, FRICEHSINTVE IRV DETHERIZEDVTVET  EWMEZNIE 2RV EEDLSITERT HMIBETIEHY FE
W, BRDEERBIZETTENL, ZOF RV DENFLNET,

SRIEENCHENERESNTOGEW O, CORBRTEATET I IDENH S TIRNERHLIGELNHYFET , EFRETT LU (HEHE
FEOTCENTEFET L, FAREZERICETTETAL S ICHEIZENIICEET ALENHY FT EEXEZEEFELERIE, THRAD [X
NREDED Yy LTLESLY,

2RI1:

A3 =2y B VM1 EWVWSEZHIDORET S AN RDP &t 5Fa] 9 5 & 31 Azure 21T AWENHY FI, V) a— 32T
. VM1 OB EXRZREFEZR/NRICINZ ABENHY FT,

CDRAARYEFETI AIZIE Azure portal IZTH A o4 LET,

BRY 2

VM1 EWVWVSRRIDIRETS VDR Y R T—0 A B3 —T A REASGT EVWSAFDT TV r—a3rvXxa)T4 JIL—TI2ENMT
BRENHYFET,

CDBRYEFTETTBIZIE, Azure portal IZHA 4 2 LET,

2R 3:

Microsoft Antimalware for Virtual Machines Zf#HA L T VM1 £ WS ARIDREYL VL THEBREB® 02:00 IZELGIILI T R
VEERTITAMENHYET,

2R 4:

HE-ORLDORAFKEL, App10317806 & LV5 BAHID Web 7 T Z4ERK L ZDF7 7' & htmips://www.contoso.com 22T % Z & 5t
BLTWET,

RDBERAY ERTTIRENHYFET,

* App10317806 A% Azure Active Directory (Azure AD) IZEEFINTWS I L E#HELET,

* App10317806 M/AR T — RZERM L ET,

AR 5:

EEI—H—MNVYNET1 EVWSRARDRERY FT—0 ZRSTHIBRLABWESIZT A2 ELAHY FT, EEI—F—IZIL, VNET1 DERED
TEZHATILENHYFET,

2R 6:

user210317806 & LS ARID 1 —H—5H RG110d10317806 J Y —R JIL—THDERBI LoD TANT A EBTEL L HRET D
ErHYFET V)a—2a TR MHEDRAZHERTLILELHY FT,

BRYT:

131.107.0.0/16 T Hy FZEHKIN TS T/NL RDHH railod10317806 Azure A hL—L PO U RDT—RIZT O RATES LS

[T DDENHYET (ZRY 8),
VM1 & WS RARIDRET L U OFEY CPU ERZEMN 15 2T 70% ZHE X f-35& (&, admin1@contoso.com & WS ARID I —H—IZT7 53—



FEBFA-IWTEETIRENHYET,

2R9:
VM1 E WS RRTDREI L oDExF21) T4 OIS TRTODEELERT—3F Azure ANL—U 7hHO U MIRET H2ENH Y F
ER

CDRAARYERETT BIZIE Azure portal IZTH A V4 > LET,
CDRRAIDPETTAHETIZHIIDISEENHYET FRIVDETHICHMDIR IV EZRITTEET,

2 X% 10:
rg110di0317806n1 Azure 2 kL— ZH™M Y hAd HTTP 521t T 30BN HY ET,
2R 11:

rg1lod10317806n1 Azure Storage 7 17 > b H%_ KeyVault10317806 Azure Key Vault IZRTFSIN TS F—2FRAL THEELSh TS Z
LEHRT OIVENHYFT,

BRY 12

10317806.onmicrosoft.com & LY5 ZRETMHE L LY Azure Active Directory (Azure AD) T4 L b ZERT H2RENHY FT HLLWVTA L
42 k1) IZ1&, Azure Multi-Factor Authentication (MFA) ZER L THA >4 >3 5 & 5 IZHR S iz userl10317806.onmicrosoft.com & LY 5 4
AIDA—H—NEENTVWIDLELAHY FT,

NEFT—RREATATE  T—RR I T IEERNICHERNRESNIDITTEHY FEA, ET—RXEET LEVWETHREBRZEDT
ENRTEFT L, CORBRICITEBMDT—RAREZT A0 aVvhBEETIEENHYET, CORBRICEEFNITRTOERZE
ESNEBERNICETTELLSICHBZEETILENHY FT,

T—RRBATAICEENDEMIIBZABDICIE T—RRE T4 TRESNDIFHRESHRI IBENHYFET T—RXRETAIZK T—X
AET A THRASNTWS LTI FICHET HHMBFRERBETIBTOZOMD ) V—RDBEFENIGZELHYET, COT—RARX 2T 4
[CAATH5EEMIE MDBERMNSIHMIILTLET,

CDT—RREATADRRIZC, LEA—BEEINIRTIINETS, COBEETIE RBRORDEI L a VICETHIIC BEZHEREL EEEZMAS
CEMNTEFT FHLWEI DI VERBLIEZRIE COEI I VIZRDZEIETEFERHA,

F—RABR T4 ERBT BICIE

CDT—RAREATAICET IRVDEBMERTT DICIE, RANREZEZV )9O LEST BRICEZSRIIC, ERORA D DRE U EFER
LT —RREATADRABERARTKESIV, INoDREIVEV v I T5HE EDRRAEHR BHFORE, MEDOHRAL EDFERMNERR
SNFT T—RRETAIT[TRTORR] 2 ITHHHEE . RSN DERIIEBFED T TICRRSINIBEHRERMLETHSZ LITEFELT
KEZW BEICEZERMNTE D, BRIV EV Yy LTEBICRYET,

B

Contoso, Ltd. [, EV YA —IILIZAHZE S OF7 MLEZa2—T—DI22 20X ZEA D3 HILT4 VIS TT,
BIftIEY—N— A VTS A SV Frv &K% Azure THRA FLTULET,

Contoso IZ1&, Sub1 & Sub2 £ WS ERID 2 DD Azure TR ) T avhhbyUET EEDHTRY 1) T 324 contoso.com &
LS & RBTD Azure Active Directory (Azure AD) T3 > MMZBEEM TSN TWNVET,

TR EH

Contoso [FRDBFMEHEZRHELEFT,

* Azure Firewall % Sub2 @ VNetWork1 IZF 704 LET,

*App2 EWSERINDT 7)) r—3 3 > % contoso.com [Z&EEFRLET,

*A[RERIR Y  R/MFHEDRAIZFERAL TS0,
* contoso.com (2% L T Azure AD Privileged Identity Management (PIM) Z&%1(Z9 %

BEDRE



Azure AD
Contoso.com [Z[& RORIZTRTA—HF—REENTNET,

Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Securitv administrator
User3 London Privileged role administrator
User4 Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydnay s 1: | ,Reportsreader
User8 Svdne, | None

Contoso.com [Z[E RDORIZETEFa) T4 JIL—THEENTLET,

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city —-match “*on”

HJ1

Sub1 [Z[%_RG1,RG2 RG3_RG4_RG5 HSLURGE EWLVSZHID 6 DD Y—R FIL—THREEATWET,
User2 I, ROKRICRITRERY bT—0 R LET,

Name Resource group
VNET1 RG1 &% Microsofi
VNET2 RG2 =~
VNETS3 RG3
VNET4 RG4

Subl ICIE, RDRICERIT AV IREENTNET,

Name Set on L.ock type
Lock1 RG1 Delete
Lock2 RG2 Re@8=00lY- < ft
Lock3 RGS Delete
Lock4 RG3 Read-only

Sub1 2l RDRIZTRT Azure R O—HREENTUNVET,

Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RG5
types
Not allowed resource networksSeeurityGroups RG5
types
Not allowed resoufes | yiualiNetwarks/virtualNetworkPeerings | RGE
types .. . .

72
Name Subnet
VNetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1




Sub2 [Z[F RORIZCRITHRET L UNEENTULET,

Connected to

Subnet1.1
Subnet1.1
Subnet1.2
Subnet1.3
Subnet2.1

Application security group

ASG1
ASG2
MNone

WIASGT. 3
' .f_NHIf‘Fﬂﬁﬂ‘i“ﬁ‘
FTRTORET L UIZIZINTY w5 IP 7 RLRE Web H—3— (IIS) DEEIMNA VR F—ILENTWET, KRBT VDI 74T 94—

ILTIE ping VIV TAREWeb U TR MAHFRIENFET,
Sub2 1. RORIZRT Ry FT—4 X211 T4 FIL—T (NSG) NEEATUNET,

Name /.ssociated to
NSG1 NIC2. .
NSG2 .| Subnéti.1
NSG3 |\'' " [ Subnet1.3
NSG4 Subnet2.1
NSG1 2, RORICERTZELFaI VT4 L—IEHBYET,

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 [ZIF, RDORIZRTZELX 1T 4 L—ILHBHYFET,

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any. AzurelLoadBalancer | Any Allow
65500 Any Any. |E||m-ig05 OTL Any Deny

NSG3 [Z[F, RDORIZTRIZEELX T4 L—ILHBHYZFET,

Protocol

Source

Destination

TCP

ASG1

ASG1

Any

ASG2

VirtualNetwork

Any

Any

Any

Any

VirtualNetwork

VirtualNetwork

Any

iy

Any

NSG4 [ZIE RORIZKITZIEELXT 1 L—ILHBHYFET,

Protocol

Source

Destination

Action

Any

Any

Any

Allow

Any

VirtualNetwork

VirtualNetwork

Allow

AzurelLoadBalancer

Any

Allow

Any

Micrdantt

Any

Deny




NSG1,NSG2 NSG3 £ & U NSG4 [ZE, RORIZRTEELF 21T 4 L—ALDBHYET,

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso [FRDEMEBEHZHELET,

* Azure Firewall % Sub2 @ VNetwork1 [Z7F 704 LE 3,

*App2 E WS ARIDT F1)r—3i 3 > % contoso.com [CEERLET,

*A[REGR Y  R/MFEDRAIZERAL TS ZELY,

* contoso.com (2%t L T Azure AD Privileged Identity Management (PIM) Z8%ZLE T,

=FTRIRE: 315
RORIZRTNY—REZEC Azure Y TR Y T avhipyEd,

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity RG1 West US

HIRD )T avEd RORIZKTI—H—%EL Azure Active Directory (Azure AD) T3> M2 VO ENTWWET,
Name | Usage location
User1 | United States
User2 | Germany
RORIZRKTIIN—TE=#EBLET,
Name Type Membership type
Group1| Security Dynamic User

Group2 | Microsoft 365 Dynamic User
Group1 & Group2 M*A IN\—2y T IL—JLIFRD & S IZEREShTULET,




Dynamic membership rules - 5%

5] save X Discard QO Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create,éMedita dynamic

membership rule.© Learn more o ) ¥

And/Or Property %erg Value
2

accountEnabé Equals _..true

~ Equals mUSMiCFOSOft

Or v usag
-+ Add enpresw‘\Qt custom extension p:'opEIties@
Rule syntax ¢ Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

RODBERAT—FAVMIDVWT EDRT— AU A true DIFEIL[IEW] ZBIRLFET, TN DEEF, DR EERLET,
FELCERTBEUICT RS Y FOEELHY FT,

5. M setansaist Yes No

User1 is a member of Groupt and Group?2. @) @,

User2 is a member.of GroupZ only. O O

Managed1 is a member of Group1 and Group?2. @ @

Answer:



Statements

User1 is a member of Group1 and Group?2.

User2 is a member of GroupZ2 only.

Managed1 is a member‘gf G.rm_:____p_}‘l _aﬁd Group?2.

SHg -

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
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Azure Active Directory Premium Plan 1 73> MMZU Vo &Ntz Azure TRV ) T3 ohHYET,
Azure Active Directory (Azure AD) Identity Protection Z£#3 5 FETY,

A—HY— YR RYS—,HBAL A4 YR R O—%EBRTEDLLEZHERTILENHY FET,
FIMRMETARETL &£ 5HV7

A. TRTOI—H—|Zx LT Azure Active Directory PremiumPlan2 SA A #EALET,

B. ¥R TH1—H—% Azure Multi-Factor Authentication (MFA) IZ&8kL 9,

C.Azure AD Dt F 1) TA4DTI7AHILEEMZLET,

D. Azure Security Center Z#Z2#E L ARNJLICFTy T L—FLET,

Answer: A (A —yt—T#ET)

SR .

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

A7 AZ-500 [EI7ESE (X GoShiken.com MRS =& LI Ly AZ-500 RERRIRESE ! GoShiken.com M &#F D AZ-500 RERRIEE %
IRt L TULVvET, GoShiken.com AZ-500 SREARIREII R T MBENEHTIIWVET,, &ZH D GoShiken.com AZ-500 fIREE XS T
A ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIREE A & IEfE {1 = T 30%w i AlE|5[a— K:

Freepdfdumps)

ExFTEIRE: 317

Containert & WV &RIOD BLOB a7+ —& Appl EWVWSARIDYSA TR TINVr—230%ET Azure R L—2 THO Y MAH
YET,

Azure Active Directory (Azure AD) S2iEZ{EHA L T App1 D Containerl ~DTF7 I LA EHHIZT 2HELHY 9,

HE I ETEIREN?BET SHICIE, BEEETEUGA T a3 vEERLTLIZEW,

EELCEIRT BEUIC1 RS Y bOMIENDY T3,
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From Azure AD: v
Register App1.
Create an access package.

Implement an application proxy.
Modify the authentication methods.

From the storage account: | v
Add a pnivate endpoint.
Regenerate the access key.

Cenfigure Access control (IAM).
Ggﬁér&fejﬁgﬁﬁréd access signature (SAS).

Answer:

From Azure AD| I_ 'WﬁiICTOSO'i'Ii_ IV

Register App1.

Creale an access package.
Implement an application proxy.
Modify the authentication methods.

- L -

From the storage account: =5 " | v
Add a private endpoint.
Regenerate the access key.
onfigure Access control (IAM).
Generate a shared access signature (SAS).

SR .
https://azure.microsoft.com/en-in/blog/payment-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal.md

EHTfEIRE: 318

Azure Y ITRH ) T2 avEBELTY,

S177) H—ER TS5 %FET % Contoso1812 & LVS ZHID Azure Web 7 7Y ZER L E T,
Contoso1812 M IP 7 KL XA ##§9 www.contoso.com ® DNS La— F#ERLZET,

A —#H—5Y hitps://www.contoso.com URL #{EH L T Contoso1812 [C7 UV LA TEBHZ LEZHERTHINELHY ET,
ED2DODF7Y2aAVERTTIBENHYETI? TNETNOEREIL BREDO—EERLTUVET,
FEELGERT BEUITTRASA Y FOMIELDHY T,

A. Contoso1812 DL AT LEY HTIR—T FID #ZEMICLET,

B. KRR k& % Contoso1812 [Z:BML ET,

C. Contoso1812 M App Service 7S5 V& A5 —ILT79 FLET,

D. Contoso1812 [Z7F 704 ROy F#EBMLET,



E. Contoso1812 M App Service 7S5 V&R —ILT7 v T LET,

F.PFX 274 JL% Contoso1812 [Z7vJO—KLEY

Answer: BF (A —yt—U%%Y)

BWeb 7T DHARBL AL VERA T HELS5IZ Azure DNS 2B TEE T, F-& 2 1E, Azure Web 7 7)) Z4ERK

L . www.contoso.com E7=I& contoso.com Z5E£EE KA 4 2% (FQDN) E LTHEALTCA—HY—IC7 IR EIEEENTEET, N
A5 RD3IDOLI—FEERT IRENHY ET,

contoso.com ###JII— bk AjLO—F

BRELADIL— bk TXTjLa—F

ALa—FK##E3 www &0 CNAME | La—F

F: HTTPS %#E ¥ 3IZ(& PFX 77 (L% Azure Web 7 727 v TO— KT ZREAHY FF, PFX 7 7 A JLIZIE HTTPS IZhEH
SSL SEBAENEENET,

S2&E&$: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom- K X A >

Ex#fERE: 319

FHHFETIORRR)O—FFRELTLET,

R S—ZERL TRET B(21E, BEFD Azure Active Directory (Azure AD) U RY ARV REYRY LRNLEZFHET HZ2HELAHY FT,
RDYVARYG ARVEDYRY LRVERET DRENHY ET,

RIEHRARE L ——

BRSO RAT LA AT RE

REBTITAETADHBIPTRLANLDY A VA Y

BNVRIARYMIDWTEDULRILVERET DDENHY FITH?BZZADICIE BEUELANILEELWIRY A RUKNIFSYILE
T BELANNFTEERT AL BHEERT SIS LD, FoKEALGVIEITEFT  AVTUYERTI DICE RA UETH
BEIN—% RSv TN R O—ILTILELRHIEFELNHYET,

FEELGERTBEVITTIRSA Y FOMIELSHY T,

Levels Answer Area

High Impossible travel to atypical loeations:

Low . Users with leaked credentials:

Medium | Sign ins from IP addresses with suspicious activity:

Answer:
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Levels Answer Area

j . - .

High h

g st 3

Impossible travel to atypical locations:

I | r 1
| Low 1 Users with leaked credentials: ! High I

r-"—'-'-'—-—-ﬂ

|Medium | Sign ins from IP addresseSWith SUSPICIOUS acuwty ¢ Med:um |

S —

S R ———

B
B0
=L
R
i

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events#sign-ins-from-i

ExFERE: 320

BEEF HLOWLE2—DaLyYavICEYLETERIENT IR LELA—2BRTHEHEZE-TCWET, T UY—RFMASENL
E1—ZHRETELILIITTILELHYET,

FT. 79X LEaAa—TOTSLETVERA LEa—aY FA—LLEHERLET,

RIZ, LEA—BEEZERT AIVLENHY FT,

LEA—$HYUEZRDENICERET I2LENHY TTH?

A BRSNfz2—H—,

B. A 2 /\— (BH),

C. 7/ IL—TDfEHE,

D.#T%,
Answer: (&% %K 9 D)
&R

LE2A—BUE Y23 0T SEEARNDIRTDA—HF—FLE2—TT31 AULEDAI—F—FERLET, F=E A VN—IZBEHDT
DU REELEA—SHEDESIBIRTDAELTEET VY—ABNITIL—TDHEEIF FIL—TOMBEBICLE L —2KETEET,
G574 hN A—HF— A 23—z A R FTIT)r—3 VQHBANTEEDEEETCHIMNICER SN DS

Reviewers

Reviewers Group owners P

Group owners

Programs Selected users W, IR || .
g L I.II. .;'-- :- I.I"-\.-": -\.:: I."-u-'-. t

Membears (salf)

- L
SR
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https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

RFTRIRE: 321

Azure Active Directory (Azure AD) T—#4 O 31%9 R Z{# A f= Azure Sentinel 7—J7 AR—XHH Y ET,
BEDIPT7 RLADODREBELE S T4 VI EEBBNTA T LTUVET,

T—J AR—XIZREFEINTVESFEARY MIERZMF T RABEIT S TRNEBHTLHEZICIP T RFLRAZSRBTELLSICTHIHLELD
YET,

ED3DDT7I LA HEIBEEBIZETIILELAHYFEI N BEZTDHIZE, 7723V RA M oBEUGTYI L 3 ERZRBICESL .,
ELWEFRTIHERET,

Actions Answer Area

Add the query to Favorites.

' From the Azure Sentinel wdricspace, run
an Azure Log Analytics query.

Ina Jupyter notebook, create a reference
to the IP address.

Add a bookmark and assign a tag.

O,
Qe

Add a bookmark and map an entity.

| From Azure Monitor, run a-n AZLE.E LOQ

= Microsofr—

Seiect a query result

l

Answer:

Answer Area

From the Azure Sentinel wurhsppqa, t-uh an
Azure Log Analytics quer‘g' -; %

Select a query reswlt :

Add a bunkmark and map an entity

1 - Azure Sentinel 7—4 A RXR—ZXH 5 Azure Log Analytics 7 T ZEITLET,

2- T )HREERLET,
3-TvHOR—Y%EML IToT4T14%3vTT5B



S
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

HTEE: 322

Sub2 DBV UEDRY b=V BEDEXFL) T4 ZFHELTHET,

RDEARAT—FAVMIDOVWT EDARAT—FA Y A true DIFEF [TV ZFBIRLET, TSN DOEEIE, DWW ZRIRLET,
FELCERTBEUICT RS Y FOEELSHY FT,

Statemenits
From Vi1, you can sticcessfolly ping the public [P address of VM2,

From VM1, you cafl successfully ping the private IP address of Vi3,

P Miciosoti

Statemenis Yes Mo
From Vi1, you can successfully ping the public 1P address of W2, D

From Vi1, you can successfully ping the private [P address of VA3,

=
M I C r 0 S OEFT.ML yoU can successtully ping the prvate [P address of VMS., D

=ETHRE: 323
RORIZRTHREL O—)LEZEL Azure Y TRV ) T avhiby F9,

Name _Type()
Role1 | Azure Active Directory (_Azu re AD)
Role2 | Azure subscription | Microsoft

Azure portal T BEFEOO—ILZEH L THLVWVARZIL O—LEERTHEZEHBELTOWET FHLLWO—LIEZ ROKRIZTT L SIZHE
REhnEd,

MCTOSOIL

Azure AD
Azure subscription

Type

FLWEEIZZNZTNERT 5-DICEDREZRETETFEIMN? BB T LT, EEEBETEUGA T a VEERL TS,
I ELSEIRT S-UIZ 1 RSV FOEEAHY £,



Role1 only

Built-in Azure AD roles only

Role1 and built-in Azure AD roles anly

‘Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role2 only e W

Built-in Azure AD roles only

Role2 and built-in Azure subscription roles anly

Role2, built-in Azure subscriptionroles, apd bliltdn WEED roles

Answer:

Role3: v
RoleT only |
Bullt-in Azure AD roles only
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

RGIEA-T F B -

% B - "iﬁ:

\RdiEZ S5 oft
Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only |
Role2, built-in Azure subscription roles, and built-in Azure AD roles

S8
https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

RATEIRE: 324

v k7 —2 121X Azure Active Directory (Azure AD) & RI#i9™ % adatum.com & ULV\S AEIDA > T L = XD Active Directory KA A UNE
FNTULVET ,Azure AD Connect (& Server! EWSZHID A A D AUN—HB—NR—IZ4 R F—=)LENFET,

adatum.com KAAL VD KA VEBENRA T a Va2 TR TELI LRI ILELAHYET , V) 2a—2 a0 TlE HMEIEDR
BlZERT 2ENHYET,

EDAzure AD O—)LZE FAA UEBEIZEY HTEHIRLENHY TTHV7?

A t¥xa) T4 BESE

B. & AEEE

C.1—H¥—E8H

Answer: (fBZ %X~ d D)

RBA/SER:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

R#TEIRE: 325

Azure AD Premium P2 2B LT Azure Y TRH Y T a v EERLET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Azure Active Directory (Azure AD) Privileged Identity Management (PIM) Z{#ER L T Azure O— )L RETETH L EZHRTHIVLELDH Y
FY,

ED3DDTHU 2 avHBBIZETTIVELAHYE T EZTAICIE. 7O/ avO) R MO OEYETY L 3 o EEBEEHICEHL .,
ELWEFRTIHRETS,

Action ' ° Ans Area
= BN ticrogoft

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

i Verify your identity by using multi-factor
| authentication (MFA).

Answer:

Actions

Discover privileged roles.

ADralbe * Verify your identity by using multi-factor
L ‘ i I authentication (MFA).

| Consent to PIM. Sign up PIM for Azure AD roles.

Discover resources.

Verify your identity by usiﬁé-'mmtiigctm

Lfythe nticatiop _(1\1 Eﬂ

2t EA



B vhcrosott
Consent to PIM.

Verify your identity by using multi-factor

authentication (MFA).

-

Sign up PIMfor Azure AD roles.

=FTERE: 326

—EOD Azure RET S UADTS YA R 41V B4 L UITVM 72 EREBELTVET,

JTVM 7R ZFERALT RETIAD PowerShell 77 X &1 —H—(ZHAITH2LELAHY 9,
AIZRETNIEENVTLLSMN? BET BT, EEEHTEYGA TS a 0EERLTLLESL,

S ELGBIRT BEUIC1RS Y FOBIENHY F9,

Permission that must be granted to users on VM: |Read
Update
View
Wnte

TCP port that must be allowed: |22

1 ; 25
% Microsoft o
pu— 5986
Answer:
If User1 creates a Microsoft Word file that includes the text
“Black and White", the file will be assigned: 'No label
_ | el only
~ (_JLaoéi2 onl
| Label1 and Label2

fUser1 creates a Microsoft Notepad (lref"ﬂmmcludes the
ext "Black or white”, the file willb& assigried:

Bk



Permission that must be granted to users on VM:

41,0

pne

B Microsoft

AR 327
BT EHZET-912(&, Azure Sentinel / — b T O DY R— b EBRT I2BENHY FT,
Azure 2T F— LT R 1) & Azure Machine Learning 7—9 AR—XDw\/NEHILENL S VWL ETET H?

Container registries: v

E' ‘Microsoft

WIN =IO

Answer:



Container registries: v

W N = O

=
=]

l

.
S— D
<

=

—

Workspaces:

N = O

SR .

https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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OU2 & User! [2xt L CEHEISN-EREZERTI AL ELHY FT,

EDY—IZEZFERTILENHY FII?EZDICE BEULEY—ILEZELVW)Y—RIZFSY I LET , EY—ILF1EFERTEILEE,
BHEFERT S EE FoKFRALAVWIELTEEFT  IVTUVYERTTDIZIE RAVEATHREIN—ZFSvIT5N XY O—
VT DRENHDIEENHY FT,

EELSCERTBHE-VITTI RS Y FOMELHY £9,

Tools
The Azure portal
Azure AD Connect

The Active Directory admin center

L \f o

, W

Active Directory Sites and Services | -ch\-,.

Active Directory Users and@oﬂup’ﬁté‘i‘sﬁ M |] Cros Of-ﬂ.




Answer:

Tl T EPag
—= SOt
The Azure portal 1’ ou2 | Azure AD Connect
1 . &= .'
Azure AD Connect Userl: [The Azure portal ]

X 3
[ ..-.I
il i

The Active Directory admin center l . |
k.
)

Active Directory Sites and Services./" :f ¢

=

Active Directory Users and ”Cgﬁ'tp;.iters

EFTREE: 329

User2 "IREDKETEES S VHIBRTE S Sub1 ORERY 7=V ENTIMN? BET HICE EEERETEYGA TS a VERRL
T ey,

FELCERTBEUVICT RS Y FOEELHY FT,

Virtual networks that User2 can modify: I v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

Virtual networks that User2 can delete: | v

VNET4 only
VNET4 and VNET1 only

| I,Hgag nd VNET1 only
Bl , WNET2, and VNET1

Answer:



P e e s g

Virtual networks that User2 canmodify! “J 2L | v
VNET4 only

VNET4 and VNET 1-only
VNET4,VNETS, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can aelete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Explanation:

Ry o X 1: VNET4 & VNET1 D&

RG1 IZIFHIBRE Y IV DHLBHY FTH RGA (ZIEOvINHY FHA,

RG2 & RGI [FMA EbFHEAMYERO Y Y ZHH>TWVET,

Ry X 2: VNET4 D H

RG4 IZIZAYIRBHY FEAN MDY Y—R FIL—TIZEEIBRO Y Y FEEHRAMYERR Y IREESNTLET,

I EEEE HEBERNOMO I —DEELY) Y —REBRO>THIRELFEELGEVWLSIC TRV Y Toay YY—RTIL—T Fi:
FVY—RZAVITEIBRERHIEHENHYEI . OvY LARJLE CanNotDelete F1=(F ReadOnly [(CERETEZEI AR—F2IITIE Ay
DIFENETNHIBRE L UGEARYEREFEEINET,

CanNotDelete (& FFAI SNz —H—NU Y —XDHEHARY EEBILTEDIN, UY—RZHIBRTELGNWILEZEKLET,

ReadOnly &, AR INA—HF ) YV —REFAMB LI TEFITN, UYV—RZHRELEEHTSIEETELRVWILEZEKRLE
I, DAY EERT AL RRBEINZITARTOA—F—Z2BEFEO—NLNICE>THESNEZT7 I ERHFAICHIBIT S L EBTULE
9,

sl Y i

User2 (It¥x) T4 EEBETY,

Sub1 [Z[%_RG1,RG2 RG3_RG4_RG5 HSLURGE EWLVSZHID 6 DD Y—R FIL—THREEATWET,

User2 I, ROKRICRITRERY bT—0 EZERLET,

- Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Sub1 [IZIE RORIZRI OV INEENTLET,
Name Seton L.ock type
Lock1 RG1 Delete
Lock2 RG2 Re&@d-00ly- ;< f1
Lock3 RG3 Delete
Lock4 RG3 Read-only

SEXHk:



https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

=FEIRE: 330
RORIZRIHRET L UEEL Azure TR ) ToavhhyET,

Name Operating system
Vi1 Windows Server 2016
V2 Ubuntu Server 18.04 LTS

Azure Security Center Vo BEITOE S 3=V JZHAMLET,
RORITRTEETSE2TTOALET,

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS
Log Analytics T—Y x> MIEDRBEI I VIZA VR F—ILENTWLETH?
A. VM3D #

B. VM1 & VM3 D&

C.VM3 8 & U VM4 D H

D. VM1 VM2 _VM3_ & & U VM4

Answer: (&% &RT~9 5)

BEB7OE a9 Nt T2 TULVSI5E , Security Center [, 7 R— F SN TS T RTDHD Azure VM E# L KBRS iz Azure VM
[Z Log Analytics T—2 x>V b&2JRAED I =V LET,

YR—FEINTWEIARL—T 1245 VRXTLIZIE Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), 5 &£ U 18.04 LTS (x64) LU
Windows Server 2008 R2_2012_ 2012 R2_ 2016 /A—2 321709 &L UL 1803 MEENF T,
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

HTEIRE: 331
KeyVault1 &LV ZRTD Azure Key Vault BA$H Y  RORIZRTEENEFENTULET,

KeyVault TIEZ, RDA XY bDIBBICEKELET,

xIEBIFHIBRENFE LT

CEREIRENTHREEDICLED,

X ltem2 & Policy1(ZHIBR SN FE T,

RDERT—FADKIDWT ZORT—ERA Y R true DIFEF [TV ZBIRLET, ThLSNDBEIE, DWR ZBIRLET,
FEELGERTBEVITTIRASA Y FOMIELHY T,
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¢ Missasoft

You gan iever Pobdy

Youan # & new key named item |

i can add a new secret ramed itemZ

You can reover Pobcy

Noar can 230 4 rew key named ftem?

=- | M I C roSOftnu can &0 & nen secret ramed itemd

A%7: AZ-500 FERESE (X GoShiken.com MRS =& L3 Ly AZ-500 RERRIRELE | GoShiken.com MR D AZ-500 RERRIEE %
IRt L TULVvET, GoShiken.com AZ-500 SREARIREII BRI T MBENEHTIIVET, &ZHFH D GoShiken.com AZ-500 fIREE XS Y T
A ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRIREE S & IEfE 1+ & T 30%wiFAlE|5[0— F:
Freepdfdumps)

EFTfEIRE: 332
Admin1 EWVWSARTIDI—H—E RG1 EWVWSEZFIDY Y—R TJIL—TH#ET Azure Y TR ) T avhbyET,
Azure Monitor TIE, RORIZKT TS —F L—ILEERLET,

Resource Condition
RG1 All security operations
RG1 All administrative operations
Azure subscription_| All security operations by Admin1
Azure subscriptmﬁﬂ Al administrative operations by Admin1
Admin1 [ RG1 TRDT7 VL avEETLET,
VNET1 &S BARTDRERY FT—Y ZEMLET
Lock1 £ WS &HEIDHEIBFAR YV ZEBMLET
Admin1t D722 a DERELTTZI— b2 M) A—FTBHIL—LIEENTIMN? BET HICE, BZFERETENGA T a v EERLTLC
=&y,
FELCERTBEUVICTRSY FOBIELHY F£5,



https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

Adding VNET1: -
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Microsoft | Rulet, Rule2, Rule3 and Rule 4

Adding Lock1: A
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4
Answer:
Adding VNET1: -
Rule2 only
Rule4 only
|Ru|ez and Rule 4 only
Rule3 and Rule 4 only
Rulet, R_{JIEZ, Ruié_ﬁ and REJlE 4
Adding Lock1: v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
/ﬂtﬂgh BAL&?: Rule3 and Rule 4

EHTEIRE: 333

Windows Server1 £ & U Server2 #E1T7L A&y FT7— LIZEEE SN TULV5 Server1 Server2 & U Server3 &LV RRID 3 DD
FUOTULIRY—N—hLHYFET Server3 AV TLIRA Ry FI—H EIZHYFET I RTOY—/\—D Azure ICTT IV EATEET,
Azure Sentinel 5 Windows 7744 74 —IL T—42 AP 341 VA F—)LLET,

Azure Sentinel MY —/\—H\ 5 Microsoft Defender 7 7 4 74+ —IL T—2 #NET E2LENHYET,

HETIEMETHEZREN?

A. Microsoft T— x> b % Server! [T/ A h—JLL Server2 B4V TLUIR T—2 — bk A % Server3 [24 VA M—ILLET,
B. &#—/\—|[Z Microsoft Agent #4 > X b—JLLE T,



C.Server1_Server2, & U Server3 Mb A R kTR YT a3 VEERLET,
D.AVILIRT—AH5— b0z A RS —N—IZA A =ILLET,
Answer: (fBZZRTYT D)

xR 334

H1ET-DEt Tld Azure DevOps #EHL TWLVET,

O— FASHORERELO—FLE2—REFZFH -LTVWINESIHERIITIAEEHETILELHY T,
Azure DevOps IZEET L EZHET 5L DIXAMTTH?

A TJSUFTHILE

B. 75 VFHER

C. 75 FR)P—

D. Al Y

Answer: C (A —vyt—T%REY)

o3[l

Explanation:

TS50F RYO—E F—LIVRAREDEEL TS VFERETHIDITRILET RV P—F F—LDI—FRELEEEBEEEZEGIL
Y,

S

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azure-devops&viewFallbackFrom=vsts

=R 335

FOERALEA—4BFTHARENHYEST, LEA—EHLLWLE2a—DaLyYavicEYETo R YY—RAFFEZIZE>TLEa—
ShFET,

EDIDODT7HI L avEIBBIZETTILELHYEIMNEETRICIEX . TI/LavOVROOBEUATI L 3 o EEEEHICHEE L,
ELWEFRTIHERET,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html
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Actions '3 I\ Answef Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit.

Create an access review control.

Set Reviewers to Group owners.

Set Reviewers to Members.

Answer:

Actions Answer Area

Create an access review program.

Set Reviewers to Select-e:& users.

Create an access review audit.

Create an access review control.

Set Reviewers to Grnug owners.

Set Reviewers to Members [\ / ic rOSOft
&5 BA




Answer Area

Create an access review program. |

Create an access review control.

P Set Reviewers to Group owners.

ATV T 17O ERALE2A—TAYSLEERT S
ATYT2: 7R LEa—ay rA—ILEERT S
ATy T3 LEA—BEEZTI—THEEIZEET S
LE2A—HYE |+9 30T E#RARADIRTHOLI—H—%LE1—951 AULDI—H—%FERLFET, F=E A VN—ICTHHDT
DEREEZLELA—SEBEIIBINTE L3 TEEFET VY—XDBTIL—TOEEIE FIL—TOMREBEIZLE 1 —%ZiKETEET,

Reviewers Microsg {1
MOUp CWNers ik
OUD OWners
pragrams Selected usars
ermbers (se
S 3Rk

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

= HTEIRE: 336

Azure Y TRH YT avaEEHLTY , YIRY ) T3 UIZIE, Windows Server 2016 ZE1T79 % Azure [RET L UAREENTUVET,
BREIVUICARZLDRILD T T7RERBE T D VIEHEEEN A VR F—ILENTWBE I EEZHERTEHR) O—2REITI2HELAHY F
ER

RV—%EDESICHETTIRELAHY FTITH? BZFTBHICIE, BAEEETEY G T a vEBIRLTLESL,

EELCBIRT BEUIC1 RS Y bOMIENDY I,



{

o LR

wallofer: [
{
wfleld” : “type~,
Yaquals?: “Microscft.Compubte/virtualMachines’”
]
L)
“fiald® : *Microsoft.Computa/imagesKu~,
“aquals” : "201l6-Datacentar™,
J
1
¥,
“than*” : [ : :
“effoct” i *| ‘v
Append
Deny

isis

*datalls> : (
“typa® : “Microsoft,GuestGonfiguration/
“roloDefinitionslds~ : [
wfproviders/miorosoft . authorizati
1,
*nama® 1 T“oustomExtension®,
“daploymant” : |
#properties” : |
T » ® I l‘i'! 3 -I. 1 8
o

O
G
gifationAssignmenta®,

tions/fl2345678-1234-5678-abod- 01234567851 0"

Answer:




wigfe .
wallofe«: [
{
“fliald® : “typa®,
Yequals?: "Microsoft.fompute/virtuvalMachines?
1
L

“flald” : “Microsoft.Compute/imagesSKU~”,
“oquals” : *2016-Datacenter”,
)
|
), \
“than® : | {?ﬁ
“affact” ; “ v " )
Append
Deny
UeployitNolExists

rdetalls~ : {
“type” : “Microsoft.GuestConfiguration/gusstConfigurationAssignmants”,
“rolaDefinitionaIds™ : [
“/providers/microsoft.authorizatign/raoleDefinltions/12345678-1234-5678-aboed-012345678910"
1.
“nama® : YoustomExtansion”,
*daploymant® : |
“propartias” : |

“mode”: “incghemantal™.

“paramaters® g |

e i

" ' ,“: i.
exstenceCondilion
resources i

template

S8 .

= nw

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/Effects

EHTMEIRE: 337

Sub1 EWSEHID Azure 5 TRV ) T avhHByET,

ITF—LDTRTDAN—NEENS Group1 & LVS AFRITD Azure Active Directory (Azure AD) JIL—TWHHY ET,

Group1 M A 2 /\—hH Sub1 D Azure [RBET L U %1t EH) BEEBITESLEZHETLILENHY ET,

Y )a— 3 TR &/MFIEORBZFERT IBENHY FET,

ED3DDT7UavxBBIZETTHIVELAHYEFIMN BIZTAICIE. 772 a )X MO LEUETY L 3 o EEZEEHICEH L,
ELWEFRTIHRET,



| + | Answer Are
Actions = Migrosoft

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment crdlet.

Answer:

&t BA

‘ Create a JSON file.

| Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Ml ~fd
IAARATLB "I A~ A B"

SEXHk:

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

R #TERE: 338
RDRIZRT 11— —% ST Azure Active Directory (Azure AD) T+ > FAH Y ET,

MName Multi-factor authentication (MFA) status
User1 Disabled
User? Disabled
User3 Enforced

Azure AD Privileged Identity Management (PIM) Tl& #EMERER—IILOO—)LERENRIZTT LS IR IATWET ( BRIZTEY
)y LES,)



Role settings

Assignment
ﬂ Allow permanent eligible assignment

Expire eligible assignments after
3 Months

Allow permanent active assignment

Expire active assignments after
1 Month o

v Require Multi-Factor Authentication on agiive assignment

| Require justification on active ass.g'l"l'ﬂ_,-ﬁf’-;' \

b rosoft | >

Actnvat:&i_n‘iﬁim@h :_ﬁ.ra'ti‘ﬁn {ﬁburs}
mesmmmmsame’ )

~ Requin"r'e- Multi-Factor Authentication on actrvation
~ Require justification on activation

Require ticket information on activation

Require approval to actrvate

ROKITRTLSIZ, 2019 F 5 A1 BIZCA—HF—ICHEEREOO—ILZEY S TET,

Name Assignment type
User1 Eligible
User2 Active
User3 Active

RODERAT—FRADFZDOWT ZFDORAT— A A true DFAIX [TV Z2RBIRLET, FNLUNDEEIT, VWNZ 1 ZRIRLET,
EELCBIRT BEUIC1 RS FOMENHY FT,



staterieritscr 05 Ot

On May 15, 2019, User1 can activate the Contributor role.

On May 15, 2019, User2 canuSe the Contributor role.

On June 15, 2019, Userd can activate the Contributor role.

Answer:

Statements Yes No

On May 15, 2019, User1 can activate the Contributor “"OS(_ﬁt

On May 15, 2019, User2 can use the Contributor role. O O

On June 15, 2019, User3 can activate the Contributor role. @ O

SHg .

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles
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1 DM Azure Active Directory (Azure AD) 73+ > MU 2O ENF=5 20D Azure Y TR ) T a3 obHYET,

securityPolicyinitive1 & LN &R0 Azure Policy 1 =7 F &R LET,

FTRTOFLW)Y—RX FIL—TTEDRENLGEREIDENY BTEBRT ILELNHINEHELET,

HFLWIY—R TIL—T DR SecurityPolicyinvitativel £ O—JLDE|Y BT BRI A2VELHYEIT ED3DDT7H L avEIE
BICETIIRENHYEIN?RETBICIE . TILIVOURALEYLETYI L 3 v H#RIZEEHICHEEL  ELWVEFTERET,




Answer:

Answer Area

Assign an Azure blueprint

Crate a policy assignment

Crate a custom role-based access control
(RBAC) role

1-Azure TIL—TY) U rZEYHTS
2-RY—FYLBTHEERT S
3-HARFZLOA—ILR—RADT Y A% (RBAC) A—ILZERKT %

HTEIRE: 340

HET=-D=$E(Z1E contoso.com & LVS & HID Azure Active Directory (Azure AD) T3 > MZEEESRT 1T 54 7= Sub1 & ULVS ZRID Azure 47
RN ToavhHyFET,

£t Appl EWVWSARIDT TV r—2 3 o ERFELTLET, Appl & Azure AD IZESFINTULVET,

Appt M7 T r—ay a—H—ZRH>T Azure Key Vault D—9 Ly M7 IR TEELEZHRITHIVELADHY FT,
AIZHRETNIEEINTL &£ S5H?

A. BBEOREDKRWT T r—3 o0

B.EHEDREDHEWVWEEEIN=T7 V7 R

C. EBEDREMNMVDELFEREINLT VR

D. EBEDREMNDELRT T r— 3 VER

Answer: B (A —vt—U %59

REINEZTIECREA - VAT TITVr—23 2@ A 040 A—F—E LT WebAPI IZT VR TEILERHYETH, 7V
TRIEERLIZT IV CRFAIC&ES>THIBREINET, COF 1 TOERIE, ERICEREORENMVDETHVRY 21— E5TEE
9,

IEfE:

AD:F7IUr—2avDTF I ERHA- 95472 b 7IUr—avid ThEKE LT (A—F— I THX ML T) Web API [ZE
B70CRTEIBLENHYET, COZA TOERICIEREZEORENMBETHY NTVYI (TR MY TELKVENIL)IZ4T Y
7TV — a3 THERTEEEA,

S .

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis

= HTEIRE: 341

Azure Active Directory (Azure AD) [ZBS:E St 1+ 54 7= Sub1 & WVS RRID Azure Y TRV ) T3 ubiH YU ET,
contoso.com & WS ZRIDTFH 2 b+,

Admin1 EWVSZBFINEBEX XD IDIC7IVERATEET,

OpenlD "B GEA—HF—TFho 2+
Hotmail 7 ho > b+


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

contoso.com D7 A k

fabrikam.com & UWL\S ZHID Azure AD T+ > DT Hho 2 b

Azure 7ho v b o2 —%EHRAL T, Subl OFTE#EZ Admint [ZEEET HFETT,

Subl DFTBEZEDT AV Y MIBETEEITH?

A. contoso.com @&

B. contoso.com_ fabrikam.com_Hotmail & #

C. contoso.com & fabrikam.com &

D. contoso.com_ fabrikam.com_Hotmail & & U OpenlD AF*E1—H— F7HDO 2 k

Answer: C (A —vt—T %KY

YITRV YT aVDBERMEBEEZRND Azure AD TFHU bDT7 ATV MIBETDHE YIRV YT avEHRLWTAD L COTFY
FMIBEITEET , CNETSE TRV T3 eExD)V—REEEBTH-6DO0—IL R—XDT7 Y X (RBAC) #H T\ zg R
TOA—Y— JTIL—TF FEH—EX TV NVET I 2 REZRVET GEE VIR FERITANDFH LW HAD Y FOI—H—
DHM )YV —REEBTLH-ODT IV RIEEZHLET,

S

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-subscription-to-anaccount-in-another-azure-ad-tenant

RITRIRE: 342
ROKIZIRT Azure RE<T S UAHY £9,

Name Operating system 1 y <y State
VM1 Windows Server 2008 R2 Seryice Pack #{SP1) || Running
VM2 Windows Server 201282 Running
VM3 Windows Server 2016 Stopped
Viv4 Ubuntu Server 18.04 LTS Running

EnRFE~< L vIZx LT Update Management ZBXCTEEFTH?
A. VM2 £ LU VM3 D H

B. VM2_ VM3_ VM4 D&

C. VM1_VM2_ VM4 D

D. VM1_VM2_VM3_ & & T8 VM4

E. VM1_VM2_ VM3 O H

Answer: C (A —yt—T#ET)

ZE Xk

https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomation%2Ftoc.json

HTEIRE: 343
HE-OEHIZIE RORIZTKITI—HF—NEFEN D Subscription! EULNSBAFID Azure TRV ) T avhihyUET,
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https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Name Roie

User1 Global administrator
User2 Billing administrator
User3 Owner

UsSerd/ i crosbAccount Admin
SRIEFHLVABEEBICRINEINET,
&%t Subscription1! OFFEEFEZEET HIVLENHYET,

EQAI—HF—AAEEREETCETEITMZTDLI—H—BFEDY—ILEFERTILENHY FITH? BET SHICE, MERETEI LA T
vavERERIRLTEES W,

FELCERTBEUICT RS Y FOEELSHY FT,

User: i =
User1
User2 |
User3 ¢ _'(;\ Kniciaant
User4d

iAzure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Answer:



User: v

User1
[User2
User3
User4

Tool: v

ure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

S -

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azure-subscription

H%%ﬁFnE]EE: 344
Azure YTy MRS U FENFz2y b T—9 X2 T4 JIL—T (NSG) BHY ET,
Get-AzureRmNetworkSecurityRuleConfig #3179 45 & RO K S BHANKRREINFE T,



Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix

SO elfpplicationSecurityGroups
De nationfpplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionlIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelAddressPrefix
DestinationAddressPrefix
SourcelfpplicationSecurityGroups
DestinationfApplicationSecurityGroups
Access

Priority

Direction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinationfpplicationSecurityGroups
Access

Priority

Direction

FOY IO AZa—%2FALT RICRINTOLSERICEOSVTERT—MA VU FEERSEIRBZOFRBEEZJIRLET,

FELCERT BFE-UICT RS Y FOEELHY FT,

DenyStorageAccess

{3

=)

£%3
{Storage}
[1

(]
Deny

105
Outbound

StorageEA2Allow
Succeeded

*

™ }

{443}

{*}
{Storage/EastUS2}
[]

[]

Allow
104

Outbound

Contoso FTP

TCP

{%*]

{21}
{1.2.3.4/32)
{10.0.0.5/32)
[1
(]

Allow

504

Inbound




Traffic destined for an ﬂzurM%@fﬁ@m%‘%&@r choice]. _ v

able to connect to East US

‘able to'connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 to 10.0.0°20/32 are [answer choice]. v
' allowed
dropped
forwarded
Answer:
Traffic destined for an Azure Storage account is [answer choice]. R
 able toconnect to East US
Jableo connect to East Us2
flble to connect to West Europe
prevented from connecting to all regions
FTP connections from 1.2.34 to 20,0.0.10/32“are [answer choice]. Y
L-‘.?"E‘.”Ed_
~ Jdrop L 8 ; <L
e ndicrosoft
E5EA

Ry P X 1 KERED 2 [THEHTATEE

StorageEA2Allow [Z (% DestinationAddressPrefix {Storage/EastUS2} & Y £
RysR2: kayTanfEzLE

ZH

https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

xFTERE: 345
HET-DE4t(Z1F Subscription1 & WS &AHID Azure TR S Y T 3 Uh&HY £, Subscription? (X RORIZRTAI—HF—%ED
Azure Active Directory 77 > MZBBEfIF N TWVET,

" Role
Global administrator
Billing administrator
Owner
Account Admin

SKREFHLVABEBICTEHEINET,
£%t1&, Subscription! OFFBEEEZZRET S2HELHYET,
EQA——HIAEEZZEETEEIN?ZDA—HY—LEDY—ILEZFERATILELAHY FIH? BIET SICIE, BEEEETEYGA T




vavEERIRLTLEES W,
FELCERTBEUICT RS Y FOEELHY FT,

User: v
Userl
User2
- S= N ticrosoft
User4 '
Tool: v

Azure Account Center
" Azure Cloud Shell

Azure PowerShell

Azure Security Center

Answer:



Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

S8
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

HTERE: 346
ASG1 & ASG2 Izt L CRTEI SN EEZEZEELET,
ASG1 ZEATEANSGIXFENTI D, T, EQRBIS VDAY FT—D A3 —T x4 R% ASG2 [CEIYHTEHENTEFTH?

MNIG2 only
MNSG2 and NSG4 only
MNSG2, NSG3, and HSG4

Virtual machines:
WA only
_ VM2 and VG only

Virtual machines:

1. VM2, and VN4 onby

VAT, VML, WVBAZ, and VIS




A7 AZ-500 RAREE L GoShiken.com AMRHt S =B LT LY AZ-500 SRERRIRESE ! GoShiken.com N ExEF D AZ-500 RERRIREE %
B L TLYEF, GoShiken.com AZ-500 SREERIREIZ R T, EEMNEH TS I ULVET , HZEFTD GoShiken.com AZ-500 FIEE %45 v + T
% ANlE Z B 5: https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRAREE A & IEfE 1+ & T 30%w i AlE|5[0— F:
Freepdfdumps)

=AT[EIRE: 347
A—H—DBTF7 I EREDHEWNYY—=RIZTHL A4V LEIELTVADTIERILWVNEZZONE T,

BE3BMICKRBLIEA—F—0OU A o414 ViRITEEET AI21E, Azure Log Analytics 2 T 2RI 2 EAH Y T3 BERICIE Y1
A VRTINS EULELRBR LA —F—DHIDLIRTINZIDLENHY £,

DIVEEDESITEREITNREENTLLIAN? BETBICE, BEEHTEIGA T a vEBERLTLLEZEY,
FELCERTSFE-UICT RS Y FOEELSHY FT,

let timeframe = 3d;

SecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and VW ==4625
ActivitylD
Datalype
EventlD
QuantityUnit
| Summarie failed login attempts= v
Count(),
Countif(),
Makeset(),
Split(),

latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

let timeframe = 3d; : MIU”OSOH
SecurityEvent
| where TimeGenerated > ago (3d)
| where AcccountType == ‘User’ and ‘v ==4625
ActivitylD
Datalype
EventiD
QuantityUnit
| Summarie failed login attempts= v
ount(),
Countif(),
Makeset(),
Split(),
latest_failed login=arg max (TimeGenerated by Account
| where failed login attempts > 5

SR .

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

mFfEIRE: 348
RDRIZTRTI—H—%EL Azure Active Directory (Azure AD) T3+ > kDB Y ET,

|.";= TEl kﬁuﬁrl hrnf
User1 Group
User2 Group2

User3 Group1, Group2

Azure AD Privileged Identity Management (PIM) &  RDFIZRT K S(CEF ) T4 BEEO—IILDORELZERLET,



Settings .
=8 = Microsoft

Assignment
[v] Allow permanent eligible assignment

Expire eligible assignments after

I 3 Months W
[ﬂ Allow permanent active assignment

Expire active assignments after

] 1 Maonth b

|:] Require Azure Multi-Factor Authentication on active assigfiment

\¥| Require justification on active assignmerit

Activation

Activation maxamumduration (hours)

[ ] Require Azure Multi-Factor Authentication on activation
[ ] require justification on activation
[ ] Require ticket information on activation

[:[ Require approval to activate

" 5

No member or group selected

PIMADS ROTIL—TIZEFa) T+ EBEORINEZENVETET,

Group1: 79 T4 F7HEIYETAA T KEMICEIYETOENRTWET

TJIL—7T 2. BREEY B TEA 7 kGEMIZEE

RDERAT—FRAVKIDWT ZFDORT—RAY D true DIFEIX [TV ZBIRLET, TRLUNDBEIE, DWZ ZBIRLET,
FEELGERTBEVITTIRASA Y FOMIELHY FT,



Statements Yes No

User1 can only activate the Security Administrator role in O O
five hours.

If User2 activates the Security Administrator role, the user " -
will be assigned the role immediately. — W 1C rosc)ft

User3 can activate the Security Administrator role. O O
Answer:
Statements Yes No
User1 can only activate the Security Administrator role in O
five hours. ‘® % - f
| ICFOSOTT
If User2 activates the Security. Administrator role, thé*uée@ O
will be assigned the role immediately.
User3 can activate the Security Administrator role. & O
S

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-configure-role-settings

=ITERE: 349

Sub2 ® VM1 VM2 5LV VM3 DtEFal T4 2FHLTLET,

RDERT—FAVFZIDOWT ZORT— AV A true DFEX [TV ZBIRLET, T LUSNDIEEIE, VWZ 1 ZBRLET,
S ELCGBIRT BEUIC1RS Y FOEELHY £9,

: Microsof:

From the Intemet, you can connegt to thd%tﬁ ﬂ'v;:i;:':'ﬁ VM1 by usang HTTP.
I 4 L N ﬁ""

".;\ i o
" '._1'-'-:.':-1‘ e
From the Intemnet, you can ?th server on VM2 by using HTTP.

e UL &
(i ‘-:f-:;. e

L- II_'_'-" 5
From the Intemet, you fwmmmﬂmmwiwmmqﬂﬂﬁ

=

Answer:



Statements

From the Internet, you can connect 1o the web server on ¥ 1| by using HTTP.

From the Intermet, you can cofnect o the welsérver on VM2 by using HTTP.

From the Intémet Yyou iCan coRnéct 10 the web server on VM3 by using HTTP.

#TEIRE: 350

EASM1 & LYS & HITD Microsoft Defender SR B xt R A & I8 (Defender EASM) ) YV —RE &L Azure TR ) T avhHy E
3. EASM1 TIERENEMIZHE>TEY . LW D2ADA URY R BENEFATVET,

EDA VRV N)EENRLERGEWeb 7TV DEF21Y T4 VRIICHLTHEBIERET 2RLELNHY FET,

E®D Defender EASM &y ¥ 2 R— F&#FERTHILENHY FTTH?

A WEXREHDBE

B. OWASPToplO

C. GDPR ~ M #EHL

D. Z{& Akl

Answer: (fBZ % RTT 5)

EFTERE: 351

Sub1 EWWSERID Azure B TR Y T avhHByFET,

ITF—LDTRTDAIN—NEENS Group1 & LVS ARITD Azure Active Directory (Azure AD) JIL—ThHHY ET,

Group1 M A /\—HY Sub1 D Azure RIET L U #Z1L B BIEBITE S L 2RI HIDLELAHYET, V) 2—2 3 U TIE, =/IMFIE
DRANZFRAT ILENHYET,

EDIDDT7HU L avEIRBIZETTOILELAHY FIMRIETHICIE. 7723 D)X Mho@EUGTI Y3 o ERIEEHICEEIL,
ELWEFRTIHRET,
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ANSWer Area
Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file. . i

Run the New-AzureRmRoleDefinidior

Run the New-AzureRmRoleAssignment cmdlet.

Answer:
! Answer Area
e Icrosoft
Create a JSON file. Create afi XML file.
:ﬁun the Update-AziemaianagenntGro cdiat. lﬂun the New-AzureRmRoleDefinition cmdlet.
Create an XML file l
reate an ile.

- |-Run the New-AzureRmRoleAssignment cmdlet.

Run the New-AzureRmRoleDefinitioncmdlet.
e

Run the New-AzureRmRoleAssignment cmdlet.

SEXHk:

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

mFTfEIRE: 352
contoso.com & LY5 & RITD Azure Active Directory (Azure AD) T+ > b E&ET Azure TRV ) T a v yUEdT, 72 FZIE ROEK
[ZRTA—F—DNEENFET,

Subscription role Azure AD user role
"Oviner | | None:
Contributor .« . | None
Security Admin None
None Service administrator

RG1 EWVS &R YV—R TIL—THEKLET,
EDL—HF—HRG1 DHERZEETE, ENI—HF—A RG1 TRERY FT—V ZEHTEFITMN? BET HI21F, BEEHTED LA T



vavERERIRLTLEES W,

FELCERTBEUVICT RS Y FOEELSHY FT,

Users who can modify the permissions for RG1:

( } @
Users who can create M in RG1: i
v User1 only

Answer:

-‘

User1 only

User1 and User3 only

User1,émer3 only

r3, and User4

User1 and User? OM ICI‘OSOft

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

&

i
uf‘l Ch,‘:’.-
b

.
Users who can create virtual net\mw&t

&
%ﬁ\;_ _@y
. 9
G ﬂ?

Users who can modify the permissions for RG1: 1

.l:;,!. o

User1 ogg:;t\
Usen a% er2 only
User3 Gnlyf
,;EE ser2 and User3 only

W” UserdUsei\and Userd ¢ £

L

' A
v

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

Explanation:

RY TR 1 FABEEOHN ) —ADEREEETEFT,

Ry R 2: 4

=HTERE: 353

RORIZERT Y J—AMNEFEN S Subscription! E LS REID Azure TR Y T3 ohdHyYFET,

HEEREFIY IRV T avADHP LD EERIERHIBRTEFIN EREEZETHLETEFEA,



[ i copecot
e W T | The NVA sends

EEL_ E?Ei;ﬁi. .HMHﬂﬂ. i

RD') Y —RX%EL Subscription2 & LV5 ZHID Azure Y TRV 1)y T avhHhUFET,

* Azure Sentinel 7—49 AR—X

* Azure Event Grid 1 > X2 VR

CEF * w+—C% NVA 55 Azure Sentinel ITERY AT HEAH Y 9,

I ELSCERT S-UIT1 RS > FOEEAHY £,

security event messages in the Common Fvent

; [an Azure Log Analylics agent o0 4 L wrtiasl mipchire
A Diaen FaCTorny papeling

Lvwrt sl namespacd
- jan

xHTERE: 354
storage1 EWSBEIDRA CL—U THOU FEBBOEREI S VEED Azure Y TRV T avhiHyUET,
A= 7HO FERETDUIEREL Azure ) —2 a3 VICHYET REIO VDAY FO—OBRERORIZRLET,

Name | Public IPaddress | Connected to
VM1 52.232.128.194 VNET1/Subnetl
VM2 52.233.1962 VNET2/Subnet?
VM3 52.233.130.11 VNET3/Subnet3

Ry kT—0 Ty MIIE, ikd)ﬁ_lia_ﬁ'd: SICEESINFE=Y—EXRIVRKRAV EABY FET,

mirrnqﬁmiﬂ' ?'ﬂwﬂt

VNET1/Subnetl | Microseft.Storage
VNET2/Subnet?2 | None-

VNET3/Subnet3 |-Microsoft KeyVault
storage1 IR LTRD I 7 A 7o+ —ILERBERY b=V BREEZHEBRLET,
o7 EREHA ERLE-RAY FT—2




*{RFE Ay kT7—%: VNET3\Subnet3

*IJFATIA—IL-T KL REH: 52.233.129.0/24

RDEARAT—RAVMIDWT FDARAT—FAY A true DBEIF [TV ZERLET, TSN DBAF, DDWE ZBIRLET,
S ELGEBIRT BEVICTIRS Y FOBEENHY FT,

Statements
VM1 can connect to storagel.

VM2 can connect to storagel.

VM3 can connect to storagel.

Answer:
L

Statements Yes No
VM1 can connect to storagel. O
VM2 can connect 1o storagel. O
VM3 can connect to storageiroso b O

Ry X1 LN Z

VNet1 [Z[&, Azure Storage BIZER SNz —EX TV FRA U MAHBY ET, 2L Azure X F L—ITlE, VNet! £12z1E VM1 D/ T
)y IP7RLADOLDT I ERIHTShFERA,

Ry R 2: &Ly

VNet2 [2IEFH—ER TV RRA U bR I TOWERA, EEL Azure ANL—CTIEVM2 DARTY S IPF7 RLADLLDT I ER
DA ENET,

Ry R 3: LW\ E

Azure R hL—CTIE VNet3 LD T I AMNERETY =L VNet3 [ZIF Azure A FL—SDH—EX TV RRA Y FAHY EEA,
Azure A FL—UTIE VM3 DR TY 9T IPHALDT I ERALHFRISNFELA,

E#TfERE: 355

Contosostorage1 & LY5 & BiiM Azure Storage 7 1™ > k & Contosokeyvault1 & LS &R0 Azure Key Vault &4 Sub1 & LVS AHID
Azure Y TR Y T a3 ohiHY ET,

Contosostorage1 MF—% O—TF—3 3 > L T Contosokeyvault1 [Z{&7F 3 % Azure Automation Runbook 1k 3 5 FETY,

Runbook ZfEXRIZEET LTI ATHREHEEZET IRLENHYFET,

EDIDDT7I L avEIBBIZETTILELNHYEIMNEETBICIE . TI/LavOVR OO BYLETI L 3 o EEEMEBICHEEIL .,
FLWEFRTIHERET,



Actions

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Import PowerShell modules to the Azure
Automation account.

Create a user-assigned managed identity.

Create a connection resource in the
omation account.

.ﬂ'l\/licrosoft

Answer Area

©
®

©

Answer:

Actions

IICreate a connection resource in the Azure

'Automation account.

P I T S Sy ——

Answer Area

Create an Azure Automation account.

_ ': erShell modules to the Azure
mation account.

1
Create a connection resource in the Azure I
omation account. :

i




Create an Azure Automation account.

import PowerShell. modules to the Azure
Automation account.

Create a connection resource in the Azure
Automation account.

AT 7 1: Azure Automation 7Hh™ > b EERRT S
Runbook & Azure Automation 7 h > > FARIZEE L PowerShell RV 1) T hEERTTEET,
AT v 7 2: PowerShell £ 21— /L% Azure Automation 7Hho > bZA ViR—+3 3
Azure Automation 7HH U kDY) Y—RX £ a3 >® [EE] T, [Runbook [CED 21— )LEEBMT 5] #:#IR L EJ, Runbook T Key Vault
av Y Ry FEETT BIZIE, AzureRM.profile & AzureRM.key Vault ZEMT 2HELHY £,
AT w7 3: Azure Automation 7ho > FTHERU V—REERT S
AzureAutomationTutorialScript > 7' )L Runbook M5 EELE=UTDH > T a—FEZFERALT . ET7H OV b &#FEHALTEE
L . Runbook T Resource Manager ') YV —RX BB TEF 9, AzureRunAsConnection (£, LD EBIT7hO > b ZERLI-ZEZIZEHM
[CHERLEShBERT7 Y FTT,
CNIE, [BE] > [ER ICHYFET  REI—FORIC, ERREBALI—FZETLT R—IL DS ITRTOF—ZBMELET,
$connectionName = "AzureRunAsConnection"
A
{
# 4% AzureRunAsConnection | 2§ L9
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
Azure [COS A4 LTWWET ...
AzureRmAccount MEA0
H—EXTY ML
-Tenantld $servicePrincipalConnection.Tenantld
-Applicationld $servicePrincipalConnection.Applicationlid
-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}
SE Xk

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

=IT[EIRE: 356
TS5y b IA—LDREEHZHET-FIZ1E Microsoft TILD T 7R EEZEATIDNERHY FT,
HEIZIEMETEZREN?AZTAICIE, BAEEETEYGA T a VERBIRLTLESL,



FEELSERTSE-UITT RS v FOEEASHY £,

Create a custom policy definition that has effect set to:

Appefidl » -
Joeny)
.| BeploylfNotExists

Create a policy assignme_lﬁfahﬁ 'rﬁbdify:

The Create a Managed Identify setting

-J M iC msmﬁetﬁngs

Answer:

Create a custom policy definition that has effect set to:

The exclusion settings

BLL]



Create a custom policy definition that has effect set to: v
Append
Deny
DeploylfNotExists
Create a policy assignment and modify: v

The Create a Managed Identify setting
The exclusion settings
The scope

L+ 1) A :Microsoft Antimalware % RG1 DIRET S U4 VA M—ILT HHELHYET,
RG1 [&, Vnetl VMO . BLU VM1 Z&TL Y Y—R FIL—TTT,

R4 X 1: DeploylfNotExists

DeploylfNotExists (& &HMiE - SN EERICTF oI L— DT TOA AV FEEITLET,
Azure R O—EETILD T TRE

S

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/Effects

Ex#fERE: 357

BEIZELT ROOT A VERERZERLET,

A—HY—RBEANTBIZE [VA VA V] RY I RIZCA—YILEEE TOLI—HF—2Z0)vILET,
NRAT—FZANTBICE, RRT=FDAAIRYIRIZHA—VIVEEE TONRT—FZI )9 LFET,
Azure 1—H —4: User1-10598168@ExamUsers.com

Azure /XX 77— : Ag1Bh9#Bd

ROBHIE, TO=ZHIW Y R—+DAZEHELTVET,

ZiRA Vo RA X 10598168
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2 v e .gme IVIICKOSOT
10598168.onmicrosoft.com & L5 & BTDH L LY Azure Active Directory (Azure AD) T« LY b)) Z2ERT2HENRHY FT,
:LWWT 2 LY k1Y IZIE, Azure Multi-Factor Authentication (MFA) ZFERALTH A V4 VT 5 &S IR St
user1@10598168.onmicrosoft.com & WS ZFDI—HF—MNEENTVIRLELHY FT,

CDRAARYEFRETI AIZIE Azure portal IZTH A o4 > LET,
Answer:




UTOHBAZSE LTS,

&5 BA

AT 7 1: Azure Active Directory 77 > F KT %

1. Azure portal IC7 U AL Azure Y TRH ) T a3V EHEIDTHOUMTHLI VA4V LET,
2. 7SR 7A4a (+) &#IRL  Azure Active Directory Z#%E L £,

MARKEIPLACE

Compute

3. BRHRHER T Azure Active Directory | 28R LET,

' Azure Active Directory

Results

™ PUBLISHER

ﬂ Azura Active Directogy | " . " Microsoft

4. [fER]ZRRLFT,
5. ¥R EHEA KA AL 22 (10598168) EAANLFET,  RIC, ERIZERRLES, HLE-OT4 LI Y

Lreate cirectorv - .

™ P P
* Organization name @

Contoso Direct

o i’-i:lﬁl aomain ﬁﬁ’l'n':ﬂ

[ contosodirect

cofitcsodirect.onmicrosoft.com

Country or regichy

United Statss W

Directo ry creation will take about

e minute

nt-,
LY FUDERNTET LIS HILWT ALY M) EBEBTH-ODDERARYIREBRLET RIZ,. TFY b 2—HF—%EBMNLFE

RliE
6. T

A W

-d—o



AT w 7 2: Azure Active Directory 77+ > b A—H—% k9 5
7. Azure portal T_Azure Active Directory 754 7 FMZWAZ EZHERLET,

ontoso direct

contoso airect

D Overvisiy

5 AUk start

MANAGE

£ Overview

;  Getting started

Manage

aa Users

a Groups

BZ Organizational relationships

a

w2 Roles and ddministrators

8. B¥ | T OL—Y—%&ERLET,

9.[FRTHDA—H—] ZFJIRL [+ FHLWLWI—F—] EZERLFET,

10. BEDA—Y— TFU rDRBFEI—Y—4% (user!) ZHELFET, BN RT—RFEXRTTHEITEFET , BT LG, BBUZE
BRLFET,

ZE 1 —H—1

a1 —H—4: userl@10598168.onmicrosoft.com



* Name &

PEl Embed o

* Uszer name @

pbiembed@contosodirect.onmicrosoftocom

Profile @

Not configured

Properties @
Default

Groups i

Qgr8ups selected

Digectory role
User

Pazswiord

Show Password

SR .

https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

Ex#fERE: 358

T29 b TA—LOREEHZHB-TICIX AKS1 2T 704 FTD2RENHY FT,

EDA4DDT7I L avEIRBIZETIALENHY FTIMN BETDICE . TI/La D) R oBYLET VL 3 v EEIEEEICEEL
ELWEFTHERET,

I EEOERRIIERDIEF TEFRETY  BIRLAELWVEXICH LTI LYY FEZITRY FT,



Actions

Deploy an AKS cluster.

Create a client application.

Create a server applicati

I

Create an RBAC biding.

—

Create a custom RBAC role.

I

Answer:

Actions

‘ Deploy an AKS cluster.
‘ Create a client application.

Create a server application.

\RJ
‘ Create an RBAC binc ng.

‘ Create a custom RBAC rng ’

SR .

Answer Area

Microsoft

Answer Area

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

kEw % 3, Fabrikam Inc.
HEESN-ZEELEEH

HESNhI-ZER

Fabrikam [ERDEFE#EE T LHFETY,

| Create a server application.

Y
@ nt application.

e \ 2. Deploy an AKS cluster. \
IICreate an RBAC binding. ‘
Microsoft

RORISRTKSIZ 2207 TV r—arwxa)T4 JIL—TEERLET,



Name Location
ASG1 West US
ASG2 Central US
VM1 DAy hT—49 £ B8 —TJ x4 X% ASG1 ICEBERITET,

Azure Security Center Z{# A L T SecPol1 #7704 LE Y,

Appl EWVWSEZRIDY—K/IN—F 4 7F7)E2TTO04 LET , Appl DNN—2 a3 VI(E FIETRRBREIRTOARL—T 1 09 SRATLIZHEE
LE9,

RG2 EWWSAHIDYY—R TIL—TEERLET,

OU2 # Azure AD ICRI#AL E 9,

User1 % Group1 [ZEBMLET,

KT EH

Fabrikam [ZRDEFMEHERHELFT,

B #5890 11— —(%_ SharePoint Online [C7 7 € X35 & EIZ 3 BHERICERAIT ILELADY TT,
Storage! [ AR EEOFX—ELEHF— O—T—2a V2 FERALTHEELTIRELNHY FT,
Sentinell M5 RO/ —r TV I ERBTELILEZHBTIVLENHY T,

IVTAT4 IHVRTA—=5—-FThOoo b

IVTA4T4 Y RXRTA—F—-Windows ;KX k

H4 Rt ERETOELRADTS—F

VM1 _VM2_ & & U VM3 (&, Azure Disk Encryption #f#EH L THESIL T 2BELAHY FI,

VM1 VM2, BEUB VM3 DS ¥Rk 42 B4 L JITVM 7O R EENCTIRERHYET,

App1 IE, KeyVaultl [CRFESNA TS REHEGXFIEFHAT IVLENHY FT,

KeyVault! FZ 74 v P IE4 02—y MERTBHILTERY FHA,

HTEIRE: 359
v k7 —2 121 Azure Active Directory (Azure AD) & R#i9™ % adatum.com & LNS BHEIDA > T L = XD Active Directory KA A4 VA&
EFNTUVET,

Azure AD 7+ > Ml RORIZET 1—H—AEENTINET,

Source R T
Azure AD Adatuml23

Azure AD N3w3rTOGue33
| Dn-remises l:e Directo _ | ComlexPasswordSS

ROEIZFRT & 512, adatum.com DFBEEAE - /INR D — FRERTEEEBRLET,



Custom smart lockout

Lockout threshold @ | 10

Lockout duration in seconds @ | 60

Custom banned passwords

Enforce custom list ©@

| Adatum

Custom banned password list @

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @

Mode ©

RDERATF—RAVRMIDWT FORTF—FAY bh true DBEIEX[IEZWVN] ZBIRLET, TNLUSNDBAF, VWA 1 ZEIRLET,
EELSGERT BECIZT RS FOMELHY T,

statements — VIICIOSOTT  ves
Userl will be prompted to change the paﬁﬁword an the next sign-in.

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123!.

Answer:

Statements

Userl will be prompted to change the:\ﬁéssv}brﬂ on the next sign-in.

User2 ci change the password iﬁ @d@tum _COmplexX123.

&t BA
BEERESNDTFX MERHA



Statements

Userl will be prompted to change the passward.on the next sign-in. O

: ﬁserM}@ﬁ@mf&passwurd to @d@tum_COmplex123. | O|
User3 can change the password to Adatum123!. kel

SR .
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-de
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

#TEIE: 360
RORITRTEREISVEET Azure Y TRV ) T3 0hHYET,

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROTRIZRT Azure R O—ZFERLET,

Policy definition
Not allowed

resource types -
Allowed resource = JLvir
"1:;&:1 AEYS 1

i (e &
L e . e

RORITRT ) Y—RA OV EERLET,

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

RDBEAT—FRAVRMIDWT FODRT— A2 A true DIFAX [TV ZBIRLET, ZhLUSNDBEIF, VW ZBIRLET,
EELCBEBIRT BEUIC1 RS FOMMENHY T,

Statements

You can start VM1.

You can start VM2,

You can create a virtual machine in RG2.

Answer:

= #fERE: 361



Subscription1 &WLNS BRID Azure Y TRH 1) T3 uhHY  THICIERGT EVWSERIDYY—R J)L—T & Userl EWVVS BRTDI—
H—NEFNTLET , Userl [ZIE RG1 DFIEEDRIENEY B TOHNET,
ROFIZTFRTESIZ RG22 EWVWSEZFIDY Y—R JIL—TEEL Blueprint1 & LV5 BRITD Azure Blueprints EEZEER LET,

Edit blueprint
Basics  Artifacts

Add artifacts to the bluepnnt. Add resource groups to organize where the artifacts should be deployediand@ss:gned.

NAME ARTIFACT TYPE PARAMETERS

v ? Subscription

+ Add artifact...
V) RG2 Resource group 2 out of 2 parameters populated
J Userl [U;erl@skzmﬁmm&oqm 5¢mm] Tag Contributor,., Role assignment 1 out of 1 parameters populated

'-M'ﬁ' "ﬂn-"'-r *-'lq rl-l-r

+ Add artifact... AV A B

RDOERTE ZEH L T, Blueprint1 % Subscription1 IZEIY HTEY,

Ay DEYHT: HARYER

THR—U KD YRTLEYHT

ROERAT— AV RIDWT ZFORT— A bH true DIFEIF [IFV] ZBRLFET, TAUNDFEIE, DWW I ZBIRLET,
FEELGERTBEVITTIRASA Y FOMIELHY T,

Statements Yes No
A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Userl from the Tag Contributorfolé-for RG2.

Answer:

Statements Yes No

A locking mode of Read Only will be @ssigned to RG1.

Userl can add tags to RG2. :I

N Pt :
You can rembve Useld §8m! the Tag Contributor role for RG2.
i




https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Axh7 AZ-500 REREL (X GoShiken.com MRS =& LT L) AZ-500 RERRGRELE ! GoShiken.com AEREH D AZ-500 HEXRIEE *
IRt L TULVvET, GoShiken.com AZ-500 SRERRIREII BRI T MBENEHTIIWVET , D GoShiken.com AZ-500 fIREEF S Y T
A A& Z B 5 https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html (51730%OFFRARESE A & IEf2 (T = T 30%wiFAlEI5 a0 — F:

Freepdfdumps)

EHTfEIRE: 362
RDRIZRT Azure Key Vault B¥H Y 9,

Location Azure syf&%punn name
West US Subscription
West US Subscriptionl

East US Subscription1

West US Subscription?2
East US Subscription2

KV1 IZ(&, Secret! EWSBZFIDI—I Ly bE Keyl EVWSBFIDIR—V R RAML—D FHIY FOXF—DNRESNFET,
Secret! & Keyl Z2/\v 97 v TLET,

BNVYTYTEEDF— AT F—ICERTEEIN? BETHICIE, EEBEBTEYGA TS a VEBRLTEZED,
FEELGERT BEUITTRASA Y FOMIELNDHY T,

You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KVA:KV2 and KV4 only

KV1-KV2, KV3, KV4, and KV5

You can restore the Key1 backupto: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KMA/KVZ and KV4 only |

KL Kv2Y KV Kvd 2and! K\JS

Answer:


https://www.goshiken.com/Microsoft/AZ-500-mondaishu.html

You can restore the Secret1 backup to:

KV1 only

KV1 and KV2 only

V1, Kv2 and Kv3 only
|KVT, KV2.and KV4 Gnly

KV KV2,KV3, KV4, and KV5

You can rest@re,tihe Keyll backupto:

KV1 only

KV1 and KV2 only

If‘”' KV2 and KV3 only

KVT, KV2 and KV4 only

V1. iv2, KV3, KV4, and KV5

= #fERE: 363

BHORE< Y T4 A% Azure Disk Encryption Z#H3 52 FE T,

Azure Disk Encryption #% KeyVault11641655 Azure Key Vault M5 —9 Ly FERBTES L 2RI IRENHY ET,
CDRARYEFETTBICIE, Azure portal ITHA A 2L Azure VY —REEBLET,

LTDEAZSH LTI ZEL,

Answer:

Hl:)

1. Azure portal T RELEREMN S Key Vaultj & AH L KeyVault11641655 Z:#IRLFT, £ ERDFESY—L 30 R4 T 2#SHBL
F9,

2.KeyVaut @ 7ANT 4 T [7O9EAKR)—]FETFICRYAO—=)LLET,
3. 7R 2 — LSS LI Azure Disk Encryption #:&IRLE Y

Enable Access to:
[:l Azure Virtual Machines for deployment (O

D Azure Resource Manager for template deployment (O

=

A Azure Disk EncyptioMbme socnption £3.
4. BEIED U LTERERELET,

= HTEIRE: 364

contoso.com & LY5 & RIM Azure Active Directory (Azure AD) 77 > MZBEER T 5= Sub1 E WS BHID Azure TR 9 1) T3 UM
HYUET,

Admin1 WS ZFTDEEBEX RODIDIZTIECRATEET,

*OpenlD NE#GI—HF—TFHU b



*Hotmail 7 h o> b+

* contoso.com D7 ho > k

* fabrikam.com & LV B RID Azure AD 7> DT hD 2 b

Azure 7Ho o b €22 —%FAL T, Subl DFFE#EZ Adminl IZEETHAFTETT,

Sub1 DFFEEZEDT AV MIBETEEITH?

A. contoso.com D&

B. contoso.com_ fabrikam.com_Hotmail &M #

C. contoso.com & fabrikam.com D&

D. contoso.com_ fabrikam.com_Hotmail, & & U OpenlD AE#GE1I—H—TFHo > k

Answer: C (A —vyt—T%EY)

o3 [HL]

Explanation:

IR )T a3 DFEKRMEBEEEZHND Azure AD T2 bDT7HD U MIEBETHE TRV T avEHLWT ALY FOTFY
FMIBEITEET , CNETSE TRV TLaveEEFD)V—REEBTH-6DO0—IL R—XDT7 Y X (RBAC) #H T\ zg xR
TOA—Y— FIL—T FEEH—ER TV NIWET7 I EREEZRVET GBEV IV IR MEZITANDFH LW AV Y O —H—
DHMN NNV —REEBTL-ODT IV REZHLET,

S

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-subscription-to-an-account-in-another-azure-ad-tenant

EHTMEIRE: 365

RODT—H A% B ZlEZ 1= Azure Sentinel 7—9 AR—ZANHY FT,

Azure Active Directory ID £

JFEVAANY FTA4A—< v FCEF)

Azure 77 AT 24—l

T—ARKE AR INLMYRAENTWE I LEHRTIVLELNHY FT,

(BT 9TUI D42 Fohs ARV FIIHLTEDT—INEI T )T HILENHYFIMN? BET HICE, BEEETENGA TS 3
VEBERLTLESLY,

FEELGERT BEVITTIRASA Y FOMIELSHY T,


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

Azure Active DirﬂtﬂﬁrwiMfiﬂ'@lﬂ Oft

Azure Firewall:

AzureDiagnostics

CommonSecuritylLog
SecurityAlert

I SecurityEvent

v

SecurityAlert
SecurityEvent

Syslog

_AzureDiagnostics
CommonSecuritylLog
SecurityAlert

SecurityEvent
Syslog

Answer:




Azure Active Directory Identity Protection:

AzureDiagnostics
CommonSecuritylog
|| SecurityAlert
SecurityEvent

Syslog

Azure Firewall: : w
AzureDiagnostics
CommonSecurityLog
SecurityAlert
SecurityEvent

Syslog

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Microsoft | sysleg

Ex#fEIRE: 366

BEIZIECT, ROBTA VERBEREFERALET,

A—HY—RBEANTBIZE [VA VA V] RY I RIZCA—YILEEE TOI—HF—RZ0)vILET,
NRT—FZANTBICIE, RRT—FODAAIRYIRIZA—VYILEEE, TONRT—FEI2 v LFET,
Azure 1 —H—4%: User1-10598168 @ExamUsers.com

Azure /XX 77— : Ag1Bh9#Bd

ROERIE, TIOZHIL Y R—rOHEEBELTLET,

ZiRA 2V RA R 10598168
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Microsoft...

user21059868 & LY5 A RTND I —H —5HY RG110d10598168 1) V—R JIL—THDERBI VD TANT 4 ZEBTELH L2 HERTHINE
NHYFET , V) a—>a TR &IMFEDCRAZERAT ILENHY FT,
CDBRYEFTETITBIZIE Azure portal IZHA 4 2 LET,



LTDEAZSHE LTI ZEL,

Answer:

&5 A

1. Azure portal T, RG110d10598168 ) V—R JIL—T# RO+ TGERLET,

2. POEREIE (IAM)ZE2 )y LET,

3. [MREIDENY LTI Z2TZI Y HI LT, ZORA—TDIRTOEREDEY LU TERTLET,
4. EM] > [RENE|IY L TOEM 257Uy LT [REEIY L TOEM R UEREET,

& add == ST Réfresh

Add role assignment
nts Deny assignments

Add co-administrator

IVIdNaye aLlessauMIuiE E30UILes 11 USErs, groups, serviceé principa
creating role assignments. Learn more 2

5[A—JV] By THIY YR RT A—IL[RET S UHEAERE] BRLET REY D URREREZERT S E RETIVEERE
TEFEIN KRBT UADT I RO FREITDUNMEREINTOVAIRERY FT—IOX ML= THIOU MADT I RIETEFE
A,

6. (ER] VR T, 2—H— user21059868 #FER L E 9,

7. REFEIZ7V 9O LTHREZEYATET,

S

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-contributor

EHTEIRE: 367

Azure Y TRH 1) T 3 vEBESHTT,

ROBHFFET=F Azure R O—FERLTCT TRA T 2RENHY F5,
FLMEETLUNTIOMENhbdE AR L X2 T HREEENBEIMIZA VA F—ILENFET,
FEEMDFEEIT VI LTHBERSN-BELI RV E M) H— LT hE#EEA VA M—ILLET,
R O—IZIFAZEEDHIRETTN? @AETHICIE, AEEETEY G T a VEBIRL TS,
EELCEIRT BEUIC1 RS Y bOMIENHY 9,



Definition effect v

Append
DeploylfNotExists
EnforceOPAConstraint
EnforceRegoPolicy
Modify

Assignment remediation task: "o ud v

A managed .identity that has the Contributor role

A managed identity that has the User Access Administrator role
%@ ihcipal that has the Contributor role

AService [ fﬁmipal that has the User Access Administrator role

Mid

Answer:
Definition éffect \ /] j crosoft I"
Append =
eployifNotExists
%rﬂcrceﬁan;tram;
EnforceRegoPolicy
Modify
Assignment remediation task: "= O v
managed identity that has the Contributor role
A'managed identity that has the User Access Administrator role
A service principal that has the Contributor role
A service principal that has the User Access Administrator role
i

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

B HTfEIRE: 368
Update Management MEMIZHE > TWVS Azure RET S U HYFT RET D VIIRORITERT LS ITERINTULET,

] TR o SO | St

'VM2 | Windows Server 2012 R2 L WestUs RG1

Update1 & Update2 & LVNSERID 2 DDOEFHTAT S LOERHE AP 1 —I)LLET , Updatel (& VM3 ZF#H L £9 , Update2 [£ VM6 %

BHLET,

Update1 & Update2 R L CEH TE2 EMDREI S VIEENTITAN? BMET BICIE EEEHETEY AL T a v EBIRLTLLES

LY

o

VM3 Windows Server 2016 W 'West US RG2
VM4 | Ubuntu Server 18.04 LTS ) ~ | WestUS RG2
VM5 |Red Hat Enterprise Lind%/ 4 | East US RG1
VMG cCentQS 7.5 | EastUS | RG1

FEELSERT ST RS Y FOEEASHY £,



Update1:

VM2 only
VM4 only
VM1 and VM2 ormg

! Micro v, VMZ@M W5 and VM6

Update2: \& v
(wy

{‘t —
%@1 and VM5 only

M4 and VM5 only
VM1, VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5

Answer:
Update1: v
VM2 only _ \
VM4 only
VM1 and VM2 umy
_Update2: v
m Micro o i
: W‘I ‘and VM5 only
a only
VM1 VM2, and VM5 only
VM1, VM2, VM3, VM4, and VM5
Explanation:

BH#H 1: VM1 & VM2 D&

VM3: Windows Server 2016 X E & RG2
BE# 2: VM4 B & U VM5 D H

VMG6: CentOS 7.5 KEFRE RG1



Linux DIHEE I VIET Y TT—F URD MIIZT O RRATELZRELAHBYET BHURD MIIETSAR—bFELIEINTYUYIIZTS
CEMTEET,
S & 3k

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

FTRIE: 369
RDRIZRIT 1—HF—%E T Azure Active Directory (Azure AD) T3> kDY ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
Usera Group1 Disabled

RDEETE &+ D Azure AD Identity Protection 4+ >4 > YR R —%EHLTERLET,

*F|Y HT: Group1 &&H, Group2 Zxr<

X&EH A4 UEKRE - UL

*TORRA T RRAZHA SERFBIANDE

A—H—h" Azure AD ITHA VA T 5 EEZITAMNEIINERBET IDHELHY FT,
BEA1—H—I2DO2\WTHZHNTIVHENHY FTTH? BET HICIE, EEEETEULGA T3 UEERL TS,
FEELGERTBEVITTIRASA Y FOMIELHY T,

When User1 signs in from ananonymous iR &ddréss S () | | 4
the user will

Be blocked

Be prompted for MFA

Sign in by using @ username and password only
When User2 signs in from an unfamiliar location, v
the user will:

Be blocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, v
the user will: Be blocked

Be prompted for MFA

Sign in by using a username and password only

Answer:



When User1 signs in from an anonymous IP address,
the user will

When User2 signs in from an unfarmiliar location,
the user will:

When User3 signs in from an infectéd device,
the user will:

v
Be blocked
Be prompted for MFA'|
'Sign in by using a username and password only
v
Be blocked
Be prompted for MFA

Sign in by using a username and password only

v

Be,
cepbmmaNAEn- OO ff

Bl

When User1 signs in from an anonymous IP address,

the user will:

When User2 signs in from an unfamiliar location,

the user will:

When User3 signs in from an infected device,

the user will:

SE Xk

v

Be blocked
Be pmrrpﬁed

Sign in by using a username and password only

v

Be prompted for MFA
Sign in by using a username and password only

v

Be blocked

rompted for MFA
II'G?"U% @ﬁne and password only

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

=#fERE: 370

RDORIZERT Y)Y —REHREFET S Vault! & LVS RRID Azure Key Vault BH Y F£9,

Name Type
Keyl | Key
Secretl | Secret
Cert1 Certificate

A—7—23ry RYS—DERZSR—FTEH)Y—REENTTH?




A F—1DH

B. Key1 & Secret! M

C. Key1,_ Secret1_Cert1

D. Key1 & Cert1 D&

E. Cert1 O #H

F. Secret1 & Cert1 D&
Answer: A (A —vt—T %KY

AT 371
HE-OEHICIE RORIZTRITI—HF—NEFEN D Subscription! ELNSBFID Azure TRV ) T aohHyUET,

Name Reie
User1 Global administrator
User2 Billing administrator
User3 Owner
UsSerd/ i crosbhAccount Admin

LREFFHLVABEEICTKHINET,

£%t1% . Subscription! OFFEEEZZEET SHELHYET,
ED1I—H—hIEEEZEETCEEIMZTOI—Y—FEDY—ILEZFEATILELAHY TIH? BETS(CIE, BSEETEY LA T
DavEBRLTLESY,

S ELCGBIRT BEUIC1RS Y FOBELNHY FT,

User: v
User1
User2 _
User3 E al
User4
Tool: K\y A4

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Answer:


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

User: Y Y

User1
User2
User3
User4

Tool: | v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Explanation:

Ry X1, 2a—H—2

FEKEEE

BREIT A IRV YT avDEKRMBELTEETHIEERLET,

IRV )T avOHLVAEELLGEIT AV FOREEBETHLSILI—F—DEFA—ILTRLREAALET,
RYORX2:Azure 7hoo k23—

Azure7 ho o b2 —0FIRAAEETY,

ZH

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azure-subscription

xFfERE: 372

UNET1 & 03 ZEIOREA Y FT—2 & UNET2 &0\ 5 ZEIORER Y FT—o ORO*R Y FT— 7 EEEERT ZLENHYET, CO
V11— 3 VT UNETT [SHEE SN TOBRET S VA VNET2 ISR SN TLARET VU EBIETE S S L £ RIT SBENH Y
7,

ZDBRYETETTBHIZIE Azure portal IZTH A A4 L _Azure VY —RELEBLEY,

UTOHRIAZSBL TS ZELY,

Answer:

ELL

2203y FT—VRICVNet E7 U VT ERBBTHIRELNHYFEST, ERICIE, V)a—23 2 TE VNET IZEKESATLWSRET Y
UM VUNET2 [ SN TOWBRET OV EBIETZ S L ERIATIVNENHY ET jLRBHESNATLET,VNET2 LD VM A VNET1 L
DVM LBIETELIVENHDLEFEE>TLWETA, LD 2T, —AMBEDHEHATILSICET I VI E#EBRT IDENHYET,
1. Azure portal T HRERY I XIZ RERY 7=V 1 EADL BREHEELL [(RERY FT7—9] %ERL [VNET1] ZERLET, F1=
X.EBOFEST—2ar RAUTHRERY FIO—9]1 %8B LET,



2.VNET1 QO 7OanRT4 T [EZVUHZEH Y9I LET,

B.[EFULHITL—FRT EBMZIU9I LTHLLWETY U &#EBMLET,

4. [VNET1 AB Y E—MRERY FT—9~ADET YT DERN Ry Y X2 VNETI-VNET2 HEDERTEAHALET (ShIEZ ET YUY
M VNET1 TRERSNBDEZHEITY),

5.k y I —9]1 Ry Y XRT [VNET2] ZEBIRLFET,

6.[VE—MREXRY FT7—UD 5 VNET1 ADET Y VT DER Ry Y XIZ_ VNET2-VNET1 HEDLFMEANLET (ShIZ . ET VU
JHVNET2 TRIRESNDLHITY),

VNET A5 E—MRERY FT—9ADEERY b T—9 FHORREHATE2FTLavhBbUET, ChFEDDOFFIZLTHELE

nHYUERT,

7.[VE—bF Ry bT—=9 M5 VNETI ADERBERY bT—9 FORREHATBE]| AT IVT RSA45—R220%9 1) v LT [EY
ILZET,

8.[OKIKRZ V&V )Y LTEEEZRELET,

S .

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering

#TfERE: 373

. COBRIEE BALYF VA ERT—EDOERO—HTT, 2OV —XADEEMICIE BESN-BEZEZERTELAELEDHZHED
RRENEFENATVET, —HOEMEY FMIFBEHDELWVEBRENEENDISZELHY FTH, OB L Y MMIIXIE L WDERREHALGL
HZENRHYET,

DTV VIAVOEMICAETSE FOERICESACLEIETEELA, TOHRE, b lE,

BRXLE 2 —EBERAICKRTINELEA,

Azure Active Directory (AzureAD) D/ T 1) v KEEFEMNHY T,

"Ry b7 —% LI Azure HDInsight 7 S X4 —hp Y £3,

aA—H—hF > TL I XD Active Directory BHETEREFA LTI SR I—ICH L TRIETEDLSICTTEHFETT,

BN EYR— T 5L 5 CIREZERTIVELHY ET,

RRR RERY FI—DEFVTLIR 2y FT—Y DORIZY A FE VPN ZERRLET,

CNIEBEEZEFZERLTLETH?

A. [EL

B. LMVZ

Answer: A (A —vyt—T%FEY)

Azure Virtual Network & VPN #— kx4 ZEH L T _HDInsight 24> LI R Ry =Y ICEHRTEET,

FsmLTWbdRy fT—2 WO HDInsight &£ 1) YV —AMNBRTEETEDLIICTHICE RDT7IV L aVvEETTILELNHYFET,
AzurefRBxy b —0 EERLET,

Azure Virtual Network [2H X %2 Ls DNS H—/N\—%ER LFT,

T 7 4L kD Azure Recursive DIXH YIZH R R L DNS H—/N\—ZFEHAT DL SI2HRERY FT—0 2ERT 5

YRV AN
HABZLDNS H—/N\—¢ AV TL I ADNS H—N\—RIDEEZHERLET .
SH

it 3:4/ ocs.microsop.com/en-us/azure/hdinsight/connect-on- remises-network
ttBs:/ ocs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal


https://www.jpnpdf.com/Microsoft.AZ-500.v2023-08-26.q374-mondaishu.html

HTERE: 374

Azure Container Registry [Z3£#:9 % Azure Kubernetes Service (AKS) 7 S X Z2 — %R L TLVET,

Azure Container Registry 12539 28R3EIC (&, BEIER SNz —EXR T VI NILEFERTILELNHY FT,

fAIZERT 2ENHY T H?

A. Azure Active Directory (Azure AD) 7' )L—

B. Azure Active Directory (Azure AD) ® O—JLDE|Y H T

C. Azure Active Directory (Azure AD) 1—H —

D. Azure Key Vault ®—%2 Ly k

Answer: B (A —vyt—T%EY)

AKS ¥ SR A —%1ERT % & Azure (FHED Azure ) V—RED Y SR —DIFEEEYR— b3 5H—EX TY I NILBERLET,
COBBERSN-Y—EX TYUI/NILEACR LR M) TOREICHERTEET, CAETIICK VFRE—DY—EXR TP
NIZAVTF— LR M)ADT I EREHTT S Azure AD O—)LEIY BTHEAERT 2BENHY £9,

SE Xk

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks
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