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Answer: (&% &RT9 5)
Explanation

Instead use implement continuous integration.

Note: WhiteSource is the leader in continuous open source software security and compliance management.
WhiteSource integrates into your build process, irrespective of your programming languages, build tools, or
development environments. It works automatically, continuously, and silently in the background, checking
the security, licensing, and quality of your open source components against WhiteSource constantly-
updated denitive database of open source repositories.

Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/
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Answer: B (A —vt—T#%Y)

Explanation

Instead implement Continuous Assurance for the project.
Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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A. views in Azure Artifacts

B. a symbol server

C. upstream sources

D. Universal Packages
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Answer:

See solution below.

Explanation

With the storage account ready, you can configure backs up in the web app or App Service.
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* Open the App Service az400-11566895-main, which you want to protect, in the Azure Portal and browse
to Settings > Backups. Click Configure and a Backup Configuration blade should appear.

* Select the storage account.

* Click + to create a private container. You could name this container after the web app or App Service.

* Select the container.

* If you want to schedule backups, then set Scheduled Backup to On and configure a schedule: every five
hours

* Select your retention. Note that 0 means never delete backups.

* Decide if at least one backup should always be retained.

* Choose if any connected databases should be included in the web app backup.

* Click Save to finalize the backup configuration.

Backup Configuration

- Backup Storage

Select the target container to store your app backup.

Storage Settings

petri

o Backup Schedule

Configure the schedule for your app backup.

ccount: petriaspbackup blob.core.windows.net

Scheduled backup On Off

Backup Every

Start backup schedule from
utC - ¢

Retention (Days) ® 3655

Select the databases you to include with your backup. The backup database list is based on the apps configured connection strings.

+/ INCLUDE IN BACKUP CONNECTION STRING NAME

v Induded defaultConnection

Reference:
https://petri.com/backing-azure-app-service
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Answer: B (A —vt—T %KY

Explanation

References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/migrate-to-group-based-resource-
managem
https://docs.microsoft.com/en-us/rest/api/azure/devops/memberentittementmanagement/?view=azure-
devops-res
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Answer: B (A —vyt—T%EY)
Explanation

Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers. Owners can add any
type of identity-individuals, teams, and groups-to any access level.

Permission Reader Collaborator Contributor Owner
SRR
List and restorefinstall packages o f
Save packages from upstream sources

Push packages

Unlist/deprecate packages [ : f]

Promote a package to a view v

Deletef/unpublish package

Edit feed permissions

Reference:
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions
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Answer: B (A —vyt—T%EY)
Explanation

Use a gate From Pre-deployment conditions instead.
References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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Answer: A (A —vyt—T%ET)

Explanation

ACR Tasks supports automated container image builds when a container's base image is updated, such as
when you patch the OS or application framework in one of your base images.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-tutorial-base-image-update
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Answer: (&% &RT~9 5)
Explanation

Instead reduce the code complexity.
Reference:

https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical
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Answer:

See explanation below

Explanation

To enable streaming of diagnostic telemetry for a single or a pooled database, follow these steps:

1. Go to Azure SQL database resource.

2. Select Diagnostics settings.

3. Select Turn on diagnostics if no previous settings exist, or select Edit setting to edit a previous setting.
You can create up to three parallel connections to stream diagnostic telemetry.

4. Select Add diagnostic setting to configure parallel streaming of diagnostics data to multiple resources.
Graphical user interface, text, application, email Description automatically generated
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- * Subscription @ R 8- ooyl B ssource type ©

Workload Insight dev/test subscription - widemo

Support = troubleshooting

5, Enter a setting name for your own reference.

6. Select a destination resource for the streaming diagnostics data: Archive to storage account, Stream to
an event hub, or Send to Log Analytics.

7. For the standard, event-based monitoring experience, select the following check boxes for database
diagnostics log telemetry: QueryStoreRuntimeStatistics Graphical user interface, application Description
automatically generated



Diagnostics settings X

Hsave X Discard [ Delete

|| Archive to a storage account

|:| Stream to an event hub

Send to Log Analytics

Subscription = | M i C YOS ?f

‘ Workload Insight dev/test subscription

Log Analytics Workspace
sqlanalytics356 ( westcentralus ) v

@ SQLinsights

AutomaticTuning

V| QueryStoreRuntimeStatistics

V| QueryStoreWaitStatistics

| Erfors

DatabaseWaitStatistics
EI Timeouts

@ Blocks

Deadlocks

RICTDI,



8. For an advanced, one-minute-based monitoring experience, select the check box for Basic metrics.

9. Select Save.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/metrics-diagnostic-telemetry-logging-streaming-
expor
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Answer:

See solution below.

Explanation

Step 1: To create a general-purpose v2 storage account in the Azure portal, follow these steps:

* On the Azure portal menu, select All services. In the list of resources, type Storage Accounts. As you begin
typing, the list filters based on your input. Select Storage Accounts.

* On the Storage Accounts window that appears, choose Add.

* Select the subscription in which to create the storage account.

* Under the Resource group field, select RG1lod11566895

* Next, enter a name for your storage account named: az400lod11566895stor

* Select Create.

Step 2: Enable boot diagnostics on existing virtual machine

To enable Boot diagnostics on an existing virtual machine, follow these steps:

1. Sign in to the Azure portal, and then select the virtual machine VM1.

2. In the Support + troubleshooting section, select Boot diagnostics, then select the Settings tab.

3. In Boot diagnostics settings, change the status to On, and from the Storage account drop-down list, select
the storage account az400lod11566895stor.

4. Save the change.



Boot diagnostics 0 X

Hsave X Discard

-------

You must restart the virtual machine for the change to take effect.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-create
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/boot-diagnostics
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Release pipeline overview
Explanation
Graphical user interface, text, application Description automatically generated




1: |Velocity

2. | Release gigeline overview

3! | Quetytile

Woodgrove Bank identifies the following technical requirements:

* The Azure DevOps dashboard must display the metrics shown in the following table:

Box 1: Velocity

Velocity displays your team velocity. It shows what your team delivered as compared to plan.

Box 2: Release pipeline overview

Release pipeline overview shows the status of environments in a release definition.

Box 3: Query tile

Query tile displays the total number of results from a query.

Reference:
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/widget-catalog?view=azure-devops
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You have an Azure subscription that contains multiple Azure pipelines.
You need to deploy a monitoring solution for the pipelines. The solution must meet the following

requirements:
* Parse togs from multiple sources

* |dentify the root cause of issues.

What advanced feature of a monitoring tool should you include in the solution?

A. synthetic monitoring

B. Alert Management

C. analytics

D. directed monitoring

Answer: C (A —vyt—T#ET)

Explanation

An analytics feature in a monitoring solution would allow you to parse logs from multiple sources and
analyze them to identify the root cause of issues in your Azure pipelines. This feature would typically provide
tools for searching, filtering, and visualizing log data, as well as for identifying patterns and anomalies. With
analytics, you can also create custom dashboards and alerts to monitor your pipelines and quickly identify
and troubleshoot any issues.
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Access Levels Answer Area
Collaborator Developers;
Contributor Teamrleaders:
Owner l
Reader : _
Microsoft
Answer: -
Access Levels Answer Area | MECI'DSO]('IZ
Collaborator DevelGpers: Reader :
Contributor I Team Leaders: Owha I

Owner

Reader

Explanation

Developers:

Team Leaders:

Box 1: Reader

e ——————)

Reader

Owner

| .
L= Micraosaft

Members of a group named Developers must be able to install packages.

Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers. Owners can add any

type of identity-individuals, teams, and groups-to any access level.

Box 2: Owner

Members of a group named Team Leaders must be able to create new packages and edit the permissions

of package feeds.




Permission Reader Collaborator Contributor Owner

List and restore/install packages v v v
Save f_*ac'u:ages from upstream sources - v v
PUsh packages
Unlist/deprecate packages

Delete/unpublish package
Edit feed permissions J
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Topic 3, Woodgrove bank

This is a case study. Case studies are not timed separately. You can use as much exam time as you would
like to complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the
time provided.

To answer the questions included in a case study, you will need to reference information that is provided in
the case study. Case studies might contain exhibits and other resources that provide more information
about the scenario that is described in the case study. Each question is independent of the other questions
in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers
and to make changes before you move to the next section of the exam. After you begin a new section, you
cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to explore
the content of the case study before you answer the questions. Clicking these buttons displays information
such as business requirements, existing environment, and problem statements. If the case study has an Al
Information tab, note that the information displayed is identical to the information displayed on the
subsequent tabs. When you are ready to answer a question, click the button to return to the question.
Overview

General Overview

Woodgrove Bank is a financial services company that has a main office in the United Kingdom.

Technical Requirements and Planned Changes

Planned Changes

Woodgrove Bank plans to implement the following project management changes:

* Implement Azure DevOps for project tracking.



* Centralize source code control in private GitHub repositories.

* Implement Azure Pipelines for build pipelines and release pipelines.

Woodgrove Bank plans to implement the following changes to the identity environment:
* Deploy an Azure AD tenant named woodgrovebank.com.

* Sync the Active Directory domain to Azure AD.

* Configure App1 to use a service principal.

* Integrate GitHub with Azure AD.

Woodgrove Bank plans to implement the following changes to the core apps:

* Migrate App1 to ASP.NET Core.

* Integrate Azure Pipelines and the third-party build tool used to develop App2.
Woodgrove Bank plans to implement the following changes to the DevOps environment:
* Deploy App1 to Azure App Service.

* Implement source control for the DB1 schema.

* Migrate all the source code from TFS1 to GitHub.

* Deploy App2 to an Azure virtual machine named VM1.

* Merge the POC branch into the GitHub default branch.
* Implement an Azure DevOps dashboard for stakeholders to monitor development progress.

Technical Requirements

Woodgrove Bank identifies the following technical requirements:

* The initial databases for new environments must contain both schema and reference data.
* An Azure Monitor alert for VM1 must be configured to meet the following requirements:

* Be triggered when average CPU usage exceeds 80 percent for 15 minutes.

* Calculate CPU usage averages once every minute.

* The commit history of the POC branch must replace the history of the default branch.

* The Azure DevOps dashboard must display the metrics shown in the following table.

R=squired data) [ |
A comparison between the work the
development team planned ta.deliver and
what was delivered
The status of the environments in a release
definition
The total number of results from a work item
query

* Access to Azure DevOps must be restricted to specific IP addresses.

* Page load times for App1 must be captured and monitored.
* Administrative effort must be minimized.
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“resources”: [

{
“apiversion”: “2018-05-01",
™ ” : “secrets”,

name
“type”: Iy
"Microsoft KeyVaultivaults”,

“Microsoft. Resources/deployment”.
“Microsoft. Subscription/subscriptions”.
“properties”: {

“mode” : “Incremental”,

lw :{

“deployment”
‘template”
‘templateLink”

contentVersion” : “1.0.0.0",
“uri” : “[uri(param@fefs(‘' aztifactsLocation’),
concat (‘'./nested/sglsexver, json’,
parameters (' _artifactslecationSasToken®)) )]y «
br '
“parameters”:{
“secret” :¢
“reference v
“keyvault”: {
®id”: “[resourceld (parameters (‘vaultSubscription’),
parameters ( ‘vaultResourceGroupName' ) ,
‘Microsoft.KeyVault/vaults’,

A Y
parameters (‘vaultName’)) 1"

e
“secretName”: “[parameters('‘'‘secretName’)]”




Answer:
“resources”: [
{
“apiversion”: “2018-05-01",
“name” : “secrets”,
“type”: [T’
"Microsoft KeyVaultivaults®,
r';I'uﬂltcmlsoft.Fies'qurc_:e*:sfchtzph:)ymen_t’. |
Microsoft Subscription/subscriptions”.
“properties”: {
“mode” : “Incremental”,

lw 1

; : N -
el S Microsoft

——

‘templateLink” |

contentVersion” : “1.0.0.07,
“uri” : “[uri (paraméters(‘' artifactsLocation’),
concat (‘. /nested/sqglsexrver. json’,
parameters (' artifactsLocationSasToken’)))]”
3
“parameters”:{
“secret”:{
“reference” : {
“Keyvault”: {
“id”: “[resourceld(parameters (‘vaultSubscription’),
parameters ( ‘vaultResourceGroupName’ ),
. ‘Microsoft.ReyVault/vaults’,

3 parameters (‘vaultName’))]”
}r

“secretName”: “[parameters(‘secretName’)]”

Explanation



“resour&E®\ | crosoft

{
“apiversion”: “2018-05-01",
“name” “secrets”,
“t&’PEH . 1.‘!

Mlcrosoft KeyVauItNaults

“Mlcrosaﬁ Subscrlptmmsubscnphons
“properties”:{

“mode” : “Incremental”,
"o L "aCIRE
“deployment™ -
‘template”
teLink” |

contentVersion” : “1.0.0.0%,
“uri” : “[uri(parameters (‘' artifactsLocation’),
concat ('./nested/sglserver.json’,

parameters (' _artifactsLocationSasToken’)))]"”

o
“parameters”: {
“secret”:{
“reference”: {
“keyVault”: {
“id”: “[resourceld (parameters (‘vaultSubscription’),
parameters ( ‘vaultResourceGroupName’ ) ,
: ‘Microsoft.KeyVault/vaults’,

i parameters (‘vaultName’))]”
}r

“secretName”: “|[parameters(‘secretName’)]”
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Answer:
Values Answer Area
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Explanation

Graphical user interface, text Description automatically generated

Azuralianghaatiesfl

| whare Category jof= “DscHodeStatus”

| whare CpearaticofNeme ssntains ™

whate Rl ftT'!,':.".‘-ﬁ =

*Compliant™

https://learn.microsoft.com/fr-fr/azure/automation/automation-dsc-diagnostics
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HE-ORTFAzUreF TR Y ) T a U EFH>TWET,

£t ZHRADTRTNDY Y—RX 5 )L—FZorganization & LS BRID Z 5 % ContosoDEIZRTET S Z &
EFERLTLWET,

RTRHTEGEF-TODOR) O —EEETILENHYFET,
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T ZNENRELVDERIFNRS D FOMEELIHY £,
{

“policyRule”: ({

Wi
“allof”: [
{
“field”: “type”,
“equals”:
) v
{ “MicrosoftResources/deployments” =
“MicrosoftResources/subscriptions”
“MicrosoftResources/subscriptions/resourcéGroups’
“onot™: {

! ] M i C I‘lﬁgﬁﬁjftﬁgs [‘organization’]”,

“equals”: “Contoso”
}
}

]
},

“then" -al

“elfRclts y I
“Append”,
“details”: [ | Deny’, ,

{ “DeploylfNotExists”,

“field”: “tags[‘organization’]}]”,

“value”: “Contoso"

Answer:



{

“policyRule”: { ;L M icrOSOft

“if" : {
“allof”: [
{
“field”: “type”,
\\Em}al 3" .
W
{ "MicrosoftResources/deployments”
“MicrosoftResources/subscriptions”
“MicrosoftResources/subscriptions/resourceGroups™
“not”: {
“field”: “tags|[‘corganization’']"”,
Yequals”: “Contoso”
}
}
]
} &
“then™: 9
weffect”: v
_:Agpeg_;l".
“details”: [ |-Deny” ! -
“DeployifNotExists”,
{
“field”: “tags[‘organization’]”,
“value”: “Contoso” 3
}
]
}

Explanation



"policyRule~: |
b B oL |
“all0ET:
{

“field”: “type”,

Tequals”:
"
~renFE “Microsoft Resources/deployments”
18 - “MicrosoftResources/subscriptions”
“MicrosoftResources/subscriptions/fesourceGroups”
“not: |

“field”: “tags([ ‘organizaticn®l,

Yequals™: ¥Contoso"

“then”: {

“effect”: ']
“Append”,

“details”: [ | Deny’
“DeploylfNotExists”,
{

“field”: “tags[‘ocrganization’]”,
“value™: “Contoso™

Box 1:" Microsoft.Resources/subscriptions/resourceGroups"

Box 2: "Deny",

Sample - Enforce tag and its value on resource groups

12

"policyRule": {

"if": {

"allof": [

{

"field": "type",

"equals": "Microsoft.Resources/subscriptions/resourceGroups"

{

"not": {

"field": "[concat('tags[',parameters(‘tagName’), 'T')]",
"equals": "[parameters(‘tagValue")]"

}

}

]

}
"then": {



"effect": "deny"

}
}
}
}

References:
https://docs.microsoft.com/en-us/azure/governance/policy/samples/enforce-tag-on-resource-groups

HTREIRE: 18

J1)—RNAL TS5 2 EGiIt)RD b)) &L AzureDevOps 7R = bAHY EFT,
FLOWO—FVEDaUAYRDRMJIZOAZI Y FENEE ELREYY =R M) HA—ENFET,
NATSA400) ) —REERMNGIta S v MIEEMITONIZT—0U 74 TLICEBBMIZEMEINS KIS
TOABENHYEFT,

DE=IERZET o EH?

ANMTZAVDMEF T avEaEERELET,

B./\A T34 VORBEROT TOA AL FMEDEHZEELET,
CI—CzxobhbLRIITENATSAUIZEMLET,

D. 702 x4y FOY—ERT VI EEBLET,

Answer: D (A —vyt—T#ET)

Explanation

Service hooks in Azure DevOps allow you to trigger actions in other tools based on events that occur in your
Azure DevOps project. To automatically add release information to work items associated with a Git commit,
you would need to configure a service hook that listens for commit events in your Git repository, and then
sends the release information to the appropriate work items.

Here's the steps you can follow to set up a service hook for this purpose:

* In your Azure DevOps project, navigate to the project settings by clicking on the gear icon in the top right
corner of the page.

* Select "Service Hooks" from the left-hand menu.

* Click on the "New Subscription" button to create a new service hook.

* In the "Event" drop-down menu, select "Code pushed" to trigger the service hook when a new code
revision is committed to the repository.

* In the "Actions" section, select the action that you want to take place when the service hook is triggered.
For example, you might use the "Link work items to commits" action to automatically associate work items
with the relevant commits.

* Configure the remaining settings as needed, and then click on the "Create" button to create the service
hook.

You can find more information on Service hooks in Azure DevOps by following this link
https://docs.microsoft.com/en-us/azure/devops/service-hooks/overview?view=azure-devops

ExFTiEIRE: 19
Project 1&E WS &RIDTO T 49 FEET Contoso & LYS & RITMDAzure DevOpsilfsnid Y =9,
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Azure¥x—a T F—%&KeyvaultllZ 7AES 3 =5 LET,

Project1MEJL /81 TS5 4 U TKeyvaultlo—o Ly hFESBTE2RENRHY FT,

A ZINETIMN?

A. XAMLE L FHY—ERXRZHERBLET,

B. Project1 [CEH I IL—TE#ERLET,

C.Projectl|ZREH I 7 A4 ILEEBMLET,

D. ContosoDtz¥a ) T4 R O—ZERHELET,

Answer: B (A —vt—T %KY

Explanation

Before this will work, the build needs permission to access the Azure Key Vault. This can be added in the
Azure Portal.

Open the Access Policies in the Key Vault and add a new one. Choose the principle used in the DevOps
build.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/release/azure-key-vault

ExFTiEIRE: 20
RDBRIZTRT & 512 AzureMonitorC7 5 — FIL—ILEERLL E T,

Lreare ruie
* RESOURCE HIERARCHY
B Asp-5bb? Contoso > [ CoreAppl

Select

* CONDITION
u o...l.,,l ever the Activity Log has an event with Category="Ads tiatrve’, Sagral oA Adorareire At 50kt = daded

ﬂ Arure Alerts are currently brnted to either 2 metric. 1 log. o 1 activity log signal per alert nde. To alert on more signals, please create addvtional alert nules.

ACTIONS GROUPS (optional)

Action group name Contain actions
Apphcation Insights Smart Detection 2 Ermal Azure Resource Manager Role(s)
Add [ Create |

@ Action rules (preview) allows you 1o detine actions ot scale a1 well 53 SUDDrets actions. Laarn more Bbout this lunctionalty by choiang on th banner. o
EQTF7Iavh7I—rEb)HA—-LEITHN?
A. ASP-9bb7!) YV —Z2AMA— FE|Y HTADEE
B. ASP-9bb7 1) Y —RDR7r—)LT7 v FIZRKLFE LI
C. ASP-9bb7 1) V—RXDHEIRIZKELE L=
D. ASP-9bt> 71) V— X DHAIBRICEIILF L 1=
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Answer: (&% &RT~9 5)

EFTEIRE: 21

Ry FRARy b

PowerShell Z{$/ L T Azure Log Analytics 7—9 AR—XAEEELTWVET,

FAAIBEET— I AR—REFDTONT 4 2—ERTITIHENHY ET,

AY U REEDESICHRTTIVRENHY FITHA?EZTHICIE EELY 7TEUGEA TS a3 UEERL
FY,

,I%h%h@ELDLR@1*4JF®ﬁﬁ#%Ui¢

Fosert
Microsafe. OperationalInsights /workspaces - ExpandProperties
Get-AzResource -ResourceGroupiame

Get-AzResourceGroup -Resourceld
Get-AzResourceProvider -ResourceType

Microsoft.Operationallnsights/workspaces - ExpandProperties

S p—

IGet AzResource | -ResourceGroupName

Gel-AzResourceGroup _-Resourceld

Get-AzResourceProvider ‘L-Eesguice_Type
Explanation

b Microsoft.Operationallnsights/workspaces - ExpandProperties

Get-AzResource -ResourceGroupName

Get-AzResourceGroup -Resourceld

Get-AzResoutceRigVider o) s ofFResourceType

=i |

Box 1: Get-AzResource

Use the following command to examine the access control mode for all workspaces in the subscription:
PowerShell

Get-AzResource -ResourceType Microsoft.Operationallnsights/workspaces -ExpandProperties | foreach
{$_.Name +": " + $_.Properties.features.enableLogAccessUsingOnlyResourcePermissions Box 2: -
ResourceType Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/logs/manage-access

ER#TEE: 22

FCOEME RLYTUAERTI L —ENEHO—HTY, VU —X0EEMICE BHn-BEZE
ERT SAREDOHIHEDY ) a—2avAFFENTVET, —HOEME Y MMIFERDIE L WVER
RNHLEELHNIE ELVVBRENGVESLHY FT,

SDEIVAVOEMICEEYTSE TNERICRAZLEEITEFE A, TOHR, ChoDERBILL
Ex—BEEICRRINFEA,

Java7 T r—2avOEL F IOt ROMEBREHRET ILENHYETS, YIai—LavEROE
HEHEZLTVWIBENHYFET,

*ELRRE AT LI ADKFERREEIATLIZT I RRATIRENHY ET,
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*EJL FHE AKX, Azure DevOpsIZH—N\—F—T 4 779 FE LTRET IVENHYET,

*)—Z a— Kl&, Azure DevOpsDGit) /RY b J ICRTFT HZHELH Y ET,

fRIRER A>T LI RAT LU TOctopus TentacleF B LET, EILRFNSATSA TRy =27 T
r—L3VARYEFERLET,

CNIFEBRZERLTVLEIHN?

A. [FLy

B. L\ R

Answer: A (A —vyt—T %K)
Explanation

Octopus Deploy is an automated deployment server that makes it easy to automate deployment of
ASP.NET web applications, Java applications, NodeJS application and custom scripts to multiple
environments.

Octopus can be installed on various platforms including Windows, Mac and Linux. It can also be integrated
with most version control tools including VSTS and GIT.

When you deploy software to Windows servers, you need to install Tentacle, a lightweight agent service, on
your Windows servers so they can communicate with the Octopus server.

When defining your deployment process, the most common step type will be a package step. This step
deploys your packaged application onto one or more deployment targets.

When deploying a package you will need to select the machine role that the package will be deployed to.
References:

https://octopus.com/docs/deployment-examples/package-deployments
https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models

ExFTERE: 23

Hla-OsttiFdavaTHLWLWY ) 2 -3 VEBELTVET,

E%t(XIR7E . SonarQubeH—/N\—Z{FESTNETY Y a—3>vOa—RERMHLTULET,
Javav ) a1—2 3 Da—FREBEZOMLERT IVELNHY FET,
EIWRENRATSAUIZEDEIRY AL TEEMLETM?

A 17D

B. %3

C.5HYUE

D. AT >

Answer: (f8&ZRT9 B)

ExFTTEIRE: 24

TILTHRRX FDLNUXI—P U bETOED IV TB5FETT

TITRRAMI—Vz U bEEBRTAHICIE, EQREANRLEZFERTIBENHYETITMN?
A. SSH¥—

B./S—YFILTFTIER =42 PAT)

C. KEERIFR

D. ffBE
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Answer: B (A —vt—T %KY

Explanation

Note: PAT Supported only on Azure Pipelines and TFS 2017 and newer. After you choose PAT, paste the
PAT token you created into the command prompt window. Use a personal access token (PAT) if your Azure
DevOps Server or TFS instance and the agent machine are not in a trusted domain. PAT authentication is
handled by your Azure DevOps Server or TFS instance instead of the domain controller.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux?view=azure-devops
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KL TR —TSAXT7T)r—2a3 DGt ) RO ) 2EELET,

JIRORYDT—E3H A4 XEFHZHIMET BIBERHY £,

AY VU REEDESICHETIHADELAHYFIN?RETAICIE RBZEETEYGA T a vERIRLE
ERS

I UDBIRIEFAEFNIARS Y FO@EADHY T,

. .!-.}ng_'.l'.*o k
~auto

force

"HI_'"I_JPL,.'['II;"
| NE—
merge --expire now
prune
fehote
relel
Answer:
Answer Ared”
git gc --aggressive |
-=-auto
-force now
-=NO-prune
git merge --expire now
1 B B o |Prune |
f\l ) . rebase
reset
Explanation
Answer Area
git ge aqqressive ot
v --gxpire now

git prune

Box 1: --aggressive

Cleanup unnecessary files and optimize the local repository:
git gc --aggressive

Box 2: prune


https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

Prune all unreachable objects from the object database:
git prune

Reference:

https://gist.github.com/Zoramite/2039636
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ContosoRG & ContosoDev & WS &HID 2 DD Y —RA 45 )L—TF_Contoso Data Factory & LY5 & RID
Azure T—%H 7749 K _ B KU Pipelinel &L\5 &RTD Azure Pipelines D) ) —X N4 TS A4 U %#ET
Azure Y TR YT aohHBYET,

Pipeline1 Z{#f L T, Contoso Data Factory % ContosoRG [T 7R3 5FETY,
RDEFIZTREN TS Azure Resource Manager (ARM) 7> JL— kDT 704 2R ZEBMLET,



ARM template deployment @

Tank weeion 3.+

Dempidry nama *
Deploy the Contons Dieta Factony

Axure Detaiks ~

Leploymart 1ooce * [:L:

Resourte Groug

Azure Rescurce Manager connection ™ () | Meesge

Micresoft &rure Spormonhip
FODDES T STl WY Al v MO D

Subsophian®  [0)

Microsat Arure Sperdorihip
Bevon® (@

Creatn or wpdite resourtc group

Rezowrce group * o

CerteasRi

locption* (1)
East U5 0

Template ~

Temnpiste iocaton ‘
Loniese aarlact

Tampiata * G

£ Syatens Dietaul PVer ngDeredtany’y_Cemboas-Dataf scton-Cl

Owvernde tempiate panmetenn ()

The [answer cholce] setting must be changed 1o prevent the modification of existing
datsbases and web apps in ContosoRG.  action

Templalé location
| Deployment mode
Deployment scope

—

Pipeline 1 will retrieve the ARM template from the [answer choice].
output of the continuous integranon build

. M i c ro S Oft L location specified in the Linked artifact variable

default branch of the Git repotitory of Contoso Data Factory

Answer:



" -
The [answer choice] setting must be changed to prevent the madificstion dfiewsting # 3 ‘_l %4
databases and VWb ap CanigeaR@. N thope st

— Tefplag location _
| | Deplggivent mode |
- o 1 8

Pipeline? will retrieve the ARM template from the [anSwer thalce].

Explanation
Deployment Mode
Location specified in the Linked artifact variable
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FCOEMEIRLCYS T VA ERTIZ—ENEMO—H T, EHORXEMICIX, BHINTWSBEEZEEE
MTEDRREMOHIEEDERENEENTVET MOAMNIELVEREZF >TULELSAE LA
B, W OMDEMtE Y MIBERDIELWMERRZEOIE LAERA,

DY AaVTEBICERARE, TNICRZZEEFITEFHA , TORKE CASDEMILE 1 —E&
HAICRTINFEA,

Hizt-DEtt(FAzure DevOpsIZH LLWeb7 T r— 3 U EROTUNNET,

O—FBRFz v A403NdE ELFABEFHNICEITINSGLSICTIRENHY FT,

RREK EI RIS TSA2D[M)A=]12 T [BGEHA 0TI L—2a 28T B2 8RLET,

BREFER SN TVEI N,

A. [ELy

B. L VR

Answer: A (A —vt—T %KY
Explanation

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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BEH D AzureActive Directory Azure AD)7H Y EhHY ET,
BEINTWEVLRY FT—I 0 BAzure7 TV ICT V2 AT BICTIE, A —F—HSERDEE MFA) & EA
LTWE I LZHRTIVENHYET,

Azure ADTRIZHERT ARENHY FIM7?
A.LEa—[C7YU LR

B. B Ih1zID

C. EREHE

D. &2 7 VX

Answer: D (A —vt—T#ET)

Explanation

You can configure a Conditional Access policy that requires MFA for access from untrusted networks.
Reference:
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https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-
all-u

ATEIE: 29

AzurePipelinesTE L K/XA TS5 4 V&R L TWET,

Y—FRNR—FT D7 TV r—2a o RERTERERT HA8EEOH LN IDIDTR M EERLET,
Y—KRNR—FT 4 D7 TIVT—2a BN ERBICETTBEICTBIZIE EINRINAS TSA UNEREICETT
5EIICTEIRENHYFET,

FATEEEA,

HETIEMETHEIREN?

A5O3 TEFERTAEIEIICELRNNSTSAVEEBHRLET

B. 4y aR—FICEHREYD+ Py FEEMLET

C. TR ERELZLIFS

D. fLELTAMEHEKT 5

Answer: (&% %KT9 D)
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Windows Server 2019 #2317 L _ Desired State Configuration (DSC) AL TEE I TWARETI v
nHYET,

RO DSC #HHMHY FT,

configuration WebCps flgﬂ¢i&“ﬁiff}}5
{

File WebsiteContent {
Ensure ‘Present’
SourcePath "ci\test\indéx.ihtm’
DestinationPath "¢z \inetpublnvroot’

DependsOn ' [WindowsFeature]Web-Server’

WindowsFeature Web-Server
{

LY

Ensure = ‘Present’
Name = ‘eb=-Server'

ROO—HIIERYF—2v— (LCM) BEAHY 9,
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LocalConfiguiFatinnianpgar

I
kb

ConfigurationMode =~"RpplyAndHonitor”

RefreshFrequengypttins = 3@

ConfiguratientiodeFrequencyMins = 60

Refreshidode = "Push’
ROBERAT— LAV PMIDWT ZBTIHEEE [TV ZERLET, TRLUNDEEIE, [LWZ] ZERL
Y,
FENFRDOELLERIT 1 RS> bOBEELHY FT,

Statements Yes No

The Index.htm file will b&€opied to the C f\TéSt fclllcér before the Web-Server Windows
feature 1s installed.

If manual changes are made to the configuratignrof the wirtual machine, the configuration
will reapply automatically.

If the Web-Server Windows feature isuninstalled from the virtual machine, the
discrepancy will be reported in alog entry within 60 minutes.

Answer:
Statements - Yes No

The Index.htm file will be copiet 1o the C:\Tegt folder before the Web-Server Window O
feature 15 installed.

If manual changes are made to the configuration of the wirtual machine, the configuration
will reapply automatically.

=
If the Web-Server Windows feature is uninstalled from the virtual machine, the , :

. 1
discrepancy will be reported in a log entry within 60 minutes. -

Explanation

No " Dependson are defined"

No "Mode is Apply and Monitor"

Yes "ConfigurationModeFreqMin : 60 "

ConfigurationModeFregMin :How often, in minutes, the current configuration is checked and applied. This
property is ignored if the ConfigurationMode property is set to ApplyOnly.
https://docs.microsoft.com/en-us/powershell/dsc/managing-nodes/metaconfig?view=dsc-1.1
https://docs.microsoft.com/en-us/powershell/dsc/configurations/resource-depends-on?view=dsc-1.1
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Azure DevOps [Z Project! E WS RFIDTOT Y bHHY E£F, Projectt [Z1E, Appl EWVWVSERTIDT TV
T—2 3 FEILRT S Pipel EVWSARIDEIL K NS TSAUNEFENTUVET,



Windows Server 2019 R—XDEIILITHRRTY K I—Y Y FEEL Pooll EWVWSERIDI—P T2 b
T—ILHY ET, Pipel I& Pooll ZEHLET,

Project2 L WS ARIDRDTOD 9 FERET HFETYT, Project2 [ZIE App2 EWSEFIDT T 75—
LavEEIRT S Pipe2 EVWSEZRIDEIL R AL TSAUhHBYFET,

App1 & App2 IZIEFRE T HIKFEGRLHY T,

2DDEI R RALTSA UNEWNNIFRET S R/MRICINZ Z2BELAHYFET , COVJa— 3
TIE AVIZRAISOFY AR MER/IMRICNZA ZBHERHY T,

HEIAETEIREN?

A. Red Hat Enterprise Linux (RHEL) 8 ZfA3 5& 5 ICEZILITRRTY R I—Cz VU bEERLET,

B. Docker Compose # R ZEIL K N4 TS A4 VICEBMLET,
C.2oMmavT+—oaT&EMLET,

D. IMBEERA FRT—U T FEEMLET

Answer: C (A —vyt—T%EY)
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repol & ULVS &HID Azure Repos YRS FUMNHY ET,

repol MY O—VHERT DBENHY ET Y a—T 3 v srciweb EWSEFTDT ALY R DHE
BESTIVLELNHYFET,

RO TLEEDESICERESEILELHYFTM BEXBICIE BEULEZELWVE—5 Y MRSy
JLET BREX 1RLUEFEFRATSIILEL FoFERALAENWILETEFRT , AVTUYERRT HIC
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Values - Answer Area

Answer:
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Explanation
Text Description automatically generated with medium confidenc_e

cd repos
scalar clone

cd ' src/web

git sparse-checkout set

HTEE: 33

Windows ServerzX£179 R~ > U OEBUREZH#IFI £7-81Z_ Desired State Configuration DSC) &
FRTHCLEFBELTVET,

RDZEEETTILENHYFET,
REIIINAVEI—RY M UTH A= IO —ER NS)EA VA M—=ILLET,
ISWebH—/N—DBEEDR—LR—CFFHLET,
DSCHEMIZI7AINEEDLSITERT HILELNHY FITH?RETHICIE EEEGETEYGA T a s
EBRLET,

oI WDEBIRIEZENREFNIRS > FOBELHY T,



Answer Area

Configuration WebServerConfig {

Import-DscResource -ModuleName PsDesiredStateConfiguration
Node ‘localhost’ {

v WebServer {

Service

WindowsFeature
WindowsOptionalFeature
WindowsProcess

Ensure = “Present”
Name = “Web-Server”

¥ DefaultHomePage { Wj
Archive ' '
h m Microsoft
Package
Script

Ensure = ‘Present’

SourcePath = '"\\serverl
\DSCResources\web\index.htm’

DestinationPath = 'c:\inetpub\wwwroot’

}

Answer:



Answer Area

Configuration WebServerConfig {
Import-DscResource -ModuleName PsDesiredStateConfiguration
Node ‘localhost'’ {

v WebServer ({

WindowsOptionalFeature
WindowsProcess

Ensure = “Presens”
Name = “Web-Server”

p— }

= Microsoft
Archive
|File’
Package
Script

aultHomePage {

Ensure = ‘Present’

SourcePath = '\\serverl
\DSCResources\web\index.htm’

DestinationPath = 'c:\inetpub\wwwroot’

Explanation
See the answer in image



Configuratlon Webberveri nflg
Ieport D REsSUFTE -ModuleNass PiDedl reditatelonf L gursibe
Ninde " localhast” {

WhndowsF egture ¥ ebterver [
Pndure = "Prejeat”

Nasg = “Web-Servil

'_" Defaut®Hone?age
My 7 Presant’
Sa0rceFath = "\\server]
R ser et ek Lindex, hte’
DestimationPath « “c:ilsetpeb\wwwroot®

]

Box 1: WindowsFeature

Example:

Configuration WebsiteTest {

# Import the module that contains the resources we're using.
Import-DscResource -ModuleName PsDesiredStateConfiguration

# The Node statement specifies which targets this configuration will be applied to.
Node 'localhost' {

# The first resource block ensures that the Web-Server (11S) feature is enabled.
WindowsFeature WebServer {

Ensure = "Present"

Name = "Web-Server"

}

Box 2: File

Example continued:

# The second resource block ensures that the website content copied to the website root folder.
File WebsiteContent {

Ensure = 'Present’

SourcePath = 'c:\test\index.htm'’

DestinationPath = 'c:\inetpub\wwwroot'

}

Reference:
https://docs.microsoft.com/en-us/powershell/scripting/dsc/quickstarts/website-quickstart
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A. Azure Container Registry

B. Chart

C. Kubectl

D. Tiller

Answer: (&% &4 D)
Explanation

Before you can deploy Helm in an RBAC-enabled AKS cluster, you need a service account and role binding
for the Tiller service.

Reference:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
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Explanation
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project level role: UserOrganization level role: Reader
References: https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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A. Bullseye Coverage

B. Coverage.py

C. JUnit

D. Cobertura

Answer: (& &R~ 9 B)
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A. a BACPAC

B. a DACPAC

C. an LDF file

D. an MDF file

Answer: B (A —vt—U%&9)

Explanation

Use Azure SQL Database Deployment task in a build or release pipeline to deploy to Azure SQL DB using a
DACPAC or run scripts using SQLCMD.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/sql-azure-dacpac-deployment
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C. MSTest

D. h/A—L v bk

Answer: A (A —vyt—T%EY)
Explanation

Use Publish Code Coverage Results task in a build pipeline to publish code coverage results to Azure
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Pipelines or TFS, which were produced by a build in Cobertura or JaCoCo format.
Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/test/publish-code-coverage-results
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Answer:

See solution below.

Explanation

1. Sign in to the portal,

2. Choose template Deploy-1od9940427

3. Select Edit template, and then paste your JSON template code into the code window.

4. Change the ASddressPrefixes to 10.0.0.0/24 in order to support only 256 total IP addresses.
addressSpace":{"addressPrefixes": ["10.0.0.0/24"]},

5. Change the firstSubnet addressprefix to 10.0.0.0/26 to support only 64 total IP addresses.
"subnets":[

{

"name":"firstSubnet",

"properties":{

"addressPrefix":"10.0.0.0/24"

}

6. Select Save.
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Offers

Monitor

Marketplace management

7. Select Edit parameters, provide values for the parameters that are shown, and then select OK.
8 Select Subscription. Choose the subscription you want to use, and then select OK.
9. Select Resource group. Choose an existing resource group or create a new one, and then select OK.
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10. Select Create. A new tile on the dashboard tracks the progress of your template deployment.
References:
https://docs.microsoft.com/en-us/azure-stack/user/azure-stack-deploy-template-portal?view=azs-1908
https://docs.microsoft.com/en-us/azure/architecture/building-blocks/extending-templates/update-resource
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Create an Azure Artifacts feed that uses upstream sources
Modify the configuration files 1o reference the Azure Artifacts feed

R an initial package restone.

Create a NuGet package.

Create a Microsoft Visual Stucho peoject that indudes all the packages

Answer:

.
Actions e e IOTIATED (2 o i s 50 i o i e
__________________________ .
| Create an npm package. Jl Create a NuGet package. :
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Explanation
Create a NuGet package

-5

Create an Azure Artifacts feed [hat USes upstream sources.

Create a Microsoftjisual Studio project that includes all the
packages WVIICrosoTt

Step 1: Create a NuGet package.

NuGet and Maven are public package managers that support multiple feeds.

Step 2: Create an Azure Artifacts feed that uses upstream sources

If you want to use packages from multiple feeds, use upstream sources to bring packages from multiple
feeds together into a single feed.

Step 3: Create a Micrtosoft Visual Studio project that includes all the packages Consume NuGet packages
from upstream sources: Now you can open Visual Studio and install packages from the upstream sources
you just configured.

Reference:

https://docs.microsoft.com/en-us/azure/devops/artifacts/how-to/set-up-upstream-sources
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Answer: B (A —vyt—T%EY)
Explanation

Instead you should deploy an Azure self-hosted agent to an on-premises server.

Note: To build your code or deploy your software using Azure Pipelines, you need at least one agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool (which is
typically the case due to intermediate firewalls), you'll need to manually configure a self-hosted agent on on-
premises computer(s).

Note 2: As we [Microsoft] are launching this new experience in preview, we are currently optimizing it for
Azure Kubernetes Service (AKS) and Azure Container Registry (ACR). Other Kubernetes clusters, for
example running on-premises or in other clouds, as well as other container registries, can be used, but
require setting up a Service Account and connection manually.

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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Explanation

In Visual Designer you enable continuous integration (Cl) by:

* Select the Triggers tab.
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* Enable Continuous integration.
References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer

RFTEIRE: 44

App2EIL FEFIHT B &L S 1CAzure/Nf TS5 A4 VEEBRT H2LELAHY FT,
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A. Windows NTLM

B. SEAE

C. SAML

D./\—=VF LTV X =% > PAT)

Answer: D (A —vyt—T%EY)

Explanation

Scenario: Deploy App2 to an Azure virtual machine named VM1.

A personal access token (PAT) is used as an alternate password to authenticate into Azure DevOps.
Reference:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/use-personal-access-tokens-to-
authenticat
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Explanation

1 -> TFVS Refer:
https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/control-access-team-foundation-version-control?
view=

2 -> TFVS Refer:
https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/add-check-policies?view=azure-devops

3 -> Git Refer :
https://docs.microsoft.com/en-us/azure/devops/repos/git/share-your-code-in-git-xcode?view=azure-devops
4 -> TFVS Refer

:https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions?view=azure-devops#tfvc
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Answer:

See solution below.

Explanation

Enable Remote Debugging

Before we start a debugging session to our Azure Function app we need to enable the functionality.
* Navigate in the Azure portal to your function app fa-11566895

* Go to the "Application settings”

* Under "Debugging" set Remote Debugging to On and set Remote Visual Studio version to 2017.

Reference:
https://www.locktar.nl/uncategorized/azure-remote-debugging-manually-in-visual-studio-2017/
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Answer: C (A —vt—T%#EY)

Explanation

After setting up Application Insights for your project, and if your app generates a certain minimum amount of
data, Smart Detection of failure anomalies takes 24 hours to learn the normal behavior of your app, before it
is switched on and can send alerts.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-failure-diagnostics
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Answer:

See solution below.

Explanation

* Sign in to the Azure portal.

* Navigate to the container registry az40010480345acr1.
* Under Services, select Webhooks.

* Select the existing webhook https://contoso.com/statushook, and double-click on it to get its properties.
* For Trigger actions select image push
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Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-webhook
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Answer:
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Explanation

Microsoft

Seta 'w  [folder1.
branch filter to exclude

branch filter to include

path filter to exclude
path filtér to include

iy o

() |w! /.
branch filter to exclude
branch filter to include
path filter to exclude
path filter to include

Scenario:

Project5 will contain a Git repository in Azure Reports and a continuous
integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/build/triggers
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Answer: C (A —vyt—T#ET)

Explanation

Register your application to use Azure Active Directory. Registering the application means that your
developers can use Azure AD to authenticate users and request access to user resources such as email,
calendar, and documents.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/developer-guidance-for-integrating-
applica

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-v2-aspnet-webapp
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Answer: (&% &RT~9 5)

Explanation

Conditional Access is a capability of Azure Active Directory. With Conditional Access, you can implement
automated access control decisions for accessing your cloud apps that are based on conditions.
Conditional Access policies are enforced after the first-factor authentication has been completed.
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/library/connect-to-azure
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kubectl create

helm completion

®®

®
©

Microsoft

helm init

i: | B

helm serve

Answer:

Commands Answer Area

helm install

helm install

Answer Area

kubectl cragh g.nu

[hoim 508

M"'i.“-T

hé}ﬁn install

Step 1: Kubectl create

You can add a service account to Tiller using the --service-account <NAME> flag while you're configuring
Helm (step 2 below). As a prerequisite, you'll have to create a role binding which specifies a role and a
service account name that have been set up in advance.

Example: Service account with cluster-admin role

$ kubectl create -f rbac-config.yaml

serviceaccount "tiller" created



clusterrolebinding "tiller" created

$ helm init --service-account tiller

Step 2: helm init

To deploy a basic Tiller into an AKS cluster, use the helm init command.

Step 3: helm install

To install charts with Helm, use the helm install command and specify the name of the chart to install.
References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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App2 N M FARTREIZZE B RTIC  Appl ICEHZEBATE D L 2R T HILENHYFET, App2d 7704 &
N5 AppI TH—EREZBMITELIRLENHYFET,

HE=IERZET o2 EN?

A ELFIZTSUFEERLET,

B. OS5 VFRYS—%FELFET,

C.ELRTI+—VZERLET,

D.HEED SV ERELFET,

Answer: D (A —yt—T#ET)

Reference:

https://docs.microsoft.com/en-us/azure/devops/migrate/phase-features-with-feature-flags
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GitHub YR FUDHY £9,

Azure DevOps THLWU RIS FUEERLEFT,

)7RT k1) % GitHub H 5 Azure DevOps [CHERI T B2 FIEZHB T 2HENHY T I,
AIEHEDHLETMI?

A [Gt )RS F)DA VR— R B [AVR—KZE2V v LET,
B. GitHub DY —EX#EHREERLET,
C.TLVYUITRMEERLET,

D. Webhook 1R L E 9,

E. Azure DevOps TEIAR7 VX F—U V&R LET,

Answer: A (A —vt—T%&9)
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CDEIVaVNEMICAEETSHE TOERICESACLIETERERA, TOHE ChoDERMIFL
Ea—BE@EICRTINEEA,

Java7 ) — 3 VDEL F 7O RADMEEREHRET INENHYET, V) a1—2 3 VIEROE
HEHEZLTWIBRENHY EFT,

*EWRIE AT LI ROERFRAREBIURATLIZT IV ERTE2BHENHY £9,

*EJ FHAIX, Azure DevOpsIZH—/N—TF—FT 4 779 FELTHRETDHIVHENHY T,

*)—Z a— Kl&, Azure DevOpsDGit) RY b J ICRTFT HZHELAH Y FT,

R Hosted VS 2017TT—V xz U h T—ILEFERTBHLSICEIL NS TSA U EERLET, EIL KX
A4 TS54viTdavay—ILL VA C—F5— BRI EEHET,

NIFERZERLTHVEIN?

A [T

B. LMV R

Answer: (&% &9 5)
Explanation

Instead use Octopus Tentacle.
References:
https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models

RHTEIRE: 59
RORIZRTVY—REET Azure Y TRV YT avhbyEd,
Name Type

Feed? Azure Artifacts feed

Project] | Project in Azure DevOps

Project1 (&, Feed1 [ZHITEN D npm /Ny 5 —TFEK LET, Feedl IFEHD IO Y FTERSA
F9,

TANEADINY T—ODHEFERATEDEIICTIRENHYFT, VY a—TaviEd RAREXRZRD
RICINZ 2ENHY FT,

HlafzlEfix g o5EMN?

A. @default EWSBFTD T4 — K Ea—ZERLET . npm Ay 5—DDT R MNEREIZET LIS,
NV —DIC) J—RADRATE/TBHV)—RA NA T4 VEBRLET,

B. @release E WS ARIND T4 — K Ea—%1EK L @release ZBEENE 1 —& LTHELET, npm
NIT—DDTARPEEICET LELS NyTr—DI2) Y —RDRT#HITEH5))—R 1TS54 2%
BRLET,

C. @release EWWSERTDT 4 —F Ea—%FH L @release ZBAENDE 1 —& L THRELET, npm
NYT—CDTAMBBEUMILED Ny hr—T% @release EA—[CRIBES BB —R 1TS54 V%
BRLET,

D. @default E WS RFD T4 —F Ea—%FERLET npm Ay 5—CDT R MBREEICET LS,
N T—T% @default E2—[CFE SV —RANLTSA VR LET,

Answer: C (A —ytE—T #%7)
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Explanation

By creating a feed view named "release" and setting it as the default view, packages that are published to
the feed will not be immediately available for consumption. After the npm packages are tested successfully,
you can configure a release pipeline that promotes a package to the @release view. This ensures that only
tested packages are available for consumption and minimizes development effort as it doesn't require any
additional steps to be taken by the consumer of the feed.

Reference:

Azure DevOps Docs: Create a feed and views
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/create-feed?view=azure-devops Azure
DevOps Docs: Promote a package
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/promote-package?view=azure-devops
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ROBRIZEKT K512 Azure DevOps!) ) —RNA T4 UhRBHY ET,

ﬁ Create Resource Group (if not created)

Axure LI

ﬂ Create Storage Account (if not created)

agure CLI

Create OWASP Container )
A m Microsoft

X274 TR MAIZOWASP ZAPERERT BICIX INA TSA VERTTIDENHY T,
RD5DNDAzure CLIZ R Y #|BEIZEMT Z2HELNHYEIT M ?METHICIE FRAIDY R M LEREME
B2 R %#8BHL ELWVEFRIZHERNET,

Tasks

Build machine image
Convert Report Format
Download the file

Publish Test Results

| Docker CLI installer

Answer:



F Conver‘l P.epnrt Format

Explanation
Answer Area

=Microsoft

1 | | Call the Baseline Scan

Download the file

perrpf O™

Publish Test Resuhs

s [=][=]["

Destroy OWASP Container

Defining the Release Pipeline

Once the application portion of the Release pipeline has been configured, the security scan portion can be
defined. In our example, this consists of 8 tasks, primarily using the Azure CLI task to create and use the
ACl instance (and supporting structures).

Otherwise specified, all the Azure CLI tasks are Inline tasks, using the default configuration options.

ﬂ Create Resource Group (if not created)

Arure 1)

& Create Storage Account (if not created)

Azure LI

Create OWASP Container
&

AZyre CL)

ﬂ Call the Baseline Scan

afure L1

_ LIV
m Microso

E Convert Report Format

Pasrerinell

Publish Test Results

Pustslioh Test Reiuli
—_

ﬂ. Dﬁtm:.r OWASP Container

Azyre L1

Reference:



https://devblogs.microsoft.com/premier-developer/azure-devops-pipelines-leveraging-owasp-zap-in-the-
release-p
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E BRI RLIFTIVAERRTSH5—EOERO—EHTYT, V) —XDEZERICIE BEESN-BE®
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AHYEITHA MOBEREY FMZIFELWMEBRENLZIMEEAHY FT,

CDEVIVOBEMICEET SE. TDERICRDZLIEITEERA, ZTOHERE. ChoDERMITL
Ex—EEICKRTINEEA,

£t MDAzure DevOpsHil R = E#HT A FETY,

SHORARETO L APIZRET I ROMEEZETET ILELAHY ET,

T4 URER

*FEPIATWESA4TTY

fRRE MG VT OL— a3V ERELFET,

CNIZEEZEFERLTOWETM?

A [Ty

B. L\ %

Answer: (&% RTT 5)
Explanation

WhiteSource is the leader in continuous open source software security and compliance management.
WhiteSource integrates into your build process, irrespective of your programming languages, build tools, or
development environments. It works automatically, continuously, and silently in the background, checking
the security, licensing, and quality of your open source components against WhiteSource constantly-
updated denitive database of open source repositories.

Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/

A#7: AZ-400J RIREL X GoShiken.com AR SN -&EH LT LY AZ-400J FHERFHRES !
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BT MBENEETIESVET, BHD GoShiken.com AZ-400J FEIREE %4y FF B AIFT B 5:
https://www.goshiken.com/Microsoft/AZ-400J-mondaishu.html (58030%OFFRAIRE4E % & IEf2 (1= T 30%

wHAlEI5a0— F: Freepdfdumps)
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A. Teams M Azure Pipelines 7 7 %A VXA —J)LL Fr RILTEHMEZTWMAESITHTRH )T
DaVvEBRLET,

B. Azure Automation Z{$iF§ L T Azure DevOps REST API [T L . F—L A U/N—[ZEMLET,

C. Azure BA#1 % {#FH L T Azure DevOps REST API [Z#E#t L F—L A UN—IZEHLZET,

D. Teams M Azure Boards 7 7 &4 VA F—I)LL F¥RILTEMEZZITMEESIZTH TR )T 3
VEEERLET,

Answer: D (A —vyt—T%EY)
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GitHUbTY ) —RZZEMSETWET,

ROIGANLE))—RITERT IVENHYFET,

* B

*EX—IL

*1)1)—2AXv3.0

* %5 H

gtAR U FEEDESICETTILENAHY FIN?EET SICIE BEBATEIGA T a vEBIRL
F7,

T WVEREEZNRZENARS D FOMEELHY £,

= 'le:rosoﬁk v3.0 'w "Release v3.0"

add
commit
push

Answer:

¥ "Release vi.O"

e 0Soft

commit

Explanation
yit v 'w v3.0 'W "Release v3.0"
add —a -a
commit -b =
push -C : : -C
tag —mem = V| | Cr O i
Box 1; tag o

Tagging. Like most VCSs, Git has the ability to tag specific points in a repository's history as being
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important.

Typically, people use this functionality to mark release points (v1.0, v2.0 and so on).

Box 2: -a

Creating an annotated tag in Git is simple. The easiest way is to specify -a when you run the tag command:
Example:

$ git tag -a v1.4 -m "my version 1.4"

Box 3: -m

Reference:

https://git-scm.com/book/en/v2/Git-Basics-Tagging

ExFTEIRE: 64
RDORIZKT 7 TYRBIZYAMLAR—ZXDAzure/S 754 U ZRFLTUHET,

Name Platform Rele:se requirements
Replace a fixed set of existing instances of the
Appl Azure virtual machine | previous version of Appl with instances of the
B new version of the app in each iteration.
NMicrocoff = -
Vi J*&z’u@@‘b@ﬁm&es Rollout a |lf‘|‘|ltr€d deptoymenrt of the new version
Appl : of App2 to validate the functionality of the app.
Service (AKS) cluster S —
Once testing is successful, expand the rollout.

7T ZEICYAMLE R EZ R T ABENHY FET , 2OV a—2a TR . 7TIDEYUEA LE
=/NRICINZ Z2BENRHY £,
FITYZEIZEDEZEBRTI2LEAHY T ITHA?2EEZTHICIE REEETEYGA T a3 vERIRLE
ERS
I WLDERIZIFRAFRIRAS Y FOEELHY FT,

Microsoft

Appl:

Cahna r};
rolli ng ..
rupengs

o P .

ARR3VY

canary

rolling

runonce

Answer:



Appl: v
canary

W S ey w1k

rrolling

runonce

e W =

Appz ; ) v

— e —

' canary |

s o o e -

rolling

runonce

Explanation

canary
rolling
runonce

canary

rolling

runonce

App1: rolling

A rolling deployment replaces instances of the previous version of an application with instances of the new
version of the application on a fixed set of virtual machines (rolling set) in each iteration.

App2: canary

Canary deployment strategy is an advanced deployment strategy that helps mitigate the risk involved in
rolling out new versions of applications. By using this strategy, you can roll out the changes to a small
subset of servers first. As you gain more confidence in the new version, you can release it to more servers
in your infrastructure and route more traffic to it.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/process/deployment-jobs
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A. SEEAERRE

B.BARA7 X k=% PAT)
C.HET7VtREHR BAS) h—V v
D. NTLMZ2:

Answer: B (A —yt—T %% 9)
Explanation

Personal access tokens (PATSs) give you access to Azure DevOps and Team Foundation Server (TFS),
without using your username and password directly.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/auth-overview
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WhiteSourceZ A L TAF v > L1=50DNode.jsR—ADFTAT Y FAHYEIT &£FO0P Y kIS
(X . Package.json_ Package-lock.json_ & & U'Npm-shrinkwrap.jsonZ7 7 1 LHAEENTWVET,
WhiteSourcelZ& 554 751 LiR— D EHR/NRICHIZ Z2ENHIDIE  BARMIZSETS554 75
)fZIFTY,

DE=IERZET o EH?

A J7ANVARTFLI—=V Vv b TSTAVERELET,

B. /Xy —Tlock.jsonZHIBRLET,

C. Artifactory 7554 U #%ELET,

D. Package-lock.jsonl—devDependenciest 4 ~ 3 > #EBMLZE T,

Answer: D (A —vyt—T%EY)

Explanation

Separate Your Dependencies

Within your package.json file be sure you split out your npm dependencies between devDependencies and
(production) dependencies. The key part is that you must then make use of the --production flag when
installing the npm packages. The --production flag will exclude all packages defined in the
devDependencies section.

References:
https://blogs.msdn.microsoft.com/visualstudioalmrangers/2017/06/08/manage-your-open-source-usage-and-
secu

xFERE: 67

BE2R1Z1% . Azure SQL Database Intelligentinsights & AzureApplicationinsights Z{#f L £ 3,
BERT—2IRLTT FRy 9T #ERT 2ENHY FT,
EDVT)EBEFERTILENHYFEIMN?

A.Kusto” T') EFE KQL)

B. PL / pgSQL

C.PL/SQL
D. Transact-SQL

Answer: A (A —yt—T#ET)
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Explanation

Azure Monitor Logs is based on Azure Data Explorer, and log queries are written using the same Kusto
query language (KQL). This is a rich language designed to be easy to read and author, and you should be
able to start using it with minimal guidance.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/log-query-overview

=HTRIRE: 68

Azure Boards 7O x4 k& GitHub YRS MY #HALTWVET,
GitHub 2% L T Azure Boards #3259 2 EAH Y £,
ED2ODBIMAEZFEATETEIN? TNTNOEREE TL2EHRRERTILET,
FENTROELLGERIEZ I RS > FOELAHY F£9,

A. GitHub user credentials

B. ¥{TitAZE

C.Efchfz/L— FEEERE

D. Azure Active Directory (Azure AD)

E. a personal access token (PAT)

Answer: AD (A —yt—T%5%9)
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az400-9940427-main & LY 5 A BTDAzureWeb7 UM O XA T LEEDIDZ{EA L T, az400-9940427-kv1
EVSBHEIDAzZUreF—HR—IL kDS —I Ly FERMBGTE A EZHR T ILENHY FT,
Y a—avid RIMHEDRAZERT ILENAHY FT,

ZDBRYEFETIT BIZIE, MicrosoftAzure R— A JLIZH A VA4 2 LET,

Answer:

See solution below.

Explanation

1. In Azure portal navigate to the az400-9940427-main app.

2. Scroll down to the Settings group in the left navigation.

3. Select Managed identity.

4. Within the System assigned tab, switch Status to On. Click Save.
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Dashboard > systemassigned-linux - Identity

systemassigned-linux - Identity

App Sernce

|«

| e oty | A system assigned managed identity enables Azure resources to authenticate to cloud services {e.g. Azure Ke:
Settings 72 lifecycle of this type of managed identity is tied to the lifecycle of this resource. Additionally, each resource (e
= Application settings System assigned  User assigned (preview)
Authentication / Authorization
r_—-] Save XK _Distard 0 Refresh

@ Application Insights

., Identity

2 Status

=
" Buckups off On
B8 Custom domains | Voviett D'

O SSLsettings .| 7283a4ee-ac06-4f67-b8e7-513d24f010d1

Networking

7 - ' .| o
[4: Scale up (App Service plan) G Th{s&sM mrrmeof\ftdom You can control its access to services like #
P i |

Z: Scale out (App Service plan)

References:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity

=HTMHERE: 70
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= B Overview @) Cronmedishboerds ©
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a = Motfxaton X 9 (@ ) Delete dashboards @

' & Service hooks =

A B Dashboards 4

DI RTOERIZIET 74 MENFRESHTUNET,
Statements Yes No
Web Team can delete Dash1. O O
Contoso Team can view Dash1, O O
“tmmmstrators [ tc!eate new dashboards, ® O
ICIO SO

Answer.

Statements
Web Team can delete Dash1.

Contoso Team can view Dash1.

.....—.

Proiect administrators can crea w dashboards. 10 L4
=Microsoft
Explanation
Statements " Yes No
£ +_:,:F 3"
Web Team can delete Dash1.. 0 [e]
Contoso Team camﬁew Ba’sm e} O

Project adnunlstratars can create nemﬁsrb@a‘rﬁé'%oft O
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Web Application A | 1job, 1 sk A B | 1job, 1 task R 0 b, Slhsks A B | 1o 1 tak

! R 1 jab, 1 task
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}'-I‘. 1job, 1 task |
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DERFLEZERLEY,
I ENTNELWLERRITIRS D bOEEIHY FT,

How many stages have triggers set’

]
=
! i:

=

~N OGN

Which component should you modify to'énable continuous delivery? v
: The Development stage

The Internal Review stage

The Production stage

The Web Application artifact

Answer:

(
|

m Meroseft >

.

1
I
I
I
1

o bW s O

=l N

Which component should you modify toénable continuous delivery? v
The Development stage —
The Internal Review stage '

The Production stage
The Web Application artifact

Explanation



How many stages have triggers set?

0
1
2 o
3
4
5
6
T

Which component should you modify 1 enable.continuous delivery?

The Development stage
The Internal Review stage
The Production stage

The Web Application artifact

Box 1: 5

There are five stages: Development, QA, Pre-production, Load Test and Production. They all have triggers.
Box 2: The Internal Review stage

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/triggers
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A . Azureh s HETHIVERELRL SAS) F#ERLET,

B. EJL FY—/I\—DOSFBAEH#ER L SEBAZ #Azure StoragelZ 7y 7A— KL E T,

C. EILFH—N—DSIBREZ R L  SEBAZE #Azure Key Vaultic7y 7O— KL ZE T,

D. DevOpsM B ART7 VA =5 > PAT) ZERLET,

E. EJL K —/"—h beonfig.emdEERITLET,

Answer: DE (X —vt—T %57

Explanation
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-windows?view=azure-devops (Get PAT,
run config)
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SOV aVOEMICEEZETSE. TNERBICRAZLIETEERRA, TOHRE. ChoDBEMIFL
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Azure DevOpsT7OY ) FE2BHLET,

JOO ) FOEBEAERBE ELHIZEIELBWVESICTINELAHY FT,

Y)a—3r 7Oy FOBGHRIIZEELET,

CNIZEEZEFERLTOWETM?

A [Fy

B. L\ %

Answer: (fAZEZRTT 5)
Explanation

The basic idea behind Continuous Assurance (CA) is to setup the ability to check for "drift" from what is
considered a secure snapshot of a system. Support for Continuous Assurance lets us treat security truly as
a

'state’ as opposed to a 'point in time' achievement. This is particularly important in today's context when
'‘continuous change' has become a norm.

There can be two types of drift:

* Drift involving 'baseline' configuration: This involves settings that have a fixed number of possible states
(often pre-defined/statically determined ones). For instance, a SQL DB can have TDE encryption

* turned ON or OFF...or a Storage Account may have auditing turned ON however the log retention period
may be less than 365 days.

* Drift involving 'stateful' configuration: There are settings which cannot be constrained within a finite set of
well-known states. For instance, the IP addresses configured to have access to a SQL DB can be any
(arbitrary) set of IP addresses. In such scenarios, usually human judgment is initially required to determine
whether a particular configuration should be considered 'secure' or not. However, once that is done, it is
important to ensure that there is no "stateful drift" from the attested configuration. (E.g., if, in a
troubleshooting session, someone adds the IP address of a developer machine to the list, the Continuous
Assurance feature should be able to identify the drift and generate notifications/alerts or even trigger 'auto-
remediation' depending on the severity of the change).

Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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FHLWT—AR—RRBEZEMI AL ZFHBELTVWET, V) a—2 a3 VIIRMMEHEZELZL TV S0
ENHYET,  BRDEOICT—IR—REERBTIDLENHBYET  TIVRAR— L EEDKSITTH—
XY RTEBLENHYEFEITM?

A. MDF

B. DACPAC

C. BACPAC

D. NDF

Answer: (&% &RTT 5)
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HEOF—LET7 v A IIVHAFET TO—FEFEALTLET,

F—LDGHtY R M IZED IR EHRET ILENHY FT, BBEIROEHEZH-ITBLENHYFT,
BHOMI L2 RV ZHITLTRET SMEZIRELET,

FIyv 42— FAEICEBATRETIREBIZE - TS I LML TSN,
HLUOVERIIWDOTEMETE S LZHFEL TS,

KEBRZEERT S,

fAIz&H8HTIN?

A. a single long-running branch

B. multiple long-running branches

C. a single fork per team member

D. a single-running branch with multiple short-lived topic branches

Answer: D (A —vyt—T%REY)

Explanation

Topic branches, however, are useful in projects of any size. A topic branch is a short-lived branch that you
create and use for a single particular feature or related work. This is something you've likely never done with
a VCS before because it's generally too expensive to create and merge branches. But in Git it's common to
create, work on, merge, and delete branches several times a day.

Reference:

https://git-scm.com/book/en/v2/Git-Branching-Branching-Workflows
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Azure[ZMicrosoftASP.NETCore Web7 7 nH Y tHRIMSTFTHERTEET,

57 Z & IZURLpingT R FEEITL HBEDAzure!) —2 3 o TWeb7 T BNFIETERWMERIZTS— %
T DRENHYFT, V) a—2a VEREREZR/NRICHZSDLENAHY T,
DE=IERZET o2 EHN?

A. AzureMonitorDRIFAEA v ET7S5— bEERLET,

B. AzureApplicationInsights DRI TR &7 53— b EERLET,

C.AzureBA# %2t L, TOEKEREDN) —2avIcTIAALET,

D. BEMD ') — 3 > MDAzureServiceHealth7 5— 2R L E 3,

Answer: B (A —vyt—T%#%Y)

Explanation

There are three types of Application Insights availability tests:

URL ping test: a simple test that you can create in the Azure portal.

Multi-step web test

Custom Track Availability Tests

Note: After you've deployed your web app/website, you can set up recurring tests to monitor availability and
responsiveness. Azure Application Insights sends web requests to your application at regular intervals from

SR SahHRRYAIGRItY tesisian a0 it LEDrudphdaR FrgPrab atdhgcersrible diundedy Sliviternet.

You don't have to make any changes to the website you're testing. In fact, it doesn't even have to be a site
you own. You can test the availability of a REST API that your service depends on.


https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability#create-a-url-ping-
test
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Azure Boards AL TTO Y FEBELET,

item3 & WV\D ARDERIEEB ITIKFET HIREDEXEBR A itemABNHY FT,
TATLADKGFERZEZET DLELHYFET,

Azure DevOps M Web R—Z )L TRIZT BN H Y FIH?

A itemAD L [V 2 TZERAE [V DEM] ZF#IRLFEFT, Link type % Successor IZERE L, itemB
?ID%FEMLET,

B.itemADS [ V]2 TE#RAE [V DEM ZBIRLET,U2D 44 TE#SHBICEREL  itemB D
ID #EBMLET,

C.A\vw/ BRI AVTXFRANAZa—ZRAT [V2IDEM ZEIRLTHS item3 ZFEIRLET, Y
VD A4 THEBEICEREL itemA®D ID #EBMLET,

D.[V7T U ML AVTXFRAN AZa—ZRHE [V DEMN ZERLTHE [BEEDT A TL] &R
LET (VD 2471 % [EEBEZTH]ICHEL, itemB®D ID ZEBMLET,

Answer: A (A —yt—T%#ET)
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CDEIaVOEBEMICEAEZL-RIE, TOEBEMICRSZLIETEFRA, ZOHRR, CAoDOEBEMITL
Ea—BE@EICRTINEEA,

Azure PipelinesZ{#A L T Reactis7 77— a v ELFELXUTRAMLET,

B—oalzE o1 TS514onHYET,

npmM bJavaScript/ Sy —CF A VA R—=ILTBEDIZ N TS5A VERITTHE=UICHEoINE I EN
Y ET,

N TS5A4 VDETHBEERT H5LODV ) 12— a3 VEHBRTINELRHY ET,

fi#iRK JavaScript/X\w T —IUNTNA DR = )LENTWSIHRE LAV TF—%ERT 5307+ —

CaJEERITEHLERHOLET,
cNIFBEZERLTHWETN?

A. (XL
B. LMV R
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Answer: B (A —vyt—T%EY)

Explanation

Instead enable pipeline caching.

Note:

npm-cache is a command line utility that caches dependencies installed via npm, bower, jspm and
composer.

It is useful for build processes that run [npm|bower|composerl|jspm] install every time as part of their build
process. Since dependencies don't change often, this often means slower build times. npm-cache helps
alleviate this problem by caching previously installed dependencies on the build machine.

Reference:

https://www.npmjs.com/package/npm-cache

RATHEE: 79

Project1 E WS ABID T B2 9 b EELAzureDevOpsifintH Y =9,
Project1 TR SNI=WikiZ{ER T 2 ELAHY FT,
HE=IERDIEZEIRETIHN?

A. Projectl DA FL—URTEEEELET,

B. Project1 T, AzureDevOps/S TS5 4 V&R LET,

C. Project1 T _AzureDevOps ') R b1 Z4ER L E T,

D. Project! D F— LERERELTERLET,

Answer: C (A —vyt—T%EY)

Reference:
https://docs.microsoft.com/en-us/azure/devops/project/wiki/publish-repo-to-wiki?view=azure-
devops&tabs=brow
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F¥— kZEELMicrosoftWord ¥ a2 A > FELTHRESNET,

TOERARFa AV ETO—Fr— brOHEEN—a U EREREILT ARENAHYET, V) 21—
DIV ROBEBEFB-ITLELHYET,

*FXaAVMEITL—oTFRAMELTRELET,
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Convert the .docx files to: [LaTex Typesetting [-t;i_
. Markdown (.md)
M ICIOS th Portable Documeht Format (.pdf)

Mermaid graph diagrams (.md)
Portable Network Graphics (.png)
Tagged Image File Format (.tiff

Convert the flow charts to:

Answer:

Convert the .docx files to: [LaTex Types#iling (.
Markdown (.md) |
Portable Document Format (.pdf)

Explanation
Convert the .docx files to: _ v
LaTex Typesetting (.tex)
Markdown (.md)
Portable Document Format (.pdf)
Convert the flow chartsto: v

ermaid diagrams
' Portable Network Graphics (.png)
M criTaggéd Image File Format (.tiff)

Box 1: Markdown (.md)

Github understands several text formats, including .txt and .md. .md stands for a file written in Markdown.
Box 2: Mermaid diagrams

Mermaid lets you create diagrams and visualizations using text and code.

It is a Javascript based diagramming and charting tool that renders Markdown-inspired text definitions to

create and modify diagrams dynamically.
Reference:

https://ourcodingclub.github.io/tutorials/git/



https://mermaid-js.github.io/mermaid/#/
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NET 77V Hr—23 00V —RAEEIZIE GitHub #FHALET,

ROBHE@mIZTRFXa ANV a—2 a3V EBRATIVELRADYET,
AEEMNI—FEZEETDHE, FF¥ a1 A2 ME Markdown TEEdR SN FET

FXaA U r2ZEETHE B Web oA FOBaAVNRAILLD M) HA—SNFET,

A—H—FFG Web B4 DS FFa2 AV MITIVERLET

a4 M GitHub YRS FJICRESNET

Web B FEQAVINA LT BEHIZHERTED 2 DDY—ILIEENTETMN? TNETNDERET T2 E
RERZRRLET,

A. Jekyll

B. Medium

C. caret

D. WordPress

E. DocFX

Answer: AE (A —vt—TU%&7)

Explanation

Jekyll is a static site generator that can be used to generate a static website from Markdown files stored in a
GitHub repository. Jekyll supports the use of Markdown for writing documentation, and it can automatically
recompile the website whenever changes are made to the documentation.

DocFX is another tool that can be used to compile a static website from Markdown files stored in a GitHub
repository. It is an open-source tool that can be used to generate APl documentation, reference
documentation, and other types of documentation from source code and other files. DocFX supports the use
of Markdown for writing documentation and it can automatically recompile the website whenever changes
are made to the documentation.

BT RE: 82
RORIZRTH—ERDBHYET,

Name | Interface

type
Servicel | HTTP
Service2 LHTTPS
Azure Boards R LT7O ) FEBELET,
EILFRT—2RADEEZ Y —ERIBRMNITILENHYET,
Webhook A L TEMTE S H—ERIIENTTH?

A. Service1 D&
B.H—EX2 D&

C. Service1 & Service2 D H



https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

Answer: C (A —vt—T %KY
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BEHET7 TV r—2 a2 RA— D)) —RIRA T34 ICa— FREHREEET H-OICMEFEH
TOMENHYFEIMN?

A. ERERTOAEE

B. ) Hi—

C. BRI D &R

D.BEEY — k

Answer: (fRZE % RTT B)
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Answer:

- =

T O vt aileton gl IS WARBDwA that includes Gt Larpe Fie

Microsoft

E xplanation

Actions Answer Area

Perform a custom installation of Git for Windows that includes Git Virtual File ‘ F Pegform.a dustomlinstallation Bf Git for Windows that includes Git Large File

System (GVFS). Stotage (LFS) @
Configure personal access token (PAT)-based authengication. ’ _J : rz 1€onngu\'e SSH key-based authentication.
f i =2 o 3| | Configure GItILAIGE mrﬁ S%I'blfflm @
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R—LR—CDR—CHEHIAFIINT A —TVRIZEDTVTC R H—ENB 75—+ 2ERTHFETT,
K OEIZRT Application Insights A5 T Y £9,

> Analytics

iome Pa New Query 1*  New Query...* * B

Jemo

Time range: Set in query

Schema Filter (preview) resquests

where timestamp >= ago(7d)

where operation_Name endswith( “Home/Index” )

where operation_Name startswith( ‘GET' )

summarize percentiles(duration, 58, 98, ) by Bin(tim&stamp, 1h)
extend threshold=675

render timechart

|
|
Showing top 10 values for each facet I
~ |

I

~’ name (1)

Completed 00:00:00.449 169 records
m TABLE ¥ CHART Line v Mimestamp ¥ A4 SeléttedY  SumVv Display Time (UTC+00:00) ¥
Legend =>

@ rpercentile_duration_50
@ percentile_duration_90

@ percentilo_duration_90
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1e
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FOyFaO U A=Za—%FERALT, IkTé#’L'CL\é'Iﬁ#E( EDOVWTERT— F}/FEET?'%IEIK’E
BRLZFET,
I ZNTNOELWERIINIARS D FOBESHY FT,

To create an alert based on the page load experience of most
users, the alerting level must be based on [answer choicel.

percentile_duration_50
percentile_duration_90
percentile_duration_95
threshold

To only create an alert when authentication error occurs
on the server, the query must be filtered on [answer choice].

item Type
resultCode
source
success

Answer:



To create an alert based on the page load experience of most
users, the alerting level must be based on [answer choicel.

percentile_duration_50
percentile_duration_90
I
J

[threshold

To only create an alert when authentication error occurs
on the server, the query must be filtered on [answer choice].

item Type
resultCode
source
success

I
1

Explanation

Box 1: percentile_duration_95

Box 2: resultCode

Reference:
https://devblogs.microsoft.com/premier-developer/alerts-based-on-analytics-query-using-custom-log-search/

EHTfEIRE: 86

Azure PipelinesIZEJL K4 TS5 A4 UhHY KT HEL”BHY ET,

APIZY FRA 2 FOISERBZAET S5TRX FAKBOERTHL I EhHMY ELT:,
TAMBRERETEIL RIS TS5A4 oK TE2DEH<SHLENHY £,
ED2DODTHILaVvEETTEIRENRHYETA? FNFAOERIZ V) a—Savn—BERLTY
FY,

F L UOEIRIZZENEFNIRS Y FOMBIELAHY £3

T AMZESH TAZEEMZLET,

B. TAMRZARZEMZLET,

C. TRA FERE[ZCEFEn SClear FlakyT R b

D.

E.

>

FTREEGTAMDBREEA IICEELET
TAMEDL—OKIZFFTY—YLET,
Answer: (fBZ % RTT 5)
Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/test/flaky-test-management

E#TfEIRE: 87

BREHBET TV 5—2 3 0 RA— M, EORIBEBESEHLETH?
A. release isolation

B. main only

C. development isolation

D. feature isolation

Answer: (fRZE % RTT B)

Explanation
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Scenario: A branching strategy that supports developing new functionality in isolation must be used.
Feature isolation is a special derivation of the development isolation, allowing you to branch one or more
feature branches from main, as shown, or from your dev branches.

o ©

O < »—o O »

When you need to work on a particular feature, it might be a good idea to create a feature branch.

Ex ¥t RE: 88

FIVr—o 3 vDENLRTORAD—RE LT, GitHublZ %% 5 Azure Resource Manager7 > 7 L— k&
FRALT UY—RADTIL—TZAzurelzF 704 T 2RHENHYET,

ED3DDTV L avEIBEBICETTILENHY EFIN?RETHICEK BULETHIavEzTIIaY
DYRAOSEZEEFICESHL ELWVBEFICHERET,

Arca

Create a package.
Add an Azure Resource Group Deployment task.
Create a job agent

Create a release pipeline

Set the template parameters. @

Answer:
Actions Answer Area
______________________________________ 1
K‘_reat_e a_pac_lfag_e. ____________ I | Createamelease pipeline: |
F\clda_nA_z_ule_Re_s_oul_cegrcipElep!gyn::m_tas_k e e :::::::::::::::::::::I

AAAAAAAAAAAAAAAAA ] Add an"AZure Resource Group Deployment task
\Createajobagent. I _ AP T (e saEieemsies e i o I
Ere;e a_re;as:m;eh:e _________ 7.7- i 1 9 P R T e S |
——m = e B A e R Tal Set the template parameters. I
Seyhgegplai:egarairnegrsi e 1vi ;tj!(-s B ] (2 e
== =
Explanation
Create a release pipeline.

Add an Azure Resource Group Deployment task.

Set the template parameters.

Step 1: Create a release pipeline

You need to create a new pipeline.

You can integrate Azure Resource Manager templates (ARM templates) with Azure Pipelines for continuous
integration and continuous deployment (CI/CD).

Step 2: Add an Azure Resource Group Deployment task

Step 3: Set the template parameters

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/add-template-to-azure-pipelines
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apiVersion: vl
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
SRec: :
Vieonasaers:
- name: containerl
image: k8s.gcr.io/readiness-and-liveness
args:
- /server

v

livenessProbe:
readinessProbe:
ShutdownPzrober
startupProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:
- name: Custom-Header
value: CheckNow

'V
initialDelaySeconds: 15
periodSeconds: 15
timeoutSeconds: 15

Azure Kubernetes Service (AKS) Ry KA Y £,

UTDT79 L3 vERTTHICIE, TO—T%BRITI2BELHY T,

Ry FBNH—ERXR VY IRXAMIRBELTWSA I EEHEELET,

Pod DAT—H2R%& 154 ERERLET,

Ry FARELLGWNESIE, vy IOV ZHBLET,

YAMLEBR 7 7ML EEDLSICERIEILENHY FITMN? EETHICIE BB 7 TEUGA T
DavEERLET,

FEENFADOELWERRIZ 1 RS Y FOBEENHY £F,

Answer:



apivVersion: vl
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
spec:
containers:
- name: containerl
- ~ image: k8s.gcr.io/readiness-and-liveness
=" Microsoft

- /server

v

livenessProbe:

ey

shutdownProbe:
startupProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:
- name: Custom-Header
value: CheckNow

v

Explanation
Graphical user interface, text, application Description automatically generated



apiVersion: v1
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
spec:
containers:
- name: containerl
image: k8s.gcr.io/readinegf<and-livenes:
args: v
- /server

Fis

livenessProbe™ '
-

readinessproﬂ
ShutdownPrglhe ™

B e T AT

%tartuﬁﬁxaﬁeg

httpGeth
path: /checknow
port: 8123
httpHeaders:
— name: Custom-Header
value: CheckNow

b4l
initialDelaySeconds: 15

periodSeconds: 15
timeoutSeconds: 15

Box 1: readinessProbe:

For containerized applications that serve traffic, you might want to verify that your container is ready to
handle incoming requests. Azure Container Instances supports readiness probes to include configurations
so that your container can't be accessed under certain conditions.

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe
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Azure ArtifactsZ#ERAL T ERK. TR b BRI B UVBRALE=NY - %R EFTE5FETT,
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HETIEAZEIRETIN?
A.Jo—niLs oL
B.O—AIL VR

C. LR DIEHRIR

D.Ea—
Answer: D (A —vyt—T%EY)
Explanation

Views enable you to share subsets of the NuGet, npm, Maven, Python and Universal Packages package-
versions in your feed with consumers. A common use for views is to share package versions that have been
tested, validated, or deployed but hold back packages still under development and packages that didn't
meet a quality bar.
https://docs.microsoft.com/en-us/azure/devops/artifacts/concepts/views?view=azure-devops
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Azure PipelinesTEJL K/ TS5 4 U &#FRFFLTLWET,

NATSAVIZFBERRA I =2V bARBETY, EL RS TSA VIF1BITIRIEITEN  ETET
(230 DAY FT,

I—2xobDAVELA—T AT A TE2HETIVRENHYFET, V) a—2 a2 FaR FER/DRIC
Mz 5ENHYET,

I ZEDFETM?

A. Azure virtual machines

B. an Azure virtual machine scale set

C. an Azure Kubernetes Service (AKS) cluster

D. Azure Container Instances

Answer: D (A —vyt—T%EY)

Explanation

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-
devops&tabs=browser#faq
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Name Type

= [

DepPipeline1 AzureDevOps deployment|pipeline s Off

ADFPipeline1 Azure Data Factory pipeline
Vaultl AZure Key Vault

DepPipeline1 & ADFPipeline1 (&, Vault [CE#M SN TS E—DERBEREZERALET,
Vault1 H 5 E&IEHRZ ST 5121 ADFPipelinel #1832 ENHY £,
EDRATDTITAET 1 ZFEATILENHY FIH?

ALy T7yT

B.mxJ

C.aE—

D. A3 T—RZW&

Answer: C (A —vt—T%#ET)
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Azure AppService TRRA FENTWLVEWeb7 TU A HY £9, Web7 T L, 7—43 #AzureSQLT—4
R—XIZHEMLET,

T—EARN—ZAADEFEHEN10,0005H5HEIE. 77— FEERT IBENHYET , V) a—TavIE,
RAEDFNEZ/NRICHMZ Z2BLENHY ET,

T—AR—ZADEMBETEDA T avaBRTILENHY EFIH?

A. O T RHTITEE

BMANL—=UFHIY MIT7—hA47

C.ARVKINTIZA Y= 4

Answer: A (A —vyt—T %K)

Explanation

ENABLE DIAGNOSTICS TO LOG ANALYTICS

This configuration is done PER DATABASE

1. Click on Diagnostics Settings and then Turn On Diagnostics
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5 AdventureWorks (fonsecanet/AdventureWorks) - Diagnostic settings
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2. Select to Send to Log Analytics and select the Log Analytics workspace. For this sample | will selected
only Errors
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Webapp1 & L3 & ETDAzureWeb7 7 B Y E£I,

KB L F=Webapp1D LI 10R—DDEFEMETRT LR— b ZEERT 5121E, AzureMonitory T 1) #{FEHT %
DELNHYFET,

EDESITV IV ERTIHILENHYFIMN?REZTSHICIE BEBETHEYGA T 3 VEBRLE
9,

I WERIIZERENIRAS > FOMEELSHY T,



excepti
pageViews
requests
traces

......

| where !v
duration = _0\ .
|temType == ay_all_abllltYReSult'

resurtCode '300'
success false

| summarize faliedCount sum(itemCount) by name, resultCode
| top 10 by failedCount desc
| render barchart

Answer:

exceptions
pageViews

duration==0 03
itemType == avmlé-hnhljRﬁsuit"
resutCodé == 200"
success -*---'=‘1"eilsuaE

ﬂ—

summarize failedﬂount sum(itemCount) by name, resultCode

Explanation



exceptions
pageViews
requests
traces

| where -
duration ==

itemType == "availabilit?Resuit“
resultCode == "200"

success == false

| summarize failedCount=sum(itemCount) by name, resultCode
| top 10 by failedCount desc
| render barchart Ni—~vr

Box 1: requests

Failed requests (requests/failed):

The count of tracked server requests that were marked as failed.

Kusto code:

requests

| where success == 'False'

Box 2: success == false

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/app-insights-metrics
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27 J) 47— 3 %#EBRY HAzure Resource Manager7> JL— kDB Y F9,

REZETI AN 7IVr—2arTHERAINEG7HV Y FERBREERXFIERRT LGN
EOCTHIREAHYET,

BRI EESIRETIMN?

A. Azure Resource Manager/\5 A —42 J 74 )L

B. Azure Storage®T—7J )L

C. Appsettings.jsonZ 7 1 JL

D. Azure Key Vault

E. Web.configZ 7 1 JL

Answer: (fRZEZ%RTT B)

Explanation

When you need to pass a secure value (like a password) as a parameter during deployment, you can
retrieve the value from an Azure Key Vault. You retrieve the value by referencing the key vault and secret in
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your parameter file. The value is never exposed because you only reference its key vault ID. The key vault
can exist in a different subscription than the resource group you are deploying to.

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-parameter

ExFfERE: 96

eadv—AWeb¥ A ~EHYHR— b 5AzureWeb7 T ZEELFET,

Web7 TN EEDFER/NI—2FBADGEIE DT LRNLELIFARERHYET ., 2OV a—3
VT BEA—/N\—~Ay FZR/NRICMZZ2LENHY FT,

Y)a—23VITEHBIRE2DD) Y —RIEFENTIN? TNTNDEREIL BRRO—EFERLTLE
v,

L OERIZENRENIRS > FOMELHY £,

A. AzureAutomation® Runbook

. BI897%8 L F LME Z 3 DAzureMonitor7 5 — k

. BRRY7E L E LME £ DAzureMonitor7 5 — bk

. AzureMonitor® B &I R 7 — JLERTE

BFANWTI A EEOTI AT INL—TE#ERY SAzureMonitor7 5 — b

Answer: AB (A —vyt—T%EY)

Explanation

moO W

A: You can use Azure Monitor to monitor base-level metrics and logs for most services in Azure. You can
call Azure Automation runbooks by using action groups or by using classic alerts to automate tasks based
on alerts.

B: Metric Alert with Dynamic Thresholds detection leverages advanced machine learning (ML) to learn
metrics' historical behavior, identify patterns and anomalies that indicate possible service issues. It provides
support of both a simple Ul and operations at scale by allowing users to configure alert rules through the
Azure Resource Manager API, in a fully automated manner.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-dynamic-thresholds
https://docs.microsoft.com/en-us/azure/automation/automation-create-alert-triggered-runbook

ExFTTEIRE: 97

HE=OEHIFEILFIZU 5D RKRR bDJenkinsZFFRA L TWLWET,

Jenkinsh'Azure Reposh Y —RAaA— FZRGTEDLIICTINENHY 9,
HEZIEEDIDDITHELBZIRETTN? FNFNADE LVWEZIIBRRO—EFERLTLETE Zh
ZFRDELWEZDRRIIKRAS > FOBELSHY T

A. Team Foundation Server TFS) 754 4 > %Jenkins|Z:BM L TL Z &Ly,

B. Azure DevOps7 A Y MZBEAB7 VA =0 V&R LET,

C. Jenkins[ZTWeb 7 v U e L £ T,

D. 7 t=DJdenkins 7HHO Y NI FAAL VZEEBMLET,

E. Azure DevOps TH—ER 7y ML E T,
Answer: (&% &RT~9 5)
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Explanation

References:
https://blogs.msdn.microsoft.com/devops/2017/04/25/vsts-visual-studio-team-services-integration-with-
jenkins/

http://
www.aisoftwarellc.com/blog/post/how-to-setup-automated-builds-using-jenkins-and-visual-studio-team-
foundat

E#fEIRE: 98

HE-DEHIFGIN—IADY—RERBIZFERAINDA > T L = XDBitbucket Server&#F >TWVE T, ¥ —
N=IE AVNRNDU A=Y M T T4 v P %ETAVITETFATI+—ILICK>TRESATL
Y,

Azure DevOpsZHHALTCEIL FB LUV —RTOREEEBTLHFETT,

Azure DevOps & BitbucketZ 83 5 =HIZREBEHR A VR—FR U MMIERTIT M ?
ZRETNDELVWEZIBRRO—MERLTLET,

I ENTNE LWOERIKIAR— FOEEAHY F£9,

A. S ERGitH — E R R

B.v478Y 7 W KRAITHI—CU b

C.H—EX7vYH

D. B2 RA MEII—TUx b+

E.EBEMY IL—T

Answer: AD (A —vyt—T%EY)

Explanation

When a pipeline uses a remote, 3rd-party repository host such as Bitbucket Cloud, the repository is
configured with webhooks that notify Azure Pipelines Server or TFS when code has changed and a build
should be triggered. Since on-premises installations are normally protected behind a firewall, 3rd-party
webhooks are unable to reach the on-premises server. As a workaround, you can use the External Git
repository type which uses polling instead of webhooks to trigger a build when code has changed.
References: https://docs.microsoft.com/en-us/azure/devops/pipelines/repos/pipeline-options-for
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Docker Trusted Registry G7h R h 3N TR A A—ShSBEINza Y TFH—%KR M3 BIZ(E Azure
Kubernetes Service AKS) #2935 FETY,

AKSZTOED 3= LTHERT A-0DY ) 2a—a VEHRETILENHY 7, FEREIT, AKSH
RBACHIETHY  ARELY—ERTY VI NIVEFERT S EEHRICLE TGS,
EDIDDARV FEIRBICRTTHACLEZRBOLFTA?EET DICIFE BYLFATL FEITU D
UR b D EERECBBL, Th b EABIACERES,
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Answer:

Commands Answer Area
_____________ r

I wbe cate ] 1 L oz aks JPRIR¢ 1
— o —— —— — — 4
e — — — e e — — I
(AT FOI8 MBRignmeAt create @ 000 0 | ro. sd sgmm it e vEoRh - A ¥
o A e P e T e e W e = =penyall o W W W W W e

Explanation

az aks create

az ad sp create-for-rbac

kubectif cxeates:

Step 1 : az acr create

An Azure Container Registry (ACR) can also be created using the new Azure CLI.

az acr create

--name <REGISTRY_NAME>

--resource-group <RESOURCE_GROUP_NAME>

--sku Basic

Step 2: az ad sp create-for-rbac

Once the ACR has been provisioned, you can either enable administrative access (which is okay for testing)
or you create a Service Principal (sp) which will provide a client_id and a client_secret.

az ad sp create-for-rbac

--scopes
/subscriptions/<SUBSCRIPTION_ID>/resourcegroups/<RG_NAME>/providers/Microsoft. ContainerRegistry/re
--role Contributor

--name <SERVICE_PRINCIPAL_NAME>



Step 3: kubectl create

Create a new Kubernetes Secret.

kubectl create secret docker-registry <SECRET_NAME>

--docker-server <REGISTRY_NAME>.azurecr.io

--docker-email <YOUR_MAIL>

--docker-username=<SERVICE_PRINCIPAL_ID>

--docker-password <YOUR_PASSWORD>

References:
https://thorsten-hans.com/how-to-use-private-azure-container-registry-with-kubernetes

HTEIRE: 100

Windows Server=£173 2AzurefRl8Y L VDR —X 54 VA M) Y BRI LR EHRITLTLVET,
BARIRL—T A VI VRTLATETINTVWS 7O ERIZET HH#MLET 22 RETLIHENHY
FI,ED2DDI—C Y bERRATAIDENHYEIN? ZTNTNDOEREE, V) a—2 a3 D—8% R
LTWETE ZNETNDOELERIZIRS > FOMEEAHY £,

A. the Dependency agent

B. the Azure Network Watcher Agent for Windows

C. the Telegraf agent

D. the Azure Log Analytics agent

Answer: AD (A —vyt—T%EY)

Explanation

The following table provide a quick comparison of the Azure Monitor agents for Windows.
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Environments
supported

Agent

requirements

Data

collected

Data sent to

Reference:

Azure Monitor
agent (preview)

Event Logs
Performance

Azure Monitor
Logs

Azure Monitor
Metrics

Diagnostics
extension
(WAD)

Azure

Event Logs
ETW events
Performance
File based
logs

1S logs
.NET app
logs

Crash
dumps
Agent
diagnostics
logs

Azure
Storage
Azure
Monitor

Log
Analytics
agent

Azure
Other cloud
On-premises

None

Event Logs
Performance
File based
logs

IS logs
Insights and
solutions
Other
services

Azure
Monitor
Logs

rosoft

Dependency
agent

Azure
Other cloud
On-premises

Requires Log
Analytics agent

Process
dependencies
Network
connection
metrics

Azure Monitor
Logs

(through Log
Analytics agent)

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agents-overview
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Azure Containerinstances TEfTEnbda v TFH—kEnk=v)a—>avhHUzxrd 2DV Ja—3
IZIE App1 EWVWS RO 7R FI U RFaVTFEDBIEWSARIDNAY I I RaAVTTFREENT
WEY, DB1IE, EBEFICKENDT—2%#0—FLFET,

A—H—hAppllC) I TR FEEET BRI DBINFE VI IR CENBTELZLEHRETIVNELD
YExEI,

fAIZEBRIT 2LELAHYFEIMN?



A. liveness7A—7J

B. Azure LoadBalancer~N LR 7O —7J

C.#{FE7o0—7J

D./X\T4—<>ZR0OY

Answer: C (A —vyt—T%EY)

Explanation

For containerized applications that serve traffic, you might want to verify that your container is ready to
handle incoming requests. Azure Container Instances supports readiness probes to include configurations
so that your container can't be accessed under certain conditions.

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe

RFTHEIRE: 102

FCOBEME RLCYSFTUAZRTTH5—EOEMO—HTYT, V) —XDEEMICIE IBEESN-BEE
ERTEAHEBOYV ) 2a—2 a3 UBNEFEATVET, — OBty MIIFEHDIELWVERRLHDHIHEE
NHYFEFTH MOEMtE Y FZIXELWERELALZWNMEELHY £9,

DLV AVOERMICEETSE, TOERICRSAZLIETEFRFRA, TOHRR,. CoDEMIEL
Ex—EEIZRTINELA,

HE =D&t (FAzure DevOpsZERAL T 77V r—Y a3 vDELRELEV ) Y—RTOEREEELT
WFET,

FIVr—230DY—REBIZEGH) RO M) #FRLET,

YRA—TSUFDEER) a—LZEZHOT TV IR FERERETIZHELAHY FT,

RREK B I—CHFFRATSHITINIV VIR NERERELET,

NIFEEZERLTOEIN?

A. [FLy

B. L MR

Answer: B (A —vt—U%&9)
Explanation

No fast-forward merge - This option merges the commit history of the source branch when the pull request
closes and creates a merge commit in the target branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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Azure DevOps IZ Project! E WS EZRID TR T kAHY FT,

Project! g RTOFH LWL TSA N NATS5A VDRTFICI DOHEN IR #ERTTH &SI
TELENHY FT,

A% 1ERT DRENHYFETM?

A BRI TIV—T

B. JSON 7_'97:l/— ~

C.YAMLT>7L—F


https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

D. PowerShell 2 X &

Answer: (fRZEZ%RTT B)

Explanation

A task group in Azure DevOps is a collection of tasks that can be reused across multiple pipelines. You can
create a task group that contains the three specific tasks that you need to execute during pipeline execution,
and then reference that task group in all new pipelines in Project1. This way, you can ensure that the three
specific tasks are executed in all new pipelines without having to manually add them to each pipeline.

FTEIRE: 104

Project1 & LS A RiIMDAzure DevOps 7R Y k& Sub1E WS BRIDAzure X5 1) T3 uhH Y £
. Sub1IZlZ. VMSS1& LS ZRTDAZUrelFET S VA —)Lty FHREENTIVET, VMSST
[%_WebApp1& LVS ZHTIDWeb7 Ty &r—S a3 v ERR RLET,

WebAppl[ZRAT— kYL avEFRALET,

WebApp1DA VR b—JLIE, WRRZ LAY ) T FMLREBEZFERALTEREINET, XU T L salk
WS ZRIDAzUre A AL—S7H9 Y MIHY FET,

WebApp1DUIERIT/INELBERZMA ERICHAT 51— — 14— FN\v O ZRETLHFETT,
VMSS1TWebApp1DFHLWLWNAN— a VORELI—H—TRX FEEETILELNHYFET,
EDIDDTHILaVERETTILELRAHBYETHI? TNTAOEREY ) a—2 3 D—EHERLTLE
ER

EENEFNROELVERICITNRS > FOMMIELHY £9,

A HWREALR) T 7AW Esallz7yTO—KLET,

B.VMSS1D AR A LAY ) T MEREEETEELET,

C.VMSS1ZHREMELET,

D.VMSS1OBE— FNS U —BFEZERLET,

E.VMSS1DREY S U DEREEHLET,

Answer: AB,C (A —yt—U%5%79)
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HBE-OERIZIEFE /—F Ry 5= 32— % — (npm) Ny 5r—TF £ T 5 Azure DevOps 7OS
S rRHYET . EHOTOS Y PR —CFFRALET,

Azure Artifacts DEWVNY 7 —ONMERT 5T 41 RV BREZR/DMRICHZA GMBENHY F T,
MIEZERTITLILENHY FIH?

A JODzY bDINA T54 VDRFRE

B.702xY +DY) ) —XDREFRTE

C.7RYz/ bDTRORERTE

D. 21t D/ TS5 4 D OREFHRTE

Answer: (f2&ZRT9 B)

Explanation
To minimize the amount of disk space used by older packages in Azure Artifacts, you should modify the

retention settings of the project's release. This can be done by navigating to the project's release settings
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and adjusting the retention policy. For more information, please refer to the Microsoft documentation.

#TfERE: 106

HErIEZET7 IV r—avERELTCWEST , 77U r—2aviEznr by KE L TAzure App
Service Web7 U r—a v #EFERL Ny Y9IV RELTAZUre SQLT—2R—RZHEALET , 7TV
r— 3 UldAzureB S #E A L T Azure StoragelZT—42 #EFAHF T,
ZAVEFIVEMABDRT—RRAO— FHNRENGEWMEEIL, Azure DevOpsF—LICEFA—ILA v tz—
CEEETILENHYFET,

200,

EDHREZEINRESTIMN?

A. Azure Log Analytics®HY—E X<y 7

B. Azure Application Insights® 707 7 A4 5 —

C. Azure Application InsightsD Bl AT X +

D. Azure Application Insights® 7 71y 5r—> 3 o<y 7

Answer: C (A —vt—T#ET)

Explanation

https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability

A7 AZ-400J [ERELE L GoShiken.com ARSI F=E# LT LY AZ-400J SHERREIESE !
GoShiken.com W& D AZ-400J FRERFEIEE 12t L TULVET, GoShiken.com AZ-400J BRI RE & &%
BT MRENERETIIVET, BHD GoShiken.com AZ-400J FEIRBE %4y FF B AIFIH 5:
https://www.goshiken.com/Microsoft/AZ-400J-mondaishu.html (58030%OFF R85 A & IEf# & T 30%

wiAEI51a— F: Freepdfdumps)
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A COBEMEIRLCOF VA FIRRTHS—EDEMD—ETY  EHOKERICIE BHINTLWLEEEZE
MTELHREMEDHLIEFDERENEFENTVET  MOANE LWMERRZF >TULVGLAE LA
E, WO DERMt Y MIBEHOELWMEREEZFO>OME LhEEA,

CDEY I VTERIZERA &I, TNICRAZEETEFEFHA, TOHRE CALDEMILEL—E
AICRTIINFELEA,

HHT-DE%t(XAzure DevOpsIZH LLW\Web7 FUSr— 300 7RAD ) FEHL>TVWET,
A—RAF v IA40ENDE EIRPEFMICETEINSGLSICTINELHY FT,

RERR ) U—RIRA T4 VO[BRATIOFHEREN L [RT—IOR]EERLET,
CNFERZERLTVEIHN?

A. [FLy

B. L\ R

Answer: B (A —vt—U%&9)
Explanation

Instead, In Visual Designer you enable continuous integration (Cl) by:
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* Select the Triggers tab.

* Enable Continuous integration.

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer

HTfEIRE: 108

Contoso & L3 & RITMD Azure DevOps # N H Y £,

EEEBEMNEHF I NI- & EIZ_ Microsoft Teams DB EZ ITMALENHY £,
HEf=IERZETH2EN?

A. Azure DevOps 5 H—ERX vy HITRH )T a v EBELET,

B. Microsoft Teams /"5 AR 2 R LET,

C. Microsoft Teams BBt V2 —0b NET7 IV XA HFEHRLET,

D. Microsoft Teams 5  F ¥ RJILZEEBMLFT,

E. Azure DevOps 5 #LaRIEEEE A VA F—ILLET,

Answer: A (A —vyt—T%EY)

Explanation

Service hooks let you run tasks on other services when events happen in your Azure DevOps projects. For
example, create a card in Trello when a work item is created or send a push notification to your team's
mobile devices when a build fails. You can also use service hooks in custom apps and services as a more
efficient way to drive activities when events happen in your projects.

Note: Service hook publishers define a set of events. Subscriptions listen for the events and define actions
to take based on the event. Subscriptions also target consumers, which are external services that can run
their own actions, when an event occurs.

Reference:

https://docs.microsoft.com/en-us/azure/devops/service-hooks/overview
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EFCOBEMEI BLLFIAZR RIS —EDEMOD—EHTY, V) —XDXERIZIX BEHIN-BE%
ERTHAREMEOHLHEDY ) 12— a3 VAEENATVWET, — OBt Y MMIITERDIE L ULVER
ENHEIBEELHNIE, ELWMERRNLGZWNEEELHY FT,

CDEVaIVOERICEZETSE. TDNERBICRSZLIETEFRA, TOHE. CnoDEBEMIEL
Exa—E@AICRTINELA,

Azure DevOps 70> x4y FABHY FT,

ELNFTOERIZEY WLKODDT7—T4 779 FBMERESNZET,

BEMEA Y TLIRAY—N—ICEBETAIREAHY ET,

fEREK DockerEJL FEA VT LI RAY—N—IZBRALET, ¥V A—FRELKT7—T4 779 L3 RY

RN ATSAVIZEMLET,
_NIFBEZERLTHWETN?

A. [FLy
B. LMMZ
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Answer: (&% &RT~9 5)

Explanation

Instead you should deploy an Azure self-hosted agent to an on-premises server.

Note: To build your code or deploy your software using Azure Pipelines, you need at least one agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool (which is
typically the case due to intermediate firewalls), you'll need to manually configure a self-hosted agent on on-
premises computer(s).

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops

TR 110

HE-ORMIE Javar—RDTAD I bOEILRNLTS40ETTAA414 FTS54 VIS
AzureDevOpsZ{FERA L TLVET,

RITHMEEZEET S -ONBRBEHET ILENAHY FT,

HEZHICEDT IV aVvEEHIRENHYFIMN?

A TTOA A RNRLTSAVTTIOAAM AV VEDRPBEEERLET,

B. AzureDevOps & SonarQube & L £ 9,

C. AzureDevOps & AzureDevTestLabsZ#i& LE T,

Answer: (&% &RT~9 5)

Explanation

You can manage technical debt with SonarQube and Azure DevOps.

Note: Technical debt is the set of problems in a development effort that make forward progress on customer
value inefficient. Technical debt saps productivity by making code hard to understand, fragile, time-
consuming to change, difficult to validate, and creates unplanned work that blocks progress. Unless they are
managed, technical debt can accumulate and hurt the overall quality of the software and the productivity of
the development team in the long term SonarQube an open source platform for continuous inspection of
code quality to perform automatic reviews with static analysis of code to:

* Detect Bugs

* Code Smells

* Security Vulnerabilities

* Centralize Quality

* What's covered in this lab

Reference:

https://azuredevopslabs.com/labs/vstsextend/sonarqube/
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db1E WS BHTDAZUreSQALT— A R—X EFFRTH27 TUMNNK 2hHY FET,
db1ADY T 1) AAzurelZ & > THRBIDZBELE ELICHABINTWR I EEZHBTILEAHYET, YV

1) 2—>3 2Edb1IZDHERT 2BELNHY FT,
ZDRRY ERTT AIZIE MicrosoftAzure R— &2 JLIZH A VAV LET,
Answer:
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See solution below.

Explanation

1. To enable automatic tuning on a single database, navigate to the database in the Azure portal and select
Automatic tuning.

2. Select the automatic tuning options you want to enable and select Apply.

Note: Individual automatic tuning settings can be separately configured for each database. You can
manually configure an individual automatic tuning option, or specify that an option inherits its settings from
the server.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/automatic-tuning-enable

ExFTEIRE: 112

2DMAzure!) —2 3 U THRR FENBWebH A bETTAAFT B EEHBEILTNET,
RG1lod11566895& LA 5 ZHID 1) Y — R 4 JL— FI= . az40011566895n1-tm & LS & &M Azure
TrafficManager 7B 7 7 A LEERT AR ELRHYFET, 2OV ) a—2 3 0 TlE, A—F—NEIZRLCLE
[ZHDEWebH A FOIE—ICHERTEHLIICTIBENHY FT,

CDRRY ERTI AIZIE MicrosoftAzure R—Z JLIZHA VA4V LET,

Answer:

See solution below.

Explanation
1. Go to the Azure portal, navigate to Traffic Manager profiles and click on the Add button to create a routing

profile.



Traffic Maiger profiles

o= Add EZ Columns () Refresh

Subscriptions:

F iter by name... All subscnptions

22 ko

2. In the Create Traffic Manager profile, enter, or select these settings:Name: az40011566895n1-tmRouting
method: GeographicResource group: RG1lod11566895

Create Traffic Manager profi.. @ X

Mame
samplegeoprofile

trafficmanager.net
Routing method

Geographic

subscription
[} f

Reétotirce group @

© Create new @ Use existing

geoprofilerg

Resource group location @

West US|

Note: Traffic Manager profiles can be configured to use the Geographic routing method so that users are
directed to specific endpoints (Azure, External or Nested) based on which geographic location their DNS
query originates from. This empowers Traffic Manager customers to enable scenarios where knowing a
user's geographic region and routing them based on that is important.

Reference:

https://azure.microsoft.com/en-us/blog/announcing-the-general-availability-of-geographic-routing-capability-
in-a
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Contoso & LVS & ETMDAzure DevOps#iffi EAzure - TR Y T avhHbyUERT IRV YT a3 vl
[ . VMSS1E WS AFTIDAzure(RBB< L U R —)Lty FELB1E LD RAFIDAzUretZ# 00— /NS Y —
NEENTULET,

LB1I FIEEKREVMSSIA VR AV RIZHEALET,
Azure DevOpsZ{ER L T Appl&E WS ZHTDWeb7 7'1) 4R L  App1EVMSS1IZTFO4 LET, AppT

[FHTTPSEETOHT I ERATE V53472 FMIAZEZFEAL THERIAZERT AL SITEBHAINT



WEJ,

AppIDANIARF =Y #RETH-HDV ) 12— a Vv EHRIDIBENIHYFET, V) a—2 3 V[ER
DEHZFH-LTLWIRENHY FET,

*VMSSIQEAR DA Y RB VAT v TJ L— FREICEENE SDEHALET,
CEEHEEXTR/NRICHNZAET,

HEZHICIEIAIZEHLIVENHY FIMN?

A. HRZ LR ) T MR

B. 7 7 r—< 3 VIEEHILRHEEE

C. Azure MonitorA— kX4 —JL

D. AzureA— KNS oY —A)LRTO—T

Answer: B (A —vyt—T%EY)

Explanation
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-health-
extension#w
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EFCOBEMEI BLYFIAZRERTS5—EDEMO—EHTYT, D) —XADEEMICIE BESN-BEZ
ERTELHEBDOV)2a—2 3 N EFENTUVET, —HOEBEME Y FMIIEFEHBDELWVEBRENHDHIHEE
NHYFIA MOBEBEY FZIFELWMERENLZWNGEEADY T,

CDEVIVOBEMICEET L. TDERICRDAZLIEITEEFRA, ZOHER, ChoDERITL
Exa—E@AICRTINELA,

HEEOSMOFEREEL HLLWT TV y—2 3 VHEEOEBNICIE BRERERHTEELNH S0,
FRLYLERAIMDERELTVET,

ERRINE-HITNABZROT-OICEEZHET IVNELADY FT,

BRRE TARANLYSEEOT I LEE2RE8OLET,

CHIZEEZEFZERLTOWETM?

A. [FLy

B. L MVZ

Answer: B (A —vyt—T%EY)
Explanation

Instead reduce the code complexity.
Reference:
https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical
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E)L FETEREREZRAT Y v 1SN TWE I LEHRETIVNENHYFET,
BRYAMLZED&SICHBRT A2LEAHY FITHM? BZDICIE, BULEEZELVE—5 Y MZIRS v Y
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EELWOERIZENAENR 1 RS FOMBELHY FT,

Values Answer Area -

. inputs
aluays '
: .
ne

y: “npe “S(agent.0s)” package-lock. json

Bulld.sh eKays: |

eq(varisbles .CACHE_RESTORED, ‘trus npm | “${Agent.05)"
path: ${rpe_config cache

cacherltVar: CACHE_RESTORED

@ varls CACHE _RESTORE t
& In Valuye
condition Value
Answer Area
inputs:
key: —acsSih"5(Agent.05)" package-lock, json’
restorekeyst |
npm | “$(Agent.05)"
path: $(npm_config _cache
cacheHitVar: CACHE_RESTORED
- gseript npm install
condition rnc verisbles .CACHE_RESTORED, “true’ 1
- a
Explanation
trgwtn
- biag g an
opm | “Bjagesy 09

B Biepe_reat |gd ngmay

sohasivver | CagePLaln ToRng
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RKRBHEIVRA—TSAXT7 TV =3 DGt RO MY EZEELFET,
77— 3 D OBRFEEIZ(X, ConfigjsonE WS ZRID T 7 A IILEFERLET,
FIVr— 3 oADEENTI Y hEND=UIZ ConfigjsonmM YV —REEIZaIy bENBWNKSIZT
LLENHYFET,
EDIDDT7I L aVEIRBICETTOLENHYFIN?RETDHICIE BUGETIacdwToroay
DYR S EIZEBEHICEBEL ELWVEFICHENES,
Actions Answer Area

Run the git commit command.

Run the git reflog expire command.

Run the git add .gitignore command. @ @

Add Config.json to the .gitignore file. !
Delete and recreate the repository. @

IVIIVGI VOV L



Answer:

Actions Answer Area
e R R S | il PR TR 0, B AT i
{ Run the git commit command. | | Delete and recteate the repository. I
PN T e, e——— :_—_—_"" __________ i |
I Run the git reflog expire command. I — == = == = = = =
________________ Add Cenfig.json to the .gitignore file. !
| Run the git add .gitignore command. ' i e il matinalie-doakSimedie o ool i nedfilog S iflniion: @
B b — . o |
| Add Config.json to the .gitignore file. y - _RT Teft t_ad_d ‘_Elt_‘gTrf_cimeld _____ 1
——— e e e ®
| Delete and recreate the repository. !
___________ E ; e el e

1% VIOV I L

Explanation

Delete and recreate the repository.

Add Config jsen tﬂ. thé ...g.i.t“ignore file.

Run the g%t/ addscigitignore command.
Step 1: Delete and recreate the repository.
Step 2: Add Config.json to the .gitignore file
Each line in the .gitignore excludes a file or set of files that match a pattern.
Example:
# ignore a single file
Config.json
Step 3: Run the git add .gitignore command
At the initial commit we want basically move from Untracked to Staged, for staging we have to indicate
which file we want to move or specify a pattern, as example:
Reference:
http://hermit.no/how-to-find-the-best-gitignore-for-visual-studio-and-azure-devops/
https://geohernandez.net/how-to-add-an-existing-repository-into-azure-devops-repo-with-git/
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£BEOA-FZROTTHRT ARENHYFT, KA —FEF—EDNNyT—OTEEINFT,
EDIDDT7U L avZEIEFBICETLEIN? FABICIE BUYRITHZTEO) R S EIEHEEICHEE
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Actions Answer Area

Group the related components.

Assign ownership to each component group.

Create 2 dependency graph for the application,

Identify the most common language used.

i
i

Answer:

s == Microsofts

- . ;
Group the related components, =58 ICreate a dependency gra ph for the application.

Assign ownership to each component group.

Create a dependency graph for the application.

Identify the most common language used,

Rewrite the components in the most commaemdangiage.

Explanation

Create a dependency graph for the application.

Group the related components.

Assign.qwnership to each component group.
= .
= fvicrosoft

Step 1: Create a dependency graph for the application

By linking work items and other objects, you can track related work, dependencies, and changes made over
time. All links are defined with a specific link type. For example, you can use Parent/Child links to link work
items to support a hierarchical tree structure. Whereas, the Commit and Branch link types support links
between work items and commits and branches, respectively.

Step 2: Group the related components.
Packages enable you to share code across your organization: you can compose a large product, develop

multiple products based on a common shared framework, or create and share reusable components and
libraries.



Step 3: Assign ownership to each component graph

References:
https://docs.microsoft.com/en-us/azure/devops/boards/queries/link-work-items-support-traceability?
view=azure-

https://docs.microsoft.com/en-us/visualstudio/releasenotes/tfs2017-relnotes
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FCDEMEFRCYFTUAFRTIZ—ENERO—H T EHORXERICIX BHINATWSEESE
RTELHAREEDHIBEFDBARRNEFENTUVET  MDAMNE LWMERREZF >TULVELAE LR
M, W OMDEREY MIEHDOIE LWMERREZFOME LIERA,

CDEI L IAVTERIZZEA-RZIEI, TNICRAZEIITEFRA  ZTOHERE. CNODERIILE 2 —E
HIZRRSINFEFA,
EHEEEORRBIOLALHY ET, COEFHETIE, YY) —RDBRBEASNDBHEICU Y —RABF—L)—4—
&> TERBEINDIDBELNHYFET,

ABILBFERBLURNIZITHONEIDLELRH DI EVNWSIKRY O —NHY FET,

AEBIZ2EERU LMD EBRAICKET S EnbhMYELT,

AFRIZ8HELU LMD DG EIZOAREANKRT HELIICTILENHY FT,

fRRR  EBERDEHN L [7— bOBFHEMRA T a v EERBLET,
NIFEEZERLTOVEIMN?

A. [FL

B. LMMZ

Answer: (&% &RT~9 5)
Explanation

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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FCOBEME RLCSFHUAERTTH—EDOEMO—EHTYT, V) —XDEEMIZIE, BESN-BE%
ERTHAREMEOHIMEDOY ) 2 —2 3 UAEENTUVET, —HOER Y MMIIEEHRDIE L ULMEREK
RHc5HEELHNIE ELWMERENGEMEELHYET,

CDEVIVOBEMICEETSHE. TDEMICRDZLIEITEERA, ZTOHERE. ChoDERMITL
Ex—EBE@EICRTINEFLA,

Azure DevOpsT7OY Y FEEBLET,

JO2zy FOBEMNEBELLHICELRELBEVESICTIRLELRHYET,

BRRER Ny T —OPMERENT-6 Y TRV )T avALRRFY U EETLET,
NIFEEZERLTOVETN?

A. LY

B. LMV R

Answer: (&% &RT~9 5)
Explanation

Instead implement Continuous Assurance for the project.


https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

Note: The Subscription Security health check features in AzSK contains a set of scripts that examines a
subscription and flags off security issues, misconfigurations or obsolete artifacts/settings which can put your
subscription at higher risk.

Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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Azure DevOpsT 7 OA /M TSA V&R LTWET , 7 F7AASh=7 T r— 3 »I&, Azure Key
VautiZRFESINATWA L —I Ly FEFERAL T WebH—EXICR L TR SNET,

RBEANA TSA4TO—U Ly hEFERTIVLELNHYFET,

EDIDDTHI LAV EIRBICERTIILEAHY FIN?EETSHICE BUGETHI Va3 ETIar
DR HSEEEHICEHL ELWVBEFICHERET,

Actions R A . o AnswerArea

Add an app registration in Azure Active Directory (Azure AD),
Configure an access policy in the key vault

Export a certificate from the key vault.

Add an Azure Resource Manager sefvice connection to the pipeline.
— — —
Generate a self-signed certificate. / [

O

Answer:
Actlons e e Answer Area _ Y
Add tion in Azure Active Di (Azure AD). | R T < TR VR ST R
 — :r‘afp tqll‘ra_'c"_ln_ li _me_ :diwl_ l_re_ I_ 4 ! Create a seqiie@pifincifill in ARure WEtive Directory (Azure AD) !

"""""""""""""""""" | b W B B el S ST
_________________________________________

| Export a certificate from the ey vault o
___________________ o
| Add an Azure Resource Manager service connection to the pipeline. 2 _ AT Y i o A i A A o R 1
______________________________________ L = a3 Add an Azure Resource Manager service connection 1o the pipaline. |
| Generate a selt-signed certificate. | o st P s e T e S S e ®
T R A ST T Wk W | - - -
JCreate a service principal in Azure Active Directory (Azure AL I'_ : | I |1 /‘j = o~ A o=t o

R e T o o = o - ( - )

iy ” - [ o ud S “

Creating a service principal
Creating a key vault
Check the Azure Pipeline
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Azure DevOps 27O 9 FAHY FET,
Template1.yml & W\ BEIDRDT > TL—HFERLET,

: npm-ipsDall

install

n compile

Filel.yml E WS BRIDRD/INA TS5A4 UEERLET,



File1.yml DRIIZ Templatel.yaml BNEITEIND LS IZTHIHELAHY 7,
Filelym Z2ED LS ICEFHTHILENHY FTH?

A. parameters: usersteps: extends: template: tesplatel.yml - task: M

L]

™ Sane)adas damn)adal =1 naramotare * carctane acls B - errint
=0 celpliale. teiadiEd. < paramece « BT SLEL « = Ladk. 1y -"."'-1 - SCripx

A +7a>rD
B. 77 avA
C.#7+3avB
D.+#7 3> C
Answer: (&% &RT~9 5)

A#7: AZ-400J EE L GoShiken.com AMRE SN -EH LT LY AZ-400J HERRTESE !
GoShiken.com M E&x#T D AZ-400J FHERfERESE #1824t L TLVET, GoShiken.com AZ-400J FHE&fEIRE 1L &
BT MBENE-ETIISNET, &ZH® GoShiken.com AZ-400J fFRBE %24 Y FT BN B 5:
https://www.goshiken.com/Microsoft/AZ-400J-mondaishu.html (58030%OFF S 8% A & IEfi# {1+ E T 30%

whRIEI512— F: Freepdfdumps)
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AX— MREZEMIZLZFET,

ZEDA M) IPATICREINTVESI L ZHRALFELEA KRMZEZTAMLTEH, AY— MEHBEH
ZZELFEEA, AV— FMRHEBMASEESNGVERIFATT D,

A Web7 TUDRFTvToay bTNYA—ZBMTILELNHY FT,

B.Web7 JV (& EHEH—ERTSVEBEFERT DS ICHERINATVET,

C. AX— FMEHZBMIZT BRI Web7 7)) 2BEBT ILEAHY ET,
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Answer: (&% &RT~9 5)
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H1ET=IEProjectd = RET LHENHY ET,

HEIERERAMEITRETIN?

A. Dockerfile 7 7 4 JLVIZFROM&E S ZBM L TL &Ly,

B.EIWRNATSAUICIENRT—T 4779 bOAE—LRRAIZRVEEBMLET,

C.DockerZ R9 & EIL K4 TS5 4 VIZEBMLET,

D. Dockerfile 7 7 4 JLIZMAINTAINER&G S ZEBML £,

Answer: C (A —vyt—T %K)

Explanation

Scenario: Implement Project4 and configure the project to push Docker images to Azure Container Registry.

Project4 will provide support for a build pipeline that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile

You use Azure Container Registry Tasks commands to quickly build, push, and run a Docker container
image natively within Azure, showing how to offload your "inner-loop" development cycle to the cloud. ACR
Tasks is a suite of features within Azure Container Registry to help you manage and modify container
images across the container lifecycle.

References:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-quickstart-task-cli

Topic 1, Contoso Case Study: 2

Overview

Existing Environment

Contoso, Ltd. is a manufacturing company that has a main office in Chicago.

Requirements

Contoso plans to improve its IT development and operations processes implementing Azue DevOps
principles.

Contoso has an Azure subscription and creates an Azure DevOPs organization.

The Azure DevOps organization includes:

* The Docker extension

* A deployment pool named Pool7 that contains 10 Azure virtual machines that run Windows Server

2016.
The Azure subscription contains an Azure Automation account.

Planned Changes
Contoso plans to create projects in Azure DevOps as shown in the following table.
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Project
i Project details

Project 1

Project1 will provide suppaort for incremental builds and

third-party SDK components

Project? will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project?

Project 3 | Project3 will be integrated with SonarQube

Projectd will provide support fora build pipeling that creates a Docker image
Pigject 4_ L and pushes the image to theAzure Container Regisiry. Projectd will use an
€¥ishifiy DoCkeriile:

Projects will contain a Git'repository in Azure Reports and a continuous
Project 5 | integration tigger that will initiate a build in response to any change except for
changes within ffolderi ofthe repository

Projectd will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only ifthe number of cument work items representing active
software bugsis 0.

Project? will contain a target deployment group named GroupT that maps
Project 7 | to Pool7. Project? will use Azure Automation State Configuration to maintain
the desired state of the computers in Group?

Technical Requirements

Contoso identities the following technical requirements:

* Implement build agents rot Project 1.

* Whenever possible, use Azure resources

*Avoid using deprecated technologies

* Implement a code flow strategy for Project2 that will:

*Enable Team 2 to submit pull requests for Project2.

* Enable Team 2 to work independently on changes to a copy of Project?

* Ensure that any intermediary changes performed by Tram2 on a copy of Project2 will be subject to the
same restrictions as the ones defied in the build policy of Project2.

* Whenever possible. Implement automation and minimize administrative effort.

* Implement Protect3, Project5, Project6, and Project7 based on the planned changes.

* Implement Project4 and configure the project to push Docker images to Azure Container Reentry.
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HEEORFEV I E I TFHRBIZT oA L7 ITA—FZFESLEZFELTVET
HEEIIEHRPDOGFATEHCHEEF—LDAVN—OIZI 2 r—2a v ERB®TE=HIZT T 5—
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*HBRMAETOS IO FF—LDAVN—ZHNADAI A —2 3 F ¥ RILIZHEL FNHDF v R
IWHNTFvy FOBEBRZREFT S ZIRELET,

* Windows 10_ Mac OS_iOS_ AndroidD&A R L—TFT 4 V5 L X7 LTHIFATEE,
*HERDFEEEEOCRBEEZ IO Y MIEMT SMEEZIR®ELET,

* Azure DevOps E EEMHE LET,

fAz=HEHOTIHN?

A. Octopus
B. Bamboo

C. Microsoft Project
D. Slack
Answer: D (A —vyt—C#ET)
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Explanation

Slack is a popular team collaboration service that helps teams be more productive by keeping all
communications in one place and easily searchable from virtually anywhere. All your messages, your files,
and everything from Twitter, Dropbox, Google Docs, Azure DevOps, and more all together. Slack also has
fully native apps for iOS and Android to give you the full functionality of Slack wherever you go.

Integrated with Azure DevOps

This integration keeps your team informed of activity happening in its Azure DevOps projects. With this
integration, code check-ins, pull requests, work item updates, and build events show up directly in your
team's Slack channel.

Note: Microsoft Teams would also be a correct answer, but it is not an option here.

References:

https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-slack
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BREHEDT 4 T)V—23vARA— DV —RRFRIO—ZEDESITLTHERT H5DTYT A, BET
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I ZENTNIELVERTIRS D FOBENHY F£9,

Required secrets:

Certificate

Personal access token
Shared Access Authorization token
Usernamé and passward

Storage localion:

Azure Data Lake

Azure Key Vault

Azure Storage with HTTP access
Azure Storage with HTTPSaccess

Answer:



Required secrets:

Certificate

I Shared Access Authorization tokem
“Username and password™

Storage location:

Azure Data Lake
Azure Key Vault
| Azure Storage with HTTP access

celle=0 “TT?-"'D'lT'___

Explanation

Required secrets:. =" Micro<oft v
Certificate

Personal access token

Shared Access Authofization token
Username andpassword

Storage location: @w v
Azure Data Lake

Azure Key Vault

Azure Storage with HTTP access

Azure Storage with HTTPS access

Every request made against a storage service must be authorized, unless the request is for a blob or
container resource that has been made available for public or signed access. One option for authorizing a
request is by using Shared Key.

Scenario: The mobile applications must be able to call the share pricing service of the existing retirement
fund management system. Until the system is upgraded, the service will only support basic authentication
over HTTPS.

The investment planning applications suite will include one multi-tier web application and two iOS mobile
application. One mobile application will be used by employees; the other will be used by customers.
References: https://docs.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
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TERENBYET,
EQGith 7Y 3 Vv EERT ZRENBY ETH?

A )R—X

B.7xzvF

C. MergeE1457D5D1DDCBD40AB3BF70D5D
D. Push

Answer: C (A —vyt—T#ET)

Explanation

https://docs.microsoft.com/en-us/azure/devops/repos/git/pull-requests
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B =D&t (FAzure & Azure StackDREIZ/NA Ty KOS KZEH->TWVET,

B%t(XCI/ CD/\A TS5 4 »IZAzure DevOpsZFERAL TWLWET, L\ DD T7 T —3 3 UIdErang&
HackZ#E>THRESINTLET,

Erlang&Hack®/ N1 T v K950 REEDEL FEBRERO—ME L THR—FISNTWSI L ZHRET S
BENHYET,

V) a—2aVFEBA—N—Ay FERNDNCLGTFAEGY FEA,
EINRNRATSAVEETT5EOICAZERALETMN?

A. Azure DevTest Labs{r~ < > EDAzureDevOpstZIL I RR FIT—V Tz U b,

B. Azure Stack £ TE{TE L 5AzureDevOpstEILTRRA I — v b

C. Hyper-VIR#< < > EMAzureDevOpstZ /L I RR fIT—Dx U b

D.¥4-BYI KRR+ HI—TI

Answer: B (A —vyt—T%EY)

Explanation

Azure Stack offers virtual machines (VMs) as one type of an on-demand, scalable computing resource. You
can choose a VM when you need more control over the computing environment.

References: https://docs.microsoft.com/en-us/azure/azure-stack/user/azure-stack-compute-overview
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RRAFE IRTOYY—RETITOAATHE—ODREAF7AV T T L—FEERLET,
cNIFBEEZERLTHETIN?

A. Yes

B. No

Answer: A (A —vt—T%&9)

Explanation

Use two templates, one for each resource group, and link the templates.
References:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-templates
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T4 R—kGitHUbY R LU HY FT,

Azure R— FEQURZ F)DIAZY FRT—ERERTTIVLELHYET,

A EITRETIN?

A. GitHubTGitHub7 2 >3 V&= Em L9,

B. Azure Pipelines7 7') #GitHub ) /R R IZEBMLE T,

C.GitHub7 h o v F DB ERFDIE MFA) ZHBHLET,

D. AzureR— F7 U Z )R FYIZEEMLET,

Answer: D (A —vyt—T#ET)

Explanation

To connect Azure Boards to GitHub.com, connect and configure from Azure Boards. Or, alternatively, install
and configure the Azure Boards app from GitHub. Both methods have been streamlined and support
authenticating and operating via the app rather than an individual.

Note (see step 4 below):

Add a GitHub connection:

* Sign into Azure Boards.

* Choose (1) Project Settings, choose (2) GitHub connections and then (3) Connect your GitHub account.
* If this is your first time connecting to GitHub from Azure Boards, you will be asked to sign in using your
GitHub credentials. Choose an account for which you are an administrator for the repositories you want to
connect to.

* The Add GitHub Repositories dialog automatically displays and selects all GitHub.com repositories for
which you are an administrator. Unselect any repositories that you don't want to participate in the
integration.
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Add GitHub repositories
Add the GitHub repositories you want to use with your Azure Boards.
N Filter by keywords
Viewing 4, 4 selected
..ﬁ.:'l - 2 :
(v] = JamalHart/fabrikam- apps-2
® ™ jamalHart/fabrikam-demo

v {  JamalHart/fabrikam- open-sdurce

)
B\ A st

Reference:
https://docs.microsoft.com/en-us/azure/devops/boards/github/connect-to-github
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CDEH Y aVTERIZEZAERIE FNICRAZEIEITETFERA, TOHE ChoDERMIXLEL—HF
HIZRRENFEFHFA,

FHEETERRBITOLRNHYET, COEFHTIE, VU —XBEREASABHEINZ) ) —ZABF—L)—F—
[CK>THRBEEINDIVBENHYFT,

HET TR ZEMNSEFRURNICITONGETNIELE S LEN I L EZRRTVSEEF>TLET,
AEEN2EEEULENNDIGEEIZDH TOREEZRRLET,
ABIZHERLUEND S EEICOARANKBRTHELIICTILENHY FT,

BRREERODESI O BEERRRBDIANLT IV NEEEZEELET,

NIFEEEZERLTOETM?



A L\ %
B. (&Y
Answer: A (A —vyt—TU#ET)
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RG110d11566895& LN ZRID ') VY — R T JL— T Tdb1& VS ARIDAZUreSQLT—2A R—X EFEHT 5
Web¥ 4 FEEELEFT,

SQALA >z a v RETAHICIE SALT—IR—REZEETILELNHYET,

CDRRY ERTI AIZIE, MicrosoftAzure R—Z JLIZHA VA4V LET,

Answer:

See solution below.

Explanation

Set up Advanced Threat Protection in the Azure portal

1. Sign into the Azure portal.

2. Navigate to the configuration page of the server you want to protect. In the security settings, select
Advanced Data Security.

3. On the Advanced Data Security configuration page:

@ vanazuresqldbserver - Advanced Data Security

« FHsave X Discard WP Feedback

ADVANCED DATA SECURITY

B Overview
B Activity log = =
i Aocesscouirol AN VULNERABILITY ASSESSMENT SETTINGS
& Tags Subscription

SQL DB Content

K Diagnose and solve problems

Settings

Quick start
¥ Failover groups

Manage Backups
A3 e Wt

am Active Directory admin / L | |
B SQL databases ‘ , B

v
| i
JRL elastic pools ADVANCED THREAT PROTECTION SETTINGS

. EEM dﬂlbqses).‘; O | t Send alerts to @

Import/Export history [ Emoit addresse

% DTU guota [v] Also sen

1! Properties

&8 Locks
E3

Export template

Security

ICB Advanced Data Secuﬂ I

4. Enable Advanced Data Security on the server.
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Note: Advanced Threat Protection for Azure SQL Database detects anomalous activities indicating unusual
and potentially harmful attempts to access or exploit databases. Advanced Threat Protection can identify
Potential SQL injection, Access from unusual location or data center, Access from unfamiliar principal or
potentially harmful application, and Brute force SQL credentials Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-create
https://docs.microsoft.com/en-us/azure/azure-sql/database/threat-detection-configure
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GitHuba— FDBITZEITI ARENHY EFT, V) 12— 3 (X DevOpsIRIEDETEI S NI-EEZY
R—rTRENHYFET,

AIZEINRESTIMN?

A. git clone

B. GitHub{ > 7/R—4% —

C.Azure JI R LYICYURD ) EAVR—FT B

D. git-tfs
Answer: A (A —yt—T#ET)
Explanation

Woodgrove Bank plans to implement the following changes to the DevOps environment:

* Migrate all the source code from TFS1 to GitHub.

The Git-TFS tool is a two-way bridge between Team Foundation Version Control and Git, and can be used
to perform a migration.

Reference:

https://docs.microsoft.com/en-us/devops/develop/git/migrate-from-tfvc-to-git
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Linux %179 5 VM1 &WLV\S ZHEID Azure [RE<T D UhHY £,

Desired State Configuration (DSC) #i3E#8E%E VM1 ICT TR/ $5FETT,

Log Analytics T— x> MI@EUIGET ALY R PO RRHFAZGETEILELHYET,

AR VRZEEDESICETTIRENHY FIM?EETHICIE BEIY 7TEUGA T 3 0 E&ERL
F7,

EENFNAOELWMERIE 1 RS > FOBEENSHY T5,

setfacl -m u:omsagent:

Answer:
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setfacl -m u:omsagent: " \,
r Jlib
X fetc _
o Yl /tmp_
WGPes ot Jusr

Explanation
setfacl -m u:omsagent:

r Jlib
X Jetc
P r,.a'tﬂn
i IVIICros| usrp

Box 1: rwx

The Log Analytics agent for Linux runs as the omsagent user. To grant >write permission to the omsagent
user, run the command setfacl -m u:omsagent:rwx /tmp.

Box 2: /tmp

Deploying DSC to a Linux node uses the /tmp folder.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-onboarding
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Value

Answer:

splverslon: 91%-17-81
lacationn ssstun
nasa | Appl
propertlen:
contalnari
= namal Contalmerd

propertiens

[ tmage: wycompany/myinage:1.0.1

tagy: mull
Tyt Mlerataft . (ontalnar IR1TSnes/ cont slnardroupt



FNs ] splversion: 2019-12-01
MR ——
r;‘lllilhliﬁ:;l-:ﬁ—'-'l lacatisar anutun
N
o — — — L m’
llveme naProbe I
: properties:
U — i —
IL-W I contalnecy)
‘-;‘Ei;;i;:;;g;-hd-—_'--"[ - ramgi coatalnerl
l-.._- BN i P
'——_——.—_-.-—-_—-._—... m‘ Ledi
reaadiagunProbe I
11.0.1
porta: []

af. G :,... .
p“p s}

hetpGet
pathy
port: BOde
S T
timsoutiecends: 1§
oaTypel Linus
restartPolicy: !—WWH‘I_ I

tags: null

type: Alcrocoft.(ontainerinitonce/ contalnerlroust

Explanation



Values Answer Area

Al .
Always apiversion: 2019-12-91

& i ¥ - -
initialDelaySeconds location: eastus

name: Appl
livenessProbe
properties
Nevar containers:
— - - nam2: contalnerl
pericdSeconds

properties:
readinessProbe
images rytrn.--)_ffl::gf:l.ﬂ.l
successThreshold ports sl
resourees!
regeurces
requests
cpui 1.0
memoryInGB: 1.5
readinessProbe
httpGet:
path: /
port: BoBO
Value
tineoutSeconds: 1
osType: Linux
restartPolicy: periodSeconds
tags: null

type: Microsoft.ContainerInstance/containerGroups
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BHOY—ZANo0OTEHBITLET,

BREDEAFRZHELEFT,

BERY—ILDOENDEELHEEZY ) 12 —2aVICEDIRERHY TIHM?
A 75— FEHE

B. e RSN -ER

C. o#r

D.&mE=AULY

Answer: (&% &9 B)
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RTEINFEA,

75 KTHRA F&h T AJenkinsH—/3— & 37 L L Azure DevOps BRI Z#& LE T,

BAFEE N Azure ReposD TS5 U FICEEZ I w b LTz & EITJenkins[ZEAN ZFXET B 121X Azure
DevOpshWMILETY,

RRR EIRFRTARNY MEFERAT I —ERTYHOHY TR YT a3 VvEERLET, CNITBEEER
f~LTWETM?

A. [ELy

B. L\ %

Answer: B (A —vt— U %7%9)
Explanation

You can create a service hook for Azure DevOps Services and TFS with Jenkins.
However, the service subscription event should use the code pushed event, is triggered when the code is
pushed to a Git repository.

A#7: AZ-400J RIEE L GoShiken.com AMEE SN -EH LT LY AZ-400J SHERFTRESE !
GoShiken.com M E&x#1 D AZ-400J FHERfERESE #4124t L TLVET, GoShiken.com AZ-400J FH BRI 1L &
BT MENERTIINET, ZFD GoShiken.com AZ-400J FIEE 24w FTHAIFI B 5:
https://www.goshiken.com/Microsoft/AZ-400J-mondaishu.html (58030%OFFREIRE5E A & IEf2 (1= T 30%

wHRIEI513— F: Freepdfdumps)
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Actions | cAnswer Area

-
|]\f3 JH< L _“*\(\ |. L

St

Runhelm init.

Runaz aks install-connector.

©®

Create a YAML file. @
©

Runaz role assignment create

Run kubectl apply.

Answer:
Actions Answer A\ . 4
- | -, E_ = “H E ELGS{:‘L{_{_ sy an I
Runhelm init. I |Createa*mMLm& | I
e TP |, L e |
Runaz aks 1n5tall =connector. ~ === — |
| L Runkubectl apply

| it . |Runhelm init.

——eee e e =l e

Explanatlon

| Create a YAML file.

Run kubectlapply

Runhelm init.

Step 1: Create a YAML file.

If your AKS cluster is RBAC-enabled, you must create a service account and role binding for use with Tiller.
To create a service account and role binding, create a file named rbac-virtual-kubelet.yaml Step 2: Run
kubectl apply.

Apply the service account and binding with kubectl apply and specify your rbac-virtual-kubelet.yaml file.
Step 3: Run helm init.

Configure Helm to use the tiller service account:

helm init --service-account tiller

You can now continue to installing the Virtual Kubelet into your AKS cluster.

References: https://docs.microsoft.com/en-us/azure/aks/virtual-kubelet
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Azure Pipelines #{# A L T Reactjs 7 77— a v ELRBEXUTRAMLET,

B—oalzE o1 TS5S14onHBYET,

N TS5A40EETTBHE=UIZ_npm N5 JavaScript 1INy 5 —CFA VA R—ILTBDIZH 5 DT
EhbhmyY FELT,

M T4 DRTHBZERT HV ) 1—2a Ve BT ILENHYET,

BRE N TSA VKRR EFERT I LEHEDLET,

ChIFBEZEFF-LTWETM?

A. [FLy

B. LMV R

Answer: (fAZ % RTd 5)
Explanation

Pipeline artifacts are a way to persist build outputs, test results, and other files generated during a pipeline
run.

They allow you to share data between stages, jobs, and pipelines, and to persist data for longer than the
lifetime of a pipeline run. While artifacts can be useful for sharing data between pipeline runs and reducing
the time required to download dependencies, they are not a solution for reducing the time required to install
JavaScript packages from npm during a pipeline run.

The solution of reducing the pipeline execution time could be achieved by using package caching, which
allows you to store and reuse npm packages from previous pipeline runs. There are several package
caching options available for Azure Pipelines, including the npm task, the npm cache task, and the npm ci
task. All of these options allow you to configure caching for your npm packages, which can significantly
reduce the time required to install packages during subsequent pipeline runs.

Another solution could be using a dedicated agent that has those packages already installed, this way the
pipeline doesn't have to install them again.

You can find more information on package caching by following this link
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/package/npm-cache?view=azure-devops

BT RE: 139

I COBERBIX RLYTIVAZRTT A —EOEMO—ETY, VI —XOFEMICIF EESh-BEZ
ERTEAMADY ) a—2avhEFENTVEY, —EHOEME Y FMIFERDELVMERENH DSBS
AHYFITMN MOERtE Y MZIEELWFERREDLGWEENLHY T,
COEIVAVOERMICAEYSE, ZNEMICRAZLEFETEERA, TORE, ChoDERIIEL
Eax—BEEICKRTEINFEFLRA,

=t DAzure DevOpsEilE Z EFH T HFETY,
SHOFARTOCRPICREST HLROMEERET SRENHYFET,


https://www.jpnpdf.com/Microsoft.AZ-400J.v2023-05-20.q165-mondaishu.html

*SAEVRER
HMEEhTWSI4TFY)

FRIRER - REARDT —FERELFT,
CNIFERZEERLTVOEIMN?

A [FLy

B. L\ R

Answer: B (A —vt—T#EY)
Explanation

Instead use implement continuous integration.

Note: WhiteSource is the leader in continuous open source software security and compliance management.
WhiteSource integrates into your build process, irrespective of your programming languages, build tools, or
development environments. It works automatically, continuously, and silently in the background, checking
the security, licensing, and quality of your open source components against WhiteSource constantly-
updated denitive database of open source repositories.

Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/
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LUTDOEGZE -9 Dockera T+ —BEFEZEZHET IVLENDHYFT,

*EfgRERER T R/AMRICHNZ %

*REEZROEFL) T RABEETR/IME

HEIZIIMEHBEICEOHIRETIMN?

A ZEREEEIL R

B. EEEEIL

C. PowerShell®Desired State Configuration DSC)

D. Docker Swarm

Answer: A (A —vyt—T%EY)

Explanation

Multi-stage builds are a new feature requiring Docker 17.05 or higher on the daemon and client. Multistage
builds are useful to anyone who has struggled to optimize Dockerfiles while keeping them easy to read and
maintain.

References: https://docs.docker.com/develop/develop-images/multistage-build/
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Burndown The elapsed time from the creation of work items
, to their completion:
|Cycle Time
s M':'I’O ﬁt _ ;
B2 d"Hth" Fhe &l psed time to complete work items once
they are active:
NEIGL Thetemaining work:

[B'-"T“jﬂ“’” ' The elapsed time from the creation of work items |

7--_: 355w to their completion: |_ I:'E?f_-.r.i_rﬂf..
| Cycle TlﬂIE:J

R sedtime to complete work items once [~ o
EirerOSiifleedve © [Gica Tne]

The remaining work:

Explanation
Graphical user interface, text, application, chat or text message Description automatically generated

VIicrosoftt

The elapsed time from the creation of work items
to their completion: Lead Time

Burndown

Cycle Time

The elapsed time to coimplete work items once .
Lead Time
they are actlive: Cycle Time

Velocity

The remaining work: Burndown }

Box 1: Lead time

Lead time measures the total time elapsed from the creation of work items to their completion.

Box 2: Cycle time

Cycle time measures the time it takes for your team to complete work items once they begin actively
working on them.

Box 3: Burndown

Burndown charts focus on remaining work within a specific time period.

Reference:
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/velocity-guidance?view=vsts

https://docs.microsoft.com/en-us/azure/devops/report/dashboards/cycle-time-and-lead-time?view=vsts
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/configure-burndown-burnup-widgets?

view=vs
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Actions - MiCFOSOft

Create a service account in the cluster.

Create a service principal in Azure Active
Directory (Azure AD).

Add an Azure Function App for Container
task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task t@ the
deployment pipeline,

Configure RBAC roles in the cluster.

Answer:
Answer Area
Actions
Create a service account in the cluster.
i - - Create a service principal in Azure Active

— Directory (Azure AD).

‘Create a service principal in Azure Active

Deeciory (Azure AD). Add a Helm package and deploy a task to

r the deployment pipeline.
Adcl‘i( an Tucrie Fiunction App flor Container L
task to the deployment pipeline. !
) pipe ' Add a Docker Compose task to the

deployment pipeline.
Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.

Explanation



Create a service principal in Azure Active
Directory (Azure AD).

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

MNirrocntt

You can set up a CI/CD pipeline to deploy your apps on a Kubernetes cluster with Azure DevOps by
leveraging a Linux agent, Docker, and Helm.

Step 1: Create a service principle in Azure Active Directory (Azure AD) We need to assign 3 specific service
principals with specific Azure Roles that need to interact with our ACR and our AKS.

Create a specific Service Principal for our Azure DevOps pipelines to be able to push and pull images and
charts of our ACR.

Create a specific Service Principal for our Azure DevOps pipelines to be able to deploy our application in
our AKS.

Step 2: Add a Helm package and deploy a task to the deployment pipeline This is the DevOps workflow with
containers:



1 EJu B
PP A:zure Kubernetes Service
i EJu B

Azure Container Registry

Step 3: Add a Docker Compose task to the deployment pipeline.

Dockerfile file is a script leveraged by Docker, composed of various commands (instructions) and arguments
listed successively to automatically perform actions on a base image in order to create a new Docker image
by packaging the app.

Reference:
https://cloudblogs.microsoft.com/opensource/2018/11/27/tutorial-azure-devops-setup-cicd-pipeline-
kubernetes-d
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Explanation

PMD is a source code analyzer. It finds common programming flaws like unused variables, empty catch
blocks, unnecessary object creation, and so forth.

There is an Apache Maven PMD Plugin which allows you to automatically run the PMD code analysis tool
on your project's source code and generate a site report with its results.
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NET Core7 7Y r—2a vEBLA A—CEERTHFETY,
RDa— kEELDockerfile 77 A ILABHY FET, ((TEHEBISRAICOAZTENATLET,)
FROM microsoft/dotnet:2.1-sdk
COPY ./
RUN dotnet publish -c Release -0 out
FROM microsoft/dotnet:2.1-sdk

COPY —from=0 /out /

WORKDIR /
ENTRYPOINT [“dotnétTsriappd.dll”]

A A=V EEINDEZITAA—UNTELLFINSNWI LEZHRTILENHYFET,
T7ANDEDTEERLETMN?

A. 1

B.3

C.4

D.7

Answer: C (A —vt—T %KY

Explanation
https://github.com/dotnet/dotnet-docker/blob/master/samples/dotnetapp/README.md
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Azure Automation State Configuration Z#HA L T REYS VD DEREZEETSFETT,
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C.®Bm>)V—X>/—F

D. JYV—X>ER>/—F

Answer: B (A —vyt—T%EY)

Explanation
In Azure Automation State Configuration, the Desired State Configuration (DSC) configuration files are used

to define the desired state of resources on a system. The structure of the code blocks in a DSC
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configuration file should be organized in a logical and meaningful way.

One way to structure the code blocks is as follows:

* Configuration: This block defines the overall configuration, including any parameters that are used in the
configuration.

* Node: This block defines the target node(s) for the configuration, typically specified by the hostname or IP
address of the target system.

* Resource: This block defines the resources that are managed by the configuration, including the resource
type, module, and properties.

"A configuration script consists of the following parts:

The Configuration block. This is the outermost script block. You define it by using the Configuration keyword
and providing a name. In this case, the name of the configuration is MyDscConfiguration.

One or more Node blocks. These define the nodes (computers or VMs) that you are configuring. In the
above configuration, there is one Node block that targets a computer named TEST-PC1. The Node block
can accept multiple computer names.

One or more resource blocks. This is where the configuration sets the properties for the resources that it is
configuring. In this case, there are two resource blocks, each of which call the WindowsFeature resource."
https://docs.microsoft.com/en-us/powershell/dsc/configurations/configurations?view=dsc-1.1#configuration-
synt
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Answer: C (A —vyt—T%EY)

Explanation

System-assigned managed identities enable Azure resources to authenticate to cloud services without
storing credentials in code. They also support granting privileges to the identity, making them the ideal
choice for this scenario. Source: Microsoft
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Actions

Select the Recurrence
trigger.

Create an Azure
event hub.

Create an Azure
logic app.

Selectthe HTTP @

request trigger.

©

Update the action group
in Azure Monitor.

Select the Sliding
Window trigger.

Answer:




Actions Answer Area

Select the Recurrence P i e ‘I

___ _ftrigger. ! I Create an Azure |

e i : logic app. |

Create an Azure | e e e :
event hub. §

r- i

1 Create an Azure | ol Selectthe HTTP

! logicapp. ______,'; ©, request trigger. @

B e e

Fe=====—=4== 5|

| Selectthe HTTP ;@ @

. request 1ngger u | _ :

——————————— — I Update the action group

Update the actmn group | : in Azure Monitor. |
inAzureMonitor,. | === -----

e e i

____________ r
Selectthe Sliding | L IVT
Window trigger. | Vil

Explanation
Graphical user interface, text, application Description automatically generated

Create an Azure
loglC app Microsoft

Select the HTTP
request trigger.

Update the action group
in Azure Monitor.

Box 1: Create an Azure logic app.
Box 2: Select the HTTP request trigger.
Box 3: Updated the action group in Azure Monitor.

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/action-groups-logic-app
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Windows ServerE£{79 dAzurefREBY o U4 VB —R Y MU TH A= 30 —EXR 1S)ET 70



1S 2BENHD

2019,

EELWVREDHER DSQERRAV Y TN EEDLIICETIHIRLEAHYEITH?EZ BT, BEULE
ZELWBFRICKS v I LEY , BEKX 1EFERAEShLIL BHEFERAENLIL, Fo-{FRASNEE
BRHYFET RAUFLEFRVO—LLTaVTFUYERKTLET,

FZNETNOELWERINIARS D FOBESHY FT,

Values Answer Area
Value = MyDsc {
Node fS@rverl’ {
LS vale | MyConfigDetail {

Ensure = 'Present”

ton;Filurat ion

Hame = ‘Web-Server'

|
|
|
In¢ludeAllSubFeature |

I. N'EIMDHSFHEW"!

= Microseft

(Configuration

Nede 'Serverl' (

1 ruigdmf‘“w" MyConfigDetail {

[ )
<l TN E OE

Ensure = 'Present’

Name = ‘Web-Server'

Explanation
Answer Area
| Configuration [MyDse (
Node “Serverl® { -
WindowsFeature . |MyConfigDetail {
Ensure = ’mmt‘
Hame = ‘Web- Server’

B® Microsoft
Box 1: Configuration

The following example shows a simple example of a configuration.
configuration lISInstall




{

node "localhost"

{

WindowsFeature IIS

{

Ensure = "Present"
Name = "Web-Server"

}
}
}

Box 2: WindowsFeature
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview
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Azure DevOpsIZ 7Oz rMHY EF, Azure DevOps 7O =4 MZF v 4 > Shi-Microsoft
Visual Studio®Azure!) Y —R S IIL—TEEATOS Y bHBHY FT,

Azure Resource Manager7 > 7 L— rE2FEHALTYV—REEBRTZVI)—RI\L TS54A4 D EERT B0
ENHYFET,

RRRIEEEZZR/IRICHIZOIDENHY FT,
EDBRYBALTHEI) 2= aVIZEHBEZRETTHN?

A. Azure Cloud Service Deployment

B. Azure RM Web App Deployment

C. Azure PowerShell

D. Azure App Service Manage

Answer: (A% RTd 5)

Explanation

There are two different ways to deploy templates to Azure DevOps Services. Both methods provide the
same results, so choose the one that best fits your workflow.

1. Add a single step to your build pipeline that runs the PowerShell script that's included in the Azure
Resource Group deployment project (Deploy-AzureResourceGroup.ps1). The script copies artifacts and
then deploys the template.

2. Add multiple Azure DevOps Services build steps, each one performing a stage task.

The first option has the advantage of using the same script used by developers in Visual Studio and
providing consistency throughout the lifecycle.

References:

https://docs.microsoft.com/en-us/azure/vs-azure-tools-resource-groups-ci-in-vsts
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EHEYARAA—TSUFICEEII Y FLET,
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ROERZH-IEEEERFIEZEET ILENHY FT,

RRAI—TSUFaRETILENDHY SUIHKETSIVFITHLOWERZHAALBLENHY FT,
EFRE ZEI—COHINC DHELCEBIADN ) —RAIRX—D ¥ —IC&2TLEA—BLURBINLIBEN
HYZFET,

TV IR MEFERALT ERZYRZI—TSUFIZMY RTHENHY FT,

Azure JRY ) TRIZEHET AWELHY FIHM7?

D18912E1457D5D1DDCBD40AB3BF70D5D

AXRI—TS0FDITIFRY O—

B.7O0Y ) FEEDY—EXR

C.7RaYz¥y rREDTIAAM AV FT—IL

D.RRA—TSVFDISoFEXalT+«

Answer: A (A —vyt—T%EY)

Explanation

Branch policies help teams protect their important branches of development. Policies enforce your team's
code quality and change management standards.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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AzurePipelinesIZEJL FIXA TS5 A4 V& EGAzureY ) a—aohHYUERT, EIL KA TS A UHFR
T AR, MR AEENRELET, EIL RN T4 VORBICI N DERHEEET SLENHY F
¥, BEERIEZETHEREN?

A ELENRLTSA VEBHORT—UIZHREILET,

B. BMOIFT 3 T#BALET,

CHLLWI—z FT—ILEERLET,

D. t/LIRARMEILRFI—Sz U FEAMICLET,

Answer: B (A —vyt—T%EY)

Explanation

https://docs.microsoft.com/en-us/azure/devops/pipelines/troubleshooting/troubleshooting

BE7E AZ-400J FEIRES (X GoShiken.com M SN F-EHK LT LY AZ-400J FHERRIRESE !
GoShiken.com W& HT D AZ-400J FRERFEIEE 12t L TULVET, GoShiken.com AZ-400J BRI RE [ &%
BT BENERETIIVET, D GoShiken.com AZ-400J FEIRBE 4w FF B AIFIH 5:
https://www.goshiken.com/Microsoft/AZ-400J-mondaishu.html (58030%OFFRAIRE5E % & IEf2 (1= T 30%

wiAE51a— F: Freepdfdumps)
EHTEIRE: 152

HE =D&t (FAzure DevOpsIZFH LLWeb7 T r—> 30070V bEFELSTULWET,
BA#tlEtEFa1) T4 E2REXFEDIDELTEITFTULET,
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A VISR LIV FrDFAEFERNTRT DAL ZR/NRICHIZ 5O DRREEZHET DVLELH Y
F9,

fAlZzHEHTIMN?

A. 1 >S54 >Azure PowerShell DETA R H#/N4 TS54 VIZEBMLET,

B. PowerShell# X 9 /84 754 > IZ:BH0 L TSet-AzureKeyVaultSecret#E1T L £ 9,

C. Azurre Key Vault2 R /84 TS5 4 VIZEBMLET,

D. Azure Key Vaultd® 5 B8 #Azure Resource Manger7> 7 L— 2B L E T,

Answer: (&% &RT~9 5)

Explanation

Azure Key Vault provides a way to securely store credentials and other keys and secrets.

The Set-AzureKeyVaultSecret cmdlet creates or updates a secret in a key vault in Azure Key Vault.
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecret

= HTMEIRE: 153

Y—AEHEIZITGitZFERALET,

TRAMERATIREY D VEEL 3-GI3ZIP 77/ ILETZ Y bFBREAHYET V) a—avld,
ROBHER/BI-THENHYET,

T7ANEN=—2Da VBEBINTVWLIRENHY TS,

T7ANIE HMEFTEa3—F a3y MIBEERFTLOATWEIRENHY FT,

YD) a2a—qVICEDBIRBENHD 2 DODT7 I aVIEENTIMEBERE V)a1—arn—E%Er
LTWLWET,

FEFNFNDOELLERIT 1 RS Y FOBEELAHY T,

A. Git IFS fLsR#REZ 1 X b—)L L HiSRIERER ZIP 27 7 A JLICBEER ITE T,
B.774)L%23y b BRI GZip #FERALTI7AILEEBLET,

C. 774 JL% Azure Storage [ZH#IL BLOB/N—2 3 U HFHRIZLET,

D. git-fat #E3RMEEEZE 1 > R b—IL L RIRIEREZ ZIP O 7 1 JLICEEEM ITET,

E. git-stash ¥aaR#EEEZ (4 > X b—IL L  ¥L5E#EEE ZIP 7 7 A4 LICEEEMITE T,

Answer: (&% &RT~9 5)
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allof
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B. T RXTOHTTP 5 7 4 v HAzureStorage 7 H o> FERET DD EHEET

C. # L L AzureStorage 7 h O >V bADTARTD RS 74 v IDESILSN TS L EHELET
D. #7 L L)Azure Storage 7 A0 > kDat) T— 2 AMREFRICESIESNS L SICLET

Answer: D (A —yt—T #ET)
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Azure DevOpsTProject2) 0 — K7 O—EiR & RETILELNHY FT,

ED3IDDT7HI L avEFIBBIZETLETMN?BZZ(CE, EYLRTHZTHO Y X b SEIZEEEIZEE
L.ELWEFTHARET,

Actions Answer Area

Create a fork

Create a branch

Add a build validation policy.

VO
©O

Add a build policy

Create a repository

Add:ﬁ BOPAIOh ExEasTiblicy.

Answer:

Actions Answer Area

Create a fork I

Add a build policy

Create a repositary

Explanation
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Answer Area

|_Ereate a repository

! Create a branch

Ii_Add a b.l:l_l'.@ validation policy.

Step 1: Create a repository

A Git repository, or repo, is a folder that you've told Git to help you track file changes in. You can have any
number of repos on your computer, each stored in their own folder.

Step 2: Create a branch

Branch policies help teams protect their important branches of development. Policies enforce your team's
code quality and change management standards.

Step 3: Add a build validation policy

When a build validation policy is enabled, a new build is queued when a new pull request is created or when
changes are pushed to an existing pull request targeting this branch. The build policy then evaluates the
results of the build to determine whether the pull request can be completed.

Scenario:

Implement a code flow strategy for Project2 that will:

Enable Team2 to submit pull requests for Project2.

Enable Team2 to work independently on changes to a copy of Project2.

Ensure that any intermediary changes performed by Team2 on a copy of Project2 will be subject to the
same restrictions as the ones defined in the build policy of Project2.

Prc}ebt? will use an automatic build policy. A small team of developers named

Team?2 will work independently on changes to the project. The Team2 members
will not have permissions to Project?.

References: https://docs.microsoft.com/en-us/azure/devops/repos/git/manage-your-branches
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BkT R FEEDSEEEMicrosoft NETFrameworkY 1) 2 —3 3 VEBRFE L TULWET,
EINRNRATSA0D—EELTCHI—FDI— FREBERIEETT 5 & 51TSonarQube ##ERL T S E
nHYET,
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Actions Commar.:mdﬁ iatements
Run Code Analy

Visual Studio Test

Publish Build Artifacts

Visual Studio Build

Prepare Analysis Configuration

Answer:

Actions Commands Cmdlets Statements

Run Code Analysis i nflguratlon

Visual Studio Test

Publish Build Artifacts

Visual Studio Build

Visual Stud @
%’%@

Run Code Analysis

Step 1: Prepare Analysis Configuration

Prepare Analysis Configuration task, to configure all the required settings before executing the build.

This task is mandatory.

In case of .NET solutions or Java projects, it helps to integrate seamlessly with MSBuild, Maven and Gradle
tasks.

Step 2: Visual Studio Build

Reorder the tasks to respect the following order:

Prepare Analysis Configuration task before any MSBuild or Visual Studio Build task.

Step 3: Visual Studio Test



Reorder the tasks to respect the following order:

Run Code Analysis task after the Visual Studio Test task.

Step 4: Run Code Analysis

Run Code Analysis task, to actually execute the analysis of the source code.

This task is not required for Maven or Gradle projects, because scanner will be run as part of the
Maven/Gradle build.

Note:

Ll

B NuGet restore

Prepare analysis on SonarQube

Buila ﬁrlu-tmﬁ "“\*sin
VsTest - testAssemblies
RufiCade Analysis
_ Publish Quality Gate Result
rosadt

= Publish symbols path
ot

References:
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Extension+for+VSTS-TFS
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Azure DevOps [Z Project! L WS EZRINDTA T Y HH Y  Azure Pipeline [Z ReleaseP1 & LS ZRID 1)
)—R LTS48 HYFET,

ReleaseP1 DFH LWV J—ZAMBERINFEZIT FHFLWIU—X /—F Fxa AtV bAMERENE &S
[T BDENRHYET,VU—R /=ML FHRELENTBENSFNLTVWIRENHY FT,
IBHFICETTIDLELHD I DDT7ILIAVEENTIMNM BZRBICIKX BUNETILaVEFEAEDT
9 avh oBEEEICEEL ELWVEFRICENEZET,

I REOERRICEBMOELVEFAHY T . BRLEZELVEFOVWIT NI LTILYY bER
(TERY ET,



Artinnc

ASG 3 CashDOMA widget That retrieves the feature 3nd Duguie

e
ask in ReleaseP1 that wiillet

Answer Area

| Create'd senvic® prificipal,

Greate a PowerShell task in ReleaseP1 thal writes the retrieved data lo a
markdown fie,

Add a dashboard widget that retrieves the feature and bug fix information.
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Contoso & L35 &I Azure DevOps #igindH Y =9,
EXEBNEH S NT-& =12 Microsoft Teams DB EZTMALENHY ET,
BRI ZET oREN?

A. Azure DevOps W5 H—ER 299 TRV )T av&##ERLET,
B. Microsoft Teams M5 AR 2 #ERLET,

C. Microsoft Teams i\  F¥ RILZEEBMLET,

D. Azure DevOps M 5, JhiE#EREZ 1 X F—ILLFET,

E. Microsoft Teams BBt 2 —m o AT IR E#HEHLET,
Answer: A (A —yt—T#ET)

Explanation

https://azuredevopslabs.com/labs/vstsextend/teams/

Ex#fERE: 159

az400-11566895-kv & LY 5 & RTDAzureKey VaultiZigfich TS —I Ly FMIREIZT V2R T BIC
(F.VM1E WS BRIDRBET L VEHERT ABENHY FT,

CDRRY ERTI AIZIE MicrosoftAzure R— 2 JLIZH A VA4 U LET,

Answer:

See solution below.

Explanation

You can use a system-assigned managed identity for a Windows virtual machine (VM) to access Azure Key
Vault.

* Sign in to Azure portal

* Locate virtual machine VM1.

* Select Identity

* Enable the system-assigned identity for VM1 by setting the Status to On.
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MyVM - Identity \ X

System assigned

ned managed
Once & all necessary [
source. Ad

v Vault) without storing credentials in code.
his type of managed identity is tied to the
d managed identity. Learn mors t

Settings
Networking
& Disks

EX size

© Security

s
5] Extensions " ofr )

&% Continuous delivery (Preview)

B Availability + scaling
& Configuration )\ N

Identity

Note: Enabling a system-assigned managed identity is a one-click experience. You can either enable it
during the creation of a VM or in the properties of an existing VM.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-
windows-vm
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BRI7AILICEHSNTOEERBREZFALT Azure Y Y —RIZT7IERT S Appl EWVNSERIDA
DITLERT7ITIULRBYET,

Azure Y—ERX TSNV EFERTS&IICTApp1 &7 v T L—FTBHFETT,

App1 A Azure Active Directory (Azure AD) (7O S LTHA A VT BIZIFRIDABETTMN?
AT77)5—23> D 9534TF72 =Ly b B&LUFTTPzH RID

B.UOSAF7 =Ly b TPz D ELKUTFURID

C.77U4—23a>vID. 95347k —9 Ly b EEXUTFUERID
D.77U45—3>ID.953AF7 b =90y b TR TavID

Answer: C (A —vyt—T%EY)

Explanation
https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals "When
you've completed the app registration, you've a globally unique instance of the app (the application object)
which lives within your home tenant or directory. You also have a globally unique ID for your app (the app or
client ID). In the portal, you can then add secrets or certificates and scopes to make your app work,
customize the branding of your app in the sign-in dialog, and more."
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GitHubTOO—RFLEaA—BIYETOFERZFHEL TLET,
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Answer: (&% &R~ 9 5)
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CDEH Y aVTEBERIZEZAERIE FNICRAZEEITETFERHA, TORE ChoDEMIXLEL—HF
HICRTINFEA,

Azure Resource Manager7 > 7L — b &EH L TAzure ) YV —RXEEBEHATZ U ) —RNA T4 U &%ERK
FTAEFETT , VU—RINATSAVIEUTOY Y—REERLET,

*2DDYY—=RGIN—T

*1DDY IV —RTI—TIZ4DDAzurefRfB< < >

D)V —RTI—TIZEHBH2DMDAzure SQLT—FR—X

)Y —RETTAAFTBHEHDV) 12— a v EHBTILENHYFET,

RRE ADD)Y—RTNL—TI2)V—REBETHDAA T TL—rE MDY Y—XTIL—TIZV)
Y—REBETIRRAEIN=TUTL— b EERLET,

CNIFERZERLTOEIN?

A [FLY

B. LMV R

Answer: (& %%~ d 5)
Explanation

Use two linked templates, instead of the nested template.
References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-
templates
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T WEREEZNRENARS D FOMEELIHY FT,

Lead developer:

Adrnmngfalors . | Project manager: |
= Micro srofi v

| Project Administrators
: Developer:

Project Collection Administrators

' Project Collection Valid Users |

Answer:

AZure Devups groups L B

| Build Adminssators — J N - ®£t i Project Collection Administrators |
rContribu-iEr: o J vy yrmrra— -
i i e o o o e ] Lead developer: ! Project Administrators

S . (O . ... L]
rPro;ect Adn'nmstrators 1
b — — -

Developer: | Contributors

| Project Collection Administrators i

e ™ -

. . Project manager: | Project Coll Administrators
B =Mic I"C)SQl f‘t) n de oject Administrators

Developer: | Contributors

ETHIRE: 164
RORIZRT 7 TUEHD YAML R—Z D Azure /N TS5 A4 V&R LTULET,

Name Platform Release requirements
Appl Azure virtual machine Replace a fixed set of existing instances of the previous version of App1
with instances of the new version of the app in each iteration.
App2 Azure Kubernetes Service (AKS) cluster Roll out 2 limited deployment of the new version of App2 to validate the
functionality of the app. Once testing is successful, expand the rollout.

77U EIZYAML BBBOEZEBRT HIVEAHYFET V) a—2avTR FIVDEILVEA LER

MNRICHZDBENHYFET,

ET7TVIZEDEEZRET HRENHYFIT M BETSHICF BAET) 7THEUGH T a VERRLE
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Explanation

App1 Canary and App2 rolling

App1 Canary would minimize app downtime for the first app, as it would only deploy new code when the
canary has confirmed that it is functional - and if there are any issues, it would roll back to the previous
version of the code.

App2 rolling would be the second option, as it would allow for frequent deployments of new code, while still
giving the developers enough time to fix any issues that may have been introduced during new code
deployments.
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Azure ArtifactsZ{ER L T EB L =NuGet/ N\ v 55— FHRA MLET,
HBNDODEZRL—H—DNITIDDNYT—UZFATELLIICTTILENHY FT, FERERIL AR
12 DB ERNRICHNZSZDENHY FT,

DE=IERZET o EHN?

AN Tr—oDFHLWT 4 — FZER

B. /Ny —C FNBINuGet ) RS FYIZABRLET,

C.NNyr—S%&))—RE2—ITERIEFET,

D.\y7—UMDT74—KURLZZEELZFT,

Answer: A (A —yt—T#ET)

Explanation

Azure Artifacts introduces the concept of multiple feeds that you can use to organize and control access to

¥>our packages.
ackages you host in Azure Artifacts are stored in a feed. Setting permissions on the feed allows you to
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share your packages with as many or as few people as your scenario requires.
Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers.
References:

https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions?view=vsts&tabs=new-nav
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