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Operating system: A premium managed disk

Databases and logs: | A.premium managed disk

Backups: A locally-redundant storage (LRS) account |
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Replication solution:
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Account type:

Replication solution:
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Blob storage
Storage (general purpose vl)
StorageV?2 [general purpose v2)

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)
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Storage (general purpose v1)
StorageV2 (general purpose v2)

Geo-redundant storage (GRS)
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Locally redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)
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Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000 connection attempts per minute: ] v

Byte Count
Data Path Availability
Health Probe Status

r . 3 Packet Count
M ICFOSOﬁ' SYN Count

Answer:

An unavailable virtual machine: v

d
2
4
-
45
5
2
=
)
o
5

'Health Probe Status
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More than 50,000 connectien attempts per minute: v
Byte Count

Data Path Availability
Health Probe Status
Packet Count
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An unavailable virtual machine: v
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Data Path Availability
Health Probe Status
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Analyze Network Security Group (NSG) flow logs for VMs attempting | v
nternet access. Azure Network Watcher
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics
Vvisualize the VMs with their different processes and dependencies \ v
on other computers and external processes. Azure Service Map
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Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs attempting ~
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Azure Backup Reporting: Service or Services

Answer Area

Sales:  Azure Site Recovery only

| : . _ Ai_u re Site Recovery and
; Finance:
@ Azure Backup _ _ _ _ _

F & " I

* L Reporting:  |Azure Backup only

&5 BA

1) BR5E: Azure Site Recovery M

2) B47%: Azure Site Recovery & Azure Backup
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Install an Azure File Sync agent

Install a self-hosted integration runtime
Install the File Server Resource Manager role service

From the data factory: v

Create a pipeline
Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime
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Install an Azure File Sync agent

Install a self-hosted i n_teﬁréiiﬁn Tuntime

Tnstall the File ServerResburce' Manager role service
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Cleate a pipeling;

Create'an import/export job

Pravision an Azure-SQL Server Integration Services (SSIS) integration runtime
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Install an Azure File Sync agent

Install a self-hosted integration runtime

Install the File Server Resource Manager role service

From the data factory: v
Create a pipeline
Create an import/export job
Provision an Azure-SQL Server Integration Services (SS1S) integration runtime
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Azure Storage account Kind: \ v

StorageV2
BlobStorage -~ "
BlockBlobStorage
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Replication=y © | ™ v

Zone-redundant storage (ZRS)
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Answer:

Azure Storage account kind:|\ /| J Cros of T w
StorageV2

BlobStora
|| BlockBlobStorage

Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
ead-access geo-redundant storage (

Replication:

SR
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview

https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json

HTERE: 10

AG1 £ ULVS EHTD Always On AfRMES IL—TE KRR F§ 54 > T L = D Microsoft SQL
Server 2017 4 VRAA VAN 2 DB YET . AGT ITIX. DB1 £\ S ZHIDE—TFT— R RA—ZAE
FNTLWET,

Linux 547 L. SQL Server 2019 4 ¥ X4 YR E&E VMIVMI £ WS ZRIDRET L VEST
Azure Y TR )T avhhyFET,

DB1 % VMI IZBATT DREAHYET , V) a1—2 a3 TIE DBIDFI A A LEix/IRICHD
ZADMENHBYFET, HEEIIAETEIREN?RET ST AZFEETEY LA T aveE
BIRLTLIZEW,

. ELGERTBEVICTRS Y FOEELSHY FT,

Frepare for the rregranon ey
Addclifig o wrtbalary repdica oo AGT
arm ; iy e 1-'\.1.!' vl ity dpromup on Wil
Lip@rading the premeaey. SO Server alaaes

Parfarm the migietcm by widg I
A distntnsed avadabibing grouge

o 2




Answer:

Microsoft .

Prepare for the migration by: gda WA N
Addingasecondary replica to AG1

fCreatibg an Always On availability group on VM1

Perform thesmigration by using: | x]
| A distributed availability group | O [
Azure Vigrate

Log shipping

EHTREE: 11
DB1 & DB2 % Azure IZ#1T9 S5 FETY,
Azure T—AR—REHY—ERABAEIEMEEDRRAEHER/E- LTSI LEHERT ILEN

HYET,
AIZHREITNEEINTLELSMN? EETSHICIE, ABFEHETEY G T a3 vEERLTLES
LY,
EELGERTBE=UICTI RS Y FOMIELSHY FT,
Database:
A single Azure SOL database
Azure SOL Managed Instance
An Azure SOL Database elashic pool
Senvice hier
Hyperscale
' E -
B M neral Puipose
Answer:

Micre®oft

single AzureSQL database
Azyre SQL Managed Instance
AnAzure SQL Database elastic pool

Hyperscale
gusipess Cafical
General Purpose |

Viicrosott
Database:  Azure m&lwy%ﬁame

Service tier: ,aﬂq:uqalﬁq:puse v




BT ERE: 12

App1 DY — FR—T A DERBWMICT IV AL XFIITIEATESLIITTEHY ) a—
VAVEWRTIDENMHYFET Va2 avEEFa )T EHEFH LTV IRELH

WET,

HREFHICIMEZEHIRETIMN BETLHICE, EERETEUGA T a v EFIRLTL

by,

FEELSERTSE-UITT RS Y FOEEAHY £,

Authenticate App1 by using:

Authorize Appl to retrieve Key Vault
secrets by using:

Answer:

A certificate

A service principal

A system-assigned managed identity
A user-assigned managed identity

An access policy

A connected service
A private link =~

A role assignment

He Al o s s e e e e

Authenticate App1 by using:

=
I.

R A e e

A service prifipal |

|
|

A certificate

— i

A systeni“assigned managed identity
_A usér-assigned managed identity

Authorize App1 to retrieve Key \fa'_ul't :

secrets by Using:

At BA

An access policy

A connected service
A private link

| Arole assignment |

T374ANA—HF—AE—Tx4A R THXAMN 7TV 75—y T—TLOHEEANEE

BICER SN D



Authenticate App1 by using:

A certificate

A service principal

A system-assigned managed identity
A user-assigned managed identity

Authorize App1l to retrieve Key Vault

secrets by using: | A access policy
A connected service
A private link

‘Arole assignment

DH)A X2 T 4 EHR

Azure H—EXTHERINSITRTOI—Y Ly b Azure Key Vault [(CIRET HZLENHY F
ER

BERERZEVELT DIV —ERICE Y—ER 1 VR D RICEEM T o N EREBROIDET
¥, EREREZY—EABMTHAELTEIAGY FEA,

RYOVR1:H—ERXR TN

H—EX TYORLE, 7TV r—2 3 vFEREY—EX 2FY1—HF—0PJIL—TTEHE
KaA—FO—BZEHNTDEF2)T1 TV NILO—FETT H—EX TY2I /N LDFT
OV FDEYVSAT7URIDELTHION, A—F—BDLSITHEELET Y—EX TV
DINVDYD AT =Ly ME ZEDNRAT—FDESITHRELET,

7 Key Vault ICK BRREEIX BEDEF2U T4 TU/NLD ID 23T 5&EENZHES
Azure Active Directory (Azure AD) & EH# L THEREL E T,

tXaTFa TYINILIE Azure VY —AADT O ERAEZERLTWSAA—H— JIL—T,
HB—ER FRET7IVS5—23072RITATD I FTI Azure lE 3 RTOEFaY T4 7
oD MNIZ—BEDA Tz L IDFENYETET,

Ry IR 2:%EIDEIY AT

Azure A—)LR—ZXADT7 Y v AHlHZFER L T Key Vault DF— _FIBAE HLUP—Y Ly b+
NDT V) CRATRMTEFT,

ZH

https://docs.microsoft.com/en-us/azure/key-vault/general/authentication

=HEIRE: 13
520 Azure RET oAD' TR M EHELT 5 LB1 &LV ZBEID Azure Load Balancer H¥d

WET,




LB1 OBERY U a—2a v EBETIREAHYET, Y a—Tavid ROEHEOLTRH

M- ENEHEICT I — F2ERT IRENHYFT,
BB UNERTEFEEA,
EmsTIE 1 2841=Y 50,000 (IZEZAFT,

EEBOVY1—LaVICEDVIFLESHBRETL & 5?2 BET BICIE, BEEETE

PRAToavEBRLTIES Y,
FELCERTBEUVICT RS Y FOEELHY FT,

An unavailable virtual machine:

More than 50,000.conneélion attempts per minute:

Answer:

An unavailable virtual machine:

More than 50,000 connection attempts per minute:

SR .

v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

v

Bvte Count

Data Path Availability

PackdiGowr 0SOTT

gearth Frobe Status

SYN Count

v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics



EHTMEIRE: 14
RORITRT LI BHDA VREVREFDNREIL T—FR—=R Y Ja—3avxT70
132D EEFBEBLTVET,

Host virtual machine Azure Availability Zone Azure region

UusSDB1 1 US East

usSDB2 2 US East

UsSDB3 3 US East |

EUDB1 1 West Europe L

EUDB2 % West Europe

EUDB3 3 West Europe
954F7 b 7T )5r—> 3 2IlE db.contoso.com ZFERLTTF—4RA—X H—N—[ZT7 5 +E
ALFET,

SESN-RBEAICH L TARSBY—EREZHRETILELAHYET , V)1 —L 3 VIERDE
BEBLZIDLELNHYET,

B MEELENRE LSS T PECEL 1 DODT—ER—X H—N—~ADT7 I A&
TEDLENHY FT,

RETIUIEA V2 —F3y FMZEEEHELLEVTLESL,
HREBHEICIIMZEDIRETITMN? BET S EEEHETEYLZA T 3 vEFERLTL

&L,
FELSBIRT B-UIC1 RA Y FOMEEAHY £,
5lobal load balancing service: B i rancnft | Y
AZur Applicafion Gateway
Azure Front Door
Azure Load Balancer
Azure Traffic Manager
Availability Zone load balancingsemvice: v

Azure Application Gateway
Azure Front Door

Azure Load Balancer
Azure Traffic Manager

Answer:



Global load balancing service: | v

Azure Application Gateway
Azure Front Door
Azure Load Balancer

Azure Traffic Manager

Availability Zone load balancingsenvice: l v

Azure Application Gateway
Azure Front Door

- L
M ICFOSO] t Azure Load Balancer

Azure Traffic Manager

S
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-
overview

=HTHERE: 15
ZKOEIZFRT & 512, APl Management T OAuth2 BREE##R L E T,



- Add OAuth2 service x
‘ APT MAABZEAEnt Lfien

Display name *

Unigue name used to reference thi authonzetion tenver on L.

d* o

Description

Authorzaton sénver description

Clignt registration page LIRL* e :

| https=//contoso.com/negister

= Authorizatiesfgrant typés o

h{ Authonzation code

[ ] implicit
[ Rﬁnq word
chetle

nizals

tion endpont URL*
ps/Moginmicrosoftoniine.com/contosoonmicresoft.com... J-[

[ Support state parameter
Authorization request method
e

[ ] rosT

Teken endpoint URL *
Token endpoint is used by cleents to obtain access tokens in .

| e |
FOy A OY AZa—%FALT HISRIATHWAERICEODVTERT— AV FETERK
SESEIEDERBEEERLET,
S ELGBIRT BEUIC1 RS Y FOBIENHY £9,

The selected authorization grant type mm’m v
= _§a9 otnd services

s device authentication

c lications
‘
To enable custom data in f‘epﬂpcﬁanmn choice]. v

Client credentials
Resource owner password
Support state parameter




Answer:
The selected authorization grant type is for [answer ehoice]. , - | £
VBatkground services
Headless device authentication

=N N B

To enable custom data in the grant flow, select [answer choice].

= = e e e e -

Resource owner password
Support state parameter

Bl
T34V A—HF—AVE—T AR THRAN TIV—3 0 BEFA—I HELEE
EREnd

The selected authorization grant type is for [answer choice].

Background services
Headless device authentication

Web applications

To enable custom data in the grant flow, seléct Tanswer choice].
b Client credentials

JResburge owner password

Support state parameter
1{‘77;( 1:Web 7 FUHr—a >
REA— K5 TIE 2—F—DT7TVEBIALIZRICTIER b=V VEWMHBT 50
(Z Web 7TV ERA T4 T FTTIVOMATEREINET,
E RO —FEAATIE. 7TOER b=V VDRI — FERBT B=HICHZISAT Y
FENRTIYY HSATUMIE>TEHERASINET,
A—H—DYSEA LY FURLBRHATISAT YV MIESE®R. 7TV 5—2a I URL M 5ER
BO—FERBL ENEFEALT7 V2R =Y UZFEKRLET,
S
https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration

ExFEIRE: 16

Contoso, Ltd. £ WVS BRIDEFEIE HTTP F H—ZEZ =L DHhD Azure AP v Y 7T %
ERHLTWET OOV 7TVEX AT LIAWeb H—ERADT IV EAFERBELET,
Contoso [&, Fabrikam & WS BlDE(t EN— b F—2y TEEIL LET, IncL Fabrikam [Z(XEE
77D Azure Active Directory (Azure AD) T7F > bDV%E <  H— R/N—F 4D OAuth2.0ID BB %
FRALTA—Y—%ZAELET,

Fabrikam QORFEE(E AP vy FTIDHY Ty L &#FEHAL T Contoso DA > T L = X Web
Y—EREMETEIT T I r—2a v EBETHIEEZHBELTUVET,



Fabrikam BAREENO D VY FITVIZT IV RATEE L3125V ) a—2a v ERiATHILE
NHYET , VY)a—2aVEROEGZBE-IBDELNHYFET,

*FEEIALOODSYY 7T)ADY ) TRX KE Contoso DA—HF—MoDYIITRAMEY D
BLL— MIHIRITILENHYET,

*FAREL BIFED OAuth2.0 7aNA 4—%2FALTAD Y Y FIVIZT VR TEDLIRLEN
HYET,

*Y)a—23rTEHADY Y FTIDERZBHEE LBEWTLESLY,
*Y1)a—2a3VTIEAzure AD TR 7HD U FEFERALLGNWTLIZELY,

Y )a—2aVITFazadhsd~ETLLEIM?

A. Azure AD 1274 (B2B)

B.Azure AD 7 7 r— 3> F7Oxd

C.7RX—)L 7Yk K7

D. Azure AP| &2

Answer: (fRZEZ#RTT B)

APl Management (& #8855 APl Z50 88 N— b F— B L UARETOHAREIZABALT, T—42 &
Y—ERXDAEEMESIEHITDICHRIEET,

OAuth2.0 7 54 7> FEEEEEHR 7 0 —%{#F L T APl Management Z{RE&ETE%E 9,

S .

https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-a >/ —)L

A#7x AZ-305 [EI7ESE (X GoShiken.com MMEE I =& LT LY AZ-305 SHERFTRESE !
GoShiken.com HVEx#1 D AZ-305 RERRIEE Z 12t L TLVE T, GoShiken.com AZ-305 5t E&
MEXRH T MENEET IS VET, D GoShiken.com AZ-305 & ZE4 Y T S A
& Z & 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I RERiA

& EfEftE T 30%wHAIEIS o — K: Freepdfdumps)

FTEIRE: 17

/N1 7 1) K Azure Active Directory (Azure AD) T+ > kD Free TT7 43 v EMALTLE
T TFUMMINRRAT—RK Ny aRAEFEARALET,

ROBHZFFET-TV) 12— a3 VEHBETINELNHYFET,

Azure AD A—H— 7hO U b H#2—4Sy rELTzTI—F J+—RAKRBDOHER Active
Directory KA Y A—HF—F7HhDO U A AYITIOCINDIDEHEET,

Azure AD #i&7 TV IC T S REKDRIRAITEZ IOV I LET,

AR MERDMRICHZAFET,


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html

ETNETNOEHICH L THZHET ILENHY FIMN? BET ST AERETEN G T
VIVvEERLTLESY,
FELCERT SEUICT RS Y FOEELHY FT,

To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies
Pass-through authentication
Smart lockout

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional acce_s%golicies

ik SE ey detauts

Answer:

L

VP
To pmteck%éeﬂfﬁsht BRIk attacks:

Azure AD_Password Protection
Congditional access policies
Pass-through authentication

Smart lockout

To block legacy authentication attempts:

Azure AD Application Proxy
Azure AD Password Protection

Conditional access policies
Enable Security defaults

SR .
https://docs.microsoft.com/en-us/azure/active-directory/authentication/nowto-password-smart-
lockout
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication

Ex#fEE: 18
App2 DI 7 AN R L—UFEBEFH LTV a—2a v ERETIBRENHYET,



Azure Y TRV )T a VA VTULIR Ry FI—VICRAZ2TTOATEIRENRHY FT
M BEZABICK BULGHY—EXRZELWMERICFS I LET  EY—EXE 1 EEFERY
ALY BHEEATICEL FoEFEALGVWIELTEFT AT UVERTT SIS
E. AR UETHEN—ZFIvITED RV A—LTEIRBENHIGFENHY ET,
FELCERTBEUICT RS Y FOBEELHY FT,

Services Answer Area
Azure Blob Storage Azure subscription: Service
Azure Data Box On-premises network: Service
Azure Data Box Gateway |
- B 5 ] |
Azure Data Lake Storage
Azure File Sync
T ikl ey
r_ -
Azure Files
Answer:
2ETVICES MIsWEeED Aared
Azure Blob Storage Azure subscription: Azure Files
Azure Data Box On-premises network: Azure File Sync

Azure Data Box Gateway

Azure Data Lake Storage '

Azure File Sync

Azure Files




https://docs.microsoft.com/en-us/azure/storagef/file-sync/file-sync-deployment-guide

ExFTTEIRE: 19

HET=X EHD Azure ) —2 3 D TEHEBDEZAARRER L T hEHRAX 95 Azure
CosmosDB V) a—L 3 UHFHRIHFLTUVET,

REHCH L TRVBALGT —IR—REBEER LA EZHRET IVELAHYET V)2 —a Y
FRDEHEH-ITHELHYFET,

EEAAICH L TEBEARA—IDH—ER LRILTFHY—4A2 k (SLA) 2L E T,
BHO)—CavEYR—MLET,

EDNEBEEMULANIVEHET LILELNHY TTHV?

A HiRfFEDH S

B. 50

C.tvray

D.—ELTLI4vI R

Answer: A (A —yt—T %KY

ELANLTIE ATA%ENRTA—TVRD FL—RA I RESNET, ROFIF, SFEIFLGE
BEHELARNILEARY FILELTRLTULET,

Strong Bounded Staleness Session Consistent Prefix Eventual

Stronger Consistency : Weaker Consistency

FCOY—ERFE 5 2DEEHLANILOVWTANTEEEIN-E—0 Azure ) —2 3 v EXR
&9 5 Azure Cosmos DB 7—AR—X 7HD U b FIXEHD Azure ) —2a vITE =A%
T—3R=XATFAIVEDORIL—Ty ~ BEH aTRAM FEEBORIEEZH/N\—T 5, TEN
799.99% M SLA ZIRMLFET, 4 DOBEMINEBEHELARILOVWITNAOTERSINET,
S

https://azure.microsoft.com/en-us/support/legal/sla/cosmos-db/v1_3/
https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels#consistency-levels-and-
latency

#EIE: 20
HE=DEHRIZIE RORIZRIAVISA RS VFYRHY ET,


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

LbcAtion; -+ Resource

« Azure subscription namréd Subscription?
« 20 Azure web apps

* Active Directory domain

On-premises datacentey " Server running Azure AD Connect

* Linux computer named Server1

Azure

#4 > T L 2 XD Active Directory K * A > (% Azure Active Directory (Azure AD) ERIEALE T,
Server1 [£ LDAP V T AL TAH > T L = X®D Active Directory KA 4 RO 1—H— ID
ZHERT D Appl EVWSBFIDT T r—2 3 VEERITLET,

Server1 % Subscription1 DRE< S VIZHEITISFETY,

SOt FXa) F 4 R —TIL Subscriptiont [CTF 704 Shi-{RETS U EH—ERNA
DILVERRXYRNIT=VICT IV RRATERVKSICT HIDLELHLIERESNTULET,
BITRD Appl D51 EREKEET A LERIET DV )2 — 2 a v aHRET IMLENHYET, V
J)a—232@FEFa) T4 R)VI—ZHmLTWLIRELHYFET,
HRBIRICIEAIZEDEINETITH?

A. Azure AD F A A > H—E X (Azure AD DS)

B. Azure VPN #— ko A

C. lx#8~< > > E® Active Directory KA A > H—E XD&E|

D.Azure AD 7 7 ) r— 3> 7%

Answer: (A% RTd 5)

&R

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview Azure Active
Directory Domain Services (Azure ADDS) &, KAS V&M JIL—T R)— BET4LIU b+
) PHOERBEEDTR—S R ALY H—ERFBBLET SO L)L (LDAP). 8L U
Kerberos/NTLM £2EE Azure AD Domain Services (Azure AD DS) - Ztl& AAD DS A Azure AD
NoBFEDT7Hho 2 bERYAH AD Connect f#HHTH U TL IR AD o RIEASN DT80 #
BET DABEMAHYET L 7T ZEER L T LDAP EiGZEH T 2WENH HaREMH
MN& Y £, Azure Active Directory (Azure AD) (&, Azure AD Domain Services (AD DS) #2H®
LDAP FB5F % H7R— b L TULYE T, https://docs.microsoft.com/en-us/azure /active-
directory/fundamentals/auth-ldap
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/synchronization

Ex#fERE: 21
RORISRITA ML= FAV U b EEL Azure ¥ TRV Y T2 avhiH Yy FY,

Name Type Performance
storage1 StorageV2 Standard
storage?2 SrorageV2 Premium
storage3 BlobStorage Standard
storage4 FileStorage Premium S



https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

RORICRTEHZHE D2 DODOHLWT T EEETHFETT,
Name Requirement

App1 Use lifecycle management to migrate app

data between storage tiers

App2 Store app data in an Azure file shareroso’t

BT TVIZEDR L= FHYY FOFEREREST IREAH Y EITH? @ET ZI2E EE

EETEYAEL T a v EBIRL TS,

EELGEBRTBEUI21 R0 Y FOEESAHY £7,

Storage1 and storage2 only

Storage1 and storage3 only

Storage, storage2, and storage3 only
Storage, storage2, storage3, and storaged

-

Storage4 only

Storage1 and storage4 only

Storage1, storage2, and storaged only
Storage1, storage?, storage3, and storage4

Answer:
App1: = Microsoft e
Storage1 and storage?2 on
[Storage1 and storage3 on% |
Storage1, storage2, and storage3 only
Storage1, storage?2, storage3, and storage4
App2: 4

Storage4 only

Storage1 and storage4 only
orage1, storageZ, and storage4 only
Storage1, storage?2, storage3, and storage4

=T 22
H1it-D&ttX Azure App Service Web 7 7y #5704 LTULVET,




TRARRICEAFHLMIMNBET TV =2 a KB LET 7TV r—2 3 01, 100 282 5
BF1—Y— 2y a v ENBTEEFRA, EFA UBEZENCLES , F/- HTTP F2—0OFK
SICEDWTHIURZE 25 10 ITEOT RS ICEBBIRT—U VT E#ERLET,

FI)Vr— 3 DINTA—IREALESEEIZLENHYET,

7TV r—2a30 FYATREDY ) 2a—2avEFERATIDLELAHY FITMN? BETBIC
(X EZEEECTEYLGA T a vERIRL TS,

FEELGERT BEVITTIRSA Y FOMIELHY T,

-

Scenario 1T Sdlution

Store content close to end users. v
Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Store content close to the application. v
Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Answer:

Scenario Solution

Store content close to end users. v

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
1Azure Application Gateway

Store content close to the application. v

l Azure Redis Cache

Azure Trafic Manager

.~ ~ | Azuge Content Delivery Network
2 [Aure Application Gateway

S
https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview

Ex#THRE: 23



ROFRIZRT ESIZ EHDA VREVREBODARAL FT—AR—R Y J1— 3 %770
195 ELEEBELTVET,

Host virtual machgqg : quf@ggllabmty Zone Azure region
USDB1 T US East
uSDB2 2 US East
USDB3 3 US East
EUDB1 1 West Europe
EUDB2 2 West Europe
EUDB3 3 West Europe

9547 b 7T 5= 3 0(F db.contoso.com ZHERALTT—ER—R H—N\—[ZT7 I+
ALET,

FEEIN-EBREICH L TATIHYT—EXETHETLILE N HYFET , V)21 —>avFROE
BEB-IBELHYET,

HISH S BEIENREELEBETE DECEDL 1 DDT—ER—XA H—N—ADT7 I R &
TEIBLENHY ET,

REISUIEA =2y FMCEEERLEVTLLESLY,

HRBEICIIMZEDIRNETTIN? BAETHICIE BEEGETEUGA TS a3 o ZBIRLTLC
ZELY,

S ELGEBRT BEUVICT1RS Y FOEESHY FT,

Global load balancing service:

Azure Application Gateway
Azure Front Door

Azure Load Balancer
Azure Traffic Manager

Availability Zone load balancing sewice:

Azure Application Gateway
Azure Front Door

Azure Load Balancer

[ ="| JL[ 0SSO’ || J Azure Traffic Manager

Answer:



Globatload balahcirg Senlice: ~ =

Agure Front Door
Agure Load Balancer
F&ure Traffic Manager |

Availability Zone load balancingsemice: v
Azure Application Gateway
Azure Front Door

Azure Load Balancer|

Azure Traffic Manager

o

S .
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-
overview

RFTEIRE: 24

Contoso, Ltd E WS BRIDEIE HTTP U AH—ZHE DK DOHhD Azure AD v 7T %X
BLTWET Oy 7IVE AT LIAWeb H—EXRADT IR ERELET,
Contoso (&, Fabrikam, Inc. E WS BIDE E/NR—bF— Y THEHEILET,

Fabrikam IZ(&XBX7E2®M Azure Active Directory (Azure AD) 77+ > kAL  H—K/IS—F 14D
OAuth2.0ID EEBZERL T —Y—%ZEELFT,

Fabrikam QORFEEX APy y FTIDY Ty L &#FEHAL T Contoso DA > T L = X Web
Y—EREHET DT IV r—2 a3V EBETHIILEZHBELTVET,

Fabrikam BEEMNO DY ZITVIZTF IO RATERELSI12FTBY ) a—2a 0 ERkitdT 0E
NHYVET VY a—2a I EROBESGE/E-IDLENHY FT,

BREEMNSODSYY 7T)ADY) P TR KE Contoso DA—HF—M5DY I IR LY BHIEL
L— MZHIEBIT 2ELHY FT,

FHEIL BIFED OAuth20 7N F—2FALTAD YY) FTVIZT VR TELHLEND
YEI,

Y)a—23oTE BOy Y TTIUADEENDETH>TIEHEY FEA,

Y )a—2a TIEAzure AD TR 7HD U FEFERLAGENWTLIESL,

V) a—2 3 VICEfEEDHEINETL £ 557

A. Azure AD 1t%FH (B2B)

B.7X—)L 78>k F7

C. Azure AP| &3

D.Azure AD 7 7)o — 3> FOoxd

Answer: (fBZ % RTT 5)

APl Management (& #2#AS APl ZH0 8 N— b F— B L URETOBHAEEICABALT, T—42 &
Y—EXDAEERESIEHITDICRIEET,

OAuth2.0 2 54 7 > FEREEEHR 7 0 — % A L T API Management {8 TE %9,


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

SR .
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-a > — )L

=HTEIRE: 25
RDORIZERT SQAL H—N—2EL Azure Y TR ) TFoavhbyEd,

Name Resource group Location
SQLswvr1 RG1 East US
S5QLsvr2 RG2 West US
IR )T aVITE RORICSRTA ML= TAD Y RBREEATVET,
Name Resource group Location Account kind
StorageV?2 (general
storagel RG1 East US Biipose v2)
storage2 RG2 Central US BlobStorage
ROFIZRY Azure SQL T—EIR—XEER L FE T,
Name Resource group Server Pricing tier
SQLdb1 RG1 SQLsvr1 Standard
SQLdb2 RG1 SQLsvr1 Standard
SQLdb3 RG2 SQLsvr2 Premium

Statements

When you enable auditing for S00db T, fou can #one the audit information 1o storage 1,

Wihieh you enable suditing for SOLABD you can S0 the ALt iINfermation 1o Sorsge2

When you enable suditing for Sﬂidbiﬂlm%{?ﬁ f?@rgrﬁ'.%mcz.

Answer:
Answer Area
Statements Yes No
g W ; e
When you enable auditing for SQigbfiyeu cajstoflf the audit information to storagel. | O
When you enable audnt%fﬁﬂﬂy&l can store the audit information to storage2. LR .- _l
’ . .
o Wﬁ!&: the audit information to storage2. oA
&R

7R O R A

AN T—EIR—ZABLUY—N—LRLY—avIZHb-IEEHRELTLLESIL,
Ry R 2: W&

Ry o R 3 EL
https://docs.microsoft.com/en-us/azure/sqgl-database/sql-database-auditing ') 7 7 L > X:
https://docs.microsoft.com/en-us/azure/sql-database/sqgl-database-auditing



https://docs.microsoft.com/en-us/previous-versions/azure/dn741340(v=azure.100)?
redirectedfrom=MSDN

=FEIRE: 26
RORIZTRT Azure Y —ADBHY ET,

MName Type Description
VNETY Virtual network Connected to an on-premises network
by using EXpressRoute
ViVl Virtual machine Configured as a DNS server
SQLDB1 Azure SQL Database | Single instance
PE1 Private endpoint Provides connectivity to SCLDE1
contoso.com | Private DNS Zone Linked to VNET1 and contains an A
I pon:_ . lgecord for PE1
contoso.com [ PLbi DNSzhie = ] 'Contains a CNAME record for SQLDB1

PE1 2/ LT SQLDB1 ADA VU TL IR 3y FI)—YEHGEZREHBT IV ) 1—2 3 0 %KET
BDBHENHYFET BAIBEREZEDLSIICHEEINIETINTL £ S50? BET (2, EIZEMEET
WY A T avEBIRLTLESNY,

Azure configuration:

Configure VM1 to forward contoso.com 1o the public DNS zone.
M i C ro S o figure VM1 to forward contgso.com to the"Azure-provided DNS at 168.63.129.16.

IA.VNet1, configure a custom DNS serverset to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:
Forward contoso.com to YM1.
Forward cont@s®.com 18 the public DNS zone.
Forward contosSo.com 10 the Azure-provided DNS at 168.63.129.16.

Answer:

Azure configuration:

Configure VM1 to forward contoso.com ta.thé Azuresprotnded DINS at 168.63.129.16.
lin VNet1. configure a customiDNG-servet sel: tofle Azure-prowvided DNS at 168.63.129.16

On-premises DNS configuration:

T RE: 27

ECRRIZEELRT -2 Z2REFITHIHLWT T EHERT S FETY,

a7 TIVEROEHEZH-TRENHYET,

X1FERIEH =BT -2 DEEZREILLFT,

CT—ADERNERKIELET,

*HARYBEEZR/NMRICIIZAET,

TTVCREDESBR ML= VY a—2a v EH#EELFTN? BET DICE, BEEETE
PRATLavEBRLTKESVL GE ELGERT BE-UIT1 RS U FOBENHY FT,



MdgEQ

* [standard general-pu Vi
Stanqiqr g m:riL !:v%gzv.?
blockblobs Tt

Redundafity:
* o™ ) * [Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

Answer:

wever e Microsoft

Storage Account type:

Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
IRead-access geo- redundant smraae {RA-GRS)

xHTEE: 28

T77ANLNEEEZRA T B AzZure ANL—D FHDO U R EERT HAFETYT  HF\ICIE, bV
Yo avENBEOAVTLIR 7T —2avhbT7Io9RALET,
T7ANEEICTOCRTIEOEBEEXR/NMRICHZ SV ) 12— a U EHRETILELHY E
T, YUN2—2aVIE BRLERAML—DEICREULRNILVLOETHZRET ILELHY FT,
HREBEICIIMZEDHIRETTIMN? BAZTHICIE EEEHRTE UG TS a o E#IRLTL
fZE0,

EELCEIRT BEUIC1 RS Y bOMIENSHY T3,

Storagehf;hcr.

Transaction optimized

Resiliency:

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Lacally-redundant storage (LRS)

Answer:



Storage tier

Transaction optimized

Resiliency:
Geo-redundant storage (GRS)
Zone-redundant storage {ZRSF |

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-planning

EFTIEIRE: 29

520 Azure RET L oADMY VTR FERET 5 LB1 &LV &HID Azure Load Balancer A' &%
YEI,

LB1 DEMV I a—>avEHRTILELNHYFET, VI a—Tarik ROEFHEOWLT AL
Nz ENEEICTS— FEERTIRELRHY FT,

RETLUNMERTEEEA,

BHAITIE 1 2H7zY 50,000 BIEFEBAFET,

BEHEDV ) 2—23VITEDVTFILEEDHBIRETL LH5M? BET SICIE, BIEHEETHE
YA T avEERLTCEESD,

FELGERT BEVITTIRASA Y FOMIELHY T,

An unavailable virtual machine; | Vv

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000 connection attemplts per minute: | v
Byte Count

Data Path Availability
Health Probe Status

Pack% £ ount

Answer:



An unavailable virtual machine: v

Byte Count

Data Path Availability

Health Probe Status
Packet Count
SYN Count

More than 50,000 connection attempts per minute: v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

SR .

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics

Ex#TERE: 30

HAHLEICIE, Azure DIRET LY (VM) L TEIT SN LEEHFED Web 7TV 77— a vy =
ER

TIVr—avhsQLA ooz avnRfThoRESN, LAVY—T7TO0—F NS H—
MMERESNTWS L ZHRIT IRENHYET, V)a—2avTRH BEDOWeb 7T 77—
varvIA—r~AOFHZER/NRICHIZSDEAHY FT,

AZEHIRETIMN FZXDICIE BEYLREZELWVERICFS YT LEY , HERF 1 EFERT
HCEH HEHEEATSIZ LY FoKERALBVWIEITEFRT AVTUVERTY SIS
T, RAVETHEN—Z2FSVITEN RV BT EIBENHLIZENHY FT,
FELCERT BFE-UICT RS Y FOEELHY FT,




Values Answer Area

Web Application Firewall (WAF) Item Value

Azure Application Gateway Azure service

Azure Load Balancer |

E . Feature

Azure Traffic Manager s

SSL offloading

URL-based content routing “ﬂ M ICFOSO ft
Answer:

Values Answer Area

Web Application Firewall (WAF) Item

Azure Application Gateway

Azure Load Balancer

Web Application Firewall (WAF)

S -

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview

=TI 31

App! EWVSEZRTID Web 7T 5r—2 3 Vv aBBTEH5FECT AV TLIRDT—2E5—
M5 Azure ~

Appl (£, RR F H—N—ISA VR F—ILERTVBHRZL COM AVR—FK Y MIKFELE
ER



Azure TApp1 Z KRR T BV 21— 3V EHRILIVNELAHYET V) a—2 3 VIERD
BEHEB-ITRENHY FT,

*Azure T—AREUA—BREATELLL LG E I——(X Appl ZFIBTEHINLELRHY F
ER

*ARX MIF/MRICINZ ZBENHY FT,

HREHICIMZZOHLIRETIHA?

A2 DOD Azure )—2avIC A—FNSUH—LFEBTIOY R5—)L ey bET7OALE
9,

B.2 DM Azure ') —< 3 »IZ _Traffic Manager 7O 77 A J)LE Web 7 T 2T 704 LET,
C.2DOM Azure J—2 3 VIZ A—RK NS —LWeb 77V ETTAALET,

D.O—KR NSGUH—LREISU RT—IL Y b E2DDT7RASEY T4 JV—2I2T70

1LFET,
Answer: D (A —vt—U %&9)
A

(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-components)
Azure App Service TlE, 75V F74—LETCOMaAVR—R Y FE2BBETEERAL . 7 TY
TCOM OVR—R2 M EEATEIHEEE. ThoEIRr—V K O—FTEEFMAT YA +EF
RIE7 TV r—2a L EBICREAT DIRENSH Y £, hitps://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

Windows 3 > FF+—% & L 1= Azure App Service 7 7'') % App Service [CEIERIT TSNS
&1 Windows a > T+ —%{FEAL7T= App Service Rt LT &L, Thizk

Y GAC_,COM a v R—=x> k _MSI _.NET FXAPI_DirectX L EAD T IV 79 & AHATHEIZ
YET, J

A#7E AZ-305 EIFELE L GoShiken.com MR SN =EHK L3 LY AZ-305 FHERERESE !
GoShiken.com W &M AZ-305 HAEREEE 1Rt L TLVET, GoShiken.com AZ-305 FtER
BRBIIRH T MENEETIIVET, HTD GoShiken.com AZ-305 MEEZEY Y FTDHA
&£ Z % 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I REE A

& EfR T E T 30%wiEAEI510— F: Freepdfdumps)

ATEE: 32

Azure Active Directory Premium Plan 2 77+ > MMZU Vo SNtz Azure Y TRV ) T aohdh
5, T2 TR, TRTOI—HF—ITx L TEERZEE (MFA) AE#ICE>TLVET,
RORITRT BATZDHEANHY £,

Name [ IP address range Trusted
NY | 192.168.2.0/27 Yes
il | 192.168.1.0/27 No
LA | 192.168.3.0/27 Mo



https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html

RORIZSRTI—HF—DUET,
RORIZRTEHHETTIOER R) O —FBHRATHFETT,

Name  Assignment | Conditions: Locations | Conditions: User risk | Conditions: Sign-in risk Access Control: Grant

CA1 All usars Trusted locations High, Medium None Block access

CA2 | All users NY None High, Medium Block access

CA3 All users LA None None Grant access: Require device to marked as compliant

RDEARAT—FAVMIDVWT EDARAT—FAYU M true DIFEEF [TV ZBIRLET, Th
psnimald, DA Z8RLET,
FELCERTBEUICT RS Y FOEELHY FT,

-

Statements {’ /ﬂ 1rvrne nFF Yes No
VIICFOSOT1
To ensure that thelgonditions in CA1 can be evaluated, you must efiforcesan Azure Active
Directory (Azure AD) identity Protection user risk policy .
To ensure that the conditions in CA2 can be evaluated, §ou must enforce an Azure Active
Directory {Azure AD) Identity Protection sign-in risk palicy.
To ensure that the conditions in CA3 cane eyaltated, you must deploy Microsoft Endpoint
Manager.
Answer:
Statements Yes No

To ensure that the conditions in CA1 can be evaluated. you must £nforc8 an Azure Active I
Directory (Azure AD) identity Protection user risk policy ,

To ensure that the conditions in CA2 can be evaluated, ou'must enforce an Azure Active
Directory (Azure AD) Identity Protection sign-in r&}t

To ensure that the conditions in CA3 can be ewal
Manager.

B1LL]
AVEA—2—DRI)—rPay b FEEQEEETEIMICER S W=

Statements

1 " c
To ensure that the conditions in CA1 can be evaliited y[}ﬂugl{ghio@ an QrfLwe

Directory (Azure AD) identity Protection user risk policy .

e

hWiterarsofpon O

]

Yes

To ensure that the conditions in CA2 can be evaluated, you must enforce an Azure Active
Directory (Azure AD) Identity Protection sign-in risk policy.

To ensure that the conditions in CA3 gafbe evaluated, you must deploy Microsoft Endpoint
Manager.

xFfEE: 33

SQL Server WA > R A > A% Azure Virtual Machines IZT 704 T 2REAHYET, V)1 —
DIAVIERDEHEFH-TRELHY ET,

*15.000 T4 X4 IOPS #HHR—FLET,

*SR-IOV #HHR— K LET,

AR bERNMRICINZET,

Y)a—2 3 VIZFAEEDEIRETLLSIN? @EETBHICIE, EERNDEY 5 ZEIREEZEIR L
TLESW E ELGERTBEUICT RS Y FOBELASHY £,



Answer Arca

BB cracnft
virfliil ptithe sardesd (o Od L
Y DS

M

Disk type: | Premium 55D -
Standard 55D

Ultra Dhsk

Answer:

L N ® i a
il f‘-: iy I.,’"_'-'l! f;' :P"‘.:,I ;‘i"‘t" E %
L VIICFOSO r‘,‘_,a[m;cm.,e sertel: | NC -

N

MY

Disk type: | Premum S50
Standard 55D
| Premium 550D
Ultra Dis i

HTEE: 34

/N1 T K Azure Active Directory (Azure AD) 77+ > k21 >4 & TLV% Subscription1 &
WS EFTID Azure TR ) T avhmpy ET,

Subscription1 ~®M VPN i # A -AV TLIXR T2 8—hABYET T4t 42—
[Z1&, Microsoft SQL Server 2016 A4 X k—J)LENTLVS Servert L WNSERINDaVE 21—
B—MEENTWET, Server! (A4 V23— M7V ERTEEEA,

LogicApp1 E WLV ERID Azure O w4 7 T IZIE Server! LD T—EAR—XADEZFAHT
JERADBRBETT,

LogicApp1 [Z Server! ~D7 I 2 ABEEZRIET 5V ) 2 —2a VEHRETILELHY T,
AUTLIRE Azure IZT 704 55E MZHELFITHN? MET ST, BZEMHEETEY
BATLaVvEBRLTLESD,

EELCBRIRT BEUICT1RAS Y bOMIESHY T3,



on-preniges: Mlicrosoft = = & T [+
A Web Application Proxy for Windows Server

An Azure AD Application Proxy connector

An On-premises data gateway

——— — — —

Hybrid Connection Mariager

— o aenn -

h £

A'connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
An enterprise application

Answer:

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Appllcation Prnxy connector

[ =TT ua

Hybrld Connection Manager
Azure: $3 @“Microgoft

e B

An Azure Application Gateway
An Azure Event Grid domain
An enterprise application

&5 BA
G274 A1—HF—AEA—T AR TFRANT7TVr—2a3y Fry bFEEEFTER
b AyvtE—2 SRIANBEIRIICER



On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
Anentérprise application

RYDR1AVTLIRT—E2 55—k A

AT 2R SQL Server IS 55 0—NIL IILFTFUbAzure AP VY 7T Di5
B O—AHLaAVE2—F—ITH VT LEIRT—E H5—bDADBNA VR =ILENTH

Y. Azure TBRICERESNTWET—F2 F— b+ UY—RADRBETT,

Ry IR 2 #HETr—boza4 )VY—X

ZH

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure

= HTEIRE: 35

/N1 J'1) v K Azure Active Directory (Azure AD) 77+ > k21 >4 & TLV5 Subscription1 &
WS RRID Azure Y TR ) T3 ohHBYET,

FUTLIRDT—R2E 22 —IZIE_ Subscription1 ~® VPN b Y FEAL, T—2 52—
[Z1& Microsoft SQL Server 2016 A’/ X k—J)LENTLV5 Server! L WVSERIDIVE 21—
A—hEFENTWET Serverl T4 V2 —Fy M7V EATEEEA,

LogicApp1 &LV &RID Azure Py Y 7T IZIE, Serverl LD T—AR—IXADEEAHT
DEANBETY,

LogicApp1 [Z Server! ~D7 J L AKEEZIRIE T H5V )2 —2a VEHETILELHY T,
AUTULIRE AzUre ITTTRA T 55E MZEHRELFITHN? BET HIC(E, BIZEHEETEY
BAToavEBRLTLESW,

EELCERTIBEVICTIRS Y bOMESHY FT,



On-premises: !i'" Viicrosott v
A Web Application Proxy for Windows Server

An Azure AD Application Proxy connector

An On-premises data gatewéjr
Hybrid Connection Manager

= Aﬂﬁ“ﬁ = v
A'connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
An enterprise application

Answer:
On-premises: ' ' | v
A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
'An On-premises data gatewau
Hybrid Connection Manager
Azure:  ® \% 4 v
rA-cgnﬁeEtroﬁ Jateway resoure
—————— gateway resodBll \ i o5 oft
An Azure Application Gatewaﬁ'
An Azure Event Grid domain
An enterprise application
Bl

G374 1—HF—A2E3—TzA R TFAMNT7TVr—23y Fry bFEEEFTHFR
f AytE—T SREANBEIMNICER




On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
Anentérprise application

RYDR1AVTLIRT—E2 55—k A

AT 2R SQL Server IS 55 0—NIL IILFTFUbAzure AP VY 7T Di5
B O—AHLaAVE2—F—ITH VT LEIRT—E H5—bDADBNA VR =ILENTH

Y. Azure TBRICERESNTWET—F2 F— b+ UY—RADRBETT,

Ry IR 2 #HETr—boza4 )VY—X

ZH

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure

ExFTEIRE: 36

HEtfzlE ZBL DY TRV )T a v E2ETKREL Azure IREBEZRETLTLVET,
ANFURAYY)a—2300D—EE LT Azure Policy BT 5FETT,

Azure Policy EEZEIYH TR ENTESE I DNDRAI—TFXENTIN? ThENDERELTE
LHBRREERLET,

EELSCEBIRTBEUVICTI RS2 FOMELSHY £,

A EBIIL—T

B.4¥JX40UJv a3y

C. Azure Active Directory (Azure AD) 7+ > k

D.)Y—RT)IL—TF

E. Azure Active Directory (Azure AD) EIREA (L

F.aAvEa—T427UY—2X

Answer: ADE (A —yvt—T%EY)

Azure Policy &, Azure RD )V —XDTANT 4 ZEDRR L—ILELBT H T LITK > T
mLEd,

ESRR L—IDEREINDE R O—FEFREA=ZT T TN . EBIIL—T TR
) T3y VI—RTGL—T BL2D)Y—RWGE Azure Y R— b5 Y —XDEHIZE]
YHTonFET,

S


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

https://docs.microsoft.com/en-us/azure/governance/policy/overview

=HfERE: 37

ITHR— FRAFEITIL—TIZEMY ) 2a—a vEHETILENDY FT,
HREBIF(CIXFMEZEHEIRETIHN?

A.Azure *y FJ)—9 D F v F ¥ —

B. 70> avinL—7

C.EELBLR— MEEEZ KA = SendGrid 7H ™ > k

D. Azure AD Connect D214

Answer: D (A —vt—T#%T)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations

xFfEIRE: 38

Azure AD [Z App1 & App2 E WS EZRTD 2 DDT7 T EELAHY E9 . Appl EA—ILR—XD
7 R4l (RBAC) ZH7R— L TEHEY Writer EWSRARODA—ILAEFENTUNET,
App2 HX Appl ~DT UV R %I S & ZI2_Azure AD [Tk o THRITESNT= b—2 I Writer
A—/LERAEFENTWNE I EEZHERTILELADY FT,
BT7TIDEREERTHICIEEDTL—F2ERATILENHY FITH? FEZXBHICIE, B4
TJL—FRZELW7ZTVERICKS VI LET KT L—FIE1EERATS LY EHEFER
TEHIELYL FoKFERALBEVWIEETEFET  AVTUYERTTDICIE, XM UHEITHE
N—%FS95F5N R O0—-LTE2BLENHIBEENHY T,

FEELGERT BEVITTRASA Y FOMIELHY T,

Answer:



https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

App2: | API permissions |

= FEE: 39

ECOBEMERF ALY FUAERT—EOEMO—HTY, OV —XDOEEMICE, EES
N-BRZERTELAREMEDOHIMEDERENEFENTOET, —HOEBER LY FZIZER
DELWERRNEFENDIZELNHYFTIN MMOEMEY FZIXIE LWERRLDLZVEENH
YEI,

Dt IaVDEBERIZAEZTEE FOEBRBICRACEIETEFERA, FDEH, CALDER
[FLEa—E@ICIEIRTINEEFA,

HE-DOE#HE BEHOREIL D (VM) EF D TLIRE Azure 2T 7AA LTULET, Azure
ExpressRoute (£ > T L I A5 Azure ~NDEHGRAIZCT 7O/ B X UVEBRINTWVET,
WD D VM TRy M=V EGORBENFEELTUVET,

FTYRT—D S TAa9IESPHMLT VM ADNT Y FAFASNTVENMERE SN TS D
ZHT OBENHY FET,

iR Azure Network Watcher Z#EALTIP JO—RKREZEFTL A2V FT—9 +rS3T7109Y
EoWMLET, YVUa—LaVIEEEEERLTOETH?

A [Ty

B. L\ %

Answer: (&% &~9 5)
&5 BA

Network Watcher X2 b7 —9 IR T+—I VA EZA—E XY T—D A VTSRS
FYARADIEITELRA DV MEDRY FT—H RTA—T UV ADERIZHIDI S KR—X
DINATYY R Ry bI—9BERY ) 21— 30T F . U—EXRETFT)r—anT
VERIRA D RADRY T — R EER L Azure ExpressRoute D/ T+ —T VR EEHRT S
DIZH/®ILBET,

bE T

IP 7O0—REETIE RETS D EDRD/NTy FOHFRIELIFEEINTNEINE SHEREZRL
F9E®IE. AR, O3 B—ALIP UE—FIP. B—AILKR—F BLUUE—F
R— b CEBEINET ATy DX T JIL—TIZ&oTHEBESINEGE TV &
EELEZIL—ILOARNRENET  EEDEFTIP £33 % IP £EBIRTEEIMN IP D
A—REEE, EBENA V2 —2y FEDRE 8L UF U TL I RRE L OHOEGOMEZR
RICEHT DDIZRIBET,

IP 7O0—RREETIH TRy FOREITVUNICHEEDRY FT—H 4 V3 —T x4 RIZHEH
SNBTRTDHRY FT—4 X1 )F 4 FIL—F (NSG) DIL—ILARARShES, KIZ.ZFD
FYRT—=D A VEB—DIAREDBTORS T4 vy JA—N BREINF-HBREICEDNVTE
SENFET IP 7O0—KREEIE. 2y FT—0 X2 ) T4 FIL—TRHDIIL—ILHEETI A


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

D FEFEBRIOUNGDEENSI T4 v 0ETOVILTVEINE INEHERT HDITHKIL
5EY,

S
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

= ATEEE: 40
EHD Azure SQL Database 1 Y A2 VR ET704 LET,
ROBIZRT &5, F—ER-RAOBMBEERAT D FETT,

Diagnostics settings

H X [ Delete

Aedallt’ K/ R FEAFR A e -
+"| Archive 1o 8 SIorage accoum

CEorane accournt
10rage afcount

csaldd260928ed2xdeaTxb77

o

+ 5QLllnsights hm 90
Retention (days) @

v AutomaticTuning 0 30
Retention (days) @

QueryStoreRuntimeStatistics O 0

QueryStore'V aitstatistids O 0

FAYTEOY AZa—%2FALT RIZRENTVWSFERICEIVTERT— AV FETER
SEAEEDERREERLFTT,
FELCERTBFEUICT RS Y FOEELHY FT,



The amount of time that SQLInsights data

. : : v
will be stored in blob storage is [answery ", 30 days =
¢hoicels | 90 days

: 730 days
indefinite
The maximum amount of timle that v
SQLInsights data can.béstored in Azure Log | 30 days
Analytics is [answer choicel. 90 days
730 days
indefinite
Answer:
The amount of time that SQLInsights data
will be stored in blob storage is [answer 130 days
choice].: 90 days
' ' 730 days
indefinite
The maximum amount of time that v
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choicel. 90 days
ve [ hoel | 730 days |
indefinite

ExFTERE: 41

FCOBERIE BALIF A ERT—EOBERO—EHTT, 2OV —XDREMICIE BES
N-ERZERTEHAEREEOH LI HMEDOBRRENAEENTUVET , —HOEME v MMIIEEH
DIELWMERENEENZHENHY TN MOBEME Y FZIXELWEBRENZWGENH
YET,

CODEVIVOBEMICEET SE. TDERICRDZLIETEERA, ZDH CNH5DER
FLE2A—E@EIZERTINEEA,

HET-DEIE Azure SQL T—FR—X #FHAT 5 S F S F 7 Azure App Service 1 VX Z
AETIOAFT BT EEHELTLVET , App Service £ VAR VA E_ Azure SQL T—4 R—2R
LRBIZTFIOMShET,

B#t1Z(% App Service £ YA B VU AERTED Azure ') —2 3 VIZOATTOA4 T 5 E LS HRE
EHrHYET,

App Service 1 VRBZVADY) V—RIER LI =2 3 VIZHEETHIRENHY FET,

A EGFEE-TV)1a—2a e BT ILENHYET,



FRRE: Azure R — A ZV7FIJEFERALTEMERFITHILEZHEBOLET,
CHNIFBREZERL TVETA?

A [T

B. L VR

Answer: (&% %K 7 D)
&R

App Service 1 YR A VR EFERALTHEND Y YV—X JIL—TIERATE S Azure 1) V—X R
)O—EREZFERATEET,
S

https://docs.microsoft.com/en-us/azure/governance/policy/overview

BT RE: 42
HE-DEHRITIE, RORIZRIEHHALHY TS,

Division Azure subscription | Azure Active Directory (Azure AD) tenant
East Sub1, Sub2 East contoso com

West Sub3, Sub4 West contoso com

BY TRV T aAVIChREAL T IV =23 07704952 E&%HBLTVWEST 77
Jr—2aVICIERDILDBEENET,

) Y—RGNN—T

Azure Web 7 7'1)

NRAZ LEEIDEIY AT

Azure Cosmos DB 7h™H > k

FIVr—23 &Y TRAY ) T avIcT7T049 %I21&, Azure Blueprints ZER 3 5
EhHYET,

FIVr—23 0 T7A4F5OITBERF T FORDMEITENL SWLWTTH? @
THICIE, BEEETEUGA T a vEBIRLTLLESY,

EELGERT AU RS Y FOMBIEAHY 5,
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Management groups b
1
2
3
4
Blueprint definitions: v
1
2
3
4
Blueprint assignments: -
1
2
3
4
Answer:
Management groups: -
1
2 |
3
4
Blueprint definitions: -
L
= o}
2 |
3
4
Blueprint assignments: -
1
2
3
4 |
ELL]
Ry X 1:2

East (21 DDEBYIL—T West 21 DDEEBIIL—TF,

IN—TV U PEEREERTDEEIE, TL—T) Y rORESHZERELEST, TL—TU Y
I, ZERERET Y CREEFODBEBIIN—TFLEY IR YT aVIZRETEET .5
FNEBIIL—TDIGE TL—TIV U E2ZDEBITIL—TDFH TR Y T avItEIYY
TBHIENTEFET,



RyoR2:2

Ry X34

IR T30 T&I21D20FY 4T,

DIL—T) U FERETEBIIL—TITEVETHEWVWSZEF BIYVAEATAHIT DY IHEEY
W—TIHFEETDIEEZERLEST . 7— T4 7277 bOTT7AAIEKARELTH TR YT
SAVERRELTWET , BBV IIL—TDEY B TEEITT B[, Create Or Update REST
APl ZFRT HAMENHY VIV IR FERXIZIERDEDLAEENTNSILELHY FT 72—
Ty DY TR )T a3 0EFEERT S1-5HDproperties.scopeD

{E, "https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-
assignment

RFTRIE: 43

HMEICHERAINDIREDT—IAERETEITITIDR L= Y a—2a v ERATHILE
DRHYET VY a—LavEROBEHEHE-IVELRHY FET,

T—ADANL—Ty bEHRKRKIELET,

1EMT—2DRISAZHLELET,

GARYBIUVESAAREOBEZH/MRICIZET,

EDAzure A AL—L FHO U PDBEERANL—D HY—ERZHETILELRDY TTH?
EZETSHICIE BEEETEYGA T a vEBRLTLEEL,

S ELGEBIRT BEUIC1RS Y FOBIENHY FT,

Storage account type:

BlobStorage

BlockBlobStorage

FileStorage

StorageV2 with Premium performance
StorageVZ with Standard performance

Storage service:

Blob
File
Table

Answer:



Storage account type:

SR .

Storage service:

v
BlobStorage
BlockBlobStorage
FileStorage
StorageV2 with Premium performance
StorageV2 with Standard performance

v
Blob
File - e
Tablgmes IVIICFOSOTT

https://docs.microsoft.com/en-us/azure/storage/blobs/archive-blob

FTEIRE: 44
Azure Active Directory Premium Plan 2 77+ > M2 oo Stz Azure Y TR0 1) T avhdh
5, 7TV TR TRTOI—HY—ITx L TEERRI (MFA) AEMIZHE>TLET,

RORIZRTRARTEDEANHY £7,

Name IP address range Trusted
NY 192.168.2.0/27 Yes
DC 192.168.1.0/27 No
LA 192.1683.0/27 No

RORIZETI—F—HUNET,

RORICRTEHHFET IO LA RO —ZREATSHFETT,

Name @ Assignment | Conditions: Locations | Conditions: User risk | Conditions: Sign-in risk Access Control: Grant

CAT All users Trusted locations High, Medium None Block access

CAZ | All users NY None High, Medium Block access

CA3 All users LA None None Grant access: Require device to marked as compliant

RDERT—FAVKMIDVWT EFORT—FA Y A true DIFEF [IFWV] ZBIRLET, Th

psnigald, DA Z8RLET,
FELCERTBEUVICT RS Y FOEELHY FT,




Statements

To ensure that the conditions in CA1 can be evaluated, you must enfdrce an Azure Active
Directory (Azure AD) Identity Protection user nisk policy .

To ensure that the conditions in CAZ2 can be evaluated, You must enforce an Azure Active
Directory (Azure AD) Identity Protection signs=in. risk policy.

To ensure that the w'ﬁﬂi lﬂ,&f\ﬂﬂﬂ ?'\l:ﬂiyﬂm you must deploy Microsoft Endpoint

Manager.
Answer:
Statements NMicroacnft Yes No
VIIWIVOWUWVI L _
To ensure that'the conditions in CA1 can be evaluated, you must enforce am Azure Active O D

Directory (Azure AD) Identity Protection user risk policy .

To ensure that the conditions in CA2 can be evaluated, you must enforce an Azure Active
Directory {Azure AD) Identity Protectionsign-in risk policy.

To ensure that the conditions in CA3 ¢an be evaluated, you must deploy Microsoft Endpoint
Manager.

RFTEIRE: 45
A>T L = XD Active Directory k2 1 > & EH#I$ % Azure Active Directory (Azure AD) 7+ > b+
nHYFET,
HE-OSHITIE HATHFESN-EREE (LOB) 7TV r—2 3 vhHyYET,
ERTIVNENHYET, SAML U5l H4 oA (SSO) X, 1—HF—AFALBFHMAS T T
Jir—2a 70 ERA L&D ELIZE FICEZERTE (MFA) Z3FILE T,
V) 1= 3 VICEDEIRET2 DOHEERENTII? TNETNDERET BREO—EHZERL
TWET,
EELCERT BEUICTRS Y bOMESHY FT,
FHHETOELR RYO—
B.Azure 7 7 r—3av HF—boxA
C.Azure AD TV A—TFS5A X F7T)r— 3>
D. Azure AD ID {Ri&
E. Azure AD Privileged Identity Management (PIM)
Answer: AC (A —vyt—T%REY)

E#TMEIRE: 46

RORICRTAML—D FHIUREET Azure TRV YT avhHUET,
<e ip="bf5bf53100d92242bd877e838160831d.jpg"></e>RD K| EH ZHD
2ODHLWTFT TV ERETHFETY,
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Namei it o<oft Requirement
App1 Use lifecycle management to migrate app
data between-storage tiers
App2 Store app. data in an Azure file share

ETTVIZEDR ML= FHY U FOFEREHEST HIVENHY ETTHM? BET SHICEFE, BE
M TEY AL T a vERRL TS,
FELSERTSE-UITT RS v FOEEASHY £,

Storage1 and storage?2 only

Storage1 and storage3 only

Storage1, storage2, and storage3 only
Storage1, storage?, storage3, and storage4

v

Slorage4 only
Storage1 and storage4 only
Storage1, storage2, and storage4 only

B N/ﬁp[@gg}]ﬁoragez, storage3, and storage4

Answer:

App1: o= Microsoft v

— e e e

Storage1 and storage3 only !
Storaget; storage2,andstorage3 only
Storage1, storage2, storage3, and storage4

— —

- -

App2: ' v
| Storagedonly _ _ _ _ _ _ _
| Storage1 and storage4 only |

Storage1, storage2, and storage4 only
Storage1, storage?2, storage3, and storage4

&t BA



https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://www.edureka.co/community/40011/ Different-storage-accounts-there-major-difference-
between

https://insidemstech.com/tag/general-Purpose-v2/

HEWMELT ELLVEREFRDEEYTY,

Box1 --> Storage1 & & U' Storage3 D #

Box2 --> Storage1 & & U Storage4 M #
https://docs.microsoft.com/en-us/azure/storagef/files/storage-how-to-create-file-share?tabs=azure-
portal#basics

A#7: AZ-305 fERESR [ GoShiken.com MRS =& L7 LY AZ-305 FHERFRELS !
GoShiken.com M &x# D AZ-305 FHERFEIEE iR L TLVET, GoShiken.com AZ-305 FHER
MRBIIRH T MENEETIIVET, &HTD GoShiken.com AZ-305 FEEEZEY Y FT DA
(% 2 5 5: https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFFRARE &£ 5

E B ET 30%w iS5 1o — K: Freepdfdumps)

BT HRE: 47
FUTULIRBRENG Azure ITT—8 24 VU R— b A3FETT, T2 EROKRICTRLET,

On-premises source Azure target
A Microsoft SOL Server 2012 database An Azure SO database
A table in a Microsoft SQL Server 2014 An Azure Cosmos DB account that uses the SQL API
database

T—ADBITICIIMEFERT I LEEREAOLETI? BZBICIE BEUNEY—ILEELVLT—
AY—RIZFSY I LFET . &EYV—ILF 1 REFERTSIEL EHEFARAT LI EE Fo
K ERALBENWS EETEFET  AVTUYERTTDICIE RAVEATRHEIN—Z2FS 9T T
50 R O—=ILTEBENHIBEENHY FT,

S ELCGBIRT BEUIC1RS Y FOBENHY FT,

Tools
AzCopy Answer Area
From the SOL Server 2012 database:
Azure Cosmos DB Data Migration Tool P Tool
Data Management Gateway From the table in the SQL Server 2014 database: Tool

Data Migration Assistant

Answer:



https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html

Tools
| AzCopy ‘

Erom the SEL Server 2012 database:

Azure Cosmos DB Data Migration Tool | lData Migration Assistant

| Data Management Gateway Ffbrtthe table in the SOL Server 2014 database: [-J-'Lru*z- Cosmos DB Data Migration

| b o)
:E--‘_".-ata Migration Assistant ; i’r ;B i 2

S
https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sql
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data

ExFTTEIRE: 48

Azure Y TR YT a3 vEEHELTT,

Windows Server 2019 / — K% {9 % Azure Kubernetes Service (AKS) V)1 —< 3 %577
AT E5LENHYFET,

Y )a—a EROBEGEZB/I-IHENHYFET,

ARTF—LT79 MRERIZOAVE2A—T 42T VY—RETOED 3 =0T 50I1THH S EHE
ZR/BICHIZET,

Windows Server A > TFDBE#MR S —) &% HR—FLET,

EDQRT—=) oG ATaveEB8HLETH?

AVSRARI—F—bRG—5—

B. KFERY K A— XG5 —F5—

C. Kubernetes /A\—< 3 > 1.20.2 LI[&

D. Virtual Kubelet ACI B L =R/ —F

Answer: (fBZ % &RTT 5)

E5EA

Azure Container Instances (ACI) R4 5¢ A V75X RS F YDA —/N\—~v FZ&EM
THIEHL AVTF— A VR VRERRICTTIAATEET,AKS [THfRT 5 & ACI I
AKS ¥ 5 A2 —DE L HIBILIRHEREIZ/T Y F 9, Virtual Kubelet ICE DR/ — K aviR—
2 b, ACI #{x%8 Kubernetes / — F&E L TIRIETHAKS VS REA—ICA VR b—ILENFE
9, T D% Kubernetes [ AKS VS XA —AD VM / —KFEDKRy F&LTTIEAL RE
/J—FZENALTACIA VRAVRELTETEINDIRY FERTDa2a—ILTEDLLSICHYFE
v,

KRB/ —FEFERTEIEOICT IV I—2 a3V E2ERTIREEHYEFRA VTR EZ—F—F
AT—5—MNAKS VS RAA—IZH LW —F&T7a4 95 T704(% AKS & ACI 21k
[CERGLRT—YITTEET,

BEIER SN SR
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Azure Kubernetes Service (AKS) cluster 1\ Nage %{ ﬁ;nntainer
. | Instances (ACI)

D Cluster Autoscaler

Node || Node || Node || Node

Honzontal Pod Autoscaler

)

FAKS VSREA—IE RD2DDFAEDODVWTNANTRAY—) I TEET,

*ODSRARA—F— b RT—=F—IF IV V—RDHEMICEY /) —FETRTDa2—IILTEHLKRY
FZEBEFRLET,

TDR.VIRI—IF/—FOHEBEMIZEOLET,

*IKERY K A— RS —5—I[L_Kubernetes 7 S AZ—RADA L)X —N\—ZFHLT
Ry ROV Y—RFEZERLEFT , 7TV5—2a30h&YEZD)Y—RERELT D5
B Ry FORITIBEBMICEMLET,

*FREICIADT=O,

S

https://docs.microsoft.com/en-us/azure/aks/concepts-scale5

x#EIRE: 49
BEHD Azure SQL Database f YA A VR &FJOA4 LET,
ROFIZRT LSS, T—EAR—RDZMHBRELERT HFETY,



Diagnostics settings

= X [ Delete
u‘\
Diagnostics

o | Archive 10 a storage acoount

[ o T Ppppp—-
hiorage accourt

cse144560828283xdea7xb77

fabrikamproductionworkspace

Retention [days; ®
+| SQLInsights -0 90
A = Retertion [days) @
v t ti i
utomaticluning 30
Retention {d L
QueryStoreRuntimeStatistics O 0
Retertion {days) @

QueryStoreWaitStatistics 0

KOy TA O A-Za—%2FRALT RICREINTLWBIFERICEDVTERT—FA Y FEER
SHAHEEDERFZEERLET,

FELCERTBEUICT RS Y FOEELHY FT,

The amount of time that SQLInsights dara O 1

: . : v
will be stored in blob storage is [answer e ]
choice]. ’;; days
| 730 days
{ indefipite — — _— —
The maximum amount of time that v
SQLinsights data can be stored in Azure Log | 30 days
Analytics is [answer choice]. 90 days
730 days
indefinite

Answer:



The amount of time that SQLInsights data
will .be stored in blob storage is [answer 30 days
choice]. 98 days
~ () 1330 0ays
= lindefinite,

F ol
| e

¥
¥ |

vl

i/

The maXimumamount ‘of fime that |
SQLlInsights data €an be stored in Azure Log | 30 days

Analytics is [answer choicel]. 90days
1 730 days

indefinite

B3
G574 A—HF—AVEA—TzA R THFRANTTI5— 3 V0GB EHERINS

The amount of time that SQLInsights é’a"@aﬂ gQSQ*i

: ; : v
will be stored in blob storage is [answer 30 days —_—
choice]. 90 days

730 days |
|indefinite !
The maximum amount ofdime that v
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choice]. 90 days
730 days
indefinite

B R TIlX, SQLInsights T—% (& Azure Log Analytics [Z 90 BREIRESNE L ST ESh T
FI . -EL BRI T—2Z2RETES EXHBZERTEY, £IF 730 BTY,

Ex#ERE: 50

HEE-OEHRIE EHOF UV TLULIR T—2 €3 —THRE UH . ELUVLER—F 7TV 45—
DIVERAMTARETIDUVOEDRAMGHEE T A TRZ UAN)DROBEEHELT
WET,

XT7AFT VAT IV r—L a3 UTITEBOT— 2 RENEFMHTONATOET , KENFRELEL
BE. 7IVr—avid Azure Mo RITTESRENH Y T3, BAZEUEER (RTO) IX 10
ST,

*LIR— k7705 —2 3 ik BHORETRAI VMM 34 L T—R2FRABETER TN
BYFEHEA RTO L 8EMITY,



RET TN r—2a v 2BEBDA VT LIR T2 U3 —IC 72— )LA—N—TE5i

ENDHYFET,

ED Azure Y—EAMNEDRR AZaZT 4 ETAHRE— YAN)—DOBEEEZH-IHIEH

BYIDLELADYFT,
Y1) a—2 3 TRARMERMRICMZASZBENHY FT,

ENENDT TV 77— a VI EHRET IVEAHY FIM? BXDICIE BULGY—ERZE
ELWPIVS—2avICkSy I LEYT , EY—ERFBEHFEZE-THAINIHZENHY F
T ARAVBTREY N—Z2 FZ9 795N Ea—aAVTUVYERYA—IILT ILENHLE

EnhY FET,
Actions

Answer Area .

©

Azure Backup only

Azure Site Recovery only @ Finance:

Azure Site Recovery and ; ‘

Azure Backup Reporting:
Answer:
Actions ANSWer Area
Azure Backup only : Sales:
Azure Site Recovery only ' @ Finance:
Azure Site Recovery and | _
AzureBackup _ _ _ _ _ | Reporting:
& HA

1) BR5%: Azure Site Recovery M #
2) B47%: Azure Site Recovery & Azure Backup
3) L7/R— bk: Azure Backup M &

=HTEIRE: 51
EHD Azure SQL Database 1 Y RA VR ET704 LET,
ROFIZFRT LSS, T—EFR—XDZH

Sales:

Service or Services

Service or Services

Service or Services

~Azure Site Recovery only

:—Azure Site Recovery and
Azure Backup
|

|Azure Backup only

—— — — —

REZHERTHFETY,



Diagnostics settings

) X M Delete

Diagnostics

Arrhiva * % FYAFLAS 5 e
«/| Archive 1o a storage account

g - - -
>torage account

>
csaldd260928ed2xdea7xb77
Stream to an event hub
vy end to Log Anahytic
Log Analytics N

fabrikamproductionworkspace

Retention (days) @

v SQLInsights = 90
Betertion (days) @

v AutomaticTuning O 30
Retertion (days: @

QueryStoreRuntimeStatistics O 0
Retertion (days) @

QueryStoreWaitStatistics O 0

FAYTEOU AZa—2FALT RIZRENTOSERICEOSVWTERT— AV FETERM
SEHEEDERBKRZEZZERLET,
FELSERT SE-UITT RS v FOEEASHY £,



The amount of time that SQiLl:nsiMJ ﬁtﬁ} 5 {?'ﬁ

will be stored in blob storage is [answer
choice].

The maximum amount.of time that

SQLInsights data can be stored in Azure Log
Analytics is [answer choice].

Answer:

The amount of time that SQLInsights data

will be stored in blob storage is [answer
choice].

The maximum amount of time that

SQLInsights data can be stored in Azure Log
Analytics is [answer choice].

HTREE: 52

30 days
90 days
730 days

indefinite

30 days
90 days
730 days
indefinite

30 days
90 days
730 days

Lindefinite

Micmsgﬁ

30 days
90 days

730 days

indefinite

ECHRRICEELRT 2 Z2REFTHHLWT TV ERRTSFETT, 7 TV IROER ZiET-

TRENHYFT,

X1EMEF-LET—20EEZRILLET,
*EHAIYBEEZR/NMRICHIZFET,
CT—ADERNERKIELET,

TTVADR ML= V) a—2a VvEERTIBENHYET,

MZEHEINETIN? BET ST AERETHEINGA T3 VEERL TS,



Azure Storage account kind:

StorageV2i "
BlobStorage «
BlockBlobStorage

Replication: « v

'Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

Answer:

Azure Storage account Kind:| |

.

Replication: |

Zone-redundant storage (ZRS)

2
|

ElE)
G574 DN A—HF—A23—TzA R TXAM 7TV 5—2 a3 0HBEABETEREIND

Azure Storage account kind: v

StorageV2
BlobStorage
Blo b

Repliéation: | " ™ v
Zone-redundant storage (ZRS)

Locally-redundant storage (LRS)
" aticcsss GG Aingant storage (RAGRS)

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json

SR

R#TERE: 53

2TBDT—3 27ANERBFETDAVITLIRAD I 7ML H—N—BHYFET,
BA—0Ov/\D Azure 'J—2 3 VTl T—4 774 L% Azure Blob Storage IZHE1 T 5 FE
TT, T—32 774NV ERETEIEHDRA N —D THO U LDEFEE A L= THDIU b



DLTV =230 Y )a—vavaETHRENAHYET , V) a—Ya v EROEHEE
EFYRENHY ET,

*E—0 Azure TR U —ITEEANRELE LI-HEICFIATRE,
*AML—URERBESR—NLET,

AR MEREMRICHIZAEY,

MZEHEINETIMN? BET ST AERETHEINGA T3 VEERL TS,
FELCERTSE-UICT RS Y FOEELHY FT,

Storage Account type

Premiupvbloek blobs
Standard general-purpose v1
Standard general-purpose v2

Redundancy:
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

Answer:
Answer Area

Storage Account type:
Premium block blobs

||5tandard general-purpose v2

Recuncancy R — D
(eo-redundant storageuis

[ Zone-redundant stnrge izRSI I

Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

xFfERE: 54

H=1X Azure Linux REBYL VEFRLTCETAH 274 ILERHTH7 TV r— a3 v %k
FFLTWET, 774 J)LIE, ExpressRoute ZfEA L T Azure [TEMRT 2EA T AT VT
A—KF3INFET,

T7AINERR T BBDICAzure A AL—C FHO U 2 TOED I =TT BH5FETT,
A= 7HOU MDA RODERFEIZLTWAIEEZRERT IVNELHYET,
*RRKTTBOETAH Z74ILEYHR—F

*AREGRY RE DA ERBELET

*RAML=UDNKELGETH 774 ILAICRBIEESNTNWS S LZHERELET,
*FAUOTULIRRYNIT—=IOMEDT 74 )LD ExpressRoute ZERALT7y 7O—KEhTL
BEEHERITBARAN—C THOUMEIEDESIZEBRTNIELWTIN? @ET BIZIE, E
ZEETHEY A T a v EEIRLTLESLY,



FELCERT SFE-UICT RS Y FOEELHY FT,

Answer Area

Storage account type:

Data redundancy:

Networking:

Answer:

Premium file shares
Premium page blobs
Standard general-purpose ¥2

Geg=redundant storage (GRS)
Locally-redundant storage (LRS)
Zone-redundant storage (ZRS)

l These are the selections for Dets redundancy J

Azure Hnultﬁu::tm

apiore s [V]1CrOS Tt

Answer Area

Storage account type:

Data redundancy:

Metworkang:

Premium file shares

one-redundant StOrage [ZRS)

| These are th

v selections for Dats redundancy |

EX#TEIRE: 55

&7 1=1%_ Contoso, Ltd. & LVNS BHTID Microsoft R!) 21 —L SA UV RABEEDT—IR—RIRE
EBLTWET Contoso IV I Iz T7 722753 VRICEDTA4EVR EEY T4 %EH

LTWWFET,

50 DT—2N—RETTAATHIVENHYFET, V) a—2a vEROBEHEHE-THEN

HYFET,
BEgRT—Y T &Y R—rLET,

Microsoft SQL Server® 5S4 £t AR FEHR/IMRICHIZE T,
Y)a—2a VT ZEDEIRETLLIN? @ETBICIE REEETEYGA T avE

BRLTCESY,

EELSERT ST RA v FOEEAHY £,




Purchase model:

DTU
vCore s
Azure resemved virtual machine instances

Deployment option: |

An Azure SQL managed instance

An Azure SQL Database elastic pool

A SQL Sener Ahy,ays On avallablllty group

F il Nt B

Answer:
Purchase modef\ i crosott ¥
DTU
vCore L
Azure reseryed vidtuat machine instances
Deployment optlrm. al t: S 3 i v
'| An Azure SQL managed instance
lAn Azure SQL Database elastic pool
A SQL Server Always On availability group
S .

https://docs.microsoft.com/en-us/azure/azure-sql/database/purchasing-models

ExFTHIRE: 56

HEEOERICIE, Z2a—F—2 05 VEILRIZ2DDAVTLIR U4 bAHY  KREEE
D Azure ) —2 3 U EKEFTEED Azure ) —2 3 V1T Azure RERY FD—I R HY FET, A
VITLIR YA MIZ BAD')— 3 »~®D Azure ExpressRoute BI#ENH Y F£3,
ROBHZEFETV) 12— a VEHBETIVNENHYET,

RERY FT— L THRRAMEATWET—O— KDL U8 —%y hADT I FNHUR
FS74vPF RBEVARARELGA D TLIR A FERBBHLTIL—T41 VT SNDIBEN
HYUET,

AUTULIR YA FMIEENREELEZEE . RERXY M=V LD —oO0—Fh b 22—
FYRANDET T4 IIE MDY A MIBEBMICBIL—T4 VT SNIBELNHYFET,
HREBEICIIMEZESDHIRETIN? BAZTSICIE EEEHTE UG T a o E#IRLTL
fZE0,

FEELGERT BEVITTIRASA Y FOMIELHY T,



Routing from the virtual networks to ! v
the on-premises locations must be  [Azure default.routes

configured by using: Border Gateway Protocol (BGP)

User-defined routes

The automatic routmg configuration, v
following 4 failoyés mustbe Border Gateway Protocol (BGP)
handled by using: Hot Standby Routing Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)

Answer:

Routing from the virtual networks to 9
the on-premises locations must be |Azure default routes

configured by using: Border Gateway Protocol (BGP)
User-defined routes

The automatic routing configuration,

following a failover must be ‘Border Gateway Protocol (BGP)
handled by usmg ot Standby Routing Protocol (HSRP)

S f'"‘ Virtual Router Redundancy Protocol (VRRP)

v

Explanation:

FUoTLERARYNI—O =+l R—F—45—Froxz4 FObaJL (BGP) #{EAL
TAzure [RERY FIT—9 =,z A EIL—bEXBTEET Azure RERY FT—%
T—rI7TATHOBGP OFEAIX. 7— b0z A DERMEFICERLEZERICE>TELGY FRT &
RLUI-FEEMNRDIHFE: ExpressRoute: BGP AL T, 4> 7L = X JL— b % Microsoft Edge
W—B—IZT7 ENZ A XFTEHELELHY ET, 24 7: ExpressRoute & LTTTOA chni=kHE
Y NT—O =A% TT04F35BE, 57«1 v % ExpressRoute lRBER v k77—
D T— b TAIEFIT 51— —FEBIL— b EERT A LETEFRRA, A—F—FED
JL— b ZEHAL T _ExpressRoute Moy hIT—ORBET7 ITSA T URBEIZLS T4 90 %
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F)—a EZFTRAADNENL-TVWESGEF GARYEITTLHCEZTAALNETESE
9,

S

https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability

kEw % 4 _HABInsurance

HEDIRE

— 7

fRI&=%t HABInsurance [& 3 DDMTEXZREL FERKR, BBERKR, MMRIRZEEL T
L ET, HABInsurance [Z(E R DIEMNZ 3 DDOMABHEANHY £9,

R 7 ¥ Adh

Z M=%t1Z1E main.habinsurance.com & region.habinsurance.com & LY5 2 DM Active
Directory 74+ L X bH & Y E£ 3, HABInsurance D EE L RNE S X T LT RIERNE S X F L (IPS)
T, N, T—32 £ 2 —THRRX FEINTULVS IS/Windows H—/N\—LETETEIN D
ASP.Net/C# 7 71— 3> TF, IPSIZIE Web, ESHRR OS v s API Y IITY KD
T—RXRETDIDOELNHY FT, FttE/V v o T2 FIZ Microsoft SQL Server & MongoDB
EFHEALTVWEYT, COLRTALICIE BET—2ERE T —LELUERED 2 DO H
Y FE9, BEET—4 [ Microsoft SQL Server LIRIED T+ —LE KU FF 2 A2k - MongoDB
[CIREFESINFT FEEE AHEDONASIZ10TBDAZE (HR) T—2 #HRELTVWET,

=2

— {73

HABInsurance &, 7—2 00— F % Azure IZB1TT A L #ETBEILTWET, K5 (& Azure 7
AT avEEALELE, £ A2 FOEE #47HIREIS  HABInsurance (& Microsoft
Office 365 MEBIE L HI2/1\1 Ty KID EFILEMERLIZWNEEZTIVET, F4tlE AD
T4+ LR b% Azure AD IZEIHA L  Azure AD BEEBEFIOMEEZEERT S FETT,
HABInsurance [&, IR ® IPSCustomers SQL T—A2X—X & FHEEHRTRY—57/)GEaY
Eia—TFT4 VI BEVR M= 4T3 ENSUROEMNE Azure DEF LW I ILI R—D
FSQL T—2R—XIZHBITTILENHY FT, EBF—LIE Azure T—FR—X H—ERXMN
RINBDE DAL LTT—EAR—X YY—REEFNIHET D EEZHHFL TUOET, HEifff
F—LIE FHLOT—ER—XITDTUR—RDBAETILEEET S LERELTVET,
HABInsurance [ R 7+ —L& KXo A2 bE Azure T—AR—X H—ERIZHITLIzLVE
#&ZTUWLWET, HABInsurance (£ IPS DRHUID 2 BEZEEET(C Azure IZBITT HFETT, T
9/80— F—LIE —EDORBTIU A VRARZVALETIPS BEETT HAIREMICDONTEE
LEWET A VREVADHIT CPUFRRICE DV THHNICHABRINZLEAHY FI,
AVEA—TFTAVT AVITRAMI I FvITxt LT 99.95% O SLA ZRiET HLENHY F
9,

SRIEIABET 3% Azure T7 M IIVHBICBET ILELHY ET,

HABInsurance I£ #i LN Azure TaAVATAT #HABLUY—KN—TFT D7 T)5— 3>
EFEATAHICLEHBELTVWET BARIE ERSNET7 TV Tr—230ADT—4 7O ERIC
XTBDI—H—DRIEZEMT I LEERFLTVWET , ZDE. 7/ 00— F—LlX hREZ



I—vILITH—ERX R—F/)LZEIPSIZEML FHLWIPS #TILFU—23 > ASKIZERT %
CEERELTLWET, LAL BEF—LALRFK Va3 ELERBORILF)I—2 a2 AKS T
A4 DINTA—IXVAEARARZESLTLWET,

ExFTEIRE: 76

2TBDT—8 J7ANERETDFATLIRADITI7AIL H—nN—DHYFET,

BIA—0 v/ D Azure ') —2 3 U TIE, T—4 774 )L % Azure Blob Storage [Z¥E)T 5 F
TT ., T3 774NV ERETDHHODRA =D FTHOUMDEEE A L—D 7THDIU B
DLITNr—2a30 Y)a—2a 0 EERTAMENHYFET, V) a—2a VEROEHER
EIRENRHYET,

*E—Q Azure T2 U2 —ICEELAKE L-BESICFIHATEE,
*RML—URBEYR—MLET,

AR MERMRICHAFT,

AZENHIRETTAN? BETHICIE, EEEBETEULGA T a VEERLTESW,
FELGERT BEUICTT RS FOMELHY 5,

Answer Area

¥
b

Storage Acdolint type:

Premium black blobs

Standard géneral-purpose v
standard general-purpose v2

Redundancy:
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

Answer:
Answer Area

Storage Account type:

Premium block blobs

Redundancy:
H t et ]
Zone-redundant storage [ZRS)
Lacal edundam storage {LR5)
:Ftn,ﬂ ::;:5 deg-];aduﬂ lil storage (RA-GRS)

A#7x AZ-305 7B (L GoShiken.com M I Nf-EH L9 LY AZ-305 SHERRIESE !
GoShiken.com W& HT D AZ-305 HEREEE iRt L TLVET, GoShiken.com AZ-305 FRER
MBI T MENEETIIVNET, &=HD GoShiken.com AZ-305 EEZE7 Y FT DA



£ Z % 5: https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I REE A
& EfRfHE T 30%wiAIEI5Io— K: Freepdfdumps)

ExFTEIRE: 77

HET-DEIE Azure SQL T—FR—X #FHAT 5 S F 7L Azure App Service 1 VX2 >
ARETIOALFTBHLEELTULVET, App Service 1 VR A2 VR Azure SQL T—H4 XA—2X
CRBIZTF IO ShET,

F*tIZ1d, App Service 1 YA A VR EHTED Azure ) —2 3 VIZOHFTTOA T B E LSRR
EHENHY FETApp Service 1 VRAA VAN Y—RIFE L) =2 a3 VICHEETHIRHENDH Y
FY,

BHEGEE-T V) 12— a Vv EHRETINELAHYET,

fi# iR K Microsoft Defender for Cloud DFAHIEFH v ah— FEERT S LEH8HLE
v,

CNIFEEZERL TOETHA?

A. LMVR

B. (LY

Answer: A (A —vyt—T%EY)

EHTREIRE: 78
RDOEIZFRT & 512 APl Management T OAuth2 SBSE##ER L E T,
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77 API Management service

? Add OAuth2 service X

Display name *
Unique name used to reference this authorzation server on t..,

d* @

Description

Authonzation server description

B Microsoft

Client registration page URL*
https://contoso.com/register

Authorization grant
v/| Authonzation code

L | Client credentials

Authorization endpoint URL*
https://loginmicrosoftonline.com/contosoonmicrosoft.com...




Support state parameter

Authorization request method

v
POST

Token endpoint URL *

- § 8 i i
iOKen endpoint 15 used Dy clients 1o obtain access (OKens in

FOy IR AZa—%#FALT RISREINTOSERICEODVWTERT—MA Y FEERK
SEHEIEDERKRETERLET,
EELCEIRT BEUIC1 RS Y bOMIENSHY 9,

The selected authorization grant type s fﬂanr choice]. v
i ICIrO ggiﬁil@mund services

Headless device authentication
Web applications

To enable custom data in the grant flow, select [answer choice]. v

Client credentials
Resource owner password
Support state parameter

Answer:
The selected authorization grant type is for [answer choice] = v
1Background services
Headless device authentication
[Web applications
To enable custom data in the grant flow, séléct [answer choice]. -
A Y . lient credential
3"‘ M1 ro s o TResource owner password
: Support state parameter
S .

https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration



xR 79

Azure SQL T—H N—X T TDE AEMIZHE > TWVD T L 2R T BIZIE Azure R L — %48
BRI BZBEAHYET V) a—2aviEExa) T4, TSAT7UOROERZR-LTL
BBHENHY ET,

EDIDDT7HU L aVvEIRBIZETTAIVLELNHY FTIM RBRIETHIZE, 7U2a>D) X b
NoBEYRT I3 EREEBICHEEL ELWEFTHERET

Actions Answer Area

\ Create an Azure policy definition that uses ;

| lhe deployrfNotExlsts effect _ ‘

J

Create a user-assigned managed identity.

Invoke a remediation task.

[

Create an Azure policy assign/ient.

| Create an Azure policy definition that uses
the Modify effect.

Answer:

Answer Area

Create an Azﬁ.n'e. policy de*mm.un mai uses
the deployifilotExists El’fect

| Create an Azure pohcy deﬁnltnn that uses |
th-e Modify effect

&t BA
BEMICERSNE=-TXX FRBAZETER



Create an Azure policy definition that uses
the deploylfNotExists effect

Create an Azure policy assignment

Invoke a remediation task

DF VA ERREDTRTO Azure SQL T—2 R—X TlE, BBMT— 2 BEES1E (TDE) B EX)
[T TWARENHYFET,

FIIg 1:deploylfNotExists ID # AT % Azure R S—EREHERLET,

=D R T v FI&, deploylfNotExists #ETT 50— IILEZEEZL SFATWLWSETUTL—FD
AVTUVEEEICT IOATEEHICR) O —FED——XEEEFT 52 ELTT,

ATw T2 Azure R O—E|Y BTHEHEKRT S

R—2IILZFERALTEY S TEERT BBE Azure Policy IEXRr—C K ID 24K L, Fhic
roleDefinitionlds TEZSNf-A—ILZFHELET,

ATy T I BEIRVEFUHT

deploylfNotExists E£7=IFEFR) O—IZERML TR Y —RIE BEZE L TEMIREIZT
BLENTEFET BERX BVETHEBIL—T IRV YT a3y VIY—RTIL—T,
FRIEERNDY Y —XTHEINESMEARLELS BEFEOVYV—XBLUH TR YT avic
%f L T deploylfNotExists $1REXETT 5N FNYBToNZR) O —DERREEZETIT S &
312 Azure Policy IZHERT A Z EITK > TERSINET,

FHfish (2, deploylfNotExists £/ IEEEMRFFEAL AR O—FNYHTIZKY FEEHDY
Y—RERIEY TR YT avhHsdnESnmHlsnEd, FEMDY Y —RFFHYT
AT a RO o158 FHHlMEER—DICKRRTEINET,

S .

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

Ex¥TiEIRE: 80

HEEIFX EESIVT T—EAL D OF AN EHET DY) a—a vERFLTVET,
ROBHFmIzTV)1a—2aVEHETINELRAHBYET,

*Azure TEHEZETLET,

) —FHPMEDITRTD/ —RIZT—2FBETEDLSITLET,
CEBOU—VETELREITELFHETS0IC/ —FOHEZRIELET,

*Y) 21— ERETEHODFAERNMRICHNAET,
HREBICEDNDDIRZT2DDT7I2aVIEENTIN? TNENDOIERIE FEREO—EZERL
TWET,

EELSCBIRT BEUICTT RS Y bOMIESHY T3,



A. Azure THFNI T 7A4IL SRTFLEEMIZLET,
B.RETLVEFERT ALV — TJ7—LEERLET,
C.aYEa—TFT429 /—RFRTORHNFIRAIDETEEMILET,
D.RE<LY Ry—IL y bEFERATEHLUY— T7—LZEZERLET,
E. Azure Batch #{# 35 L 48— 77 —LEERLET,

Answer: CE (A —vyt—U%5%Y)

ExFiERE: 81
Contoso, Ltd. & ULVS5 &RINDE%tIZ(X Microsoft Office 365 B & U Azure Y TR 2 1) T 3 v Lk

& & h = Azure Active Directory (Azure AD) T+ > kDB Y F£3,

Contoso IZIEA VY TLEZADIDAVISAMSVF¥RHBYET A VISASVF¥IC

(&, Active Directory KA A > —E X (ADDS) #ET9 5 —/N\—HMEENTEHY  Azure AD
Connect Contoso (& Fabrikam, Inc. &LV &t &1RIE L TULVE T, Fabrikam IZ(% Active
Directory 7+ L X k & Office 365 77+ > bHAidH U 9, Fabrikam [Z[&_ Contoso ERILA > T L
SADAVISRASIVFYBHYFET,

Fabrikam @ 10 ADBFEE F—LIL_ Contoso D Azure TR 9 ) T a3 U THRA RSN DB
Azure V)2 — a3 VICRYHAET FAFEEIL Contoso TRV )T avAD) Y—ADH
EEREO—ILICEMSNDZBENHY FT,

Contoso A% 10 A®D Fabrikam FAFEZEIZAO—)LZEXRICEIYETEHIENTESY Y 21— 3y
THRTOIDLEIHYET,

MYV ') 1— 3 TIlE Fabrikam AEESBRGFOERBEREZFAL T YV—RIZFT IV EATE
5EICTEIRENHYFET,

Al ZENHBHNETITH?

A. Contoso & Fabrikam M7 > 7L = XM Active Directory 74 LA FREID 7+ LR FDIEFEZE
BERLET,

B. Fabrikam & Contoso @ Office 365 77 > FREIDMABREZREZEBRLET,

C. Contoso @ Azure AD 77+ > T _MIM ZfR L T Fabrikam RAHEEBERDZ A M 7ho U b &
ERLET,

D. fabrikam & Contoso ADFS 4 75X 59 F M AD FS itFAZEFIRBEBEZBRLF
9,

Answer: A (A —vt—U%5&Y)

A

EHEOER - EEXNR I LA MERERFASAUNSER I+ LR CADEBEEERLET, E
ARENMNSEEB I+ LR FAD—FRDEENLETT,

EBRMVPBIAZEALT. EEIA LA MOTHY Y FHABEYEERKRR MIOAHBTA TS
KOICHIRT 2LENHY TS,

SE X
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-
privileged-access-
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XTI 82
RORISRTARL—D FHAIUREET Azure TRV YT avhHUET,

Name Type Performance
storage1 StorageV2 Standard
storage2 SrorageV2 Premium
storage3 BlobStorage Standard
storage4 FileStorage I PEmiumsoTT
RORICTITEHER D22 2OHLWLWT TV EEETLFETT,
Name Requirement
App1 Use lifecycle management to migrate app
data between storage tiers
App2 Store a@pp data in an Azure file sharerosott

BETFTVIZEDR L= FHI U FOBEREHEST HIVENHY ETHM? BET ST, BE
EETHEUGA T a vEBRL TSN,
FELCERT BEUVICT RS Y FOEELHY FT,

Storage1 and storage?2 only

Storage1 and storage3 only _

Storage, storage?, and storage3 only
Storage, storage?, storage3, and storaged

-

Storage4 only

Storage1 and storage4 only

Storage1, storage2, and storage4 only
Storage1, st 2, storage3, and storage4

LT

Answer:
App1: Y
Storage1 and storage2 only
| Storage1 and storage3 only
Storage1, storage2, and stoiage3 only i
Storage1, storage2, storaged, and'sforagea’ |
App2: v

Storage4 only

|[ Storage and storage4 only
StorageT, storage?, and storage4 only
Storage1, storage2, storage3, and storage4

xFTEE: 83

HiEt-1E EHDL > T L T X Microsoft SQL Server T—2RXR—XAMS5DKENDT—4H % Azure
DA TSY b ITH—LIZHET BT =2 "L TIAVEHRFLTVET /1 TS5/ UIZIER
D7 avhaEnEd,



— R R—XDEH&, Azure Blob Storage DX TF— U U JHEEICEHMICT Y RAR—kSh

FY,
*BLOB R bL—PDT—42F GEICEIHESh=FBHAATOELREFER LTI LD VY
BrUEHBIIFET,

CEBMEAINET—R2ET—2 9z TF7N\DRIZAO—KFEnET,

*BHOENYFIE IR—D R Y—ELT LAV—DF 254 U0 (OLAP) ETILERE
I HOICFERINET,

IR —TV R HY—EVT LAV—IE . BFOIU R A—Y—ITk>THEASINFET,

T—HR DITFINIREY—ER LANV—RETIDLENHYET,

AIZFEZIEVDDTL LI ?EET HICIE, BAZFEETEYGA T a3 0 EERLTLES
Ly,

FEELGERT BEUITTIRASA Y FOMIELDHY T,

To implement the data warehouse X

An Apache Spark pool in Arure Synapse Analytics

| An Azure Synapse Analytics dedicated SQL pool
{Azure Data Lake Analytics

To implement the serving layer

| Azure Analysis Services

n An Spark pool Azure Synapse Analytics
I C r O g e Bynapse Analytics dedicated SQL pool

Answer:
Answer Area

To implement the data warehouse: A

An Apache Spark pool n Azure Synapse Analytics

'An Azlre Synapse Analytics dedicated SQL pool

,Iiurure- Data Lake Analytics !

To implgmem thesenyimaeY: . _ . _ - . _ _ _ v

| Azure A is Services
T a e o e —

- |An Azure Synapse Analytics dedicated SQL pool

BT
Microsoftt

To implement the data wareho@sed | AzuréData Lake Analytics

To implement the seving [ager.  Azure Analysis Services

=HTMERE: 84

Oracle T—AN—XZFEAT S Appl1 EVWSERIDAVTLIR 7T Tr—23ohHYFET,
Azure Databricks Z{#H L T, App1 » o Azure Synapse Analytics 1 Y X2 VR IZT—42 &%
LTHARAL T EEZFTELTLETD,

App1 7—%4 ¥ Databricks TFIFATE S Z L ZHRT IDLELHY ET,

Y= 3 VICEDBERE2DOMD Azure Y—ERIEZENTITMN? TNEFNDIEMRIL FRRED



—®ERLTULET,

EELKBBIRTBEVIC1I RS Y FOMELBHY £,
A. Azure 1 ViR— NIV RR—k H—EX

B. Azure Data Box ¥— k™7 = A

C.Azure 7—% 27U k)

D. Azure Data Box Edge

E.Azure T—% L1492 R bL—2
Answer: A,C (A —vt—T %57

Ex#THRE: 85

HET-DEMIZIE Azure RET L D ETERITSINIBEED Web 77U AHY £,
TFTUMSQALA V22023 DRTHILHREIN LAVY—T7T O—RK NS H—HAFERASI
TWBI L F#HERTIVENHYET V) a—2a TR 7IVDOa— FOFHEFR/DEIC
Mz 50BENAHY ET,

AZEHEIRETIM BZADICFE BULEY—ERZELWEI—45 Y MIFSY Y LET &
H—ERF ABIEFERTSIEL BEREFERATIC LD Fo{FERALLGVWIELTESE
T AVTIUOVERTT BICIE RAVETHEIN—ZF RSV TTEN R B—ILT ILELH

BIGEENHYET, T ELGERT HEVICT1RS Y FOMEENHY FT,

Web Application Firewall (WAF) Azure service
Azure Application Gateway Feature
Azure Load Balancer

Azure Traffic Manager

SSL officading

URL-based content routing

Answer:

Azurs sapyice’ | Arure A{:i}lf‘ld{!k'ri :_.‘dt‘-_‘\'l':l:.

| Azure Application Gateway ! feature : Web Application Firewall (WAF
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Services ANSWeEr arca -
s

Web Applcaton Frewal WAF e R Microsoft
Azure Application Gateway Falture: | Web Apphcation Firewall (WAF)

Azure Load Balancer

Azure Tratfic Manager

S5L officading

URL-based content routing

EHTEIRE: 86

H1i1=1% Contoso, Ltd. & LVY3 &HID Microsoft R 2 —L T4 UV ABEDT—2 N—RIRE
FEELTWET,

Contoso [ VI Iz T7 FLaFI3VRICEDBIAEUVREEY T EFERALTVWET,

S50 EDT—EAR—RET IO TEIBENHYET, V) a1a—2a VIERODEHZH-TLEN
HYUET,

*EERT—) Y R—bLET,

* Microsoft SQL Server D54 2> X OX ER/MRICHIZET,

Y 1= 3 VICIEAEEDBIRETLLOIMN? @B T BICF, AZEETEYN G T a0 %
BIRLTLC S,

EELCEIRT BEUIC1RS Y bOMIESHY 9,

Purchase model: v

DTU
vCore
Azure reservedwirtual machine instances

Deployment option: > -

AQ ﬁzu‘{e SQL managed instance
AnAzure SQL Database elastic pool
‘SQLIServenAways On availability group

Answer:



Purchase model:

DTU

Azure resepvedvirtual machine instances

Deployment option:

An Azure SQL managed ;nstance

A SQL Server Always Dn avarlablllt'f group

B l.-' J'\_'.'.

5468
FER b RORPLNEBERSNET

Purchase model:

DTU oy
HEaS e
Azure resemved virtual machine instances

Deployment option: v
An Azure SQL managed instam:e

A SOL Server Always On availability group

Ryo X1 kR0

a7 (vCore) N—XDBEAETIL (), COBAETILTIE, JRE 3=y &nfzay
Ei—TFT4 JBEY—N—LRAVEL—TsUIBOELLNERIRNTEEY, JOED 3
—oENfaVEa—T a4 UURBEFERT AL, 70— FIZHLTEICTRE 3=V
ENBAVEL—TAVT VY- ADEHEGEZRBIRTEFYS , b—N—LRaVEa—T1>
BTk BRAREG IV Ea—T 4 VY EBHEIChIZ2a Ea—T425 VY—XADEER
r—1) .‘/'7“’5’?‘% LEY, Ry R 2: Azure SQL Database Elastic 7—JL Azure SQL Database
TlE, T—E2R=RIZHLTROTTOA T avhiEIhEzT,

CH—T AR ERICEEINESEINT—2R—REXRLET,

*IZRTAVY T=ILE CPURAEYLGEDHRFY Y —R £y FEFIE—T—4~R—X
NaLvyarvcTy,

B—DT—3R—RE ITF53RAT14v9 TILITHAUTHIENTEET,

SR .

https://docs.microsoft.com/en-us/azure/azure-sql/database/purchasing-models

B FTiEIRE: 87

Azure Y TR ) T3 0AD)V—RADTTAAZEHLT S L EFHELTULVET,

Azure Blueprints & Azure Resource Manager 7> 7 L— FDERDEZEWIA T H?

A. Azure Resource Manager 7> 7 L— k& 7704 iz ) V—RIZEHKEIN-EFIZTHY



Y,

B. Azure Resource Manager 7> 7 L— FDHIZKRY O—FEREZSHDHIENTEET,

C. Azure Blueprint &, 7784 Stz V—RICEHRIN-FFITHY ET,

D. Azure Blueprints D#&IZHR) O—FEREEDLHIIENTEFET,

Answer: C (A —vyt—T%EY)

Bl

Azure Blueprints Tl&, FIL—T )V bEE AZTTOA T IRENHDIMN) ETL—TY Uk
DEYET ({ETTAAT5H) OEOEGENEIFSNET, COERICEY BRADEHEEE
EHRIEESNFET, Azure Blueprints [ RIL TIL—T ) U M- TEBINDIERDY TRY
) T2avE—BIZ7vTIL—F3B5ILETEET,

SR .
https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-Difference-
from-resource-mh

xFTEIRE: 88
Azure Key Vault #ffFR L TT— 2 ES1L X —%R7%FT % Azure App Service Web 7 7'1) H¥LY <

2HhBYFET,
WL OO DEFIM D Web 7T EHR— b T HOICRDEI LI I TR MHYET,
Department Request !;_é ;
Securnity e Review the membership of administrative rol;s and require users'to provide a justification for continued
membership
= Get alerts about changes in admifistrator assignments.
= See a history of administriator activation. including which changes administrators made 10 Azure resources.
Development o Enable the applications 10 actess Key Vault and retrieve keys for use in code.
EMWMPADELIZH L TEDY—ERZHELFIMN? BET HI2E, AEEHETENGA T 3
VEHRELET,

FELCERTSEUICT RS Y FOEELHY FT,

Security:  Azure AD Privileged Identity Management >
* Azure Managegdennity
Azure AD COhnegt
*_Azurg ADHdentty Protection

Qeveldgmenti, Aglire Managed Identity -
,  Azure AD Privileged Identity Management

Azure Managed Identity

Azure AD Connect
Azure AD ldentity Protection

Quality Assurance: Azure AD Privileged Identity Management s

Azure AD Privileged Identity Management

Azure Managed Identity

MRS st

Answer:
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Answer Area

L

Security: _ *'_lbi‘_ﬁflpﬁ i Vdnfitk b Brigéapa) |
Azure .1ana—:}en Identity
Azure AD Connect
Azure AD Identity Protection

Development: gAzure Managed Identity s

Azure AD Privieged Identity Management
| Azure Managed Identity

Azure AD Connect
Azure AD Identity Protection

Quality Assurance:  Azure AD Privileged Identity Management o

| Azure AD Privileged Identity Management

Azure Managed |dentity
Azure AD Connect
Azure AD Identity Protection

E5BA
G574 DN A—HF— A 23— A R TXAN 7TV 5—2 a3 0HBEABBTERIND
Answer Area 1 l % Li

I\h (8 | ‘.,..,“_h’i.

Secunty 'Azure AD Privileged Identity Management v
Deveélopment: = Azure Managed ldentity .
Quality Assurance: = Azure AD Privileged Identity Management v

#TiEIRE: 89

/N1 J'1) v K Azure Active Directory (Azure AD) 77+ > k21 >4 & TLV% Subscription1 &
WS ERID Azure TR ) T avhmpy ET,

FUTLIRADT—H 22 —IZ(%, Subscription1 ~®D VPN #EENHY FEA, T35 —
[Z1Z . Microsoft SQL Server 2016 M4 Y X F—JLENTLVS Servert EWNSEFIDaAVE 1 —
B—HEFENTWET, Serverl T4 V2 —FY M7V ATETEEA,

LogicApp1 &LV &HID Azure APy Y 7T IZIE, Serverl LD T—2R—XADEEAHT
JEANBETT,

LogicApp1 IZ Serverl ADT7 V7 AEEEZIRIET H V) 12— a U aHETILENHYFT,
AUTLIRE Azure IZT 704 55E MZEHELFTHN? AET HIC(E, BZEMHEETEY
BAToavEERLTLESN,

EELSCBRIRT BEUICT1 RS bOMIESHY T3,



On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Managér" e

Azure: ' v

A-Connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain

An enterprise-appligation OSOTT

Answer:

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector

An On-premises data gateway

Hybrid Connection Manager

v

A connection gateway resource I

An Azure Application Gateway
An Azure Event Grid domain

An enterprise appg\gﬂl@r@ 0SO

S
https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure

Ex#TfERE: 90
Azure 4 TRV )T avaEHBTYT,



JL—23FI T—EAR—RETTAATIRENHYET V) a—2 3 VIEROEBEH ZFiFHT-
TWHELHY ET,

*EMOZARMYERAL T hEYR—FLET,

*FRTCOFEADMYEAL T AIThiz>THEARYEBRY I IR CNOEREZBEMICHBLE
ER

*EEFAERNRICHNZ B

fAIZFEZIENDDOTL LS ?EET SICIE, BAZEETEYGA T a v EERLTCES
Ly,

S ELCGBIRTBEUIC1RS Y FOBELHY FT,

Service: Azure SQL Managed Instances
A single Azure SQL database
An Azure SQL Database elastic pool

Service tier: -
Business Critical

Hypersc
Premumi Muj:rosoft

Answer:
Answer Area
Service: Azure SQL &d Instances b4l
$QL database '
Azur L Database elastic pool
us > SQL Managed Instances
SevicaiBN W = RS R Sl T T T
of Business Critical
r
£ =
Fosoft
&R

Service: || Azure SGL Managed Instances

Service tier: ' Premium -

= HTEIRE: 91

BEOD Azure ) —2 3 VITh=> THEBDA VR 5 VA %D Azure App Service Web 7 7 1)
ETTOAFTHIEHFSELTOET,

FEIN-EBREICH L TARSBT—EXREHRESTLILE N HYFET , V)21 —>aVEROE
BEB-ITDELHYET,



IS G EENRELIZBZETEHL 7 IIANDT VR EMHMBELET,

Azure Web 77— 32 274704+ —IL (WAF) 4 HR—kLZET,

Cookie R—XDTF7 74 =T14&HHR—FLFET,

URL JL—FT 4 VT &HYR—FLET,

HREHICIMAZEOHLIRETIHA?

A 7X—=)L 22k K7

B. Azure O— K /NS UH—

C. Azure Traffic Manager

D.Azure 77— av 5—rkoxA

Answer: A (A —vyt—T%EY)

Azure Traffic Manager (& Azure Application Gateway [ZED )= 3> O— K NS U —%
A T-Azure ) =3 2K TWeb FZ 749905 B—N)LAB—F NSO UTHFFETL
9, COEAHEDHLEICKY  Traffic Manager DE L DIL—T 4 5 JL—IL & WAF_ TLS #&i5
INAR—=ZDIL—T 4 %5 Cookie A—ZADtv> 3> 7I4=T4 1 EMD Application
Gateway DEEEDFImNFoNFET,

S

https://docs.microsoft.com/en-us/azure/application-gateway/features

A7k AZ-305 RERESE (X GoShiken.com MR I F-E# LT LY AZ-305 SAERFERELE !
GoShiken.com W &M AZ-305 HAEREEE iRt L TLVET, GoShiken.com AZ-305 FtER
BREIIRF T, MENEET S IVVET, &mHFTD GoShiken.com AZ-305 BiREE %7 Y 3D A
I Z % 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I REE A

& EfR T E T 30%wiEAEI510— F: Freepdfdumps)

ExFTIEIRE: 92

Azure ¥ TRH 1 FL 3V TRF— LA Web 77 EHRR T 3I21E, VU Y—REFTOAF
BHERHYET V) a—2aVIEROBGEERE-ITDLENHYET,

*SELIE NET JL—LT—I0~DT7 IV REZRHELET,

*Azure ) =D 3 VICEENRE LGESICREHZRBELET,

*HRBLTITVr— a3 DREEBEEZA VA M—LT B0 EBEIZARL—TFT1 VT
DRATLANDT ) REHALET,

fRRR: BEIR—) VU EERAT 5 Azure RET LY R5— )Ly bETFTRALET,
NIFEEZERLTOETHA?

A. [T

B. L MMVR

Answer: B (A —vyt—T #ET)

RHYIZ 22D Azure [RET 2% 2 DD Azure ) —2 a3 v(ZF 704 L Traffic Manager 7
A77A4ILEERT S2BENHY FT,


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html
https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html
https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

EFTIEIRE: 93

N1 T K Azure Active Directory (Azure AD) 77+ > k21 >4 & TLV% Subscription1 &
WS EFTID Azure TR Y T avhHByFEd,

FUTULIRADT—4 122 —IZ(F_ Subscription1 ~® VPN #EEAHY FEA, T2 V42—
[Z1% . Microsoft SQL Server 2016 M4 > X b—JLEINTLVS Servert EWVS ZFIDIAVE 21—
A—MEFENTULET , Server! (T4 V2 —F%y MIT7IVERTEFEA,

LogicApp1 &ULNS BRID Azure B2y 7T IZIE, Server! LDT—FR—XADEZERAHT
DEANBETT,

LogicApp1 IZ Server! ~D7 V7 L ABREZIRIT DV ) 2 —2 a3 VEHETIVLENHYFET,
AUTUIRE Azure ISTTOA T D56 MEHELFEIH? BET BHIC1E, BEEETHEY
BAToavEERLTLESY,

FEIELGERTBE-UIC1 RS FOMESAHY £,
On-premises: iy A; r v

]
o ———— r-.'-—

A Web Appllcanon Proxy for Windows Server
An Azure AD Application, mey connector
An On-premises data gateway

Hybrid Connection !_uian_ager

Azure: PR v

A congieetion gateway resource
An azufe Application Gateway
An‘Azure Event Grid domain

An enterprise application
Answer:

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Applacatlon F'rox}f connectur

L e ~
R R F

' Acconnection gateway res-:-urce

L - -

ArrAzure Application Gateway

An Azure Event Grid domain
An enterprise application




G574 DN A—HF—A23—TA R TXFAMNT7IV5—3y Fry bERETER
P AyvtE—T SRANBENMICER

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
_An On-premises data gateway

| “Hybrid Connegtion Manager

N R E B R -

|

connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
An enterprise application

RYVR1AVTLER TR 5—F+oxA

AT 2R SQL Server IZHEEfHET A5 0—NIL IIILFTFHFUAzure ®OD Y Y 7T D5
B A=A AVEL—EF—ICHF VT LIRT—E T—brOz2A4NA VX b=LENTH

Y Azure TEEIZHER SN TWDT—E2 —boxzA VY—XADBRBETY,

Ry IR 2 EHRT— b4 )Y—X

S

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure

E#fEIRE: 94

HE-OEKRIZIF Z2a—F—9 L0 UEILRIZ2DDA VT LI R YA OB Y  KEEER
D Azure ') —2 3 U EKEFTEED Azure ) —2 3 V1T Azure RERY FD—O BB Y FET, A
VILIR YA ML BAD)— 3 ~®D Azure ExpressRoute BI#ENH Y F£3,
ROBBEETV ) 12— aVvEHRETINELAHY ET,

Ry FT—HO ETHRAFIATWNET—HO0—KMhSA UE—XRY ADTI NSOV R
S 74991 E RUVIEWHARELRA Y TLUI X YA FERALTIL—T 1 VT SNDIBEN
HYET,

AUTULIR YA MIEENRELEZEES . RERXY M=V LD —oO—Fh b 22—
FTYRANDERS T4 MOYA MZBBMIZBIL—T 4 27 SNE3BELAHY ET,
HREIBICIIMZEHIRETIN? @ET HICIE, REEHTEY G TS 3 U F&IRLTL
fZ&Ly,

EEFELSCERTDEUIT1 RS, Y FOMBIELNSHY F3,



Routing from the virtual netwerks to

5 —t \Villfel d & crtt
the on-premises logations mustbe (A28 default routes

configured by using:

Border Gateway, Protocol (BGP)
User=defined routes

The automatic routing configuration

v

following a failover must be
handled by using:

Border Gateway Protocol (BGP)
Hot Standby Routing Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)

Answer:

Routing from the virtual networks to

the on-premises locations must be |Azure default routes =
configured by using: Border Gateway Protocol (BGP) |
User-defined routes

The automatic routing configuration Ff.,._-_-_.-'-_' __________ |V
following a failover must be { Border Gateway Protocol (BGP)!

handled by using: . _ ~ . | Hot Standby Routing Protocol (HSRP)

NVITCPOEOT T | virtual Router Redundancy Protocol (VRRP)
BT

G574 A1—HF—A2E3—T AR TFAMN T7TI)r—ay BFA—IL HBELNEH

ElEnd

Routing from the virtugl netwarksto

oS |V
the on-premises locations must be  [Azure default routes
configured by using: Border Gatewwml (BGP)
Usgrddefined routes '
The automatic routing configﬂl’*&tiﬁﬁ] bl v

following a failover mustbé *
handled by using:

Border Gateway Protocol (BGP)
Hot Standby Routing Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)

FTVTLIRRYRNIT—=Y H—brozAlE R—F—45—b+Dz«4 FO+La)L (BGP) #FERAL
TAzure RERAY FIT—9 F— b9z EIL—FERBTEET Azure fRERY FJ—5
T—brOTATOHOBGP DERIE. ¥—bD A DERFFISERLFBHEICE>TELRYFET &
RL-FEENRDIZES: ExpressRoute: BGP #{Ef L T, 4> 7L 2 X JL— b % Microsoft Edge
W—B—IZF7 ENFA XTEIDBERHYET ROAATELTTIOA SNz RERY FT7—
99—k %TT049FB5E6, 5714 v%Y % ExpressRoute Ry fT7—0 H—
DIAIZEHT A —ERIL— FEERT I LETEEEA,

IJRTLRIL—Fk, A—HF—F&EDIL— b ZFEAL T Express Route 5%y b —J{RET



TIATVRGEICRT T4 v ) ERHMISEETEET,
https://docs.microsoft.com/ja-jp/azure/expressroute/designing-for-disaster-recovery-with-
expressroute-privatepee
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-optimize-routing#suboptimal-
routing-from-cus

ExFTERE: 95

HEE, LR— MEREYR— b FE3T—42 X L= Y a—2 3 0 FHRFLTOVET,
ZDYV')a— 32l Azure EventHubs AL T JSON ERX TRKEDT—2 ZMYAHF
T, T—2MEFETDHE EventHubs (FT—2 X FL—DIZEZAAFET , V) a—aviE
ROBHZEm/I-ITWHENHY FT,

*TALY F)ADT—2 BT EHFZITEELETS,

*REINET—AZEEIIYL BEHNT—IIIZEBRLT . T—% 92 7N\IRIZRETES
KIITLET,

*TF—R2 DT TINIAME0TB DY L—aF L T—REREFTE_ 200 ~ 300 O R BFEEAH
VIgEEHR—FTEBEEZHRALET,

T—R ANT7ORBECLICEDY—EREHRET LIVHELHY FIH? BIZFT DI, BIEHESE
THEUYLA T avERIRLTLESL,

FEELGERT BEVITTRASA Y FOMIELNHY T,

Answer Arca

Dats store for the ingestedENlE | A .,i i

Agure Blob Storage

Arure Data Lake Storage Gend

#irure Fdes
Arure MetApp Fides

!

Data store @ the ddta'warehouse 1 Azure SO Databate Hyperscale o |-

Azure Cosmas DB for Apache Cassandra
Azure Cosmas DE for NaSOL

Agure 501 Database Hyperscale

Arure Synapie Analybics dedicated S0OL pools

Answer:

Data store for the ingested data: F AFusB Ve Sie
l,_Ae'}"l-' giob Storage
Azure Files
Azure NetApp Files

Data store foff this datawarehouse: | Azure SQL Database Hyperscale v |
Azure Cosmos DB for Apache Cassandra

i Azure SQL Database Hyperscale

Azure Synapse Analytics dedicated SQL pools

ELE)
JS574 AN A—HF—AVE—TA R TXAN 7TV 5r—a3y EFA—IL SHBALNBE
EEnbd



B
L W
Data store for the nig dat. ure Data Lake Storage Gen2
>y

Data store jirehouse:  Azure SQL Database Hyperscale

xFTEIRE: 96

App1 Z Azure IZBITT S5 FETY,

Azure D App1 DAV E1—T 4 VY AR MERBLHAVRELNHYET , Va—avikt
XaYT4EAVTSATUORDEREBEZLTVWIRELAHY FT,

QR MERBLAOICAZFEATILENHY FITM?EL, IR FER/DRICINZ 5126217
FEETLIHENHY EITH? AET I BEEETEGA T 3 0EBIRL TS,
FEELGERTBEVITTIRASA Y FOMIELSHY T,

To estimate the costs, use:

Azure Advisar
The Azure Cost Management Power Bl app
The Azure Tolal Cost.ol Ownership (TCO) calculator

-

Azure Reservations

_ | Azure Hybrid Benefit
W@ﬁ@wual Machine pricing

Answer:

To estimate the costs, Use:

v

Implement:

¢ " |’Azure Spot Virtual Machine pricing

SR .

https://azure.microsoft.com/en-us/pricing/tco/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/

kE w4 3, Contoso

BREORE

BATIRE

AUTULITR 3y bT—5I1Z1& contoso.com & LYS BRIDE—D Active Directory KA o A
BENTULET,

Contoso 21X 1 DD Azure Y TR ) T a3 obHYET,

BFIRE - E75iRE



Contoso I&, Fabrikam, Inc. L EV R R /X— b F—2w TEHFEA TUVET , Fabrikam 12—+ —

(X . Azure Active Directory (Azure AD) R b 7hO U bEFERALT A 02—y MEHT—EB
® Contoso 7 U —2avIc7U9ALET,

B FtEINEE

Contoso I, App1 & App2 EWSEZRTID 2 DDT7 TN r—a % Azure ITTTAAT5H52 &
FZEEILTWET,

E{4: App1

App1 [E Linux S>3 4 LEHEET S Azure App Service TRR k&t b Python Web 7 7' 1)
[Z#:Y) £, Contoso & Fabrikam @O a1—H—(& App1 IZ7 X LET,

Appl & H—FNR—T s DERBRET V EAXFHEBELT DV DOMDY—ERIZT Y
TR LET, ERIERE 7Y £ AXFHIE Azure Key Vault ITRTFEESNET,

Appl 21X 6 DDA VRBUVANHY FDS5H 3 DIEKEERED Azure ) —2 3 I 3 DIEHE
A—A Y/ D Azure ) —2 3 VIZHYET,

Appl IZIERDT—2EHLNHY FT,

BAVARRAVARIE A VAAVRERLTPRASE) T4 V=2ADT—3 ARNTPIZTT—2%E
EFRAHBFET,

Appl 1 YRR DV RIZEHDTEZRAFENTT—RE TARTD Appl 1 VRARAVRIZRIREIN S0
ELrHYFET,

Appl [ZIFA VB —%Y DS DHAT I EATEET, Appl IZITRDEHGEELHY £,

App1 ~D¥ERIE Web 7TV r—2 3> TJ74 T 74—)L (WAF) Z@iBT 2BHENHY F9,
Appl ~"DEREIE A VREI VAT I T4 179 T4 TATHBEEINILELAHY FT,
KNS Appl ~ADFTRTOESRIE KERH)—2aVICAToNIBENHY FT DTN
TOEHKEAEI—O v/ \MBICRITONIDELAHY FT,

TRTDApp1 A VRABUANS T 74 )LEIAE—F S PowerShell R4 1) T FEFEUH LT, 1
BEICEICAVTFTFUR ZBRDEETLET ,PowerShell R2 ) 7 FIHRDIBRAMNSETS
nEY,

B 7T2

App2 [ Windows 5 >3 A LZEWHE LT S App Service TRRA FENB NET 7T IZEY F
FTAPP2 ISIERD I 7AW R L=V BELNHYFET,
T74IVEAzure R hL—2 7HAD U MIRELET,
TJ7ANEFVTULIRDBRICLT IS —RLET,

FUTLIADYSAT N SMB 7O L EFERALTLANRBRATIZ7AMILERSFDMD &
MNTELHILZHRALET,

App2 ZEBRLT 7TV —La VATIEIEFR SOV I L3 VEETTHDITHI S
BESHTEILENHYET Y a—2arTE . 7IUr—23y a—FOEELARDET
HoTIFBYFEHA,

TV r— 3 VRREHR

FIVr— a3 UBEEEIL Appl £ ApP2 DFHLWA—C 3 U FEICHELET AR IOER

EIRDEHZmI-TLENHYET,
HLWFTUS—2 30 N—2 a3 U EBRBRECERT ARIIC.HLLVW T TUS— 30 N—



CAVDRT—VVT A VREVRET I =3 RAMITTAATEIBLELRHY FT,
HLWNA—=2a & TRMNLER . 7IVS—2a30DART—000 N—=2 a3 UhNERN—D 3
VEBEMZFET,

ART—=DV0hERBADHLWTZ IV =230 "= 3 0ADUUEBRIE 7T 5—
AVDEDUEA LB LIZITONARERHY FT,

FATOoTAT4EH

Contoso [& Fabrikam DY —ZXADT I LA EEBT 5-ODRODEHEZHELTLVET,
Fabrikam D7 A > b Ix—P ¥ —IEEH | ED Fabrikam 21— —5HY App1 ~DT7 U & XA
EEHOCWALZHERTIVELNHY ET HERPDELGLS LG T HO Y MEIF X MELTHI
BRI ADWENHYFET,

V) a—2 3T BARFNDERDRICNZ SLELHYET,

tXa) T4 EH

Azure Y—ERXTHERAINZTRTOI—Y Ly bIE Azure Key Vault IZIRFT 2BENHY F
v,

BREREZVELT DIV —ERICIE Y—EXR 41 VX2 VRICEER T oM ERBERNALET
T, ERERES—ERABTRAELTELRY FHA,

=HEIRE: 97
RORIZRT Azure ) Y —ADBHYET,

Name Type Description

VNET1 Virtual network Connected tg"an on-premises network
by using ExpréssRoute

VM1 Virtual machine Configured as a DNS server

SQLDB1 Azure SQL Databaseg] “Single instance

PE1 Private endpoint Provides connectivity to SQLDB1

contoso.com | Private DINS Zone Linked to VNET1 and contains an A
I i

contoso.com | Public DNS zone G retord for SQLDB1

PE1 #/" LT SQLDB1 ADA VT L IR 1y FI—VEGERBET LIV ) 2 —2 3 VBT
PRENHYET , BEHRRZEDESICHREINELINTLELESIAN? @ET BHICE, MERET
WG T ava@ERLTCEE N,
Azure dORfiqurstion:
1V I EhdieEYVG G)arird contoso.com to the public DINS 2one.

Configure VM 16 forward contoso.com to theAZure-provided DNS at 16863.129,16.
In VNet1, configure a custom DNS server set to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forward contoso.com to VM1,

Forward contoso.com to the public DNS zone.
Forward contoso.com 1o the Azure-provided DNS at 168.63.129.16.

Answer:



Azure configuration:

Confiqure VM1 to forward contoso.com 1o t '_"* e C FOSOT

Configure VM1 to forward contoso.com to the 4
In VNet1, configure a custom DNS server set to the Azure-provided DNS at 168 63 129.16.

On-premises DNS configuration:

Forward contoso.com to VM1,
Forward contoso.com to the public DNS zone.
Eorward contoso.com 1o the Azure-provided DNS at 168.63.129.16.

=ETIRE: 98
ERREZEET 51 —H—5H Azure MFA [CEERSN TS Z L #HEER L Azure portal [ZH4

AT BHEEITAzure MFA #FRAL CEREET A EAHY ET V) a— a3 VI FRBELER
ANEHEFH-LTLWIRENDHY FT,

HiatzlEfi g 2 REN?REZT HICIE, AEBEETHEYGA T 3 VEBIRL TS,
FEELCGBIRT AU 1 RS Y bOEEAHY T,

To register the users for Azure MFA, use:

Azure AD Identity Protection
Security defaults in Azure AP, T\ T
Per-user MFAIn the MFA management Ul

W G

To enforce Azure MFA authentication, configufel,

1 Grant control in capolicy1

Session control in capolicy1 |

Sign-in risk policy in Azure AD Identity Protection for the Litware com tenant

Answer:

To register the users for Azure MFA, use: v

Security defaults in Azure AD
Per-user MFAin the MFA management Ul

w

To enforce Azure MFA authentication, configure:.

Grant conumn gapolicy1

|Session. Wingm gt _________
Sign-in rigk polcy in Mﬁ@ #@ r the Litware.com tenant |

B3
G5 74hNA—HF—AEA—TxA R TFRANTTI5— a3 V0GB EHERINS




To register the users for Azure MFA, use -
Azure AD Identity Protection.

Security defaults in Azure AD

Per-user MEA in the MEA management Ul

To rce Azure MFA authentication, configure -

Grant control in capolicy1
Session control in capolicy1
Sign-in risk policy in Azure AD Identity Protection for the Litware.com tenant

MRw 4 X 1: Azure AD ID {35

Azure AD Identity Protection & 4 >/ > L TWARIRIT 7T VU ICEARE L  MFA Bk E
KIBDESITEHAET VR R O—%H#KT 5 Z & T, Azure AD Multi-Factor
Authentication (MFA) Z8DO—IL7 D FEEBTHDICRILET,

2+ ) A: Azure portal ZERA L GERREZEET 51— —(E /N1 T v F Azure AD IZ5
ML TWB T/ AH 53K L . Azure Multi-Factor Authentication (MFA) Z{E /A L TEREET 500
ENHYET,

RYOR2: A4 VR R —..

o+ 1) #: Litware.com T3 > kIZ(E, capolicyl E WS ZRIDEHEAFET IR R —AHY
F 9, Capolicyl Tl&, 2 —H—5H% Azure portal Z{EHA L TERIRED Azure Y X9 1) T3>
RGBT HEE N1 T Uy KAzure AD [ZBMLTNB T/ A AN SERT IBEANHYET,
IDRERYS— T4 LY FUTHAMITEL 2DDYRY RUS—HBHYET,

YL o4 2D) R K1) —

A—H—JRIRY o—

il

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-m
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-r

EHTEIRE: 99
BRIZTRT & 312, WebAppl ® Web BDYV ) 12— a3 xR LET,



X

Traffic Manager

Microsoft

Norlh Eurn:q:mFE WestEurnpe
A‘zure Weh ﬁpp Azure Web App

«k@%x—r A RIS out EDRT— A M true DBA [[FW] ZRRLFET, Th
USNDEEE, DA ZBRLET,

m *

Statements |‘ﬂ| ICFrOSe II l

_,‘x

The design supports the technical requirements for redundancy. e

The design supports autoscaling. (@)

The design requires a manual configuration if an Azure region fails. O

Answer:
Statements Yes No
The design supports the technical requirements for redundancy. §| (@)
The design supports autoscaling. @ O
The design requires a manual configurationifan %ﬁdﬁﬁfjﬁ O
i

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/

= HERE: 100

Windows Server 2016 2%£179 % 300 8® Azure [REY L U 2&T Azure Y TJR49 ) T3y
nHYET,

REISVDVATLOTADTRTDESEAANY FEe—THICERT IBENHY FT,
Y)a—2 a3 VICIFAEEDIRETLLOMN @BZTBICF AEZBEETEYGA T3 0%
BIRLTLCESW,

S ELGEIRT BECITT RS Y FOMIENHY FT,



Resource to create in Azure: é'_" M |(: o S{jf'ﬂ v

Configuration to perform on the + v
virtual machines:

An event hub

A Log Analytics workspace
A search service

A storage account

Create event subscriptions
Configure Continuous delivery

Install the Microsoft Monitoring Agent
Modify the membership of the Event Log Readers Groups

Answer:

Resource to create in Azure:

An event hub
A Log Analytics workspace

M I Cros Off A search service

A storage account

L]

Configuration to petrformon the « , v
virtual machines:

S -

Create event subscriptions
Configure Continuous delivery

Install the Microsoft Monitoring Agent
ify the membership of the Event Log Readers Groups

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows

xFrieiE: 101
RORIZRITA TSz FEET RG1 EVWSARIDYY—R TIL—ThHY ET,

Name

| \Location

ASP-RG1

East US

KWV1

Azure KeyVault

East US

Kv2

Azure Key Vault

West Europe

App1

Azure Logic A

West US

App1 BAKV1 A5 KV2 [TTARTDL—I Ly bZIAE—TESELIITT IV ERHFAEZERT
DBEAHYFET ,Appl IZIFBREKVIDU—I Ly MM D Get 7V ERFANHY EFT,
App1 IZEDEBMERZEY B THIRELHY FTIMN? BET HICE EAERETEYGEA TS 3
VEEBRLTSESY,
FELCERTSFEUICT RS Y FOEELHY FT,



Permission to assign so that App1 can, CopY

the secrets from KV1T: v
Add
Backup
Create
List
o ; Unwrap Key
Permission to assign so thatApp1 can copy
the secrets to KV2: v
Create
Import
List
Wrap Key
Answer:
Permission to assign so that App1 can copy
the secrets from KV1: v
Add
Backup
Create
List
Perm:ssmn to assign so that App1 can copy CiEp ey
licroseft the secrets to KV2: v
Create
Import
List
Wrap Key

SH -

https://docs.microsoft.com/en-us/rest/api/keyvault/

EFTEIRE: 102

Windows Server 2012 R2 # %17 L . Microsoft SQL Server 2012 R2 f Y A2 VX &HKRA LT 3
Y—N—DDN10EHYEFT AV RIVRIE ROBEEHFOIOT—IR—XE=HRAMLET,
BE RRKDT—EAR—XEITBTT , EDT—EIR—XL4TBEHBADLITHYFEHA,
AR7R 7O —Cw (X CLREZFALTERZESIAET,

FTARTHOT—4H % SQL Server i > Azure [CRBENT A2 EFEHE L TLVET,



T—AR—RZHRAMTBIZIE Azure Y—ERXRZHBETHILEAHYET, V) a—T 3 VIER
DEHZHE-ITRENHY FT,

AEELGRY BITINLT—2R—XDEBLF—/N\—~y FER/MRICHIZ FT,
BIOEBSICT5OICREBELRT —3R—REROHER/IMRICZ FT,

21— —HY Active Directory ERRIEREFERAL TR TET S LR LET,
HRFIRICEIFAZEHEIRETTIMN?

A. Azure SQL Database DB —F57—42 X—X

B.Azure SQL T—AR—X I R—V KR A VXA VR

C. Azure SQL Database TSR T4 w9 T—I

D. Azure k78~ < > E® SQL Server 2016

Answer: B (A —vt— U %7%9)

SQL Managed Instance #ER3 5 & BiED SQL Server BRI, 7 TUr—avéT—4
R—ZADEBZR/NRICMAT AT LR 7TV =23 &5 KRIZYVIETUOR Y
7 b TEZEJ, BFIZ, SQL Managed Instance [ X T® PaaS #8E (BE)/ Ny F#H & /\—
CavEH BNV I Ty T SRRAMY) ZHREL EEL—/N\—Ay K& TCO & XIEIZAIR L
Y,
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/transact-sql-tsql-differences-
sql-server#clr
https://docs.microsoft.com/en-gb/azure/azure-sql/database/transact-sql-tsql-differences-sql-
server#transact-sql-syntax-not-supported-in-azure-sql-7— 4% X — X S 1&:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance
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Appl & App2 EWVS 2 DD T7 T T—2avEEL Azure TRV Y T avhidHy =

¥, Appl (XERFENET T) 45— 30T Appl D RSO L 3 U TERENVEIZED L,
Ayt—UMNAzure A L= 7ADY MOF 2 —IZEME N App2 (FEEST S S 2H Y
2 arvhdxa—%&)vAVLET,

FERMICIE, G IOFEDFHMICESVWTEE YV IX FO—EENET HEMDT T r—
IVUAEMENSEFETT,

BHNORT7 IV r—2 3 hBEET LIRS0V 3 VEREICHEAIRND L SICTHICIE R
FL—2 7HAIUN X2 —DEZTHMZAZHETILENHY FT,

fAIZz#8HEETIM?

A. 1 DM Azure Service Bus Fa1—

B. 1 DM Azure Data Factory /X1 TS5 4 >

C.EHDAINL—V ThHOU Fa—

D. 1 D® Azure Service Bus FE v o

Answer: (f8Z % &9 5)
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*ARML=PEF1PBOT—2 %2 R— T EBENHY FET,

X T—4H[EBLOBR b L—UICRETILENHY F9,
*ARL=PRBLRILOY T IV F—FHR— T EIBELNHY FT,
*AML=UIETOEREE) X L (ACL) ZH HR— L TWARELHY FT,
BEREmR-IRENHYFT,

fAIZFEZIEVLDDTLLEIN?

A. 70w % BLOB AIZ#K S 11z Premium Storage 7h™ >

B. [EBARIZERNEDICGE>TWLWARAV A NL—D THO UK

C. R—< BLOB HIZ# &L= Premium Storage 7h ™~ > k

D. 77 A LEFRICER SN KEBLG I 7AILRFEYR— T HTILITFLRANL—D T
Aok

Answer: B (A —vt—U %% 9)
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Microsoft TIX [FEAEDVFIVATGCGPVR2AML—C 7HY Y FA2FARTRHIEZEHOL
F9,mxA5PB & Datalake R FL—UZFEELBLOBR FL—U%FHHR—FLET,

7E: Azure Data Lake Storage Gen2 "4 72z F A FL—VDHEEMETI7M4IL VR T
LDNTA—T U RERETEDLSICTIERELG AN XLIF BEAMEFRODEMTY,
NIZKY aAVE2—FLEDT7AIN SRTLDPRBEINSDERULAET 7THOY FRADA
Tz MIF7ANDALI L 3aVvETALI RMIJERRRENT-YTT4 LY M) DREBIC
W TCTEET BRBRANEBMZAMNITESIE R ML=V F7ADVRE STV TL—L4
T—ICARADHZIT7AIN VRATLEIVTAVREFRALT ATV P X L—D
DART—ZE) T4 TR MIREZRBTELLIITHYET,

S& XMk

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-namespace
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H71=1% Azure Web 7 1) #ERET L TLVET,
Web 7 7)) Zd3—0Owv/NAzure )—2 3> mIA—0OY/NAzure Y —2a>IcT7O49 53

FETT.
Web 7 FUDY ) a— 3 VEHET ZRELRBYET, V) a— 3 VEROEHEHT-T
ENHYET,

A—Y—F IO/ METEENFEELGVRY FICTdEI—0 v/ g s Web 771
7V ERTIBENHYFT,

Azure ) = 3 UMNERTELRWMEE 2 —H—([EWeb 7 T FRHTEINENHY £,
BAIR FER/MRICINZ SBEAHY FT,

WHREZBHICIFAEEHIRESTY M BET SI2E, BEREETENGE T3 VEERLTL
ZELy,

EELCERT ST RS Y FOMEENSHY FT,
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Request routing method: v

raffl@ager profile

pl:catmn Gateway

Ac& Load Balancer

Cookie-based session affinity

Request routing configurati - v

Performance traffic routing
Priority traffic routing

Mic rtE Weidlited traffic routing

Answer:
Request routing method: : v
A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer
Request routing configuration: v

Cookie-based session affinity
Performance traffic routing
Priority traffic routing

Weighted traffic routing
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HE-DEE VM1 EWNSLRID Azure REI O UICT 704 N5 Web H—E X ZEBFL
TWET Web H—ERIZEY APINVMI ASDYTILEA L T—RIZTIERATESLELS
[ZRYET,

BEDRBTLOOTIOAA AV RE, FTAA AV M OERICRREINET  (BFE]2 TEH
)y LET),



G

I

L.

ProdSubnet

<ll.>
VNet1
R EEE (CTO) X, ROBFA—I A vtE—TFFEELET, BHOBREEIE VM1 &
WS ERTDRETI UIZTWeb H—EXFETT7OA LFELZ, TR FOFER VM1 & VM2 v 5
APLIZC7 O EZATESIENRENFEL ., BHDNN—rF—F A2 —3 v MEHD API,
N—FrF—X RARTEIT7ITIVr—2a3 0 TIDT—2EFERALET, JAzure APl Management
(APIM) y—ERXZE#T 704 LEYT, B&ET 5 APl Management # AL APl DBRIZREIATLY
FI.(APIRTEI YV LET,)

LOCATION SUBNET

W Netl Prod5Subnet

westfurope SRR\ Ah Y DG T

RDERAT—FAVMIDVWT EDRT— AU A true DIFRIE[[FL] ZFIRLFET, Th
USDEEE, DA ZBRLET,
EIELSCERT 27U 1 R 2 L OfEENSHY 7,

Statements Yes No
The APl is available to partners over the Internet. O O
The APIM instance can access realtime data fromVM1. O O

A VPN gateway is required for pﬁfﬁrf%ﬁ?@ g

™
1 UoV

Answer:



Statements

The APl is available to partners over the Internet.

The APIM instance can actess reallime data from VM1. O,

A VPN gateway is required for partner access.

E5BA
T34 1—HF—A2E3—TzA R TFAM T7T)r—2a3 DEBAABEEREIND
Statements Yes No
The APl is available to partners over the Internet. O O
The APIM instance can access real-time data from VM1. O O
A VPN gatewaf\is req?@q;forpanner access. O O
S -

https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet
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MEIIRERF T BENEETIEIVNET, HD GoShiken.com AZ-305 FEEZE7 Y T HA
X Z % 5 https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF S E &%
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ROBHZiET-3 A% Azure SQL T— 2 R—R ERETTHILELRHY FT,
FF—AR—ZDLTYHED Tz ANA—N—F T—2BKRLLICRET ILELAHYET,
*—UNMELELEBETE T R—R([IFHAREIREEZHIFTILELDY FT,

*ARX MMIRDRICIMZ ZBHELHY FT,

EORMA T av#FERTIVLENHY FIH?

A.Azure SQL T—AR—X EDRRX V)T 1 AhIL

B.Azure SQL T—R—X IRX—T R A VRAVADESRRY ) T4 hIL
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C.Azure SQL T—AR—X N /IN\—R T —)L

D. Azure SQL T—2 R—X1F#

Answer: A (A —vt—T %KY

AEAZEIE, SRTHEMX b L— https://docs.microsoft.com/en-us/azure/azure-
sql/database/service-tier-general-Purpose?view=azuresql # B L CT—4B%%EhEET D
T—XTI9F % ETNE T—EAR—R IT7/ILEBBHILTIb—FL EBELLDBA0T
SRV FRICEENRELIGETHLT - BERMLWT & Z{REET S Azure Blob Storage
DEF AL EREEICKELTVWET LA/ EEYR—F V-URRE ARABOYV— VR RE
BlE, RD')—2 3 O T—RIBH S TULVET: hitps://docs.microsoft.com/en-us/azure/azure-
sql/database/high-availability- sla?view=azuresql&tabs=azure-powershell EfH/\2 — 2 IZBH 9 %
BRI NIE, —/N— L ZAMNEEETT, DA T2 3 2 IX D https://docs.microsoft.com/en-
us/azure/azure-sql/database/serverless-tier-overview?view=azuresq|l
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HIET-DMEIL . W< DHD Azure App Service Web EX UL API 7 T r—2 a3 VERES LV
F7OA4ALTWET, 7T 5 —>avId Azure Key Vault Z2FEAL T, LW DHDEREE, X +
I/—v FHhHOUM T—ABEEF—Z2REFELET, W< OMDOEMLS 7ITUS—2avEY
—FrFBEOITRDESIBI I IR AHY FT,
Department KA, Request

Security v'ie-w mmbemhpbl-admﬂstratwe roles and require to provide a
|u:.nﬁcatmn for continued membership

Get alerts about chénges in Sdministrator assignments.
See a history of admunistrator activation, including which changes

administrators made (0 Azure resources

Development Enable the apphcations to access Azure Key Vault and retrieve keys
for use N cade

Quality Assurance Receve temporary administrator access to create and configure
additional Web and API| applications in the test environment

FEMDEKRICIG LT, BEBY4 Azure Y—ERXRZHET HILENHY FT,
MEHDHEIRNETIMN? BETHICE REBEDTA 70T Ry VXA THEYGEF T a3 %k
ELEY,

FEELSERT ST RA v FOEEASHY £,
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Department Azure Service

Security ‘ v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD ldentity Protection

Development v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

Quality Assurance | v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
\ re AD Connect

AD:@éntity Protection

Answer:



Department _ AZure >ervice

Security v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD ldentity Protection

Development LY v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

Quality Assurance v

ure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect
Azure AD Identity Protection
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BLHYTRU1)TLa2 D 10 ED Azure RBE<TS L TEITENS 5 DD .NET Core 7 71
g—avhhbyYEd,

7 7)) — 3 UHE L Azure Active Directory (Azure AD) ID Z{#AL CRIEETEH L5125
Y)a—L a3 VEHBETIVENHYET V) a—2a VIEROBREFH-TRHENHY F
ERR

FIVr—23 0 10 HAOREBT L D TCETSINTVSBEICOARIETEDLSITLET,
EEFNER/DRICINZAETS,

HREBIB(CIIMESHIRNETIN? @AET S(CIE BAEEHTEY G T a3 U E&IRLTL
=&y,

FEELGERT ZBETITT RS Y FOMIENHY T,



To provision the Azure AD identity: v
Create a system-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Register gach application in Azure AD

"o authenticate request.a token by using: _ v
An Azure AD v1.0 endpoint
[ 0 f An Azure AD v2.0 endpoint
" An Azure Instance Metadata Service Identity
M ICrOSO t OAuth2 endpoint
Answer:

To provision the Azure AD identity:

To authenticate request a token b
An Azure AD v1.0 endpoint
* An Azure AD v2. Cl endpmnt
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BRIZTRT & 312, WebApp1 ® Web BD V) 2 —2 a3 UFHRFLET,

Q

Traffic Manager
4

v ' ; .

North El.‘l.l.’ump: Wes JFE;‘%’E fgﬁ

: Azure Web App Azure Web App

z H 3
L LT TR T TR R it et s L i A S el S

RODBEAT—RAVFIDWT FORAT—FAY Fh true DEFESIE[IEWV] ZBIRLET, Fh



LSHnigElE, DOWA ZEBRLET,

Statements Yes No
The design supports the technical requirements for fedundancy. ®) @)
The design supports autoscaling: O O

rhe design requires a manual configuration if an Azure regionails’ -

Answer:

Statements Yes No
The design supports the technical requirements for redundancy. 'O O
The design supports autosealing. |__o__l
The design requires a manual configuration if an Azure region fails. O Teo)
& AR
The design supports the technical requirements.for redundancy. ®) O
The design supports autoscaling. @) O

The design requires a manual configuration if an Azure region fails. Q

R O R F A

Azure ~DFHLWT TOA (X Azure V=P 3 VIZEENRELESBEICHEATRRETIHNE
n"HYFES,

Traffic Manager [ DNS #EHAL T, bS 749D W—TFTA4 VT AHEELEIVRRAV FOEEH
[CEDWT V547V MEREFRIBUVLY—ERXR I VRKRSA U MIEELET, TV FiRa
v bE, Azure DRREBEFHNEBTHRRA FENBA o3 —32y MIEREIN-Y—EXT

9, Traffic Manager (X, SESFEFLRT7 IV r—L a3 oD=—XEBFH Tz —ILA—/"— ETILIC
BOETC . SESFELIITAVI L—TAVITARETIVFRA UV MERFT T a v ERHL
F 9, Traffic Manager (&£ Azure ) —2 3 V& ADEZTZEOEFICRNTIEENZFHEA TLE
ER

Ry R 2: &L

Azure DERIADEEIZ K Y  Azure Web Apps DEFIRT—1) T AT a VIZWDHhDEE
BEBEMNE=-bEShFE L= (B

EREICIE, R —1) > J1E App Service 75 > LRJILTIThiL, F®D App Service 75 > TEAT



SNTNBETARTDO Web 7TV IZEEBZEEZ 51-86_ Azure App Service),

R S ATAY-4

Traffic Manager &, SESFHBT7 TV r—2a D=2—XEBH Tz —ILA—/1N— ETILIZED
HTC . EESFELGIITAVI L—TAVITARETIVRRAVMERFT T a v RBLE
¢, Traffic Manager (& Azure ) —2 3 V& AKDEZTZECESZICHTIEENZHEATVET,
S8

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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WHWPEET7 T r— 3 vEYR— k3 51=8I1Z Azure Databricks 57 7043 5FETY,
T—%4 TP 7%, Azure Data Lake Storage 7 7177 > k % Databricks 7 7 /)L Y AT LIZT
DURLET, IFNT—ADT I CRHFARFT—2 T TICERAEENET,

FtE &t 1= Databrick 7 704 X v F DR EHRTILELAHYFET, V) a—2 3 VIFRD
BEHEBE-IRENHYET,

T—3 IR T I ERHEAEHF >TWAITAINT—DHZT I ERATESLSITLET,
MREHFHER/NRICINZET,

OXR MERDMRICHAET,

HRBIFIZIIMEEDHIRESTTN? @ET L2, AZFEHTEY G T a v EERLTLC
ZELY,

S ELGEBRT BEVICT1RS Y FOBEELSDY FT,

Databricks SKU:

Premium
Standard

Cluster configuration:

Credential passthrough
Managed identities

MLflow

A runtime that contains Photon
Secret scope

£ W 8 88 3 &5

Answer:



Databricks SKUZ N lirracaft
Premium

Standard

Cluster configuration:

Credential passthrough

Managed identities

MLflow

A runtime that contains Photon
Secret scope

SR .
https://docs.microsoft.com/en-us/azure/databricks/security/credential-passthrough/adls-
passthrough
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HE-DERAIZIE, ROKRITRITEANHY TS,

Division Azure subscription | Azure Active Directory (Azure AD) tenant
East Sub1 Sub?2 East contoso com

West Sub3 Sub4 West contoso com

EY TRV YTV AVICHREIL T IV r—2avaTTOA4FTH5ILEZHBLTVET , 77
)7r—2aVIZIERDEDREENET,

Y= )L—7

* Azure Web 7 71)

*ARRLZREIDEY AT

* Azure Cosmos DB 7HH > +

FFIV—23 &Y TRY ) T avIc77049 %I21&, Azure Blueprints R 5
EhHYET,

TFINVG—23 0T TO04FBEDITRERF T FORMRITENLS SVTTH? @E
THICIE EEEBETEYGA T aoEBRLTLESD,

EELKCBBIRTBEVICTI RS Y FOMELBHY £,




Management groups: v

% Microsdft
4

Blueprint definitions: as S E
At

(\Q 3
I\ :

eprint assignments: v

| LD [N | =

Answer:



Management groups: -

Blueprint definitions: «

Blueprint assignments: v

.
[_h‘f..d N -

&5 BA

Ryo R 1:2

East 21 DDEEYIL—TF West 21 DDEESIL—TF,

IN—TY U MEEEERTDEEIE, TL—T) Y rORESRZEELET, TIL—TU Y
ME HEEMEREBET7T YV CREEZFHODBEIIL—TELEIY TR ) T3 VICRETEET .5

FNEBIIL—TDBE TN—TIV o b EZOEBITIL—TODFH IR ) T avIZEYY

TAHIENTEET,

RyoR2:2

Ry X34

IR )T 30821 DDEY ST,
DIL—TVrERZEBIIL—TITEIYETEHEWS ZELF BIVYETAH IO FHNERYT

W—TIHEETDIEEZERLET . 7—T14 27277 bOTTAAIIEKARELTH IR YT

SAVERRELTWET , BBV IIL—TDEY B TEEITT B[, Create Or Update REST

APl #ERT Z2HENHY VI IR MAXIZIEIRDEDNEENTVWEIRELRHYET, 24—

Ty hDYTRY )T arEEET BT-8HDproperties.scopeDE,, |



https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-assignment
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WebApp1 DT—42 X FL—UHRREHESTINELNHY FET,
HREIF(CIXFMZEHEIRETIHN?

A. Azure SQL Database TS5 X F 4 w9 TF—IL

B. SQL Server #3179 % Azure [REE<T > >
C.REa7A—X®M Azure SQL T—4 X—X

D. EEH 4 XD DTU AzureSQL 7—4 XN—X _

Answer: C (A —vt—T %#5K7)
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Appl B — RIN—T 4 DERBERICT IV AL XFIIZTFHIERATESLLSIZFTHY!) a—
DAVEHBEITIRENDYET VYA —2aviEtEFa ) TFAEREEZBE-LTWARELRD

VET,
HEFBICEMEEHEINETIMN BET HI2F, BEEHTENGF T a3 v EERLTL
EEL,

FELCERTBSEUICT RS Y FOEELHY FT,

Authenticate Appl by using: J v

A certificate

A service prin;ipaT

A system-assigned managed identity
A user-assigned managed identity

Authorize App1 to retrieve Key Vault
. secrets by'using: | ap access policy

A connected service

A private link

[i%%;"ﬂ ]ﬂ ros ‘%’”:'ﬁ“ﬂ A role assignment

Answer:
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Authorize Appl to retrieve Key Vault
secrets by using:

BILL]

Authenticdte Appd by using:

A certificate

A system-assigned managed identity
A user-assigned managed identity

An access policy
A connected service
A private link

A role assignment

|
4

TJ274WNA—HF—AVEF3—TzA X THRAMT7IV5—230 T—TILOFHANEH

MICEREND

Authenticate App1 by using:

Authorize App1l to retrieve Key Vault
secrets by using:

A certificate

A service principal

A system-assigned managed identity
A user-assigned managed identity

An access policy
A connected service
A private link

‘Arole assignment

VA XAV TAEH

Azure H—ERXTHERAINDITRTDI—Y Ly k& Azure Key Vault [ICRTFETLHILELRHY

R
BRBERELELT AV —ERITE Y—ER

4 R VRICEHER T o -ERIERNADLET

I, ERFERE S —EABMTHAELTERY FEA,

Ry RXA1:H—ERX FTY2ImN)L
HB—ERXR TYNNWLF TTIVr—2avE

f=lEH—EX 2FY1—H—D5IL—TTlEE

KA—FO—BEBHT2EXa2)T4 TULVHLO—BTT , H—ER TY2 LD+ T
DI FDREISATURIDELTHON, A—HF—RDKLIITHRELEY , Y—EX TU Y



DINWDYZAT R =Ly ME, ZEDNRRT—FDEIITHWELET,

F:Key Vault ITKBRBEEE . BEDEX2 )T TU2DINILD ID #RET 5%EIZES
Azure Active Directory (Azure AD) &E# L THBEL 9,

tXxa)Fqa TYUUINILIE Azure )Y —RAADTHERAFZERLTWS1I—H— FTIL—TF,
H—ER FHET7ITIVr—2a30F2ZRTA T T Azure (X I RTOEFYTFa0 T
JOSNIIZ—EBEDA TSz FIDZEYHTET,

Ry IR 2 ZEIDENY ST

Azure O—)LR—XDT7 Y RAHEZFEAL T Key Vault DF—_ZIBAZE S XUP—I Ly b
ANDT Y CRAERBTEET,

S

https://docs.microsoft.com/en-us/azure/key-vault/general/authentication
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50 8D Azure SQL T—AR—REZEL Azure Y TR ) T a3 ubhH U £,

& LS & HTD Azure Resource Manager (ARM) 7> 7 L— b #ERLE T, BB T—2EBS1t
(TDE) #&MIZT 5T TL—+ 1,

Template1 Z{EF L TIEZEHD Azure SQL T—F R—XIZxt L T IDE ZEH%IZT % Policy1l &
WS ERID Azure RY) O—ERZERT AIBELHY FT,
R)D—1FEDESITBRAINIELINVTLESMN? BETBHICIE, BAEEHTEYGA T 3

VEZERLTLLEZESL,
EELSERTSE-UITTIRAS Y FOMIELAHY EFT,
Answer Area

Set availlable effects 1o eyl ot Ewists tys

DeployliNotExists
EnforceRegoPalicy
Modify
Incluce in the defimibion: The role-based access controd (RBACY roles requred to perf r\-rmj.h‘ H’Mllg rQS Oft:
The identity require performmithe remeadiatlion 1as Ir
The scopes of the palicy assignment

The role-based access conimml {Rﬂm:‘.l roles required (o perform the remediation task

Answer:
Answer Area

Set available effects to:

Microsoft

Include in the dafinition: | The fole- based @ecess contim! (REAL) rodes Tequired to perform the ediation task

it LA ielis. =+t
The idlentity Tequired to pefform the remediation task I
T £ o' the '1'i|- Wassignmeants

The role- bued access controd (RBAC) roles required to perform the remediation task
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T7AINVEEEZRRA TS Azure A L= 7HO Y FEERTHFETT  RABICEK, KV
Yo avENBOATLIRT7TI—2avhb7Io9EALET,
T7ANEBICTVCRTIEOBELZR/NMRICHZ SV ) 12— a3 VEHRETINELRHY F
T YUNA—2avE BIRLERAML—CBIZBEELRILDETHZRET ILREAHY ET,
HREBEICIIMZEDHIRETTIN? BAZT HICIE EEEHRTE UG TS a o E#IRLTL
fZE0,

EELCEIRT BEUIC1 RS Y bOMIESHY T3,

Storage tier:

Hot
Premium

Transaction optimized

Resiliency:
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)

Locally-redundant storage (LRS)

Answer:

Storage tier:

Transaction optimizet!

Resiliency:

SR .

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-planning
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W= T —4 FHO Azure Storage V1) 21— 3 VEETEIL TL5E

a. T—AFEAT7 IV EREINET , T—2E Y FE10GB RETT,
ROBUZEBEITAINL—S V) a—S a3V EHETINEAHYET,

XA RL—DIZEZERAFENTRTOT—FI5EMEBTILELNHYET,

¥ STRFERY =55 IR AR I RRFT) R R ST H Y £ 7,
*T—A T EAHESER/NRICIMNZ ZBHELHY FT

RIZENDHDIRETTHN? BAEFT HICIE BEEETEYGEA T a vEBERLTLLES,



FEELSERT ST RS v FOEEASHY £,

Storage account type: v

General purpose v2 with Archive access tier for blobs
General purpose v2 with Cool access tier for blobs
General purpgse v2.withi Hot acgess tier for blobs

Configuration to prevent _ gy { 1 1| »
modifications and delefions: || | T v
1 | Container access level

Container access policy

Storage ac%meﬁlm S C)ft

Answer:

Storage account type: v

General purpose v2 with Agchiy*&j_access tier for blobs

General purpose v2 w:t'h_' Cool access tier for blobs

General purpose v2 with Hot access tier for blobs

Configuration to prevent

modifications and deletions: S Tt v

['Container access level
Container access policy
Storage atf_ﬁﬂﬁ.'mti Bsd

SR .
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers

xfEIRE: 118

Azure Active Directory (Azure AD) T+ > khH Y ET,

Azure Monitor 2R L TaA—HY—DY A V4 VFERL BFEQDI—F—DHA M2 AR
FMIEDWTT7S—bEERTHILZFHBELTVET,

ARV MIEDWTT7SI— b2 M) A—FB5Y)a—a EHBETILENHYET,
HRBHEICIIMZEDHDIRETTIN? AZTHICIE EEEHETE U GA TS a o E#IRLTL
fZ&L,

FELGERTI BEVITTRSA Y FOMELSHY T,



Send Azure AD logs to:

An Azure event hub
An Azure Log Analytics workspace
An Azure Storage account

Signal type to use for triggering the.aléerts:

Activity log
Log =l
Metric
Answer:
\ Send Azure AD logs to:
VI DN An Azure event hub
[An Azure Tog Analytics workspace
n Azure Storage accoun
Signal type to use for triggering the alerts: v
Activity log
Llog ]
Metric
iz

https://4sysops.com/archives/how-to-create-an-azure-ad-admin-login-alert/
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-log
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Azure Y TR YT a3 EEHELTT,

Linux / — FZ{#H9 % Azure Kubernetes Service (AKS) V) 2a— 3 & T 704 T HRHEN
HYET V) a—2a I EROBRE/E-IDLENHY ET,

RF—IT 9 MRERICOVEA—Ta 2T VY—RETAED I =TT 5DITHh SE5MH
ZR/MRICHINZ T,

Linux A>T FDEBHRY—U V5 FHR—bMLET,

EHFNEZR/NMRICIMZFT,

EQRT—) T T avEE8OLETM?

A. {%#8 Kubelet

B.VZRA—F—F R —F5—

C. KERY F F—FrRF5—3F—

D.AKS R#8/ — F

Answer: D (A —vyt—T%EY)

https://docs.microsoft.com/en-us/azure/aks/virtual-nodes

=RITRIRE: 120
BEICHERINIKREDT—2E2RETHI7ITIDA M L—2 Y a—23 0 EREATHHE
NHYFET . Vaia—aVEROBREE-IDHELHY FET,
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*TF—ADANL—Ty hERKXIELFET,

X1ERIET—2DREAZHLELET,

*HRARY BLUVETAAREOERZR/MRICINAE T,

EDAzure A AL— FHO U RDBEERA N L—D H—ERZHETILELRDY TITH?
BZET HICIE, EZEETEYEA T a vEBRLTLEEL,

S ELGBIRT BEUIC1RS Y FOBIENHY F5,

Storage account type:

BlobStorage

BlockBlobStorage

FileStorage

StorageV2 with Premium performance
StorageV2 with Standard performance

Storage service:

'Blob
File
Table

Answer:

Storage account type:

BlobStorage

""""""""" 1
|

FileStorage
StorageVZ with Premium performance
StorageV2 with Standard performance

Storage service:

&R
7R 4 X 1: BlockBlobStorage

Jow 4 BLOB &, 784 BLOB $ & UEN BLOB AM Premium Storage 7ho > b 247



TY, b0 aVENGVFTIF FRELYNSLBFTO Y bVEFERTHOFT VA,
FRE—EBLTEWR FL—OFREERZLEL T HOFT ) FICHESAET,

RysR2: 707

T—HAITBIE FEAETVERENKVBLOB T—2 2R ETHHDF IS4 VETT,
TF—HATBERAML—2 AR MIRLELGYEIN FUSA VB (Ry FELUVI—IL)IC
HRTTF—4WMBIR MEBENELLBYET,

T—R2E7—hA4TEIZAHG &4 180 BHERFT HIRLENHY | T 5 THRVSEITEHARIBRS
ENRELFET,

S

https://docs.microsoft.com/en-us/azure/storage/blobs/archive-blob
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HEITEF Web 7T EHR— T BEHITHTTP RA—XD APl 2FREFT B E#5ELT
WET Web 7T) #EATHE BERITIXDRAT—RIREHRBTEET,
APl [ERDEHZH-THLELHYFET,
Azure BA% D ELE
NIy EARY ERREZIRET S
EZTAARELHFAT LGN
BRA T a s #ETILELNHYET,
RIZENDDIRETTHN? BAETHICIE REEEODSA A 70T Ry XA THEUGEA T 3 0%
ELET,
FEELSCERTSEUICTRS Y FOMMIELHY £,
Topic '

Allowed authentication methods All methods

GET only
GET and POST only
GET, POST, and OPTIONS only

Authorization level v
Function

Anonymous

Admin

Answer:



Iopic vaiue

\Mllowed authentication methods N methods

[GETonly |
GET and POST only
GET, POST, and OPTIONS only

\uthorization level v

rugcupn_ o |
Anonymous _ | |
Admin
5 BA
G574 AN A1—HF—AVE—T AR T—TILOHRBENEBBMIZER SN S
Topic Value
Allowed authentication methods )4
All methods
GET only
GET and POST only
GET, POST, and OPTIONS only

Authorization level v

Function

Anonymous
Admin

BRI SN B EREEA A GET OH

FEELANIL: E4

AToavIidF BRVYVIRMNEHRITY, COA TS 3 > Tld, App Service TODEREE & &R
ARNNBYETHA RBOREIEITIUS— 3> a—FRIZERonET, nhnftéhf—gﬁwiﬁ
& . App Service [E HTTP ANy A —TEREHEHRLELF T,

DX Tavicky EBEZLVI IR MOUENKLYERRIZHEY FT,

SE X

https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization

Bxh7x AZ-305 RESE (X GoShiken.com MR I N-EHKE LAOSTF LY AZ-305 SHAERMEIRESE !
GoShiken.com M &x# D AZ-305 FHERFEIEE iR L TULVET, GoShiken.com AZ-305 FHER
BRBIIERH T BENEETIIVET, &ZHD GoShiken.com AZ-305 HEEZ~ Y T BHA
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RFTEIRE: 122

App1 % Azure [CF1T9 A FETYT,

X2 T4V TSATUORDENEE=T Appt ADR FL— V) a—3 3 U FH#RET
BLENHYFET,

EDFATDRML—VEHERTIBLENHYETHI?EZ A CL—DCOBREED & S ICHE
TEMENHY FITHA? BETBHICIE BERETEYGA T 3 vEBRL TS,
EELSCBERTBEUICTTIRS Y bOMIESHY FT,

Storage account type:

Premium page blobs
Premium file shares
Standard general-purpose v2

Configuration:

NFSv3
Large file shares

Hierarchical Hameéspace

Answer:

Storage account type:

Premium page blobs
Premium file shares

I Standard generai-purpose v2

Configuration:

NFSv3

Large file shares

Hierarchical hamespace
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S
https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview
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HEEOERF EHOA LV TLIR T4 €4 —THRE BB BLULR—K 7TV 45—
DAVERAMTARETIDVODEDCKRABBHLET A TR VAN)DROBEEHELT
WET,

XEMT7 TUT—2 a0 TRT—ADTEBRENEHRMTONATNET , KELKRE LGS,
TTUr— 3 00% Azure o RITTEHARENH Y £9, BEERYRERM (RTO) X 10 9 TY,
*LIR—h 77V —2 3 X BHORETRA UMM 34 L T—2FRBTER T
HYFEFHA RTOIX8EEMTY,

CERET TS —L 3 vE 2 BENA Y TLIR T—8 o A—C T — LA —N—TE 2
ENHYFET,

EDAzure Y—ERAMNEDRR AZaZFTA4ETAHFRE— AN —QOBEERE-THhEH
BIDIBELIAHYET VY a1— 30 TRARMERDRIZHZ Z2BENSHY 9,
ENENDT TV =2 3 VICEHBETILENHY FIHI?BZTADICIE BULGY—ERZE
ELWZFUS—2aVIZkSy T LET BY—EREEHZKZE>THRAINSIEENHY F
T ARAVBTRAEY "—%2 KFS 9535 Ea—avToVaERIO0— LT ERENH DBE

BENHYET,

Actions Answer Area

Azure Backup only Sales: Service or Services
Azure Site Recovery only | @ Finance: Service or Services
Azure Site Recoveryand ISR 8 p . .
Azure Backup | u WV T Cl (Bépbrting: Service or Services

Answer:

Answer Arag @50

Azure Site Recovery only

Azure Site Recovery'and Azure Backup

Azure Backup only

1 - Azure Site Recovery D&
2 - Azure Site Recovery & Azure Backup
3 - Azure Backup M@ #
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Bz, LiR— MERZEYR—bTE5T7—2 A L= Y1) a—2a3 0 EHRFFLTULET,
ZDYV')a—32ld Azure EventHubs A L T JSON X TRKEDT—F ZWMYAHF
T . T—ADEFETHE _EventHubs [ET—2F A FL—VIZEEFRAAFET V) a—avik
ROBHZEH/I-THENHYET,

*TALY PIADT—R BT LR TEELET,

*RESNET—AAFEEIIVL BENT—TJILICEBRLT T—2 92 7N\DRIZRETES
£IIZLET,

*T—R DT TINDANS0TB DY L—3F )L T—2ERFTE, 200 ~ 300 O R AFHcHER
VIREEYR—FTEHIELEZHRELET,

T—RRNT7OEBEILICEDY—ERZHRT ILELAHY FIH? BZFT ST, BIEMHEE
THEULGA T avEBRLTLESL,

EELKCBBIRTBEVIC1I RS Y FOMELHY £,

Data store for the ingested data: | Azure Data Lake Storage Gen2 vil
T
Azure Blob Storage

Azure Data Lake Storage Gen2

Azure Files
Azure NetApp Files

Data store fof the datawarehouse: | Azure SQL Database Hyperscale v
\‘ - Azure Cosmus DB for npache Cassandra

M Cr G

Azure S\.n.mse Analytics dedicated SQL pools

Answer:
Answer Area
Data store for the ingested data ] ApiireData Lake Storage Gen2 ‘,...:ﬁ
 ApueBlob Storage _ __ _ _
Azure Data Lake Storage Gen2
Arure Files
Azure NetApp Files
Data store foyihedatawarehouse: | Azure SOL Database Hyperscale ok
r_?dé Azure Cosmos DB for Apache Cassandra
Azuref gmips DB for NoSQL _ _
SN o
) Ture Synapie Analytics dedicated SQL pools
e BA
G574 HAN A—HF—AEA—TA R TFAM 7TV 5—23 0 EFA—IL GBALBEE
Answer Area . r
Microsoft
Data store for the ingested data:_"Azure Data Lake Storage Gen2 s
Data store fofithe gatswarehouse:  Azure SQL Database Hyperscale o

BERRENIESQAL 4—N—ZEL Azure Y TRV Y T a vnH U FT,



Name Resource group Location
SQLsvr1 RG1 East US
S5QLswr2 RGZ West US
IR YT IaVITIE RORICSRKTRA L= FHIY RBEERTVET,
Name Resource group Location Account kind
storage1 RG1 East US StorageV’ {genesal
purpose v2)
storage2 RG2 Central US BlobStorage
ROKIZIRYT Azure SQL T—EIR—REFERLET,
Name Resource group Server Pricing tier
SQLdb1 RG1 SQLsvr1 Standard
SQldbe RG1 SQLsvr1 Standard
SQLdb3 RG2 SQLsvr2 Premium

SN 11 ~racaft
Statements ‘

When you enable auditing for SQi@ib 1) you canstorgitheaudit information to storagel.

When you enable auditing Tos SQLADA you can store the audit information to storage2.

When you enable suditing for SQLdb3, you can store the audit information to storage2.

Answer:

Answer Area

Statements Yes No

When you enable auditing for SQldb1, you can store the audit information to storagel. |

1 T When you enable auditing for SQLAb2, you can store the audit information to storage2. 3. 1)

When you enable auditing for SQLdb3, you can store the audit information to storage2. )1

an A

Ry o X110
RENT—FIR—RABEIUVHY—N—ERL)—DaVIcHd I EEREL TS,
Ry R 2: LWz

Ry o R 3Ty
https://docs.microsoft.com/en-us/azure/sqgl-database/sql-database-auditing ') 7 7 L > X:
https://docs.microsoft.com/en-us/azure/sql-database/sqgl-database-auditing
https://docs.microsoft.com/en-us/previous-versions/azure/dn741340(v=azure.100)?
redirectedfrom=MSDN
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ROBHZiET-3 A% Azure SQL T— 2 R—R ERETTHILELRHY FT,
FT—AR—ZRDLT)AED T A NFA—N—IE T—2ELKLBLIZRETIDRELHY FT,
*J—UNEIELEGEATE T2 A—RIFAARELAREEZHE T ILERADY F7,

*ARX MMIRDRICIMZ ZBELHY FT,



EDORRAFT T avaERTILENHY FTH?

A.Azure SQL T—ER—X ECHRR ST 14HIL

B.Azure SQL T—AR—X I R—TV R A VREAVADEDRR Y T 1AL

C.Azure SQL T—AR—X NA/IN\—R 4 —)L

D. Azure SQL T—2 R—RI1Z#

Answer: A (A —vyt—T%EY)

A

N BEE TRAEOEWVWA ML—JICKYT—2BREHLELET
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tier-general-Purpose?
view=azuresql, CDT7—F TV F ¥ ETINIE, T—FR—X T7A/)LZHB BMIZL T 75—+
L. EBLEGEIAVITIFR NIV FRICEENRELEIGETHLT -2 BERNLG W EZRET
% Azure Blob Storage O E I L EEMEICKEFELTCVWET A/ ZEEYR—F V—CREMN
RALRNLOY—URRERIE XD —Ua v T—RIE®E S THET,
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/high-availability-sla?
view=azuresql&tabs=azure-pow FEH/X2 — U [CET IEHRA LR ITNIE, U—/N— L AMNEEET
9 MDA TS a3 IEDTT
https://docs.microsoft.com/en-us/azure/azure-sql/database/serverless-tier-overview?
view=azuresq|

EFTERE: 127

Azure SQL T—AR—RZET Azure Y TR ) T a v EHE->TWET,

Azure SQL T—4 R—X T Azure FHEZFERTEINEI>NZFHEL TLET,
EBEMGHNEEZRBLDICIEEDY—ILEZFERTILELHY FTH?

A. Azure portal DEEAFTHH T L—F

B. Azure portal @ Advisor 7 L— F

C.Azureportal ® SQL T—42~X—X JL—FK

Answer: (f8&ZRT9 B)

&5 BA

FHBERETBAT D

Azure IR—R JJLIZHA 14V LET,

[T RTOH—EX]>[FH] &ERLFET,

[EAN] &R L [FTHOEA] R4 > T [SQL Database] #:#4R L T SQL Database M#i L LV FH
EFBALET,

WBT4—ILFIZAALFET  EIRLEZEMHE —8T 5 SQL Database # & U SQL Managed
Instance DEEFEDNDT—ER—RIE, FHBEEDNESI#ZITHEELAHY £9, 251 %21 5EE
DT—ER—RFREFIR—C R A VAR VADHRIT BIRLEEREBEICE>TELRY FE
9,

574N A—HF—A208—Tx4 R _BHBERINDTFR MEH
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Select the product you want to purchase X
SQL Rse ¢ - g dig o PAY-33-yOU-g0 pnces by allowing you to pre-pay for the future use of compute capaclty for your Azure SQL Database (Paas
Jitional software costs will still apply. For SQU Server on Azure VMs (1335), purchate Reserved Virtual Machines Instances
<0 et ' 0  Firance App - Test ~
fegien  Went US 2 One Y,
PLRFORMANCE THR £GHO DEPLOYMENT TYPL
Ql } - West Cata
Databas QL Datab
ase Manage 3 QL Datab 2
SQL Database Managed & Generd e mpute One Yeur QL Database Managed Ince
QL Data 5
Elast
SQL Elast 3 Data
Data QL D
m Price per unit: <UnitPrice>

BRM Va3 VTHREFHNOORMNEERELET,

BAIEERLET,
[COFHERT] EERLT BADRT -2 XAZHRALET,

S

https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview

B ETRIRE: 128
RORIZERTYY—ANHYET,

Mame Type
AS1 Azure Synapse Analytics instance
CDB1 Arure Cosmos DB SQL APl account

CDB1 & #EHICEFHF NI EBERT &R ETHIVTTERAMLET, HLTIE AST1 &
FRALTERT—2TA)—Z20MI5Y)a—2avEEFLTVET,
BRT—2 AT7DIRTAH—IT 2RI
TELENHYFET,
HEBIHICIIMZEHEINETITHA?
A. Azure Cosmos DB & & U Azure Synapse Analytics 3 4% 4 % {i§ Z 1= Azure Data Factory
B. Azure Cosmos DB ZEE 7 4 — K

C. PolyBase 7—4 Fi+iAA ZfE A L 7= Azure Synapse Analytics

Answer: C (A —vyt—T%EY)

= HTERE: 129
> 7L = XD Microsoft SQL Server T—2 XN—X % Azure IZBTT 52 EHFETEILTULVET,
ROBUFFE-TERASLIVETY )2 —LavERETIRENHY ET,
A—HY—RB LN\ I Ty TEHR—b

Boa

Foa

EEATIST—RERHTEY Ua—2 3 Ve
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Azure )= a VREITEBMICL T 7— FSNHEHDA VR R VR EYR—F EDR R
MERZLSSVHFIT OO0 EEFTAZR/NRICINA S RAIZHEELEFIMN? BET HICE E
ZHRETEY G T a v ERBIRL TS,

FEELSERT ST RS Y FOfEEASHY £,

Deployment solution;
Azure SOL ManagedThsiance
S0 Server on Azure Mirtual Machines
An Azure SQL Database single database

Resiliency solution:
Autcstalover group
Agtree geo-replication
Eone-redundant deployment

Answer:

Deployment solution;
Azure SQL Managed Instance
SQL Server on Azure Virtual Machines

"An Azure SQLDatabasé ﬁle_ database I

Resiliency selution:

Auto-failover group

ctive geo-rep
Zone-redundant deployment

= Microsoft

SHg .

https://docs.microsoft.com/en-us/azure/azure-sql/database/active-geo-replication-overview

xFTEIRE: 130

FCOBERIE BALIF VA ERT—EOBERO—EHTT, 2OV —XDZREMICIE BES
N-EERZERTEHAREEOH LI HMEOBRREAEENTUVET , —HOEME v MMIITEH
DIELWMEREAEENZHENHY TITHN MOBEME Y FZIXELWEBRENZWGENH
YET,

CDEYLaVvOEMICEETSE FOEBRBICRAZEFITEERA,  FOEH CAOLDER
FLE1—E@AICIFRTEAEEA,

HE-OEAF BEHOREILY (VM) ZF U TLUIRE Azure ITT 704 LTULVET , Azure
ExpressRoute (&, A FTL I XM 5 Azure ~DEGRICT 7O X UVERINTWET,
WD D VM THRY FT—V EHROMENREL TLVET,

2YRT—9 b T74 99 FSHLT VM ADINTy FHRFRIESNTWLWSEINMEETIN TS M
T DBELHY FT,



iR Azure Advisor ZFRLTRY FT—0 FS 7490 &NHLET,
RRRIEEZERTEEFTH?

A. [T

B. LMV

Answer: B (A —vyt—T%EY)

K4 Y 12 Azure Network Watcher Z#EH L TIP 70— ZETL Ry bT—9 S5 T4 v
DEFWMLET,

3E: Advisor [E AR b TS5 F 4 RIZHE-T Azure DERZHREILT ADIZRID IN—VFS
ARXRENFE=ISORAVHILE DV RTT VY —REREFERRRERTLA M) ZHH L Azure
)Y—XDARMIE NTH+—T X SAAE,. X2 )T DRALIZKRIDYJa—aYy
THELET,

Advisor {9 5 & RO EMNFREICHEY FT,

TOF79 T4 TTEITUARRE N—VFSAXEINEZRA N TS50 T4 AOWRBEFAFLE
9,

Azure DEARMGEXHEZHIBT AREETR/RELLGLL YV Y—RADNTH+—I VR _tFal)
T4 . @AA%ZARLESEET,

RESNET7IVV3aVEECHBESTHEZA VIFAVTRELET,

S

https://docs.microsoft.com/en-us/azure/advisor/advisor-overview

RFTHEIRE: 131

/N1 T K Azure Active Directory (Azure AD) 77+ > kI >4 & TLV% Subscription1 &
WS ERTID Azure TR ) T avhmpyET,

FUTUIRDT—R2 22 —IZI Subscription1 ~® VPN #EENHY FEA, T—F 45—
[Z1Z . Microsoft SQL Server 2016 M4 VX F—J)LENTLVS Servert EWNSEFIDaAVE 1 —
A—MNEENTWET, Server! [ 22—y MIT UV ERATEEEA,

LogicApp1 &ULNS ARID Azure B2y 77 IZIE, Server! LEDT—AR—IXADEZERAHT
DEANBETT,

LogicApp1 IZ Serverl ADT7 V7 L AEEEZIRIET HV ) 12— a U aHBETILENHYFET,
FUOTLUIRE Azure ITTTOA T 556 MZEHELFTHN? MET ST, BZEMHEETEY
BATLavEBRLTCES,

EELSCBRIRT BEUICTTRS Y bOMIESHY F9,
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On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manaaer

Azure: v

A-Connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain

An enterprise anpligdtion

Answer:

On-premises: v
A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway
Hybrid Connection Manager

Azure; v

A connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
An enterp 9'h b’plftaﬁiiﬁ'-"' t

SR

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure

B HTEIRE: 132

Appl EWNSZHID Web 7 TUHr—S 3 VAV TLIADT—4 £ 8 —h D Azure [ZT8E]
$H5FETT,

Appl & KRR b H—/N—I24 VR F—ILEATWAHR S L COM aVR—H% > MIRELE
ERR

Azure TAppl1 & RR FF BV ) a—2 a3 EHRIIVELHYET V) a—23aVIERD
BEHhEm-IwnENHYET,

*Azure T—ARAEUA—BREATELLL LG BE I——(X Appl ZFIETEILELRHY F



v,

*AR MIFMRICHZ DZBELHY FT,

HEZBHICIEIMZEHEIETTTH?

A2DO0DAzure)—2avIc A— KNS —¢ERBIIY Ry—I)LEy b ET7OA/4LE
v,

B.2 DM Azure ') —< 3 »IZ _Traffic Manager 7O 77 A J)LE Web 7T 2T 704 LET,
C.2 DM Azure )—2 3 I B—F NS —EWeb 77U ETTOALET,

D.A—F NS UH—LFEBIS U RT—IL Y b E2DDT7RASEY T4 J—2IZT70

1 LES,
Answer: D (A —vyt—T%EY)
EHEA

(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-components)
Azure App Service TIX, 75V b I7+4—LETCOMaAVR—RY FEBETETEEA 7T
TCOMaviKR—y bEERATAIGERE, TAoEYR—V K I—FTESHMAT YA+
RIE7 TV r—2a L EBICREAT DIRENSH Y £, hitps://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

Windows 3 > FF+—%{$F L 1= Azure App Service 7 7') % App Service [CEIERITTEELVEG
&l% . Windows O > T+ —%{EH L71= App Service 1 RiT L T &Ly, Thiz&k

) GAC_COM a v R—=x> k _MSI_.NET FXAPI_DirectX L EAD T IV 79 & AHATHEIZ R
YEI, |

=ETEIRE: 133

HHLEIZIZ, Azure DIRET Y (VM) ETETINZBED Web 7 T r—> 3 UhihpY £
ER

FIUr—2avnRSQLA Pz h L avDRTHSRESN LIY—70— K NS oH—
MERASINTWSZLEERTHIDRELAHYFET V) a—>ar T BHED Web 7T r—
23D — F~DOHEFER/NRICHIZ D2HENHY F£7,

MZEDHEIRETIMN ZADICIE BYULEZELWVEBIZFS Y LET KEX1EFERYT
5P EHEFERATSICED FoKFERALEWI ESHTEFET , AVTUOYERTT HIC
X RAVETREN—F RSV ITTEHEN RV O—-ILTEILELAHIEELHY FTT,
EELSCEIRTBE-UI21 RS FOMIENHY 9,
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Values Answer Area

Web Application Firewall (WAF) Item N\ Value
Azure Application Gateway Aaure senicé L)

Azure Load Balancer XA B

E’ FeatUre

Azure Traffic Manage_____r PRe%y

SSL offloading )

URL-based content routifig I ir I ICIroOS Oft
Answer:

Values Answer Area

Web Application Firewall (WAF) Item o '_ Value
Azure Application Gateway AZU[‘%N@ Azure Application Gateway
Azure Load Balancer | ¢

Web Application Firewall (WAF)

e T

Azure Traffic Manager

SSL fﬂoaing

=N\ licrosoft

URL-based content routing
B7LiL]
G574 A—HF—AVE—TxA R THFRAMN 7TV 5r—2 3 v OGBEAEHERINS




Item Value
Azure service I Azure Application Gateway

Feature [ Web Application Firewall (WAF)

e0oe e

Ry X 1:Azure 77 r—oav 55—z A

Azure Application Gateway (&, 7 77— a VEEI> FA—5— (ADC) 29 —ERXELT
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Application Gateway Web 7 71— 3> J 74 724+ —JL (WAF) [ Web 7 Ty 75— 3
UE—RMBIESEECI IR TOA FOhSRELET,

X OWASP a7 ILl—IL £y k3.0 F=IE 229 CEDVWTEESN-IL—ILEFELTITD
nFEd,

SQALA VYTV VA VHEBEERETDIIL—LADBHYFET,

& X

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview

ATEIE: 134

HE-ORATIE EHORBTIVEAVTLUIRE Azure IZTTFTAA LTUFE

9, ExpressRoute [ A>T L I AMNDS Azure ~DEHRIZT TO4 B L UVHERIATLET,
WSO DRET L UTHRY FT—V EROMENRELET,

FYRT—=D rS 7499 FHLT Azure [REI UG F U TLIRFEEI oADN
T DA SN TNSEINMEE SN TVLEILZFRHIANT ILENHYET,

fER TR Azure Advisor ZFER L F 7,

NIFEEZERLTOETH?

A. LMVZ

B. XL

Answer: A (A —vt—T %KY

x#FEIRE: 135
HiT=1% Ubuntu ZF179 5 Azure [REY VTHRA MENE 7T EHRGFLTWEST 7T


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

FH—RFN—TFT A DEFA—I Y—ERFZFRALT I—H—ITEBFA—IL A vE—TFFEL
FT H—KFN—TFT A DEFA—INY—ERTIE, TTUNAPI F—%FHL CRIET HIHLEN
HYET,

APl X —DREETHVERIZIF Azure Key Vault V1) 2 —2 3 VBT IHERHYET, V
)1—2 3 TR EBFHER/PRICMZLILELNHY FT,
F—DRBFELTIVERICEMZFERT S LEHBHLEITMN? @EFT HICIE, BEHES THELY
BATaUvEBIRLTCES,
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Answer Area

Storage: Secret o
Certificate
Key
Access: | A managed service identity (MS1) b |
An API| token

.
M l C FO S Oft A service principal

Answer:

Storage o Secret
Ceruficate
Ky

§seciet

AcOess: I A managed senace identity (MSI) - |
An AP token
" - A managed service identity (MSI)

Microsotte

519
Mictosgetr—

- ,_.__.Atﬁ'sﬁ: A managed service identity (MSI)
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To eStimatethe costs, use: ¢, v
IVIHTCTOS Wazbre Advisor
The Azure Cost Management Power Bl app
The Azure Total Costof Ownership (TCO) calculator

Implement: =
Azure Reservations
Azure Hybrid Benefit
Azure Spot Virtual Machine pricing

Answer:

To estimate the costs, u]sb rncnfd
P AZdre Advisor

The Azure Cost Management Power Bl app
The Azure Total Cost of Ownership (TCO) calculator

Implement:

Azure Reservations
Azure Hybrid Benefit
Azure Spot Virtual Machine pricing

S
https://azure.microsoft.com/en-us/pricing/tco/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/
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On-premises source Azure target
A Microsoft SQL Server 2012 database An Azure SOL database
A table in a Microsoft SQL Server 2014 An Azure Cosmos DB account that uses the SCL AP
database
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Tools
[ AzCopy Answer Area
: F 1 :
[Azure Gosmos DB Data Migration Tool ram the SQL Server 2012 database: Tool
| Data Management Gateway rFlOm the table in the SQL Server 2014 database: Tool
E ) - B 1 g o ."" L
Data Migration Assistant ‘ {'v{’aj‘sﬂ ICYOSOTT
Answer:
Tod‘ I.\i-‘.- ,-:"’r'l': Pl of Y af o Jrjrﬂ'—
IMVUICTOSO A e
AzCopy -
. From the SQL Sétver 2012 database:
lAzure Cosmos DB Data Migration Tool | | - Data Migration Assistant
lDala Mamgmn[ Ga{e“-ay L Ffom ‘he tahle in the SQL Sen."er 20]4 databasel IAZUI’E Cosmos DB Data Mlgranol

Data Migration Assistant

https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sq|l
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data
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Azure Storage account klnd VI C rogoft v

StorageV/2
BlobStorage
BlockBlobStorage

Replication:), " v
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

Answer:



Azure Storage account Kind:

Replication:

5t BA

aul

Azure Storage account kind:

StorageVZ |
BlobStorage"

g

Replication: -.%%@ﬂm‘ | v
"% "|Zone-redundant storage (ZRS)
~ [Locally-redundant storage (LRS)

R !\A ;ﬁﬁﬁ mﬁﬁs geo-redundant storage (RA-GRS)

SR .
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json
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Statements Yes No
The APl is available tq partners over the Internet. O O
Ine APIM inéténce can access real-time data fromVM1. O O
A VPN gateway is required for partner access. O O
Answer:
Statements Yes No
The APl is available to partners over the Internet. O O
The APIM instance can access real-time data from VM1.[O | O
A VPN gateway is required for partner qcces_s. ’ 10 0 O

S
https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet
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Azure Traffic Manager:

Azure Application Gateway:

Microse
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Azure Traffic Manager:

Azure Application Gateway:
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https://docs.microsoft.com/en-us/azure/governance/policy/tutorials/create-and-manage
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-server-
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management/common-policies#restrict-vm-size
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Virtual machine size: E | M ECFOSOft v
Compute optimized Standard_F8s
General purpose Standard_B8&ms

High performance compute Standard_H16r
Memory optimized Standard E16s_v3

Feature: v
Receive side scaling (RSS)

Remote Direct Memory Access (RDMA)

Single root 1/0O virtualization (SR-10V)

Virtual Machine Multi-Queue (VMMQ)

Answer:

Virtual machine size:

Compute optimized Standard_F8s

General purpose Standard_B&ms

High performance compute Standard_H16r
Memory optimized Standard_E16s_v3

Feature:

Receive side scaling (RSS)

Remote Direct Memory Access (RDMA)
Single root 1/0O virtualization (SR-10V)
L*fﬂfﬂv;rmai-am;ﬁ}iﬁﬁe Multi-Queue (VMMQ)

||
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes-hpc#h-series
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations
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Premium page bicbs
| Premium file shares
i_Standard general-purpose v2
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Configuration:

!
NFSv3

| Large file shares

Hierarchical namespace
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Answer:

Storage account type:

Premium page blobs
Premium file shares

T -

— we s o e e s s Smes O Gaee s s s

Configuratiorn:

T “E
NFSV3 |

Large file shares

Hisrafchical paméspace

5468
FER b RORPHNEBERSNET

Storage accouittyper < hft

Premium page blobs
Premium file shares
Standard generc!-purpose v2

Contiguration:

NFSv3
Large file shares
Hierarchical namespace

Ry X1 BERA v2

T MNA v2 [ Blob Storage #HR— kLZET,
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https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview

EHTEIRE: 146

DATLEYHETOIR—T R ID ZEHT % Azure App Service Web 7 7 AH Y £,

Web 7 TDHRTEEZL—Y Ly & LT Azure Key Vault ITIRET SV ) a—L 3 U %#HET S
DELABHYFET VY1 —avEROBEHREH-IVELRHYET,
*F7T)A—RFADERER/DMRICINAET,

*RIMFEDORAZFERLET,

HREBEICIIMEESDHIRETIN? BAZTSICE EEEHTE UG T a0 E#IRLTL
ZE0y,

inswer Area

foy Vet e e retncs [T
Key Vaultirefsienees in Application settings

Key Maull reférences in Appsettings.json

Key Vault references in Web.config

KeWault SDK

Key Vault permissions for the manaéd entity _
Keys: Oet

Keys: List and Get

Secrets: bet

Secrets: List and Get
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Key Vault integration method: _
Key Vaull rerences in Application settings
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Key Vault SDK

Key Vault permissions for the managed identity: _
Keys: Get

~fKeys: List and Get

o |Secrets: Get_ |

Secrets: List and Get

B

Key Vault integration method: | Key Vault feferences in Web,config

Key Vault permissions for the managed identily: | Secrets: Get
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Microsoft

£ Service Or se

Azure SQL Managed Instance
The Hyperscale service tier

Replication mechanism v

ACTive geo-= opiication
Auto-fallower groups
Standard geo-replication

Answer:



Answer Arca

AZure senace of senace ber v

#ure SOh Database

{Azure SUL Managed Instance |
The Hyperscale senace tier

Replication machanicm v
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stadad geo-replicaton
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Azure Migrate 7 754 7V RICk > THRE SN AR T—2IE, H—/\—5H Azure IZ81TT B
EENTETVLSINESIIZFHIETL H—N\—DE LY A XFREL, AR MEEEL 7TV
=L avDEREFERREANT ADICRILLET, |
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To register the users for Azure MFA, use

Azure AD Identity Protection
Security defaults in Azure AD
Per-user MFAIn the MFA management U

To enforce Azure MFA authenbicition configure:

Geant control in capolicy1
Session cgntgol in capolicyl

Slgn in rlsl pl:llli:y' in Azure AD Identity Protection for the Libware. com tenant

Answer:
To register the users for Azure MFA, use: v
ure AD Identity Protection
Security defaults in Azure AD
Per-user MEA in the MEA management Ul
To enforce Azure MFA authentication, configure: v
Graql control in capolicy1
— N séssion contro) ircapplicyl _
A % j ?):gn in fiSK policy in Azure AD Identity Protection for the Litware.com tenant
S .

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-mfa-policy
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies
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Name Type Configuration
SERVERT1 Ubuntu 18.04 vitual The vitual machines host a third-party
SERVER2 machines hosted on app named App1.
SERVER3 Hyper-V App1 uses an external storage solution

that provides Apache Hadoop-
compatible data storage. The data
storage supports POSIX access control
list (ACL) file-level permissions.

SERVER10 Server that runs The servef eontains 3 Microsoft SQL
Windows Server 2016 Server instanc e that'hadts two
databases mamed DB1 and DB2.
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Azure Services

Azure Event Grid

Azure Event Hubs

Azure Functions

Azure Log Analytics

Azure Notification Hubs
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Answer Area
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Azure
Active Directory
audit log

Cosmos DB




Azure Services Answer Area

Azure Event Grid @
Azure Event Hubs Azure
& Active Directory
I Azure Functions - aUdT 9
(o]
Azure Log Analytics |
v
Azure Notification Hubs | | Azure Fvefit Hubss Ot
v

‘ Azure Functions l

Cosmos DB
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ED Azure ERY—EXEZEATILENHY TITH? BET HI2I1E, EE5EETEY L Azure
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SEELSBIRT ZBETITT RS FOMIENHY FT,

Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs v

attempting Internet access. Azure Traffic Analytics

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with thelr different processes and v
dependencies on other Goriputers and external processes. [Azure Service Map

Azure Activity Log

M i C rlﬁme Health

or

Answer:

Scenario M ICrO $Uftomtonng Service

Analyze Network Security Group (NSG) ﬂow logs for VMs
attempting Internet access.

> _Azure ExpressRoute Manitor
Azure Service Endpoint Monitor

Azure DNS Analytics

Visualize the VMs with theig/diffetent processes and v
dependencies on other coriipufers and external processes. [Azyre Service Map '
) » Azure Activity Log
Azure Service Health
Azure Advisor
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Scenario | M I cr O S Of fzure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs [ v
attempting Internet access. ——— .

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with their different processes and | v
dependencies on other computers and external processes. [Azure Service Map
Azure Activity Log

Azure Service Health
Azure Advisor
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BHELET,
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https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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7 7)) 5 — 3 UHE L Azure Active Directory (Azure AD) ID #{#AL CTRIEETEH L5125
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HRFHICIKMEZEHDEIRETIMN BETSHICE, BEBEETEYGLT T a vERIRLTL

Uy,

FELCERTBEUVICT RS Y FOEELHY FT,

To provision the Azure AD identity:

To authenticate request a token by using:

v

Create a system-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Régister each application in Azure AD

v

An Azure AD v1.0 endpoint
An Azure AD v2.0 endpomt
An Azure Insta: etadata Semcefi tity

OAuchil’;;n:d fpoi

Answer:

To provision theﬁzur e Mdﬁtm

To authenticate request a token by using:

&t A

SOft Ev

Ereate a user-as§lgne¢ Managed Service In'.lr.-.rlﬂl:li:'g'r
Register each application in Azure AD

1AnAzure AD v2.0 endpoint

An Azure AD v1.0 endpoint

An Azure Instance Metadata Service Identity
OAUth2 endpoint™
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To provision the Azure AD identity:

% 3utMi:@Q‘ @@@f&ﬂ(en by using:

Ex#TREE: 153

v
Create a sysmm Managed Service Identity

Create a user-assigned Managed Service Identity
Régister eath application in Azure AD

v

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
/An Azure Instance Metaﬂata Service"ldenﬂfy

OAuth2 endbomt
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Azure Data Factory Z{#f L T_Server! 5 Azure Storage [ZCT—4 Z#aE—9 20ELNH Y
F9,
FLWT—2 D70 F)EEMLET,
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EELCERT BEUIC1RS Y bOMELSHY T,

From Server1: v
Install an Azure File Sync agent

Install a self-hosted integratiomruntime
Install the File Server.RésourceManager role service

From the data factory: v
Create a pipelipe
Creaté an mport/export job | C (
Prows:on an Azure-SQL Server Integration Semces (SS1S) integration runtime

Answer:
From Server1: v
Install an Azure File Sync agent . Wy
Install a self-hosted integrationruntime |
Install the File ServerResource Manager roleservice V |
From the data factory: v
Create a plpe||ne |
Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime
S .

https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf
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ERREZEET 52— —5H Azure MFA [CEFR SN TS Z L #HEER L Azure portal [ZH 4
AT BHEEIZ Azure MFA #ER L CEREET AELAHYET , V) a—2a VI FBIEER
ADEHFEEEZLTVWIRELAHY FT,

Hiaz Iz E2REN?EET HICIE, AEESETEUGA T 3 UEERLTLIIEZSW,
EELSCBRIRT BEUICT1I RS Y bOMIESHY T3,

Answer:



To register the users for Azure MFA, use:

|[Azure AD Identity Protection |
Security defaults in/Azure AD
Per-user MFAin the MFA management Ul

To enforce Azure MFA authentication, configure:

Grant control in capolicy1
i - ! £ I apQC C‘f1
HV’!' Sign-in dskipeliéy ih Azire AD Identity Protection for the Litware.com tenant |

S8
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-mfa-policy
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies
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* Azure Blueprints 2R LT . $RXRTOY TR YT a3 E)Y—R TI—TI2hizbH/\F

DARAERIELET,
*TIN—TY 2 b R—RADEENTRTOY TR ) ToaveE)Y—R TIL—FIbht=->T—
BELTWAZ LZMERALET,

*IL—TIV U rDEREEYETORET/NRICHAET,
Y)a—23VItBAZEHEIRNETLLO>MN? BAET DICE, BERNDOBEY)RNZRZERL
TLEEV E ELSEBIRT S-UIT1 RS > FOfEEAHY FT,

Level at which to define the blueprints:_|The child management groups
The root management group
The subscriptions

Level at which to create the blueprint asSignments: [The child management groups
The root management group

Microsott e

Answer:



Level at which to define the blueprints: |The child'ma ment grou
1 | thefoot management group
. SuUbDsSCrphions

Level at which to create the bluepring alss;ig'mxents: The child management groups

A ¢ P The root management group
E = | The subscriptions
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TN—=TI) U rDEYET ITL—TI) Y MR ARSNIER TR YT avIZEIVETSHE
EMTEFT MRALETL—TI 2+ EEBIVIL-TEROTOY IR YT avn12
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TLavIDAEYHTHIENTEET,
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Azure Data Factory #{#fH L T_Server1 /5 Azure Storage [CT—42 %2 E—3 3L ELAH Y
F9,
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RIAMZETRETLLOIMN? BETHICIE ABFBEHETEUGA T a o EERLTLLEZSY,
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From Server1: v
Install an Azure File Sync agent

Install a self-hosted integration runtime
Install the File Server Resource Manager role service

rvliccesafhnDY " v

Create a pipeline
Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

Answer:

From Serﬁgi{i rrngmff v
~ |Installan Azure File Sync agent

e ————_—_—_—_—_—__—__ . 7——

Install a self-hosted integration runtime |
Tnstall the File Server Resource Manager role service

From the data factory: v

Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime
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From Serverl:

Install an Azure File Sync agent
Install a self-hosted integration runtime
Install the File ServerResource Manager role service

From the data factory: v
Create a pipeline

Create an |mpurtfe>tp0rtjob

Provision an Azure- 50! SENEI' tntegraaon SEMCES (S51S) integration runtime
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Data Factory IC& > THERSNIBEEEEDT—IMEANVITZRA IV F ¥ TY,
RY DR 2NN TS5A0%EKRT S
ADF 295 & BFEOT— 2 NEBY—EXZARAKOEWNT—42 /4 T34 VICHEEL ¥
SYORTEETEFET, MDD T—E2 NNATSAUIE T—20WMYAH Elg T o 0
MZR7 21— I)LTE ADF FEHLGT 3 LNBOKREFRAREEERSIVRAELET,
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf
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Answer Area

Bliither nMi GRS

Application registration in Azure AD
A systém-assigned managed identity
Auser-assigned managed identity

Authofization:  Azure role-based access control (Azure RBAC) v
Application permissions

Azure role-based access control (Azure RBAC)

Delegated permissions

Answer:
Answer Area
Authentication: ]
lA systémsassigned NMI iy o
A user-assigned mandgect 188nd; I C i"O S O"Ft
AutRenzanon:  Azure role-based access control (Azure RBAC) o
Application permissions
§ Azure role-based access control (Azure RBAC)
Delegated permissions
A
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Answer Arca
Authenticatian: {{Application registration in Azure AD i
Auth@tizabon:  Azure role &Mﬁtmrgrdft.uw RBAC) v
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VNET1 E WS BRIDERERY bT7—9 & 10 EDRBEI D UVEET Azure YT RS ) T3y
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DAVIERDEHEH-TRLELNHYET,

*RET O UADZRERGE, ry b — V&R EFFRI T S HEIIC, Azure Multi-Factor
Authentication (MFA) # R L CTREET S ELHY FT,

*ZEERIETLS AL, TCP R— + 443 TR T DRELHY ET,
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Answer Area

To provide access to virtual machines on VNET1, use:
Azure Bastion
Just-in-time (JIT) VM access
Azure Web Application Firewall (WAF) in Azure Front Door

To enforce Azure MFA, use:

An Azure Identity Governance access package
A Conditional Access policy that has the Cloud apps assignment set to Azure Windows VM Sign-In
A Conditional Access policy that has the Cloud apps assignment set to Microsoft Azure Management

Answer:
Answer Area

To provide access to virtual machines on VNET1, use:

To enforce Azure MFA, use:

; Al (3]
A Conditional Access policy that has the Cloud apps assignment set to Microsoft Azure Managemenl
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Request routing method: |

Request routing -

0 2 Performance traffic routing

v
@ager profile
pl:catmn Gateway
Ac& ad Balancer
v

Cookie-based session affinity

Priority traffic routing

Mic rf Wejgtited traffic routing

Answer:

Request routing method:

_ v
A Traffic Manager profile
Azure / lon Gateway
A@?%éwad Balancer
v

Cookie-based session affinity
Performance traffic routing

I Priority traffic routing
Weighted traffic routing
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ASP-RGT

lapy

Location

East US

KV1

App Semce

East US

KV2

West Europe

App1

L West US

App1 A% KV1 &5 KV2 S RTDU—b Ly hED E—TE5& 51275 AHTEHEHT 5
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App1 IZEDEMERZEY B THIRELHY FTIMN? BET HICF EAERETHEYGA TS 3
VEBRLTSESY,
EELCERT BSFE-UICT RS Y FOEELHY FT,
Permission to assign so that App1 can copy
the secrets from KV1: bt

Add
Backup
Create

List

Unwrap Key

Permission to assign so that App1 can copy
the secrets to KV2: v

Create

Import

¢4 List

" 1 Wrap Key

Answer:
Permission to assignso.that App1 can copy
the' Secretsfront KV1: v
Add
Backup

Create

List
Unwrap Key

Permission to assign'so thatApp1 can copy
the secrets to KV2: v

Create
Import
List

Wrap Key

SR .

https://docs.microsoft.com/en-us/rest/api/keyvault/
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Tables Answer Area
AzureActivity Events from Windows event.. Table
logs: '
AzureDiagnostics Events from Linux system Table
logging:
Event
Syslog \Ni1Arorc
Answer:
Tables Answer Area
' AzureActivity ' | Eventsfrom Windows event :EVent '
 atoin i b it " | logs: T S cated e e, o |
___________ : :
jAzureDiagnostics 1 Events from Linux System | SVSIOS |
e e | TOEEIGE B s R |
| Event !
K i b s, amatie 1.
e =
| Syslog :
Hili):
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-vents from Windows event EVF%;;,-‘ icrosoft
ogs: C.

“vents from Linux system .'

0gging:

' Syslog

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent Windows 4 X
vk 3% -—->Windows 1 R b OF VAT LIZEIESNBIEH, Syslog > Linux 1 Rk 0O

T VAT LITEEENDER,
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M g C E @ S @ f"i: rirst job I User ?_ﬁ"ifl_ﬂ"h-ﬂlh and low-prionty virtual machines
B8TCh séWice and dedicated wirtual machines
UserSubscription and dedicated virtual machines

M User subscription and low-prionty wirtual machines

SecOngiob:  Batch service and dedicated virtual machines -

Batch service and dedicated wirtual machines

User subscnption and dedicated virtual machines
User subscnption and low-pnonty wirtual machines

™

Answer:
Answer Arca
R A e
% Vel o 5 =] 2 % o o
E%@fé 4 *ﬁ;ﬂ E @ % %‘if s;ipbf | UserSubginption and low-prionty virtual machines 'ﬁ
Batch service and dedicated virtual machines
User subscniption and dedicated virtual machines
User subscription and low-prionty wirtual machmes
Secongdob:  Batch service and dedicated virtual machines >4
i Batch service and dedicated virtual machines
User subscnption and dedicated virtual machines
User subscoption and low-pnonty virtual machines
&R
J274hNA—YHF—A2EA—TzA R THFIAL 7TV 5—2a 0 OHBANBEBIERIND

Microsoft ~V°
Fﬁtﬁ‘ WLJJ crption and low-pnorty virtual machmnes

=
ﬁc\ﬂ\ﬂljob Batch service and dedicated virtual machines

ExFTiEIRE: 163
App1 % Azure IZH1TT 5 FETT,
Azure D App1 DAV E1—T4 VY AR MERBLHABELNHYFET , VI a—Tavidt

Xa)T4EAVTIATUORDEHREB-LTVIRBENHY FT,
AR MERBLAEDICAEEATILENHY FIMN?E, IR FERDMRICHIZ B =8 (1]

ERETHLENHYEIHN? MET ST, AZERETEU G T a vEBRLTCEE Y,
FELCERTBEUVICT RS Y FOEELHY FT,



To estimate the costs, use:

Azure Advisor

The Azure Cost Management Power Bl app
The Azure Talal Costof Ownership (TCO) calculator

Implement: s b
Azure Reservations

_ Azure Hybnd Benefit

"\ 1 {Azure Spotivirtual Machine pricing

Answer:
| 0 estimate the Costs, use: v
Azure Advisor AN\
The Azure Cost Management Power Bl app
The Azure Total Costof Ownership (1CO) calculator
Implement: y
Azure Reservations
e UAzure Hybrid Benefit
/ME Azdre Spot Virtual Machine pricing
S

https://azure.microsoft.com/en-us/pricing/tco/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/

RFTEIRE: 164

App1 % Azure [ZHBITT HFETT,

Appl T—R2EZHRRA T D Azure A AL—2 7HD U FREDORY b=V 8V ) a—avE
HRTIDENHYFET Y a—2avBEFa T4V TSAT7UVRDERZH-LT
WEARELAHY ET,

HREBIHICIIMAIZEHEINETITH?

A TS5AR—=KIZTVRKRA2

BH—EXIVRRAVFRYS—FHFEIOH—ERX IV FRSA b

C. ExpressRoute BI#&®M Azure /XTI w9 EF7 )Y

D. ExpressRoute [EI##® Microsoft E7 ') >4

Answer: (&% &R~ d 5)

TS5AR—FIVRRAVME, T5A4R—F ET7Y 2T %EZT= VPN E 1= ExpressRoute
ZFEALTVNet [THEHKITE2AVTLIR XY NT—ID LR ML= FHOY MIREIZHE
BMLET,

Fr . T53AR=—F I VRRA VI RAPL—D H—ERDNRTY Y TURKRLA U FEDT
RTOEHRETAVITEILIICAML—D J7AT7 04— ILEEBHTHIZET AL—D 7
o hzRELFET,

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-fags#microsoft-peering
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Contoso, Ltd. & LV5 &ETDE*tIZ(X Microsoft Office 365 B & U Azure Y TR 1) T 3 v &k
& &i 1= Azure Active Directory (Azure AD) T+ > kA B Y ET,

Contoso IZIFFA Y TLERDIDAVISZRA I VFARHYET A VT TR LTI FrIC

[%. Active Directory KA A > H—E X (ADDS) 2179 5 —/\—HREFENTEHY  Azure AD
Connect Contoso (& Fabrikam, Inc. £ W3 &t &/8— b F—2w TEFEATULVE T, Fabrikam (2
[& Active Directory 7+ L X bk & Office 365 T+ > bh & Y £9, Fabrikam (21, Contoso & [A]
LAYTLERIDAVIZRMNIVFRHYETS,

Fabrikam @ 10 ADBAHEEF—LIL Contoso M Azure HTRY ) T3 o THRA SN B
Azure V') a—a VIZRYBEAHFET  BHHFEEL Contoso TRV YT avADYY—ADH
EEREO—ILICEMESNSZBENHY FT,

Contoso A% 10 A®D Fabrikam FARZIZO—)LZEXEICEIYVETHIENTESLY ) 21— 3y
FHRESTOIVNENHYET, 2DV 12— 3 0Tl Fabrikam BEENBEFOEKIFERZFEH
LTNY—RIZCTIVERTZEDELIICTHIRENHY FET,

A Z#8HEETIM?

A. Contoso & Fabrikam M7 > 7L = XM Active Directory 74+ LX FEID 7+ LR FDEFEH
BRLET,

B. Fabrikam & Contoso @ Office 365 77 > FRIDMEBEZREZERLET,

C. Contoso @ Azure AD T+ > T MIM ZfEH L T Fabrikam BEZEBRDT A L 7hO U b %
R LET,

D. fabrikam & Contoso ADFS 4 75X 59 F @M AD FS itBAZEFIABEEZEBRLF
9,

Answer: C (A —vt—U%7%9)

EHEOEK - EERR I LA MERERAS UNSEBEIA LA CADEBEEERLET,E
RARENGEE I LA FAD—ARDEENIBHETT,

BRI ZFERALTC . EBIA LR MO T7 hDO Y FHABEYGERKRR MZDABTH TS
KOICHIRT ZHLENHY TS,

S .
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-
privileged-access-reference-material

Ex#TERE: 166
172.16.0.0/116 M IP 7 FLRZEMEFERT 54V ITLIR 2y FT—IBHYET FHLL
Azure Y TR0 )T a VI 25 BORBI LU ETTIOAMTEFETT,, ROBMERZHEL

F9,
*FRTD Azure [RET L 2(E Subnet! EWVWSEZFIDEILH TRy MIEBET HILELAHY F
ER

*FRTD Azure [RER D UIE TRTDFVTLIRA Y—N—LBETEIRENHYFET,
*H—N—IE YA FE VPN Z2ERALTH Y TLIR 2y hT—5 & Azure DEITEIETES
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DBENHYET,

BRifiEGZ®H-3 Y TRy FREEHET ILENHYET,

HREZEHICEMAZEHEIRNETTMN BABSICE BELRY FT—9 ZFRLRAZELWYT
Y MIFZYILET , ERYEIT—0 FRLAK 1 EETERT AL EREFERT S
CEH FoKFEALGWI LB TEFERT OVTUVERTTDHICIE, RS VEITHEIN—%
b DEEASHY FT,

Answer Area
172.16.0.0/16

FSv5d a0 R 0—LTEREAHZBENHYET, T ELGRRTB-UI 1RSI
Network Addresses

172.16.1.0/27

| 192.168.0.0/24

Subnet1 Metwork address
Gateway subnet: Network address
jl.‘ )
v 'r N -
192.168.1.0/27 ' W
Answer:
Network Addresses Answer Area
(| 172.16.0.0/18 I Subnetl: | 192.16800/24 ||
_______ Jim
S ——— .
]14‘/ o L\ -’-l? 5 4
______ ! Gateway subnet: [ 192.168.1.0/27 I
e e e S e 1
i 192.168.0.0/24 |
b
‘|_-'- e ———— -
| 192.168.1.0/27 |
ELE)
ANSWET AIES
Sobhet!:

192.168.0.0/24

1921681027 |

Bateway subnet: Il 192.168.1.0/27

A#7E AZ-305 BIRELE L GoShiken.com MRS N-EHE L3 LY AZ-305 FHERERELE !
GoShiken.com MW &M AZ-305 HAEREEE iRt L TLVET, GoShiken.com AZ-305 FHER
EL 7]

MRBIIRH T MENEETIIVET, HTD GoShiken.com AZ-305 HEEEZEY Y FT DA
ExFEIRE: 167

& Z & 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I REE A
L EfRTE T 30%wiEREI5 00— K: Freepdfdumps)

Windows Server 2016 23179 % 300 50 Azure (RET U E2EL Azure YIRS ) T3y
N"HYET,


https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html

REISUDIVRATL ATHADTRTOEEA R FE—THICERT IVELHY T,
Y)a—L 3 VICIEfEEDBIRETLLOIMN? BETSICIE AZEEHETEYN G T3> %E
EBRLTLCESL,

EELCGEIRTBE=UIT1I RS Y FOMIELHY £,

Resource to create in Azure: v

An event hub

A Log Analytics workspace
A search service

A storage account

Configuration to perform on the | v
virtual machines: Create event subscriptions
Configure Continuous delivery
!\; * _ .. lInstall the Microsoft Monitoring Agent
ARL L Madify the membership of the Event Log Readers Groups
Answer:
Resourceto rrga_f.d'? inAzures () ft v
An event hub .
A Log Analytics workspace
A search sepvicé |
A storage account
Configuration to perform o the,.)' | v
virtual machines: Create event subscriptions
Configure Continuous delivery
Install the Microsoft Monitoring Agent |
Maodity the membership of the Event Log Readers Groups
ZH

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows

HTfEIRE: 168

HIEf=lE 5 DD Azure RIEY LV ETEITEIND Appl EWSEZRIDT T r—2 3 T T
043 5FETT Appl ZRTT5-DIC RTEMORET S VAT IO ESNET,

Appl1 ZETTHREIIUVIIDVTIE, ROBEH#ZHB T V) 2a—2a Vv aHET ILEND
UET,

{R#8~< < > h¥ Azure Active Directory (Azure AD) 2%t L TEREE L T Azure Key Vault, Azure
Logic Apps 1 YA A VA LU Azure SQL T—EAR—RIZT VR TEBH L #HRALET,
BNORETLVETIOATHEEIE Azure Y —EXRICHLWLWA—ILET I RHFAEE|Y
HTHEWLESITLTLESL,

=Ly FEIBAEFRBET O VICRELEVWESIZLET,



HREBICIIEDEZATDID ZEHIZLENRHY FTTH?

A SIBREZFERAT S &S ICERESNIZY—EXR T2 oL

B. VAT ALICE>TEIVETONTR—DFID

C.USATU b =Ly bEFERTILIICERSINIY—ER TN
D. 1—H¥—E|YLETHIR—I FID

Answer: D (A —vt—T %% 9)

B

Azure ') Y —ZRDI F*— K ID [&, Azure Active Directory MD#ERET T,
A—H4—BYHETOIYIR—V FIDEZHAETEFT  ALA—F—FYETIR—T FID ZHEHK
D Azure ') V—RICEAEMITEHEIENTEET,

S .

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview

FTEIRE: 169
Azure A AL—L 7HD U D TRED I Z VI HNRBER Azure ADOBITOIVR—R U &
i L TLVET,
RODBEAT—RAVRMIDWT ZFDRAT—FAY A true DIFEX[IEWV] ZBIRLET, Th
USNDIEEIE, VWE FERLET,
EELERTDE-UIT1I RS Y FOMIELSHY FT,

Statements Yes : No

You must provision an Azure Storage account for
SQL Server database migration,

@,

You must provision an Azure Storage account for the
Web site content storage,

ooo%ﬁ
O

You must provision an Azure Storage account for the
Database metric monitoring.

Answer:

Statements WiiTa JE,E o Mo
You must provision an Azura Storage ageount for the i : H‘|
SOL Server database migration, I O i O
You must provision an Azure Storage actount for the &= I O I
Web site content storage, S
You must provision an Azure Storage account far the I. d I O
Database metric monitoring. e g |

BILL]
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Statements Yes No
You must provision ahrAzure-Storage account for the O
SQL Server database migration, O

You must provision an Azure Storage account for the O
Web site content storage.

O

You must provision an Azure Storage account for the O O
Database metric monitoring.

= HfERE: 170

Azure Event Grid ISIL—T 4 YT SNFzA RV FIGELTHRALCHOI—FEETTHY
)2a—2 3V EBRHATIBENHYET V) a—2 a3 VERODEBREERL-ITDLELAHYET,
EITEINnba— Rl Azure [RIET L > L TEIT SIS Microsoft SQL Server £ Y X2V AMD T
FAR—FIP7RLRICT IV ERATZELRLENHYET,

OR MEIRDRICHZ DBENHY FT,

VD)1= 3 VIS ZEHEIRETL & OV

A. &Y —E XIRE®D Azure Logic Apps

B.EHA 75> & EK Azure App Service 75 > M Azure Functions

C. itEiE<& 75 > M Azure Logic Apps

D. %€ 23:8& 75 > ® Azure Functions

Answer: D (A —vyt—T%EY)

Azure TEBT7 TV #ERT B EZIE T ITIVDKRRT 40T TS5 UEBRTIDLELNHY F
9, Azure Functions Tl RERE TS TLIT7L TS5 EH (App Service) 75D 3 D
DEXWGRRAT 12T TI3UNMATEET,

HEZREFITZ0DHE. 74 FILIKEO VM OHEZ XY BREZEMICFHLEZYTS
BEEHY FEA,

Azure Functions ZfERALTT 54 R—F T2 FiRA > MZHEKRT D

TENY—N—LR (BLEUHY—ERELTDTS Y b T+—L (PaaS)) V') a—a v EHA
LEEITBICONT Z<DEE RERY FT—O LOBRED) V—REMET DHAEIVEIC
BYFET, CNoDBEED) YV —RIZIK  T—ER—X T7AIL A=Y Ayvt—Y
Fa— ARV RM)—L FIEIRESTAPIGENHY T,

S .

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale
https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-
functions/ba-p/1426615
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#hosting-plans-comparison

FTRIRE: 171
T77ANWNEEEZRAMT S Azure ANL—D PHO U R EERT S FETYT  EF\ICIE, b
OO a3 VENBDA VT LIRTIVr—23ohn79€ALET,
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T7ANKBICT VAT IEOEBEZR/IRICMNZ LSV ) 2a—2a VEHETLIVLENHY F
T, VN2 —2aVIE BRLERAML—DEBICREULRNILVLOETHZRET ILELHY FT,
HRFHICIKMEZEHEIRETIMN BETHICE BEBEETHENGET T a v ERIRLTL

EEh,
FELCERTSEUICT RS Y FOEELHY FT,

-

Storage tier:
Hot
Premium
Transaction optimized

Resiliency:
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Answer:

Storage tier:

Transaction optimized

Resiliency:

Geo-redundant storage (GRS)
one-rédundant storage (ZRS)
Locally-redundant storage (LRS)

SR .
https://docs.microsoft.com/en-us/azure/storage/files/storage-files-planning

=ATEIRE: 172
HETEE Web 7T EHR— T 2=HICHTTP R—XD AP| #REFT B L 5HELT

WET Web 7T 2FEATEHE BREIIIXORT—FRAEFHRETEET,
APl (ZRDEBEHZE-IDHELHY FT,

Azure BHIDEE

NIy o GEHARYERREZRET S

ETAARELHAT LGN

BRA T a s #ETILELNHYET,

I ZENDHBIRETTHN? BAZETHICIE BEEEDST A 70T Ry A THEUGEA T 3 o &K
ELET,



FEELSCEBRTEHE-VITT RS2 FOEELHY T,

Topic Value
. v
Allowed authentication methods
sFonly
& and POST only
6 *| GET, POST, and OPTIONS only
Authorization level Q v
Function
Annnyfmnus
.' Mlcros\aft Admin

Answer.

Topic

Allowed authentication methods

& GET, Sl
:%*ra';z'be‘Q
N
&t A

5504 hN A—HF— A 3—T1A4A R _T—TIILOHBEABEMIZER SN D

Topic

Allowed authentication methods

GET and POSTonly
‘GET, POST, and OPTIONS only

Authorization leyel

_Function




Al SN BERELAE: GET OH

REILANIL: EA

ATLaviE BREUVIV IR MNEHAITYT, CDA T 3 > TlE, App Service TOEREEE AN
AMBYFEITHN RKBOREIET IV r— 3y a—FRIZERohFET RSN -ERDIG
& . App Service [E HTTP ANy 4 —TERAHRHRLEBELF T,

DX Tavicky BERLVIV IR COUEBREYFERRIZKHEY ET,

SE X

https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization

TR 173
FUTULIRBRENG Azure ITT—8 24V R— b AFETT, T2 EROKRITRLET,

On-premises source Azure target
A Microsoft SQL Server 2012 database An Azure SOL database
A table in a Microsoft SQL Server 2014 An Azure Cosmos DB account that uses the SQL AP
database

T—RDBITICIIMEFERT I LEEREAOLETI? BZBICIE BEUNEY—ILEELVNT—
AY—RIZFSY I LFET . &EYV—ILEF 1 REFERATSIEL EHEFARAT LI EE Fo
EKFERALGVWI EETEFET , AVTUOVERRTDICE RAUBTHEN—ZFIvTT
EM ARV A—)LT EENHDIGENHY FT,

S ELCGBIRT BEUIC1RS Y FOBENHY F9,

S— I AARAIRVISALVAEES
| AzCopy Answer Area
; From the*SQL Server 2012 database:
Azure Cosmos DB Data Migration Tool ' 2 o G Tool
| Data Management Gateway ' From the table in the SQL Server 2014 database: Tool

Data Migration Assistant

Answer:

Tools

[Azme Cosmos DB Data Migration Tool |

W\ #{From thesSOL Server 2012 database:

I Data Migration Assistant

I_Data Management Gateway I ' ¥ .': Fiont8ie table in the SQL Server 2014 database: | Azure Cosmos DB Data Migration

| Data Migration Assistant |

S
https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sq|l
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data

=ATEIRE: 174

h* Add 0Auth2 service X



- T TGN MRV

Display name "

Unique name used to reference this authonzation server on t...

id* @

Description

Authonzation server description

Client registration page URL"
https://contoso.com/register

Authorization grant

_\f Authonzation code
| Implicit

Z @w assword

lient credentials

B Microso

Authorization endpoint URL®

https://loginmicrosoftonline.com/contosoonmicrosoft.com...

_ Support state parameter

Authorization request method

| posT

Token endpoint URL *

Token endpoint is used by clients to obtain access tokensin ..,



_
Oy T AZa—FRALT RHISREATHSERICESVWTERT— AV FERER
SEDHEBEDERKEERLFET,
FELCGERT BUIC 1 RS Y FOEENHY F9,
The selected authonzation grant type is for [answer choice]. v

v JoUIL Background services
'Headless device authentication
‘Web'applications

To enable custom data in the gfant flow, Seléct [answer choice]. v

Client credentials
Resource owner password
Support state parameter

Answer:
The selected authorization grant-type is for [answer choice]. v
IVIICTOOUI L {Background services
Heddless device authentication
\Web applications '
To enable custom data in the grant flow select fanswer choice]. v
' | _Cll_enl credentials '
Resource owner password
Support state parameter
A

T274ANA—F—A3—TzA(A R THFAM 7TV r—2ay EBEFA—I) GEALNBEE
EREnd

The selected authorization grant type is for [answer choice].

Background services
Headless device authentication
'Web applications

To enable custom data in the grant flow, select [answer choice].

Client credentlals
fR@Oﬂﬂ’,&ﬂMner password
1 Csupport State parameter

Ry X 1:Web 7T H5r—3 >

REA— R EIA TIE 2—F—DT7TVEBIALIRICTIER b=V VEMHBT 58
(. Web 7TV ERLA T4 T 7TIVOMATHEREINET,

E R —FEAEEATIE . 7OER b= VDRAI— RFERIBRT BE=HITHEISAT Y
FENRTIYY HSATFTUMIEK>THERASINET,

A—H—DBYFA LY FURLBHATISA TV MIRES& 7TV 5—2 a3 VI URL AVHER
a—FERBL FNEFALT7I9ER =Y UFEBRLET,



S -

https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration

ExFTEIRE: 175
DB1 & DB2 # Azure [T A FETY,
Azure T—RAR—REH—ERBAREMEEDCKRRABEHREZR/I- LTSI LEZHERIT IHEN

HUET,
fAIZEZEINEELNVTLLOIMN? BETHICE, BEEBEETEYGA T a v EBRL TS
LY,
EELSCERTBE-VIC1I RS Y FOMELAHY £7,
\nswer Area ;
D&!Ebu:&g
A single Azute SQL database
Azure SQL Managed Instance
AnAzure SOL Database elastic pool
Service tier:
Hyperscale
Business Cnitical
General Purpose
Answer:
Answer Arca

oacanase S

A single Azure 501 database

Arure SCL Managed Instance

T AELTE Sl L aba o et poot [
senvice tier: [ M

Hyperscale
r n ABUsiness Critical

IV j3dndrALPorpd el

R#TEIRE: 176

H1it-D&ttX Azure App Service Web 7 7y #5704 LTWVET,
TRARRIZEATLIINDET TV S—2a BN RBLEST . 7TV —2 3 20(E 100 28X 5[
FF1—HY— 2y a ZNBTEERA, ERFA UBREEZEDICLET  F-. AUV 22D
52 [CEBOTLSICEFRT—) VT EERERLET,

HTTP 21 —D KR SIZEDLVT 10,

TIVr—23a DRI+ —IUREALSEIBERHYET,

BF7TIVr—230 oFUATIEEDY) 2a—2a & FERATILENHY FTH? EET SIS
(X EZEEECTEYGA T a vERIRLTLLEELY,

EELSCBIRT BEUIC1RS Y bOMIESHY FT,



Scenario

Store content close to end users.

Solution

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Store content close to the application.

Azure Redis Cache
Azure Traffic Manager

Micro

& Content Delivery Network

Ar7ure Annlicratinn Gatowav

Answer:

Scenario

Store content close to end users.

Solution

v

Azure Redis Cache

(Azure Traffic Manager _ _ _ _
Azure Content Delivery Network

I
————————————— |

Azure Application Gateway

Store content close to the application.

&t BA

Microg

v
e L nikle [ |
Azure Redis Cache '

Azure Traffic Manager
Content Delivery Network

Application Gateway

T374DNA—HF—A28—D1A X HEEQFEHEETETNICERSINSHATHFR b



e,

Store content close to end users.

Azure Redis Cache

LAzure Fraffic Manager

| Azure Content Delivery Network
Azure Application Gateway

Store content close fo the application.

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
AZlte Applicatioh Gateway

RYOR 1 aAVTUYERERY FT—7

AVTFUYEESRY FT—% (CDN) X Web AV FoVELI—HF—IIhRMICERIETE S —
N—DREARY bT—9 TF CDN [ BEZR/NRICHZAS-HIZ, TV F 2—HF—[THELVKR
A AT TLEUR (POP) DBRIZHDII YYD H—N—I[CxrvvadnfzarvToVeER
7wLET,

Azure Content Delivery Network (CDN) & R DEBEHIICEEE SN -WE/ — 23 TV
YEX Yy ATEHILET BREEOIVTUOYVEILI—Y—(CTRERICEET 56D 5 O—N
WY a— 3 ERREITIRHLET , Azure CDN [ CDNPOP AL SEHAR Y
FO—OREILEFATAHET, vy oaTELRVEMNOLTUOYERRIETSHIELTE
F9 . EEZAE R—F—5F—Fr9z4 JOKraL (BGP) /N1 /3R F B I)L— bOREILTT,
MRw 4 R 2: Azure Redis ¥+ v a

Azure Cache for Redis (&, AZDH 5V T Uz 7 Redis ICEDVWTWEST B&E /v I TV
FTF—8 XA FFICKELIERBETDBVATLDNITA—IVRERT—SEY T4 EZRALESED
ODF vy o1l LTHERENET BRIZTIERSNET =427 T)r—armiil
[ZHEIZERA FL—VIC—BMICOE—952 LT /NT+—I 2 AMRALLET, Azure Cache
for Redis ZEAT5¢E COERRA FL—DIE T—IR—R[ZK2>TT A RIDBEHAEN
BMDTIE% <  Azure Cache for Redis D A EY AIZEBRESNE T,

SE Xk

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview

ITRRE: 177

HETEF Web 7T EHR— LT ZEHICHTTP RA—XAD APl 2FE 35 L 25HEL T
WEFT Web 7TV EFERTIHE BEISEXDRAT—IRAEHRTETET,

APl (ZRDEH#EH-TLELHY ET,



Azure BABIDEE

NT )y EAHRY EREEZIRET S

EETAAHBRELHFR LAY

BERA T a2 HETILENHY FT,

RAIZEHEIRNETTMN? BAETHICIE EEEEOAA 70T Ry Y ATHEYGA T 3 o %%
ELFET,

EELCBEIRT BEUIC1RS Y bOMIESHY T3,

Topic Value

Allowed authentication methods B4
All methods
L GET only
GET and PO \ m
GET, POST, ?:d glg'ﬂb

Authorization level v
Function
ANONYmMous
Admin

Answer:

Topic Microsoft Value

| L_.H __' ._..-f ._r L

Allowed authentication methods

GET and PQST only
GET, POST, and OPTIONS only

Authorization level v
Function
[ Anonymous
Admin
S .

https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization

=R 178

HET-DEMOAFEEX, O3> TFH{EES iz Python Django 7 7 #EEL TWLET,
TFIVERAMT BTy b I+ —LEHERTIVENHYFET V21— a3V EROEHKZ



mETRELAHYET,

*EERT—) Y R—bLET,

* Azure Container Registry 5 QO EM7AZ T TOA 29 HR—FLFET,

* Azure Active Directory (Azure AD) AL T7 7)) 21— —% B9 5 =D HAHBEEE
TRILET,

EDTZY b I+ —LEHEREICEDHHINETEA?

A Azure AVTFHF—AVAZURA

B. 2 T+ —%EHJ % Azure App Service 1 VXA VR

C. Azure Kubernetes H—E X (AKS)

Answer: C (A —vt—T%#EY)

& BA

Azure Kubernetes Service (AKS) TO7 ) r—2 3 VOFEICHIET HICIE, 7—VO0—F %
ET95/ —FORZRET DRENHIGENHYET , VIREI—F— b R7—F5— 2V
R—R O FE VYV —RDHEWIZEYV RS D2—ILTELRVNWISRI—AHNDRY FEERTEE
9 HENREHEINDE 7TV r—2a DFEERBLTHEOHIZ/—F T—ILHRDO/ — FOH
NEMLET,

Azure Container Registry [, A>T F— A A—C KA T BN TS54R—F LR LY
T9,Docker Swarm_ DC/OS_ %t L L\ Azure Kubernetes H—E X 73 £ M Azure Container
Service BEDA—7 R FL—F—LBYIHEESIhFET,

& 52 ACR (&, Azure Active Directory KA— X MFREE. Webhook H7R— ~ _ BIFRIEVEL & D#RE
TR LET,

S

https://docs.microsoft.com/en-us/azure/aks/cluster-autoscaler
https://medium.com/velotio-perspectives/continuous-deployment-with-azure-kubernetes-service-
azurecontainer-registry-jenkins-ca337940151b
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App1 % Azure IZB1TT H5FETT,

Appl [T L CEATAMY ) 2a—2 3 VEHETIBHENHYET VY a— 3 VIFETHED
EHEHELTVWARENHY FT,

HRBIHEICIIAIZEDIRETTIMN? BAZFT HICE, BEEETE U GA T a o EFRLTL
ZE0Y,

FEELGERT BEVITTIRASA Y FOMIELSHY T,
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Number of host groups: v

1
~ W 1 2
~ORf Miggosofit
.\ 6
Number of vitughmachine scale sets: -
1
3

Answer:

Nuﬁ{béﬁ’ﬁmw&ups:

Number of virtual rnathine scale sets:

,

2
—
—

0

3

S
https://docs.microsoft.com/en-us/azure/virtual-machines/d dedicated-hosts

https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
autoscale-overview
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RORICRTAML—D THAIVREEL Azure Y TRV T avhihyYFET,

Name Type -~ . Performance
storage1 StorageVV2 ( » | Standard
storage?2 SrorageV2. - Premium
storage3 BlobStorage Standard

storage4 F.ii@ram 1crofBremium

=

RORIZRTEHEZR/RD2 DOHLWT TV ERETHFETY,



ETTVICEDRA ML= THI U FOFERZHEEST HSLEAHY FIHN? BET S, BE

M THEYGA T a vEBRLTLIEE,
FELSCERTSEUICT RS FOBIENHY F9,

Answer:

&t BA

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://www.edureka.co/community/40011/ Different-storage-accounts-there-major-difference-
between

Storage1 and storage2 only
Storage1 and storage3 only
Storage1, storage2, and storage3 only

Storage1, storage2, storage3, and storage4

Starage1 and storage4 only
Storage1, storage2, and storage4 only

Storage4 only & Vicrosd

Storage1, storage?, storage3, and storage4

| Smrage‘l and storageﬁ unly ]
| Storage 1 storage? ‘andsmfég& only

Storage1, ﬂorage? slorage3, and storage4

-

| Storaged only _
Sterage1 and storage4 only !

Storage1, storage2, and storage4 only

Sterage1, storage2, storage3, and storage4
; | l'lll.-l""l'll

https://insidemstech.com/tag/general-Purpose-v2/
fEmELT ELLWEARRDELY T,



Box1 --> Storage1 $ & Uf Storage3 D&

Box2 --> Storage1 # & U Storage4 D #H
https://docs.microsoft.com/en-us/azure/storagef/files/storage-how-to-create-file-share?tabs=azure-
portal#basics
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BHD Azure )= 3 UThiz>TERDA VX5 > X %D Azure App Service Web 7 7'1)
EFT7AA4TEHILEHBELTVET,

ATEESNEEEICHLTERIBMY —EXZHRET IMLENHYFET , V)21 —2 a3 VIERDE
BEB-IBENHYET,

CHIEMICEENRELIZGZEETH T7IIVANDT IR EHBELET,

*Azure Web 7 75 —23 2 2747 94—)L (WAF) ZHHR—+rLET,

*Cookie R—RAMDT7 74 =T14&HHR—FLZET,

*URLIL—T 4 T &Y R—FLET,

WHRBIBIZIMEEDHEIRETTH?

A7X—)L AV KT

B. Azure O— K /A5 U4 —

C. Azure Traffic Manager

D.Azure 7 F)r—av 7—box A

Answer: A (A —yt—T #7%1)

Bl

Azure Traffic Manager (& Azure Application Gateway [ZE D) —Y 3> A— K NS —%
AT Azure ) =23 V&K TWeb b3 749905 0—N)L O—F NSO THFETL
F9, COEHEDHEIZEK Y  Traffic Manager DZ < DIL—T 4 24 JL—ILE  WAF_TLS #&if,
INAR—=ZADIV—T 4 2% Cookie R—XDtva> 7T 4 =T« ED Application
Gateway DHEEEDFI SN FEONFE T,

S

https://docs.microsoft.com/en-us/azure/application-gateway/features

A#7x AZ-305 [EIESE (X GoShiken.com MMEE I F-EHK LT LY AZ-305 HERFRESE !
GoShiken.com HVEx#1 D AZ-305 FRERRIREE Z 12t L TLVE T, GoShiken.com AZ-305 5 E&
MEXRI T MENEET IS NVET, D GoShiken.com AZ-305 & ZE4 Y T 5 A
& Z & 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I RESR A

& EfRfHE T 30%wiAIEI5Io— K: Freepdfdumps)
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Azure Y TR0 )T avEBHELHTY,
FREIC Azure (RET LU ETOED a V) TESHEEZIRMT DV 1 —2a v aHET S

BENHBYET , V) a—YavEROEHZH-ITVENHYFT,
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*RED)—TarTOAMRET L UDEREHFRILET,

*HEOYA XDREIT L DDERDOHEHALET,
HRZRICIFAZEHEIRETIMN?

A FHFETIER R O—

B. A—/LR—XD 7 ¥ t X#lfE (RBAC)

C. Azure Resource Manager (ARM) 7> 7 L— k

D. Azure 7R1) > —

Answer: D (A —vyt—T%EY)
https://docs.microsoft.com/en-us/azure/governance/policy/tutorials/create-and-manage
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-server-
management/common-policies#restrict-vm-size
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HELEF Web 7T EHR—FFTZEHICHTTP A—XD APl 2FE 35 L 25HEL T
WEFT Web 7 TYEFERTIHE BEISEXDAT—IRAEHRETETET,

APl IERDEHZFHT-ITDHENHYET,

Azure BA#IDEE

NIy o GEHRYERREZRET S

EEAMREEFAT LA

BRA T a s #RETILELNHYET,

RAIZE8HEIRETTMN? BAET ST EAEEHOFA 70T Ry Y ATEUGA T 3 o5H

ELET,
FEELGERT2EUIC 1RS> FOBENAHY 5,
Topic Value
s v
Allowed authentication methods
All methods
GETonly

GETand POST only
GET, POST, and OPTIONS only

Authorization level AN Arec i s

Function
Anonymous
Admin

Answer:
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Topic Value

AIIowidiuﬁtI_llewnt.lc.at:l(c)n methods All methods
IVIICFrOSOTT GET only
‘GET."POST, and OPTIONS only
Authorization level v
Function
Anonymous

min

S

https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization
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DATLEYHTOIR—T R ID ZEHT % Azure App Service Web 7 71U AH Y £,

Web 7 TDHRTEEZL—Y Ly LT Azure Key Vault ITIRET SV ) a—L 3 U %#HETS
DELABHYFET VY)a—avIEROBEHEEH-IVELRHYET,
*TIT)A—FADEBRER/MRICHZAFET,

*RIMFEDORAZFERALET,

HREBBEICIIMEZEDHIRETIN? BAZTHICIE EEEHTEYGA TS a o E#IRLTL
=&,

Answer Area

R AT i o ikl

NNICYO <N
ey Vol hlebiatok ein )
Key Vault references in Application settings
Key Vault references in Appsettings.json

Key Vault references in Web.config
Key Vault SDK

Key Vault permissions for the managed identity; _
Keys: Get

Keys: List and Get
Secrets: Get
Secrets: List and Get

Answer:



Key Vault integration method:

L [Secrets: Get__ |
Secrets: List and Get

&t A

Key Vault integration method: | Key Vault feferences in Web,config

Key Vault permissions for the managed identity: | Secrets: Get

_1 ‘Microsoft
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Hf=1X Azure Linux REY LV EFERLTETA 274V ERHTHT7TVr— 3ok
FFLTWET, 77 1)UL ExpressRoute Z{#HA L T Azure [CIEB T DA T ATy T
A—FEhZET,

T7ANERRANTBEOICAzure ARNL—Y PHO U R4 TREYIZ VYT BFETT,
A= 7HOU PR RODEHFFEH L TWS EEZERTILENHYET,
*RRTTBOETHA 7274 ILEHHR—F

*HREGR Y RSO AN FR®LET

*RAML=—UDNRELBETH 774 ILAICRBIESN TS EZHRELET,

*FUOTLIR Y RIT—=IDSDT 74 LA ExpressRoute ZEALT7y 7O—KFEahTWL
BILEHRTDAM =D THIUMIEDESITEBEATNIELNTTA? BET SI(ZIE, [E
ZEBTHEYGA T a v EERL TS,

EELCEIRT BEUIC1 RS Y bOMIENDY 9,

Answer Area o -
Storage account typgh

Premium file shares
Premium page blobs
Standard general-purpase ¥2

Data redundancy;
Geo=rédundant'storage (GRS)
Lacally-redundant storage (LRS)
| Zone-redundant storage (ZRS)

| These are the selections for Data redundancy |

Azure Route Server
A private endpoint
A service endpoint




Answer:

TEREEE Y PR wER

Storage account type:
Premium file shares
Premium page blobs

Standard general-purpose v2

(#0-ned undant Storage (GRS)
Locally-1 =dundant storage (L RS) I

Zone-redundant storage (ZRS5)

Data redundancy:

veie are lhe selections for Dats redundancy
|

Networking:
A~ o e Route Server
i%‘c“ ﬂ ICFOSO Vale enapoint

A service endpoint

HTfEIRE: 186

Azure ¥ TR Y FL 3V TRATF—RLAWeb 7 FUZEHRR T BI2E. YY—REFTOLT
BVERHYET VI a—2avIEROBGEFH-ITHRENHY FT,

*SERME NET IL—LT—I D77 RAZRHBELET,

*Azure Y= a VICEENRE LEBESICAREFIRBELET,

*HREAL TINr—2 3 VDOERERREA VA =L 5012 EBEIZARL—T1 2T
DATLANDT ) REHALET,

fRRK: BRRT— ) VI HFERT S Azure [REET Y R—)L 2y bETTOALET,
NIFEZEZERLTLETHA?

A. [Ty

B. LM%

Answer: B (A —vyt—TU#ET)

RHYIZ 22D Azure [RET 2% 2 DD Azure V) —2 a3 v(ZFF 04 L Traffic Manager 7
A7A4LEERT HDRENHY FT,

=FTRIRE: 187
RORIZRT Azure ) Y —ADBHYET,

Name ___M% crps ‘!}ft Description
VNET1 Virtualfietwor “Connected to an on-premises network

by using ExpresSRoute

L

VM1 Virtual machine C@nfiglred. as & DNS server
SQLDB1 Azure SQL Database’ | ‘Single instance

PE1 Private_endpoint Provides connectivity to SQLDB1
contoso.com | Private DNS zone Linked to VNET1 and contains an A

record for PE1

contoso.com | Public DNS zone Contains a CNAME record for SQLDB1
PE1 #" LT SQLDB1 ADA YV TL IR Ry FI—VEHEZRET IV ) 12— 3 VRS
BZHENHYFET BRIBREEDLSIICHRETNIEINVTL £53H? BAET HICIE, BEEET
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BUGA T a v EBRLTCEE N,

Azure configuration:

Configure VM1 to forward contoso.copdo thepublic DNS zone,
Configure VM1 to forward contgso.com taithe Azure-provided DNS at 168.63.129.16.
In VNet1, configure a custom DINS server set to the Azure-prmd DINS at 168.63.129.16

On-premises DNS configuration:
Forward contoso.comito VM1,
Forward contosos8m taihe public DNS zone

Farward contpsdicomito the Azure-provided DNS at 168.63.129.16.

Answer:

Azure configuration:

Conhgure VM1 to forward contosoﬂh to theA:ure -provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS server.sét to the Azure-provided DNS at 168.63.129.16

On-premises DNS configuration:

Forward contosa.com 1@ the public DNS zone. |
FoiWdald EomMazo toim 1@ Me Azréprovidéd DNS aT 168.63.129.16.
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2TBDT—43 I7ANERET DA TLIRADI7AIL Y—N—HmHYFET,

T—8 T7A4I)LEHRRI—0Ov/\1)— 3 20D Azure Blob Storage 1288135 Z & Z5HEIL T
WET,

T—3 I7ANVERBETEILODR N THAIOU FOBEE A L= T7HDU DL
TYr—230 9 a—2a EHRTA20ERHYET ., VI a—2aVIEROBEREFT
WHENRHYFET,

B—0 Azure T—2 V3 —ICEENRELGETHLRAETEET,
AML—VUEEEYR—FLET,

OXR MERDMRICHAET,

fAIZ8HEINETETMN? BETHICIE, EEEETEYGA TS a vEERLTEZSL,
FEELGERTBEUICSTIRASA Y FOMIELRHY 9,

AgpuniyCNosoft A |y

Blob storage _._ ",
Storage (genetal purpose v1)
StorageV2'{géneral purpose v2)

B

Replication solution:

_| Geo-redundant storage (GRS)
% Zone-redundant storage (ZRS)
" | Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

Answer:



Account type: M |CI’OSDT’I: v

Blob storage !

Storage (genefal purpose v1)
StorageV?2 {general purpose v2)

. —

Replication solution:

Locally redundant 5torage {LRS}
Read-access geo-redundant storage (RA-GRS)

EA
G274 A—HF—AA—TzA R TFRANT7T)Vr—2a3y Fry bFEEEFTER
b AyvtE— BREANBEMICER

Account type: v
Blob storage
Storage (general purpose vl)
StorageV2 (general purpose v2)

Microsoftt
v

Replication solution:

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

T Hho 2 ~DiELE: StorageV2
LFYs—2ar yya—say: Y—URER kL— (ZRS)
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/N1 J'1) v K Azure Active Directory (Azure AD) 77+ > k21 >4 & TLV% Subscription1 &
WS ERTID Azure TR ) T avhHnyET,

FUTLIRADT—H 22 —IZ(%, Subscription1 ~®D VPN #EENAHY FEA, T—23 25—
[Z1Z . Microsoft SQL Server 2016 M4 Y X b—JLENTLVS Servert L WNSEFIDaAVE 1 —
B—MEENTWLET, Server! (A V23— M7V ERTEEEA,

LogicApp1 &LV &RID Azure APy Y 7T IZIE, Server! LD T—2R—XADEEAHT
JERADBDBETT,

LogicApp1 IZ Server! ~D7 V7 L ABREZIRIET SV ) a—2 a3 VEHETILENHYFET,



AUTLUIRE Azure IZT 704 F 556 A%HELETH? BET HIZIE, EEEETHEY]
AT I VEBIRLTLESLY,
EELSBIRT ZETIST RS FOMIELNHY FT,

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manaaer

Azure: v

A-Connection gateway resource
An Azure Application Gateway
An Azure Event Grid domain
An enterprise amllcatlon

Answer:

On-premises: v

A Web Application Proxy for Windows Server
An Azure AD Application Prcixja"connector

Hybrid Connection Manager

Azure: AN v
A conhégtion gateway resource

""hn Azure Application Gateway
An Azure Event Grid domain

I\/ANnrenterprisetapplication

S .
https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure
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520 Azure RETLUADY I IR FERET S LB1 &LV LZEID Azure Load Balancer A%

YET,



LB1 DERV ) 1—2a vERET IREAHYET , V) a1—2a v E ROFHEOWLTAD
N EN=BEICTI— F2ERT IRDEAHYFET,

RET L UNERATEEEA,

BRERITIX 1 28 Y 50,000 MIZEBAFET,
BEEHDY)2—2aVICEDRVTFILEEHHRETL LH0? BET HICIE, MEHEE TE
PRAToavEBRRLTIESD,

FELCERT BEUVICT RS Y FOEELHY FT,

An unavailable virtual machine: v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000.connetlion attempts per minute: v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

Answer:

An unavailable virtual machine: v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000 connection aftempts per minute: \ v

Byte Count

Data Path Availability
Health Probe Status
P | Packet Count

LLSYN Count |

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics

S



HTEIRE: 191
1 t-D&ttX Azure App Service Web 7 7y #5704 LTWVET,
TRARRICAFHEMIMNDET TV r—2avhKBLET 7TV r—2 3 01 100 282 5
F1—Y— 2y a Ve NBTEERA, ERFA UBEZEUNICLET , F- HTTP F2a—0OFK
SIZTEDVWTHD U RZ 2L 10 I2BOT ESICEERY—) VT E#ERLET,
FIUr—30DNITA—IVRERLESEIBHENHY T,

BT7TVr—23y VFUATIREDY ) 2a—2 a3 Vv 2FERTIHILENHYFTITM? EET SIS
X, BEEETEYGEA T avEBIRL TS0,
FEELGERT BEUITTIRASA Y FOMIELHY T,

Scenario ~ Solution

Store content close to end users. v
| Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network

Azure Application Gateway

Store content close to the application. v
Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Answer:

Scenario Solution

Store content close to end users. (‘ VTGS ‘“‘Jv
Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network |
Azure Application Gateway

Store content close 1o the application ) v
| [Azure Redis Cache |

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

S

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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Bt Azure Linux REY U EZFERALTETAE 274V EDHT BT ITIr—a sk

FFLTWET, 771 JLIE ExpressRoute Z#FH L T Azure ICERT AEEF T4 ANDT YT
A—kENFET,
T7AINERR T BEOICAzure ARL—U 7HhO U M4 TREYIZVITHFETY,



A= 7HOU DA RODEHFFEHTI-LTWSZ EEHERTILENHYET,
*BRRTTBOETH 7274 0LESHR—+

*HRERRY RSO RAMER®ELET

*RAML=—UNKREBETH 774 ILAICRBIESNTNSZ EZHRELET,

*FUOTLUIR RV NT—=OD DT 74 LA ExpressRoute ZFALT7ZyFA—KFEh T

BLEEHRT DA —C T7HAIUMIEDESITERITNIELNWTTAN? BAET SIZIE, H

ZHEBTHEYGA T a v EERLTLEEEL,

EELCBIRT BEUIC1 RS Y bOMIESHY T3,

Answer Area

storage account type: [

Premium file shares
Premium page blobs
Standard general-purpiose 2

Data redundancy: [N

Geg-redundant storage (GRS)
Logally-redundant storage (LRS)
Zone-redundant storage (ZRS)

| Thete sre the selections for Dats redundancy ]

Neworkno I

Azure RoulSefver n I N o
apovate ot | \/] | CFOSOTT
A service endpoin!

Answer:

Storage account type
Fremium page. oDy

Standard gengiral-gurpose v2

Data redundancy:

E#fERE: 193

Azure Active Directory (Azure AD) T+ > khb Y ET,

Azure Monitor 2R L TA—H—DH A U/ VEEHRL HEDI—HF—DHA AV AR
FMIEDWTT7S—bEERTEHIEZHBEILTVWET,

ARBMMIEDWTTI—hrE M) A—FBY)2a—2a BT ILELNHYET,
HRBIEIZIIMEEDHIRESTIN? @ET SICE, AZFEHTEYGA T a v EERLTLC
ZELY,

FEELGERTBEVITTIRSA Y FOMIELSHY T,



Send Azure AD logs to:

An, Azure event hub
An Azure Log Analytics workspace
An Azure Storage account

Signal type to use for triggering the.alerts:
Activity log_

Log W o o 1
Metric . IVIICTUS '\j i i

Answer:

Send Azure AD logs to: WEN N icrAce

o)

an Al VHCTOSOT

| A /Azure Log Analytics workspace |
AAZUTE storage accoun

Signal type to use for triggering the alerts: v

Activity log

Metric

SR .
https://4sysops.com/archives/how-to-create-an-azure-ad-admin-login-alert/
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-log

xFEIE: 194

HEEOETF EHOA VT LIRAT—E U A—THRE BB SLULER—F 7T 45—
DIAVERRMTARBEIDUVODEDRAMBEM LT A TR EZ VANDROBEEEHELT
WET,

XEMT TV T—2a 0 TRET—2ADTERRENEHZEMTONATNET , KELKE LIZGE,
FIVr— a3 iE Azure N ERITTEERENHY £9 . BEZRUNEER (RTO) X 10 2T,
*LiR— b 77U r—2 a3 X BAOHETRA VM AV 34 L T—RZEETERITAIL
BYFEHEA RTO L 8HEHITY,

*ERFET IV —avid 2BBDA VT LIRF—E €U —(2 72— LA —/IN\—TE 21
ELRHYET,

ED Azure Y—ERDNEDRR AZa=T4E,TAYREI— AN —DBEER-THEH
BIHZNEAHYET V) a1—2arTRIARMERNRICHNZZLENHY T,
ENTNOT TV 5= a3 VICHZHRETIDLELNHY FIH? BEZDICIE BULEY—ER%E
ELWFTUS—2aVIZRS 9T LET BY—EREEHFRZE>THRINSGEENHY F
T RAVEBITREY N—%2 RS9 595N Ea—avToVERIO—LTILENHZE
ERHYET,



Actions Answer Area

Azure Backup only Sales: Service or Services
Azure Site Recovery only @ Finance: Service or Services
Azure Site Recovery and ‘ NAG ‘ ‘
Answer:
Actions Answer Area
|
Azure Backup only | Sales: -~ lAzure Site Recovery only
|
- Azure Site Recovery and
Azure Site Recovery only ! @ Einance: P - 8
'Azure Site Recovery and | _
Azure Backup . Reparting? - |Azufe Backup only ps
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HHT-DE%t (X, Azure APl Management Zf#EH L TH—EX®D APl #2835 FETT,
H—E XIGEIZ AspNet-Version Ay A —REFN TSI EBHMYET,

N ENT- APl DIEE D 5 AspNet-Version ZBIFRT DY) 12— 3 VEHETIVNENHY F
9,

HREBIHICIIMAIZEHEIRETTHA?

A FE M

B.URL R¥X—LDEE

C.#HLWLAKRYI—

D.#HLWIEY aY

Answer: C (A —vyt—T%EY)

BT

SE Xk

https://docs.microsoft.com/en-us/azure/api-management/transform-api
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Name Type Dot i
VNET1 Virtual network Connected {0 51 on-premises network
by using ExpressRoute

VM1 Virtual machine Configured as a DNS server

SQLDB Azure SQL Database | Single instance

PE1 Private endpoint Provides connectivity to SQLDB1
contaso.com | Private DNS zone Linked to VNET1 and contains an A
record for PE1

contoso.com | Public DNS zone Contains a CNAME record for SQLDB1

PE1 Z/+ LT SQALDB1 "DA VU TL IR 2y hI— VG ERET IV ) 12— 3 VEHRET
PRENHYET  BAIBRELEDESIITREINEENTL & 552 BIET HICIE, EEHEEHT
BUGEA T a v EERL TS,

Azure configuration:

Configure VM1 to forward contoso.com to e pablic DNS zone.
Configure VM1 to forward conlogo.coni 1o thed@ure-provded DNS at 168.63.120.16.
In Vet 1. configure a custom DINS servenset to the Aruwre-provided DINS at 168.63.129.16.

On-premases DNS configuration:
T Forward contosougemito W1,
i VIR N B R e
| the Azurne- provided DNS at 168.63.120.16

Answer:

Azure configuration:

Configure VM1 to forward contoso.com 1o thepublie DNS Zone.
Configure VM1 to forward contoso.comgtrthe Azure-provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS serves sl to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forward contesOtomitoVMian :
FORNArd CONIOSE COM 10 the'PUBICONS 27ine ~ 1~ 7~ gg‘f 't
Forward&omtoso.com to the:'-@;re provitidd DNS ‘at 16883 Y26 16!

Bxh7r AZ-305 fRESE (X GoShiken.com MR I -EH LOF LY AZ-305 SAERERELSE !
GoShiken.com W& HT D AZ-305 HEREEE iRt L TLVET, GoShiken.com AZ-305 FHER
MREE R T HBEVEETIEIVET, =D GoShiken.com AZ-305 EE L7 v T HA
X Z % 5 https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF S E &%
L EfRTE T 30%wiREI50— K: Freepdfdumps)

T E: 197
RORISRT ATV FEET RGI EVWSEFIDYY—RX TIL—THHYFET,
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Name Type Location
ASP-RG1 App Service plan East US

1 KV1 Azure Key Vault East US
{ ©V2l I Crospazure Key Vault West Europe
Azure Logic Apps West US

App1 KV D5 KV2 [TFARTDL—I Ly bZIAE—TESELIITT IV ERHFAEZERT S
DEAHYFT ,Appl IZIFBREKVIDU—I Ly MMIHT D Get 7V ERFANHY FT,
App1 IZEDEMERZEIY B TEHIRELHY FTIMN? BET HICF EAERHETHEYGA TS 3
VEBRRLTSES,

FELSERTSE-UIT1T RS 2 bOffifEAHY F£9,

Permission to assign so that App1 can copy
the secrets from KV1:

“\.| Backup

" | Create

List

Unwrap Key
he secrets to KV2: w
o Create
Import

List

Wrap Key

Permission to assign somatapm can copy

MicrosQf\

Answer:



Permission to assign so that App1 can copy
the secrets from KV1:

Add
Backup

LCLE 'iate
List !

— o —

Unwrap Key

Permission to assign:s@ thatApp1 can copy
the secrets to KV2: w

(Create |

Import

List

Microsoft Wrap Key

L
374NN A—HF—AVE=T(R THFAL TIT) 5= a v OHANBHER SIS
2ermission to assign so that App1 can copy

the secrets from KV1: i
Add

Backup

Nilngicrosoft

2ermission to assign so that App1 can copy Unwrap Key
the secrets to KV2: B

Create

Import

List

Wrap Key

Ry X 1: )R b

Get: #§E &ML= Azure Key Vault #ERIEL E T,

List: List AR L—>a vId HTRS Y FoavICBEEMITon-a T F—ICBT 3 1EHREER
"/LET,

Ryo R 2. EFT 5

ERFEFEEH EBELEY IR Y T 3o TcxF— avTH—2ERFELEIEHRLET,

S

https://docs.microsoft.com/en-us/rest/api/keyvault/



ExFTEIRE: 198

DB1 &L 574 > 7L =AM Microsoft SQL Server T—42 XN—XX Z{EHT % Appl LS RBIDT
TJUNHBYET,

DB1 % Azure SQL Y +r—Y R A VR A DV RIZBITT A EFEBELTULWET,

AR VRIZH L THERZEEDE BN T —2ES1L (TDE) ZAMIT 2BENHYFET, V
)1—2 3 VTIHBSIEDREZRRNELTILELNHY FT,

TDE FOF 98 —IZIXEDRBOEEILTILIY X LEXF—DRSZFRIILENHYET
m?

A. RSA3072

B. RSA4096

C. AES256

D. RSA2048

Answer: A (A —vyt—T#ET)

HTEIRE: 199
RORIZRTA Tz FEETL RGI EVWS KRN V=R TIL—THHY ET,

Name Type Location
ASP-RG1 App Service plan East US
KV1 Azure Key Vault East US
Kv2 Azure Key Vault West Europe
App1 ABure hagicAppsfr | West US
App1 BAKVI B D KV2 2T RTDY—Y Ly FEAE—TEEESICTIERETAEHEET S
WDHENHY ET, Appl IZIFBRE KVIDI—I Ly X 5 Get 7Y 2 REFRINHY ET,
Appl ICEDEMERZENY BTEHILENHY FTTH? EET HIC(E, BAEEHTEYGEA TS 3
VEBRRLTESD,
Permission to assign sahat:App1. can copy

the secrets from KV1: v

Add
Backup
Create
List
Unwrap Key

Permission to assign so tnaiApp1 can copy
the secrets to KV2: v

Create

Import

List

Wrap Key

Answer:
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Permission to assignso tf?l g:xp,gq LAGLOpY
the secrets from KV1: v

Add
Backup
Create

List °

Unwrap Key

Permission to assign so that App1 can copy
the secrets to KV2: v

R__:rga_te_ [
Import
List

Wrap Key

Bl
G574 DN A—HF—A2E3—TzA R TXAM 7TV 5—2 a3 0HBEABBFERIND

Permission to assign so that App1 can copy
the secrets from KV1:

Add
Backup
Create

List
Unwrap Key

Permission to assign so that App1 can copy
the secrets to KV2: -

Create

Import

List

Wrap Key

Ry ZX1: )Rk

Get: #§E &ML= Azure Key Vault #EREL EF T,

List: List AR L—> 3 UIdk TRV ) T avIcBERITonfzarTH—ICET 51EFHRER
JTLET,

Ry IR 2T 5

ERFELZEEFBELEY IRV Y T a o TCx— v TFH—%ERFERLITEHLET,

S

https://docs.microsoft.com/en-us/rest/api/keyvault/

= ¥fERE: 200

App1 & ULVS &BITD Azure Web 7 71) & KV1 &LV &RITD Azure Key Vault B%H Y £9,
Appl FT—RAR—AEHEXFINE KV ITRFLET,

Appl IE KV IZRH L TRDAA TDY VIR M EETLET,

*B5



MUPS
*aL
*HE
* BAAE
Ny TwT
*E51k
*KEE1E
App1 DY —EXDH# M ZEFFEL TLVET,
KV1 ZRRX b9 5 Azure ) =P 3 UNMERTELLK B IGEIE. RO L EZHRT HILELH
YEF,
KV L EZIZT A IWA—IN—LFETH?
*TIAINF—N—FIE EDVIIR B THMERTELGLBYETH?
fAIZz#@ATI2VHENHY FITH?EETHICIE, ABFEHETEY LG T a3 vEERL TS
Ly,
EELCGEIRT BEUIC 1R Y FOfEEAHY £,
To where will KV1 fail over? -

A server in the same Availability Set
A server in the sanfe fault domaim {1
A server in the same paired region
A virtual machine in a scale set

Juring the failover, which request type ~

willbe unavailable? | Backup

Decrypt
Delete
Encrypt
Get

List
Unwrap

Wrap

Answer:



To where will KV1 fail over? v
A server in the same Availability Set

A server in the same fault dumain

Avirtual machmﬂm &5cale set

During the failover, which request type = 8 )}
will be unavailable? :'-Bacim_:- o

At A
T— 7L DHANBBHICEREN D



To where will KV1 fail over? v
A server in the same Availability Set

A server in the same fault domain
A server in the same paired region
A virtual machine in a scale set

Microsoft

s,

During the failover, which request type
will be unavailable® |'Backiip” | |

[ Detrypt
Delete
Encrypt
Get

List
Unwrap
Wrap

Ry VX 1TRLCRTYVTEINz)—Pa ADY—/\—

F—aAVTF—OARBRE F—E0— Ly FOBVWHARE#ETS-OIC, V-3 vAE
FUDECED 240 TALBENT-RI CHEBRIZH DA F Y U—23 oL FTUr—rSh
FY7,

Ryo R 2: Hik&

Jx—)A—N—t F— AT F—EEARYERE—FICHGYFET, COE—FTHR—F
SNBUIIRAMIRDESY T,

*AIEAE D —E R

*RERAETERT S

*WMEEHET DS

*WEEAF

*JR bF—

*X—(@TaNT)ERBLET

* 1k

*EE1t

*aL

* AR

“ TS

A



*INy O Ty T
S
https://docs.microsoft.com/en-us/azure/key-vault/general/disaster-recovery-guidance

ATEIE: 201

1,000 M 10 MB CSV Z 7 A JL & sql1 &LV5 & RITD Azure Synapse Analytics £ SQL 7—JL
% &% Azure Data Lake Storage 7AW > bABHBYET, 77 ML EsqICA— FFT HLELH
YEFT , VYN a—2aVEROBEGEZR/BE-ITRENHYFET,

T—RFRARANTF—IT VRERRIELET,

T—R%EO—F3 BRI T—TILEEET IVLENGLLRY FET,
MZEFEZIENDLDTLEIN?

A. PolyBase

B.aE—XT—FrAV

C. sqlBulkcopy # 7>z ¥ k

D. BCP

Answer: A (A —vt—U %5&9)

EFTEIRE: 202
H71i1-1%, Contoso, Ltd. & LVNS ZRID Microsoft R 2 —L T4V ABEEDT—F XN—RIRE
EBLTWET Contoso (EVITRDIT7 7LaT7I3VRICEDTAEVR EEY T4 %FEH

LTWEY,
50 DT—2AN—RETTAATHIVEAHYET, V)a—2a vEROEHEHE-TBLEN
HYET,

BBRy—) T %HR—bLET,

Microsoft SQL Server® 54 2 AR b E&R/NMRICHIZFET,

Y= aVIZIAEEDIRETLLOMN AETHICIE EAEEHETEYGA T a0 %
BIRLTLEZED,

EELCERTBEVICTIRS Y bOMIESHY FT,

Purchase modelCI'OSC =
DTU

vCore

Azure resefvedwirtual machine instances

Deployment option: v
An Azure SQL managed instance

An Azure SQL Database elastic pool

A SQL Server Always On availability group
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Answer:

Purchase model: v

DTU

vCore

Azure reserved virtual machine instances

Deployment option: v

An Azure SQL managed instance

IAn Azure SQL Database elastic pool

AlSQL Servef-Always On availability group

S -

https://docs.microsoft.com/en-us/azure/azure-sql/database/purchasing-models

ExFTERE: 203
RORIZTRT Azure )Y —REEL Azure TOEXNEBO R FLEZHRFFLTLVET,

Name  |\/jcroType Purpose
App1 Web app Processes customer orders
Function1 Function Check product availability at vendor 1
Function2 Function Check product availability at vendor 2
storage1 Storage account Stores order processing logs

ENXNEBUORTALIZIERD RS UYL 3y JA—RHYET,

BRI Appl ZEALTEXLET,

ANEZTEDE Appl ERUVA—1 ERVA—2 TOERDEERREZHERT AV E—D
EERLET,

HEAVR—R U MIAYE—DFWEBL EXDZ A FIZIE LT Function1 & 7= (& Function2
h)A—LET,

RUOS—HPHGEDOAFAREEEZHERTHE Appl DAT—H R A yt—I M Function1 E1=1%
Function2 2k > THERREINET,

FSoHILa VDT RTDATY Jl& storage! IZERERSINFET,

MEQAVR—FRU MIFEDRATD) V—REZHELFTH?
D18912E1457D5D1DDCBD40AB3BF70D5D

MEQAVR—FRUMIEEDRATD) Y —RAEHELETTH?

A. Azure Data Factory /31 TS5 4 >

B. Azure Service Bus F1—

C. Azure Event Grid FA A >

D. Azure Event Hubs ¥+ 7F v

Answer: A (A —yt—T%FEY)
A
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T—32 77 MIIZIE1DULEDNA TSA 0 H%EDBIENTEEFT NA TS5 0IF, —#%
ARV ERFTTDIT7IT1A1ETADREBEMLEITIL—TTY,

INATSAHADT I TAETAIE, T—2ICHLTETTST7Ia0EEELET,

Data Factory [ZI&, T— 2 BB TV TAET4 T 3EMT7 IO TAET« ®HT7 VT4 ET«
EWS3DDT7ITAETa TL—THRHYET,

Azure Functions & Azure Data Factory &#i& S Azure ¥ ZET—2 270 b)) 4TS5 4
VDRTYTELTEFTTEDLSITHRYFELT,

S

https://docs.microsoft.com/en-us/azure/data-factory/concepts-pipelines-activities

TR 204

Azure AD IZ App1 & App2 E WS ARID 2 DO T T &L HY T3, Appl (FO—ILR—D
79t AHE (RBAC) #H7R— kL THY Writer EVWSRZFDO—ILASENTINVET,
App2 M Appl ~"DT7 It RERITHEE(Z _Azure AD [TK > THEITENT= F—2 [ Writer
O—LERNEENTWDI I LEZHERTIDLELNHY FT,

BT T)VDEBBZREEFTHICIEEDTL—FEFERATIVHENHY FIM?BFZ BT, #EULE
TJL—FZELWFIVERICFS Y LET  KETL—FIE1EERTSIZ L EHEER
TEHILY FoKFERALBEVWIEETEFET , AVTUVERTTDICIE, XM UHETHE
N—F RS9 TTEZN RIO—ILTIBENHDIIGENHY FT,

EELCBERIRT BEUIC1RS Y bOMIESHY T3,

Answer:

Bl

TR 205 \ *
App1 % Azure [CBBITLET App1l DT—F2 R b=Vt FXa T4 EQAVTSATUAD



BEHEBEZLTWA I LZHERT IVLENHYET,

A.BLOBD7Y X R) —%#ERLET,

B.BLOBH—EXDT7I X LRNILEEBELET,

C.Azure YV—X Ay I ZEELET,

D. Azure RBAC E|Y B TR LET,

Answer: A (A —vyt—T%REY)

o)A Appl & Azure IZBBITLE=0 HILWT—4 %7 TVIZEEAHDES5ICL FRB &

VBBEDT—2DEENIFRELINS I L EZHRBT IVELNHY FT,

EERET HEBRNOMOI—TF—IEEL) Y —REROSTHIRFELFEELGWVKSIC TR
H)Toar VI—RGL—F FEVY—R%#OAYHITEEST AV IIE 12— —5ED
MREA—/IN—Z414 FLET,

S

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

B HTfEIRE: 206

2TBDT—8 J7ANERETDATLIRADITI7AIL H—n—DHYFET,

T—R J7A4IERRI—0O v/ 1)—2 3 2D Azure Blob Storage (Z#8813 5 Z & #EHEIL T
WET,

T—3 I7ANVERFETBEODRN—D THOU MDERE R NL—D FHOU DL
T)r—2309)a—2a3 0BT HA20ERHYET, VI a—2aVIEROBREHT
WHELHYFET,

B—0 Azure T—3 A —ICEEARE L-HGETHEIATEET,
AbL—CREEHYR—FLETS,

JRXR MERDMRICHAET,

RAIZEHEIRNETTMN? BAET ST, EEEETEUGA T a vEERLTLESLY,
FEELGERT BEVITTIRASA Y FOMIELHY T,

Account type: NMirrncnfi v
Blob storage

Storage (general purpose v1)
StorageV2 (general purpose v2)

Replication solution: v

| Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)
Answer:
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Account type: A 4
Blob storage
Storage (general purpose v1)

StorageV2 (general purpose v2)

Replication solution: v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
[ocally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

RFTERE: 207

ARL—C F7HO9UEEC Azure TR ) T3 oiHByYET,

FIVT—2a3 VX EEBLIEZ77ALVER N =D THADD MIEBZRADIERHY ET,
A=Y THAOU MADEBR T 714 IILESE L THIBRY % PowerShell R 7 ) T khiH Y &
TLHRE AV T MNIERAEBEEOARDERICFHTETINET,
RDTHVLaVERTTEIY—N—LRA V) a—2a zHERETILENHYET,

*ROV T E1RBICTIEETLT EBI7AUDEFEET EINEINEHRALET
CEEITANZHIRYT ARRBERDIEFA— LB EREEBITEELET,
“HIRDNERRB EINAEIDZRTERATR— O v —DoDEFA—IILEZLELEY
*BIRRARBEINIIGEICRI YT REETLET

HESFHIZEIFMZEHEISNETTTH?

A. Azure Logic Apps & Azure Functions

B. Azure Pipelines & Azure Service Fabric

C. Azure Logic Apps & Azure Event Grid

D. Azure B8%{ & Azure Batch

Answer: (fBZ % RTT 5)

&5t BA

Azure Logic Apps ZfEF L T PowerShell R2 ) T+ E X521 —I)LTEET,

ACyd) PTYUTHEDY 3 J2ETT 53— KE2E1T79 %B AL Azure Functions Z{FEA L
THBOBHEERTEET, COY—EXIE, Node.js, C# B LU F# BABDIERIZHEIL DI
O, A—FEETTIEHDREHET TVOA VISR SV FVvERBETIVLEEIHY FE
A, Azure BERANSAD YD 7TUERUETCELTEFET,

Azure Functions (7 59 FTH—N—LR aAVEa1—TFT1s V9% L XOBFDELS L2 R
DEEFTTIDICHRILET,

S

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-azure-functions
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ExFTEIRE: 208

Azure Web 7 7Y DIEBDA VR Z DA EEHOD Azure ) —2 3 VICTTTOA$ 5 L EEE
LTULET,

FIVDTHOER V) a—2a v ERHT30EAHYET VI a—avidrRoLT)r—
DAVEHEBELTWARELAHY ET,

*L—FHIREYR—FLET,

*YRTDAVAZI VAR TV IR MDNS VREEYET,
*HBAICEENRELEAETE AT ITVIZTIVERTEDLLSICLET,

fi# iR K Azure Traffic Manager ZERAL T . 77 I)~NDT7 IV A F1RZELET,
CNIZBEEZEFZERLTLETH?

A. [T

B. LM VR

Answer: B (A —vt—T %KY

=FTRIEE: 209
H1rf=1% Azure Web 7 71 55t LTUVET,
Web 7 7)) Zd3—0Ow/NAzure J—2 3> EBIA—0Ov/NAzure )—Sav(icT7O49 3

FETT,

Web 77DV ) a—>a v EHRTIDLENHYET Y a1—aVEROBEGEE-TW
ENHYFET,

A—H—(F dI3—0 v/ M TEENAFKELLGZWVRY E(TdI—0 v/ \thigh 5 Web 771
79 2RTHIBENHYET,

Azure ) —2 a3 UNERTELIMES 1—F—[EWeb 7TV ZFEATEDRENHY FET,
BAIR MIRDMRICHAZDZBENHY FT,

HRFHICIHAMZEDEINETIN? @ET SHICE, BIEEGETENGT T 3 v EFIRLTL
=AW

Request routing method: n v

A Traffig Manager profile
Azure Application Gateway
Azure Load Balancer

.

Request routing configuratiopfy, ' v

Cookie-based session affinity
Performance traffic routing

_ Priority traffic routing

N ‘) Weigtited traffic routing
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Answer:

Request routing method: v

’l A Traffic Manager profile

Azure Application Gateway
Azure Load Balancer

Request routing configuration: v

Cookie-based session affinity
Performance traffic routing

Priority traffic routing

Weighted drafiic routing

=FTEIRE: 210

FCOBERIE BALIF VA ERT—EOERO—ETT, COV ) —XDRZERMICIE BES
N-BEZERTEHAREDOHIBBDERENEEFNTVET, —HOBER L v FZIFERK
DIELWMERRENEENDHELHY FIH, MOEBEREY MIIXIELWERENGWNGEGELH
UET,

ZDEHILaVDEBEMIZAETSE FOERBICRDACEEITEFEA, FDEH, T H5DER
FLEa—BE@AICERTINELTA,

HE-OERF BHOREILY (VM) EF U TLUIRE Azure ITT 704 LTULVET , Azure
ExpressRoute (& A>T L 2 XM 5 Azure ~DEGRICT TOA B L UVER SN TWET,
W<DOMD VM TRy M=V EGORENFEEL TLET,

FYRT—=D FS T4 ERPTLT VM ADNT Y EHAFRISATLWANMEESN TS D
ZHET AMELHYET,

iR 3 XTD VM IZ Microsoft Monitoring Agent & dependency Agent 4 X b—JLL THE
B LFET,Azure Monitor D7 A4 ¥ T—42 V) 1= a3 VEFERALT AV ET—9 F35 T4y
DESWLET,

RIRRIIBEETERTEEITHM?

A. [EL

B. LMVZ

Answer: B (A —vt—T%#EY)

&5 BA

K> Y [ Azure Network Watcher ZEHLTIP 70— ZETL Ry FT—9 S5 T4 v
DESWMLET,

¥:WireData [&  TCP S Y RKR—FEBTIIHL 7TV —2 32 LRILTHRY FT7—2
T—AFFARFT OV a—230TIE BERDACK & SYNEEBESNFEHA,

S

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
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https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

RFTHERE: 211

Azure SQL T—AR—XZET Azure Y TR ) T a v EHE->TWET,

Azure SQL T—H N—X T Azure PHZFERATHFETT,

FHEBTEDY Y—R 24 TITERINFETH?

A REBa70OavEa—T425

B.DTUaYEa—F42%

C.X+rL—%

D.514tX

Answer: A (A —vyt—T%FEY)

HE FEFHHRNTBASINSOVE2—TFT42T VY—RADE, BEL FERLI- Azure 1) —
DIaVBEBLUNTA—TUREBTFHNEINTEY BEREGINERAEINSREITOHTT, -
ERIE KEERE)—2arTGen5 16 REAT7DEHIVEL—T o VI BRETEHODT—4
NR—REETELEFETITEIFENHIEE, TINTOT—FR—RADFREHRKIELT HITIL,
MEX 16 ICHEELET,

S .

https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview

A7x AZ-305 [ERESE (L GoShiken.com MR ENTF=EHE L OF L AZ-305 FHERFEIRES !
GoShiken.com M &# D AZ-305 FHERFEIEE iR L TLVET, GoShiken.com AZ-305 X ER
MREIXRF T, MENEE TS IVVET , &HTD GoShiken.com AZ-305 BIREE %47 Y 3 5 A
& Z % 5! https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF I RESR A

& EfE{TE T 30%wiAlEI5SIa— F: Freepdfdumps)

EFTEIRE: 212

Azure HTRH 1) TS a3V TRTF— LA Web P FY KRR R RICIE. Y Y—RETTOST
BHENHYET V) a—2a VI EROBREH-IDLENHY T,

*SEEHE NET JL—LT—9ADT7 IR ERHELET,

*Azure Y=V 3 VICEENERE LEGEICAREFRBELET,

*AREAL 7TV —2 a3 oDIKERZRZA VA M—=ILT B0 EBEICARL—T 1Y
VATLANDT Y RAEHATLET,

fRRE: Azure (RFEET L 2% 2 DD Azure ') —2 a3 »IZT 78B4 L Azure Application Gateway
7704 LFET,

CNITEEZEFEERLTVETH?

A. [Ty

B. LMVZ

Answer: B (A —vyt—T%EY)
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BT
200 Azure REI 2% 2 DD Azure ) —2avIT7OA4 T E5HELNH Y £IH Traffic
Manager 7A 7 7 A ILELERLT DWELHY T,

fERE: 213
Azure Key Vault #fR L TT— 2 ESL X —%R7%F T % Azure App Service Web 7 7'1) H¥LY <
2hHYET,
WL DO DEMN S Web 7 T EHR— b EOICRDESTHIY I TR HYET,
Department Recuest
Secunty * Review the membership of administrative rosfs and require users 10 provide a justification for continued
membership

= Get alerts about changes in administralor assignments.
+ See a history of administrator activatiofpincluding which changes administrators made to Azure resources.

Devﬂop%t IVIICHNO S (Bdabile the applications to access Vault and retrieve keys for use in code.

BHFADEZICH L TENDH—ERFHRELETH? BETHICIE EZEHTE LA T 3
VEERELET,

EELGERTAB-UIT1IRA Y FOBIENHY £5,

Answer Area

Security:  Azure AD Privileged Identity Management v
* Azure Managed Identity
Azure AD Connect
* Azure AD Identity Progection

Develdpent: giiauréMandged Identity v
Aziire AD'Privileged Identity Management
Azure Managed Identity
Azure AD Connect
Azure AD Identity Protection

Quality Assurance:  Azure AD Privileged Identity Management It

Azure AD Privileged Identity Management

Azure Managed Identity

J‘ |VI i C ro Smﬂfdzr:l‘:;tprmecnon

Answer:



‘- Microsoft

Security:
i Azure AD Privileged [dentity Management
' Azure Managed Identity
Azure AD Connect
" Azure AD Identity Protection

Development:  Azure Managed Identity
Azure AD Privileged Identity Management
} Azure Managed Identity
Azure AD Connect -
Azure AD Identity Protection
Quality Assurance:  Azure AD Privileged Identity Management
§ Azure AD Privileged Identity Management
Azure Managed Identity
Azure AD Connect
Azure AD Identity Protection

BAi
G574 A—HF—AEA—TzA R THFRANTTIr— 3 V05BN EHERINS

r Azure AD Privileged Identity Management
®
t  Azure Managed |dentity

l. \ M ic rosoft | ‘ h Assurance: Azure AD Privileged Identity Management

=ETHIRE: 214
BRITTRT &S5, WebApp! D Web BDY Y 1— a3 V%R LET,

Q

Traffic Manager

- T

. _,.J;-'ﬁ"i;’-':_.‘...;:- Y B nicroso
] L’g%j"Eurnpi West Europe

& ®

Azure Web App Azure Web App

RDEARAT— AV FIDOWT ZEDRT— A2 rh true DIFEIF[IFV] Z2FBIRLET, Th
USDEEE, DA ZBRLET,



Statements Yes

No
The design supports the technical requirements for redundancy ﬂ\fp Cros @j: t

The design supports autoscaling. (@) O

The design requires a manual configuration if an Azure region fails. O O

Answer:

Statements

The design supports the technical requirendé

The design supports autoscaling. ™

The design requires a niarf it an Aelie region Gifd)

SR .
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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Host virtual machine, -[  Azure Availability Zone Azure region
USDB1 IVIIRA4E I OWIE L US East
usDB2 2 US East
USDB3 3 US East
EUDB1 3 West Europe
EUDB2 2 West Europe
EUDB3 3 West Europe
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Global load balancing service: | v
Azure Application Gateway
Azure Front Door

Azure Load Balancer

Azure Traffic Manager

Availability Zone load balancing semice: [ v
Azure Application Gateway
Azure Front Door
B Azure Load Balancer

F“fﬂ ! Crosort Azure Traffic Manager

Answer:

Global load balancing service: [ v
Azure Application Gateway
Azure Front Door

Azure Load Balancer

Availability Zone lcadbalancing service: —

Azure Application Gateway
Azure Front Door

IAzure Load Balancer
Azure Traffic Manager

S
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-
overview
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Answer Area

Microsoft

Database:
A single Azurg SQL database
Azuee SQL Managed Instance

AnAzure SQL Database elastic pool

service tier: [ MM
Hyperscale
Business Cntical

General Purpose

Answer:

Database:

A ungle Azure SO database
[Aruce SO Matipted Instance

1
AnAnme S0 Database elastic pool

Seriice s
?Umgﬂlca
Mifjrﬂ&@‘f{[ General Pur I
5 BA
Answer Area * _,
= Vicrosqft
Database™ Azure SQL Manag8d Tastance -

Service tier: IquE‘ra!-Ph'rpcrse i
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B.SQL Server kS ¥ O3y LT r—a v EERALET,
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https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-for-upload-vhd-image
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Answer Area

Microsnti
Storage Account types B
Premium block Blobs
Standard general-purpose v1
Standard general- purpose v

Redundancy:
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Localkty-regundant starage (LRS)

Read-access geo-redundant storage (RA-GRS)

Answer:
Answer Area

storage Account type: [N

Premium blogk Blobs
Standard genesal-purpose v1

s e s e s s s s ey

Standard géneral-purpose v2

S

(Gen-redundant storage (GRS
ol Zone-redundant storage (ZRS) :

L6k 97 ATy v ade (RS
Head-dctdsS-geavéddnddm storage (RA-GRS)

-1

&R

7 ho 2 bDiELR: StorageV2

LI —arvyl)a—oar: V—2REX ML—2 (ZRS)
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy#supported-azure-
storage-services
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview#types-of-
storage-accounts BE—®M Azure T—A2 VA —ICEEARE L-BATEH T —2ZHAETES
DERHYET , CNIE A= FTHOU N ZRS LT —2 3 U EHR— T AREN
HOECEEERLET  F Y a—2L3VERA M —PBEYR— T I2RELRHYFET, R
BAV2DOHMZRS LA ML—UEEYR—FLET,
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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Topic Value
Allowed authentication methods b
All methods
GET only
GET and POST AM-rosof
GET, POS* and GPTIONS OnI',«
Authorization level v
Function
Anonymous
Admin
Answer:
LAS T vdiug

\lowed authentication methods All methods

GETonly” |
an only

'GET, POST, and OPTIONS only

\uthorization level v

S -

https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization
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nHYET,
MZBAINT E2HENHYETITMN BZZAD, ZFAOEM OB ERRBEEERL TS,
EELGERTDE=UIT1I RS Y FOMIELSHY FT,
Storage type: w Microsoft
Azure Data Lake Storage GenZ

Premium block blobs
Premwm file shares

-
Data format: Apache Pasquet
Avro
Answer:
i 1 s _p"_“g
Storage type: m Vicrosofitr
Azure Data Lake Storage Gen?2
Premium file shares
Data format: Apache Parguet
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HE-DEHTIE EHHD Linux XU Windows RE~< T > (VM) & Azure 2T 704 LTULVE
9. VM [&, Azure VM PE3E#REZFERA L TA X F—ILE I 1= Microsoft IREFREIZET—C T v b
& Log Analytics T— x> heEbIcTIaMEShET AT L 3 RESIE, Azure
ExpressRoute #{#A L TEMICHGY F L1,
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ED Azure BERHY—EXZFERAITILENHY FIHM? BEET (21 REEE TEYL Azure
B —ERXREEIRLET,
EELCEIRT BEUIC1 RS FOMENHY FT,

ch_:f@ﬂo M I(: ro S O ' ‘t Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs ) f v
attempting Internet access. Azure Traffic Analytics

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

Visualhize the VMs with their different processes and v
dependencies on other computers and exlernal processes. [Azure Service Map
Azure Activity Log
Azure Service Health
Azure Advisor

Answer:

scefﬁ{'lo M i c ro S Of t Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs A Vg v

attempting Internet access. ure Traffic Analytics

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with their differéfitprocesses and v

dependencies on other comptiters.and external processes. | [Azure Service Map

Azure Activity Log
Azure Service Health
Azure Advisor

SR .
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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Traffic Manager
4 .

Microsoft

Norlh Eurnpa i WestEurnpe
A‘zure Weh ﬁpp Azure Web App
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Statements

The design supports the technical requirements for redundancy.

The design supports autoscaling.

The design requires a manual configuration if an Azure region fails.

Answer:

Statements Yes No
The design supports the technical rmu:ren?nt%@%ﬂuﬁdanq O 0
The design supports autnscahgﬁ ljﬁ {“ pr O

The demgn rerunrés’a MLE etrnﬁématlon if an Azure regionfails. O

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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Resource to create in Azure: v

An event hub

A Log Analytics wdrkspace
A search service

A storage account

Configuration to perform on the v

virtual machines: Create event subscriptions
_. Configure Continuous delivery
) T Inst Inflf Microsoft Monitoring Agent
i\/t 1C ﬁé he membership of the Event Log Readers Groups

r

¥ 1

=

Answer:

Resource to create in Azure:

An event hub

A Log Analytics workspace
A search service

A storage account

Configuration to perform on the

virtual machines: Create event subscriptions
Configure Continuous delivery

all the Microsoft Menitoring Agent
IEImeMDETSNIp DI the Event LOg Readers Groups

S
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows
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On the servers: 1 The Micrasoft A7 0% AcoWery Services (MARS] aaent > l
The Azu@SihteRecavery Mobility service

¢ Microsol! Acure Recovery Services (MARS) agent
L\l’-uhrnt Shadow Copy Service (VS5S)

For the storages| Geo-redundar

— VT

dynhirs Gotage (2R 5)

Answer:
Answer Area

J Eﬂ;muﬂd—ﬁ-’ﬂ-\m

st Y A o EUM W:. ihﬁR‘bl agent b

& Site Recovepyile

On the servers: l]]_u_r
Fha it

Fol thestBrag®' | Geo-red g

Geo- ﬂ:'dumianl storage I[.l-"._‘m]
I.l:'lvl.':,'I-H',l' -redundant *.tnnu_;ﬂ (LRS)
| Zone-redundant storage (ZRS)

&t BA

Answer Area

Microsoft

On the servesgat The Midiosgftlzure RecOvery Services (MARS) agent bl

For thelgtorage:  Geo-redundamt storage (GRS) -
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BEhHYFET,
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B. Azure CycleCloud

C. Azure Purview

D.Azure #— b A— 32

Answer: (&% &9 B)

EHEA

Azure CycleCloud Z{#H L T Azure HPC ¥ S R A —%#EICTOEY S 3 o5 TEFE T,
Azure CycleCloud [ HPC D—4- O0— FZEEBI I2RIBEELAETYT,

7¥: Azure CycleCloud (& Azure ED/NA IXT+—IX 2R aAVEa1—T 4% (HPC) RE%
A= ZARL—2a VB EUBEERT B-0NDI 8 —T54 XAIFY—ILTT, CycleCloud %{&
A45E 1—5—EHPC DRATLADA VISR S OF¥ETREDa=VJ L FEMEN
fmHPC R 1 —SZBRAL A VISR VF Y ZEHNICHEL T, HoWIHETD 3
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https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

KEHHR—rTEFET,
S

https://docs.microsoft.com/en-us/azure/cyclecloud/overview
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FELCGERT BEUICT1RS Y FOEELSHY F9,

Azure Traffic Manager:

Azure Apphcation Gateway:

Answer:

Azure Traffic Manager:;
1
B
3
0

Azure Application (}"atﬁ??yé"
! VIICT

]

A#7: AZ-305 fERESR [ GoShiken.com MRS =& L9 LY AZ-305 FHERFIRESR !
GoShiken.com M &x# D AZ-305 FHERFEIEE iR L TLVET, GoShiken.com AZ-305 FHER
BRBIERF T BMENEETIIVET, &xHD GoShiken.com AZ-305 IEEES v FTHA
[ 2 5 5 https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFFRIE L A

E B ET 30%wiRIEI5Io— K: Freepdfdumps)
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FETY,
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BENHYZFT,
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Request routing method: ' : v

A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer

Request routing configuration: v

Cookie-based session affinity
Performance traffic routing

Priority traffic routing

Weighted traffic routing
Answer:


https://www.jpnpdf.com/Microsoft.AZ-305.v2024-02-26.q273-mondaishu.html

Request routing method: v

‘I A Traffic Manager profile

Azure Application Gateway
Azure Load Balancer

- — - e———

Request routing configuration: o v
E’.ﬁ:

Cookie-baged SMéﬁgﬂw

Performance traffic routing

Priority traffic routing

Weighted traffic routing

Explanation:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods#priority-
traffic-routing-method
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AICroSoTl
To colleet™he event logs:
Azure Event Gnd
Azure Lighthouse
Arure Purview

Ta support the DCRs: l

The Log Analytics agent
The Azure Monitor agent
| The Azure Connected Machine agent

Answer:



Answer Area

To collect the event logs -
 Aztite Event Gnid
A zure LightHgliss

To suppém the'DCRs: l
1The Log Analytics agent_
| The Azure Monitor agent
| The Azure Connected Machine agent

—
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Answer Area

To collect the eventilogs'y, Azure Purview »

10 Suppert the DCRs:  ThiglEUIrg Monitor agent ¢ v
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Actions Answer Area

Service or Services

Service or Services

Service or Services

Azure Backup only Sales:
Azure Site Recovery only @ Finance:
Azure Site Recovery and | \ ) .
Azure Backup V1] Rer'ng YT
Answer:
Actions | Answer Area
_________ N Aveac ! ;
Azure Backup only Sales:

| ©
| .
: @ Finance:

Azure Backup | Reporting:

&R

1) BR5%: Azure Site Recovery M #&

2) B 7: Azure Site Recovery & Azure Backup
3) L7/R— k: Azure Backup D&
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Azure Site Recovery only

Azure Site Recovery and
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Azure Backup
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(Azure Backup only
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From Server1: v
Install an Azure File Sync agent

Install a self-hosted integratioh runtime

Install the File Server.Resource Manager role service

From the data factory: \ 9 2 B 4

Create a pipeline
Createan rmport/!xport joh /
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Provision an Azur@-S01 Sefver! lnre-grat!en Semces tSSIS} integration runtime
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From Server1: i\ﬁlf-yﬁgﬁ~§-§-v
Install an Azure File Sync agent =~

Install a self-hosted integration runtime
Install the File Server ResourceiMangger roleservice
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From the data factory'= w | 1 0 & v
beate a plpellne |

Create an import/export job

Provision an Azure-SQL Server Integration Services (SSIS) integration runtime
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https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf
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Service: |

Azure AD Identity Governance

Azure AD identity Protection

Azure AD Privilege Access Management (PIM)
Azure Automation

Feature: b 4

Access packages
Access reviews

Approvals.. C
Runboaks  IVITCTOSOTt
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Service: — Microsoft

Azure AD Identity Governance

Azu re Automation

Feature:

Access packages

Approvals
Runbooks
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7R 4 X 1: Azure AD Privileged Identity Management (PIM)
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https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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Service:
Azure AD ldentity Governance
Azure AD ldentity Protection
Azure AD Privilege Access Management (PIM)
Azure Automation
Feature: i

Access packages
Access reviews
Approvals
'Ruhbboks

Answer:



Service:

Azure AD |dentity Governance

Azure AD ldentity Protection ' .
Azure AD Privilege AccessManagement (PIM)
Azure Automation

Feature:

{ Access packages

| Access reviews

Approvals
Runbooks
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https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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To estimate the costs, use: [

Azuie AdvisBd 1TUDS '
The Azure Cost Management Power Bl app
The Azure Tolal Castof Ownership (TCQ) calculator

Implement: v
Azure Reservations
Azure Hybrid Benefit
Azure Spot Virtual Machine pricing
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To estimate the costs, use:

Azure Advisor
The Azure Cost Management Power Bl app
| The Azure Total Costiof Ownership (TCO) calculatnr

Implement: v
Azure Resewationﬁ

1~ v|AzareSpat Virtual Machine pricing
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To estimate the costs, use: b
Azure Advisor
The Azure Cost Management Power Bl app
The Azure Total Cost of Owrniership (TCO) calculator

Implement: v
Azure Reservations
Azure Hybrid Benefit
l 'f » Cros Agure Spot Virtual Machine pricing

Ry R 1: Azure D#EFFEII R + (TCO) MEHEY—IL

BAAAEIR N (TCO)HEY—ILIF, 7—Y 00— K% Azure IZBB1TT D L TRIETE S X M|
BERBLYET,

FETCOFEY—LTIE 7FIVr—a30EYR— b3 % Azure DEIZFEDH—ERDEY b %
HRLET FA-EONHTIH FORXRMEEE AV TLIRTOXIHE Azure TOZHDRTE
LUNRRTREINZFET 77— 0—FK£2959RIZBHTEIE aAX MHEIEIhEhTERITEL
HBWHAIARM ATITVLANDOhHYET,

Ry R 2: Azure /N4 T'1) vy R

Azure N4 T )y RERIZ V5D FTT—90—FE2ETI 53R FEKRBIZEIFET 5DIZHK
UDSA U RBHTYT CNIE AV TLIRDY I NI T 7175 V0ANEDE
Windows Server & & U SQL Server 54 2 X% Azure L CHERTE 5K 51235 Z & THEAE
LET,ZLTSE, COHHIL RedHat 8K U SUSE Linux $ 7RV ) T avicH@RAINE
v,

U Y i

Litware (X RDEFXF 21U T4 BLVAVTSATUORODELEHELET,

Appl Z Azure IZBITLI=L HILWT—2 27 JVIZEZADHDLSIZTI2RELAHYET . F
= FHRBIUBREDT—2DERILI ERMELINFET,
FUoTLIROA—HY—EY—ERE Appt DT—2EZHRA T D Azure R A L—2 THD Y



MIT7 O R TEEIRENHYFET,

Appl T—AEHRA LT B Azure R bL—2D FHIURDINT YYD TURKRA U bADTH
L REHLETIRELHY FET,

BRREDODITRTD Azure SQL T—R2 RX—X Tl HBBHWT—48ES1E (TDE) BAE®IZH T

WERLEAHY ET,
Appl (FMtEDT—o O— FEPEBN—FOzT7Z2HALTELRY FEA,
ZH

https://azure.microsoft.com/en-us/pricing/tco/
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Statements IVIICIOS6 et
You must provision an Azure Storage account fasthe
50L Server database migration, O

You must provision an Azure Storage ageaunt for the G
Web site content storage.,

You must provision an Azure Se0rag® account for the O
Database metric monitoring.

Answer:
Statements Yes No
You must provision an Azure Storage account for the
SQL Server database migration. O O
You must provision an Azure Storage account for the O O
Web site content storage., o
You must provision an Azure Stofage accountfor the 4 Lok~ O

Database metric monitoring.
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Services Answer Area
Azure Blob Storage Azure subscription: Service
Azure Data Box On-premises network:

Service

Azure Data Box Gateway
Azure Data Lake Storage

Azure File Sync
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Azure Files
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Services

Azure Blob Storage

Azure Data Box

Azure Data Box Gateway

Azure Data Lake Storage

Azure File Sync

Azure Files

Answer Area

Azure subscription:

On-premises network:

Azure Files

Azure File Sync
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https://docs.microsoft.com/en-us/azure/storagef/file-sync/file-sync-deployment-guide
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To provision the Azure AD identity:

To authenticate request a token by using:

Answer:

B8 Microsoft v

Create a_system-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Register each application in Azure AD

v

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity

OAuth2 endpoint

To pmisi&ﬁthw&s@@r@wﬁ O G
Create a system-assigned Managed Service Identity

Create a user-assigned Managed Service Identity
Register each application in Azure AD

To authenticate request a token by using:

An Azure AD vl
A Azurg AD w2

{0 endpoint

(|An Azure Instance Metadata Service Identity |
OfothZ endpommt.

Jepdpoint . oo o
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To provision the Azure AD identity:

NSO 4]
: em-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Régister€ach application in Azure AD

To authenticate request a token by using: ..~

o R

v

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity

OAuth2 endpoint
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To provision the Azure AD identity: MLC[QSDﬁ ‘ v

Create a system-assigned Managed Service Identity
Create a-user-assigned Managed Service Identity
Register each application in Azure AD

To authenticate request a token by using: ‘ v

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity

OAuth2 endpoint

Answer:

To provision the Azure AD identity: | 7

Ci re_ate a _I.Er-_assi_gnfd_hﬂanaged Service Identlw
Register gach application in Azure AD

To authenticate request a token by using:

An Azure AD v1.0 endpoint

lAn Azure AD v2.0 endpoint
jfAn Azure Instance Metadata Service Identity
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To provision the Azure AD identity: v

Create a system-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Régister eacth application in Azure AD

To atrq%g"';t[@g@geﬁ}{éfiken by using: v

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint

An Azure Instance Metadata Service Identity
OAuth2 endpoint
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us-Central-Firewall-policy | Azure Firewall policy Central US

US-East-Firewall-policy Azure Firewall policy East US

EU-Firewall-policy Azure Firewall policy West Europe
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Level atiwh to\define.tha b*utbrht'.‘-l The child management groups
The root management group
The subscriptions

Level at which to create the blueprint asSignments: |The child management groups
The root management group
The subscriptions
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The root management group -

Level at which to define the bluggHn®s E;_ﬂﬂlg @WW_'_E??_UPS
1@ subscriptions

Level at which to create the blueprint asSignments: [The child management groups
The root management group
The subscriptions

& A

1. L— EBIIL—TF

2. YTRHYYTay

2 B8:https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal 7' JL—
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Application1 & Applications &LV5 2 DD F7 TV r— 3 VIR LT Azure A hL—D 7HO Y
FMERZHRET IDLELN DY EFT  BRIEIRODEBHEEH-ITLELHY T,

* Application1 A FL—2 I AIREGRRY S W RS U H I3y L— hERTRERE YVIELVERL
ZIRETIVELHY FT,

* Application2 DA FL—L(F GB HF-YDR FL—L aRXR MEAIRELRRYIESIMNZZBENH

WEY,

*BMADT TV r—3avDR ML= 7y TA—FEAD U A— FRICREBEILT 2DENH
WET,

CT—RE U —ICEEARELEGEETL AADT IV T2 a v ADGR FL—UAF AR
RRTHIDENAHYET,

AZEHIRETIN? BAETDICE EEI) 7 TEUGERKZERL T LS, T EL
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AnswerArea MM\ 1icrosoft

Application1:

v

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Premium performance and Locally-
redundant storage (LRS) replication

General purpose v2 with Standard performance, Hot access tier, and
Locally-redundant storage (LRS) replication

Application2:

v

BlobStorage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStarage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard performance and Read-access
geo-redundant storage (RA-GRS) replication

General purpose v2 with Standard performance, Cool access tier,
and Read-access geo-redundant storage (RA-GRS) replication

Answer:



Answer Area

Application?:

v

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose w1 with Premium performance and Locally-
redundant storage (LRS) replication

General purpose v2 with Standard performance, Hot access tier, and
Locally-redundant storage (LRS) replication

Application2:

v

BlobStarage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard peformance and Read-access
geo-redundant storage (RA-GRS) replication

General purpose v2 with Standard performance, Cool access tier,
and Read-access geo-redundant storage (RA-GRS) replication

IVIICrOsOTT

SR .
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
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Hf=1E Azure Linux (RET L U EFRLTCETA 274 ILERHTHT7 TV r—a ok
FFLTWET, 771 JLI& ExpressRoute ZfF A L T Azure [TERT HEEF T ADNBT YT
A—FENFET,

T7ANERR T BE=HICAzure R L= 7HO U RETRED I =V I T BHFETT,
A= 7hOU MDA RODEHFFH L TWSZ LEZHRTILENHYET,
*RRTTBOETH 7274 I/ILEYHR—F

*ARE R Y RE O AEFRBELET

*RAML—URKRELETA IJ7MIVAICKRBELEEIN TSI LEEHERLET,

*FAUTLIR Y RT—=ODSMDT 74 LA ExpressRoute AL T7 vy 7O—KFEhTWL
BEEHRT DR =V THOUMEEDESITEETNIELWNTTIA? BET SIZIE, [E
ZEETHEY A T a v EERLTLESLY,

EELCERTBEVICTIRS Y bOMIESHY FT,



Storage account typi:

Premium file shares
Premium page blobs
Standard generalspurpase ¥2

Data redundancy;
Geo=rédundant'storage (GRS)
Lacally-redundant storage (LRS)
| Zone=redundant storage (ZRS)

| These are the selections for Data redundancy |

Networking:
Azure Route Server
A private endpoint
A service endpoint

Answer:
Answer Area

Storage account type:

Premium page blobs
Standard general-purposew?

Data redundancy:

;
Zone- redundam storage (ZRS)

I These sre the selections for Data redundancy )

Networking:

Azure Route Server
A private endpoint
A service endpoint

TR 246

#H 50,000 DA N FEERTEITTIUNBY ET,

ARV MEAZUre A RV F NT[ZR Y= 245 L Event Hubs Capture 2R LTa—JL K
INRIIBHERET H5FETT , Event Hubs Capture DA R FHAGLKR—F SRAFALICEST
HEBEINFET,

Event Hubs Capture 4 R— rFBICIEEDTEED Azure A hL—2%2TREYD I =TT 5
WHENHZIMN F-LiR— b DRATLNYR— T EIDENHIZET—IRAEHRETILE
nHYUET,

RIZ#EBATEI2DHENHY EITMN?EZDS, BEZOFINSBEERKREZZEIRL TS,
FELGERT BEUITT RS FOMELSHY 5,



Storage type: ’”’ Microsoft -

Azure Data Lake Storage Gen2
Premium block blobs
Premium file shares

Apache Parguet
AVIO

Data format:

Answer:

Storage type

Azure Data Lake Storage Gend
IPn:mhurn block blobs I

Premum file shares

ki

| s
oata formar. Apache Parguet @~ Microsof
ISON
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DB1 & DB2 # Azure IZB1T9 5T ETY,
Azure T—AR—R LS —EXRBHAAEMREEDRRBLEEZR/EZLTWS I LEHERTHINEN
HYUET,

AIZREINIEEINTLLOIMN? BZT BT, BAEEETEYGA T a VEBERLTLES
L,

FEELGERT BEUITTIRASA Y FOMIELDHY T,
Answer Area

Database:

A single Azure 5QL database
. AzureSQL Managed Instance
----- Microsoft i Azre QI Dotabase elastic pool

Service tier:

Hyperscale
Business Critical
General Purpose

Answer:



Al database_
haged Instance
Database elasic poal

B\ Nicrosoft

Database: Azure qec Instance

Service tier: é&ﬁurpme v

o Microsof
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& 715 1-1% Azure Synapse & Azure Data Lake Storage Gen2 A3 5T —42 0V 11— 3
VERFLTVWET, ROEHF#HT=9 & 512 Azure Synapse T—ILZHBT I2LENHY F
v,

* Data Lake Storage M 5/\y a8 T—TIVIZT—2 WY RAHFET,

*DeltalLake TT—4%RE&E /T BEHLZFT,

INTNOEEHICH L TRIZHET IHENHY FTTH? BET HICIE, EERNDEY)LERER
FERLTCESV,F ELCERT SHEVICT1 RS bOMELAHY T,

ahd-gipdate data in Delta Lake: | A serverless SQL pool
| A dedicated SQL pool
| A serverless Apache Spark pool

Answer:
Answer Area

=' IMM@&Qirte into hash-distributed tables: @ -

v dedicated SQL pool
‘ ' | A serverless Apache Spark pool
| )

!A serverless SQL pool

L ) .ﬂt_ , and update data in Delta Lake: I_A_s_t.-rver_!_ess SQL pool ! "’]
‘ A dedicated SQL pool

A serverless Apache Spark pool

A serverless SQL pool

RETEIRE: 249



Microsoft SQL Server #=E{TL 2 D2DT—3 TA RV ZELRBEI I VFHRFLTVET , &)
DT—R TARIIZIEAT D74 IULHBRESN 2BBDT—F T4 RVIZET—2HRES
NET EELDT 4RI E PA EBXERT 4RI T,

BTARIIZTHF vy a2 R D—2#HBETLIVLENHYFET R I—F RETIVIZEED
RGN AT VR ZRBT IVENHY FT,

BTARVIZRHLTEDF Yy a2 R I—ZHRITIDENHY FITH? BZZBHICIE, EYLG
RY)O—ZELWT A RVICRS YT LEST BRIV O—IE A EBEFFERT S L EHEE
A5ttt Fo{FRALAVNIELELTEFET , AVTUVERTTDHICIE RNAM URITHE
N—F RS9 TTEN RIVO—)LTIBENHDIIGENHY T,

EELGERT AU 1 RA Y FOMBIEARH Y 9,

Policies Answer Area

@ Log: Policy
ReadOnly
@ Data: Policy

ReadWrite

None

Answer:

Policies Answer Area

1
; ReadOnly a
b g Data: ReadOnly

| !
, ReadWrite |

— e — e —

EL)
G274 hN A—YHF—A2E3—T AR TTV5r—2a DHEBEABFMIZER SIS

Log: None

Data: ﬂEadDﬁ[‘-,f

SE Wk

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-
sql-performanc
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Azure Event Grid I2IL—T 4 VT SNFARV FMIBELTHRALCHI—RFEEFTTHY
)a—LavERHTIVENHYET Y a—2 a3 VERODBREFB-ITDLELHY ET,
*EITINS3— FIE Azure [R1E< L > £ TEITEIN S Microsoft SQL Server 1 VX2V AD
TIAR—FIP7FLRIZTVERTEDRLELNHYET,

AR MEEDRICHMZ DZBENHYET,

V) a—L 3 VI ZEHERETL £ 557

A. &Y —E XRIRED Azure Logic Apps

B. EH 75 > & &K Azure App Service 75 M Azure Functions

C. tE:E& 75 > d Azure Logic Apps

D. it=:8% 75 > ® Azure Functions

Answer: D (A —vyt—T%EY)

Bl

Azure THEBT7 TV EERTHLEE T TIDKRRT AT TS50 EERTIMLELHY F
¥, Azure Functions Tl& RERE TS5 TLIT7L TS5 EHA (App Service) 75D 3 D
DERUGHRRT 40T TZUNFATEET,

REREH TS ODHFE 74 FILKEDO VM OfEEXZhof-Y BEZEMFHLEZYTS
BEEFHYFEA,

Azure Functions ZERA L TTSAR—F TV RRA > MZERT S

TENY—N—LR (BLUVY—ERELTD TSy b T+—L (PaaS) V) a—>a v &RH
LIEIFTBITONT Z<DBE RERY FIT—V LOBFEDY) V—REHFEET HHENBEIC
BYET, CNWoDBERED) VY —RIZK T—ER—X T7A4ILAL—D Ayte—Y
Fa— ARVERM)—L_ FIFIRESTAPIGZELHY FT,

S

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale
https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-
functions/ba-p &%
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#hosting-plans-comparison
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App2 D7 7AI R L—PBEBREHEET V) 2a—2a v EHRTILELAHYET,

Azure Y TR Y T3 EF U TULIR Ry M=V (2IEMZEZT IO T E2HELAHYET
MN?BEZBICIE BEYHEY—ERXREZELWMERICFS I LET KV —EXIE 1 HEFTFERT
52LY EHEFERAT I LE FoKFEALBEVWIELTEET , aAVTUYERTT BIC
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Services Answer Area

Azure Blob Storage Azure subscription: Service

Azure Data Box On-premises network: Service

Azure Data Box Gateway

Azure Data Lake Storage

Azure File Sync

Azure Files ' MICFOSOft

Answer:
Services Answer Area
Azure Blob Storage | Azure subscription: Azure Files
Azure Data Box | On-premises network: | Azure File Sync

Azure Data Box Gateway

Azure Data Lake Storage _] :

Azure File Sync !

Azure Files .. = MIG’OSOH

SR .
https://docs.microsoft.com/en-us/azure/storage/file-sync/file-sync-deployment-guide

xFTERE: 252
Appl EWSARIDAVTLIR 7TUNHYFET,
BEERIT Appl ZFERALTCTORIILEBEZEEBLET,



App1 % Azure [CF1T9 A FETYT,

Appl AIFTDT—2 A bL—2 V1) a—2a v EHERTILELAHYVFET , V) a—arvE R
DEBR FL—PEREEIZLTVWAIRENHY FT,

*REPOEBZEBESIELET,

*RARS0MBDI7AINEHFALET,

* Azure Front Door £ Azure Web 7 75— 3> 274724+ —)L (WAF) ZFERAL T, 4
A—=DADT7IEREEBLET,

Y )a—2a3 Ik ROBETHOY NEHEZRBZL-IBLENHBYET,
*RML—PDBEBRY—ILTI L EYR—FLET,

TR EUA—ICEENRELIZZEETYH . Appl OATRMEHFLET,

YIEBOD Azure ) =D 3 o DT—ADHRAIY LEZFAAEYR—FLET,
T—ADEBEILICEDY—EREFHREFRIHICEDHIRETETMN FERADICIE BULGEH—ER
ZFELWEEOT—RICKRS Y LET EY—EXRE 1 EELTERT S L EHEFERT
52&L FOoRKFERALGWIELTEET,

AVTUYVERTTBIZIE  RAVBITHEN—Z FSvTTEH50 RV B—ILTELELNHD
HENHYFET,

EELKBBIRT BEVIC1I RS Y FOMELHY £,

Services Answer Area

Azure Blob storage Image storage

Azure Cosmos DB
Customer BECOUntS .

Azure SQL Database

Azure Table storage

Answer:

Services Answer Area s

| Azure Blob storage A Image storage: | Azure Blob storage
Azure Cosmos DB I
___________ Customer accounts 1 Arure Cosmos DB

| Azure Table storage

B

Services " Angwer Area

a ! IR
Azure Blob stofage Image storage.  Azure Blob storage

Azure Cosmos DB
Customer accounts: | Azure Cosmos DB

Azure SQL Database

Azure Table storage

ExFTfEIRE: 253
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D Azure ') —2 3 U EKEFTEED Azure ) —2 3 V1T Azure RERY FD—O BB Y FET, KA
VTUIR YA MIF EADY—2 3 o~®D Azure ExpressRoute BI#ENH Y £,
ROBBEE-TV ) 21— aVvEHBETINELAHY ET,

Ly FT—O ETHRAFISATWNET—HO0—KMhSA VE—FRY bADTI FINHUFR
S 749913 RUVIEWHARELRA D TLUI X YA FERALTIL—T 1 VT SNDIDBEN
HYET,

FUOTLER YA FMIEENRELEZEGE. RERY NV LOT—00—FKhbA 23—
F2YRANDERSI Ty E MDY A FMZBBMICEIL—T 4 T SNIBELNHYFET,
HREBIB(CIIMEESHIRETIN? @AE T S(CIE AEEHTEY G T3 U E&IRLTL
ZE0Y,

EELCEIRT BEUIC1 RS Y bOMIENHY T3,

Routing from the virtual networksto. 0 _____1
the on-premises locations must be Azure_de?auﬁ; routes
configured by using: Border Gateway Protocol (BGP)

User-defined routes

The automatic routing gonfiguration, | ik 4
following A failoveér mustibe Border Gateway Protocol (BGP)
handled by using: Hot Standby Routing Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)

Answer:

Routing from the virtual networks to W o, T PRapuppy af & v

the on-premises locations must be |Azuré defaultroutes ' oL
configured by using: Border Gateway Protocol (BGP)
User-defined routes

The automatic routing configuration v
following a failover must be Border Gateway Protocol (BGP)
handled by using: Hot Standby Routing Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)
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T—AR—RGREFEHZH-TVI2—2 a3 VEHETLIVHELHYET AIZE8HEIRETT
mn?

A T—EAR—ZORBRER) O—Z2#HLET,

B. Azure Site Recovery & L £ 3,

C.T—4R—ZMDgeo LTNTr—L a3V EERLET,

D. Azure SQL Database D BEINY I 7y T&#FERALET,

Answer: A (A —vt—T %KY
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Bl

https://docs.microsoft.com/en-us/azure/azure-sqgl/database/long-term-retention-overview Azure

SQL Database Tl RNV I 7 v TR EFAR) O— (LTR) #FAL TCT—E2AR—XEHEHTE
FT ., T—ER=—ADNNY I TV TZHDAzure Blob A kL—2 2V FF+—IZ&K 10 ERBEE
MICREFLET,

Ex#TERE: 255
ROBIZRY NI Ty T RIO—ZREATHFETY,

Backup frequency

Dy 00 P L UTC) Coordmated Univeetal Teme L

Retention range

Not Configured

FOyIA O AZa—%#FALT RISREINTOSERICEODVWTERT—MA Y FETER
SEHEEDERBEEZERLET,
EELCGEIRTBE=UIT1IRA Y FOMIELSHY FT,



Virtual machines that are backed up using the policy can ‘ v
be recovered for up to a maximum of [answer choice]. 30 da '
ys
26 weeks
36 months
45 months
The minimum recovery point objective (RPO) for virtual v
machines that are backed up by using the policy is 1 hour
[answer choice]. 1,day- |
iwddi-1 OS50 T
1 month
1 year
Answer:
Virtual machines that are backed up using the noliel tanr O SOTT v
be recovered for up to a maximum of [answer chu.i_u_:_g»}._.i 90 days
26 weeks
36 months
45 months
The minimum recovery point objective(RPO) for virtual v
machines that are backed up byiusing the policy is 1 hour
[answer choice]. 2" 1 day
"\ 1 week
1 month
1 year
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Azure Active Directory (Azure AD) FREEZ AT % Appl & LVS &FTD Azure Web 7 T &5

A4 4 5FETYT,

Appl IZIFX SHHDA—H—BRA 23—y kST IVERALET, TXTHI—H—[X Windows

10 ZE{TL Azure AD [ZZML TWWAHI Y E1—F—ZFH>TLFET,

A—HY—HEEZERDONEZELLC Appl ITHEKETE  RSEAAEDIAVE2—F—DDLDH
Appl 7V EARTEDLIICT BV N a—Ya v a#BETHIRENDHYFT,

EINTNOEHICH L TRIZHET ZREAHY FI M EET HICIE
VIVEERLTOESY,
FELCERTSFE-UICT RS Y FOEELHY FT,

BIEBRETENLGL T




The users can connect to App1 without being

prompted for authentication: |An Azure AD app reqgistration
An Azure AD managed identity
Azure AD Applicabion Proxy

The users can access App1 only from

company-owned computers: (A conditional access policy

An Azure AD administrative unit
Azure Application Gateway
NI Bldentints

Azure Policy

Answer:

Ihe users can connect to App1 without being

- e -
prompted for authentication: JAn Azuré ADapp registration
AN AZure AD managed identity
Azure AD Application Proxy

The users can access App1 only from
company-owned computefs: ' conditional access policy
An Azure AD administrative unit
% Azure Application Gateway
Azar¢ Bluepuras
\Zule POIlcy”

S
https://codingcanvas.com/using-azure-active-directory-authentication-in-your-web-application/
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/powerapps/developer/data-platform/walkthrough-register-app-
azure-active-directory#:~:text=Create%20an%20application%20registration%201%20Create

%20an%207 77— a2 %204 T2 3 V%2086 & U%20%7 1) v 9 %200n%20%204E R % 18
mLTLEELY, %20

A7 AZ-305 EIRES L GoShiken.com AR SN F-EHE LT LY AZ-305 HERMEELS !
GoShiken.com M &xHT D AZ-305 HERfEEE iRt L TLVE T, GoShiken.com AZ-305 FER
HRBIIERH T BENEETIIVET, HD GoShiken.com AZ-305 FEEZE 7Y T HA
£ Z 6 5 https://www.goshiken.com/Microsoft/AZ-305-mondaishu.html (43030%OFF i @E & A
L EfRTE T 30%wiERlEI5 00— K: Freepdfdumps)
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HEIE . SHET IV r—a v AOERB T —3IRN—RXERA LTS Azure V) a—2 3>
EHEILTWET, Y a—S a3 vZEROIAVKR—RY CAEENET,

Microsoft SQL Server 2016 #3E179 4% 2 DDRET L UIE FL Azure ) —2 a3 VADEKL S
T—8 oA —I2TF7O04 &h _Always On RIS IL—FTO—EIZHY FT,

SQL Server laaS Agent Extension (SQLlaaSExtension) M B&/\w 4 7 v TH#eeEERAL T/NY
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97 vTEN%B SQL Server T—2 RORITRT LI, SESFELT R FATORL—

BEIBEMLERELETT,

Data type

Storage priority

Operating system Speed and availability

Databases and logs | Speed and availability

Backups L owest cost

BET—334TIZRHLTEDR FL—

VA TEHETHIVEAHY FITHM? BEX B, B

BAML—D B4 THEELWVT—2 B4 TITRS YT LET , EXML—D 24 TIE 1 BIERA
THIEL EREFERAT S LD, FoFEALAGWL
[ZIE RS VEATHEN—Z RSV T TN R O—LT HRENHIGENHYFET,
FELCERT BFE-UICT RS Y FOEELHY FT,

Storage Types

Answer Area

'Age geo- redundanl storage (GRS} acccunt |

— QOperating system:

‘A \ premium managed disk

' A standard managed disk

Databases and logs: |

= Baekups:

Answer.

Storage Types

Answer Area

A geo-redundant storage (GRS) account

A locally-redundant storage (LRS) account

A premlum managed disk ! l
W Backtps

| A standard managed disk

Ex#TERE: 258

ELTEFERT , AVTUVERTT D

o N\

L

)|

Operatingsystém: |! A premium managed disk

Databases and logs:

| A premium managed disk

~ [AJdcally-redundant storage (LRS) account

BRIZRT & 512, WebApp! D Web BDY 1) 21— 3 U EBHLET,




o

Traffic Manager

. .
|'|."I Tl el Jl

{"West Europe |

® | ®

Azure Web App g Azure Web App

ROBEARAT—ERADMIDWT FORT—RA Y MW true DIEEIE[IEWV] ZE8RLET . T
LS DGEEIE, DO I ZBRLET,
Statements Yes No
ar

The design supports the technical requirements for redundancy ﬂ\;ﬁp Cros Lgf 1

The design supports autoscaling. @) O

The design requires a manual configuration if an Azure region fails. O O

Answer:

Statements Yes No

The design supports the technical requirements for redundancy. O

The design supports autoscaling. O O
. N | Micrasof -
The design requiresa mandal éolfighfafion if.an Azure region fails. O 0O
S

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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520 Azure REI S oAD) I TR L EHET S LB1 &LV 5 & RITD Azure Load Balancer H'&
YEF,

LB1 OBV Y 21— 3 VERET SREABYET, VU a—S 3 LlE ROEEOLT A
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REIUNMERTEEEA,



BERERITIZ 1 28 Y 50,000 BIZEBAFET,

BEHDYY1—LaVICEDVTFLEBHBRETL & 502 @ET BI(E, EEEETHE

YA T a v EERL TS,
S ELCGBIRT BEUIC1 RS Y FOBENHY F9,

An unavailable virtual machine:

More than 50,000.connetlion attempts per minute:

Answer:

An unavailable virtual machine:

B4

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

v

Byte Count

Data Path Availability|

Heallh Probe Status
ket Gount, . . - £+
ST ASIAS SASA R

More than 50,000 connection attempts per minute:

v

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SR

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics
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1EBFHFLVT—ENERESNGNELSICLET,

AR Y BIEZER/IRICHIZET,

T—E3DERNERKRELET,

TTVADRA ML= V) a—2a VvEEETIBLENHYFET,
MEBHHIRETIMN? BETSHICF AERETEYGA T a vEERLTES Y,

Azure Storage account kind: v
StorageV2 et
BlobStorage .~ *
BlockBlobStorage
Replication: . v
Zone-redundant storage (ZRS)
I o v dhecpllyFredundant storage (LRS)

' " |Read-access geo-redundant storage (RA-GRS)

Answer:

Azure Storage account kind: : &\

StorageV2, "\
BlobStorages
BlockBlobStorage

Replication: . !&v v
Zone-redundant storage (ZRS)

4 3 -»|Locally-redundant storage (LRS)
+ '\'M ([Reag?access geo-redundant storage (RA-GRS)|

S8
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json
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BEHROT O IEBREEET 51D App1,

App1 % Azure [ZBBITT A FETT,

Appl AIFTDT—2 A bL—2 V1) a—2a v EHRTILEAHYET , V) a—arvE R
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Services Answer Arca

T 4 Bl ot % -
Azure Blob storage image storage Service

Azure Cosmos DB i
Customer accounts Service

Azure SQL Database

Azure Table storage

Answer:

Services Answer Area

[n'\.rE‘Jt: rage ‘] - €

Image storage |;‘.._1“.¢. Blob storage |

[A:-.m Cosmos DB l

Customer accounts Ip'«.:u: SQL Database I

l-‘«:u: SQL Database ]

| Azure Table storage |
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/N1 J'1) v K Azure Active Directory (Azure AD) T+ > kD Free TT74 a3 EMRABALTULE
T TFYURINRRT—=F Ny aRBAZEARALET,

ROBHFEFETV) 21— a v EHBETINENHY ET,

Azure AD A—H— F7HIO U &=y b LEZTIL—F TA—XKREBDHERE. Active
Directory KA Y A—H—FhH > I~75\El YIDTIOREINEDEHEET,

Azure AD &7 TV ICxd 3 HRKRDBIHTE IOV I LET,

AR MERDRICHAET,

INETNOEHICH LT ZHET IHNELNHY FIH? BET HICIE BEEEGETEYGA T
DIVEBRLTLEZEY,

EELCBIRT AU 1 RS Y bOEELAHY F5,

To protect against brute forcé\aftacks: ~ < 4 B 4

Azure AD Password Protection
Conditional@ecess policies
Pass-thrbugh authentication
Smart lockout

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies
Enable Security defaults




Answer:

To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies
Pass-through authentication

o i —— — — —

Smart lockout ]

To block legacy authentication attempts:

Azure AD Application Proxy

Azure AD Password Protection
_____________ 1

'Condltional access policies |

Enable Security defaults

Bk
T274DN21—HF—A8—TzA R TXRN TIV7r—2 3 0 05BANrEBERELD
To protect against brute force attacks: v

Azure AD-Rassword Protection

Conditignal access policies

Passs through authentication
_‘_,_:_Smart lockout

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection
2 Conditional access policies

( Enable Security defaults

Ry IR 1:AX—bkBOYI79k

AX—hr OV T7OME A—F—DNRT—F##HALIZY TIL—k J+r—AFEEZFAL
TRBALELSIELEYTHIREBEZOVITIOMTBDII/ILIEEST AY—bOYI T
X BADLGEI—H—DoDHA A UEFREL HEELZOMOFRBELGZY —IANLDYA A
VEFELGIAETRELEST HEEEIOY I 7O RINETHS 21— —ET7HD U M7
DA LGITCTEESZHIFETEET,

RO R 2. EHAETIRR R O—

T+ FDOREFRIET DEOICLAL—RAETOVITHRENESTUVDEEIE, FHM

ETVEREZFERALTIOBEREZERTEET,
HROFBAZFERT A7 TINTF U RDY Y —RIZTIVERATELVESICTBHIZFESTH




FENTIMN FHAETIELA R O—ZFEALTENLZTOVITHILEEEHOLE
T MEBICGLT HEDI—HF—BLUEFEDRY FT—I DERIZDH, LA —BIECED
KT7TVOERZEHALET,

S .
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-
lockout

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication
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HE-ODERICIE RORIZRKITAVIZTA NI IFvLEHYET,

Faaptares I ()"
* AZure subscrftion amed Subscriphond
« A0 AT wih afps
¥ Actiye Diréctory domain

AT

Oirv-premitos datacenle: & Server running Afure AD Connact

= Linux computer named Senaerl

4> 7L 2 XD Active Directory K * A (& Azure Active Directory (Azure AD) EBI#IL £7,
Server1 [£ LDAP V TV AL TAH > T L = X®D Active Directory KA 4 RO 1—H— ID
EHERT D Appl EVWSBRIDT7 TV r—2a v H RITLET,

Server1 % Subscription1 DRE< L VIZHEITT S FETT,

SOt FXa) F 4 R —TIL Subscriptiont [CTF 704 Shi-{RETS U EH—ERNA
DITLVERRXYRIT=VICT IV RBRATERVKSICT HAIDLELHLIERESNTLET,
B1TRL Appl D51 EREEET AL ERIET DV )2 — 2 a Ve HRET IMLENHYET, V
J)a—23v@FEFa)T4 R)VI—ZHmLTWIRELHYFET,
HERRHICIFMZEDHEINETTAA?

A. Azure AD FA A > H—E X (Azure AD DS)

B. Azure VPN #— ko A

C. lx#8~< > > E® Active Directory KA A > H—E XD&E|

D.Azure AD 7 7 ) r— 3> 7%

Answer: (A %RTd 5)

&5 BA

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview Azure Active
Directory Domain Services (Azure ADDS) &, KAS V&M JIL—T R)— BET4 LY b+
) TOERBEDIFR—T R FAAY H—ERZERHFELEFT IO )L (LDAP) B& U
Kerberos/NTLM £2EE Azure AD Domain Services (Azure AD DS) - Z#l& AAD DS A Azure AD
NoBFEDTHho 2 bERYAH AD Connect B TAH U TL IR AD o RIEASN DT80 1
BET DABEMNHYET, L 7TV EZEEH L TLDAP G EH T OILENHHHEN
& Y £9 , Azure Active Directory (Azure AD) (& Azure AD Domain Services (AD DS) 4 L 1=
LDAP &85t = R— FLTULETY,

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/auth-ldap
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/synchronization
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/N4 1) K Azure Active Directory (Azure AD) T+ > kD Free T57 43 V&AL TLE
T TFUREINRRT—F Ny oG EFERLET,

ROBBEE-TV ) 21— aVvEHRETINELAHY ET,

Azure AD A—H—TF7HIO b &EF2—F vy beLEZTIL—F TA—XKREBDOHER . Active
Directory KAA > A—H—F7hHo I~75“EI YIDTIREINEDEHETEET,

Azure AD #i87 7V ICx T 2 RRDIBIAITE IOV Y LET,

OR MERMRICIMZAETS,

INTNOEHICH L TRIZHRET IVHENHY FTITH? BAET HICIE, EEEE TEYGA T
DIaVEBRLTLLES Y,

EELSCBRIRT BEUICT1 RS Y bOMIESHY T3,

To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies
Pass-through authentication
Smart lockout

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection

Conditional access.policies

“hible Security defaults

Answer:
To protect againstibrute. force-attacks: v
| Azure AD Password Protection
Conditignal access policies
Pass-thrauéh authentication
Smiart lockout
To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection

Conditional access policies

Enable Security defaults



S
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-
lockout
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication
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RDOKRIZTRT Azure Y —ZADBHY FET,

Name Type Description

VNET1 Virtual network Connected tg an on-premises network
by using ExpréssRoute

VM1 Virtual machine Configured as a DNS server
SQLDB1 Azure SQL Database | Single instance
PE1 Private endpoint Provides connectivity to SQLDB1
contoso.com | Private DINS Zone Linked to VNET1 and contains an A
contoso.com | Public DNS zone {oniaims a E%Eﬁg record for SQLDB1

PE1 /LT SQLDB1 ADA VT L IR 2y b=V #EGERET IV ) a—2a VEFRHT
BPRENHYET , BARRZEDESICHREINELINTLELEIAN? BEY BHICE, MERET
@A T 3 /%_'—J_?R LTLESL,

6YaWird contoso.com to the public DNS Zone.
to forward contoso.com to the Azure-provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS server set to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forward cantoso.com to VM1,

Forward contoso.com to the public DNS zone.
Forward ¢ontoso.com 1o the Azure-provided DNS at 168.63.129.16.

Answer:

Azure configuration:

€ ure-provided DNS at 168.63.129.16.
_ m&m to the Azure-provided DNS at 168.63.120.16.

Microsof

On-premises DNS configuration:

‘L he public DNS zone.
the Azure-provided DNS at 168.63.129.16.
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2y FI—O&NBDOT7 TN 7r—2 3 VEBBO Azure RET D UICTIOA T 5 EEFTEL
TVET,

ROBEHZ#E=TV)a—SavEHBETIRENDYFT,
T—AEEDEHOERETL O ToE vy DFERERMRICIMZET,

v b=V BEZR/NMRICHINZ D



EDHEBIL DY A XEHEELFERTHIVLENHY FIMN? AET HICE, BERETHEDG
FIToavEERLTLESEY,
I ELSCERTSE-UIT RS > FOEEAHY £,

Virtual machine size: . v
Compute optimized Standard _F8s
General purpose Stardard B8ms
High performance/Compute Standard_H16r
Memory optifnized Standard_E16s_v3
Feature: i | v
Recewe ssde scaling (RSS)
Remote Direct Memory Access (RDMA)
.LS:ngle root I/0 virtualization (SR-I0V)
Gal KAdchine Multi-Queue (VMMQ)
Answer:
Virtual machine size: v
Compute optimized Standard_F8s
General purpose Standard B8ms
H_igh performance comipute Standard_H16r
Memory optimized Standard_E16s_v3
Feature: v
Receive side scaling (RSS)
Remote Direct Memory Access (RDMA) |
\ aSingle rooLI{D virtualization (SR-I0V)
VIIGiruaPfachine Multi-Queue (VMMQ)
S

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes-hpc#h-series
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Appl EWSERTIDAVTLIR TTUNHY T,
BERIE A1 ZEALTT O ILVEBREEELET,
App1 % Azure IZB1TT HFETT,
Appl AIFTDT—2 A L—2 V) a—2a zHERTILELRAHYFET , V) a—arvE R
DERA FL—CERZFB-LTVWIRENHYFET,
*1%7?43@?1%% EB{ELET,
*IRKS50MBDI7AIILEHFALET,



* Azure Front Door M Azure Web 7 74— 3> 274794 —IL (WAF) ZERALT 4
A—=TADTIEREZEBLET,

Y )a—2a3 Ik ROBETHOY FNEHERZL-IDLENHBYET,
*AML—POEBRT—IVLT I REYR—FLET,
*CT—REUA—ICEENRELIZGEETYH . Appl OATRMEHFLET,

YIEBOD Azure )= 3 o DT—ADHRAIY LEZTAAEYR—FLET,
T—ADEBEILICEDY—EREFHREFRIHICEDHIRETTMN BERADICIE BULGEH—ER
FELWAASATOT—RICRS VY LET  EY—EXE A EEFERT S BEHEFER
5L FoRKFEALBGVWI LI TEET , AVTUYERTRT DIZIE ARNAMUETHE
N—ZF RS9 ITHEN RUO—-)ILTELENHDIBELHY FT,

EELCBERT BEUICTTIRS Y bOMIESHY T3,

Services Answer Area

Azure Blob storage

Image storage

Azure Cosmos DB
Customer accounts:

Azure SQL Database

Azure Table storage

Answer:

Services Answer Area

o o '.::._ | ‘sl dala =t
Azure Blob storage ‘ = _ - % B L Lug Hforage |Azurc Blob storage I
Azure Cosmos DB | A o | -_—
4 P a = Customer accounts: | Azure Cosmos DB

£

[Azure SQL Database ]

Azure Table storage !
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Fabrikam QEREEEHZFH=FICIX. VYV a—2aVITRZEDHIBENHY FITHM? BET SHIC
X, BEEETEYGEA T avEBIRLT S,

FEELGEIRT BETITTRASA Y FOMIELHY T,



Minimum number of Azure AD tenants:

Microsoft
Minimum number of custom domains to add:

Minimum number of conditional access policies to create:

Answer:

v
0
1
2
3
4
v
0
1
2
3
4
v

B M= O




MNirrme~nFe
r".':l."i'-._,: "\_,-; }L‘i L

Minimum number of Azure AD tenants: v

B WO

Minimum number of custom domains te.add.

Minimum number of conditional access policies to create: v

B L B =D
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ESRRIZEELGT -2 2RETHIHLVWT T ZRRTHFETY,

a7 TIVEROEHEH-TRELNHYET,
1EBFHFLVT—ENERESNGNELSICLET,

BAHERYBIEZER/IRICHIZET,

T—E3DERNERKRELET,

TTVADRA ML= V) a—2 a3 VvE#ETIBLENHYFET,
MEHDHHIRETIMN? AETHICF BEFELTEYGA T a vEERLTIES Y,

Azure Storage account Kind: v

StorageV2
BlobStorage ..
BlockBlobStorage: ©

=

Replication:} .0 ™ v

Zone-redundant storage (ZRS)
NS~ o~ ~|EQcally-redundant storage (LRS)
WITCTOS O|Read-access geo-redundant storage (RA-GRS)

Answer:



Azure Storage account kind: v

StorageV2
BlobStorage
lockElobSforage

Replication: v

Zone-redundant storage (ZRS)

: L\...'.- Locally-redundant storage (LRS)
. [Read-access geo-redundant storage (RA-GRS)

S
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json
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#H 50,000 FOA N FEERTEITTUNBY ET,
ARV L% Azure A1 RNk NTIZR FJ—2 245 L Event Hubs Capture ZfH L Ta—IL K
INRIIBHERET HFETT , Event Hubs Capture DA R FHAGLKR—F SATFALICEST
HEBINFET,

Event Hubs Capture 49 R— h T BIZIEEDTEFED Azure A hL—2%2TRED I =TT 5
DELBHIMN FLR— bk VRTLRYR— T E2RENDHIZET IR EEETINE
nHYFET,

RIZ#EATEI2VHENHY EITMN?EZS, EZX0FISBEIERKREZZEIRL TS,
FEELGERTBEVITTIRASA Y FOMIELHY T,

Storage type:

IVIIGCI GoU il L
Azure Data Lake Storage Genl
Premium block blobs
Premwm file shares

Apache Pargluel
AVIo

Data format:

Answer:




storage typ#=* [\licrosoft v
Azure Data Lake Storage Gen2
remium block blobs
N I

Data format: Apache Parquet
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HE-DETIE HEHOD Linux £ & U Windows <> (VM) & Azure IZF 704 LTULE
9 .VM [E, Azure VM PLIE#EREZFERA L TA X F—ILE 1= Microsoft IREFREIZET— T v b+
& Log Analytics T—o x> hEEBIZTTTAAMAESNET,
AT L 3 RESIL . Azure ExpressRoute AL THZIZHY E LT,
VM #EHR/TEY ) a— a3 VERHTHIRENHYET,
ED Azure ERY—EXZFATLILENHY FIH? BET HICIE, BIZFHEE TELLE Azure
BERY—EXEERLET,
FEELCGBIRTBEUC1 KRS Y bOEEAHY £5,

Scenario R A® . Azure Monitoring Service

N 7l = rryr S—_ T =
VIICFOSOT1
L %l Wl Wl L

Analyze Network Security Group (NSG) flow logs for VMs v

attempting Internet access. Azure Traffic Analytics
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor

Azure DNS Analytics
Visualize the VMs with theindifferent pracesses and v
dependencies on other computers and external processes. [Azure Service Map '
Azure Activity Log
Azure Service Health
Azure Advisor

Answer:



Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs ~ _af%, v
attempting Internet access Azure Traffic Analytics |

Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with their different'pracesses and v
dependencies on other computers and external processes. [Azyre Service Map

Azure Service Health

Azure Advisor
A
G274V A=A VA—DT AR TXATIIVT— a3 VOHRBANBHERSIND
Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs v
attempting Internet access. Azure Traffic Analytics
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics
Visualize the VMs with their different processes and v
dependencies on other computers and exiernal processes. [Azure Service Map
Azure Activity Log
Azure Service Health
Azure Advisor

Ry IR 1:Azure b5 74 I 9H

Traffic Analytics (X, V5D K 2y b=V RADI—HF—¢ETF7 T 5—23 DTV T4 ET 4
FARILT B9 5D KR—RDY ') 2—23 2T, b5 7499 5HE, Network Watcher 4y
FO—9 X274 JIL—T(NSG)D7O— AT ERHL Azure 75O FAD LS 74w
9 70—ICEATHSRBRERELET, b 74 v I DMEFERTLHE RO EMNAREIZEY F
9,

FALWTWBR—k A3 —2y F 7O RREHADI T TV r—2a3 0 FERRY FT—5IC
EHRLTLWAREYYY (W) B EDEHRZFERALT,. tXa ) T4 LOBEZREL, XY
T—0 #RELFT,

Azure TR ) T2 a 2ROy b I—0 FOTA4ETAEZREIEL KRy b ARy F&4F
ELFET,

Azure ) =3 A V3 —2Y FEERD NS T4 vy 20— NA—VFBBELT /NT+—X
DAEBREDFRY NI TTAOAM ERBEELLET,

Y FI—OADEEEZFIZ OGN DAY FT—IVBRORYEHELET,

Ry R 2:Azure H—ERX < v

Service Map (& Windows 8L U Linux VATLLEDT7 TV r—ay avik—3x2 FEBEM



[CBRHEL HY—EXEDEEZYYEVS LET,Service Map 2T ¢ H—/N\—% EE
BY—ERXRFRBITIHEER SN VRATLAELTERSIENTEEFT  Y—EXR TV TIC
X TCPEM N7 —FT IV Fv&2RIhd0—N— TOEX RESLVEEERDE
E AR— FEOEGARTINEFT , I—Cz 0 bDA VR F—ILUSNZERIIDEHY FHA,
SE 3

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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HET=DO=FE VM1 EVWSLHID Azure RET VT TOSM S5 Web H—EXZFBFEL
TWET Web H—ERIZEY APIBAVMI BDSDYTILEAL T—RIZTIERATESE LS

[ZRYET,

BEDREITL VDT IO AV NI, FFOAM A MDOBRIZRTENET (B4 7%
2w LEY),

Vi : VM
WM 2

Vivmoso

Subnet1 ProdSubnet

QD

VNet1
R EMiEEE (CTO) L. ROBFA—IL A vyt—CFFEELEFT, BHORAREIL VM1 &
WS ZHIORET L UIZ Web H—ERETFTOA LEL, TR FOFE. VM1 & VM2 1 i
APl 27V EARTEDZEMNREINE Lz, B/ A— b F—IE ROBFRIEHKETEZILELDH
YEF, 407 —Fy MERD API, A\— b F—FRAKT 7 TV 5—2 30 TIDT—2%(E
L& 3, JAzure APl Management (APIM) 4—ERXE#FT 704 LET EET S AP
Management k(X APl DB RICRENTWES (AP TE0 Yy LET,)
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LOCATION VIRTUAL NETWORK SUBNET

West Puriope SO VNet1 ProdSubnet

RDEARAT—FAVMIDVWT EDARAT—FAY M true DIFEEF [TV ZBIRLET, Th
pHoizEld, DOWA ZEBRLET,
FELCERT SEUICT RS Y FOEELHY FT,

Statements Yes No
The APl is available to partners over the Internet. O O
The APIM instance canaccess realtime data fromVM1. O O
A VPN gateway is required for pafiner acdess. g 10O O
Answer:
Statements _ Yes No
The APl s available to paﬁners over the Internet. O O
The APIM instance can access real-time data from VM1. |O O
A VPN gateway is required for partner access. O O
i

https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet
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ERREZEET 51 —H—H Azure MFA [CEER SN TS Z & &R L Azure portal [2H A

A 2FHEEITAzure MFA ZERL TREAET AR EAHYFT , V) a—Y 3 VL FBEEEER
AIDEHZHIZLTVWIREAHY FT,

BRI ET EINEN?EET SHICIF, AERETHEYNGA T a v EERL TS,
FELCERTSEUICT RS Y FOEELHY FT,

Answer:



To reqister the users for Azure MFA, use: \d

ure AD Identity Protettion
Security defaults in Azure AD
Per-user MFEA in the MFA management Ul

To enforce Azure MFA authentication, configure:

Grant control in capolicy1
Session controlin capalicyy ° 2
'Sign-in risk pokey in wwﬁ&ﬁ@ﬁ@a the Litware.com tenant

S
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-mfa-policy

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies
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