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RHTEE: 1

RODAREFEDENN 2y FT—D A4 203 —T x4 RethOZEiBET 5T X TDIPv4/N
79 FDEETIP7 FLRAFE1920211ZEBLEFI M ?

A. iptables~at~APOSTROUTING~o eth0O~ SNAT —to~sourcd92.0.2.11

B. iptables~tat~APREROUTING~i ethO~ SNAT ——to~sourcd92.0.2.11

C. iptables~tat~APOSTROUTING~ i ethO~ PNAT —to~sourcd92.0.2.11

D. iptables~mangle~A POSTROUTING~i  ethO~ BNAT -to~source!92.0.2.11
E. iptables~nangle~A POSTROUTING~0 eth0O~ BNAT —-to~sourcel92.0.2.11
Answer: (&% &RT~9 5)

REA/ISHR -
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO-6.html

HTREIRE: 2

RDARVEDENN Ny bEXVNS F AT ER—2ETT—TIL T4 ILE—ICE
FNdT X TDebtable)L—)LERTLEFTH?

A. ebtables -t filter -Ln -L

B. ebtables -t nat -L -v

C. ebtables-Lt filter -Lv

D. ebtables-t filter-L-Lc

E. ebtables-L-Lc-t7 1 JLAR —

Answer: (&% &RT~9 5)

RITRIRE: 3

RDARY KOENMN_ T 74U/ etc/Firewall / rules~DF&HEARMY ELUVEEAHBEZE
BEHRL LWL EITFAT0+—ILEVSBRICEERTIERIL—IEERLEFIMN?
A. auditctl -N Firewall -rr / etc / Firewall / rules -rw :

BEITF7AT2+—ILIL—IL
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B. auditctl -A -f / etc / Firewall /rules-FE f=[Z-ow-IFirewal |

C. auditctl -w / etc / Firewall / rules -p rw -k Firewall

D. auditctl --read / etc / Firewall / rules --write / etc / Firewall / rules
~INIVITFATO+—I

E.echo'n : 797 A4 70+ —Irietc/ T 7AT24+—ILIIL—IL w{
etc/ 77 AT 24A—ILIJL—)L :"| auditct|~

Answer: C (A —vyt—T#ET)

FRBR/SHE -

https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Security Guide/sec-
Defining_Audit_Rules_and_Controls.html

RFTHERE: 4

IL— FCADGERAZEICEA L TELWRBAIRD S b ENTTH, (EFFE2DZBIRLTLZE
Ly,)

A. BEERIHETY,

B. CAOMERIIEENTUVEEA,
C.HBRZLELTHRRAMENEFNTLWEIRLENHY FT,

D. FanldER T HRUNICHELZ LIEHY FHA,

E. X509v3Authority L sRERENEEN TV AIMENH Y F T,
Answer: (& &R 9 B)

BRI

https://en.wikipedia.org/wiki/Root_certificate

#TEIRE: 5

RORAEDS>S nmapZERALEBRFOX X v URMZHETIOEENTIMN? (EfiF2
DERLTLZSE,)

A VJRATARFv Y

B.tOXFv >

C.FINXF+ >

D.IPRXF+¥ >

E. UDPSYNRX &+ >

Answer: A,C (A —vyt—T%EY)

BRI
https://nmap.org/book/man-port-scanning-techniques.html

R 6

eCryptfs/CEIL TE L WRBAIERD S5 ENTTH,

A.eCryptisT 4 LY FURDTRTD I 7 A ILISIE BB EShi-a T oY EETRIE
T577 A LABELET,
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B.eCryptfsT 4 LY b ET7UR IOV MLIRE . TALI VIBRBETD D 7M1 ILAIE

RREINFIDN, T7MILORBERRT D EIETEFREA,

C.A—H¥—NMNOJA VI RT—FREEET S& eCryptfsti— LT LY M) DORBEZEH

LWBAITAUNRRAT—F#FERALTERSETA2RENHY FT,

D.eCryptfs T4 LY FUHADTRTD I 7AIILDAVTIUOVIX NIT+—I U REFRLE

HFA5OIZEBMDA Ty I AT tar D 7 A IILERBRD T —hA T I 7 A IJLICRES
nEd,

E. eCryptfsZEH L T, EEDLNUXLI—HF—DHR—LTA LY F)THDTALY D
HEBBILTHLEILTEELA,

Answer: E (A —yt—T %57

RATEIRE: 7

Yalb—vay

LInuXBEE AT AICEFEFNATVWSEDAT Y FHABEEOTORRE T4 ILE ) VT %R
wmLFERImn~

LRRPNRS A=A —ZHEEETICaAT U RFDAHAZHRELTLESL,)
Answer:
ausearch

RBA/SE -

https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Security- Enhanced_Linux / sect-Security-
Enhanced_Linux-Fixing_Problems-

Searching_For_and_Viewing_Denials.html

=ITRARE: 8
Name Service Switch NSS) R 7 1 IATHERATE LT —IR—XZIERDS5BEN
TIM?
BODEMZEFEIRLTLIZELY),
.RR R
5
H—EX
. passwd
TN—=T
Answer: ACE (A —vyt—U%%Y)
REA/SEE .
https://docs.oracle.com/cd/E26502_01/html/E29002/a12swit-89620.html#a12swit-84565

moow>»

BHRIE: 9
ROATY KOS5, SSSDOA—ALY—EREERT 21— F—2BNT S0 EN
T
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. sss_adduser

. 8ss_useradd

. sss_local_adduser
. sss_add

. sss-addlocaluser

Answer: B (A —vyt—T%EY)

mooOow >

=ITRRE: 10

SnorntTIL—ILEET VT4 TS H=OICERATELIAEIRDS>BENTI AN ? (EfF
Z2DBIRLTLCIZELY,)

A JL—I)LDFIIZHZEEL SnotZHEBILET

B. /NXJL—)L#%local.rulesIZEEE L SnortZ=BiE L £9,

C. L—ILZHIERL , SnorthNIL—IL 7 74 ILEBEMICUD—FIHDEFLET,

D. /AR JL—)L % /etc/snort/rules.deactivatel 280 L SnorthAIL—IL 7 7 A ILZE BEIRIIZY)
A—F95DEFHLET,

Answer: B,C (A —vt—U%&Y)

LPI 303-200 : f&#EAER

HTERE: 11

1< > Rdnssec-signzone®V — U (ZIEMTEADNSLOA—RA A TIERDSIBENTT
N7 (EfE3DERLTIESEL,)

A. NSSIG

B. NSEC

C. ASIG

D. NSEC3

E. RRSIG

Answer: (& &R~ 9 B)

EHTRIRE: 12

OpenSSLEERDXMDITD 5 5 KA k%&Zexample.org$ & Uwww.example.orgdX509v3+H
Ty MEBBUREREZAEICEMT 5DIFENTT M,

A. subjectAltName = DNS www.example.org, DNS example.org

B. extension = SAN www.example.org, SAN example.org

C. subjectAltName www.example.org, subjectAltName :example.org

D. commonName = subjectAltName = www.example.org

subjectAltName = example.org

E. subject = CN = www.example.org, CN = example.org

Answer: A (A —vt—U%&Y)
BRI
https://www.openssl.org/docs/manmaster/apps/x509v3_config.html
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FTEIRE: 13

getcifsaclDHE A IZHEFET DAREEDH D TL T4 v I RERDS5 b ENTIHI ? (EfES3
DEIRLTLLEZEW,)

TN—7

.FTEE

. SID

.ACL

. GRANT

Answer: A,CD (A —yt—U%5%T)

mooOw >

AT 14

YXalb—vay

EDPAMED 2 — L FHEDHEITH L THLWIRT—REF vy L Eift S A
LEIN? HC NRLGLDED2—ILEDH,)

Answer:

pam_cracklib

REA/SER -

http://www.deer-run.com/~hal/sysadmin/pam_cracklib.html

=ITEIRE: 15

704 5 Lsnort-stat® BRIIZATT M ?

A ETHDSnot 7O AN LDHEHERRTLET,

B.EEINTWLWEAITARTORY FIT—ITNARADRAT—RRA%ERLET,

C.Snont 7O RANELRITHTHY /A7y FEREBLTLWAINESHERELET,
D. ¥ XRTDSnornt 7O ANDAT—RRAERRLET,

E. SnortiHR & SO syslog7 7 A L EFHHIRY  R— FRF v U EERLEFT,
Answer: (fBZ % RTT 5)

ERBA/SHE -

http://manpages.ubuntu.com/manpages/trusty/man8/snort-stat.8.html

HTEIRE: 16

openssl s_clientDRD/INSA—2 D55 TLSH—N—ZBRRICEHATHKRR FNEZEETE
THLDIEENTI D,

A. -host

. -sniname

. -tlsname

. -servername

mooO W

-vhost

Answer: D (A —vyt—T%EY)
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A7 303-200 7B (X GoShiken.com MZE I =& L9 Ly 303-200 HERRERE
& ! GoShiken.com M &F D 303-200 HERFEREE ZIRHE L TLVET, GoShiken.com
303-200 REERIREII R T MENEE TSI LVET , FTD GoShiken.com 303-200
HiREE %4 v b3 5 AL T B 5: hitps://www.goshiken.com/Lpi/303-200-
mondaishu.html (6030%OFFfEIZESE A & IE 24T E T 30%wiFAIEI5 10— k-

Freepdfdumps)

mATEE: 17

ROAVKR—22 bDENDFreelPAD—ETET M ? (EfFE3IDFBRLTLIZELY,)
A. Kerberos KDC

B. RABRMI AT L

C. 2 HBA2VITRAMIIVFY

D. DHCPH—/\—

E.74LY F)HY—i\—

Answer: (&% &RT~9 5)

BATEIE: 18

RDF—T— KD S5 iptables natT— T IIL DA AHF DB FILENTIT M ? (EFFE3D
BERLTLLESL,)

A HH

B.vXAL—F

C. i

D. RX bIL—F 4 2%

E.ERIIL—T 427

Answer: ADE (A —yt—T%5%T)
BRI
http://linux.die.net/man/8/ebtables

RFTHEIRE: 19

N—2 3 VATNFSIZEMEN-FRAEEIRDSI6ENTIMN?

A. Kerberosi®;

B. SSH/RR k+—32&

C. Winbindz2:E

D. SSLiEBAE2E

Answer: A (A —vyt—T%EY)

SREA/SE -
https://www.centos.org/docs/5/html/Deployment_Guide-en-US/s1-nfs-security.html
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EHTREIRE: 20

SELinUXZFEARA L THILINE=T I ERAFEETIVIEIRODSBEATTM?
A. TIV—TT7 9 X GAC)

B. &7 Y & A #lfE DAC)

C. &% 7 - & A Hl#E KMAC)

D. ¥a!) T4 7V X SAC)

E. 1—¥—7 2t Xl UAC)

Answer: C (A —yt—T #%7)

BT 21

HLWSPDI Y Y ZERT B1=0(Z_setkeyD /ST A —F T 7 A ILTHEASNDIRT—
FAVRERDSIBEENTIMN?

A. spd

. addspd

. hewspd

. spdnew

. spdadd

Answer: E (A —yt—U % 5%T)

SREA/SER -
https://www.freebsd.org/cgi/man.cgi?query=setkey&sektion=8

m oo W

RATEIE: 22

ELLWTHFR b+

TRTOYTavR—RY FEELH LUFreelPAY—/N\—% A1 VX F—ILE L UHERK
L.#FTLULFreelPARA A VEERT a7 RIZENTT L, (HS INRPONTA—2—
DHENIATY FDH),

Answer:

ipa-server-install
https://www.freeipa.org/images/2/2b/Installation_and_Deployment.Guidep.pdf

RFTHEIRE: 23

ROEHEA T a3 >D55 ApacheHTTPDAREEIZY SA 7 FMIBHEFLELET HD
FENTI N,

A. SSLPolicyvalid-client-cert

B. SSLVerifyClient(Z (&

C. A% HIBR-x509

D. EEX509h N E

E. SSLRequestClientCertl& &=

Answer: B (A —vyt—C#ET)
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EXFTEIRE: 24

chrootiRIEICDWWTIE LWLVRAAIERD S b ENTIMN?

A 7055 LFEHETVCELEFERL Tchroot/ \REFRETEEE A, 37 Fchroot®
FRTIDLELAHYET

B. chroot/S R [Z[& chrootiREBETERIT SN TS IO S AICHRELRITRTODT—EHE
FNTVWSIRBENHY FT

C.chroot/ SRR DT—A DI VR ooht=Ebnh Z7a4ILETo LY RIS
TFOERTEDLSICHYET

D. 27> KchrootZ AT 5154 starteda < Y FIZHBEDLRER TEITSATEY

HOTOERELEBETEEFEA

E.tXal)T 4 %5813 B1=8HIZ_chroot/SAAD T 7 A ILADN—KY oo lE=EBN
FEA

Answer: B (A —vyt—T%EY)

EHTEIRE: 25

ELWTFFXR bk
H—N—AFEEEREFRELBZVMERIZ, IV FENECIFSEED 7 7/ LD O—H
ILFFBEEE LTRRSND1I—H —ZmountcifsDENDA T a v THEELEFITMN? (iEd
INTGA—B—FBERTIC . AT 3 VADHERELTLLZEIL,)

Answer:

uld = arg

http://linux.die.net/man/8/mount.cifs

RFTEIRE: 26
T7ALT7ANLEDTN—TELIVERTELI—HF —DACLR—ZADEETAAT VR
FRMYFEIaTY REENRTIMN?

A. setfacl -x group * rx_user * rx afile

B. setfacl -x mask : rx afile

C. setfacl ~nmask : rx afile

D. setfac| ~ngroup * rx_user * rx afile

Answer: C (A —vt—T %)

Bl

REA/SEE .
http://linuxcommand.org/man_pages/setfacl1.html

T 27

ELWWTFHFRF

EDOPAMED 12— LA HEDHEEIZH L THLIWVIRT—FREF vy L EH S %58H
LEITH? B NNRBLOED2—ILEDH,)
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Answer:
pam_cracklib
http; // www-deer-run.com/~hal/sysadmin/pam_cracklib.html

EHTIRE: 28

ROAIV FD 55 eCryptfskEELT 4 LY b1~/ Private®a > 7Y E1—F—HF
RATESEDICTHDIEENTIMN?

A. ecryptfsclient

B. ecryptfs.mount

C. ecryptfs-mount-private

D. decryptfs

E. ecryptfs-manage-directory

Answer: (fRZ%RTd 5)

REA/SER -
https://help.ubuntu.com/Its/serverguide/ecryptfs.html

EFTMERE: 29

ITIATGILF—DBRTY TRAR=RIZEZFAEFNLZEWVELSIZT BIZIE, openvpna T >
FREDF T a v EFERTIVENHYETMN?

A. --mlock

B. --no-swap

C. --root-swap

D. --keys-no-swap

Answer: (&% &RTT 5)

SREA/SHR -
https://openvpn.net/index.php/open-source/documentation/manuals/65-openvpn-20x-
manpage.html

#T[EE: 30

RDF—T— KD S B iptables natT— T IILDIHAHDEFIIENTTHh? (EEfE3D
ERLTLCESELLY)

A ERIIL—T4a 2T

B. RX bIL—F 12

C.TRAAL—F

D. A5

E. L3¢

Answer: ABD (A —vt—U%&9)

BT RE: 31
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T 74 )LafilelZHhiRBHEARE SN TV E FZa 7 Y Ryetfattrafile #R1T79 5 & ES
BYETH?

A. BAIFERSNT  getfattriXE1 TR T LET,

B. getfattridZ&E &AL E1TERTLET,

C. getfattr(FZEZHAL EOTHERTLET,

D. HAlXERM SN T getfattriEEOTRTLET,

Answer: D (A —vt—T#ET)

B %173 303-200 [EFELE (X GoShiken.com AR I -EH L9 L) 303-200 AEX[E7E
& ! GoShiken.com M &#F D 303-200 FAEREEE R L TLVET, GoShiken.com
303-200 SHEERIREII R C MENEE TSI LVET , FTD GoShiken.com 303-200
BEE %S v b3 B AL B 5 https://www.goshiken.com/L pi/303-200-
mondaishu.html (6030%OFFfEIRESE A & IEfZ (T T 30%wiFAIEI510 — k-

Freepdfdumps)

RATEIRE: 32

ELWLWTFFXR bk

Apache HTTPDERE 7 7 A LD EDF T 3 VMNOCSPRT—T Y V5 E#HMZLET
M? (BIINSA—F—FEERTIC. AT 3 VBDHERELTLLZEIL,)
Answer:

httpd-ssl.conf

EHTREIE: 33

AppArmor & SELINUXDZEWERD 55 ENTIM? (EFFE2DFJIRL T ZEWY),

A. SELinUX#ERE[FREBIFFICA—FSh RTEET S LIETEEE A, AppArmorld, £
DEEEZERT H-HDD1—HF—XAR—XAY—)LEZRELFET,

B. SELinuxI&¥EsR 7 7 1 ILIEHEICTESREFREFEL 9, AppArmorlE 7 7 4 JLEE D1ER & 1K
EBEHMFLEREA,

C. AppArmor([F 1 —HF—XR—R[COAEE SN TULVET, SELinuxlELinux A —=JLE

L a1—J)LTY,

D. AppArmorl B EDERZVELET HAlH LEH A, SELINUXITEIZFEITERET S
WHENRHYFET,

E. AppArmor(d  SELinuxk Y £ #B# THE <  BRNEETY,

Answer: BE (A —vt—T %57

ExHTFERE: 34
X217V VEEETRITTAEOICT TSIGIEED K S ITR—LY—N—ZFLET
m?
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A BADHY—/N\N—MHEIZX509EFAE R L £,

B.BADY—N—[F H—N\—THESNIWERZFERALET,
C.HADH—IN—D EEIN-V—CDREIZERAINANSLO—RFDSR)LIZEY]
HWDANELO— FZREELF T,

D. BIADY—/N\—HDNSSECEZFERAL T ek dn-V—VITH L THERNH S &L %48
BICHERLZET,

Answer: (f8&ZRT9 B)

FRBA/S R -

http://lwww.cyberciti.biz/fag/unix-linux-bind-named-configuring-tsig/

Ex#TERE: 35

RDITSIVT4ADS>H WERDEX1)TAITESTERRIDEENTIMN? (EME
Z2DBIRL TS ZE,)

A BERT, ENONMERSNDIVATLATHERT HAILENHY RLTENGNTCE
Sy,

B. MEBRILARBY —N\—ICT7 v TO—FTI2RENHY FT,

C. WERIIXS0GZIAZEICEFTN TV IRENHY FT,

D. MERIL MOLERMICERAINEGTLI) ALIZTRLGRETHILENHYET,
E.MERI BSLEETICRICTL—UTHEFRAMNIFAILELTRETHILENHY F

ER
Answer: C.D (A —vt—T#%T)
SREA/SHR -

https://www.digitalocean.com/community/tutorials/openssl-essentials-working-with-ss|-
certificates-private-keys-and-csrs

HTEIRE: 36
HFLWLWSPDI Y R Z2ERT B1=0(Z_setkeyD/SSA—F T 7 AL THEASNDIRT—
FAVRERDSIBEENTIMN?
A. spd
. spdadd
. spdnew
. addspd
newspd

Answer: (BZEZRTT B)

moOoO W

Ex ¥ RE: 37

DNSSECE& YV —VAT, F—FBRAX—ICL > TERINTLSERIIRD S5 ENTT
m,

A. A AAAA MX7z EDIEDNSSECL a— k

B. V—>%%9yDSLa—F
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C. Y—YMRRSIGLa— K,
D.V—2DY—2ERF—,

E. V— > MNSECH - [ENSEC3La— K,
Answer: D (A —yt—D %59

#fEIE: 38

SnontTIL—ILEET VT4 TS H=OICERTELIAEIRDS>BENTI AN ? (EfE
Z2DBIRLTLIZELY,)

A.)L—I)LZHIBRL SnotWMIL—IL 7 74 IILZEZBEMIC) O—FT5DFFHET,

B. /AR JL—)L#%local.rulesIZEEE L  SnortZBESHLEFT,

C. /\RJL—)L % /etc/snort/rules.deactivate|Zi:BAN L SnortAAIL—IL T 7 A JLZ BEIRIIZ 1)
A—FTHDEFHLET,

D. L—LDRINZ#ZEEL SnortZBEHLET,

Answer: AB (A —vt—U%EY)

xFEE: 39

Linux{aak 7 7 1 LR X R AT ZEF TR SN TVWET , ROLFD S5 BREOREEATE
RIS TEHEDEENTTMN? (EFEIDRIRLTLEEL,)

A DRT LA

B.E®8ETZ%

C.72#IJLk

D.FiE®E

E.1—H—

Answer: ABE (A —yt—T%5%79)

EFTIEIRE: 40

DINEZDFTOERRDRD) Y —RAD S5 Bashfl#AHAAH T 2 Fulimit THIHITE
BDEFENTIMN? (EFEIDERLTLEZEL,)

A FNTWE T 7 M IILEERFDERAEK

B.HILLERSNT=T 71 ILDEHRKHE

C.1—¥H—TJOtRDHEAXHEK

D. REZHDEZEAH

E.EEAFENT 7M1 ILDRRY A X

Answer: A,CE (A —vt—T%REY)

AT 41

RDAZHFDS5L FreeRADIUSOEME Y A4 T 2 MERIZENTTMN?

A. client private-network-1 {ip = 192 0 2.0 / 24 passwd = tests123-1}

B.VSAT7 TS5 A4R— 2y FT—4-1{ip=1920.2.024>—% L v b=testingl23-1}
C. client private-network-1 {ip = 192.0.2.0/24 password-testing123-1}
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D. ¥ 54 7 > kpnvate-network-1 {ipaddr = 192 0 2.0/24/X X 7 — K =testing123-1}
E.VSAT7 TS5 A4R—FxRy b T—4H-1{ipaddr=19202.0/24>—5 Ly k=T R k
123-1)

Answer: E (A —yt—U%5%T)

EHTEIE: 42

RORBEDS>E nmaprFEALEBFORX v UEIMiZEETEDEENTTN? (EfE2
DERLTLEZEL,)

A.IPRF¥xv >

B.FINXFx+ >

C.¥tnX*xvv

D. VAT ARRFx v

E. UDPSYNR ¥+ >

Answer: B.D (A —vt—U%EY)
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