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ExHTEIRE: 1

BHOTOD Y MZFEEDD T TV =23 0D —ERXR T7HO Y FEEBBLTWET, web-
applications 7AY Y FTEITEIATWSRET LY (VM) [L, crm-databases 7O 9 +®D
BigQuery T—A2 v MIT7 V2R T ILENHY FJ, Google K H#RT 5T59 71 XIZHE-
T.web-applications 7Oz FDY—ERXR 7HhOU M7V REZFRFELEFT . ES5T N
(F&EWLTL&ID,

A. crm-databases [Z roles/bigquery.dataViewer 0 — )L Z {5 L _ web-applications [Z# {74 O —
WERFELET,

B.Web 77— 3>® UBT Y FFEEIZ,CRM T—2 R—X~ADO#EY) 7 O0— )L %1+t
ELFET,

C.crm-databases IZ R Y FrEHE O—IL%E{H5 L  web-applications 12
roles/bigquery.dataViewer O—)LZ {5 L E T,

D. crm-databases # & U web-applications 7O 9 MMz DAYz FAREE O—ILEFEL
F7,

Answer: C (A —yt—T#ET)

EHRERE: 2

HETX I RTOavEa—F 424 7—4-0— K% Google Cloud £E1D 2 DDHS5H K 7
A/\A4 4 LD Kubernetes IZTT TAA T 5 EERELFELIZ, TRTDISOR YY—ADT
AEYaz=y4y 7O+ X% BE1Ed % Infrastructure as Code V') 2 —> a3 VEHEELEVECE
ATWET, E3TNEINTLELES D,

AYAMLY=Jz R rEFERALTYY2—2 30 EBEL YY—XREJOED 3=V LE
v,

B. Terraform AL TY Ja— 3 VEBEL YV Y—XRETJOEY 3=V I LET,
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C.Python £ RTOTANAE—DYI S5 KSDK 2FALTY Y a—T a3 VEBEL Y Y—
REJOEYI=VYLET,

D. Config Connector Z AL TY ) a—> a3 ERBEL VY—RETOEDa VY LET,
Answer: B (A —vt—U%&Y)

The requirement is for an infrastructure-as-code (laC) solution that can manage Kubernetes
resources and other cloud resources across multiple cloud providers (Google Cloud and two
others).

Option A (YAML manifests): YAML manifests are primarily used for defining Kubernetes objects,
not for provisioning general cloud resources (like VPCs, IAM policies, databases) across different
cloud providers.

Option C (Python + SDKs): While possible, writing custom scripts using each provider's SDK
requires significant development effort to handle state management, dependencies, and provider
differences. It essentially reinvents much of what dedicated laC tools provide and is not a
standard laC approach.

Option D (Config Connector): Config Connector allows managing Google Cloud resources using
Kubernetes- style manifests and APIs. It is specific to Google Cloud and cannot manage
resources in other cloud providers.

Option B (Terraform): Terraform is an open-source laC tool explicitly designed for building,
changing, and versioning infrastructure safely and efficiently across multiple cloud providers and
on-premises data centers.

It uses providers for different platforms (GCP, AWS, Azure, Kubernetes, etc.), allowing a unified
workflow to manage diverse resources across the required environments (Google Cloud, other
clouds, Kubernetes).

Terraform is the standard tool for multi-cloud laC automation as described in the scenario.
References:

Terraform on Google Cloud: "Terraform is an open source infrastructure as code (laC) tool...
Terraform lets you manage Google Cloud resources with declarative configuration files..." -
https://cloud.google.com/docs

/terraform

Terraform Providers (General): Terraform supports numerous providers for various cloud
platforms and services. - https://registry.terraform.io/browse/providers Config Connector
Overview: "Config Connector is a Kubernetes addon that allows you to manage Google Cloud
resources through Kubernetes." (Google Cloud specific) - https://cloud.google.com/config-
connector

/docs/overview

RHfEIRE: 3
(#HPDA L TULIZRADAVEa—T 1% 1JY—RX% Google Cloud IZ#4TL TWVET , BIRE
AINBZNYFREBO 3 TE2T7TO04TEIRENHY FT, ¥ a3 TIEHBEMICHZ>TRKED
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CPU EAEVEZRELLEFTH FHIEIHEINFT . TTOAMDERARNREHERT DBEMN
HUET, ES2TNIELNTLEID,)

ANy FHIEBY 3 T%a>TFH1 L Compute Engine IZT7FRA LET,

B. Compute Engine THRAA L I VA4 TEFERALET,

C. Compute Engine TM1 Y Y VI —XE#FERALET,

D. Compute Engine T Spot VM Z#ER L E 9,

Answer: D (A —vt— U %&9)

Spot VMs (formerly known as preemptible VMs) are Compute Engine virtual machine instances
that are available at a much lower price than standard Compute Engine instances. However,
Compute Engine might preempt (stop) these instances if it needs to reclaim those resources for
other tasks. This makes Spot VMs ideal for batch processing jobs that are fault-tolerant and can
handle interruptions, as they can be restarted when resources become available again. This
directly addresses the requirement for a cost-effective solution for interruptible workloads.

Option A: While containerization offers portability and consistency, it doesn't inherently provide
cost savings for compute resources. You would still need to choose a cost-effective underlying
compute option.

Option B: Custom machine types allow you to tailor the CPU and memory configuration of your
VMs, which can optimize costs to some extent by avoiding over-provisioning. However, they don't
offer the significant cost reduction that Spot VMs provide.

Option C: The M1 machine series is a specific family of Compute Engine instances optimized for
memory- intensive workloads. While potentially suitable for the job's requirements, it doesn't
inherently address the cost-effectiveness requirement as directly as Spot VMs, which are priced
lower regardless of the machine series.

Reference to Google Cloud Certified - Associate Cloud Engineer Documents:

The concept and use cases for Spot VMs are explicitly covered in the Compute Engine section of
the Google Cloud documentation, which is a key area for the Associate Cloud Engineer
certification. The cost savings and suitability for fault-tolerant workloads are highlighted as
primary benefits.

=FERE: 4

BHOGCPE S ZEHERT SV ) 21— 3 > %Google Cloud Platform GCP) TERstLFEF L=, vV
)2a—2a3 DaARMERBLD&LSICRHNGERSINF L, HLLIIBEADKRERDRIE
LY ZRBIIDENHYET, BT N2

A V)a1—23 DECCPTOAY MMIDWT, 7O5 T FORER—UTHEDFMERHERL
FT HEHEY-ILEZFALT KCGCP7OAY FORZEIR FERETLET,
B.V)a— 3V DORGCPT7OAY MIDOWT 7AFY FORER—DTHEDFMZREEL
9, BREAOFEBAEERAZ T LEH=Google>— FEERLET,

C.GCPTVYYa—av aJOEYI=VILET VY a—2avEBEEIREYaZVY
Lf=FEFIZLZET, Google Cloud Platform ConsoleD[iER LR— M R—JIZHEL F9, 1:EMH
DIARX+ZHIFIT BADIARMERELEY,
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D.GCPTVYYa—3v&EJAEYaI=VILET V) a—2avEAMInESa =2
LI=FFICLET, Stackdriver£fEAL T FAE azvdanft-yy—REFERENTY
V—RADEFHERELET, JEEOIR MEHTT BAOIRMERELET,

Answer: A (A —yt—T#ET)

You can use the Google Cloud Pricing Calculator to total the estimated monthly costs for each
GCP product.

You dont incur any charges for doing so.

Ref: https://cloud.google.com/products/calculator

E#EIRE: 5

us-centrall!) = 3 VICE—DRBETSAR—FI SO R VPO EE—DY Ty hIT—0 %8
278V bR EZONET,  COYITRY N IT—YII2IE. 7TV =23 0% KA TS
Compute Enginef YR A2 VAN HY £9, europe-westl) — a3 vDEILCTOT Y MMIHFHL
WA VREVRETTIAOATEIRERHYET , COFLWA VRAVRIE TV r—3 >
[Z7 0 RTEBENHYET, GooglehMHRT H5TZ59 T4 RIZHEW-WL, HAaf=FMET S
REM?

A. 1.5 LVPCT europe-west1.2[2H Ty hJ—U H#ERLET FHLWLWVF TRy kT—51C
HLWA VR VREERL RIDAVRARAVADTS5AR— T FLRAEIVRRA U bE
LTEALET,

B.1.VPC&EH TRy b T—% Feurope-west1 212 ERLET, REO— KNS Y —%2FRAL T
FIV—2 3 F8HLET I HLOWG TR FT—VIZFH LWV VR D REERL .,
O— KNS UY—DTF7 FLRAZIVRKRA U FELTERLET,

C.1.E LVPCT,_ europe-west1.2[CH Ty FT—49 %R LET, Cloud VPNZEFAHL T2DOM
IRy P IV ZEGELET 3. HLOWSITRY FD—DIZH LA VR VR EERL &
MDA RAVRADTSZAR—FFRFLRZIVRRA U FELTHERALET,

D.1.VPC&H TRy T —% Feurope-west1 212 ELET, 2DDVPCEET7 ) U F LET3,
FHLWH TR FT—DI1ZH LW VR A VD REFERL ROIDA VAZVADTSAR—FT
FLREIVRRAVFELTERALET,

Answer: C (A —vt—T#ET)

* Given that the new instance wants to access the application on the existing compute engine
instance, these applications seem to be related so they should be within the same VPC. ltis
possible to have them in different VPCs and peer the VPCs but this is a lot of additional work and
we can simplify this by choosing the option below (which is the answer)

1. Create a subnet in the same VPC, in europe-west1.

2. Create the new instance in the new subnet and use the first instance subnets private address
as the endpoint.

is the right answer.

* We can create another subnet in the same VPC and this subnet is located in europe-west1. We
can then spin up a new instance in this subnet. We also have to set up a firewall rule to allow
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communication between the two subnets. All instances in the two subnets with the same VPC can
communicate through the internal IP Address Ref: https://cloud.google.com/vpc

EFEIRE: 6

SUGNWAREYY BTy rEEDVPC TVM A VY RAZ VARERITENATWEST AL VPC T
RRAFESNTVWAMMDY—ERN VM EBIETEDSLIIC VMAURZVRICEEIP 7 FLR
DNEIYETONTWVWS I LZHRETILENHY FT, AR FER/DRICHIZA LA 5 Google HY
WHWRTDITSVTARIZHVEZWEZBZTVWET, ES5TNIXENTLLES D,

A FTLLEERHANEIPVE 7 FLRZFHL HILWIP 7 RLRZ VMIZEIYETET,
B.#LLWHMWNBIP 7 FLRAZFHL FHLWLWIP7ZFLRAZVMICEIYATET,
C.VMDEEFE®D IP 7 FLRZE#HMNEIP 7 FLRICHEELET,

D.VM OEEFE®D IP 7 FLRAZFHINEIP 7 FLRICEKLET,

Answer: (fRZE%RTd 5)

RFTRE: 7

Kubernetes D GCPH£EHE Y —/LEFER L T Kubernetes? S XA MR MRIED Y iR
DBELNHYFEST, 7— 00— FIZIEBIOPHRBETHY T4 RAIVRFTyvToay baERALE
T,F59 ./ — P FHE, FHAREADLETT RIAZLEFTN?

A . O—AHLSSDIZAALET KETARIAML—CERFYTay bR ML—CFABL
F7,

B.O—AIISSDICAALFT VS RA—EEDHEFIR MEEBMLET,
C.[GPUDEMZERLET  KET A RIVRML—DERFY T3y bR L—DFAAL
FY,

D. [ GPUDEMEZBIRLET , VS RI—EEDOHTEIR FEEMLET,

Answer: (&% &RT~9 5)

https://cloud.google.com/compute/docs/disks/local-ssd

ExFMIRE: 8

BEDT—E LU A—DRFAZNY—N—TF7TYr—23 &KX MLTWVWET, 7T
r—<, 3 VIdCloud StoragelZ7 7V R H2MEAHY ET L X2 T4 R I—IT&
Y 7TV 5—23 2 F KA MLTWABRY—N—HIRTY Y IIP7 KLAPA VA=Y T
JERTEHRNWESIZHE-OTWET, Googleh#REIT BT T4 RIZE-T 7T Ur— 3
~I(ZCloud Storage~MD 7V LR ZRM LI-WEEZATWET  HELFARIET HEREN?

A. 1. nslookup Z{# ] L Tstorage.googleapis.com.2MIP7 KL AZWEFELEFT , H—/\—([2/XT
) JIP7 FLRERBTED LI, EFaVTAF—LEXRBLET , TAhDH—/1—M5
storage.googleapis.comMDIP7 FLAANDTY 574 v I DHEHALET,

B. 1. Cloud VPNZ%{&f L T Google Cloud Platform GCP) TVirtual Private Cloud YPC) ~®
VPN kR IILEERLET, ZOVPCTCompute Enginef Y A2 U RAZEERL ZDAVRE Y
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RIZSquid7AFIH—N—F4 VR F—)LLET 3, Cloud StoragelZ7 ¥ X ¢ 51=6HD T O
FLOELTEDA VRE VRZFERTAHEIITH—N—ZBHLET,

C. 1. Migrate for Compute Engine (IB#elostrata) Z{#H L T, ZHh 5 ®OH—/3—%Compute
Engine.2|Z#1T L &3, storage.googleapis.comZbackend.3& L THERT AAETO— KNS Y
H— IB)ZERLET, COIBEZTOF L L LTHEATALSICHLWA VRF VR EEAL
9,

D. 1. Cloud VPNFE - E#EHKEZFEAL T GCP.2TVPCAD R IILEERK LET, Cloud
RouterZ /A L T, 199.36.153.4 /30D W R A LJL— b7 FIN2 A4 X%#=ELET, VPN k2R
LERNLTEDRY N ID—DEFAVTLULIRRY M IDI—DIZT7FIOVRALEST AV TLIR
v k7 —% T _*, googleapis.comZCNAME & L Trestricted.googleapis.com|Zfigik3 5 & 512
DNSH—/N\—%EHLFET,

Answer: D (A —vt—T%EY)

Our requirement is to follow Google recommended practices to achieve the end result.
Configuring Private Google Access for On-Premises Hosts is best achieved by VPN/Interconnect
+ Advertise Routes + Use restricted Google IP Range.

* Using Cloud VPN or Interconnect, create a tunnel to a VPC in GCP

* Using Cloud Router to create a custom route advertisement for 199.36.153.4/30. Announce that
network to your on-premises network through the VPN tunnel.

* In your on-premises network, configure your DNS server to resolve *.googleapis.com as a
CNAME to restricted.googleapis.com is the right answer right, and it is what Google recommends.
Ref: https://cloud.google.com/vpc/docs/configure-private-google-access-hybrid

* You must configure routes so that Google API traffic is forwarded through your Cloud VPN or
Cloud Interconnect connection, firewall rules on your on-premises firewall to allow the outgoing
traffic, and DNS so that traffic to Google APIs resolves to the IP range youve added to your
routes.

* You can use Cloud Router Custom Route Advertisement to announce the Restricted Google
APIs IP addresses through Cloud Router to your on-premises network. The Restricted Google
APIs IP range is

199.36.153.4/30. While this is technically a public IP range, Google does not announce it publicly.
This IP range is only accessible to hosts that can reach your Google Cloud projects through
internal IP ranges, such as through a Cloud VPN or Cloud Interconnect connection. Without
having a public IP address or access to the internet, the only way you could connect to cloud
storage is if you have an internal route to it.

* So Negotiate with the security team to be able to give public IP addresses to the servers is not
right.

Following Google recommended practices is synonymous with using Googles services (Not quite,
but it is at least for the exam !!).

* So In this VPC, create a Compute Engine instance and install the Squid proxy server on this
instance is not right.
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* Migrating the VM to Compute Engine is a bit drastic when Google says it is perfectly fine to have
Hybrid Connectivity architectures https://cloud.google.com/hybrid-connectivity.

So,

* Use Migrate for Compute Engine (formerly known as Velostrata) to migrate these servers to
Compute Engine is not right.

EFTEIRE: 9

Cloud Spanner{ Y A2 VA TCT—IILT—3EZRTELIVRBETE S LS 3ADI—H—IC
TOEAREEZRNETIRENHYET, HEERIZET H5EN?

A. Run gcloud iam roles describe roles/spanner.databaseUser. Add the users to the role.

B. Run gcloud iam roles describe roles/spanner.databaseUser. Add the users to a new group.
Add the group to the role.

C. Run gcloud iam roles describe roles/spanner.viewer --project my-project. Add the users to the
role.

D. Run gcloud iam roles describe roles/spanner.viewer --project my-project. Add the users to a
new group. Add the group to the role.

Answer: B (A —vyt—T%EY)
https://cloud.google.com/spanner/docs/iam#spanner.databaseUser

Using the gcloud tool, execute the gcloud iam roles describe roles/spanner.databaseUser
command on Cloud Shell. Attach the users to a newly created Google group and add the group to
the role.

xFEE: 10

Google Kubernetes Engine 7 S X2 —%t v b7y T LI=WMEE V5 X2 —(ZIXHREEATRE7E
/—FIDELEEUMPDBETTN A VF3—Y M B/—FIZT7IERTEHILEETEFEA,
VSR EBRDERAIR FFHIF L, Google B #RT 5TV T4 RITHRWVDF-VWEEZTLE
¥, BEIEMETEREN?

A TS5AR—rF—bt1OY L VSRE—2EBRATS

B.18Z2EDN\T )y H)S5R3—%T7A/4 L P—ILEENfz/—FZEHMZLET,
C.NNJUv/ EHEMI SRF—%RELET,

D.EBENTSAR—rUSREA—%T7AA4 L _Y—ILRENf=/—FE#FHIZLET,
Answer: (&% &RT~9 5)

E#TfEIRE: 11

BEOTOD ) MZEENBZTIVr—2 3 VDY —ERTHO U L E##EBRLTULET, web-
applicatons 7R 9 FTEFTINTVBRET I > YM) &, crm-databases-projd BigQuery
T—Rty MZT7HOERTEIBERHY T, Googleh\#ET 5 TS5 F 14 RIZH T web-
applications 7B 9 FDY—ERTHIO Y bADT I ERAFHRALET,
HET-FAZET o EMN?

A. Give "project owner" for web-applications appropriate roles to crm-databases- proj
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B. Give "project owner" role to crm-databases-proj and the web-applications project.

C. Give "project owner" role to crm-databases-proj and bigquery.dataViewer role to web-
applications.

D. Give bigquery.dataViewer role to crm-databases-proj and appropriate roles to web-
applications.

Answer: C (A —vyt—T%EY)

Reference: https://cloud.google.com/blog/products/gcp/best-practices-for-working-with-google-
cloud-audit- logging bigquery.dataViewer role provides permissions to read the datasets
metadata and list tables in the dataset as well as Read data and metadata from the datasets
tables. This is exactly what we need to fulfil this requirement and follows the least privilege
principle.

Ref: https://cloud.google.com/iam/docs/understanding-roles#bigquery-roles

ATEIE: 12

Google Cloud CLI #7—9 R FT—> 3 VT4 VA M—=)LL TOXFEREHRELE L, =1
L. 7OFxIBEEHRAM gcloud CLI OJ [CERBINLIDTELZELMNEDELTWET, Toxd
BRFERNEERINGEVESICTLEWMESIEE S TRIELWNTTM?

A O3 R 540 Y=L TRIEZHZFERAL T, CLOUDSDK_PROXY_USERNAME Z0O/X

T 4 & CLOUDSDK_PROXY PASSWORD Z7O/8T 4 #%®XELET,
B.1—H—®&&/IXXT—F#%sha256 T>O—RTIO—FL TFRXF IJ7MIICRELFE
9, gcloud configure set core/custom_ca_certs file A< > FOELE LTI 7M1 ILEEFERALE
ER

C. gcloud configure set proxy/username 1< > k & gcloud configure set proxy/ proxy/password
ATV REFEALT A——RENRT—FEEBRLET,

D. gcloud CLI Y — )LD 7 7 4 JL T CLOUDSDK_USERNAME & CLOUDSDK_PASSWORD
DEZEELEFT,

Answer: (&% &RT~9 5)

EHTREIRE: 13

Speech-to-Text APl Z AL T A —T4F J7M LD TXRMEHMETINELHY ET,
EE I 74L& Cloud Storage /N5y MZTyadhixd RIEFEHEL L Google MRS
53750 T4 RIZER Lz, ILIX—D FOY—N—LR aVEa—Ta425 Y)a—3ay
ERETOIDENHYET A—TA4Fd J7ALDNTy MZEIFLELEZIZET 74 )L% AP
[CEETDHET APIANOREVHLZEEELE-WEEZTWET, HEEIFIAETEIREN?
A. Cloud Storage /X7y b A1 RV Rk 2T RYH—ENB App Engine R 2 U4 — FIREF/E
B L. 774 URI % Google Speech-to-Text APl [ZIXELE T,

B. Kubernetes 3 JZ#ETL TN Y FEEHNICAF YO LTRZET7MIILEIFEL KRULE
DT 74 ILZ EIZ Speech-to-Text APl ZIEUH LET,

C. Cloud Storage /A7y b A R MZk>TrYH—EN 5 Cloud B ZEER L, 774U URI
% Google Speech-to-Text API [CEXELET,
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D. Compute Engine T Linuxcron ¥ 3 7#ERAL T Python R ) T+ E#ETL N7y bEE
HIZAX Yy LTRIET7AILEEL KUED T 7 4 )L T &IZ Speech-to-Text APl ZFE U H
LEY,

Answer: A (A —vyt—T%EY)

RATERE: 14

Container Registry AL C SOV TF A A—=—2ZFFOTOD Y FMI—TMIZREFL
TWET FlDFTaP Y kT, Google Kubernetes Engine (GKE) ¥ S A2 #ER L= &EZ
TULVET, Kubernetes A' Container Registry Mo 4 A—C&# A UA—RKTESLIITLIzNVE
EATCVWEY, HLFaxT N2

A M A—HRESATNWS IO FTC A=A TP N Ea—T7—0DIAM O—
L% Kubernetes / — FTHERINSIY—EX 7HOV MIFELET,

B.GKE ¥ SAAZERT A EZIZ [7HERRA—TF]| T[TARTD Cloud APl ~ADTIL 74
T REHAT D) AT avEERLET,

C.H—ER 7Hho>r b%4R L Cloud Storage ~D7 YVt A#EEZHELFT, COHY—ER 7
Ao bD P12 ¥—%4ER L  Kubernetes T imagePullSecrets & LTHERLET,

D. Cloud Storage W& A A —IZ ACL Z#R L T, T 7 4 /L b® Compute Engine Y—EX 7
AoV MIGEARYERT7 IV ERAEZRMHELET,

Answer: A (A —vt—C %%

Configure the ACLs on each image in Cloud Storage to give read-only access to the default
Compute Engine service account. is not right.

As mentioned above, Container Registry ignores permissions set on individual objects within the
storage bucket so this isnt going to work.

Ref: https://cloud.google.com/container-registry/docs/access-control

= HTERE: 15

ComputeEnginef Y R A VR TEITEINDI Y —FRN—FT 47TV =23 0 EBTLIMBEND
YFET, thdDComputeEnginef YA E VRIEX TI7A4INFRETI TIZEfITShTWEST 7TV
F—a3 A4 VA =L 74 )LIECloudStorage TR R FENFET D RET > VM)A
NODITFAIICTIERTEIEZHARTITHLOWA LV RAZ VAN INLDT 74 ILIC
TOERTEIBENHYET, HLGTIMETEREN?

A. T 7+ )L kDComputeEnginer—ERX7hDO Y hEFERLTA U REI VD RAEERLE

¥, CloudStoragelZxt§ 2 H—ERXT7HO U b7 RAHFRAEHELET,

B. T 74 /L b@DComputeEngineh —ERX7H IV FTA VR VR EERLET FHTLLVM VR
ROADART—RE—HT B A4S T—43 %CloudStorageDA T2y MMIEBMLET,
CHLWI—ERT7HDUMEERL COU—ERXRT7HDVFEHLWA VR ZURIZEIY H
TFET VI3 KR N—CTOY—ERTHO U D7 ERHFAZMFELET,
D.HLWY—ERTHIU FEHERL COY—ERTHOU FEH LA R VRIZEY 4
TET FHLVAVREIVRADAZT—R E—HT H AR T—4 %CloudStorageDA T2z b
[ZEBMLET,
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Answer: B (A —vyt—T%EY)
https://cloud.google.com/iam/docs/best-practices-for-using-and-managing-service-accounts If an
application uses third-party or custom identities and needs to access a resource, such as a
BigQuery dataset or a Cloud Storage bucket, it must perform a transition between principals.
Because Google Cloud APIs don't recognize third-party or custom identities, the application can't
propagate the end-user's identity to BigQuery or Cloud Storage. Instead, the application has to
perform the access by using a different Google identity.

IR 16

Dz 7T —> 3 CloudRun THRA RSN TEY Cloud SOL F—HER—X%E4H T
TEOLENHYEST BEAD LS 74 v I O2ERFIZ Cloud SOL BJIZAPIEIY B TIS—H
RRENFET, AP Y FETTIZHRKRAPIB|YLBTITELTWET, COMBERERT 51
OICEREERLIVWEEZATVWET, ESTIIEEWNTTH?

A +S 70908 EFERLET,

B. 77— a OMREY IR MREEHZRELET,

C.CloudRun 41 Y RAE VADE/IMNRELEELET,
D.CloudRun 1 VARV ANDBRAMEZLEELFET,

Answer: (f2& &R~ 9 B)

E 7 Associate-Cloud-Engineer-JPN [EREEE & GoShiken.com MRS =& LT L
Associate-Cloud-Engineer-JPN i{ERfHRES ! GoShiken.com A& #70 Associate-Cloud-
Engineer-JPN HERRIREE 124 L TLYEJ, GoShiken.com Associate-Cloud-Engineer-JPN
HERMEIREH T MENERTIINET, =P D GoShiken.com Associate-Cloud-
Engineer-JPN RRESE %4 v 9 5 AlX 2 B 5: hitps://www.goshiken.com/Google/Associate-
Cloud-Engineer-JPN-mondaishu.html (32830%OFFEREEE A & IE &1 = T 30%w HFIEI5 13—

F: Freepdfdumps)

HTRRE: 17

Cloud SpannerZz 7—A2RXA—XAN\y Y IV RELTHERLT, A—5—(CET 2 REDIREFR
ERE¥ETBT7TTIS— a3 onHY ET, CloudBigtableld, 2 —H—IZ&k>T RY H—Shi=F
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C.Spark> 3 72 E4T L THED 21— —"DCloud Bigtable# & U*Cloud Storagem b7 — 43 %
9 %Cloud Dataprocy 5 R 2 #ERLET,

D. Cloud Storage & Cloud Bigtable|Z22 @ Al < MBigQuery &8 7— 7L &4 L £9, BigQuery
AVY—LEFERALT, A—4—TJ4— )L FERALTIIALDT—TJILEREL BEUGET L
SEBERALET,

Answer: (&% &RT~9 5)

"The Cloud Spanner to Cloud Storage Text template is a batch pipeline that reads in data from a
Cloud Spanner table, optionally transforms the data via a JavaScript User Defined Function
(UDF) that you provide, and writes it to Cloud Storage as CSV text files."
https://cloud.google.com/dataflow/docs/guides/templates/provided-batch#cloudspannertogcstext
"The Dataflow connector for Cloud Spanner lets you read data from and write data to Cloud
Spanner in a Dataflow pipeline"

https://cloud.google.com/spanner/docs/dataflow-connector
https://cloud.google.com/bigquery/external-data-sources

ATfEIE: 18

gcloud app deploy R L T App Engine 7 74— 3 T4 LELEA BHO T
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A7T)r—3>®appyaml 27/ ILEHEREL TRz FOREEFHEELET,
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C. Deployment Manager IZ#&L 77V r—>a v ORADHREFMHRELET,

D. Cloud Shell [Z#&) L _ gcloud config list #{TL T, T 7O A4 [ZfEH S % Google Cloud &
REERLET,

Answer: D (A —vt—T#ET)

account = xxx@gmail.com

disable_usage reporting = False

project = my-first-demo-xxxx
https://cloud.google.com/endpoints/docs/openapi/troubleshoot-gce-deployment
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B. —#ICE<ITRTOIVC =TI F—LICL—V T REL SHTROENE TS
JTAREBRLTELVET IVS=F Y VI F—LRTATAO=—XIRBELEA VTS
ZF%O?V§7D593:>76%6$5EL¥¢

C.#HBOR) > —ZRELTC. ESHTWELRTS VT REZEALET, &£F—LIZ_Google
mwd:)V—»éﬁﬁbf%z?vxh?@?&éﬁﬂt/a VT AHESIEBLET,
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Answer: D (A —vyt+— )

The goal is to enable teams to deploy infrastructure independently while ensuring compliance
with company practices, without requiring teams to understand the underlying details of those
practices.

Option A provides deployment capability but doesn't enforce practices. The Editor role is overly
broad, and using the gcloud CLI directly requires knowledge of how to configure resources
compliantly.

Option B requires teams to learn all the practices, contradicting the requirement that they don't
need to know the implementation details.

Option C (Organization Policies) is useful for setting constraints (e.g., disallowing public IPs,
restricting regions), but it doesn't provide pre-configured, deployable components that embody
best practices. Teams still need to figure out how to build compliant resources within the policy
constraints.

Option D (Terraform Modules): This approach encapsulates the company's required practices
within reusable infrastructure-as-code modules. Engineering teams can then use these modules
as building blocks, providing only the necessary input parameters (like application name or size).
The module handles the compliant implementation details internally. This allows teams to deploy
independently and ensures compliance without needing deep knowledge of every practice.
Using standardized, compliant modules is a common pattern for enabling self-service
infrastructure deployment while maintaining standards and governance.

References:

Terraform Modules: "Modules are containers for multiple resources that are used together...
Modules allow complex resources to be abstracted away behind a clean interface." -
https://developer.hashicorp.com

/terraform/language/modules

Google Cloud Architecture Framework - Security, privacy, and compliance: Recommends using
laC and pre- approved templates/modules to enforce security configurations. -
https://cloud.google.com/architecture
[framework/security-privacy-compliance/define-and-enforce-security-configurations Organization
Policy Service: "The Organization Policy Service gives you centralized and programmatic control
over your organization's cloud resources... define constraints..." (Focuses on constraints, not
providing deployable components). - https://cloud.google.com/resource-
manager/docs/organization-policy/overview
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B. Cloud Spanner #fEH L T, ¥—L#iFHIIIvE S Shfz2—H— T—2%2RELET,
C. BigQuery #{#A L T/ —L#xEt Z{R7% L BIEIZ Redis on Memorystore 4 Y X2 VX Z &
T 70— NILG—EMETRELET,
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WE2DDVCPULAGBDAE TSN TWSRETI UAHYFET AT IYALTELTUNE
T RETUEBGCGBDAENICT YT L—FLIZWELET, HEIEMET EIEN?
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B. gcloudZfEHA L TVMIZ A2 T7—42 B L £, F— Zrequired-memory-sizelZERXE L  EZE
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C.VMZ{ELL <> >8 A T%nl-standard-8IZZEE L T VMEREILE T,

D.VMZ{EIEL AE' 8 GBI LT VMEEHLFET,

Answer: D (A —vt—U%EY)

In Google compute engine, if predefined machine types don't meet your needs, you can create an
instance with custom virtualized hardware settings. Specifically, you can create an instance with a
custom number of vCPUs and custom memory, effectively using a custom machine type. Custom
machine types are ideal for the following scenarios:

1. Workloads that aren't a good fit for the predefined machine types that are available to you.

2. Workloads that require more processing power or more memory but don't need all of the
upgrades that are provided by the next machine type level.

In our scenario, we only need a memory upgrade. Moving to a bigger instance would also bump
up the CPU which we don't need so we have to use a custom machine type. It is not possible to
change memory while the instance is running so you need to first stop the instance, change the
memory and then start it again. See below a screenshot that shows how CPU/Memory can be
customized for an instance that has been stopped.

Ref: https://cloud.google.com/compute/docs/instances/creating-instance-with-custom-machine-

type

BT RE: 22
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A T—3 APL—YICHETHINTOAPIOEEOTZAMICLET,
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C. &)Y —A® |dentity-Aware Proxy SR E ZHEZEL T,

D. T—4#XRMHLEDITEERLET,
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https://cloud.google.com/logging/docs/audit
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A. gcloud datastore exportZ{# f L TCloud Datastore7—42 %L 9 A;R— kL FET,

B. gcloud datastore index create % {# f L TCloud Datastoref T v 9 R &R LET,

C. apt getinstalla < > K% {# A L T google-cloud-sdk-datastore-emulatora Vi R—F > k& A >
A b=ILLET,

D. gcloud components installa < > K Z{£R L T, cloud-datastore-emulatora > R—% > k&4
YA M=ILLET,

Answer: D (A —vt— U % &9

* The Datastore emulator provides local emulation of the production Datastore environment. You
can use the emulator to develop and test your application locallyRef:
https://cloud.google.com/datastore/docs

ltools/datastore-emulator
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Coldline Storage is the perfect service to store audit logs from all the projects and is very cost-
efficient as well. Coldline Storage is a very low-cost, highly durable storage service for storing
infrequently accessed data.

EHTEIRE: 25
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TWMELET,
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Forwarding zones Cloud DNS forwarding zones let you configure target name servers for specific
private zones. Using a forwarding zone is one way to implement outbound DNS forwarding from

your VPC network.

A Cloud DNS forwarding zone is a special type of Cloud DNS private zone. Instead of creating
records within the zone, you specify a set of forwarding targets. Each forwarding target is an IP

address of a DNS server, located in your VPC network, or in an on-premises network connected

to your VPC network by Cloud VPN or Cloud Interconnect.
https://cloud.google.com/nat/docs/overview

DNS configuration Your on-premises network must have DNS zones and records configured so

that Google domain names resolve to the set of IP addresses for either private.googleapis.com or
restricted.googleapis.

com. You can create Cloud DNS managed private zones and use a Cloud DNS inbound server
policy, or you can configure on-premises name servers. For example, you can use BIND or
Microsoft Active Directory DNS. https://cloud.google.com/vpc/docs/configure-private-google-

access-hybrid#config-domain
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/125:

CIDR to IP Range

Result

CIDR Range 172.16.20.128/25

Netmask 255.255.255.128
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Wildcard Bits 0.0.0.127

First IP 172.16.20.128

First IP (Decimal) 2886734976
Last IP 172.16.20.255

Last IP (Decimal) 2886735103
Total Host 128

CIDR

172.16.20.128/25

124

CIDR to IP Range

Result

CIDR Range 172.16.20.128/24
Netmask 255.255.255.0
Wildcard Bits 0.0.0.255

First IP 172.16.20.0

First IP (Decimal) 2886734848
Last IP 172.16.20.255

Last IP (Decimal) 2886735103
Total Host 256

CIDR

172.16.20.128/24
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T 77Vr—Y 3 DAY=V TYTERT—ILE O VICET 5L EZEBELET,
Answer: (fAZEZ%RTT 5)

Managed instance groups offer autoscaling capabilities that let you automatically add or delete
instances from a managed instance group based on increases or decreases in load (CPU
Utilization in this case). Autoscaling helps your apps gracefully handle increases in traffic and
reduce costs when the need for resources is lower.

You define the autoscaling policy and the autoscaler performs automatic scaling based on the
measured load (CPU Utilization in this case). Autoscaling works by adding more instances to your
instance group when there is more load (upscaling), and deleting instances when the need for
instances is lowered (downscaling). Ref:

https://cloud.google.com/compute/docs/autoscaler
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https://cloud.google.com/compute/docs/instances/managing-instance-access
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A.GCP ConsolezfER LT . 79 T4 ET4 %7402 )7L HEHRERTLET,

B. GCP Console#{#f L T, Stackdriver & 74 L2 ) V5 L BHRERTLET,

C. GCP ConsoleD[R b L—21EH a3 vTNRYy FERTRLET,

D. StackdriverT b L—X Z/ERL L TIEHMZRTLEY,

Answer: A (A —vyt—T %K)

https://cloud.google.com/storage/docs/audit-logs
https://cloud.google.com/compute/docs/logging/audit-logging#audited _operations
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Answer: (fAZEZ#RTT B)

You can use Google Cloud Deployment Manager to create a set of Google Cloud resources and
manage them as a unit, called a deployment. For example, if your team's development
environment needs two virtual machines (VMs) and a BigQuery database, you can define these
resources in a configuration file, and use Deployment Manager to create, change, or delete these
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resources. You can make the configuration file part of your team's code repository, so that
anyone can create the same environment with consistent results.
https://cloud.google.com/deployment-manager/docs/quickstart
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A. cloud-billing@google.com [ZERITAEDFMZER L SHDEANFERETHV M2V T
AMLET,

B. Google Y7 R— FTF7 v b ZMERL BETILIY b h—FOFMERET HEFEZHFD
9,

C.Google 75w b 7A—L aVY—I)T UY—RERBIZBEL TRTOTOADI + %
IL— AR LET,

D. Google Cloud Platform Console T, #1LW\ERETH VY FEERL  XIWAEEZHRELF
v,

Answer: (& Z &R~ 9 5)
(https://cloud.google.com/resource-manager/docs/project-migration#change_billing_account)
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/resource-manager/docs/project-migration

B#TfERE: 34
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(&, Google W\ RS 5V ) 21— a3 VERETIMBENHYET FHLLW ) a—-3 00T
A—NIVBERT—FEY) T4 #1E L EREA VISR SV FvDEENR/IMETET LS
[T BRBENHYET, ES5TNIELNLTL £ 5D,

A. MySQL 5 Cloud Spanner_ Kafka H 5 Pub/Sub_ Cloud SQL for PostgreSQL A" 5 BigQuery
[CRBITLET,

B. MySQL /5 Cloud Spanner_Kafka h 5 Memorystore Cloud SOL for PostgreSQL A 5
Cloud SQL ~D#4T

C. MySQL » % Cloud SOL_Kafka h 5 Pub/Sub_ Cloud SOL for PostgreSQL A5 BigQuery [
BITLEYS,

D. MySQL » 5 Cloud SQL  Kafka H' 5 Memorystore Cloud SQL for PostgreSQL 55 Cloud
SQL ~DFAT

Answer: A (A —vt—U %&9)
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Ja—2aVITEFETEIEZAN U IRY FERTT AL ERRBIILENHYVET, HlTf-
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A. BEf/Ry F#StatefulSet4A 72 =¥ T R4 LET,

B. DaemonSet4A 7oz FMZE=ZAY VI RYy FETTOALET,

C.Deployment4A 72 x49 FrTEZRYY VI Ry KESHELET,

D.GKEY S R Z DEREIZ, V SR AMBLFTE=ZR YV IRy RESRLET,

Answer: B (A —vt—T%#ET)
https://cloud.google.com/kubernetes-engine/docs/concepts/daemonset
https://cloud.google.com/kubernetes-engine/docs/concepts/daemonset#fusage_patterns
DaemonSets attempt to adhere to a one-Pod-per-node model, either across the entire cluster or a
subset of nodes. As you add nodes to a node pool, DaemonSets automatically add Pods to the
new nodes as needed.

In GKE, DaemonSets manage groups of replicated Pods and adhere to a one-Pod-per-node
model, either across the entire cluster or a subset of nodes. As you add nodes to a node pool,
DaemonSets automatically add Pods to the new nodes as needed. So, this is a perfect fit for our
monitoring pod.

Ref: https://cloud.google.com/kubernetes-engine/docs/concepts/daemonset DaemonSets are
useful for deploying ongoing background tasks that you need to run on all or certain nodes, and
which do not require user intervention. Examples of such tasks include storage daemons like
ceph, log collection daemons like fluentd, and node monitoring daemons like collectd. For
example, you could have DaemonSets for each type of daemon run on all of your nodes.
Alternatively, you could run multiple DaemonSets for a single type of daemon, but have them use
different configurations for different hardware types and resource needs.
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(Google Cloud TVPC %y hI—O0 % BEBLTWEITN  ZOH TRV LDTSAR—KIP 7T
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DAQHIT 1 ERURNIZ2BIILESEFRINFET  EFRIRXMER/DRICMZ FI9024 L4
ZWELLAL, Google HENDY )a— 3 VEERETIBHENHYET, ES5TNIELNTT
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A BLY TRy L IPEEEFED2EB®D VPC #EKL VPC vy vO—9 E7 UV S %EH
LTZ®DVPC #BE%&FD VPC [CEHELET,

B.IFDH T3y F&HIBRL ERATTEER IPEEN 2 EOHLWVT TRy FEERLET,

C. Google Cloud CLI Y—JLEFERLT Y IRy bDTS4 <) IPEEAFILERLET,

D. 774774 — )L L—ILEZBRLT FPEEINLIZEEDTSAR—FIP7 FLAMNoDEM
FS T4V IOMNVMIZEETESLSICLET,

Answer: C (A —yt—T#ET)
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Comprehensive and Detailed In Depth Explanation:

The problem states that a subnet is nearing its IP address capacity, and the requirement is to
expand it without downtime and with minimal operational cost, following Google-recommended
practices.

A: Creating a second VPC with the same subnet IP range and peering: While VPC Network
Peering allows communication between VPCs, having overlapping IP ranges is generally not
recommended and can lead to routing complexities if not managed carefully. It also adds
operational overhead of managing two VPCs. This is not the most straightforward or cost-
effective solution for simply expanding IP capacity within the same logical network.

B: Deleting and recreating the subnet: Deleting a subnet that contains active VM instances will
cause downtime for those instances, violating a key requirement.

C: Using the Google Cloud CLI tool to expand the primary IP range of your subnet: Google Cloud
allows you to expand the primary IP range of an existing subnet after it's created, as long as there
are no conflicting subnets in the VPC. This operation does not require deleting the subnet or
restarting the existing VMs within it, thus avoiding downtime. It's a direct and cost-effective way to
increase the available IP address space within the existing subnet. This is a Google-
recommended practice for handling subnet capacity issues.

D: Permitting additional traffic with firewall rules: Firewall rules control network traffic based on IP
ranges, protocols, and ports. They do not increase the number of available private IP addresses
within the subnet. This option does not address the core issue of IP address exhaustion.
Therefore, expanding the primary IP range of the existing subnet using the Google Cloud CLI is
the recommended solution that meets all the requirements: addressing IP capacity, minimizing
operational costs, and avoiding downtime.

Google Cloud Documentation References:

Expanding Subnet IP Ranges: https://cloud.google.com/vpc/docs/expand-subnet - This
documentation explicitly describes how to expand the IP range of an existing subnet without
downtime. It outlines the prerequisites and steps involved using the gcloud CLI or the Google
Cloud Console.

VPC Network Overview: https://cloud.google.com/vpc/docs/vpc - Provides context on subnet IP
ranges and their management.
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Google Cloud Platform(ZT—2 #REFE LUV T —hA4 TT5=HDY ) a—2 a3 UEERLTE
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A. Multi-Regional Storage Z:#iR L £, 30B#%IZT—4 % Coldline StoragelZ7—h 4 T3 5/\
Y RSATHAIILIIL—ILEEBMLET,

B. Multi-Regional Storage % :E{R L £9, 30B1&(ZT— %4 %ZNearline StoragelZ7—h 4 7§ %/\
Y RSATHALIINIL—)LEBMLET,



C.U—UaFILRL—UFFEIRLET, 30B&ICT—42 #Nearline Storagel27—h4 755
NTY R A4 THA O LIIL—ILEEBMLET,

D.)—C3F )R ML—UFFBIRLET, 30B&ICT—4 #Coldline StoragelZ7—h4 735
N7y S4B A7ILIL—ILEEBMLET,

Answer: (& &R 9 B)

Google Cloud Coldline is a new cold-tier storage for archival data with access frequency of less
than once per year. Unlike other cold storage options, Nearline has no delays prior to data
access, so now it is the leading solution among competitors.

The Real description is about Coldline storage Class:

Coldline Storage

Coldline Storage is a very-low-cost, highly durable storage service for storing infrequently
accessed data.

Coldline Storage is a better choice than Standard Storage or Nearline Storage in scenarios where
slightly lower availability, a 90-day minimum storage duration, and higher costs for data access
are acceptable trade- offs for lowered at-rest storage costs.

Coldline Storage is ideal for data you plan to read or modify at most once a quarter. Note,
however, that for data being kept entirely for backup or archiving purposes, Archive Storage is
more cost-effective, as it offers the lowest storage costs.
https://cloud.google.com/storage/docs/storage-classes#coldline

EHTREIRE: 38

—EDNYFREB 3 TOAVE2A—T4 VT ) V—REZBRLTERTIBLENHYFET, C
NoNTaTEIETTAHFETICH2EEMNANY RREIZEITENAET , Y—EXIRX FER/NMRIC
MZ=W, Hlf=(FaE T N2

A. Google Kubernetes EngineZZIRLET , /NSRS Y RA VR AL TOR—/ — KUV SR %
FERLET,

B. Google Kubernetes Engine#:&IRLET , YA VDAV RI VR AL TDI/ — KIS R3%
FERALET,

C. Compute EngineZ:&IRLF9  BULIZEI AL TOTVI U TT 4 TILWWVMA VR A Y
AEFEALEY,

D. Compute Engine &R LET, T4 Y ON—R FEHR—FFTBVMA VREVRE A T
ALET,

Answer: C (A —vt—T#ET)

If your apps are fault-tolerant and can withstand possible instance preemptions, then preemptible
instances can reduce your Compute Engine costs significantly. For example, batch processing
jobs can run on preemptible instances. If some of those instances stop during processing, the job
slows but does not completely stop. Preemptible instances complete your batch processing tasks
without placing additional workload on your existing instances and without requiring you to pay full
price for additional normal instances.
https://cloud.google.com/compute/docs/instances/preemptible
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B. Docker 4 * — % Artifact Registry [C7wv 7A—KL 7 FU4—< 3 2% CloudRun [ZF
Jaq4LET,

C. Docker 4 * —< % Artifact Registry IZ7 v 70— KL ZEEE—RFZEALT7Z TUSy—> 3
> % Google Kubernetes Engine IZT 7R 4 L&,

D. Docker 4 #—< % Cloud Storage [IZ7 v 7A— KL {ZEE—FZEFRALT7IUSr— 3
> % Google Kubernetes Engine [T 704 L&,

Answer: B (A —vyt—C#ET)
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B. ANWR—rEHAR—FDOEAZRTIZT HEEEE (000))L—ILERELEFT,

C.IRTOTYZETO VI T EHEEEE (000)/)L—/L& BULR— FDHEHATHERELE
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D. BYGR— FEHAIT 5= BEE (000)L—ILERELFET,

Answer: A (A —vt—U %% 9)

Implied rules Every VPC network has two implied firewall rules. These rules exist, but are not

shown in the Cloud Console: Implied allow egress rule. An egress rule whose action is allow,

destination is 0.0.0.0/0, and priority is the lowest possible (65535) lets any instance send traffic to

any destination, except for traffic blocked by Google Cloud. A higher priority firewall rule may

restrict outbound access. Internet access is allowed if no other firewall rules deny outbound traffic

and if the instance has an external IP address or uses a Cloud NAT instance. For more

information, see Internet access requirements. Implied deny ingress rule. An ingress rule whose

action is deny, source is 0.0.0.0/0, and priority is the lowest possible (65535) protects all

instances by blocking incoming connections to them. A higher priority rule might allow incoming

access. The default network includes some additional rules that override this one, allowing certain

types of incoming connections. https://cloud.google.com/vpc/docs/firewalls#default_firewall_rules
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A. Add the user to roles/iam.roleAdmin role.

B. Add the user to roles/iam.securityAdmin role.

C. Add the user to roles/iam.serviceAccountUser role.

D. Add the user to roles/iam.serviceAccountAdmin role.

Answer: D (A —vyt—T%EY)

Reference: https://cloud.google.com/iam/docs/creating-managing-service-accounts Service
Account User (roles/iam.serviceAccountUser): Includes permissions to list service accounts, get
details about a service account, and impersonate a service account. Service Account Admin
(roles/iam.

serviceAccountAdmin): Includes permissions to list service accounts and get details about a
service account.

Also includes permissions to create, update, and delete service accounts, and to view or change
the IAM policy on a service account.
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Answer: D (A —vt—T%EY)

https://cloud.google.com/storage/docs/object-versioning
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A VY)1—2a EERDORE > K702 Compute Engine £ Y X4 X (ZF A4 L Cloud
Monitoring @ CPU FREMEFED L EMEIZEL=5 BRFEDA VA IV ADHEBOLET,
B.V!)a1—Y 3 FERDAE 2 K702 Compute Engine 41 Y X42 U XIZF 704 L Cloud
Monitoring ® CPU FRAEAAEFED LEMEIZELzEEIC BHEDA VRFIVAEE CPU 1V
AR VRICEE]AFET,

C.VYa—avEAVRA VAR JIL—TIZT 784 L Cloud Monitoring T CPU EREAS
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VIEBRELET,

Answer: D (A —vt—U%EY)

Instance groups are collections of virtual machine (VM) instances that you can manage as a
single entity.

Instance groups can help you simplify the management of multiple instances, reduce operational
costs, and improve the availability and performance of your applications. Instance groups support
autoscaling, which automatically adds or removes instances from the group based on increases
or decreases in load. Autoscaling helps your applications gracefully handle increases in traffic
and reduces cost when the need for resources is lower. You can set the autoscaling policy based
on CPU utilization, load balancing capacity, Cloud Monitoring metrics, or a queue-based
workload. In this case, since the video encoding software is CPU- intensive, setting the
autoscaling based on CPU utilization is the best option to ensure high availability and optimal
performance. References:

* Instance groups

* Autoscaling groups of instances
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CREATE TABLE Persons (

person_id INT64 NOT NULL, // sequential number based on number of registration
account_creation_date DATE, // system date
birthdate DATE, // customer birthdate
irstname STRING (255), //f first name
lastname STRING (255), // last name
Profile, pictuxel|BETES (255) // profile picture

) PRIMARY KEY (personiid)

FBZMRLIEW, B ET INEN?
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A Remove the profile picnsres fizld from the table.
B. Add a secondary index on the person id column.
C. Change the primary key to not have monotonically inereasing values,
D, Create a secondary index using the following Daté Definition Language (DDL):
CREATE INDEX person_id ix
ON Persons |
person_id,
irstname,
lastnams
} STORING

Frorfile picture

1

AFTLarA

B.+#7 3B

C.#7v3avcC

D.#73>D

Answer: C (A —yt—T#ET)

As mentioned in Schema and data model, you should be careful when choosing a primary key to
not accidentally create hotspots in your database. One cause of hotspots is having a column
whose value monotonically increases as the first key part, because this results in all inserts
occurring at the end of your key space. This pattern is undesirable because Cloud Spanner
divides data among servers by key ranges, which means all your inserts will be directed at a
single server that will end up doing all the work. https://cloud.
google.com/spanner/docs/schema-design#primary-key-prevent-hotspots
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Answer: (&% RT9 5)

https://cloud.google.com/deployment-manager/docs/configuration/create-basic-configuration
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Answer: C (A —vyt—T%EY)
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Answer: A (A —yt—T#ET)
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C.A—H—%JIL—TI2EML, COYIL—TEHZE TS5 —DRENEMLET,

D. 1—H¥—% 45 /)L—TIZEBML DY I)L— T %roles / iam.roleViewerA—/JLIZEM L E£ 9,
Answer: C (A —vt—U%&9)

We need to apply the GCP Best practices. roles/browser Browser Read access to browse the
hierarchy for a project, including the folder, organization, and IAM policy. This role doesn't include
permission to view resources in the project. https://cloud.google.com/iam/docs/understanding-
roles
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B.a> 77+ —%Cloud Run (RE-BEINTWBA)IZTFIAAML AV RE VAR EZED
[CERELET,

C.EERYy—1) V5 %#EHLTAppEngineZ LX L JIIREICaVTFH2T70/4LFET . 77
1) yamI C{Emin_instancesZ ¥ AICRELET

D. FEIRY—) T %ERALTApp EngineZ7 LEX L JIUBEICaYTFH—%2T7704L 7TV
yamITlEA VA2 VR EERAICKRELET

Answer: B (A —vyt—T%EY)

https://cloud.google.com/kuberun/docs/architecture-

overview#components_in_the default_installation

T ERE:

GoogIeCIoud7°El o149 FRDO—EDGoogleComputeEnginef Y X2 U A~ADEEZ B L THR

ST ALELAHYFST FIC RETLY VM) TOSVRATLDNYFHEEAARNY F&HERET S0

EAHYET, HEIEMETEIREN

A. 7 SORAJI—Cz o bEY ST RAYICA VR =)L L ComputeEngine®syslogA 4 %
BELET

B. ComputeEngine® 7V T4 ET A BV ZHRTEHIRTLAANY FOTEZIRL THERL

¥

C. Cloud LoggingAgent# A > X k—JL ¥ %CloudLogging T, ComputeEngineDiE/E 0 5 72

LEY

D. ComputeEngine® 7V T4 ET 4 AV ZHR T HIEBEAR U FOJZBRLTHERELET

Answer: (fAZ%RTd 5)

BT RE: 51
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Google Cloud IZHILWI VA2 —TS5 A4 X JY—R TS50 ERP) VRTLZTIAOA L&
S3ELTVET,
TIVT—2aVEEET—3 TV RRDEHIZRERT—AR—REAERIZREFLET,
COT7T)r—2avAICGCP TRVBULY V—XEZBHT DILENHY FT, HAR (&M
ETHRNEN?

A. JYIT2TTF 4TI Compute Engine 1 VRAVRETJOEYS 3= 5 LET,

B. GPU A\&#i S 1uf= Compute Engine 1 VA2V R&EJAEY a2 5 LET,

C. O—71JL SSD M EHt S f= Compute Engine 1 VA2 VR ETJOEY 3=V 5 LET,
D.M1 <YL >% A 7T Compute Engine f VARV RETJAEYC3I=ZVILET,

Answer: D (A —vt—T#EY)

M1 machine series Medium in-memory databases such as SAP HANA Tasks that require
intensive use of memory with higher memory-to-vCPU ratios than the general-purpose high-
memory machine types. In- memory databases and in-memory analytics, business warehousing
(BW) workloads, genomics analysis, SQL analysis services. Microsoft SQL Server and similar
databases.

https://cloud.google.com/compute/docs/machine-types
https://cloud.google.com/compute/docs/machine-types#:~:text=databases%20such%20as-,SAP
%20HANA, - In%2Dmemory%20databases
https://www.sap.com/india/products/hana.html#:~:text=is%20SAP%20HANA-,in%2Dmemory,-
database%3F

ExHfERE: 52

Cloud Spannerz/ Ny Y TV FT—2A—RELTHEATE7 IV r—2avhbyES , 77
ir—2 a3 VICIRERBICFRARIGEGE S T4 v I NRE—UBHYET, 53T v VITIEL
T.Spanner/ — FO#ZFBEIICHEREIIHBNHILI-WE LET, HELIEIAET HIREN?
A EHIRIZETSNScrony 3 TH#ERLL T StackdriverE=4 ) U162 R L FNITH
CTSpannerf YR AV ADHY A RELEBLET,

B. Cloud Spanner CPUMN L EULMEF B Z 1= & E(Zoncall SREA—JLIZT 5 — b &##EET S
Stackdriver7 5— kR O—ZER LE T, SREIFZFNIZIELCLTY Y —REFMARELIEHBNILE
ER

C. Cloud Spanner CPUM L ZLMEZ# 2 1= & £IZGoogle CloudYR— kDA —)LIZF 53—+ %
E{EJ HStackdriver7 5 — hR U O—ZERR LE T, Googletr R— MMEZNIZIELTUY—R%E
WRFERIEHDLETS,

D. Cloud Spanner CPUM L ELMEZBA LT FIELEMEZ TR S ZEFIZTI— %
webhook[Z%{E9 % Stackdriver7 5 — bR O—%#ERKLET, HTTPZU v XL ZFNIZiEL
TSpanner!) Y —X DY 4 X%#Z%EEY %Cloud FunctionZ R LE T,

Answer: (& &R 9 B)

As to mexblood1's point, CPU utilization is a recommended proxy for traffic when it comes to
Cloud Spanner. See: Alerts for high CPU utilization The following table specifies our
recommendations for maximum CPU usage for both single-region and multi-region instances.


https://www.jpnpdf.com/Google.Associate-Cloud-Engineer-JPN.v2025-07-11.q129-mondaishu.html
https://www.jpnpdf.com/Google.Associate-Cloud-Engineer-JPN.v2025-07-11.q129-mondaishu.html

These numbers are to ensure that your instance has enough compute capacity to continue to
serve your traffic in the event of the loss of an entire zone (for single-region instances) or an
entire region (for multi-region instances). - https://cloud.google.
com/spanner/docs/cpu-utilization

E#TfIRE: 53

£$t1ECloud StorageZ#FA L T KEBIBOBMTT TV r—23aonNv 79T 774 L%ER
FLET, GoogleDHR TSV T4 RIZHKHSTLESW, EDRML—CFH T3V E2FERAT S
DBENHYEIH?

A. Multi-Regional Storage

B. Regional Storage

C. Nearline Storage

D. Coldline Storage

Answer: D (A —vyt—T%EY)

Reference: https://cloud.google.com/storage/docs/storage-classes#nearline
https://cloud.google.com/blog/products/gcp/introducing-coldline-and-a-unified-platform-for-data-
storage Cloud Storage Coldline: a low-latency storage class for long-term archiving Coldline is a
new Cloud Storage class designed for long-term archival and disaster recovery. Coldline is
perfect for the archival needs of big data or multimedia content, allowing businesses to archive
years of data. Coldline provides fast and instant (millisecond) access to data and changes the
way that companies think about storing and accessing their cold data.

FTEIRE: 54

DITAVE—Tz—REBHOIVFRA VM EBAE—DRT— LA DT 7T
=23 ETIO4TIRBENHYET , EXa T LOBENMNS DT 7TUHS—2 3
VN EHOTSAR—=FVPC EXFVTLULIRA XY FTI—O DA IP 7 RLANLGTYEAT
EOLMENHYET , EE HRIBROFATI BIZERE DI 7IVr—a Vv ExBHT 5
ELHY mIMBDIZIFAVITISRA LI VFYEEERBLEVEEZEZATVWET, ES5TnE&
WTL&ID,

A. 754 X—k Google 77 AMER S 1= GKE Autopilot 2Tz T 7 FU5r—avawTd
AALET,

B. 754 ~X—F Google 7Y EAMER NIz CloudRun IZH T 77 ) r—arzxET70
A1 LET,

C. AERA >4 LR %{#MA L T, Google Kubernetes Engine A2 4 — K T5 43I Web 7
JYr—oavET7O04LET,

D. Private Service Connect & & 1= Cloud Run IZWeb 7 74— 3o & 57704 LE
£l

Answer: C (A —ytE—T#%7)

Ex#TERE: 55
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B IAM O—LAAERSNEAR IOz bAHYFET AETOD Y FEERLTL
T.AEEGRYDLGOFIET. HLLWITOD Y FMIEL IAM O—)LEZHEWVEEZTULE
¥, BEEREZETHEREN?

A.gcloud iamroles copy #fFRA LT AB IOV FERETOD IV FELTHEELET,
B. gcloud iam roles copy #{# A L T #fiZzsmilfis LTHEELE T,

C. Google Cloud Platform Console T, B—/LHh 50— )L &/ j#ee2ERALET,

D. Google Cloud Platform Console T, RE|ID/ERK I#EEZFHL T ZUT 2T R TDIERFE
RLET,

Answer: A (A —yt—T#ET)

Reference: https://cloud.google.com/sdk/gcloud/reference/iam/roles/copy To create a copy of an
existing role spanner.databaseAdmin into a project with PROJECT _ID, run: gcloud iam roles copy
--source="roles/spanner.databaseAdmin" --destination=CustomSpannerDbAdmin --dest-
project=PROJECT_ID

BRI 56
App EnginelRIBETHRR FENTWBET7 TV —2avDHLWWA—D a3 VEBELTHET, 7
TVr—=2avEHLLNA=—U 3 VIZERICYYEZ DRI, A—F—D1%THLILVAA=D3 Y
ETAMNTDRENHYFET, HLEEIEAZT HEREN?

A. App Engine Tld %k < Google Kubernetes EnginelZ7 75— 3 v DFHLILVAN—2 3 V%2 T
a4 L GCPConsole#EHALTrS 70 v #REILET,

B. 77— 3 D LLwN—2 3 > %App Engine Tl 74k < Compute Enginef > X4 2 X (2
7784 L _GCPConsoleZEFRALTrS 74 v %REILET,

C. App EngineT#H LWWAA—=2a v H#@AIOT7 T ELTTFRA LET, RIZ, GCP Console %
A L TApp EngineZ#H L 22007 JURBT RS 7499 EREILET,

D. App Enginelc7 FUHr—LavEHLiv—arE7704 LET, RIZ, GCP Console®
App EnginefZEICHEIL  TNICIE L TREDN— a3V EHLLLTIOMSNN—2 320D
BMTrS 71490 &08ILET,

Answer: D (A —vyt—T%EY)

GCP App Engine natively offers traffic splitting functionality between versions. You can use traffic
splitting to specify a percentage distribution of traffic across two or more of the versions within a
service. Splitting traffic allows you to conduct A/B testing between your versions and provides
control over the pace when rolling out features.

Ref: https://cloud.google.com/appengine/docs/standard/python/splitting-traffic

R#TMEIRE: 57

B—DJYToTT4TIL/—FT—)LEHDGoogle Kubernetes Engine 5 X2 12220 L7
1) h Z##DDeploymentZERL L E£9, $197% kubectlZFRAL THRY FORT—2 RZEHAXR_ %
DSED1DOHFEPendingR T—2 A THA_ EEHEELET,
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% kubectl get pods -lapp-mypapb

NAME READY STATUS RESTART AGE

myapp-deployment-58ddbbb%95-1piem /1 Panding 0 Sm

myapp-deployment-58ddbbb995-gipka 1/1 Running 0 Sm
T N

RLAREOEVRERIEfFRITTN?

A.RBFDRY DY Y—RERNKRETETC VIR E—DE—/ —FIZIRFY FEA,

B. V3RAA—TY TIZETEINTVAERY FAETEFT REPFORY FERXTDa2—ILT 5
DIZ+RHE) V—ZADBES>TVWERA,

C./—F7T—IE REBEFDRY FCHEAINDIAVTF—AA—CFTILT DHERDGE LY —
EXT7HAIY FTERENTUVET,

D. RBb DRy FIL, DeploymentDEf &Ry FKORT—2 ADKRIEDETT VIV T Eh
=/ —FTERUICRTZD2a—LENFELE RBE FHILLW —FTEBRXZDa—LENTVWET,
Answer: B (A —vt— U %7&9)

* The pending Pods resource requests are too large to fit on a single node of the cluster. Too
many Pods are already running in the cluster, and there are not enough resources left to
schedule the pending Pod.

is the right answer.

* When you have a deployment with some pods in running and other pods in the pending state,
more often than not it is a problem with resources on the nodes. Heres a sample output of this
use case. We see that the problem is with insufficient CPU on the Kubernetes nodes so we have
to either enable auto- scaling or manually scale up the nodes.

E#TfERE: 58

A=\ 7y MIRBENTWSA IOV bDFA TV FSA THA VL EBREHRET
2EIITKROONFELI, ATV FME—EEZTAFEN 0BMBEICT IR SNFES, 30
B& FHANGBRENGVRY A7) FMEBEGRHRAFEFNFEA, 7TV MIBERRE
TEOLENHY AR ERDMRICNMZDZVENHYFET, HETIIAZT H2EN?

A. NearlineX b L—C#30BRBERALTH S 3EMT7—HA TR ML—2IZBET R o—
THRELET,

B.30AMBRER FL—CZFEAL TORIFERMT7T—HAA TR NL—DICBET HKRY) O— %5
ELFET,

C.NearlineX F L—L %#30BMERT SR O—%FRELTH S ColdlineZF1EMEFBE L TH
5. 7—hA4ATAML—YI2FMBEHLET,

D. REX FL—U%30BMEERAT SR O—ZKEL TH 5, 145E[Coldlinel 24T L | 244
T—hATRAL—DIZBITLET,

Answer: B (A —vt—U%&9)

The key to understand the requirement is : "The objects are written once and accessed frequently
for 30 days" Standard Storage Standard Storage is best for data that is frequently accessed ("hot"
data) and/or stored for only brief periods of time.

Archive Storage
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Archive Storage is the lowest-cost, highly durable storage service for data archiving, online
backup, and disaster recovery. Unlike the "coldest" storage services offered by other Cloud
providers, your data is available within milliseconds, not hours or days. Archive Storage is the
best choice for data that you plan to access less than once a year.
https://cloud.google.com/storage/docs/storage-classes#standard

EHTIRE: 59

EIR—D R A VRE VR TIL—TICBRTHEHDAVEL—TA VT AVREVANHY F
T .7 KRy y RH ) T E#EFTTBHIZIE, Compute Engine £ Y A2 U AMD 1 DI SSH TR
TEHELENHYFET, I TICgcloud B L TVWETH, FLSSHF—ZT7704 LTLEE
A, ATEERRY DI WFIET, 4 R4 U RIZ SSH TG T 2R EELARIFMTTH?

A. gcloud compute instances list #E£{TLTA VA2 VADIP 7 RLAZREL sshav U KR
EZFERALET,

B. gcloud compute ssh A< > FEFERALET,

C.ssh-keygen A< > FTHF—%#ERLZET, XIZ_ gcloud compute ssh A< REFEHALET,
D. ssh-keygen XY FTHx—Z R LFET , F—% 1 VR PV RICTF7yvTA—FLFET, gcloud
compute instances list #=E{TLTA VYA VADIP 7 RLAZWMGELTMD sshav > K&E
ALET,

Answer: B (A —vyt—T%EY)

gcloud compute ssh ensures that the user's public SSH key is present in the project's metadata. If
the user does not have a public SSH key, one is generated using ssh-keygen and added to the
project's metadata. This is similar to the other option where we copy the key explicitly to the
project's metadata but here it is done automatically for us. There are also security benefits with
this approach. When we use gcloud compute ssh to connect to Linux instances, we are adding a
layer of security by storing your host keys as guest attributes.

Storing SSH host keys as guest attributes improve the security of your connections by helping to
protect against vulnerabilities such as man-in-the-middle (MITM) attacks. On the initial boot of a
VM instance, if guest attributes are enabled, Compute Engine stores your generated host keys as
guest attributes.

Compute Engine then uses these host keys that were stored during the initial boot to verify all
subsequent connections to the VM instance.

Ref: https://cloud.google.com/compute/docs/instances/connecting-to-instance Ref:
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

HTREIRE: 60

dev1ZIL— T D1 —H—I[Zxt L TE—®DCompute Enginef >~ X4 V A~NDSSHIEHEHER T 5
WELRHYFET , DA VARZVRIE, ZOEFEDGoogle Cloud Plattorm7a Y 4 +T_dev1
A—H—IEHGTEIH—D )Y —RATYT biEf=3@AETEEN?
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A1 2VREUARAD* B T—A %enable-oslogin = truelZERE L EF, dev1J IL—TIC
compute.osLoginAB— /L&t 5 LZEJ, Cloud ShellZ R L TENA > AR U RIZSSHTHERRT
H5EDICHETRLET,

B. 1 VAR UAMAHZT—4 %enable-oslogin = truelZSRELFET, TDA VAEVADY—E
ATFHIU bEY—EXRTHIU MELICERELFT, Cloud ShellZ AL TEDA VR E2 VR
[CSSHTEHRT AL SICHERLET,

CAVAREAVAMTAYY7AYY F2ADF—ZBMILET, deviTIL—TDEI—
H—DSSHX—Z &ML FET, F—Zdevia—H—([CEBHL Y— KN \—FTsDY—)LZFEAL
THEHRTDHIELOICIERLET,

D.AVRAVAMTAY Y TAY Y F2AKRDF—ZFHIILET, SSHX—ZERL, F—%
ZTDA VAR VDRIZEAEMITET , F—%deviA—H—ICEBHAEL Y— KNX\—FT s DY—ILZEE
ALTERISHLIICHETRLET,

Answer: (&% &RT~9 5)

Reference: https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys After
you enable OS Login on one or more instances in your project, those VMs accept connections
only from user accounts that have the necessary IAM roles in your project or organization. In this
case, we are granting the group compute.osLogin which lets them log in as non-administrator
account. And since we are directing them to use Cloud Shell to ssh, we dont need to add their
SSH keys to the instance metadata.Ref: https://cloud.
google.com/compute/docs/instances/managing-instance-access#configure usersRef:
https://cloud.google.com
/compute/docs/instances/managing-instance-access#add_oslogin_keys

#TEIRE: 61

IRX—TU RA VRE VAT IL—TFDCompute Engine VMIZ7 T r— 30257704 LTLE
T, 7TV =2 aVIBICETEINTVWIRELNHYFIN 1DOGCPTAY Y FTEITT
ZFAHVMDA VR RAVRIEIDEFTT A VRZVRTIL—TEEDLSITERT 2RELHY
FIM?

A BEBRT—)TEFVICEEL A VRAI D RDRIMIZINIRELTHL A VRAEIVRAD
RABZTINHELEFT,

B. BEIRy— 1) VT EF TITHREL AV RIVADRDMEEINIREL T A VARIZVAD
BRAYBEINEBELET,

C.BEEIRY—) T EFVITHREL AV RIVADR/PMEINIREL T A VRIVAD
RABZE2ICEELEY,

D. BEIRT— VT EFDTICHREL A VRAIVADRPMRENHRELTHDS AV RAEVAD
RABZ2ICHELEFT,

Answer: A (A —vyt—T%EY)
https://cloud.google.com/compute/docs/autoscaler#specifications

Autoscaling works independently from autohealing. If you configure autohealing for your group
and an instance fails the health check, the autohealer attempts to recreate the instance.
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Recreating an instance can cause the number of instances in the group to fall below the
autoscaling threshold (minNumReplicas) that you specify.

* Since we need the application running at all times, we need a minimum 1 instance.

* Only a single instance of the VM should run, we need a maximum 1 instance.

* We want the application running at all times. If the VM crashes due to any underlying hardware
failure, we want another instance to be added to MIG so that application can continue to serve
requests. We can achieve this by enabling autoscaling. The only option that satisfies these three
is Set autoscaling to On, set the minimum number of instances to 1, and then set the maximum
number of instances to 1.

Ref: https://cloud.google.com/compute/docs/autoscaler
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Engineer-JPN Z{B&[EIRESE #1824t L TULVEF, GoShiken.com Associate-Cloud-Engineer-JPN
AREEIRH T BENEETIIVET, D GoShiken.com Associate-Cloud-
Engineer-JPN @& Z 4 v b9 5 AlX T 5 5: hitps://www.goshiken.com/Google/Associate-
Cloud-Engineer-JPN-mondaishu.html (32830%OFF 855 iA & IE i & T 30%w A5 10—
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HTEIE: 62

HEEIE B/ DAV F3—Fy b 0T) 77— 3 RIZ Google Cloud LIZTF—2 LAV %
BELTWET T 7IVr—2 3 VICEBEROE Y—HY BELT—2 LIEEEL
T—R%EI59RDNY I T FICHERIZA K)—I 045 LET, Google WERT 5T54H
TARIZEDVWT ARAMEERADEVNWT —FTIVF Y ZRBELLZVWEBZATVWET, bl
(Il xT HoEM?

A. T—% % Dataflow ICR +1J—= >4 L Storage Transfer Service #{#HLTT—42 %
BigQuery ITEELFET,

B. T—#% % Pub/Sub [CX F1J—3 >4 L Dataflow #{#H L TT—4% # Cloud Storage [Zi%1{8
LET

C. T—%A % Dataflow ICX +1)—3 >4 L Trifacta ® Dataprep Z {1 L TT—% % Bigtable
EELET,

D. 7—#2 % Pub/Sub IZX b 1J—= >4 LE T, Storage Transfer Service #{#FHLTT—42 %
BigQuery IZX{ELFT,

Answer: B (A —vt— U %7%9)

ExFTERE: 63
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FERATHILICRD FEOTOD LY FTIO)—VEB—FEEFFARXTBHFETT, IO
ADEVWT TV r—2avE N—FRI—FENEREIP 7 RLRAZNLTHEICERLTULE
§. 7TV —230 a—REEBETIC . CNoDT—o 00— RZRRITHITLEZVWEEZT
WET, F-, IRNTORBEEZHIFLIEVEBZBZATVWET, ES5TELINTLELID,)
AFUTULIR Ry bI— LB LTEELLGL CIDR &#FZHD VPC #ELF 9, B4
DIT—o0—FZEBITIEEHERE . ET—V0—FICHLOHHRAEIP 7 FLRAZEYHTE
ERS

B. X#IICDNS H—N\—%8BITLFET , BITLDNS Y—/n\—~D#xEJ—2%HH L T Cloud
DNS ##BLFET , RIZ, —BHMEASIP 7 FLAZFERALTHOTRATOT—- O0— FEHBIT
LEY,

C.IRTDIT—/VBO—FZ#E—DVPCH IRy MIBITLET, 4Ty M Cloud NAT #E&
EL . CIOUUNAT 7 — bz AICHMIP 7 FLRAZFETEIYATET,

D.AYTJLIR Ry rI—Y LRL CIDR&#E %D VPC 2R LET BXDT—YO—F
ERTTABER &7 - 0—FICRILESHMARIP 7 FLRAZEIVETET,

Answer: D (A —vyt—T%EY)

Comprehensive and Detailed In Depth Explanation:

The key requirement is to migrate applications that rely on hard-coded internal IP addresses
without modifying the application code. To achieve this, the migrated VMs in Google Cloud need
to retain their original internal IP addresses.

A: Non-overlapping CIDR ranges and new static IPs: This option requires changing the IP
addresses of the migrated workloads, which would necessitate modifying the application code to
reflect these new addresses.

This violates a core requirement.

B: Migrating DNS and using ephemeral IPs: While migrating DNS can be beneficial in the long
run, using ephemeral internal IP addresses for the migrated workloads means their IPs could
change upon restart, breaking the hard-coded IP address dependencies.

C: Single subnet with Cloud NAT and static NAT IP: Cloud NAT allows instances without external
IP addresses to access the internet, but it doesn't help in preserving the internal IP addresses
that the applications use to communicate with each other. The internal IP addresses of the VMs
would still be within the VPC subnet range and might conflict if they are the same as the on-
premises IPs.

D: Same CIDR ranges and same static IPs: Creating a VPC with the same CIDR ranges as the
on-premises network and assigning the same static internal IP addresses to the migrated
workloads is the only way to ensure that the applications can continue to communicate using their
hard-coded IP addresses without any code changes. This approach effectively extends the on-
premises network's IP address space into Google Cloud (though without direct connectivity
initially, as stated in the problem). Once the workloads are migrated, future steps can involve
establishing connectivity (e.g., using VPN or Interconnect) if needed for hybrid scenarios.

Google Cloud Documentation References:
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VPC Network Overview: https://cloud.google.com/vpc/docs/vpc - This document explains the
fundamentals of VPC networks and their IP addressing. While it doesn't explicitly detail lift-and-
shift scenarios with identical IP ranges without connectivity, it lays the groundwork for
understanding VPC configuration.

Considerations for planning IP address ranges: https://cloud.google.com/vpc/docs/subnets#ip-
ranges - This section discusses |IP address planning, and while overlapping ranges are generally
discouraged for connected networks, for isolated migration scenarios as described, it's a
necessary step to avoid application changes. The problem statement explicitly says the
environments are not connected during the initial migration.

RFTEIRE: 64

HET=IEFA YT LI R T—4% Google Cloud 1288173 2 Z L #EHBEILTWET , T—2I2IEK
DLDOBREENFET,

*SAN A RL—CI2200TBDETA 72741

*F—H T FIINIR T—4H[E Amazon Redshift [CIRTFESNFET

*20GB M PNG Z 74 ILHA S3 N\ Ty MIRESNFET

EiiE 7 7 4 L% Cloud Storage /A5y FZEEHAH T—F DT F/INIR T—4 % BigQuery [Z
X LT PNG 774 /L% 2 ZHE®D Cloud Storage /35 MMZHEHADBHEMNH Y I, Google
NHREITBZTSHVTARIZHND BITHOI—FZ—URR LANKESICLEENEEZTLE
Y, HEIIAETEREMN?

A. ET74 774 JLIZIX Cloud Data Fusion, 7—#% = = 7/\"J X T—74 (2% Dataflow, PNG

7 7 4 JLIZI& Storage Transfer Service AL ET,

B. E1l& 7 7 4 JLICIE gcloud storage AL ET . T—2 VI 7/N\IR T—2DHEEF
Dataflow, PNG 7 7 1 JLM15 & & Storage Transfer Service,

C. BIiB 7 7 A/ JLIZ|X Storage Transfer Service, 7—% = 7/\ 9 X T—4A|Z(% BigQuery Data
Transfer Service, PNG 7 7 4 JLIZIZ Storage Transfer Service #{ERALE T,

D. ET#IZI& Transfer Appliance ZfERLET, T—2 DT 7/\O R T—2 DIHE(E BigQuery
Data Transfer Service, PNG 7 7 1 JLM15& (& Storage Transfer Service,

Answer: C (A —vyt—T%EY)

= HTEIRE: 65

T—AR—2 )L EFERALT BigQuery EICEEIN-T—32 Dz 7N\IRADT—IILEREIL
LTWET, T—2IEBAPIZT—2 Yz 7N\YRITEMENET KRICHDE T—TJILELEX
LTEREFIBEHESAET, T2 R—2 DTS IHNERTNE LIRS HEEZS
MLEZWEEBZATWEYT, HEEIAETEINEN?

A.BigQuery 1 23—z —R&#FRALTREYV I J&#HAEL T5—%FELET,

B. Cloud Console @ [T —8HE]| N—PFHRBLT . T5—2RDI1TFT,

C.Cloud Logging TT—2RATF LIR—bD T4 LR EERLET,
D.A—T2Y—ADCLIY—ILZFERLET RFTv T avk TNvH— T—4HELLKE
HEhip--EBRFHANET,
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Answer: D (A —vyt—T%EY)
Cloud Debugger helps inspect the state of an application, at any code location, without stopping
or slowing down the running app // https://cloud.google.com/debugger/docs

ExFTEIRE: 66

=ttl&, Compute Enginef > X4 U X TEITENHApache WebH—/N\—[ZKELT 7 ILER
BILTWLET, Apache WebH—/\—(F_ O ) FTEFTSINTWAHE—DT7 T U5 — 3
VTIEHY FH A, Google Cloud Platform GCP) TRIE Lf=H—/N\—DTFYFxy kT—~ Xk
NEADIOFILEBAIEZFICA—ILEZELEZVWELET, HLEFAETEIREN?

A JODzY MIFET7I—FEREL SBFE100FIL, LELMEEZ100% BEHIZ A TE KR —
JLIIZLET,

B. 100 FILDEZE _100%D LEME. XU F—I)L DB EZ A TH#FRALT B RETHDOY
MIFET7S—FERELET,

C. R&7T—42 %BigQuery[CT Y XR— + LET, BigQueryZfEA L T, 4 HDApache WebH—
N—DIYPAR—FENFFBERT—F2OTYRY FT—V X +E2EFL 100FILERZ S5
BlEA—IL%F#E{ET S Cloud FunctionZ4ERK L £9°, Cloud Scheduler#{# A L TCloud Function
EATTa—)LL BB EIZETLET,

D. Stackdriver LoggingT—> = > b Z&{EMH L T, Apache™ = 7H—/\—® A% % Stackdriver
LogginglIZT ¥ RAR— b LFET,

BigQueryZ{# A L T A D Stackdriver@HTTPL AR A OYT T—2 T L I XTOHOHTTPL
ARVADYA XIZBREDGCPTYHEZHIT-EHMN0FILERBA DSBS A —ILEEIET
% Cloud FunctionZ{ERk L &9, Cloud Scheduler#{#F L TCloud FunctionZ X4 < a1—JL L 1
BRI EICETLES,

Answer: (&% &RT~9 5)
https://blog.doit-intl.com/the-truth-behind-google-cloud-egress-traffic-6e8f57b5c2f8

FTERE: 67

LATULVDEEFEZITRT NI THA FOGCPTL VT ILF vy U JHTTPY/N—R T A
FOEETLEVW, COBED)N—RXTOFXVIE CPUZIFLEALEEELEFEA, 30GBDAE
JRFY Yy anBEBETHY HEYDOTOERAIZ2GBOAE) ZEMT Z2BENHLHELE
FTARMERDRICHZ 2D, ZOUN—RTAXFLEEDLSICETTIHENHY ET
m?

A. Create a Cloud Memorystore for Redis instance with 32-GB capacity.

B. Run it on Compute Engine, and choose a custom instance type with 6 vCPUs and 32 GB of
memory.

C. Package it in a container image, and run it on Kubernetes Engine, using n1-standard-32
instances as nodes.

D. Run it on Compute Engine, choose the instance type n1-standard-1, and add an SSD
persistent disk of 32 GB.

Answer: A (A —vyt—T%FEY)
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What is Google Cloud Memorystore?

Overview. Cloud Memorystore for Redis is a fully managed Redis service for Google Cloud
Platform.

Applications running on Google Cloud Platform can achieve extreme performance by leveraging
the highly scalable, highly available, and secure Redis service without the burden of managing
complex Redis deployments.

E#TfIRE: 68

HE-OefE 42T L2 REED S Google Cloud Platform (GCP) [C#fTLTWET /v v D
IR FT—AR—XEL LT Cassandra IREBEZFRHT MK F—LHAEHDY T3, T XTHH
FEF—LIZIE D Cassandra 1 VR A VAN RSN -FARRENDETT , UR—bDF
MZ&R/NRICHIZGA S EIRIC GCP [TRBITLIEZVWEEATVLWET, E5TIIFKWLTLELD
.

A.1.GCP [Z Cassandra %4 VA F—ILT B1-=ODFIBH A FEERLET,

2. AREMNHRBANA FICT O RTESLLIICTLET,

B. 1. Bi%#&IZ Cloud Marketplace IZ7 9t AT 35EL537 KNNAALET,

2. RFEICBHFEERERA®D Cassandra f A —C#EETHLSKBELET,

C. 1. Cassandra Compute Engine 1 Y A2 VA EBEL FODRAFTyvToay hEREFELET,
22 RFyToay b EFERALTHEEROA VR VR EEBLET,

D. 1. Cassandra Compute Engine 1 VA2 VR EZBEL FTODRFT v T a vy bEMELET,
2. 2Fv 73wy k% Cloud Storage [T7v 7A— KL BAREBENT7 IV EATESLSICLE
ER

3. HREMNEN TEITTEDLSIC RFvy T3y H 5 Compute Engine 1 YA B U R &4E
Y 5-ODFIREZEILRFLETS,

Answer: (&% &KT~9 5)
https://medium.com/google-cloud/how-to-deploy-cassandra-and-connect-on-google-cloud-
platform-with-a- few-clicks-11ee3d7001d1
https://cloud.google.com/blog/products/databases/open-source-cassandra-now-managed-on-
google-cloud

https://cloud.google.com/marketplace

You can deploy Cassandra as a Service, called Astra, on the Google Cloud Marketplace. Not only
do you get a unified bill for all GCP services, your Developers can now create Cassandra clusters
on Google Cloud in minutes and build applications with Cassandra as a database as a service
without the operational overhead of managing Cassandra

EHTREIRE: 69

Compute Enginel2RE 7 T r—>a 7704 LTVWET RE-fzAR2 V&0 ) v oL
T HEMDERSTA VRV REBIET DDEHEVWE LET, HlafzlEfilEx T o5 N ?
A HORBAZADHIBREIZCT— T ARV ZHEIBRT B 1757 EENLET,

B. 1 VX2 VATHIRREZEMIZLET,
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CAVARIVADBEHBEHZEIICLFET,
D.AVARAVATTIVIVITAEYUTA#HHIZLET,

Answer: D (A —vt—U%&9)

Preventing Accidental VM Deletion This document describes how to protect specific VM instances
from deletion by setting the deletionProtection property on an Instance resource. To learn more
about VM instances, read the Instances documentation. As part of your workload, there might be
certain VM instances that are critical to running your application or services, such as an instance
running a SQL server, a server used as a license manager, and so on. These VM instances might
need to stay running indefinitely so you need a way to protect these VMs from being deleted. By
setting the deletionProtection flag, a VM instance can be protected from accidental deletion. If a
user attempts to delete a VM instance for which you have set the deletionProtection flag, the
request fails. Only a user that has been granted a role with compute.instances.

create permission can reset the flag to allow the resource to be deleted.
https://cloud.google.com/compute/docs

/instances/preventing-accidental-vm-deletion

AT 70

HLWERETHhDO Y FEERL, FNEBEIFDGoogle Cloud Platform7Ra< x4 bz 2o F
PENHBYFET, HhEIFAZET HREN?

A.GCP7RYz/ tDTAYD Y FERIR—DY—THIILzHRALFET BFOTODT
D rEEHLT BEOBERETHIO MO LET,

B.GCP7RZ /Y rDTAY Y FERIFX—Dr—THILEHRELFEFT HLLERET
AoV hEERL FLWERETHO U bEBRFEOTOS Y MU LET,
C.HERETHIVVIDREBEBETHACEZHAELFET HLWLWIOD LY FEERL FL
WInoz) FEBRBFEDOERETAV UMY UILET,

D.BERETHAI UV IOREEBETHAICLZHALFET BIFOTOD Y FEEHLT B
FOBERETHADU MYV LET,

Answer: B (A —vyt—T%EY)

Billing Administrators can not create a new billing account, and the project is presumably already
created.

Project Billing Manager allows you to link the created billing account to the project. It is vague on
how the billing account gets created but by process of elimination

TR 71

Cloud Spanner#{# 3 %Google Cloud PlatformT7 75— 3 V2 EBELE L, YR—F
F—LIFRBZERTIDELAHDYETN, 7—ILT—RICTIVECRATEEEA, Y R—F
F—LIZEYGERZMET 5-OOABIEINZY ) 2a—2a VAR ETHY  Googleh HE%E
5TV TARIRIVBELHD, HEf=IEfETH5EH?

A. HR— b F—L7)L— T %roles / monitoring.viewerM &R E| (BN L £ 9

B. O0—JL/spanner.databaseUser0—/)LIZHR— b F—LTIL—TEEBMLET,
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C. O—/L/spanner.databaseReaderA—)LIZHR— r F—LYIIL—TEEBMLET,
D. #% Zll/stackdriver.accounts.viewerfRE|[ZHR— F F—L T IL—TZEMLET,
Answer: A (A —vt—U%&Y)

* roles/monitoring.viewer provides read-only access to get and list information about all
monitoring data and configurations. This role provides monitoring access and fits our
requirements. roles/monitoring.

viewer. is the right answer.

Ref: https://cloud.google.com/iam/docs/understanding-roles#cloud-spanner-roles

ExHfERE: 72

702 x4 FRIZApp Engine7 7Y r—3 3 % &L Google Cloud Platform 7R < = & k%4
BLELE. BWIZ. 7TV S5— a3 %uscentral) —2 a3 U oigtashd L 51T LEL
f=. RIZ_ asia-northeast1) = 3 Uo7 T r—a VEREBLEZVWE LET, HEIEMZE
FTEHEREM?

A.BBFEOGCPTOY Y FDT 74U LD —2 3> TANT 4 T Zasia-northeast1 ITE R
LFET,

B. X DApp Engine7 7 r— 3 oD —2 3 > TANT 4 T Zus-centralh S asia-
northeast1[CEBE LT,

C.EFENGCPFOY Y MZ2DBE®DApp Engine7 7V r— 3 vx gL 7FU5—2ay
IR 51— 3 & LTasia-northeast1 8 E L E T,

D.#HLWLWGCPTO ) FEMERL, COFLWLVITOD Y FRIZApp Engine7 7)) r—< 3
VEERLET 7TV =23 ERET S ) —P 3 & LTasia-northeast1 #38E L E T,
Answer: (& ZRT9 B)
https://cloud.google.com/appengine/docs/flexible/managing-projects-apps-billing#:~:text=Each
%20Cloud%
20project%20can%20contain%200nly%20a%20single%20App%20Engine%20application%2C
%20and%

20once%20created%20you%20cannot%20change %20the%20location%200f%20your%20App
%Z20Engine%

20application.

Two App engine can't be running on the same project: you can check this easy diagram for more
info:

https://cloud.google.com/appengine/docs/standard/an-overview-of-app-

engine#components_of an_application And you can't change location after setting it for your app
Engine. https://cloud.google.com/appengine/docs

/standard/locations

App Engine is regional and you cannot change an apps region after you set it. Therefore, the only
way to have an app run in another region is by creating a new project and targeting the app
engine to run in the required region (asia-northeast1 in our case).

Ref: https://cloud.google.com/appengine/docs/locations
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RFTEIRE: 73

Google Kubernetes Engine (GKE) ¥ S A2 THED YAV AY—EX 7T ) 5r— 3 UHEST
SNTLWET,

XAV OY—ERE TTAA AL FADEZ IV TFITHLTY V—REIBAER ST T
O A2 RTY,

ZLDIAAY—EXTAEY ECPUDY Y—RFHRNMBETFZE SN TLGELNI EBHH
YEL=. EXA4 70 —ERXTHAE & CPUDHIRNEY LY A X THAHZ EEFHEE LW
DTETMR ESTNIELWOTL &L S5H,

A.GKE VS READBEBRT—) VT #BRLET,

B.V3RX8—D/—K T—ILDII B4 TEEEL FYELDAEYECPUERAT-TY
VAL TEERLET,

C. &< 4~ OH¥—ERIZx LT Vertical Pod Autoscaler ##m L 3,

D. &< 4 - 0% —E X[Zxt L T Horizontal Pod Autoscaler ##H L £ 9,

Answer: C (A —vt—T%5&9)

& HTERE: 74

ComputeEngine[CE#DLinuxf YR 2 VA& T 704 LELE, SEEBERTSA VRE2 VA %FEB
MTB3FECT BAEFSLUVFROA DRI VRIZHEDT Y R EERT D LB 1Y
A—Fy MEETSSHYSA 7Y RN LTINOTRTDA VRIVRIZTIERTES LS
(23 BENHY FF, ComputeEngined Y RAVRIZ/INTY v IPEHE-EE<{HYFEFEA,
HETIEMETEIREN?

A. Cloud Identity-Aware Proxy &7=IEHTTPSU Y —RX) %R LET

B. SSHE K UTCP!) YV —X AIZCloudldentity-AwareProxy Z#m L £9,
C.SSHF¥x—R7ZEML 2RAF—%2700 Y F2EDSSHEX—E LTRELET

D. SSHX—R7 %ML MEXF—2T00 Y FEARDSSHEF—E LTRELET

Answer: (&% &RT~9 5)

https://cloud.google.com/iap/docs/using-tcp-forwarding

#fERE: 75

Cloud Identity and Access Management Cloud IAM) DR EIZ N EREEANICE|IY BTEHIRBLELH
Y E9,BEEANIZIE, Google Cloud Platform GCP) B 4J # RS H1ERE T—4 7RO
JEHERT HIERNPBRETY, HEEMETHEN?

A. BE&E AIZIAMB—/Lroles / logging.privateLogViewerZZl Y &3 T% 9, Cloud Storage~MD A%
DIYPRR—bEETLET,

B. & AIZIAMO—)Lroles / logging.privateLogViewerZ | Y #TZE 9, Cloud IAMAR ) & —DE
BIZCOWTAJLHERTHLSEBTAICIERLET,

C.EEXADIAM1—H—% _logging.privateLogEntries lisHER Z DA X Z LO—JLIZE|Y BT
%9, Cloud Storage~D O DI Y AR—FEETLET,
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D. 5&ZADIAM1—H—% _logging.privateLogEntries.listlER D H A2 LO—JLIZE|Y 4T
F9, Cloud IAMAKRY S—DEBICDODVWTHT IHERTHLS5BEETAICHERLET,

Answer: (&% &RT~9 5)

Google Cloud provides Cloud Audit Logs, which is an integral part of Cloud Logging. It consists of
two log streams for each project: Admin Activity and Data Access, which are generated by
Google Cloud services to help you answer the question of who did what, where, and when? within
your Google Cloud projects.

Ref: https://cloud.google.com/iam/docs/job-functions/auditing#scenario_external_auditors

HTEIRE: 76

BEHOEX1) T4 R —IZEWT B1-8(Z_Google Cloud 7OF Y FE#HEEDER TR
TEDENHYET BEHOVI bz 7 TP T7H FRMER INAE INT=A%T Google
Cloud 7B4% 9 b T TAABLUVBEHTEDIA N ALERET ZHELAHY ET MEITA
ETL&ODY,

A. curl Z{EA L T Google Cloud 7445 + %4 L . Google Cloud APl Z{#EA L E9 ,curl O
RUREY—RO—F YRS MJIZRFELTHELET,

B. Google Cloud 7O %% + #3518 Java Al Google Cloud 7 5S4 7> k SA4T5 1)
ZRRAYT D Java Ny —DEERLET Ny Tr—2PFY—Xa—F VR FJIZRTFELTH
BLET,

C. Google Cloud CLI Z{#MA L T Google Cloud 7O% % %t/ 9 % bash 2 ) 7 FEERL
F9 . bash RV YT +E2Y—Ra—K YRS FJIZRBELTHELFET,

D. Google Cloud Terraform Z’B/\41 4 % L T Google Cloud 7044 ~&#E/ T 5
Terraform EL 2 —)LEERLET , EV 2 —ILEY—RO—FK YR FMJIZRELTHELE
9,

Answer: D (A —vt—U %&9)

FA%173: Associate-Cloud-Engineer-JPN fE7E2£ (& GoShiken.com Mt hf-&HKELHT LY
Associate-Cloud-Engineer-JPN 8% 785 ! GoShiken.com M &x#7 D Associate-Cloud-
Engineer-JPN HEARIREE 12 L TLYE I, GoShiken.com Associate-Cloud-Engineer-JPN
AREEIRH T MENERTIIVET, %D GoShiken.com Associate-Cloud-
Engineer-JPN RIEEE %47 v b9 5 AL 5 5: hitps://www.goshiken.com/Google/Associate-
Cloud-Engineer-JPN-mondaishu.html (32830%OFFE#E5E A & IEfi#{f & T 30%w 4RI EI5 10—

F: Freepdfdumps)

HTRRE: 77
Nearline Storage/Ary MZ7 vy TA—F3 2LENHLIE— DT 7 A4 ILIZ2GBDT—2H'H
YEF,EALTLSIWANEFREDOERKIEL1 GopsTHY  BHETHEALTLSDIEHHLEITT
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T, 77 A INERREICEET H-OIC, TEDETELDERT1GhpsHFFAL-WWELET, 77
ANEEDESIT7yTA—FRLETHI?

A. gsutildX4> Y IZGCP ConsoleZ A LTI 7ML EERELEFT,

B. 77 A /LBaE TosutilZfEA L THEFNEET7T vy TO—REFMIILET,
C.EnEZReT 4T VDTCPI 4 Y R oA XEINELLLET,

D. /N7y FD R FL—T 9 5 X %Nearlineh 5 Multi-Regional[ZTEE L EF 9,

Answer: (&% &RT~9 5)

https://cloud.google.com/storage/docs/parallel-composite-uploads
https://cloud.google.com/storage/docs/uploads-downloads#parallel-composite-uploads

RFTERE: 78

HET-D&4tX GoogleCloudIZT 7HA SNBENAMIT—LEZRELEL , F¥—<—IE 4
UE—=2y FENLTHYPDEFERETY —LIZEKLTWET , S —LIZUDP/ST v FE1%E
LT IILFITLANVY—FE—RTITLALTWBST—I—DT7I 3 VIIDVTH—N—%¢FH
LET  T—LN\Y I T FFEHOERETL Y YM)ITHRTE E—DIP7 LR ZN L TYM
ENRTOIRENHYET, HhEEFET H5EN?

A 7T)5—2 308 —N—0RIZSSLTAFXO0—RNS o —FBRLET,

B. 77U —>3 Y —N—0ORIZAEUDPA— KNS U —ZERLET,

C.77UHr—2 3 y—N—OFIHEHTTP §) B— FNSUH—28RLET,

D. 77V —>3 oH—NR—0RIIHERY bT—9 B— kKNS —2BRLET,
Answer: D (A —vt—T#ET)

cell phones are sending UDP packets and the only that can receive that type of traffic is a
External Network TCP/UDP https://cloud.google.com/load-balancing/docs/network
https://cloud.google.com/load-balancing/docs/choosing-load-balancer#lb-decision-tree

TR 79

A N—LR T/ 0P—%FRALTGoogle Cloud IZ7 FTUHr— 30277043 3BEN
HBUYET ERFS 749 IDOhITIREETT IV r—2av0HLLWVNAN—2a0FTARL
WEEBZTWET, HhLfEAMET H5EN?

A 7T)5— 3 % AppEngine [CT 704 LET FHLLWNN—Da eI FHLLWY—E
RAEERLET,

B. Google Kubemetes Engine [C7 T —> 3 & 7704 LES, b3 74 v I 2BCIE
Anthos Service Mesh ZEH L %7,

C.77Ur—>ar x50 RBEEICT IO LET , BAHAICIEIN—D3 VEESHNATHE
v,

D.77V—23 &9 I9RIITIAALET E£D, FT T4 90 ARVICITEREHGEO—
W72 bEERLET,

Answer: D (A —vyt—T%EY)

Ex#TfEE: 80
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=¥ F— LIZIE, IDAacme-data-digestdSales DataDigest& LN S ZRIND TOS o FABHY F
3, Y= T4 F—LABIZA#HDGoogleCloud) V—REHRETILENHY EITH, Fhd
D)V —RFEEF—LEFMIZLTHERT ILENHYFET, HLT(IAETEHE2EN?

A acme-data¥ 4/ xR FTTAD Y VI VEERL = T4V F—LIZTRDY
FIT42—DEENEFELET

B. ¥—45 T 4 >4 F—LMAIZID acme-marketing-data-digestZ £ L TR DHEEZER L FZ
[T)VY—RZETTOALET

C. Meeting Data Digest& LV 3 ZRITDHT L LMREEZERL L | IDacme-data-digestz AL FJ,
=T T4V F—LIZTAD T P I T4 3—D/RENEHFELET,

D. 7O ) MREEBEDREZI—7 T4 VI 5L TacmeT—2 44 Pz A FE22E TS
Answer: B (A —vyt—T%#EY)

HTERE: 81

BRI DA VY REIVRTL—THHYEST , O— NSRS A4F7 U FSSLEY V3>
ERTTBHBEIICLET A VREI VAT IL—TIE HTTPSEHBET/NT ) vy I WebT7 T) r—
DAVERBIDLOIERAINET, GoogleM RG22 T50 T4 Rz, HAT=IEM
ETHRNEN?

A.HTTP §)B— kNS B —28ELET,

B. AEITCPO— FNS U H—ZHERLET,

C. /M ERSSLT7 R {2 O— RNS U —ZBRELET,

D. M TCPTRF L O— KNS U —%ERLET,

Answer: A (A —vyt—T%EY)

Reference: https://cloud.google.com/load-balancing/docs/https/

According to this guide for setting up an HTTP (S) load balancer in GCP: The client SSL session
terminates at the load balancer. Sessions between the load balancer and the instance can either
be HTTPS (recommended) or HTTP.

https://cloud.google.com/load-balancing/docs/ssl

ExFTERE: 82

HEE=ORBFT -2 7/ I JIZBigQueryZERALTLWET BREIOKEBE EHIC
ADESESELHESRRAZY FAKED IO Y MIbhi=2TI000LLEDT—2 €y &
BLTEEL, CIOIX, $RTOT—2ty FZFAXT _employee_ssnFlZELT—TILER
DIIEHIELEEROTVET , CODRRVERTTAFNER/PRICHNZASZBELAHY ET, HE
I EToEMN?

A T—32h207ICBEL KRRy Y X Temployee_ssnZ#HELET,

B.bqav Y k34 VY= LEZFERALTHEBRADIRTOTO Y b EL—TFTBHLTIILRY
)T hEFEBRLET,

C.H BRI RTH ooy t%#/)L—TF L _INFORMATION_SCHEMA.COLUMNSE 2 —T%
I %ZE{TL T employee ssnilZRDIFTH5R YT rEFTBRLET,
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D. 8NN ITRTHOTOP Y FHIL—T L INFORMATION _SCHEMA.COLUMNSE 2 —T%
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Answer: A (A —vyt—T%EY)

https://cloud.google.com/bigquery/docs/quickstarts/quickstart-web-ui?authuser=4
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D. Cloud Billing Console@[LR— M Ea—%#FHLT LEHLIX MERERTLET,
Answer: A (A —vt—U%5&Y)
https://cloud.google.com/billing/docs/how-to/export-data-bigquery "Cloud Billing export to
BigQuery enables you to export detailed Google Cloud billing data (such as usage, cost
estimates, and pricing data) automatically throughout the day to a BigQuery dataset that you
specify." Reference: https://cloud.google.com/billing/docs/how-to/visualize-data
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OS Login is a Google-recommended practice for managing access to Linux VMs in Compute
Engine. It centralizes user account management by linking the Linux user accounts on the VMs to
Google Cloud identities. You then use IAM roles to grant users the necessary permissions to
access the VMs (e.g., roles

/compute.osLogin or roles/compute.osAdminLogin). This simplifies management as you control
access through IAM policies rather than managing individual SSH keys on each VM, thus
minimizing operational costs.

Option B: While enabling OS Login is a good first step, writing custom startup scripts to manage
user permissions adds complexity and operational overhead, contradicting the goal of
simplification and minimizing costs.

Option C: Requiring developers to manage their own SSH keys and making the owner root is a
significant security risk and not a recommended practice. It also doesn't centralize management.
Option D: This approach also involves managing individual SSH keys and custom scripts, which
increases operational overhead and doesn't leverage the centralized management benefits of OS
Login.

Reference to Google Cloud Certified - Associate Cloud Engineer Documents:

OS Login and its benefits for simplified and secure Linux VM access management are detailed in
the Compute Engine documentation, which is a key area for the Associate Cloud Engineer
certification. The integration with IAM for permission control is a central aspect of this service.
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Reference: https://cloud.google.com/vision/automl/docs/before-you-begin To use a service
account outside of Google Cloud, such as on other platforms or on-premises, you must first
establish the identity of the service account. Public/private key pairs provide a secure way of
accomplishing this goal. You can create a service account key using the Cloud Console, the
gcloud tool, the serviceAccounts.

keys.create() method, or one of the client libraries.

Ref: https://cloud.google.com/iam/docs/creating-managing-service-account-keys
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Pub/Sub is a scalable and reliable messaging service that can handle large volumes of data from
different sources at different rates. It allows you to decouple the producers and consumers of the
data, and provides a durable and persistent storage for the messages until they are delivered.
Cloud Functions is a serverless platform that can execute code in response to events, such as
messages published to a Pub/Sub topic. It can scale automatically based on the load, and you
only pay for the resources you use. By using Pub/Sub and Cloud Functions, you can optimize the
storage and processing of the votes, as you can handle the variable rates of incoming votes,
process them in real time or near real time, and avoid managing servers or VMs. References:

* Pub/Sub documentation

* Cloud Functions documentation

* Choosing a messaging service for Google Cloud
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Answer: C (A —vyt—T%EY)

https://cloud.google.com/vpc/docs/vpc-peering
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https://cloud.google.com/bigquery/docs/access-control#custom_roles

Custom roles enable you to enforce the principle of least privilege, ensuring that the user and
service accounts in your organization have only the permissions essential to performing their
intended functions.
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Let's analyze each option to find the one that meets the requirements of no startup time for new
traffic, two idle instances, and minimal administrative overhead:

A: Unchecking "Serve this revision immediately" and using a traffic simulation tool: Unchecking
"Serve this revision immediately" does prevent the new revision from receiving traffic immediately.

However, manually using a traffic simulation tool adds administrative overhead. It also doesn't
guarantee that two idle instances will be ready before traffic is shifted; you would need to monitor
and adjust traffic manually based on the simulation.

B: Configuring service autoscaling and setting the minimum number of instances to 2: Service-
level autoscaling applies to all revisions of the service. Setting the minimum instances at the
service level would ensure at least two instances are running across all active revisions, not
specifically for the new revision before traffic shift.

C: Configuring revision autoscaling for the new revision and setting the minimum number of
instances to 2:

This is the correct approach. By configuring revision autoscaling specifically for the new revision
and setting the minimum number of instances to 2, Cloud Run will ensure that at least two
instances of the new version are running and ready to serve traffic before you redirect any traffic
to it. This eliminates startup latency when you do shift traffic. It also minimizes administrative
overhead as Cloud Run manages the instance scaling based on this configuration.

D: Configuring revision autoscaling for the existing revision and setting the minimum number of
instances to

2: This would ensure the existing version has at least two idle instances, which doesn't directly
address the requirement of having idle instances ready for the new version before traffic
redirection.
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Google Cloud Documentation References:

Cloud Run Autoscaling: https://cloud.google.com/run/docs/configuring/min-instances - This
document explains how to configure minimum and maximum instances for Cloud Run services
and revisions. It clarifies that you can set minimum instances at the revision level to ensure
instances are always ready.

Cloud Run Traffic Management: https://cloud.google.com/run/docs/managing/traffic - This
describes how to deploy new revisions and gradually shift traffic between them. Combining
minimum instances on the new revision with traffic splitting allows for zero-downtime deployments
with pre-warmed instances.
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"Google Cloud VPC Network Peering allows internal IP address connectivity across two Virtual
Private Cloud (VPC) networks regardless of whether they belong to the same project or the same
organization."

https://cloud.google.com/vpc/docs/vpc-peering

while

"Cloud Interconnect provides low latency, high availability connections that enable you to reliably
transfer data between your on-premises and Google Cloud Virtual Private Cloud (VPC)
networks."

https://cloud.google.com/network-connectivity/docs/interconnect/concepts/overview and

"HA VPN is a high-availability (HA) Cloud VPN solution that lets you securely connect your on-
premises network to your VPC network through an IPsec VPN connection in a single region."
https://cloud.google.com/network-connectivity/docs/vpn/concepts/overview
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App engine is a regional service, which means the infrastructure that runs your app(s) is located
in a specific region and is managed by Google to be redundantly available across all the zones
within that region. Once an app engine deployment is created in a region, it cant be changed. The
only way is to create a new project and create an App Engine instance in europe-west3, send all
user traffic to this instance and delete the app engine instance in us-central.

Ref: https://cloud.google.com/appengine/docs/locations
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https://cloud.google.com/vpc/docs/vpc#manually _created subnet _ip_ranges
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Understanding IAM custom roles

Key Point: Custom roles enable you to enforce the principle of least privilege, ensuring that the
user and service accounts in your organization have only the permissions essential to performing
their intended functions.

Basic concepts

Custom roles are user-defined, and allow you to bundle one or more supported permissions to
meet your specific needs. Custom roles are not maintained by Google; when new permissions,
features, or services are added to Google Cloud, your custom roles will not be updated
automatically.

When you create a custom role, you must choose an organization or project to create it in. You
can then grant the custom role on the organization or project, as well as any resources within that
organization or project.
https://cloud.google.com/iam/docs/understanding-custom-roles#basic_concepts
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https://cloud.google.com/kubernetes-engine/docs/how-to/cluster-
autoscaler#adding_a_node_pool_with_autoscaling
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Read the dataset's metadata and to list tables in the dataset. Read data and metadata from the
dataset's tables.

When applied at the project or organization level, this role can also enumerate all datasets in the
project.

Additional roles, however, are necessary to allow the running of jobs.

BigQuery Data Viewer

(roles/bigquery.dataViewer)

When applied to a table or view, this role provides permissions to:

Read data and metadata from the table or view.

This role cannot be applied to individual models or routines.

When applied to a dataset, this role provides permissions to:

Read the dataset's metadata and list tables in the dataset.

Read data and metadata from the dataset's tables.

When applied at the project or organization level, this role can also enumerate all datasets in the
project.

Additional roles, however, are necessary to allow the running of jobs.

Lowest-level resources where you can grant this role:

Table

View

BigQuery Job User

(roles/bigquery.jobUser)

Provides permissions to run jobs, including queries, within the project.
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Lowest-level resources where you can grant this role:

Project

to run jobs https://cloud.google.com/bigquery/docs/access-control#bigquery.jobUser
databaseUser needs additional role permission to run jobs
https://cloud.google.com/spanner/docs/iam#spanner.databaseUser
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¥, Cloud SQL Auth Proxy ' L TT—42 R—XIZT7HUV A LET,

Answer: B (A —vyt—T#%T)

Cloud SQL Auth Proxy: This proxy ensures secure connections to your Cloud SQL database by
automatically handling encryption (SSL/TLS) and IAM-based authentication. It simplifies the
management of secure connections without needing to manage SSL/TLS certificates manually.
IAM Database Authentication: This allows you to use IAM credentials to authenticate to the
database, providing a unified and secure authentication mechanism that integrates seamlessly
with Google Cloud IAM.

B HTfEIRE: 98

BigQueryh 5D T—42 #&£# L THELT DAppEngine—EREEBEBLET 7TV yr— 3
&, T 74 IV FDApp EngineService 7 hH Y hTTF 7O SNhFET REILTIHEDH S
T—R2E AOF—LABEETIHOTAD Y FMHYFET , COTADY MITIERT
BLEITEFRAN, 7T r—2 3 oA BigQuery T—42ty kS T—2ZHANE K S
[T OMENHYET, HElFAET HEN?

A D F—LIZ T 7+ DApp EngineService 7 717 > kIZBigQueryY 3 71 —H—D1%E|
5T H5&KELET,

B. thdDF—LIZ, T 7 4L FDApp EngineService 7 1 > FZBigQueryT—4 E 2 —7 D& E|
5T H5EIEKELET,

C. 70> x4/ F®MCloud IAMT T 7 # JL EMDAppEngineY—E X7 H 7 > ~IZBigQueryT—4
Ea—T7—0D&RELHDIZLEHRLET,
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D. 7O2 Y +DCloud IAMT D F—LHhSFH L EE SNz —EXRT7THD 2 MM, FO
U149 FTOBigQueryy 3 71— —D&KXEIZHE5LET,

Answer: B (A —vt—U%&9)

The resource that you need to get access is in the other project.

roles/bigquery.dataViewer BigQuery Data Viewer

When applied to a table or view, this role provides permissions to:

Read data and metadata from the table or view.

This role cannot be applied to individual models or routines.

When applied to a dataset, this role provides permissions to:

Read the dataset's metadata and list tables in the dataset.

Read data and metadata from the dataset's tables.

When applied at the project or organization level, this role can also enumerate all datasets in the
project.

Additional roles, however, are necessary to allow the running of jobs.

EFTERE: 99

Cloud Pub/Sub hrEY I DDAy —D%WEBTEH7 T r—2 3 %Cloud Runlz7 704
T5ELET, GoogleH#RT 5 TS59 T4 RN, HEIIAZET H2REN?
A.1.Z®D FEw %Y TCloud Pub/Sub k1) i—%{ERA9 %Cloud FunctionZER LET, A vE—
< Z &1ZCloud Function®™ 5Cloud RunT7 75— 3 VU LET,

B. 1. Cloud Run2THERAIN I Y —ERXRT7THD Y FZPub/Sub¥ TR I 54 N\N—D&RE| =5
LET,ZDFEY I DCloud Pub/SubY TRV 1Yy T a v EERLET 3. 7T Ur— 3>
NEDY TR )T avhortve—2%TLT5K5I1CLFET,
C.AHY—ERTHYIYFE2ERLET, CloudRUN7 T —2 a3 DFDHY—ERTHDI U b
[ZCloud Run Invoker@ & E|Z {45 LFET , FDY—ERT7THhHo Y hZFERL_ Cloud Run7 7'1)
r—23vE Ty aT U RRA Y MELTHERAT SCloud Pub/SubY TR U 1) T3 U %1E
BLET,

D. 1.#E# ZInternal. 2IZ8XE L T _ Cloud Runon GKEIZ 7 T —> a3 v 57704 LET . FD
FEw S DCloud Pub/Sub¥TRY ) T3V EERLET 3. 7IUS—2arERL
Google Kubernetes Engine? S A2 T A vt—C%#ZITRMoCF7 T r—2 3 VITEET 5O
vTFrETIRALET,

Answer: (fRZE%RTT B)
https://cloud.google.com/run/docs/tutorials/pubsub#integrating-pubsub

1. Create a service account. 2. Give the Cloud Run Invoker role to that service account for your
Cloud Run application. 3. Create a Cloud Pub/Sub subscription that uses that service account
and uses your Cloud Run application as the push endpoint.

HTEIRE: 100
DSRADEEBRT—1) VT BERIZE > TULVS Google Kubernetes Engine (GKE) TEfT&h
TWA7 TN r—oavhhbyYET , 7IV5—2aVIETCP IV RRA U FERRALET,
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D7 TV r—2a oL T YAV OhHYFEST,RLJ—2 3 I Compute Engine 1 >R
ARG Y FIH gce-network & (XN % AID Virtual Private Cloud (VPC) IZH Y | Z#ID
VPC & IPEEMNEELTVWERA, DA VREVRIE GKE LOT7 T r—2 3 VITHEHT
SLENHYFET , FHERMDRICIMA -V, HEFEETE2EN?

A1.GKET 77V — 3 D Pod #/1\v YT RELTHERYT S4% 4 7 LoadBalancer ®
Service R L EJ, 2. H— E XD externalTrafficPolicy % Cluster.3 IZERE L E I, ERi S h 1=
A—KFNSUHD7 KLAZERAT 5 & 512 Compute Engine 1 Y A2 VR EERLET,
B.1.GKE T, 77U —2a>MDPod &/1\v YTV RELTHERT 5424 7 NodePort M
Service # B LET 2. EVPCIZ1D2F D 2200FR Yy rI—H 404 —Dx—REHDTAO
F EMEEN S Compute Engine 1 VR A VR EERLET 3. DA 2 RA VX T iptables &
FRALT, k574 v% % gce-network i 5 GKE / — FIZERi%X L EJ, 4. gce-network D 7O+
DT FLREIVRRA U FELTHERT 5L 5IC Compute Engine 1 VX2 VR &L E
ER

C.1.GKE T 77U —>3 > D Pod /Ny T RFELTHERT %% A J LoadBalancer M
Service ZERLET 2. COH—EXRIZERZEML F9: cloud.google.com/load-balancer-
type: Internal3. 2 DM VPC Z—#ICET7EHKLET 4. FRRENE=O0—RKNRSUHDT7 LR %
A3 % & 512 Compute Engine 1 VR 2 VAR LET,

D.1.GKE T 77U —3a> D Pod #/1\v YTV RELTERT B2 A 7 LoadBalancer
Service ZELET 2 MIGDA VR AV ADRIMPIP Z2RTA4 YR MIEHE TS O—F N
5 Y —IZ Cloud Armor ¥ a ) 74 R —FEBMLFET, 3. SNz —RN\Z D7
FLRZ#EBET 5& 52 Compute Engine f VA2 VA ZEZHEHRLET,

Answer: A (A —vyt—T %K)

performs a peering between the two VPC's (the statement makes sure that this option is feasible
since it clearly specifies that there is no overlapping between the ip ranges of both vpc's), deploy
the LoadBalancer as internal with the annotation, and configure the endpoint so that the compute
engine instance can access the application internally, that is, without the need to have a public ip
at any time and therefore, without the need to go outside the google network. The traffic,
therefore, never crosses the public internet.
https://medium.com/pablo-perez/k8s-externaltrafficpolicy-local-or-cluster-40b259a19404
https://cloud.google.com/kubernetes-engine/docs/how-to/internal-load-balancing clients in a VPC
network connected to the LoadBalancer network using VPC Network Peering can also access the
Service

https://cloud.google.com/kubernetes-engine/docs/how-to/service-parameters

ATEIE: 101

Y—KN—FT DY T b7 7TV r— 30 %B—0 Compute Engine VM f > X4 U X (2
TIAATEIBENHYET 7T V5= 3 VIE AT —2R—XIZx L THREREDFH
RUBLUVEERAHAT AR TV RRZVBEELFT A VRIVANEERICRET S L%
REETADDENHYET , ES5TNIELNLTL £ 5D,
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AAVRAVR TUTL—bEERLET, T4 XY 24 T% Hyperdisk Extreme [ZE%%E L &
T AVARAVARTUOTU—bERT— I IRZ—D R A VRE VA TL—TD—EELT
EELET,

B.AVRAVA TUTL— b EERLET, T4 XY 24 7% Hyperdisk Extreme [ZE%E L &
T AVARAVARTUOTU—bERT— LA IR—D R A VREIVA TL—TD—EELT
EBLET,
CAVRAVATUTL—FEERBLET , T4 RY 34 T%E SSD KT 4 RVICERELF
T AVAA VR TUTL— b ERT—FLAIR—D R A VRAVR TIL—TO—EELT
EBLET,

D.AVARRAVAR TUTL—bEERLET , T4 R 34T SSD KT 4 RVICERELF
T AVAAVRATUTL—bERT— LIV IR—D R A VRAVR TL—TO—EELT
EBLET,

Answer: D (A —vt—U%&9)

HTEIRE: 102

TVIVTT4TILVM TR ESNEIAXA—C R AV RIVR TIL—THEHBYEST, $TH
VM &, BN BRESZEIRE L UVBERLETET, COBMEDEZ N SERITMATI HM?

A V—UBRENFHREINTNSH BEZEETSEHITTRTOTI I TT4TILVM A
XY MEDUEINET  TIL—TEHNDOT—2I2TFTAA LTHATLIESL,

B.)—23a DA VARAVA JA—RITELELT:,

CIXF—TRAVRAVR TIL—TDVM X RED 1 DEOATVIT TT 4 TIVEEREIC
DUBZohFT,

D.YA—P R AVREAVA TIL—TDANLNARF v I RYBRLEBLTWET, Zhik AL
AFIVYDERNTEYTHEIN, T7AT7 V04—V L—ILOBEAFTBEYT ANILAF Ty
IWBAL DR VRIZT I RRATELGNHTY,

Answer: D (A —vyt—T%EY)

as the instances (normal or preemptible) would be terminated and relaunched if the health check
fails either due to application not configured properly or the instances firewall do not allow health
check to happen.

GCP provides health check systems that connect to virtual machine (VM) instances on a
configurable, periodic basis. Each connection attempt is called a probe. GCP records the success
or failure of each probe.

Health checks and load balancers work together. Based on a configurable number of sequential
successful or failed probes, GCP computes an overall health state for each VM in the load
balancer. VMs that respond successfully for the configured number of times are considered
healthy. VMs that fail to respond successfully for a separate number of times are unhealthy.

GCP uses the overall health state of each VM to determine its eligibility for receiving new
requests. In addition to being able to configure probe frequency and health state thresholds, you
can configure the criteria that define a successful probe.
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EHTEIRE: 103

#$1 X 4 Ls Virtual Private Cloud (VPC) R Compute Engine VM 4 Y X2 VR ETERITEINDET
T)r—23ohhbVET SHOEF2 T RYI—TIE VM A 2 REZ 2V ROREIP 7 K
LADFERADAHADNHTENTEY VM A DR EVARA B3 —F v MMIHERYT 52 EEFFAS
NTWEEBA 7TV r—2a3oh7nd s LR Cloud Storage /37y F THRR FERTLY
B2ITFAIICT ) CRATEDILEZHERTILENHYFET, HLTEIAETEIREN?
A.Cloud NAT 4 Y RA VU R%&ETJO4A4 L, k574 v% % Cloud Storage /N7y FODERIP 7
FLRIZL—T4 T LET,

B. h XA LVPCADY TRy hTTS5A4R—Fk Google 7V 2REZHMIZLET,

C. VPC Service Controls EFRRHNDFHIR SNz —E XD ) X kI slorage.googleapis.com % i&
ML RESNE=TADY PR MNZTED Y FEEBMLET,

D.UOSODRAIL—=U N Y FTTSAR—KH—ERXR T ERAEEMILET,

Answer: (fAZEZ#RTT B)

= HTfEIRE: 104

HTTPS 9z 7V r—La v RADBMRT—) VT IX—D R A VRI VR T —T %k
BT BENHYFET EELVMAHEEICBERINDGESICTILENHY T, HAT1(E
fAIZzgoEN?

A R—K 443 TALR FI VP &L IR—DF AV RE VR TIL—TOEREICENE
FALEY,

B.YA—U R A VR VR JIN—TEHERTDEZIZ, D0 TI =0 TRELIILF I—V
ZEIRLET,

C.AVREAVA TUTL— LT, 5L health-check | ZEBMLET,
D.AYVRAVRTUTL—FTC N—bE—FEAZT—F H—N—ITEETIEHRY )T
FEEMLET,

Answer: A (A —vyt—T%EY)
https://cloud.google.com/compute/docs/instance-groups/autohealing-instances-in-
migs#setting_up_an_autohealing_policy

EHTfERE: 105

7 7)) r—< 3 > % Google Kubernetes Engine GKE)IZT 7RAA LTWEYT 7 IUSr—a Y
[£. 754 X— | Cloud Storage /N7y b~A®D APIFEUH L ZT5HEMNH Y £9, Cloud
Storage APl IZxt L CTEREET AL SIC7 TV —2 3> Pod %R THILENHY TTH
DRYO—ICKYH—ERXRTHOU N F—DFEANZILEINTULVET, Google H\H#RT 5T
DTARIZHESBEIHYET, ES5TNIELNTL &35,

A.GKE VS RAZERL 7IVr—2avzeaT7a4LET , tFxa)T4H54%2 ) TR
LT.Google Y—ER 7ho v b F—%#ERLE

9, constraints/iam.serviceAccountKeyExpiryHours ##8i7R 1) > —% 24 BREICRELEF T,
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B.GKE ¥ SRR #BL T7FVr—23vaET7aA4LEST . X2 T46NZ)V I TR+
LT.Google Y—EX 7hOo Y b F—%EMLE

9, constraints/iam.serviceAccountKeyExpiryHours #A#i7R 1) & —% 8 BFREICRE L T,

C. Workload Identity Federation Z{#H LT GKE 7 S X2 21k L9, Google HY—E X 7 5
) > b & Kubernetes ServiceAccount Z4ER L . ADH—E X 7H ™ > bH Workload Identity
Federation Z{EHY % & 5IZ5%F L £9, Kubernetes ServiceAccount 27 75— 3> Ry
FIZ#&#%: L . Identity and Access Management IAM) ZERH L T/ MZT7 O EATESL &S
Google H—ERXR 7hO U hERELET,

D. Workload Identity Federation 2 LT GKE 7 SR 2 kR LET /A7y MZT IV ERT
BE=ODTIHINED) —FH—ERTHOUMERELEFT . 7TUT—2a0F IS RAIC
T7AAL /—FY—EXRTAD L DERET7 TV r— 3 UAMERATESLSICLE

9, Identity and Access Management (IAM) ZfERAL T . Y—EX7AI Y MMINTy kADT Y
TRAZHFRAILET,

Answer: C (A —vt—T#EY)

The organization policy explicitly prevents the use of service account keys, so options A and B,
which involve requesting exceptions to create them, are not in line with the policy and Google's
recommended practices for secure authentication.

Ex#TfEIRE: 106

BEBWNCELD7IVT—2a v b3 T74vIDFREINDEMERET 51=-DIC, hRF LA
Compute EnginefRE< > > YM)DIE—ZERT H2RENHY FT, HAafIMET o
mne

A. R—XVM®DComputeEngineX+ v 7L 3w FEHERLET,

FDRFTY T ay bOLEBREERLET,

B. R—XVM®MDComputeEngineX+ v F< 3y FEERLET,
FDRFTYToay bbb DRI VREERLET,

C.RFv 7L 3y bhibhRH LComputeEnginef * —CHERLET,
ZTOEGILEBREERLET,

D. X+ v L3y bhbHRA LComputeEngined * —J &R LET,

ZDA A=A VRE D REERLET,

Answer: D (A —vyt—T#ET)

A custom image belongs only to your project. To create an instance with a custom image, you
must first have a custom image.

Reference: https://cloud.google.com/compute/docs/instances/create-start-instance Preparing your
instance for an image You can create an image from a disk even while it is attached to a running
VM instance. However, your image will be more reliable if you put the instance in a state that is
easier for the image to capture. Use one of the following processes to prepare your boot disk for
the image:

Stop the instance so that it can shut down and stop writing any data to the persistent disk.
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If you can't stop your instance before you create the image, minimize the amount of writes to the
disk and sync your file system.

Pause apps or operating system processes that write data to that persistent disk.

Run an app flush to disk if necessary. For example, MySQL has a FLUSH statement. Other apps
might have similar processes.

Stop your apps from writing to your persistent disk.

Run sudo sync.

After you prepare the instance, create the image.
https://cloud.google.com/compute/docs/images/create-delete-deprecate-private-
images#prepare_instance_for_image

A7 Associate-Cloud-Engineer-JPN [E#ESE (& GoShiken.com MRt SN f=EH& L OT L
Associate-Cloud-Engineer-JPN F{E&[H7E5% ! GoShiken.com M &x#7M Associate-Cloud-
Engineer-JPN Z{B&[EIRESE #1824t L TULVEF, GoShiken.com Associate-Cloud-Engineer-JPN
AREEIRH T BENEETIIVET, D GoShiken.com Associate-Cloud-
Engineer-JPN @& Z 4 v b9 5 AlX T 5 5: hitps://www.goshiken.com/Google/Associate-
Cloud-Engineer-JPN-mondaishu.html (32830%OFF 855 iA & IE i & T 30%w A5 10—

F: Freepdfdumps)

= HTERE: 107

77— 3 1&, Google Cloud DI A—U K AV RA VA J)L—T MIG) TEITSNTL
£9,1 20D VMIZDUVT Cloud Logging IZ, 7AEAM 1 DAGELEWLE NS TS —NRE
SNFEFT MGCANDIDVM Z2Y CICEETMAF-VWEBATVWEYT, HLEIFAETEIREN?
AMGODAUVAREAVR TUoTL—bEEHLTERLET,

B. Compute Engine 2>V —)LHh5 MIG B IRL A =Za2—T[VM DEH] Z:EIRLFET,

C. gcloud compute instance-groups managerecreate-instances A< > FZ{EHA L T VM ZBER
LFET,

D. VM @ REFRESH 7% < 3 > ##&% L T gcloud compute instances update I<¥ > KZ{ERAL
F9,

Answer: B (A —vyt—T#ET)

Ex#fEIRE: 108

IX—TV A VRE VAT IV—THOERDODEET S OTT7 IV r—2a0#ETLTWT B
BRT—) OB EMICE->TOWET BEIRT— VTR O—IE A R2 2 RDCPUER

EHNBOWNEHBZ D EBMDA VAR VAR IIL—TIZEBIMENE LS RIS TOET, VM

X AVREVRTIL—THBVMDBRRBD5IET 50 4 U RAE U ADCPUERZEAB0%IZIE
TIHETEMENET A VRAZVRICHT HHTIPAILRAF = vy ODEEEILI0FIZEHRTE

SNTVWET A —F—DEREIV VA VRAEVRAEZFRATESLS(2HBFETIZE #3090
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YEFT A VRAFVRTIV—THEERT—) V595 T RA—HYF—+53 T4y IDLA
WEaEYR— b BDITRHELGA VAR VANELITEMENE I EALMYET, BER 77—
VOURICA VRE VR TIN—T DY A XEBUNMEF LIV, HEEMET HEEN?
AAVRRIVDADRARBZEININERELET,

B. 1 VAZ VADBRREEIIZHL LFET,

C.HTTPALRF I DRHOYIZTCPAILRF v I EFEHALET,

D. HTTPALRF = v Y OMAELEZ 200 IO LET,

Answer: (&% &RT~9 5)

The reason is that when you do health check, you want the VM to be working. Do the first check
after initial setup time of 3 mins = 180 s < 200 s is reasonable.

* The reason why our autoscaling is adding more instances than needed is that it checks 30
seconds after launching the instance and at this point, the instance isnt up and isnt ready to serve
traffic. So our autoscaling policy starts another instance again checks this after 30 seconds and
the cycle repeats until it gets to the maximum instances or the instances launched earlier are
healthy and start processing traffic which happens after 180 seconds (3 minutes). This can be
easily rectified by adjusting the initial delay to be higher than the time it takes for the instance to
become available for processing traffic.So setting this to 200 ensures that it waits until the
instance is up (around 180-second mark) and then starts forwarding traffic to this instance. Even
after a cool out period, if the CPU utilization is still high, the autoscaler can again scale up but this
scale-up is genuine and is based on the actual load.

Initial Delay Seconds This setting delays autohealing from potentially prematurely recreating the
instance if the instance is in the process of starting up. The initial delay timer starts when the
currentAction of the instance is VERIFYING.

Ref: https://cloud.google.com/compute/docs/instance-groups/autohealing-instances-in-migs

HTEIRE: 109

kubectl run nginx image=nginx labels=app=prod %34T L T Kubernetes 7 7041 A > F Z{ERK
LEL7,Kubernetes 7 SR A—I[E MDZ DT IO/ THFEREINTLET, 2D nginx T
TAA AU rORY FOFBFERDTFRICIEESTNIELNTTN?

A. kubectl get deployments -output=pods

B. gcloud get pods -selector="app=prod"

C. kubectl get pods -I "app=prod"

D. gcloud list gke-deployments -filter={pod }

Answer: (fAZEZ#RTT B)

This command correctly lists pods that have the label app=prod. When creating the deployment,
we used the label app=prod so listing pods that have this label retrieve the pods belonging to
nginx deployments. You can list pods by using Kubernetes CLI kubectl get pods.

Ref: https://kubernetes.io/docs/tasks/access-application-cluster/list-all-running-container-images/
Ref: https://kubernetes.io/docs/tasks/access-application-cluster/list-all-running-container-
images/#list- containers-filtering-by-pod-label
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EHTHEIRE: 110

Google KubernetesEngine TE{TEN 57 TV r—>a vEERLTWES 77U r—2 3>
[CERBEET—FR—RX VAT L LTMongoDBEHE L HR— FSLAZIRET ST R—D K
MongoDBIRE# T JOA LI=LWEEZXTWET,

HET-FAZET HEMN?

A. Cloud Bigtable? 5 X 2 —% {Ep L  HBaseAPIZ{EH L £ 9

B. Google CloudMarketplaceh 5MongoDBIT A J 7R EF A4 LET

C. MongoDBA Y A b— LNy —T % F ) 0O0— K LT, ComputeEnginef Y A2 A TET
LET

D. MongoDBA YR b— LI\ sr—CF A HoO0—RKL IR—C KAV RB VAT IL—TTE
TLEY

Answer: (fRZE % RTT 5)
https://console.cloud.google.com/marketplace/details/gc-launcher-for-mongodb-atlas/mongodb-
atlas

mATHEE: 111

us-centrall W< >4 JLJ — > Google Kubernetes Engine (GKE) 7 S R &ZIZTF7AA4 sht=7L
Ea—770)5—23 v ARZELTWET , SNT . 7IUTr—>a v a—BoMAT %R
NEWNEL: SN EERHERRELENS 7TV r—2a VEARBREICTIAA4T S
BENHY FET, F1-, Google WHRTHTT IV TA RIS T EELRETT, ES5TNELWN
TL&OD,

A. gcloud container clusters update A< > K%&#4 72 3 > -region us-centrall & & HIZHEAL T
DSRBEB#HL 7TV r—2avET7A4LET,

B. gcloud container clusters update 1< > k% option-node-locations us-centrall-a,us-centrall-b
EEBITFERLTYSREAFEEHL 77U Sr—>avE/—RI2T7a/4LET,

C. gcloud container clusters create 1< > FIZ# 72 3 > --enable-multi-networking & -- enable-
autoscaling #¥EEL T B}RY—) VT V=V VSR AEEBL ZFIIC7 TV r— 30 %
T4 LET,

D. gcloud container clusters create-auto <YV F&FEA LT A— b/ Oy b V53X 2 ZERK
L.ZESIC7 TV r—>avaET7aA4LET,

Answer: D (A —vyt—T%EY)

EFTEIRE: 112

T JOa—NNIZHBEnN=7 TV r—2a s 770495 0ICFRSASEHLLNTO
S FMEBEhELR, T—42 X kL—IZIECloudSpanner&{#E A L £ 9, CloudSpanner
AVRAVREERTHELET A DRI VRAEBRDEBDORVIDA T Y TEETT HIHEN
HYET, HLIIAETEIREN?

A. CloudSpannerg BEZNDIAMO—LZBRIZfHELET
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B. BRI ARTDY—2avITH IRy bI—VFHBALHLWLWWPCRY hT—U #ERLE
d—

C.CloudSpannerf Y A2V RA%#IILF)—2aVICHBZEIITERLET

D. Cloud SpannerAPIZH®IZLET

Answer: C (A —vyt—T%EY)

https://cloud.google.com/spanner/docs/getting-started/set-up

AT 113

HiE-DOtTIX, Google Cloud ZELVILF IS5 FERZIFEALTWET, IXTOIRED
FIVr— 3> 05 %Y — K/N\—TF 4 D SaaS $oftware as a Service) V—/ILIC—TTEEL 1=
WEEZTWET , Cloud Logging MO ER SN EHET I2RENHY  TH XKR— FHHA
BELGRYEBELGCTONEELSICLEZVEBATVWET , ES5TNELNVTL LS D,)
A. Cloud Scheduler cron ¥ 3 7% {#A L T_Cloud Logging #2 T L_BO% % SaaS wW—JLIZi%
{§9 5 Cloud Functions # ') H—L EF T,
B. Cloud Logging >4 Z#{Ea L . Pub/Sub #35E% & L CHERLET, OV ZWMET 510
(2. Pub/Sub hEY I E#HTRYS54TF5EL5I2SaaS V—ILEEHLET,
C. Cloud Logging >4 #4#ER L . Cloud Storage %% & L TR L £ I, SaaS V—ILEH#HEHK
L T.Cloud Storage /\7 v b ZFHAWM>TATZWMELET,
D. Cloud Logging > % Z £ L . BigQuery %3585t & L TR L £, BigQuery [TV T 1) 2FE1T
LTOsZBMBT5L5I12SaaS V—ILEERLET,
Answer: (f2&Z %R 9 B)
Comprehensive and Detailed In Depth Explanation:
The requirement is to export logs from Cloud Logging to a third-party SaaS tool with the least
amount of delay possible. Let's analyze each option:
A: Cloud Scheduler, Cloud Function, and querying Cloud Logging: This approach introduces a
delay based on the Cloud Scheduler's cron job frequency. The Cloud Function would periodically
query Cloud Logging, which might not capture the logs in real-time. This does not meet the "least
amount of delay possible" requirement.
B: Cloud Logging sink to Pub/Sub, SaaS tool subscribing to Pub/Sub: Cloud Logging sinks can be
configured to export logs in near real-time as they are ingested into Cloud Logging. Pub/Sub is a
messaging service designed for asynchronous and near real-time message delivery. By
configuring the sink to send logs to a Pub
/Sub topic, and having the Saa$S tool subscribe to this topic, logs can be delivered to the SaaS
tool with minimal delay. This aligns with the requirement for immediate export.
C: Cloud Logging sink to Cloud Storage, SaaS tool reading Cloud Storage: Exporting logs to
Cloud Storage involves a batch-oriented approach. Logs are typically written to files periodically.
The SaaS tool would then need to poll or be configured to read these files, introducing a
significant delay compared to a streaming approach.
D: Cloud Logging sink to BigQuery, SaaS tool querying BigQuery: Similar to Cloud Storage,
exporting to BigQuery is more suitable for analytical purposes. The SaaS tool would need to
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periodically query BigQuery, which introduces latency and is not the most efficient way to achieve
near real-time log delivery.

Therefore, configuring a Cloud Logging sink to Pub/Sub and having the SaaS tool subscribe to
the Pub/Sub topic provides the lowest latency for exporting logs.

Google Cloud Documentation References:

Cloud Logging Sinks Overview:
https://cloud.google.com/logging/docs/export/configure_export_v2 - This document explains how
to create and manage Cloud Logging sinks, including the available destinations.

Pub/Sub Overview: https://cloud.google.com/pubsub/docs/overview - This highlights Pub/Sub's
capabilities for real-time message delivery and its use cases in streaming data.

Exporting Logs with Cloud Logging: https://cloud.google.com/logging/docs/export - This provides
a comprehensive guide to exporting logs from Cloud Logging to various destinations,
emphasizing Pub/Sub for streaming.

AT 114

my-project& WS ZEIDGCP 7O =Y FHTEIY A THNIZIAMA—Y — L REIZRHERT Db
EXBHYET, HLIEMETEIREN?

A.gcloud iam®D&EEN) A FEEITLET HAOEHV O3 v EHRLET,

B. gcloud iam service-accounts list#E{TLET HAOEI L a v &HELET,

C.7mvxy MZ#HEIL THhB GCP ConsoleD[IAM] Y 2 a VICBEILET, A o/N—E&E

ERERLET,
D. 7> xy MIBEBLTH L GCP ConsoleD[&RENtEYV L avIcBHLET KENERT—4F
AEHRELET,

Answer: C (A —vt—T%#EY)
Logged onto console and followed the steps and was able to see all the assigned users and
roles.

HTERE: 115

BER S —1) > AR Google Kubernetes EngineZ2 A LT . HILWZ TS5 —Y 3 0%k
ARLTWEST NNTYYIIP7 ELRATHTTPSZ#FEARAL T, COHLW T TUHS— 3 0% N
TV ICABLIEZWELET, HEEIAETEINEN?

A. 77— 3 U HIZNodePort4 4 FMKubernetest— E X 4B/ L . Kubernetes Ingress %
{ER L TCloud Load Balancerzt LCZDHY—ERXE2HALET,

B. 7 7Y 45— 3 »IZClusterlP% 4 TMKubernetesH—E X Z#EHLET, COHY—ERXDIPE
FRALT. 77U —2a>vn/RT) vy DNSEEHERLET,

C. NodePortZ 4 FMKubernetesH—E X #4ERk L T, Kubernetesy? 5 XA 2 —N%&/ — FDHR—
F43TT7 T r—2a V& /RHALET 7TV r—23 2D/ T ) v IDNSBEI S RE—D
TARTHO/—FDIPTHERLT AEPHZEERLET,

D. 7 5 R A —IZHAProxy?/RY FEER LT . 7TV r—2a3 2 DITRTODRY FAD RS T4y
JDETENERLET, iptable)—ILZFERALT/NNT YYD bS5 T 4 v ZHAProxylZEa%k L&
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9, HAProxymMETIN TS/ —FONRTY v I IPEFERALT 77U 7—> 3 VODNS& %
BRLET,

Answer: (&% %KT7 D)

Reference: https://cloud.google.com/kubernetes-engine/docs/tutorials/http-balancer Create a
Kubernetes Service of type ClusterlP for your application. Configure the public DNS name of your
application using the IP of this Service. is not right.

Kubernetes Service of type ClusterlP exposes the Service on a cluster-internal IP. Choosing this
value makes the Service only reachable from within the cluster so you can not route external
traffic to this IP.

Ref: https://kubernetes.io/docs/concepts/services-networking/service/

#TEIRE: 116

AR HEETTBOICBEDVCPUEVEL T % BRICRAIRBEAVITLIRT T r—
DIVEBITLTWET , 7TV —2 3 UAGCPORBDIRIETEITSIND LS ITT HHEN
HYET, HEEIIAETEIREN?

A VMEERT B EEIE, TP 24 Tnl-standard-96 & FH L £,

B.VMZ//T5EE CPUFSw k7+—L& LTlntel Skylake ZEH LT,

C. Compute EngineD 77 # JL FEREZFFEA L TVMEER LET, gcloud=EAL T, ETHD
A VRE U RAEIBEDVCPUEHE DL SICEBLET,

D. Compute Engine®T 7 # )L FREZFEA L TVMEZRE L BEYHHY A4 XREDHERIFICE
DWTHRELEY,

Answer: A (A —vt—U %% 9)

Ref: https://cloud.google.com/compute/docs/machine-types#n1_machine_type

TR 117

Compute Engine ZERALTCH 7 77U Sr—3vE7704LTCWET , 7TV y—2a Y
ERAMTBEOHDIRZ—TC R A VREZVR TIL—T (MIG) R LE L1z, HA Tzl Google
PRI ETZIV T4 RHST RETARAMOENNY Y a1—2avERELEVLWEEZTL
FY, HEEAZTEHEEN?

AMG®DSSL 7AF> A—FK NS00 5¢E A=K NS —0OIP 7 FLRA%EHDDNS
TS53AR—r V=D ALO—FZEFERLET,

BMIGDSSL 7AxL O—RFR NS00 5E O—FR NS —DIP 7 KLXZEDDNS
INTYwsy J—2®CNAME La—RZERALET,

C.MIGOHTTPS) A—FK NS 25E OA—FR NS5 —DIP7RLRZHEDDNS 735
AR—kY—2®DCNAME LO—FZEFEHLET,

D.MIGD HTTP(S) A— K NS> 5E OA—RKR NS —DIP 7 FLA%EEHEDDNS /8D
Jwy J—UDALI—FREFERLET,

Answer: D (A —vt—T#EY)

HTTP(S) load balancing is a Google-recommended practice for distributing web traffic across
multiple regions and zones, and providing high availability, scalability, and security for web
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applications. It supports both IPv4 and IPv6 addresses, and can handle SSL/TLS termination and
encryption. It also integrates with Cloud CDN, Cloud Armor, and Cloud ldentity-Aware Proxy for
enhanced performance and protection. A MIG can be used as a backend service for HTTP(S)
load balancing, and can automatically scale and heal the VM instances that host the web
application.

To configure DNS for HTTP(S) load balancing, you need to create an A record in your DNS public
zone with the load balancer's IP address. This will map your domain name to the load balancer's
IP address, and allow users to access your web application using the domain name. A CNAME
record is not recommended, as it can cause latency and DNS resolution issues. A private zone is
not suitable, as it is only visible within your VPC network, and not to the public internet.

HTTP(S) Load Balancing documentation
Setting up DNS records for HTTP(S) load balancing
Choosing a load balancer

E#fERE: 118

NEEBEADT=HIZ BigQuery TIAM 7V tRAEEOFX V2RI 2 LELHY F

9, Google MHEET DAHEITH =L, HERTITRZETEIREN?

A. auditers ' JL— 7% logging.viewer & & U bigQuery.dataViewer | DEFHFH IAM O—/JLIZE
mLEYS,

B. auditers FIL— 7% 2 DOH LWLVHAR AL IAM O—)LIZEMLET,

C.BEEBEDL—Y— 7HhH> k% logging.viewer | & & U bigQuery.dataViewer | D T 3 ¥ &
IAM O—JLIZBmMLET,

D.EZEAI—HY—TF7HIUFE2D0HLVVARXRZLIAM B—)LIZEMLET,

Answer: (&% &KT~9 5)
https://cloud.google.com/iam/docs/job-functions/auditing#scenario_external_auditors Because if
you directly add users to the IAM roles, then if any users left the organization then you have to
remove the users from multiple places and need to revoke his/her access from multiple places.
But, if you put a user into a group then its very easy to manage these type of situations. Now, if
any user left then you just need to remove the user from the group and all the access got revoked
The organization creates a Google group for these external auditors and adds the current auditor
to the group.

This group is monitored and is typically granted access to the dashboard application. During
normal access, the auditors' Google group is only granted access to view the historic logs stored
in BigQuery. If any anomalies are discovered, the group is granted permission to view the actual
Cloud Logging Admin Activity logs via the dashboard's elevated access mode. At the end of each
audit period, the group's access is then revoked. Data is redacted using Cloud DLP before being
made accessible for viewing via the dashboard application. The table below explains IAM logging
roles that an Organization Administrator can grant to the service account used by the dashboard,
as well as the resource level at which the role is granted.
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= HTERE: 119

C 7Y h%E 1 DLMETHLL Google Kubernetes Engine GKE) ICF 704 Shi=AF— kI
FIVr—2 30 EEBLTVWET &L, 7IVS—2 3 VA E—VBICFRREIZED I EN
POV ELE, 7IVT—23 0 CREDE—IBICY_JI A MTHRESATLWS LY D
ZLDCPUEMELTBHENDOMYELI-, Kubernetes [C&>T, cNLDE—IBIZT7 T
Jr—2avIC+ R CPU Y Y—RZEIVET RFICATIE—VROIR MIEEHERLT:
WEEBZTWET, ES5TNIEENTLEID,)
A.GKE ¥ SREA—TYSRE—QBHRT— 2V TEBHMLET,
B. 7704 4> kT Vertical Pod Autoscaler &R L £9,
C. 7704 * > kT Horizontal Pod Autoscaler Z#mR L F£ 3,
D.GKE ¥ S R4 —T/—FOBEEITOE D a=ZVJ&2FMLET,
Answer: B (A —vyt—T%EY)
The Vertical Pod Autoscaler (VPA) in Kubernetes automatically adjusts the CPU and memory
requests and limits of the containers within a pod based on historical and real-time resource
usage. In this scenario, where a single-replica stateful application needs more CPU during peak
times, VPA can dynamically increase the CPU allocated to the pod when needed and potentially
decrease it during off-peak periods to optimize resource utilization and cost efficiency.
Option A: Cluster autoscaling adds or removes nodes in your GKE cluster based on the resource
requests of your pods. While it can help with overall cluster capacity, it oesn't directly address the
need for more CPU for a specific pod.
Option C: Horizontal Pod Autoscaler (HPA) scales the number of pod replicas based on observed
CPU utilization or other select metrics. Since the application can only have one replica, HPA is
not suitable.
Option D: Node auto-provisioning is similar to cluster autoscaling, automatically creating and
deleting node pools based on workload demands. It doesn't directly manage the resources of
individual pods.
Reference to Google Cloud Certified - Associate Cloud Engineer Documents:
The functionality and use cases of the Vertical Pod Autoscaler (VPA) are detailed in the Google
Kubernetes Engine documentation, specifically within the resource management and autoscaling
sections. Understanding how VPA can dynamically adjust pod resources is relevant to the
Associate Cloud Engineer certification.

ExFTiEIRE: 120

HEIEIGCPTOY Y tD TP Y b A —F—THY _ Cloud Storage D /N7y b ET 7 A
WEEEBTH-OICRBEICHEZEREL-VWEEZTLET, Googleh \H#fET 5 TS59 71 RIC
W=, BEICEDIAMDEEN 25T 2ENHYEFITMN?

A JO Yy bIT453—

B.XR FL—UEEE

C.RNL—DHTVxY LNEEE
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D.AML—2F TPy MERE

Answer: B (A —vt— U %7&9)

Storage Admin (roles/storage.admin) Grants full control of buckets and objects.

When applied to an individual bucket, control applies only to the specified bucket and objects
within the bucket.

firebase.projects.get

resourcemanager.projects.get

resourcemanager.projects.list

storage.buckets.”

storage.objects.”

https://cloud.google.com/storage/docs/access-control/iam-roles

This role grants full control of buckets and objects. When applied to an individual bucket, control
applies only to the specified bucket and objects within the bucket.

Ref: https://cloud.google.com/iam/docs/understanding-roles#storage-roles

AT 121

o TLIRMT—%- A— K% Google Cloud 21T L TL\E T, £ Tl Cloud Billing #m %
EELTEHY, Google Cloud DERDFHEMERRICT VLRI HILENHY EFT , ERDFHEHRL
PMEEBETES L SI1Z, Cloud Billing T—4% v LA BigQuery THIFTE A2 L& HERT S0
BEAHYFET, ES5TNEEINTLEIN,)
A. BigQuery APl #F#1IC L  BigQuery 21— —® IAM B—LAABRSIN TS L Z/HRELE
9, BigQuery T—42 Y FEZERLT T—2DEMEBERLET,
B. Cloud Billing 7 By > k% {ER L £9, BigQuery Data Transfer Service APl ZH%Z L TH£
T—R%IVAR—FLFET,
C. Cloud Billing 79 > F#EmT % & E1Z_BigQuery ~® Cloud Biling T—2 DI Y A7K—
FEBEMCLET,
D. 7B < x4 kT Cloud Billing #&#1ICL Cloud Billing 7ho > t&EU2VOLEST, ZD
% BigQuery T—2tw FDRET—FT—TILERELET,
Answer: (fRAZE%RTT 5)
The most direct and recommended way to get a granular breakdown of your Google Cloud costs
in BigQuery is to enable Cloud Billing data export to BigQuery when you create or manage your
Cloud Billing account.
This automatically sets up a daily export of your billing data to a BigQuery dataset you specify.
Option A: Enabling the BigQuery APl and managing IAM roles are necessary for interacting with
BigQuery, but they don't automatically populate it with Cloud Billing data. Selecting a data
location is also important for BigQuery datasets but is a separate step from enabling billing
export.
Option B: The BigQuery Data Transfer Service is used for transferring data from various sources
into BigQuery, but for Cloud Billing data, the direct export feature is the standard and simpler
method.
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Option D: Enabling Cloud Billing and linking an account makes billing data available in the Cloud
Billing console, but it doesn't automatically export it to BigQuery for detailed analysis. You need to
explicitly configure the BigQuery export.

Reference to Google Cloud Certified - Associate Cloud Engineer Documents:

The process of setting up Cloud Billing export to BigQuery is clearly documented in the Google
Cloud Billing documentation, which is a fundamental area for the Associate Cloud Engineer
certification.

Understanding how to access and analyze billing data is crucial for cost management.

A7 Associate-Cloud-Engineer-JPN [E#ESE (& GoShiken.com MRt SN F=EH& L OT L
Associate-Cloud-Engineer-JPN F{E&[H785% ! GoShiken.com M &x#7 M Associate-Cloud-
Engineer-JPN F{B&[EIRESE #12#t L TULVEF, GoShiken.com Associate-Cloud-Engineer-JPN
AREEIRH T BENEETIIVET, %D GoShiken.com Associate-Cloud-
Engineer-JPN @& Z 4 v b9 5 AlX T 5 5: hitps://www.goshiken.com/Google/Associate-
Cloud-Engineer-JPN-mondaishu.html (32830%OFF R85 iA & IEfi# & T 30%w A5 10—

F: Freepdfdumps)

X HTfERE: 122

HE-DREEIE, gcloud DL DHIDEREZEY b7V TTH5DEFEo>T<NFEL:, ME-f-
JASz ) MIRLTaAT U FEETLTWA I EICRAFEE L, SHICASENY D H %
R . FEEDTOD I FIRATHLERA, AIREGRY DG VFIET ELVMERKICUIYER
B=-ODEEDTTEIFXETY H?

A. gcloud configurations list #3247 L _ #&L )T gcloud configurations activate Z1TL £ T,

B. gcloud config list #3247 L TH 5 gcloud config activate #={TLE T,

C. gcloud config configurations list 2347 L _ #tl )T gcloud config configurations activate 34T
LEY,

D. gcloud auth login A< > FTHIREEL,. OJ 1 UBFICIEL LMEREEIRLET,

Answer: C (A —vyt—T %)

as gcloud config configurations list can help check for the existing configurations and activate can
help switch to the configuration.

gcloud config configurations list lists existing named configurations

gcloud config configurations activate activates an existing named configuration Obtains access
credentials for your user account via a web-based authorization flow. When this command
completes successfully, it sets the active account in the current configuration to the account
specified. If no configuration exists, it creates a configuration named default.

RITRIRE: 123
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Docker 4 A =TIz r—iieEnt=7 TV r—a oMfER S E LTz, Docker f A —T %
J—4 O0— K& LT Google Kubernetes Engine ITT 704 LEWEEZTWET, b= %E
FEHERNEN?

A. f A—2 % Cloud Storage [T7 v FA— KL A A—2 %S89 5 Kubernetes Service Z1ERK

LET,

B. 1 A—2% Cloud Storage IZ7 v 7A— KL A A—P %S9 5 Kubernetes 7704 A >
FEERLET,

C. 4 A— % Container Registry IC7 v 7A— KL A A—T %S9 5 Kubernetes Service %
ERRLET,

D. 4 #—< % Container Registry [C7 v 7O— KL A4 *—C %383 5 Kubernetes ¥ 704
AUMEERLET,

Answer: (& &R 9 B)

A deployment is responsible for keeping a set of pods running. A service is responsible for
enabling network access to a set of pods.

= HTEIRE: 124

H7E1T=1FE# T Cloud SQL MySQL T—A2 R—X AL TWLWET EEXEBMW T, T—F~R—X
DARDIE—% IEMREFTIVENHYFET, HLRFAET EREN?
AJ7AILDBEFRANNY I 7y T2 3EMRTFE NVITIVT I7AINET—DhAT VS AD
Cloud Storage /A4 v M ZIRTE

B. A#IDBEMNY I 7Y TEIVAR—F J7AIVIEHRT D TIVRKR—F T7MIL%E
Coldline ¥ 5 A®M Cloud Storage /\4 v FZEEAD

C.AVDIVARR—b+ DaT#EETDHIVAR—F TZ74NVLET—h4A4T 25 RA®D Cloud
Storage /N7y FMZEFAD

D. BMIZAUTIRUR N O TV TEERET D 7—h47T 25 RXMD Cloud Storage /37y +IZ
NPTy TEEZFAD

Answer: (&% &RT~9 5)
https://cloud.google.com/sqgl/docs/mysql/backup-recovery/backups#can_i_export_a_backup
https://cloud.google.com/sqgl/docs/mysql/import-export#automating_export_operations

ExFTfEIRE: 125

Kubernetes Y= 7 x X hZEFEAL T aVTHESNEZHFLWLWT TUS4—2 3 0% Google
Cloud IZF 704 L= &EZTULVET, Kubernetes DT 704 Z2IZHIHT % &R 4
VISARSOFrDERER/NMBRIZHZEEWEEZEZTLWET, ESTIIEEWNLTL & 5D,

A. 7 7)) 55— 3% Cloud Functions [CF 704 LEY,

B.77U45—>3> % CloudRun IZ2F¥ 704 LET,

C.GKE Standard [C7 T —L 3 vET7A/4LET,

D. GKE Autopilot [C7 T r—> 3 &7784 LET,

Answer: D (A —vt—T#ET)
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FTEIRE: 126

#A#IZIX, Google Cloud 7B Y =9 bADT IR EHHT 51=HDEL VLWEELHY T,
SREMHYR— Fr—XZ#RHWV-EEIZ S A MEEMHIT P =7 BRE)HGoogle CloudHR— k
F—LWED) VIR MERBTEDLSICTILENHY FT, GooglehHRT 5T T«
RIZHEWFEW, HEFIEAIET H2REMN?

A.SRE#/J I)IL—TIZEBMLTH L, DY JL—TF%roles / iam roleAdminE—)LIZEMLET,
B.SREZ/J I)L—JIZBML T, DY I)L—TF%roles | accessapproval approver role(ZiB/0 L
F7,

C. SRE#*roles / accessapproval approverd—)LIZEBMLET,

D. SRE %roles / iam.roleAdminf& Z|(ZBML E T,

Answer: (&% &RT~9 5)

HTEIRE: 127

AIEEZE R Y DR WFIET EHD J — > TEITE S Compute Enginef Y X2V RAD T IL—TD
2y RI—VEBRSHMOBIEEREZERLET, VMAZNRZTN10MDOHITZIEIToTEHLILEN
BWEEIX VMOBEREZERT DRENHYFET, HETIEAEZT H2EN?

A BHFEDA VRRAVRTIN—TE2SBT LNy T REBTHTTPA— KNS U3 —Z4ERL
FIT ANVAFIVIERE ATTP)IZRELFT,

B. AFEDA Y RZ VR IWN—TE#BBT 51\ TY FEBRTHTTPA— KNS U —Z KL
FIT NIV E—FREERL RARPSEI0IZERELET,
C.IR—VRAVRAVARIN—TH#EFLET, BBBEANLAF I ZIESE HTTP)ZER
ELET,

D.IA—CRAVRAVATL—TZEZERLET, BEIRT—) VTERELT VICHE>TWS S
EEWERLET,

Answer: C (A —vt—T%EY)

https://cloud.google.com/compute/docs/instance-groups
https://cloud.google.com/load-balancing/docs/network/transition-to-backend-services#console

* In order to enable auto-healing, you need to group the instances into a managed instance
group.

Managed instance groups (MIGs) maintain the high availability of your applications by proactively
keeping your virtual machine (VM) instances available. An auto-healing policy on the MIG relies
on an application-based health check to verify that an application is responding as expected. If
the auto-healer determines that an application isnt responding, the managed instance group
automatically recreates that instance.

It is important to use separate health checks for load balancing and for auto-healing. Health
checks for load balancing can and should be more aggressive because these health checks
determine whether an instance receives user traffic. You want to catch non-responsive instances
quickly, so you can redirect traffic if necessary. In contrast, health checking for auto-healing
causes Compute Engine to proactively replace failing instances, so this health check should be
more conservative than a load balancing health check.
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Ex#fERE: 128

Cloud Storage /X7y M2 HTSANX—EHETIBENHDI IT7AIULBNHYET TS5/ ¥
MI7AIEFRATEHEMZ 1 BHEICHERLIEZWLWEEZTWET, Google W #ET BHTS Y
TARHOIBENHYFT, HEIIMET HNEN?

ANTY MRADIT7AIVIZT ) ERT HHEROAEZHOY—EX THhO U bEERLET, U —
EX 7HH2 b®D JSON F—ZERLEIT, a7 K gsutil signurl -m 1h gsi/ii* #ETLET,
B./\7Yy FADT7AIVIZT IV ERAT HHERDAEZHEODOY—ERXTHI U FEERLET, U—
EX 7H9Y D JSON F—Z4ERLET, 37> K gsutil signurl -d 1h gs:///** #ETLET,
C.NTYMADITF7ANIZT I ERT BERDAEFOY—EXTHhI U FEERLES, U —
EX 7HH2 b® JSON F—ZERKLEI, a7 > K gsutil signurl -p 60m gs://l ZETLET,
D. T 74 JL k® Compute Engine H—EX 7HD > +F® JSON F—% R LEFT a7 K
gsutil signurl -t 60m gs:///*** 2T LET,

Answer: (&% %K D)

This command correctly specifies the duration that the signed url should be valid for by using the -
d flag. The default is 1 hour so omitting the -d flag would have also resulted in the same outcome.
Times may be specified with no suffix (default hours), or with s = seconds, m = minutes, h =
hours, d = days. The max duration allowed is 7d.

Ref: https://cloud.google.com/storage/docs/gsutil/commands/signurl

RFTEIRE: 129

&1 1=1L Compute Engine LD T 7T r— a3 UFHYELET, A—F—mDiaEE 5
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https://cloud.google.com/monitoring/alerts#alerting-example
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