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ATHERE: 1

Refer to the Exhibit:

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based on FortiSandbox analysis. The endpoint hosts are
protected by FortiClient EMS integrated with FortiSandbox. All devices are logging to FortiAnalyzer.

Which connector must the analyst use in this playbook?

A. FortiSandbox connector

B. FortiClient EMS connector

C. FortiMail connector

D. Local connector

Answer: A (A —vyt—T %K)

* Understanding the Requirements:

* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from FortiSandbox analysis.
* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.

* Key Components:

* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.

* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.

* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.

* Playbook Analysis:

* The playbook in the exhibit consists of three main actions: GET_EVENTS, RUN_REPORT, and CREATE_INCIDENT.

* EVENT_TRIGGER: Starts the playbook when an event occurs.

* GET_EVENTS: Fetches relevant events.

* RUN_REPORT: Generates a report based on the events.

* CREATE_INCIDENT: Creates an incident in the incident management system.

* Selecting the Correct Connector:

* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate integration with FortiAnalyzer.
* Connector Options:

* FortiSandbox Connector:
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* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.

* Best suited for getting detailed sandbox analysis results.

* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.

* FortiClient EMS Connector:

* Used for managing endpoint security and integrating with endpoint logs.
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Excessive FTP Connections from 10.200.3.219
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<189>date=2025-09-10 time=13:58:46 devname="FortiGate-ISFW"
devid="FGVMSLTMZ4000847" eventtime=1757537925873767456 tz="-0700"
logld="0000000013" type="traffic® subtype="forward” level="notice”
vd="rool" srcip=10.200.3.219 srcport=55690 srcinti="port1”
srcintfrole="undefined” dstip=10.200.200. 166 dstport=21 dstintf="port3®
dstintfrole="undefined" srccountry="Reserved” dstcountry="Reserved”
sessionid=12754790 proto=6 action="timeout” policyid=1 policytype="policy"
poluuld="703716b8-c06a-51ee-4b75-69d6ec?04e 3" policyname="Any-Any"
service="FTP* trandisp="noop” appcat="unscanned” duration=11 sentbyte=44
revdbyte=0 sentpkt=1 rcvdpkt=0
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RAEE: 4

Which three are threat hunting activities? (Choose three answers)

A. Enrich records with threat intelligence.

B. Automate workflows.

C. Generate a hypothesis.

D. Perform packet analysis.

E. Tune correlation rules.

Answer: (&% %K D)

According to the specialized threat hunting modules and frameworks within FortiSOAR 7.6 and the advanced analytics capabilities of FortiSIEM 7.3 , threat hunting is defined as a proactive,
human-led search for threats that have bypassed automated security controls. The three selected activities are core components of this lifecycle:

* Generate a hypothesis (C): This is the fundamental starting point of a " Structured Hunt. " Analysts develop a testable theory-based on recent threat intelligence (such as a new TTP
identified by FortiGuard) or environmental risk-about how an attacker might be operating undetected in the network.

* Enrich records with threat intelligence (A): During the investigation phase, hunters use the Threat Intelligence Management (TIM) module in FortiSOAR to enrich technical data (IPs, hashes,
URLSs) with external context. This helps determine if an anomaly discovered during the hunt is indeed malicious or part of a known campaign.

* Perform packet analysis (D): Since advanced threats often live in the " gaps " between log files, hunters frequently perform deep-packet or network-flow analysis using FortiSIEM's query
tools or integrated NDR (Network Detection and Response) data to identify suspicious lateral movement or C2 (Command and Control) communication patterns that standard alerts might
miss.

Why other options are excluded:

* Automate workflows (B): While SOAR is designed for automation, the act of " automating " is a DevOps or SOC engineering task. Threat hunting itself is a proactive investigation; while
playbooks can assist a hunter (e.g., by automating the data gathering), the act of hunting remains a manual or semi- automated cognitive process.

* Tune correlation rules (E): Tuning rules is a reactive maintenance task or a " post-hunt " activity.

Once a threat hunter finds a new attack pattern, they will then tune SIEM correlation rules to ensure that specific threat is detected automatically in the future. The tuning is the result of the
hunt, not the activity of hunting itself.
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Exact Extract: "What are two characteristics of threat hunting? ... It looks for undetected threats... It requires a hypothesis and investigation." Exact Extract: "By demonstrating competence in
examining a simple threat hunting use case, you will be able to conduct threat hunting based on an easily verifiable hypothesis." The correct answer is C . This is a threat hunting scenario,
not a normal alert-engineering scenario. You do not know the attacker identity, infrastructure, tools, or exact TTPs, so the first mature action is to form a hypothesis such as: "If a similar
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DDoS campaign is targeting us, we may observe abnormal inbound request volume, source diversity, protocol concentration, SYN/UDP/HTTP flood patterns, or service degradation against
exposed assets." That hypothesis then drives the FortiSIEM analytics search and evidence collection.

A is useful later, after the hunt identifies a reliable detection condition. B is too broad and operationally expensive as a first step. D is weak because no relevant threat intelligence has been
received, and enriching every external IP is noisy and inefficient.

Technical Deep Dive: A good DDoS hunt should start with exposed services, normal traffic baselines, traffic volume anomalies, source ASN/country dispersion, destination service
concentration, firewall deny/accept spikes, SYN-to-completion ratios, and web request rates. After confirming patterns, you tune FortiSIEM rules and FortiSOAR response playbooks.
FortiGate NP/CP acceleration may affect packet-forwarding performance under flood conditions, but the hunting workflow itself is driven by SIEM telemetry and hypothesis-based analytics.
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operation: Get Device Information
F:=HTINET
Parameter

Device P

Description

Specify the IP address of the device whose detalls you want to retrieve from the Fortinet
FOrtSIEM server,

{Optional) Specify the name of the organization for which you want to retrieve details of the

I
Organization device from the Fortinet FortiSIEM server.
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You are trying to create a playbook that creates a manual task showing a list of public IPv6 addresses. You were successful in extracting all IP addresses from a previous action into a
variable calledip_list, which contains both private and public IPv4 and IPv6 addresses. You must now filter the results to display only public IPv6 addresses. Which two Jinja expressions can
accomplish this task? (Choose two answers)

A. {{ vars.ip_list | ipv6addr('public') }}

B. {{ vars.ip_list | ipaddr('public’) | ipv6 }}

C. {{ vars.ip_list | ipaddr('!private') | ipv6 }}

D. {{ vars.ip_list | ipv6 | ipaddr('public’) }}

Answer: (&% &RT9 5)

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

InFortiSOAR 7.6, the playbook engine utilizes the powerful ipaddr family of Jinja filters (derived from the Ansible netaddr library) to manipulate network data. To isolate public IPv6 addresses
from a mixed list, the order of operations in the filter chain ensures the correct data is extracted:

* Double Filtering Sequence (B):In the expression {{ vars.ip_list | ipaddr('public’) | ipv6 }}, the first filter ipaddr('public') processes the entire list and retains only public addresses, including
both IPv4 and IPv6 versions. The second filter in the pipe, | ipv6, then takes that subset of public addresses and filters them again to keep only those that conform to the IPv6 standard. The
final result is a list containing only public IPv6 addresses.

* Version-First Filtering (D):In the expression {{ vars.ip_list | ipv6 | ipaddr(‘public') }}, the logic is reversed but equally effective. The first filter | ipv6 immediately strips all IPv4 and non-IP
strings from the list, leaving only IPv6 addresses (both private and public). The subsequent filter | ipaddr('public’) then evaluates these IPv6 addresses and discards any that fall within the
private/unique-local ranges (like ULA or link-local), resulting in the same set of public IPv6 addresses.

Why other options are incorrect:

* A (ipv6addr 'public'):While ipv6addr is a valid filter in many Ansible environments, FortiSOAR's standard documentation for manual task creation and data manipulation primarily emphasizes
the use of the generic ipaddr filter with specific flags or chained version filters (like | ipv6) to ensure cross- compatibility with the underlying Python libraries used by the SOAR engine.

* C (Iprivate syntax): The ipaddr filter utilizes specific keywords for classification. While "not private" is the logical requirement, the filter expects positive assertions such as 'public’, 'private’, or
'multicast’. The

Iprivate syntax is not a supported or documented operator for this filter within the Fortinet SOC ecosystem.
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i LAMT oSO | 1
Subpattemn: Port_Scanning. 3 Jun 11, 2025, 01:45:00 PM - Jun 12, 2025, 01:a5:00pm ' %

Event Receive Time Event Hame Reporting IP Source IP m-m
Jun 12, 2015, 01:44:28 PM  FortiGate-traffic-end-forward-client-rst 10.200.200.254 @D 10.200.3.219 jol200000 I B g

Jun 12, 2025, 01:44:78 PM FortiGate-traffic-end-forward-server-rit 10.200.200.254 & 10.200.3.219 10.200.300. 2 38 110

Jun 12, 2025, 01:43:53 PM FortiGate-traffic-end-forward-timeout 10.200.200.254  §[) a0i200.3.219 10.200.700.183 443

Jun 12, 2075, 01:43:53 PM FortiGate-traffic-end-forward-timeout 10.200:200. 254 & 10.2000.219 10.200.200.214 441

Jun 12, 2025, 01:43:53 PM  FortiGate-traffic-end-forward-timeout 10.200.200.254 . €I 10.700.3.11% 10.200.200.81 443

Jun 12, 2075, 01:43:52 PM FortiGate-traffic-end-forward-timeout 10.200. 200,254 &I 10.200.3.219 10.200.200. 180 443 .
Event Attributes W
Search. .. Lines: 7
Item Value

Destination 1P 10.200,200.12

Destination TCP/UDP Port i1

Event Hame FortiGate-traflfic-end-forward-client-rst

Event Receive Time Jun 12, 2015, 01:44:28 PM

Event Type FortiGate-traffic-end-forward-client.rst

ﬂtpoftlng P 10.200, 200,254

Source 1P 10.200.3.219

FOrtiSIEMA T RD MY F—A R IR=DHEHERLTVWET, bAROD—I2T 74704 —ILHMDLOEWNSD, LR—FPIFIZHIBRLIZVWEZEZTVWET, ED LS ITFHITHEI
BReEFETH? (AZE1DERLTLESLY

AAVIOTUORNTILOIAVERETAEIC, FIA—RBHEEI L a UM SGLER—FMPI4—ILEZES Y7 LTLESLY,

B./L—ILYINRE—2VADLR—FPT 4 —IL KOMEBEGREEDICLET,

C.BHiL—IZFERALT A0S LKR—NPEHZHIBRLET,

D.ZDA VT MDRTRINEDREITARXLET,

Answer: A (A —vyt—T %K)

EHEGRM: "7 a3V ET7AAVEI VYOI LT CDIL—ITERTIDEDOHDIA VT MNEBEE NI H—BHEEELEFT  IIL—ILEZRETIHIC DELCELE 12DV
TUNEERTIVENHYET " ERELIREE"FIHA—BE: COAMRU DTV a2 R—FBEUA VI TUORAUEA—T A RIZHELTEDZ NI HA—ARY FOEMEZZEIRL
FT"ERIEATT , LIR—FIPFIX IL—ILD[FILIVDEERIAVITUORNTIIAVIRED (M) HA—BHIBRICE>THEESNET , Z2TLHR—FIPAERINATINSS
B FortiSIEM (FZNZEA VT2 FEEDSIELTRTRLET, bAROADICIETZ 7470+ =1 DLAEWNH LR—FIPDEIEFEELTEY oMLOMEIXZFEAEHY T
h, Z0EH F)A—RBHEIVRAMMSLIR—FIPZS )7 LTHIBRLET,


https://www.jpnpdf.com/Fortinet.NSE7_SOC_AR-7.6.v2026-10-02.q47-mondaishu.html

AT aBIE MBI L—TO Dy I BIL—ILEHEFLIEY ITNRNEI—VTEESN JNEFERTICTHLHITERINDI LD TIE GV D BRYTT A7 3 VCIEEETTEYTY,
LiR— RIPIXERIEENFARD FNEETHY RRINEZEET O TI2EQTON——H AL GHIBRITRETEHYFRFA AT 3 VDERRULRILODTATTIZEEST 410
TUMIHLTEDARY FERZLAATAINEEZET HIL—IILER M) A—BHEICEFELTLERA,

Bt 2 MRS FOrtiSIEMIX JL—ILBRHEAD Y I EA VT U RRTAZIT—RAE0BLET,

YINRZ—=2T A NBETTIVT—RIE2T AT MR M) A—SNENESHDPRESNET, NV H—BHRICK>T . 7FTFIVRMA OO TURIELTRTT ST HMR
DRT4—ILEDRESNET, COEE BT, AN FEFRIE, FREHEBBEREEESAFRA A VITUORNTIaOHIDOAZRELT, 7 )X MHEETIP, 5E5EIP, 5E5E
R—rEEDERLEIA—ILRIZERTEDLSICLET, CNE T 74T I94+—ILD/Ty FEREPASICA 70— FOEMETIEA K  FortiSIEMA Ay FRFEOAD YOI THB 1=

& FortiGate NP/ICP7 U 35 L—La VIdBE&RHY FTEHA,

Ex¥TiERE: 30

UTDA T LR—FEHBERLTLESLY,

WEBEL EHOREEFENE LT v A—LF v o R—VFEFRALELL,

ZDA—IVIE ITEMG EEFETETARBMREZE, OJ 1 VEEERETER LI-AREENELY,

LM BEWNVEZERA—ILHNDEEDOHD VI E V)Y LERKR VE—FT72EAB O/ DKE RATINE 9 oO0—RKEh ETSshTLE-1=,
RATRHEZICUE—FT7 IV ERERE  BESNEZOATLADENSNY TR LT,

DAY TY RLR— K& MITRE ATT&CKD ED2DDETTE#MEBE L TULNEIT N ? 20BIRLTLFEELY,)

A DE77 X

B. [N [E] 6

C.HEARDEZE

D. itk

Answer: AD (A —vyt—T %K)

* MITRE ATT&CKELfiT D IRfZ

*MITRE ATT&CKZ L—LT—V & HBENEMEER T H-OICFERT IS EIFLHEMEEMENBLET,

AT IHEODBMERL BMEIXETNODBEMNEERT 2HEERT,

*AVTURLR— DD

DAYV A= T oR—D ZOEIIE, SRATLANDHPT IV AEERMBT5EHICEFERAINET,

*EEOHD) I ERATORE I O—FKEBEEOHD )V IED )Y LTRAT 249 00— KRB EF W7 EREREILI-CEEZRLTULVET,
*YUE—FT7IERBFOMDKRE (RAT:RAT[FA VR b—LEhd e HEENRIBE7 VLR EHFTELLIICT L5120 kMG REFE LGV FET,
* MITRE ATT&CKEkfii~DT v E VY -

*HETIER:

*ZOEME, XY PV ATRVIDENINY ZH/EOIFERINEITIZV I ZWELTLET,

CIBFERICIE, T4 v TONR)E— M —ERDERGENEENETT,

*DAY TR R=UDEBEEDOHB)IDI )OI COATIIICEHRELET,

* it

*ZOEMIZIE, BMRABALNREEHFTTLOICHAVSGFENEEND,

*FHRELTE BEBREDATLLEIZEEFEL KGEMICEIMET EIILIITEA VAR LT EILLGENEITFONDS,

* ZORATIEABMGE) E— b7V R ZRET 526, COEMITHEL TL S,

* BRé4VEIE:

* BN [E]


https://www.jpnpdf.com/Fortinet.NSE7_SOC_AR-7.6.v2026-10-02.q47-mondaishu.html

*INICE FEHERE L BEHERET S-OOREMNAEENET,

*EYLWXARTIEHEAESELH LML LGS, COBEHREZICIE HHZEET S-OHICIon-EARMGITHICOVTIERE S TLVGL,
*EARDOHE

FINE AR RO ENR L THD VAT LANBEI TS EEEHFET,

*COWMEEF . BRUDTIERE ETDT IV CRAZHBFT A LUNDEEICODVTIERLTVERA,

A |
Ao -

AT RLKR—FZIE TR EXKGIEDEBBNELEINTLET,

SEH

MITRE ATT&CK 7 L—LT—V2HEIT B 7V A E K PKRBALEMIZBET D FFa A2k,
AT Y R EMITRE ATT&CKE fliAD < v EV Y,

B FTfERE: 31
BREMZSRLTILESL,

F:=RTINET

JN SCHEDULE . GET. ENDPOINT UPDATE _ASSET _AND TDENTIT
3 3
y TARTEF wit En Tigis Update Assed a tity OB

TEY FeIDT—EAR—XDEBEHFHILA TV I DERAEEHRALTVE2DO0F T avEENTEMN? 2DFBIRLTLLEZELY,)

A T4 Ty o Ea—hLar 2 #FERALTVET,

B. L4 JvYIEFortiMailar o 2 #ERALTLWET,

C.TLATvIIEFA TR NI A—ZFRALTWET,

D. LA 7w I(&FortiClient EMS a9 2 Z#FRALTWLET,

Answer: AD (A —vt—T %K)

*TLA Ty I EROERE

* Update Asset and Identity Database | E WS BRID T LA Ty HIlE TV RikA v bEA—H—1E#RZHERA L TFortiAnalyzer® 7€y F B EUVIDT—ER—XEZEBHIT DL S|
TWET,

- Zn
—naX

HEn


https://www.jpnpdf.com/Fortinet.NSE7_SOC_AR-7.6.v2026-10-02.q47-mondaishu.html

* ZMERTIL. ON_SCHEDULE STARTER, GET_ENDPOINTS_ UPDATE_ASSET AND_IDENTITY £V5 3 DOFEIVKR—% Y hEEETLA Ty I ERLTLET,
*AVR—R2 DD

* ON_SCHEDULE STARTER:CD AV R—RU ME, TLATVvIDBFT TRV R TREL RT D 2a—LIZEDWT R HA—EhBZEERLET,

* GET_ENDPOINTS: CO74 S 3 VT Y RRA Y MZBET A EHEREBLET, CAET Y RRA Y FEBURTLEEETZEETBLTOET,

* UPDATE_ASSET_AND_IDENTITY: 207 4 & 3 V& B8 L= %A L TFortiAnalyzer® 7 £ v k& UIDF—2 _R—REFH LT,

* IR DT -

*FT T3 A TLATYIITREINT WS T 3 vId FortiAnalyzer TERITTESZEMNGZO—AILTHIa0THY A—HILaRIA3DFERAZERLTVVET,

*FTaVvB ARVIETIVRRA U LE ID ERBICETAEDTHY BFA—IICEHATEELDOTIEGEW:=H, T4 Ty o h FortiMail ax0 2EZFEHAL TS EWVWSKIFEETHY FEA,
*FA T30 C T4 Ty YIlE ON_SCHEDULE | F) H—ZFHALTOWETH CEA>TIVER FIA—DOHBPEEFBELTULET,

*4#73> D 753> GET ENDPOINTS,IE. IV KAV FEBEL IV KRS M SERERBT AT KRS Y FEEORT L B% 5 < FortiClient EMS) & O#i& &R
LTULET,

* 4o
hoaf -

*TLATYOIE . 7o avIcA—ALaARI 3 E%FRTEHEIICERINTILVET,

* FortiClient EMS &58# LTI Y KR4 ¥ MEHRZERIE L FortiAnalyzer® 7ty FE L UVIDT—2R—X£E\H LET,
SE R

Fortinet LA v o703 baRryBICBHTERXa AL K,

FortiAnalyzer & FortiClient EMSD#i& 4 K,

%17 NSE7_SOC_AR-7.6 FIZE4 (3 GoShiken.com A\ZHt & =& L3 L) NSE7_SOC_AR-7.6 SRERRIEELE | GoShiken.com MEE M NSE7_SOC_AR-7.6 SREARIEE £124 L T
LVET, GoShiken.com NSE7_SOC_AR-7.6 SAEREIRE IR T, BEMNEET I IVET , &HD GoShiken.com NSE7_SOC _AR-7.6 HREEZS v T 5 AT B 5!

https://www.goshiken.com/Fortinet/NSE7_SOC_AR-7.6-mondaishu.html (9330%OFFRRE&E A & IEfi2 {1 & T 30%wHAIZE|513 — F: Freepdfdumps)

EFTIEIRE: 32

FortiGate & FortiAnalyzerfll M BENMER T FHREICDVWTEHBAL TWWSDIE . RDSBENTT M ?

A. FortiAnalyzer DA R b NN RS AR FDMERESNDEZICEBEERTYFEETLET,

B. FortiAnalyzer L TEHENMER T v FAERE S FortiOSa Ry 2 #EMA L CTFortiGatelcY v EV T SnFET,

C. FortiAnalyzer @4 X2 k /N> F S5 H\ FortiGate [CBMZEE L TCEBEBIERTYFEZ R A—FT 5L SRS TVET,

D. FortiGate Dt ¥ T4 J7OT7 74/ IILHER%E F') H—L _FortiGate [& FortiAnalyzer IZ Webhook a—/LZ&#{ELE T,

Answer: D (A —vt—U%&9)

*F—FA=2 3 VRTYFOBE FortinetV ) 2—2 3 DA —F A= 3 VRTYFIE RV I —VATHRESINFEZFEDARY M L TEEBMICHIGT 52 L EAEEICLET,
DEFEICEY  FEICLDINALGLICERZEICEFBETEET,

* FortiGatet ¥ U744 7B 774 :

FortiGateld , ¥ a2 T4 JO 77 ILEFERALTRY FIT—Y b3S T4 v VICdTER)O—%@BRALET, SN TOT7AILICIE, DA ILAER WebT LB ) 2T RBRABLE
ENEENFET,

X2 T4 TATFALDERFLIEIFEDAAY FEBRETEHE FHIICERSINTI a3 vEN)A—TEET,

* WebhookPEUH L -

*FortiGatel&  BFENDEF 1) T4 A4 R bZERHE L1=FEICWebhooka— )L #EET AL S ICHETETET,


https://www.goshiken.com/Fortinet/NSE7_SOC_AR-7.6-mondaishu.html
https://www.jpnpdf.com/Fortinet.NSE7_SOC_AR-7.6.v2026-10-02.q47-mondaishu.html

*Webhook& [ ARV KMZE>TRYAH—ENBHTTPA—INY I THY BESNFURLICT—R2ZEZEIELEFT, &Y  FortiGatelFortiAnalyzeris EQMD O XA T LEBIETE
5L YFET,
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* Detailed Process :

* Step 1 : A security profile on FortiGate triggers a violation based on the defined security policies.

* Step 2 : FortiGate sends a webhook call to FortiAnalyzer with details of the violation.

* Step 3 : FortiAnalyzer receives the webhook call and logs the event.

* Step 4 : Depending on the configuration, FortiAnalyzer can execute an automation stitch to respond to the event, such as sending alerts, generating reports, or triggering further actions.

Fortinet Documentation: FortiOS Automation Stitches

FortiAnalyzer Administration Guide: Details on configuring event handlers and integrating with FortiGate.

FortiGate Administration Guide: Information on security profiles and webhook configurations.

By understanding the interaction between FortiGate and FortiAnalyzer through webhook calls and automation stitches, security operations can ensure a proactive and efficient response to
security events.
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R 37

You suspect your organization has been a victim of numerous incidents carried out by the same threat actor.

Which option allows you to group the incidents and track them? Choose one answer.

A. Add a common tag to correlate them.

B. Mark one incident as the parent and run a playbook to close the child incidents.

C. Select those incidents and use the Merge function.

D. Create a campaign and link related records to it.

Answer: D (A —vt—U%EY)

Exact Extract: "Campaigns are an extra layer of abstraction used when multiple incidents are tied to a single threat actor. Seemingly unrelated incidents may all be part of the same campaign
against an organization." Exact Extract: "It can be difficult to determine if incidents are related and roll them into a campaign.
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Investigation Actions

Investigation Actions:

1. identify and isolate Affected Systems: Begin by identifying the systems associated with the incident, specifically those linked to the IP addresses
FortiGate-ISFW,FortiGate-NGFW, 10.200.200.254, and 100.64.2.21. Isolate these systems to prevent further diu exfiltration.

1. Analyze Network Traffic: Examine network logs to trace the data flow and identify any unusual puurrrurmuthanud data transfers. Focus on traffic
related to the technique “Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol™ {T1048.003 ;‘-}‘-' . 2 “-

3. Review Security Alerts and Logs: Check security alerts and logs from the incident l'tpﬂf'hl'll dl - d Hﬁtr munty tools to gather more context about
the exfiltration attempt. =N “::“.@

4. Conduct a Forensic Analysis: Perform a forensic analysis on the affected systems to unco‘hr my_ﬂalmn or unauthorized access points that facilitated
the exfiltration. A= 'x-'.-'-:-:v

5. Assess Data Impact: Detarmine the type and volume of data exfiltrated to assess ﬂﬁ Mﬂ:i impact on the organization.
6. Implement Mitigation Measures: Based on findings, apply necessary mm pﬂchﬂ’MItt firewall rules, and enhance monitoring to prevent future

incidents. a9 4
Remediation Actions ’ & g
==t ?q‘;:
Remediation Actions: f*-%* e

1. Immediate Containment: isclate the affected systems, tﬁﬁumglh- devices with IPs FortiGate-ISFW,FortiGate-NGFW and 10.200.200.254, to prevent fur:
ther data exfiltration. Disconnect these systems Il.!!ﬂﬁl M%ork to halt any ongoing unauthorized data transfers.

2. incident Analysis: Conduct a thorough mmhpﬁtn Mm the scope and impact of the exfiltration, Analyze logs and network traffic to identify
the data accessed and the method used fnfiﬂtuﬂ'm

3. Patch and Update: Ensure all !ﬁw l?culﬂ those involved in the incident, are updated with the latest security patches to close any vulnerabilities
that may have been exploited. m.-, -

4. Enhance Monitoring: Implement tnlurlﬂd rrlglmring and alerting for unusual data transfer activities, particularly focusing on non-standard protocols
that may be used for exfiltration.

5. User Training: Conduct cybersecurity awm.u training for emplovees to recognize and report suspicious activities, emphasizing the importance of data
protection.

6. Review and Update Security Policies: Reassess and update

FortiSIEMTIX SAER L UVBEDOENEIED LS ITEREINEFTN? DITAMOEERLTLIEZSILY)
AAVITUORNEIYVARR—FFTSHILET
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dentified during the incident analysis.
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* Context tab (D):The Context tab in FortiSIEM is primarily used to view theCMDBinformation of the involved assets (e.g., host details, owner, location) and related historical events. While it
provides thedataneeded for an investigation, it does not provide thelist of actionsto take.
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Which two phases are part of the FortiSOAR incident handling process but are not phases in the NIST 800-61 Revision 2 model? Choose two answers.

A. Preparation

B. Confirmation

C. Detection

D. Identification
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