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FortiClient

VPN tunnel diagnose output on FortiGate Hub

# disgnose vpn tunnel list name SASE_@

list ipsec tunnel by names in vd 8

nane=SASE_0 vers2 serial=14 172.16.18.187 :4500-»172.16.10.1:64916 tun_id=10.17.11.18 tun_id6=::10.0.0.18 det_smtu=158
bound_if=6 lgey=static/1 tun=int! mode=dial_inat/3 encapenone/TA664 options|123a8]snpu rgwy-chg rport-chg frag-rfc
d=188

parent=SASE index=@ 1 1
proxyld_nums=1 child_nue=8 refcnt=7 1last=8 clast=8 ad=s/1 m - H I I I l E I
stat: rxp=1667 txp=4583 rxb=278576 tub=108695 -—w .

dpd: modeson-idle ons1 idle=20008ms retry=3 count=8 segnos]
natt: modeskeepalive draft=8 intervals18 remote_port=64916
fec: egress~@ ingress-@
proxyid=SASE proto=@ sa=1 refsd serial=1 ads E}
src: 8:9.8.8.98-255.255.255.255:9
det: 9:0.9.0.0-255,255,.255,.255:0
SA: refsf options=alé type-0@ soft=0 mtu=1422 expire=42025/08 replaywin=1024
segnos1icf esn=@ replaywin_lastseq=S00e0688 qut=@ rekey=8 hash_search_lens=1
life: type=81 bytes=8/8 timecut=43188/432090
dec: spi=683dTE78 espeaes key+«10 2e8932988987c1fdeedd24267IDcTEIS
ah=shal key=28 R1b6c2al1lebel 2279604285 bdedc526201aT
enc: spisfibcedal esp=aes key=16 T0dceSdbB8caf??1dad FBACTTAB2H55T
sheshal key=28 bbBcdBcI9489a91509TeT20cBcBelbbbIZR6IE24
dec:phkts/bytes=3/120, enc:pkts/bytes=258%9/285776
npu_Tlag=83 npu_rgwy=172.16.10.1 npu_lowy=172.16.18.187 npu_selid=11 dec_npuid=1 enc_npuid=1




Secure Private Access policy on FortiSASE
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Firewall policies on FortiGate Hub

# show firewall policy | grep -f SASE
config firewall policy

2 P VT von_sase_opokezho_o-

set uuid B1baB5f2-d45c-51ee-5719-2035a036ch3f
set srcintf “SASE"

set dstintf “dmz”

S8t action accept

set srcaddr “all”

set dstaddr “SASE_local”

set schedule “always™

set service “ALL"

set comments “VPM: S.ISE (Created by VPN nnrd}'

next
edit 9
set name “vpn_SASE_spoke2spoke @ ¢
set uuid luhnu-ﬂﬁa-mu-uﬂ bﬂfﬂﬁuhﬁ
set srcintf “SASERS.
set dstinif "ﬂl
set Ilhul l-cﬂpt
“Bet sroaddr "@ll”
L Bbt gsthddr "all”
| “Set schedule “always™
\ pet service “ALL"
set comments “VPM: SASE (Created by VPN wizard)”
next
edit 18
set name “SASE Health Check”
seot uuid b9S57315c-d45c-51ee-be11-d5a314317082a
srcintf “SASE”
set detintf “SASE_Health~
set action accept
srcaddr “all”
set dstaddr “all”
set schedule “always™
set service “ALL"
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# diagnose vpn tunnel list name SASE 0@

list ipsec tunnel by names in vd @

name=SASE_@ ver=2 serial=14 172.16.70.101 :4588->172.16.18.1:64916 tun_1d=18.17,17,18 tun_1db=::10.0.8.18 det_mtu~158
bound_1f=6 lgwy=static/1 tun=intf sode=dial_inst/3 encap=none/T4664 options|123aB]+npu rgwy-chg rport-chg frag-rfc
d=18@ =)

parent=SASE index«@
proxyid_nums1 child_num=8 refent=7 ilast=8 olast=0 ad=s/1
stat: rxp=1667 txp=4583 rxbe278576 txb=188695
dpd: modeson-idle ons1 1dle-20080ms retry=1 count=@
natt: modeskespalive draft«@ interval=18 unu_pe b
fec: egress=8 ingress=@
proxyid=SASE protos=@ sas=1 refsd serials
src: 8:0.8.0.0-255.255.2550255:8°
dst: 0:0.0.9.8-255.255,2550255;
SA: refab options=alt
segnos1ict esn=@ rep 1
life: types=81 bytes=@/@ t $3188/43208
dec: spi=683d7878 esp-aes 16 2e8932908987c1 fdeedd242672bc 7615
ah=shal key=28 81b6claldebel 22796e428c5b4ed4c52621a71
enc: spi=fi6cedal espraen key=16 98dceSd608cafl2714adfBact 14820557
shsghal keys28 bbBcdBcl489a975097e720chcBelbbbi2BbTE2S
dec:pkts/bytes=1/120, enc:pkts/bytes=2509/285776
npu_T1lag=83 npu_rgwy=172.16.10.1 npu_lowy=172.16.18.181 npu_selid=11 dec_npuid=1 enc_npulds1

p3tseq-00000688 qat=@ rekey=® hash_search_lens)
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Firewall policies on FortiGate Hub

# show firewall poelicy | grep -f SASE
config firewall policy
edit 5

name “vpn_SASE_spokeZhub_@"
uuid @1baB5T2-d45c-51ee-5119-2035a036ch3f
srcintf “SASE"
dstintf “dmz"
action accept
srcaddr “all”
dstaddr “SASE_local”
schedule “always™

service “ALL" - -
comments “VPN: SASE {trntldEH " E

nase “vpn_SASE_

comments “VPN: SASE (Created by VPN wizard)”

name “SASE Health Check”

uuid b957315¢c-dd5c-51ee-bc11-d5a31431882a
srcaintf “SASE"

dstintf “SASE_Health”

action accept

srcaddr “all”

dstaddr “all”

schedule “always”

service “ALL"
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Firewall policy configuration

edit 5
set
set
set
set
set
set
et
set
set
set

next

edit &
et
set
set
set
sat
set

Lil ]

edit 9
set
set

-
set
set
setl
set
set
sel

config firewall policy

name “Spoke-to-Spoke”

uvuid 4d9494562-216b-51ee-83c7-dO6E2TdT9457
srcintf “To_SASE"

datint? “To_SASE"

action accept

srcaddr “all”

dataddr “all”

schedule “always”

service “ALL"

comments “VWPM: To_SASE (Created by VPN wirard)™

name ~Lo-BGP-HC™
wuid 15812c92-2 ee-4fia7- QnET
srcintf “To_

dstintf - ]

name "Spoke-to-Hub™
uuild 617b8Vee-cobd-51es-Bdab-6cdf ficalcca

- e e -
dstintf “internalld”
sction accept
srcaddr “all”
dstaddr “all”
schedule “always”
service “ALL"




S . R B S

# show vpn ipsec phasel-interface To_SASE
config vpn ipsec phasel-interface
edit “To_SASE"

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

type dynamic

interface “wani”

peertype any

net-device disable

mode-cfg enable

proposal aes128-sha256 ses256-sha256 aes128-shal ses256-shal
add-route disable

dpd on-idle

comments “VPN: To_SASE (Created by VPN wizard)”"

wizard-type hub-fortigate-auto-discovery
auto-discovery-sender enable

ipvd-start-ip 10.11.11.10

ipvd-end-ip 10.11.11.208

ipv4-netmask 255.255.255.8

unity-support disable

psksecret ENC Sbl0igpvIFFYSpRZ /hyxQVUXvINZmT7uqltDOv+BYiPd+7TRNLznUAIZ INNBzbs xq7 BF

1YKPLkxaNwIo7VLI1pkye1 xtB4NAE fmS1Toaf 1dM1 /ohYvBI3hzUByXg==

next
end

# show vpn ipsec phase2-interface To_SASE

config vpn ipsec phase2-interface
edit “To_SASE"

set
set
set

next
end

phaseiname “To_SASE"
proposal aes128-shal aes256-shal aes128-shal56 aes256-sha256 aes128gcm aes2S6geom
comments “VPN: To_SASE (Created by VPN wizard)”

RTINET



BGP protocol configuration

gconfig router bgp
set as 65881
set router-id 18.1.8.254
confag neighbor
edit ~18.18.1.3"
set advertisement-interval 1
set ebgp-enforce-multihop enable
set link-down-failover enable
set remote-as 55887
set route-reflector-client enable
next
end
config neighbor-group
edit “To_SASE’
set capability-grageful-restart enable
set link-down-failover enable
set next-hop-salf enable
F=_=RTINEY interface “To_SASE™
set remote-as 5500
set additioral-path both
b sot. adv-additional-path 4
set ‘route-reflector-client enabls
next
end
cenfig neighbor-range
edit 1
set prefix 18.11.11.8 255.255.255.9
set neighbor-group “To_SASLC®
next
end
config network
edit 1
set prefix 10.198.198.8 255.255.255.8
next
end
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