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Firewall address object

Edit Address

ESRTINET ot

Color = * Change
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IP/Netmask 201.011423/32
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Static route configuration (B

Commenls Deny web server access

Firewall policies
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BRGIZIE Ry FT—Y (2 SNT- FortiGate TNA ADEE T 7 AT 94— IILOEENATEINTHET,

EIEE (L, Remote-User2 M Web H—/IN\— 7O XA #EEBT ST 74 FREDIEBR) O—FERLFEF L=,

Z DR —IE, Remote-User1 H¥ Web H—/\—[Z7 V2R TE5 & 512L Remote-User2 i Web H—/IR—IZT7 VLR TELBWVWESITT B LS ICHEET IDLENHY FT,
®HE (L Remote-User2 M Web H—/A— 7Ot R EEET B1=0IZ KUY —ITHLTED 2 DOBREELETSI CEMNTEETA? 2 DBIRLTLEE,)

A {EERY & —T match-vip ZB®IZLET,

B.fE&R—THRETFRKLRAZ WebH—N—¢ELTHRELET,

C.#E R o —T match-vip ZEMIZLET,

D. Allow_access R!) —T35%ET7 KL X% Deny IP & LTEHRELET,

Answer: AB (A —vyt—T%EY)

To deny access to the web server for Remote-User2 while allowing Remote-User1 to access the same web server, two configuration changes can be made:
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Enable match-vip in the Deny policy:

By enabling the match-vip option in the Deny policy, the FortiGate will check for virtual IP (VIP) objects during policy matching. This setting allows the firewall policy to correctly identify and block traffic directed to a specific
mapped IP address, such as the web server, when using a VIP configuration.

Set the Destination address as Webserver in the Deny policy:

Setting the Destination address to "Webserver" in the Deny policy ensures that the policy specifically targets traffic attempting to reach the web server. This configuration helps to precisely control which traffic should be blocked,
focusing the Deny policy on the intended destination.

Reference:

FortiOS 7.4.1 Administration Guide: Deny matching with a policy with a virtual IP applied FortiOS 7.4.1 Administration Guide: Configuring Policies with VIPs

B FTEIRE: 2

Z)ILFVDOMBRIETOEXa T4 277Uy I OERMICET ARODEBABD I BELVLDIFENTT M,

A FTOURM)—=LTNARIE EOVDOMMBLTHT Y TR M) —LTNA RIERTEET,

B. RIENDEVDOMIE B EXa T4 77TV v ID—MIZHEEIIENTEET,

C. TNA ADEHRINFAR— DL VDOM [F FARADICRTRINFHA

D. tXxaUTa8HEiLAR— MI BHENVDOMI EIZERIICEITTEET,

Answer: C (A —vt—U%5&9)

"When you configure FortiGate devices in multi-vdom mode and add them to the Security Fabric, each VDOM with its assigned ports is displayed when one or more devices are detected. Only the ports with discovered and
connected devices appear in the Security Fabric view and, because of this, you must enable Device Detection on ports you want to have displayed in the Security Fabric. VDOMs without ports with connected devices are not
displayed. All VDOMs configured must be part of a single Security Fabric."

RTfERE: 3

HQ FortiGate [Z[&, 7 Ly > T E— FTHERENERDF A VLT v T IPsec VPN BH Y FET , BERE T4 VLTV T 1—HF—Z2ZThThOEMAD VPN F U RILICERET S5 ETT,

A—H—Z FURIIT—HEEL-DITEBHEATES T —X 1 EEFENTTA?

A.E7ID

B.O—AILT—bkozA

C.Tv FE7HH

D. IKE E— F&E

Answer: (& &R 9 B)

When using multiple dial-up IPsec VPNs in aggressive mode, the Peer ID setting in Phase 1 can be used to distinguish between different VPN tunnels. Each dial-up user or department can be assigned a unique Peer ID,
allowing the FortiGate to match the incoming VPN request to the correct tunnel based on the Peer ID value.

EXFTEIRE: 4

R T 74 72+ —IL (NGFW) FortiGate T7 F U —a vl b S T4 v ZNEBIT DRI UEENTTH?
AAVA—F3Y Y —ERXR T—ER—-X(ISDB) TPV

B. BABLELRATLIVDY

C.770r—avHElTody

D. VA LAREI OOV

Answer: B (A —vyt—T%REY)

=TI 5


https://www.jpnpdf.com/Fortinet.FCP_FGT_AD-7.4-JPN.v2025-05-19.q40-mondaishu.html
https://www.jpnpdf.com/Fortinet.FCP_FGT_AD-7.4-JPN.v2025-05-19.q40-mondaishu.html
https://www.jpnpdf.com/Fortinet.FCP_FGT_AD-7.4-JPN.v2025-05-19.q40-mondaishu.html

Ty D=0 IS SINT- FortiGate TNNA ADK VIPA TSz FOER LUV IT7AT7o4—IL R O—DEREFRIRZEZSE LTS,

ICIWOIR Qiagram EE:EEIF:'Tr-II-TI[E:Tr-

WAN(port1) 10.200.3.1

.'I.'J.-?ﬂﬂ- | . 1 .Iiliﬂd

LAN(port3)

10.0.1.10/24

- B

o _-j*h-. 10.0.1.254
LS

B _ﬁ.J'
S

'&\:



IF WELL WaTnngunausrnn

Edit Virtual IP
Name Webserver
Comments @ Write a comment...
Color @ Change
Network
Interface
Type Static NAT
External IP address/range @ | 10.200.1.10
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¥ el T
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Protocol ey UDP  SCTP
Port Mapping Type Many to many
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F'F,.....‘H"I"H‘I"I”E'I'

# 0/255
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M LAN (pdhr3) dff ml | *I -
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© NAT
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K3) 428 —T T4 RDIP 7 KL RIE 10.0.1.254/24 TF,
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B. #h%¥h 10.0.1.254_10.0.1.10_80

C. #h%h 10.200.3.1_10.0.1.10_80

D. #h %4 10.200.3.1_10.0.1.10_ 8080

Answer: C (A —vt—T%#EY)

The source address remains 10.200.3.1 because FortiGate does not modify the source address by default unless NAT is applied (which is disabled in the policy).
The destination address is translated to 10.0.1.10 by the VIP (Virtual IP) object, as this is the internal server address mapped to the external IP 10.200.1.10.

The destination port is translated from 8080 to 80 as per the port forwarding rule configured in the VIP object.

R#TEIRE: 6

HEXEF BEOREVAF—23y MERZN L TH 71 RITERIT DIDELADHY FT,

SSLVPN 23T —2 3 vOERBEH C=HOIC, BEEILED SSLVPN BRELRABT ILENHY FITH?

A.SSLVPN 74 RILZA LTIk

B.SSLVPN AT A V84 LT b

C. SSL VPN dtls-hello-timeout

D.SSLVPNtwv< 3> TTL

Answer: (&% &RTT 5)

For a high-latency internet connection, the SSL VPN setting that should be adjusted is:

C . SSL VPN dtls-hello-timeout: This setting determines how long the FortiGate will wait for a DTLS hello message from the client. For high-latency connections, increasing this timeout will prevent SSL VPN negotiation failures
caused by delays in receiving the DTLS hello message.

The other options are not suitable:

A . SSL VPN idle-timeout: This setting controls the idle time allowed before a session is terminated, which is not relevant to the initial connection establishment.
B . SSL VPN login-timeout: This setting controls the maximum time allowed for a user to log in, but does not affect connection negotiation.

D . SSL VPN session-ttl: This setting controls the total time-to-live for an SSL VPN session but does not directly address issues caused by high latency.
Reference

FortiOS 7.4.1 Administration Guide - SSL VPN Configuration, page 1415.
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Firewall policy

‘Edl't' Policy

Name © LAN-to-Internet

Incoming Interface ® LAN (port3) x
+

Outgoing Interface ™ WAN (port1) x
2 1

Source = all x
+ : h 4

Destination = all g _F x
+ "

Schedule (@ always . H : -

Service @ ALL R x
-

e

Inspection Mode _fﬂ#based Proxy-based

Firewanmetﬁ}ﬁtgoﬁms

I Co .!l-guratnon Use Outgoing Interface Address JREETE BT TS Lag 5o tel

@ internet-pool x
+

Preserve Source Port (P
Protocol Options N2 default v &

RI(ZIE, Ry FI—Y 2K ST FortiGate T/84 ADE &  FortiGate T/NA A ED T 7 A 7T o4A—IL R —& IP T—ILERENRENATWET,

2 50 PC (PC1 & PC2) A\ FortiGate D& EITIEHEINTEY A V8 —%y NIEBIC7 /2R TEET L SEENISEDPC (PC3) 2Ry hT—4I(EBMT2E FOPCIEA U 8—y MIEETELHAYE
ER

BRIZRENTWVWSERICE DT BEEHN PC3 DEROMBELMRRT H-OITFERATED 2 DOBEA T aVIEENTIN? 2 DBIRLTLLEZELY,)

A T7A4T7 94— KR)I—FBET VY—R ITA—ILFRIZCFRLRAATPzH rELT10.013 FBMLET,

B.IP F—)L#M T, endig # 192.2.0.12 I2BELE T,



C.PC3D7 RLADAHEEBRELT—HTIHNDI7ATIA—ILR)—FHEL TOR)—F X FDEEICEELET,

D.IP 7—JL#R T cype &4 —/\—O—FIZERELE T,

Answer: B.D (A —vt—U%&9)

To resolve the issue of PC3 not being able to access the internet, the administrator needs to adjust the IP pool configuration or the firewall policy. The following two options will fix the connectivity issue:

B . In the IP pool configuration, set the ending IP to 192.2.0.12: The current IP pool range is 192.2.0.10-192.2.0.11, which only provides two |IP addresses for network address translation (NAT). To allow PC3 to access the
internet, the IP pool should be expanded to include an additional IP address by changing the end of the range to 192.2.0.12.

D . In the IP pool configuration, set type to overload: Instead of using a one-to-one NAT, changing the type to overload will allow multiple internal addresses (such as PC1, PC2, and PC3) to share a single external IP address.
This will solve the issue without needing additional public IP addresses.

The other options are not suitable:

A . In the firewall policy configuration, add 10.0.1.3 as an address object in the source field: This option is unnecessary since the firewall policy already allows all addresses from the source (LAN port3).

C . Configure another firewall policy that matches only the address of PC3 as the source, and then place the policy on top of the list: This option is redundant and would not resolve the underlying issue with the IP pool
configuration.

Reference

FortiOS 7.4.1 Administration Guide - Configuring Firewall Policies, page 512.

FortiOS 7.4.1 Administration Guide - Configuring NAT with IP Pools, page 518.

HTEIE: 8
RADIUS H—/N\—DiEMMNRBE SNBTESHEL TS,

New RADIUS Server ﬁ ﬁi " iEi

Name FortiAuthenticator-RADIUS
Authentication method m Specify
NAS IP

Include in every user group &

Primary Server

IP/Name 1010.1.149

secrel [ZXXITRT
fest Connectivity

Test User Credentials

EEENT LU RADIUS H—N—DEBEEMUE L, BRI SEEL TRTOI—Y— FIL—FI2a8HZ AT avEBRLEL,
RADIUS T B RTHDI—HY— JIL—TIZEOD AT a v EaFERTIEEDLSILGHELHY FITH?

A.ZDF T a I RADIUSH—/N—EZFDH—N—[C LTEIETEEIRTOLI—HY—%FT R TDFortiGate1—H— S IL—FIZTERELEF T,
B. ZOA 7T 3 vIE, FortiGate EOLDAPH—N—THERAIND T IL—TEET I RXTOI—HF—%BFH/RADIUSI—H—J )L—TFICBRELET,
C.ZDATLavik BIICHELTARTOFortiGate1—H — & 5 )L— T ERADIUSH —/\— C DiFE (XFortiAuthenticator) ICEEE L £,

D. ZDA T 3 VIE RADIUSH—/IN—& ZFDOH—N—CHLTRIETEDITATODLI—H -2 T RXTORADIUSY IL—TFICERELF T,
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Answer: A (A —yt—T%#ET)
By selecting the "Include in every user group" option in the RADIUS configuration, FortiGate automatically includes this RADIUS server as an authentication source for all user groups. This means any user group configured on
the FortiGate will authenticate using this RADIUS server, allowing users to authenticate against the server for any group they belong to.
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FortiGate web filter profile configuration

Name Allow_Twitter & Static URL Filter
Comments  Write a comment Z 0/255 Block invalid URLs (B
Feature set Proxy-based URL Filter L &
+CreateNew | ¢ Edit @ Delets Search Q
@ FortiGuard Category Based Filter
URL Type Action Status
= —— | — — twittercom  Wildcard © Allow © Enable
Name Action

Medicine @ Allow

News and Media © Allow o

Social Networking @ Block Block malicious URLS discovered by FortiSandbox (B

Political Organizations @ Allow Content Filter »

Reference @ Allow

Global Religion © Allow

Shopping @ Allow

Society and Lifestyles @ Allow

Sports © Allow

BEEX KITERT Web 742 )25 TOT7A4IILEFHRE LT, Twitter ZBRITRTODY =% I 2y FIDI—F 205 A bADOT IR ETOy Y LELE, =L A—F =D twittercom [CT VAL LS ET S
& FortiGuard Web Z 4 LAY VST JOyy R=JIZYHFAL LY FEanFET,
BRICEDWNT, EEEEX Twitter ZHAI LA SHDIRTOY =X IL 2y bI—F 05 A b2 TOV I TREOICEDE I BRERAEREITIENTETETH?
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A BHIURLT A LA —DEET FA1TEV U TIVICEET S

B. FortiGuard AT I R—X T4 JLAEET V=¥ IRy hI—F2TD70 a3 VvEBEFIIRELET,

C. #MURLT A LR —BRETT VY a VvERERICEET S

D. B#MJURLT 1 LA —RETT 7 L a VERMIEET S

Answer: (A %RTd 5)

In the current configuration, although "twitter.com" is allowed in the Static URL Filter, the category "Social Networking" is set to "Block" under the FortiGuard Category Based Filter. To resolve the issue, setting the action to
"Exempt" in the Static URL Filter for "twitter.com" will bypass the category-based block for this specific URL while still enforcing the block on other social networking sites.

AR 10

FortiGate FSSO I—L x> FLRA R—U VT E— KD 2 DOMEEFRTIT M? (2 DFBIRLTLZELY,)

A.FortiGate (O LY 42— IT—2x Y MZYE— b LDAP H—N—%FRT D& SICHERLET,

B. FortiGate (X SMB 7O Fa)LZFALTDC oA RV Ea—7— OJ&#HAMYET,

C. FortiGate (7 —V X T— 3> Fx vy EHER—FLTLWEHA,

D. FortiGate [ AD $—/\—%aL V48— IT—2xz U FELTHRALET,

Answer: (&% %K D)

FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

In agentless polling mode, FortiGate directly connects to the Domain Controllers (DCs) using the SMB protocol to read event logs and detect user login events.
FortiGate does not support workstation check.

In agentless polling mode, FortiGate does not perform workstation checks. It relies on polling the event logs from the Domain Controllers to identify user logins.

EHTERE: 11

EIBEIL NTurbo 4 /R— k9 % FortiGate ETILZEELET,

NTurbo [ET7B—AR—XDBEEDN T+ —I VR EEDELIICALEELDTL & 557

A NTurbo IZ +FS5 70w HZaCToy Oy HIZA70—FLET,

B. NTurbo (& FortiGate T/8f A LIZ2 DOBEL Y a Vv EERLET,

C.NTurbo 7 7AILEEKENY T 7)) I L TNEIAIILAFRI VO VITEELET,

D.NTurbo (X IPS TPV EFDANA VEA—T A RBLUVEAMN VI —T A RBD S T4 90 Z VAL LY b E5-0DEFNGET—32 KRZEZERLET,

Answer: D (A —vyt—T%EY)

NTurbo creates a special data path to redirect traffic from the ingress interface to IPS, and from IPS to the egress interface. NTurbo allows firewall operations to be offloaded along this path, and still allows IPS to behave as a
stage in the processing pipeline, reducing the workload on the FortiGate CPU and improving overall throughput. Hardware Acceleration https://docs.fortinet.com/document/fortigate/7.0.1/hardware-acceleration/896174/nturbo-
offloads-flow-based-processing
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Engineering

FortiGate [ZI& BEEMAL I O=7) U JEMANR LX) T4 TOT7 74 ILEFERALTRIL Web 4—/N—IZ7 92X T 51=HD 2 DO@EAMD T 7A T o+—IL R I—NHYFET,

2DODR)—% 1 DIHETHICE BEEFIEDT VL a v EaRTTHIBLELNHY FITH?

ABEDAVA—Tz—RR)—%BHILT BALI7ATI4—ILKR)—THR— M ER—F2EFBRLET,

B. port1Lport2E &L A A —T 1 —RTIW—TH#ERL B—DIT 74T 04— LR O—FERLET,

CE—DI7A7o4+—I)LRK)I—Tportl BKU port2 TRy hEBIRLET,

D.E—DI7AT724—IL KR —KHNDport! & port2 ZEEDA VA —T A RICEEHAFET,

Answer: A (A —yt—T %KY

To consolidate the two separate firewall policies for Sales and Engineering departments accessing the same web server, you can create an Interface Group that includes both port1 (Sales) and port2 (Engineering). Once the

Interface Group is created, you can use this group as a single incoming interface in a single firewall policy. This approach reduces the number of policies, making management more efficient.
Reference:

FortiOS 7.4.1 Administration Guide: Firewall Policy Configuration

E#TERE: 13
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IPsec tunnel configuration
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- i - |
y v 1 - x ¥ H 19
B

Ty b= EBEIL 2 D0 FortiGate 7/3 XD IPsec kY RILD LS TN a—TFT 405 %ToCTVWET EEBEEX, 7 —X 1 AEENCEKBMLI-EHIBLEL, £, EBEILMAD FortiGate 7/31 X CTHATHAE
F—ZBAAL Thoh—HTEHZLEHRLELT,

TJ—RX1DBEERICRENTVSRIZEDNWT BEEN Iz —X1 ZEBTEHLHIZETTEL 2 DOBRERIXENTT M 2 DFERLTLEZEWY),

A. HQ-FortiGate T _ Diffie-Helman ' /L—7 2 #&EMIZLE T,

B. !) E— hFortiGate T, R— F2&F A/ VA —TJx—RELTHRELFET,

C. @A D FortiGate T/\4 X T_Dead Peer Detection % On Demand IZEZE L E T,

D. HQ-FortiGate T IKE E— K& A4 > (ID {RE) ITERELF T,

Answer: (fBZ % &RTT 5)

Based on the phase 1 configuration and the diagram shown in the exhibit, the administrator can make the following two configuration changes to bring phase 1 up:

B . On Remote-FortiGate, set port2 as Interface: The diagram indicates that port2 is currently not selected under 'Interface’ for Remote-FortiGate. Aligning this setting with HQ-FortiGate, which has port1 set as Interface, might
resolve inconsistencies.

D . On HQ-FortiGate, set IKE mode to Main (ID protection): The current setting on HQ-FortiGate is Aggressive for IKE mode, while Remote-FortiGate is set to Main mode. Matching these settings may help in establishing phase
1 of the IPsec tunnel.

FTEIRE: 14

FortiGate DI E— FICAD EZICIELWEERITENTTMN? (2 DFBIRL TLEELY,)

A. FortiGate (I EXEEEEBLFT

B. FortiGate [ A T LLAEDEEZFLL FARELZY V—XZEET HICIEIHBEHINBLETT,

C.FortiGate (X [RM LT ENEELR X1 ) T4 7O avESIESHERITLET,

D.IPSODT7 z—)LA—TF 2 A—NILERENERICH > TLSI5E  FortiGate[XIPSIKRERX L T/Xry FEEELKITET,
Answer: (&% &RT~9 5)

&FTEIRE: 15
BREmMmZESHBL TS,
SSL-VPN settings

SSL-VPN Settings
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Connection Settings ©

Enable SS5L-VPN O
Listen on Interface(s) ™ port1 x
+
Listen on Port 11443
o Web mode access will be listening at
https://10.200.1,1:11443
Server Certificate ¥¥ Fortinet_Factory -

Redirect HTTP to SSL-VPN O

Restrict Access Limit access to specific hosts
idle Logout
Inactive For Seconds

Require Client Certificate OB

Tunnel Mode Client Settings ©

Address Range Specify custom IP ranges

IPs in the range of 10.212.134.200-

@

DNS l sam
Specify W rs OB
Web Mode ngs

ET SRl 6 owser Preference [ERITH

Authentication/Portal Mapping @

*+CreateNew | # Edit @ Delete [l Send SSL-VPN Configuration

Users/Groups = Portal =

All Other Users/Groups full-access




VPN connection status

Connectlon status x

Connection: VPN

Server: https://10.200.1.1:1443/
Status: Connecting...

Duration:

Bytes received: 0O

Pl LINET,

Stop

A—H—MSSLVPN [ZHEHELES ETHE BHRNAEBRLET,
SSLVPN [CIE®ICIEHET BICF, Aa—F—IXAZ2 T I2RENHY TTH?
A.SSLVPN R—A)LE LU RIVICERLET,

B. 714 FILVAALT IO NEERLET,
CH—N—DIP7RLREEELET,

D.7547> D SSLVPNR— FEZEHLET,

Answer: D (A —vt—T %% )
The SSL VPN is configured to listen on port 11443 on the FortiGate device, as shown in the SSL VPN settings in the exhibit. However, the user is attempting to connect to the server using port 1443, as displayed in the VPN
connection status. The mismatch between the ports is causing the connection failure. To resolve this, the user should change the client configuration to use port 11443 to match the FortiGate SSL VPN configuration.

=HTERE: 16
Facebook D77 A 7o+ —IL R S—btxa)T4 TJOT7AIILERTEBREFSHBLTLESL,
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Firewall policy

Name @ Facebook SSL Inspection

Incoming Interface ™ port3 -

Outgoing Interface ™ portl -

Source B all x
+

Destination B al x
+

Schedule (e always =

FZX:RTINET

ngs from matching Central SNAT
il 4

AntiVirus »

Web Filter »

DNS Filter »

Application Control @ Facebook Access v| @

IPS »

File Filter >»

SSL Inspection B certificate-inspection v 2
yecurity profile
Name Facebook Access

Comments A EERTINET



—— e e — f,ﬁwﬂ’ EEFE B EF FEmm E

Categories
& Mixed~ All Categories

@« Business (179, O 6)

# Edit © Delete

Details Type Action
1 i Facebook Application @ Allow
I3 Facebook_Like.Button
I3 Facebook_Video.Play




A—H—I[ZlX Facebook Dz T 7TV Hr— 3 oADT I RENEZ ONET Facebook THRR FENTWAETA AV T UVEBET LS EETEEFIT N ETAHRZTOMDIEREDERBICRIGEZR T ZLETEELA,
BEEMRT DICIE BROEDBDEZERTLILELNHY TTH?

A X2 F 41K —DOURLAT T [ZFacebookZBMT 5

B.tXa1UT 4R O—ICEMT B-OICRBLREMOT T r—>a VEBREMBLET

C.SSLEBEZT4—JaVTUYREIZT S

D. WebT SO THTTPASLHTTPSAD YA A LY FEEHIZT S

Answer: (R %RTd 5)

372 FCP_FGT_AD-7.4-JPN FSI38£ [ GoShiken.com #MEft SN i=&# L3 L\ FCP_FGT_AD-7.4-JPN SXERFAREL | GoShiken.com A\&%i( FCP_FGT_AD-7.4-JPN SERFAZEE %124 L TL E T, GoShiken.com
FCP_FGT AD-7.4-JPN SHEARIREIIREH T MEMNEETT I LVET, & D GoShiken.com FCP_FGT_AD-7.4-JPN &% 4 v 9§ 5 AlX T B 5! hitps://www.goshiken.com/Fortinet/FCP_FGT_AD-7.4-JPN-

mondaishu.html (9130%OFFREIRES A & IEfZ {1 E T 30%wiAlEI5I0— F: Freepdfdumps)
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Application sensor configtiratic

Edit Application Sensor
Categories

= All Categories

Business (179, £ 6)
Collaboration (293, O 6)
Game (124)
Mobile (3)
P2P (85)
Remote Access (91)
Storage.Backup (296,
Video/Audio (

- - ueb.C'

» Ne»\ ol Enforcement

Application and Filter Overrides

P\

' +(.'rcatcNew_‘] # bEdil B Deletle

Details
22 € xcessive-Bandwidth
Apple

Priority
1
2

@ - Cloud.IT (31)

@~ Email (87, O 12)

© - General. 41,0 9)
@ - Ne (332)

;Gtial.hhdia (150, & 31)

8 = Update (48)
® - VolP (31)
&® * Unknown Applications

Type Action

Filter
Filter

@ Block
® Monitor




Application and Filter override configuration

Filter Fxcessive-Bandwidth x
+

| FaceTime x Q

BRICIE 7TV r—ay o —0ERE  BEIFEES KU Apple 7 4 L2 —DFHENRTINET,

BREICEDWT RIEFHIIFEDEFENDVIZ LGS Apple FaceTime (XESHETL & 53M?

AETHIA—T A4 73 OERIZEILNT, Apple FaceTime AEFrRIESNE T,

B. Apple 7 4 LR —EXEIZE DT Apple FaceTime MEFal s Ex 3,

C. Apple FaceTime [, 7TV r— 30 ETAILEZ—DEEED Apple T4 L —DHFAIIZERE SN TWAERIZOAHHFRTSNET,



D. BE|FIHE T 4 ILE2—DHREIZEIUNT Apple FaceTime 7O v ShZET,

Answer: D (A —vt—T%#ET)

Based on the application sensor configuration and the filter details:

D . Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration: The "Excessive-Bandwidth" filter is set to block, which includes "FaceTime" under its application signature. As a result, FaceTime will
be blocked regardless of the "Apple" filter configuration because the "Excessive-Bandwidth" filter takes precedence due to its block action setting.

The other options are not correct:

A . Apple FaceTime will be allowed, based on the Video/Audio category configuration: The Video/Audio category is not relevant because FaceTime is specifically included in the Excessive-Bandwidth filter, which blocks it.

B . Apple FaceTime will be allowed, based on the Apple filter configuration: Although the Apple filter is set to monitor, the block action of the Excessive-Bandwidth filter will override this.

C . Apple FaceTime will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow: The allow setting for the Apple filter is irrelevant in this context, as the block action in the Excessive-Bandwidth filter will
prevail.

Reference

FortiOS 7.4.1 Administration Guide - Application Control and Filtering, page 978.

FortiOS 7.4.1 Administration Guide - Application Sensor Configuration, page 982.

HTfEIRE: 18

Y R I—OEBEEVANINARMEKERBNL, 774704 — L R)L—TSSLBETAIT7MILEERLELS:,

HTTP #HTEICAR TA k 7741 EAHA— KT % & FortiGate (EVA/ ILRZEZRHEL 7740 %JOv Y LEST HTTPSBATRIL 7 7MIILEFHoO0— K5 L FortiGate [EVA ILAZFREET 77/ )LExT Oy
JLAEWSH Fora— kRS EnET,

EBEL PSS TAVIDNRESNFLTFATIOA—ILR)—E—HLTWES I LEMHERELFET,

FortiGate IC& 5 VA ILRARENKKT % 2 DOEBHIIAMTETMN? (2 DFBRLTLFEZEL,)

A BIREIN-SSLBRE IO 7 7 A L CIXEHAERENEMICHE > TLET

B. 73 V¥ I[dFortiGate B2 EZCAIAEZEE L TLVEHA

C.EICAR TR+ Z7A4LNTARIN AT aoDFd—N—HA XGIREBZTVET

D. DV JHA FISSLEREDHRNTT

Answer: AD (A —vt—U%EY)

The selected SSL inspection profile has certificate inspection enabled

If the SSL inspection profile is set to certificate inspection instead of full SSL inspection, FortiGate will only inspect the certificate of the HTTPS connection but will not decrypt and inspect the actual traffic content, leading to a
failure in virus detection.

The website is exempted from SSL inspection

If the website hosting the EICAR test file is exempt from SSL inspection, FortiGate will not decrypt the traffic, meaning it cannot inspect the file content for viruses, resulting in the file being downloaded without detection.

EHTREE: 19

FortiGate HA R DEIHAICBE L TIELW\EERIE ENTIM? (2 DFBEIRL TLZELY,)

A TNRAADF =y B LAMHEEICHESh BEARILTHELIC LEHERELFET,

B. B2 #ERRHIX, 754 <) FortiGate T/ 1 A TITHONI-EENLDHEITTEET,

C. HAY S XA ADEEDFortiGate T /N1 A TITHhN-EEN LB ERRIANRLET SATEEELHY £T,

D. —HDBAIEBE MDD HA A UN—ICREIENTWEW =D TN RADF v I FLIXEWIELGY F9,

Answer: A,C (A —vt—U%&Y)

"After the initial synchronization is complete, whenever a change is made to the configuration of an HA cluster device (primary or secondary), incremental synchronization sends the same configuration change to all other cluster
devices over the HA heartbeat link"
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ExHfERE: 20

SD-WAN V—2IZBTH5RMD 3 DDFEBHRDSISBEELWVEDIFENTTMN? (3 DFBIRLTLFZELY,)

A.SD-WANY =V [Z[EWEBA V3 —T 1 —REMBA VI —TI1—REBDEHENTEFET

B. #M/)L— FEZETSD-WANY — V& ERATEET

C. FortiGate 7T/3f A & IZRA3DDSD-WANY — U 2 EETEET,

D. SD-WANY =2 I[ZIED G EB2DDA VN—REFENTVEIDENHY FT

E. SD-WANY — 2 [E A VR—DRBHL I IL—TTT

Answer: ABE (A —vt—T%#KY)

An SD-WAN zone can contain physical and logical interfaces

SD-WAN zones can include both physical and logical interfaces, allowing flexible configuration for different network types.
You can use an SD-WAN zone in static route definitions

SD-WAN zones can be referenced in static routes, enabling dynamic path selection based on SD-WAN rules.

An SD-WAN zone is a logical grouping of members

An SD-WAN zone is a logical grouping of interfaces (members), used to simplify the management and application of SD-WAN rules.

B FTfERE: 21
BRTRmESRLTIESL,

Firewall policies

D Name ' Destination Schedule ‘.‘i-l-wirl'.- )
[<] tANtowAN ©

™ LAN (port3) # WAN (port1 ] aijgm P 8 B WA T v acceer @ 1P Pool NAT
= \WAN (port2 T T . "

Deny N WAN (port1 ey 1 M B (B aiways @ ALl © DENY

i‘i‘ﬁ'- 4 . - . i
.PI. N I:1 .-:. ik - _:__ ¥ S
Allow_access = WAN (port1) W o ) B webserver (@ 2ways @ ALl v ACCEPT © Disabled
I. [ 1 'ﬁ ! ¥ L

) ERE Fy = l"‘:-”’
Webserver ™ WAN (port1) . L E) Webserver B 2iways G ALl v ACCEPT © Disabled

Implicit Deny

CDTFATYI+—IL RYS— YR MBETIRDTEDSIBELVEDEENTT A,
A TJ7A4T724—ILR)—FIDP—47 VR Ea—T—ERREINET,

B. LAN m 5 WAN, WAN » 5 LAN, 8L URBERNIE, o—47 X JIL—TILEa— JR T,
C.BSBM T L — F(CIE EHDEE I 7 AT 94— KU —%aHBENTEETS,

Bnswvery B S Y RYEER) ANBEUVHAA U E—T A RDRT YUY Ea—Ick>T—EXTENET,
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B HTERE: 22

TO—R—ZADIAINARMEKTOT 74 ILEHBAT S 3 D2OXIENTTMN? (3 DERLTLEZELY,)

A DMILADREEIND E RED/INNTY MBI SA T MIBEShET,

B. FortiGate (X7 7 A V&R ZEZNY I 7 UG LETHN BBICISATUMIEELET,

C. 70— R—ADBEEFETAXFIR—XADREICLR TN I+ —I VAL RBEILEINET

D.IPST P UIETAEREZREVR7AVELTHREBLET,

E. 7A—AR—XDORETIE, 7AFIR—XDBEETHRAAELZRF YV E—FONA Ty FEFEALET,
Answer: (&% &RT~9 5)

RFTHEIRE: 23

SD-WAN IZH115 3 DDXEELGIL—T 4 VT RBEIFATEMN? (3 DFBIRL T IZELY,)

A TI7AI L BEANDENGEIL— EHBELMEES SD-WANA UN—[ERXFy TEINFET,

B. T 74, BBEADIL— A DULAFATELGIMESE, SD-WANL—LIEZRFy TEhFET,

C. T4 b, BEADEELIL— FHSD-WAN A U/ N—THWGEEIE, SD-WANIL—ILIZRFv TEhFET,

D. SD-WAN JL— LIt DIEFEDIL— KU LEBESNFT

E.BEDKRY L—IL—FIESD-WAN L—ILE Y L BEISNET

Answer: ACE (A —vyt—T%REY)

SD-WAN rules are matched only if the best route to the destination points to SD-WAN SD-WAN member is selected only if it has a route to the destination
https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-sd-branch-architecture-for-mssps/768108/sd-wan-routing-logic SDWAN rules are 'policy routes', but regular policy routes have precedence over SD-WAN rules.
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Explaining-the-SD-WAN-rule-matching-process/ta-p/284325

HTfEIRE: 24

BEIMERETHL) VIBTHLHRWNMER LAV—30MEE I TN a—TFT 400 TH5HITFERTES 3 DDOCLI AT RIEENRTTMN? B DFRLTLCIZELY,)
A. FL—RIL—+EETT 5

B. > XT L ARP #EW159 %

C.ping% X179 5

D. R=TJ7—/\lry b =E2HT 5

E.2RATLEYTEZEHT S

Answer: ACD (A —vt—U%&Y)

=ITRIRE: 25

SSL EIBAEREMNARICLE > TULVSIHE FortiGate (& SSL H—/A—DRR FEZHANT H-OICED 3 DDEHREFEALFEFITMN? (B3 DFBIRLTLFZELY,)
A.HTTPAY A —DHRA + T4—IL K,

B. 75472 h® Hello * vt—SHROH—N\—& 5T (SNI) 535,

C. H—N—JIBHZENDHY T ¥ ril% (SAN) 714 —IL K,

D. Y—N—{EREDH IOV F T4—IL K,

E. Y —N\—fEHEZED V) 7ILEE,

Answer: B,C,.D (A —vyt—U %5%79)

When SSL certificate inspection is enabled on a FortiGate device, the system uses the following three pieces of information to identify the hostname of the SSL server:
Server Name Indication (SNI) extension in the client hello message (B): The SNI is an extension in the client hello message of the SSL/TLS protocol. It indicates the hostname the client is attempting to connect to. This allows
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FortiGate to identify the server's hostname during the SSL handshake.

Subject Alternative Name (SAN) field in the server certificate (C): The SAN field in the server certificate lists additional hostnames or IP addresses that the certificate is valid for. FortiGate inspects this field to confirm the identity
of the server.

Subiject field in the server certificate (D): The Subject field contains the primary hostname or domain name for which the certificate was issued. FortiGate uses this information to match and validate the server's identity during
SSL certificate inspection.

The other options are not used in SSL certificate inspection for hostname identification:

Host field in the HTTP header (A): This is part of the HTTP request, not the SSL handshake, and is not used for SSL certificate inspection.

Serial number in the server certificate (E): The serial number is used for certificate management and revocation, not for hostname identification.

Reference

FortiOS 7.4.1 Administration Guide - SSL/SSH Inspection, page 1802.

FortiOS 7.4.1 Administration Guide - Configuring SSL/SSH Inspection Profile, page 1799.

B ¥iRAE: 26
BRREsELTIEE,

1D Name Source Destination Criteria Members |
=] pva ©

1 Critical-DIA E) LOCAL SUBNET & Slack-Slack ™ port1 @

v Dropbox-\Web ™ nort2

B Bloomberg
2 Non-Critical-DIA ) LOCAL SUBNET g Addicting Games Bandwidth "™ o2 @

BB Social Media
3 Default-Internet E) LOCAL SUBNET £} REMOTE SUBNET Latency ™ port1

™ port2

[E] Implicit o

sd-wan g an B au . So

SD-WAN [, ED SD-WAN L—LIZHE LBV RS T4 v I 0BT 5OICEDTILT) ALEFRLETH?
A EETIPHALIEEIPADIRTD I T4 vV IERLCA U E—D 2 —RIZEFENFET,

B. c3 74 vV BEARLENI VIICEESIET,

C.rI T4 vIIE BAVEA—Tx—RZBBT DLy a3 OREIVTHBEINET,

D. AETXIPALDIRTD RS T4 VvV FRILCA UV E—T 1 —RITEESNFT

Answer: A (A —vt—T %KY

For traffic that does not match any of the defined SD-WAN rules, the default implicit SD-WAN rule is applied. By default, the FortiGate uses a "source-destination IP-based" algorithm, which means all traffic from a specific source
IP to a specific destination IP is sent through the same interface. This ensures that a consistent path is used for traffic between the same source and destination IP addresses. Options B, C, and D do not apply because the

default algorithm does not prioritize by latency, session count, or source IP alone.
Reference:

FortiOS 7.4.1 Administration Guide: SD-WAN Load Balancing Algorithms
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BT ERE: 27
BrmZzZRLTIES Y,

ForGate routing agatabase F H T I n E T

Local-FortiGate # get router info routing-table database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
¥ * F

O - OSPF, IA - OSPF inter area

N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2
1 - 18-18, 11 I1S-1IS level-1l, L2 - IS-1IS leysli-2, 18 = IS-IS inter area

V - BGP VPNv4

> = selected route, * - FIB ¥oUte,.V'p & %t¥le info

Routing table forg¢VRF=(

L 0.0.0.0/0 §20/0] via 10.200.2.254, port2, [1/0)
S *> 0.0.0.0/0 #10/0) wvia 10.200.1.254, portl, [1/0)
C *> 10.0.1.0/24 is directly connected, port3

)

*> 10.200.1.0/24 is directly connected, portl
C *> 10.200.2.0/24 is directly connected, port2
C *> 172.16.100.0/24 is directly connected, port$

CDT—IR=RX FT—TILDOIN—T 425 T RJIZDOWTELWERIZENTTH, (2 DFERLTLESLY,)

ANN—TA42T T—EAR=—X T—TILHADTRTOIY )M FortiGate L—TFT 1« 5 T—TILIZTA VR b—=ILENFET,
B.R—R24 23 —Tx—RFFTFIVT14TELTI—IENTULET,

C.HADTIAI L IIL— OEREHNIELY FT,

D. R—R2DT AL FIL—FERBZ NS L—FELTI—I SNTVET,

Answer: (fRZEZ#RTT B)

The routing table in the exhibit shows two default routes (0.0.0.0/0) with different administrative distances:

The default route through port2 has an administrative distance of 20.

The default route through port1 has an administrative distance of 10.

Administrative distance determines the priority of the route; a lower value is preferred. Here, the route through port1 with an administrative distance of 10 is the preferred route. The route through port2 with an administrative
distance of 20 acts as a standby or backup route. If the primary route (port1) fails or is unavailable, traffic will then be routed through port2.

Regarding the statement that the port2 interface is marked as inactive, there is no indication in the routing table that port2 is inactive. Similarly, all the routes displayed are not necessarily installed in the FortiGate routing table, as

the table could include both active and backup routes.
Reference:

FortiOS 7.4.1 Administration Guide: Default route configuration
FortiOS 7.4.1 Administration Guide: Routing table explanation
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=HEIRE: 28
FortiGate DL AT L N IT7A—I VABHEESAEYFERAELEMEDT 74 FMEREZTRIEBREZSHE LTSS,

System Performance output

$# get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirq

Memory: 2061108k total, 1854997k used (90%), 106111k free (5.1%), 100000k freeable (4.8%)

Average network usage: 83 / 0 kbps in 1 minute, 81 / O kbps in 10 minutes, 81 / 0 kbps in 30
minutes

Average sessions: 5 sessions i1n 1 minute, 3 sessions in 10 minutes, 3 sessions in 30 minutes
Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last
10 minutes, 0 sessions per second in last 30 minutes

Virus caught: 0 total in 1 minute
IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 3 hours, 28 minutes

Memory usage threshold settings

config system global
set memory-use-threshold-red 88

set memory-usSeslLhreshold-extreme 95
set memory-use-threshold-green 82
end

VATLNIT A =TIV RAHBAIZEDINT EA6NE 2 DOFERIIAMTLLESMN? 2 DBIRLTLEELY,)
A. FortiGate [ BRED=HIZTRXTDH T 7 A/ )L % FortiSandbox |22 LIEHET,

B. FortiGate [F&ifIE— FICAUFE LT,

C.EBBIREZLEETEEFLEA,

D. EBE(Fa VY —IL R— FEHBETOH FortiGate IZ7 YV R TEET,

Answer: BD (A —vt—T%EY)

Based on the system performance output provided, the memory usage on the FortiGate device is at 90%, which is above the green threshold (82%) but below the red threshold (88%). Given this high memory usage, the
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FortiGate device will enter "conserve mode" to prevent further resource exhaustion. In conserve mode:

B . FortiGate has entered conserve mode: When the memory usage reaches or exceeds certain thresholds (in this case, the green and red thresholds), the FortiGate enters conserve mode to protect itself from running out of
memory entirely. This mode limits some functionalities to reduce memory usage and avoid a potential system crash.

D . Administrators can access FortiGate only through the console port: During conserve mode, administrative access might be restricted, and administrators may only be able to connect to the device via the console port. This
restriction is in place to ensure that the FortiGate can be managed directly, even under low resource conditions.

The other options are not correct:

A . FortiGate will start sending all files to FortiSandbox for inspection: This is unrelated to memory usage and conserve mode.

C . Administrators cannot change the configuration: While access may be limited, configuration changes can still be made via the console port.

Reference

FortiOS 7.4.1 Administration Guide - Monitoring System Resources and Performance, page 325.

FortiOS 7.4.1 Administration Guide - Conserve Mode, page 330.

FTERE: 29

2 DO FortiGate 7/ 4 AfET SSL VPN ZHRES 5= OITWHELR 2 DDFREFENTETN? 2 DFRL TLFZELY,)

A. 2 547 b FortiGate Tld, SSL VPN [Z#9 51=0IZSSLVPN FoRIL A VB —D 1A R B34 THBRETT,

B. H—/\— FortiGate TI& Y 54 7 > b FortiGate :IBAZ %R T 51=-HIZ CAIBAENALETT,

C. 54 7> b FortiGate (21 H—/\— FortiGate LD CA[CK > TER NV SA T2 FEAZEARETT,

D. 75472k FortiGate TIX, YE—F B TRy bADIL— FEFETENT IVELNHYET,

Answer: AB (A —vyt—T%EY)

If fortigate is used as an SSL VPN client, it needs a ssl virtual tunnel interface to connect to the SSL VPN server. This is the client virtual interface that the vpn server will assign the temporary IP address to during the lifetime of
an ssl connection. The SSL VPN server also needs a correct CA certificate to authenticate/trust client's certificate.

R#TiERE: 30

EEEE. TYF FURILEBRET H-HIC IPsec VPN TT Y K E7#H (DPD) 2R ELIWEEZATWET BRI EE LS T v IDHY ET7THLDEENLEEEIZDH FortiGate B DPD 7O—J %% 5 C
ETY,

FortiGate @ M DPD E— RAZ DEHZHiz L TLVETH?

AFoTIUFR

B. 74 FILEF

C. &

D. &%

Answer: (f2& % &RTY D)

The On Demand mode for Dead Peer Detection (DPD) on FortiGate sends DPD probes only when there is outbound traffic and no response from the peer. This mode is used to detect if the peer is still available without
continuously sending DPD probes, reducing unnecessary traffic.

BT ERE: 31
BrmZzZRLTIESY,
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F3ec tunnel conmguraton

o —

Phase 2 Selectors
Name Local Address Remote Address
ToRemote 10.0.1.0/255255.255.0 100.2.0/255.255255.0 s’
Edit Phase 2 @ 9O
Name ToRermote
Comments { arrarmeits
Local Address addr subnet +  10.0.1.0/255255255.0
Remote Address addr subnet * 10.0.2.0/255255.2550
B Advanced..
Phase 2 Proposal  © Add
Encryption AES128 v Authentication  SHAL
Enable Replay Detection 1
Enable Perfect Forward Secrecy (PFS) B
32 31 X
Diffve-Heliman Group 21 20 19 4
15 ’Ht
Local Port Al g
Remote Port Al T
Protocol A G
Autornegotiate
Autoley Keep Alive
Key Lifetime Seconds -
Seconds 43200

Ty D=0 EBEL 2 DO FortiGate T/81 ABD IPsec hYRILD T TN a—TFT 405 %T7oCVWFET EEBERF 71— X1DRT—RRAET7YITTHAEZHERLFELEAN 72 —X2EF7yv T LFEREA,

Phase 2 Selectors

Local Address

A

Enable Perfect Forward Secrecy (FFS) [

50"

. Remote-FortiGate

Remote Addiess
10.1.00/255.255255.0 #

Tolocad
o, Lecal addr subnet *  10020/255255.2550
Remote Address addr_suboet w  10.10.0/255.265.2550
Phase 2 Proposal  © Add
Encryption AES254 » Authentication  SHA1 v
Enable Replay Detection 1

X 29 8 7

e EEEERTET.

32
Local Port Al
Remote Port Al
Protocol Al g
Auto-negotiate
Autolary Keep Allve
Key Lifetime Seconds
Seconds 14400

BIZRENTVWE I —X 2 DBRICEDVT LD 2 DDOERERICE>TII—X2HAEELFETM 2 DFBRLTLZEWY),

A. HQ-FortiGate T _HK&&1{t% AES256 IZEREL FT,
B. HQ-FortiGate T _ Diffie-Hellman F'IL—7 2 Z&HMIZLET,

C. 'V E—k FortiGate T, JE£— F 7 FL X% 10.0.1.0/255.255.255.0 [Z&%

D. ') E&— | FortiGate T, ##t% 43200 IZEREL F T,
Answer: A,C (A —vt—T %#5ET)

ELFET,
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HTREIRE: 32

NGFW 7O 774 ILR—X E—F®D 2 DOMEEEIXRTTHN? (2 DFRLTLESLY,)

A.NGFW 7O 774 )L R—X E— KL B4 D VDOM TlE%HL  FB—NI)LIZOHFEHETEET,

B.NGFWZ7 O 77 4 LR—RXRE— FTIE, FRY—ZANATRY >—DFERAMNKETY,

C.NGFW 7O 74 ILR—XR E—F R —(F 7O0—RKRELITOFTOBREBEOEAZYR—FLET,

D.NGFW A7 74 I R—XR E— KT T7AT774—ILKR)—TT7 TV r—>32EWeb T4 LB YT TAT7AILVEBERT S LEHR—FLET,
Answer:C.D (A —vt—T%EY)

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow-based and proxy-based inspection modes, providing flexibility depending on security and performance requirements.
Additionally, profile-based mode supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.
Reference:

FortiOS 7.4.1 Administration Guide: NGFW Mode Configuration

BT RE: 33
BRTRMESRLTIESY,

1D Name Source Destination Schedule Service Action NAT Type Security Profiles

1 Full Access & Remote-users g 2 G always (g HTTP v ACCEPT @ NAT Standard m Category_Monitor
E) LOCAL SUB... g HTTPS B certifcate-inspection
() ALL_ICMP

FortiGate (X7 7 4 74 —LRFRAICEBEEINTUVET S8 Web Y4 MIT VR L&SETHE ATAY TAVT FERREINFERA,
CORRDERLAREMEDS WLERTATL &£ 557

A. 774724 —IL R I—IZIEHY—E X DNS ABETT,

B. 1—H¥—AMEsfza—F—&ZFEALTLET,

C.UE—FA—HY—JIL—TEEEIZEMINFEEA,

D. COA—H—IZ—HTH1—HF—T7hUo U rAFELFEEA,

Answer: A (A —yt—T%#ET)

Firewall authentication generally requires the DNS service to be enabled in the firewall policy to correctly resolve hostnames during the authentication process. If DNS is not allowed in the firewall policy, the FortiGate cannot
resolve external domains, and as a result, the user may not be presented with the login prompt when attempting to access an external website.
Reference:

%ﬁ%@é%‘g Administration Guide: Firewall Authentication Configuration

IPS o9 —DERZRIERZSRL TS,
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|Edit IPS Sensor

Name WINDOWS SERVERS
Comments v o255
Block malicious URLs OB

IPS Signatures and Filters

*CreateNew g # : ¥ ™ e 1

Detaiis Exempt |IPs Action Packet Logging
Microsoft Windows iSCSI Target DoS 0O &® Monitar & Enabled
Kl windows Q@ Block © Disabled ‘

:ATINET -
S T4V IMIDIPS EoH—E—HLEEE. o —DBETTIHEFRINDE2DODT7 V23 VIEENRTTMN? (2 DFERLTLEEELY,)
A. £ Y —I[E Microsoft. Windows.iSCSI.Target.DoS V5 R F ¥ [I—HT DHEFHALET,
B.toHU—IE —HBLEITRTOLSI 709y oD/\ry b OTH#RELET,
C. % —I(X Windows H—/I\—ZH o= R THOKEEXTOvI LET,
D. toH—lENoDIITRFXIZT—THITATOEHREZ )Y FLET,
Answer: A,C (A —vt—T%EY)

Ex#TfERE: 35
BRTRMESRL TS,

Profile Name =

Monitoring_Access

NOC _Access
Fi:ATINET
prof_admin

super_admin
NOE F=AR NDE PErEOBRIEFA 5 1= )p ¢ HBA HFEHEE QU BRBYVETM 7o T  JHLZIZGUI YL a VARBICUI S WA WL S ITERLET,
A.BEETOTI7AILT BALTIMLEBEW NS A—2ZHHZTS

B. config system accprofile super_admin @ admintimeout {fEZ1&®OLEY,
C. config system global®admintimeout{iE Z & >4
D. NOC_Access&¥ 707 7 4 JLMDOverride Idle Timeout/NXS5 A —2 D4 754 U{EFIEXOT
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Answer: D (A —vyt—T%#ET)
"You can override the idle timeout setting per administartor profile using the Override Idle Timeout setting. You can configure an administrator profile to increase inactivity timeout and facilitate use of the GUI for central
monitoring. Then Override Idel Timeout setting allows the admintimeout value, under the config system accprofile, to be overridden per access profile."

Ex#fERE: 36

FortiGate D& 3 X b < /JLF/NX (ECMP) #BRIZET H5RD 2 DDEABDS5E5 ELWVWBLDIEENTTMN? (2 DFEIRLTLLIZELY,)

A. SD-WAN DNE#ZH > TWBIHE (L, /85 A —4 load-balance-mode A L TARIE7ILI ) A LZHIELET,

B. SD-WAN BENZH > TWWBIHERIL, /X5 A —4 vd4-ecmp-mode R 21 —LR—RIZKRETETET,

C. SD-WANAERIZE > TWHI5E EHEBEEDENFLSLGWIIL— FZECMPO—&#&E LTRETEET,

D. SD-WAN DI > TWEEEIEX BRIV ATLARETCARMRTZILI) XLEEBRLET,

Answer: (&% %KT9 D)

When SD-WAN is enabled on FortiGate, the load balancing algorithm for Equal-Cost Multi-Path (ECMP) is configured using the load-balance-mode parameter under SD-WAN settings. However, if SD-WAN is disabled, the
ECMP load balancing algorithm can be configured under config system settings. This flexibility allows FortiGate to control traffic routing behavior based on the network configuration and requirements.
Reference:

FortiOS 7.4.1 Administration Guide: ECMP Configuration

BT ERE: 37
BrmzSHRLTIES

Network diagram
L
. ’ - -
e \L\ . 3
WAM{port1) ,/_ .
i L ".__ =
" LAN(port)
- 3 .

VIP object configuration
:_Ed:t Virtual IP

Name Webserver

Comments Vit 0/255

Color & Change

Metwork

Interface

Type Static NAT
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External IP address/range @  10.200.1.200
Mapto

IPv4 address/ranpe 100.1.10

O Port Forwarding

Protocol (828 UDP SCTP ICMP
Port Mapping Type (0 AT Manry to many

@

External serviceport @ 80
Map to 1Py port 80

Firawall policy

Internet Access 4 4 [® always @ AL v ACCEPT

1 Allow _sccess all B Webterwer B abways @ HTTP W ACCEPT

| @ HTTPS
Sniffer CLI output

Local-FortiGate # diagnose sniffer packet any 'icmp' 4 FortiGate # diagnose sniffer packet any 'icmp' 4
Using Original Sniffing Mode Original Sniffing Mode

interfaces=[any] aces=[any]

filters=[icmp] a=[icmp]

4.487597 port3 in 10.0.1.10 => 10.200.3.1: icmp: echo request 97 port3d in 10.0.1.10 => 10.200.3.1: icmp: echo request
4.487679 portl out 10.200.1.1 =-> 10.200.3.1: icmp: echo reques’?9 portl out 10.200.1.1 =-> 10.200.3.1: icmp: echo request
4.489203 portl in 10.200.3.1 =-> 10.200.1.1: icmp: echo reply 03 portl in 10.200.3.1 -> 10.200.1.1: icmp: echo reply

P11 | e ’ 10.200.3.1 => 10.0.1.10: icmp:iecho reply . c
] Hia

BRIZIE, Ry FT—2 (2 ST FortiGate T/ANA ADE VIP#m, 774 724 —IL R — BEU FortiGate T/Af A EDRA =T 7— CLIHAATEhTLET,

WAN ((R— k1) A 22— 24 RADIP 7 FLXRIE£10.200.1.1 /24 TT,

LAN ((R—F3) A 23— —ADIP 7 KL AL 10.0.1.254/24 TH,

Web H#r—/3— 7R X k (10.0.1.10) (&, ) E— k B —/3— (10.200.3.1) [Z ping EEITTHEEZIZ VIP N8B IP 7 KL X ZE(ETT NAT (SNAT) & LTHERT HIRELAHY FET,

CHBEEFERT 2EOICEDLE 2 DDRAT— AU MIENATTMN? (2 DFRLTLEELY,)

A. Allow_access 7744 74+ —IL K1) —TNAT ZBZICLET,

B. Web H—/\—® Internet_Access DHEIZFH LW I 7 A 7o+ —IL RY O—%FERRL IP T—ILEZERLET,

C.Internet_Access 774 74+ —JL R —T NAT #&EHICLET,

D.VIPAJ2xY hTOR— MREFEMLET,

Answer: AD (A —vyt—T%EY)

Enable NAT on the Allow_access firewall policy (A):
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The Allow_access firewall policy must have NAT enabled to allow the webserver to use its VIP external IP address (10.200.1.10) as the source NAT when initiating traffic, such as pings, to the remote server.

Disable port forwarding on the VIP object (D):

Port forwarding is designed for specific port mapping, typically for services like HTTP or HTTPS. To use the VIP external IP as a source NAT, port forwarding should be disabled. Disabling port forwarding ensures that the full VIP
IP address is used without being tied to specific ports.

Why other options are not correct:

B . Create a new firewall policy before Internet_Access for the webserver and apply the IP pool:

This is unnecessary as the VIP object itself is used for SNAT in this case, and an additional firewall policy is not required.

C . Disable NAT on the Internet_Access firewall policy:

Disabling NAT on this policy would prevent the NAT functionality needed for the webserver to use the VIP external IP address as the source IP.

Thus, enabling NAT on the Allow_access policy and disabling port forwarding on the VIP configuration are the valid steps to achieve the goal.

E#TfERE: 38

FortiGate [ NAT E— FTEMELTHY FNENLAN XY FT—9 EDMZ 2y D= 2B EIN-2 DOYEBA U3 —TJ 1 —REHEATUVET,

FortiGate LDEHINT-YPIEAL VA — T 1 —ADEHIZTDVWTELWVWERFENTTMN? (2 DBIRLTLESLY,)

ARADA VA= —RIZTAVE—Tz—RAA—LAE|YLETOLATWVWEIRENHY FT

B.EANDA VA—Tz—RIFIN—T 4 oI T—TILNLICEEERINIL—FEE>TLWARENHY FT

C.HANDA E—T7T—XTDHCPAEMICE>TLWIRENHY FT

D.EADAVF—Tz—RICIP7 FLRZEYETHILENHY FET

Answer: (& &R 9 B)

Both interfaces must have directly connected routes on the routing table In NAT mode, each interface must have a corresponding entry in the routing table, typically as a directly connected route, to route traffic between them
effectively.

Both interfaces must have IP addresses assigned

In NAT mode, each interface must have an IP address to participate in routing and NAT operations. The IP addresses allow the FortiGate to forward traffic between different network segments.

HTREIRE: 39

ALIA—I—CxV FPDEELRE—FD 2 DOHBEIIRTIMN? (2 DFERLTLEEELY,)

A BELE— RFTIX FortiGate % LDAP U 54 7> & LTEEL  FortiGate TUIL—T T4 L3 —%4BRETEET,
B. ¥l E— FTIE R R bRV IL—TFLIFBER SN IL—THYR— b ShFT,

C.HMlE—FTIX. . EX2VUTa FOT7ANEREALZOI—F—TELEL  A—HF— JIL—TIZOHFBEHATEZET,

D. £ € — F TIX, Windows #1 8l -NetBios: Domain\Username MMER SN ET,

Answer: (fAZE % RTT B)

Advanced mode allows for configuration as an LDAP client and supports group filtering directly on the FortiGate, as well as nested or inherited groups.

Ex e RE: 40
BrmZzZRLTIESY,
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SD-WAN trafic 10g

Application Name Y Result Policy ID Destination Interface SD-WAN Quality SD-WAN Rule Name
@ YouTube v’ Accept(8.08kB/27.. 1(DIA) M port2
@ YouTube v Accept (UTM Allowed) 1(DIA) M port2
K7 Facebook v Accept (UTM Allowed) 1(DIA) M port1
K1 Facebook v Accept (UTM Allowed) 1(DIA) ™ portd
I3 Facebook v Accept (8.33kB£ 104 11 (DIA) M port1
Tube .l../ t 3.5 1(DA) M port2
E:N H Jm Etwed} 1(DIA) ™ port1
B CNN v Accept (UTM Allowed) 1(DIA) M port2
B CNN v Accept (UTM Allowed) 1(DIA) M port2

EIBE (L SD-WAN JL—ILHFEEE L FortiGate k574 w4 B9 R—T (2 SD-WAN BEIHEDF] SD-WAN & & SD-WAN L—ILB)ERTT DL IICKRELELT,

FortiGate [E7RY) — ID1[CS>ThS T4 v FHFaILE T, CNIESD-WAN b5 T4 v Y &#EFalT 5K O—TT,

INLDEREICHEMIDDLLT FF T4 99 AJICIE, IN6D T4 vy 7O—ZHl#HT 5-DICHERAIN S SD-WAN L—ILDERIIERREINFELEA,

HHIEETL & 507

A. FortiGate [XFEEX®M SD-WAN JL—JLIZH-T kS 70 v & ERASBLELT,

B. 7747 94— RYI—IZ7 TV r—aofEllr7OoT 7L ERIATOWERA,

C.SD-WAN L—ILDFEEIFT T r—2a v ZEICEESATVETA HEDTREFEMCLE>TLERA,

D. SD-WAN L— L& (FT CIZIERTFTEINF A, EEEEIR—CEEHTILELNHY FT,

Answer: A (A —yt—TU%#ET)

If the SD-WAN traffic logs do not show the specific SD-WAN rule name, it likely means that FortiGate is using the default or implicit SD-WAN rule to balance traffic. The implicit rule comes into effect when no explicit SD-WAN
rule is matched, and as a result, the SD-WAN rule name is not displayed in the logs. The default behavior is to load balance the traffic across available interfaces based on SD-WAN strategy.
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