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ATHERE: 1

v b —0EBEX FortiGate THEH SSLIREE Web 74 L2 )T EBRIZLELIZ HTTPSWeb A MZT7 UV €RT5E, TSV HIFAAZENEEIS—FHRELET HTTPWeb A MZT7IERTHE TS
DRI —EHELFEA,

SERENEES IS —DRERAI A TY H?

A.SSL/SSHIEE 7O 7 74 L CEMIGSSLAIRAEZEDA T2 a UNHAI SN DL S ICEESNTUVET

B. 75 %%, FortiGate n' SSL BREICFER T HAAELXEE L TLEFEA

C. FortiGate »* SSL REIZHEAT HEHAEICIE, R ELGIHAENBRKENEEFNATLEEA,

D. 9T 25774704+—ILR)—DTOFREE—FICEESNATULET

Answer: B (A —vt—U %% 9)

When full SSL inspection is enabled, FortiGate intercepts HTTPS traffic, decrypts it for inspection, and re- encrypts it using its own SSL certificate before forwarding it to the browser. If the browser does not trust the SSL
certificate being used by FortiGate for re-encryption, it will display certificate warning errors. To resolve this, the certificate used by FortiGate for SSL inspection must be installed and trusted in the browser's certificate store.
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BRGIZIE Ry FT—Y (2 SNT- FortiGate TNA ADEE T 7 AT 94— IILOEENATEINTHET,

EIEE (L, Remote-User2 M Web H—/IN\— 7O XA #EEBT ST 74 FREDIEBR) O—FERLFEF L=,

Z DR —IE, Remote-User1 H¥ Web H—/\—[Z7 V2R TE5 & 512L Remote-User2 i Web H—/IR—IZT7 VLR TELBWVWESITT B LS ICHEET IDLENHY FT,
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A {EERY & —T match-vip ZB®IZLET,
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C.#E R o —T match-vip ZEMIZLET,

D. Allow_access R!) —T35%ET7 KL X% Deny IP & LTEHRELET,

Answer: AB (A —vyt—T%EY)

To deny access to the web server for Remote-User2 while allowing Remote-User1 to access the same web server, two configuration changes can be made:
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* Enable match-vip in the Deny policy:By enabling the match-vip option in the Deny policy, the FortiGate will check for virtual IP (VIP) objects during policy matching. This setting allows the firewall policy to correctly identify and
block traffic directed to a specific mapped IP address, such as the web server, when using a VIP configuration.

* Set the Destination address as Webserver in the Deny policy:Setting the Destination address to

"Webserver" in the Deny policy ensures that the policy specifically targets traffic attempting to reach the web server. This configuration helps to precisely control which traffic should be blocked, focusing the Deny policy on the
intended destination.

References:

* FortiOS 7.4.1 Administration Guide: Deny matching with a policy with a virtual IP applied

* FortiOS 7.4.1 Administration Guide: Configuring Policies with VIPs
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Security Fabric configuration on Local-FortiGate

Local-FortiGate # show full-configuration system csf

config system csf
set status enable
set upstream *°* 0

set upstream-port 8013

set group-name “fortinet*®

set group-password ENC Y9ynT+
9hSHIJEIKYJI1o3XxygldvNxPId8TSx
W6GYypwDUDbSO3IVFgPbASFYYteQe

set accept-auth-by-cert

set log-unification e

set authorization-r

set fabric-worke

gSmOQHZ42mYSIZNNzZLNvgzMXjyN
7egIcHcA/gHrByXSXIPEeHC6uLkqlPJr
athUcgunLD1z/97sBp+PLtSNnrA==

ype serial

set downstre disable
set configuratian- default
set fabric-obj unification local

set :m-cunrlqurauun-:?gg ﬁuﬁf
E =




Security Fabric configuration on ISFW

ISFW ¢ show full-configuration system csf
config system csf
set status enable
set upstream "10.0.1.2541::-;_‘ FITII"IE'I'
set upstream-port 8013
set group-name "°
set accept-auth.b¥-cert enable
set log-unification endble
set authorizatlion-regquest-type serial
set Tabric-workers 2
set downstream-access disable
set configuration-sync default
set saml-configuration-sync local
end

ISFW ¥

EEBEE X)) T4 7771y DIL— | FortiGate (Local-FortiGate) ICHILWF RLRA ATy FEERLET BHE. COA TPy FMEIF DIV R M) —L FortiGate (ISFW) TIIERATEEEA,
FRLRATOzH bERBTHICIE, EBEFIIMETOLELHY ETH?

A. Local-FortiGate (JL— k) @ csf 2% % sec fabric-object-unification default ICZEE L E T,

B. BADT /314 AD csf 5% TE % sec downscream-access enable ICEE L F T,

C.ISFW (#> R b 1)—L) D csf RE % sec auchorizacion-requesc-cype certificace ICEB L E 3,

D.ISFW (F >R k1)—L) D csf E%5E % sec configuration-sync local [CEBE L FE T,

Answer: A (A —yvt—T %KY

The current setting for the root FortiGate (Local-FortiGate) is fabric-object-unification local, which means that new address objects are not shared across the security fabric. Changing this setting to fabric-object-unification default
will allow address objects to be synchronized and shared with downstream devices like the ISFW.

=ITERE: 4

A= b A =23 0RATyFOREELTELVERIEENTIH?
AtxXalT4 Z7TVIIRADTINARTDAHETTEET,

B. 777UV IHDTIVARN)—L TINNAALTOHERTEZET,
C.1D2UEDRYA—%2FEDDIENTEET,

D. E¥DT7 VL a aRKFIZEITTEEY,

Answer: (fBZ % RTT 5)
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Automation stitches on FortiGate can have one or more triggers, which are conditions or events that activate the automation stitch. The trigger defines when the automation stitch should execute the defined actions.
Actions within a stitch can be executed sequentially or in parallel, depending on the configuration.

References:

* FortiOS 7.4.1 Administration Guide: Automation Stitches

=FTEIRE: 5

v T — % L T FortiGate CLI ADEET VX EFAREICT S AEI ENTI A?

A.SSHaO>YYV—)L

B.CLIavVv—J)Lo«4Pxzvy b

C.>y7iarvy—IiL

D.Telneta>vV—JL

Answer: C (A —vt—U %7%9)

The serial console method allows management access to the FortiGate CLI without relying on network connectivity. This method involves directly connecting a computer to the FortiGate device using a serial cable (such as a
DB-9 to RJ-45 cable or USB to RJ-45 cable) and using terminal emulation software to interact with the FortiGate CLI. This method is essential for situations where network-based access methods (such as SSH or Telnet) are not
available or feasible.

References:

* FortiOS 7.4.1 Administration Guide: Console connection

ATEIRE: 6

FortiGuard A7 3V IdA—/"\—5 4 FLT BOATI) TEXTEET, example.com IR—LR—TD Web FHEiA —/N\—5 4 FEERTBIZE F—N\—54 FEEBEEOEXZFHLTERT ILELAHY EFT,
R—LR—2D Web FHfiA—/N\—F 4 FZEBHTHICIE, ED2 DOBIXANELWNTTMN? (2 DFBIRLTLEZELY,)

A. www.example.com:443

B. www.example.com

C. www.example.com/index.hrml

D. example.com

Answer: B.D (A —vt— U %7&9)

www.example.com

This syntax targets the main domain, which is a common way to configure a web rating override for the home page of a website.

example.com

This syntax also correctly targets the main domain without specifying a subdomain (like "www"), which is valid for configuring a web rating override for the entire site, including the home page.

AT 7
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FortiGate Firewall policy and VIP configuration

ISP router

: : 7 J wanl porti
172.16.1.254 g 192-2.0.2 192.2.0.1

Web server
172.16.1.10

Routing table:
C 192.2.0.0/24 via portl
C 203.0.113.0/24 via portl

Firewall policy: ViP:

(1) (WebSarver-gExt)

name: Internet-to-DMEZ type: static-nat
action: | accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintf: wanl
srcintfi wanl mappedip: 172.16.1.10
dstaddr: WebServaer-Ext portforward: disable
dstintf: dmz arp-raply: disable
service: ALL
schedule: always
match-vip: disable

CORIZIE, &y bT—VICHEE ST FortiGate 7/3N1 ADE FortiGate TNA R LD T 7 AT+ —IL RUS—EVIPER BLVISPIL—F—LDIL—T 420 T—TIHRINTVET,

EBENA A —FY DD Web b—/I—D/RT) v 7 FLR (203.01132) ICT VALK S ETHE EENFA LTV MLET, BARFIC, BEEEIL FortiGate TRZT77—&ERTL T H—/\—~DEE Web +3
TJavlaF v TFv LEITHN HAFRRINFEEA,

BRICRENTULAFRHRICEDSVWT EROMEZHERT S-OICERBILEDOLISLGRBREETEZTOLENHY FIH?

A. 7 KL R 203.0113.2132 DIL—TNv Y A o A3—T A REHRELFET,

B. VIP X% T arp-reply B8 L9,

C. 774704 —I)L KR I—E&KET, match-vip ZHXICLET,

D. Yy—/N\— L THR— FEEZEIICLT HAHYI—ERX R— b ZERAFY—ERX R— I TLET,

Answer: B (A —vt—L #5KT)

In this scenario, the FortiGate device is using a Virtual IP (VIP) to map the public IP address (203.0.113.2) to the internal IP address of the web server (172.16.1.10). The fact that the administrator does not see any sniffer output
for incoming traffic suggests that the FortiGate is not responding to ARP requests for the public IP address (203.0.113.2).

Enabling arp-reply in the VIP configuration allows the FortiGate to respond to ARP requests for the public IP, thereby allowing traffic to reach the FortiGate, which will then forward it to the web server based on the VIP mapping.

TR 8

SSL SIBAEREMNEMIZHE > TULVSIGE  FortiGate [& SSL H—/N\—DHRRX FEZBFBANT H=OICED I DDFEHREFEALFETITH? (B DFIRLTLEELY,)
A.HTTP AYE—DHRR b T4 —IL K,

B. 7547 h® Hello v tE—SHOY—"—L 5T (SNI) 535,

C. y—N\—JIBHZEDH T Y FAI4A (SAN) 74 —IL K,
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D. Y—N\—SIAEDH TV b T14—IL K,

E. Y —N\—fEHED ) 7ILEE,

Answer: B,C,.D (A —vt—U%&9)

When SSL certificate inspection is enabled on a FortiGate device, the system uses the following three pieces of information to identify the hostname of the SSL server:

* Server Name Indication (SNI) extension in the client hello message (B): The SNI is an extension in the client hello message of the SSL/TLS protocol. It indicates the hostname the client is attempting to connect to. This allows
FortiGate to identify the server's hosthname during the SSL handshake.

* Subject Alternative Name (SAN) field in the server certificate (C): The SAN field in the server certificate lists additional hostnames or IP addresses that the certificate is valid for. FortiGate inspects this field to confirm the identity
of the server.

* Subject field in the server certificate (D): The Subject field contains the primary hostname or domain name for which the certificate was issued. FortiGate uses this information to match and validate the server's identity during
SSL certificate inspection.

The other options are not used in SSL certificate inspection for hostname identification:

* Host field in the HTTP header (A): This is part of the HTTP request, not the SSL handshake, and is not used for SSL certificate inspection.

* Serial number in the server certificate (E): The serial number is used for certificate management and revocation, not for hostname identification.

References

* FortiOS 7.4.1 Administration Guide - SSL/SSH Inspection, page 1802.

* FortiOS 7.4.1 Administration Guide - Configuring SSL/SSH Inspection Profile, page 1799.

RATEIE: 9

FortiGate W& X b ¥ JLF/NR (ECMP) #RKIZET HRD 2 DDFEHRD I ELWVWEDIFENTTHM? (2 DFBIRLTLFZEL,)

A. SD-WAN MNE#IZHE > TWBIBAIX, /35 4 —4 load-balance-mode Z A L TARSE7ZIL T A LZHIF LTI,

B. SD-WAN MNEIZH > TWVBEBEILX, /85 A —4 vd-ecmp-mode ZR) 1 —LAR—RIZBETEET,

C. SD-WANMWE#IZE>TW5I5E ERHEBEEDENELLGWIIL— FZECMPO—#&E LTHRETEET,

D. SD-WAN NI > TWBIBEIE BRIV ATLRETATMHTILIY ALEERLET,

Answer: AD (A —vyt—T %K)

When SD-WAN is enabled on FortiGate, the load balancing algorithm for Equal-Cost Multi-Path (ECMP) is configured using the load-balance-mode parameter under SD-WAN settings. However, if SD-WAN is disabled, the
ECMP load balancing algorithm can be configured under config system settings. This flexibility allows FortiGate to control traffic routing behavior based on the network configuration and requirements.
References:

* FortiOS 7.4.1 Administration Guide: ECMP Configuration

AT 10

RPF F v OEAFEERAT S 2 2OXFENTTA? 2 DBRLTEELY,)

A.RPF FTouf @ HLLEY Y 3 vORIDEE Ty MIHLTRTSNET,

B.RPF Fx v & HLLWEY Y aVORPDIE/NNT Yy MIH L TERITEINFT,

C.RPFFx v JIE #HLWWEY Y3 ORMDER/NT Y bERE/NT Y FITHLTRITSNET,

D.RPF Fx v ¥ (& FortiGate £y bI—0 % IPRT—T 4 VIRBNSRET DA ND=ZXLTY,

Answer: (&% &RT~9 5)

The Reverse Path Forwarding (RPF) check is run on the first sent packet of any new session to ensure that the packet arrives on a legitimate interface. This check protects the network from IP spoofing attacks by verifying that a
return route exists from the receiving interface back to the source IP address. If the route is invalid or not found, the packet is discarded. Options B and C are incorrect because RPF checks are performed on the first sent packet,
not the reply packet.

References:
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* FortiOS 7.4.1 Administration Guide: Reverse Path Forwarding (RPF) Check
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Comments @ Write a comment...
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Name From
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& WAN (port1)
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B. #h%¥h 10.0.1.254_10.0.1.10_80

C. #h%h 10.200.3.1_10.0.1.10_80

D. #h %4 10.200.3.1_10.0.1.10_ 8080

Answer: C (A —vt—T%#EY)

The source address remains 10.200.3.1 because FortiGate does not modify the source address by default unless NAT is applied (which is disabled in the policy).
The destination address is translated to 10.0.1.10 by the VIP (Virtual IP) object, as this is the internal server address mapped to the external IP 10.200.1.10.

The destination port is translated from 8080 to 80 as per the port forwarding rule configured in the VIP object.

RITRRE: 12
IPS o —DEBETRITRREZSR LT EEL,
r[d.'t IPS Sensor -

MName WINDOWS SERVERS
Commenls e
/255
Block malicious URLs OB
PS Signatures and Filers
-~ ite N »
Detanls Exempt IPs Action Packet Logging
Microsoft Windows.1SCSI . TargetDaS 0O ® Monitar & Enabled
Kl wWindows & Block © Disabled

| F::RTINET — |

S 74 9INRIDIPS oY —E—HBLIGE oY —DETTIEFEIND 2DODOT7I 3 VIEENTTMN? 2 DFERLTLLEZELY,)
AtoY—[E —BLEIRTOIS 749901\ 5y b OTERELET,

B. toH—lEInoDIITRFXIZT—THITATOERZ )Y FLET,

C. £ >H—I[%_ Microsoft. Windows.iSCSI.Target.DoS L J 2 F ¥ I—HFT 2HEEHFAL T,

D. % —I(& Windows 4 —/I\—%H - X TOKEF IOV I LET,

Answer: A,C (A —vyt—T%EY)

The IPS sensor configuration shows that:

* The Microsoft.Windows.iSCSI.Target.DoS signature is set to "Monitor" with packet logging enabled, meaning that while traffic matching this signature will be allowed, it will also be logged for further analysis.
* The generic Windows filter is set to "Block," meaning that all other attacks matching this filter will be blocked. However, the sensor will not reset connections or log packets unless specified.

Therefore, the sensor will allow attackers matching the specific DoS signature while blocking other attacks against Windows.

References:

* FortiOS 7.4.1 Administration Guide: IPS Configuration
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EXHTREIRE: 13
FortiGate GUI £® SD-WAN V— R ZRIHESHEL TS,

FortiGate SD-WAN zone configuration
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Download
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O ©
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M port1

B port2

B T INET
@ TINET3

Gateway <

BRMICEDWNT, EDFTRAIELWLNTTH?

A 7oF—LAJ—UITIER—F1E

B.d-wan V=22 A UNR—REEATULEEA,

C.d-wan V—VIJHIBRTZEEF A,

D. R WAN )29 J—=UITAVN—DREFENTWEEA,
Answer: B (A —vt—T #5K7T)
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The "d-wan" zone in FortiGate SD-WAN configuration is the default SD-WAN zone created when SD-WAN is enabled. This zone contains all the interfaces assigned to SD-WAN and is essential for the functionality of the SD-
WAN feature. The "d-wan" zone cannot be deleted because it is required for SD-WAN operations.

Option A is incorrect because the underlay zone does not contain port1. Options B and D are incorrect because they incorrectly describe the configuration of zones.

References:

* FortiOS 7.4.1 Administration Guide: SD-WAN Zone Configuration

BT 14

EBEL . TYF FURILEBRET 57=0IZ IPsec VPN TT v K E7#H (DPD) 2R EL-VWEBATVWET BEHE FEEFI T4 v IDHY E7HDIEENGEIMEEIZDHA  FortiGate A DPD JR—TJ%%ET 5
ETY,

FortiGate ® &M DPD E— FMNZDEHZH-L TLETH?

AAoTIUFR

B. 74 FILEs

C. &M

D. B3k

Answer: (&% &RT~9 5)

The On Demand mode for Dead Peer Detection (DPD) on FortiGate sends DPD probes only when there is outbound traffic and no response from the peer. This mode is used to detect if the peer is still available without
continuously sending DPD probes, reducing unnecessary traffic.

&#TERE: 15

TILFVDOMBRETODEF2 YT 277Uy I DOERRAICETAIRDERDSIBELVEDITENTT D,

AFTOVRAN)—=LTNARIE, EOVDOMM S THET Y TR M) —LTNA RIZERTEET,

B. REENDEVDOMIZ, B 5 EFa T4 777UV ID—BIZHEIENTEET,

C. TN\A AW EHRINI=AR— FDELVDOM [ FARADIZRRINFEFEA

D. t¥Xal) T4 5li LAR— MI, BERENIZVDOMI EIZEBIICEITTEET,

Answer: (&% &RT9 5)

In a multi-VDOM environment, each VDOM can be treated as an independent virtual firewall, and each VDOM can belong to a separate Security Fabric. This allows administrators to configure and manage separate Security
Fabrics for different VDOMSs, providing flexibility in managing security policies and fabric connections across virtual domains.

EHTEIRE: 16

SSLERETCAGIAEL LTHEATZ AL IICTHICE GEHAEICRELR 2 DORMEFENTIN? 2 DFRLTLEZELY,)
A. FBITEFINT VY CATHIBENHYFET

B. CAHRRISTRUEIZERET SWENHYFT

C. BB X—HAFIESSLA A TTHILENHY FET

D. keyUsageliikIERD & S ICERET SMELHY FET

Answer: (f2& % &RTT D)

The CA extension must be set to TRUE

This indicates that the certificate can be used to issue other certificates, a requirement for it to function as a CA.
The keyUsage extension must be set to keyCertSign

This specifies that the certificate can be used to sign other certificates, which is essential for a CA certificate.
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BHRIE: 17
BRRESBLTHES,

i diagnose test application ipsmonitor

L: Display IPS engine information

2: Toggle IPS engine enable/disable status
3: Display restart log

i: Clear restart log

r Toggle bypass status

Submit attack charisferisti®s now
: IPS cqueue lengwh

: Cleap LP§ OUele length

IPS LY socket statlistics

IPS s@ESion list

: IPS NTurbo statistics

L5: IFSA statistics

" - = g
0 L ol D Y = D e

37: Start all IPS sngines
#8: Stop all _IPS engines

RISRENTVBBABIEL R T L (IPS) BHia< Y RERARET,

T30 5% IPSEMIYY FTHEAL HREELTCPUERAEMNED LIZBE ELWMERIEATT H?

AIPSTUDUNIRTOLSIT74v 2%V LTLET,

B.IPSTUCUEREDRSI T4 vV ERELTVWET,

C.IPSTIUUVREEAKREZEZLCIEATEFEA,

D.IPSTUPVIFERDIKETHEERITET,

Answer: (& %R 9 B)

Option 5 in the IPS diagnostic command toggles the bypass status. If this option is used and results in a decrease in CPU usage, it means the IPS engine is no longer processing traffic, effectively blocking or bypassing the
traffic. In this case, IPS is not inspecting the traffic anymore, leading to a decrease in CPU usage, which indicates that the traffic might be blocked instead of inspected.

#fEIE: 18

2RIV EBEEVANARREENIL, 74T 4= L RJS—TSSLBRETO I 7/ IILEBIRLEL,

HTTP#HBETEICAR TR b D74 )LEAHO—K§ 5 & FortiGate [EVAILREREL 774 0LETOV Y LET HITPSBHETRIL I 74 ILEFHoO— RS & FortiGate [EVA LR EREET, 77/ /)LETOY
JLEBEWEH Fooo—RKNHFRESnET,

EBEI FS T4 VINERESNZI7AT7 04— R I—E—BMLTWSI LEZRERELET,

FortiGate IC& B2V A JILARENKERT 5 2 DOEBAIIAMTTN? (2 DFRLTLEEELY,)

A EREINSSLRE IO 7 7ML TIIEAZERENEMIZHE > TVWET

B. 75U H(dFortiGateM BECERACASEHAEZEB L TLVEEA

C.EICARTR bk 774NN TARIN AT a3 oA —N—H A XGHIRBEBITNVET

D. V749 A MISSLREDTENTT
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Answer: (&% &K <9 B)

The selected SSL inspection profile has certificate inspection enabled

If the SSL inspection profile is set to certificate inspection instead of full SSL inspection, FortiGate will only inspect the certificate of the HTTPS connection but will not decrypt and inspect the actual traffic content, leading to a
failure in virus detection.

The website is exempted from SSL inspection

If the website hosting the EICAR test file is exempt from SSL inspection, FortiGate will not decrypt the traffic, meaning it cannot inspect the file content for viruses, resulting in the file being downloaded without detection.

ATERE: 19

HQ FortiGate [ZI&, 7 Ly > T E— FTEBEENF-ERDODFAVILT v T IPsec VPN BHY FET , BHRE FA VLT v T 12— —2 TN ZThOEMAD VPN b RILICEHET S ETT,

A—H—F FURLIC—HEELOITERTES T —X 1 REFENATTH?

A.E7ID

B.A—AILT—FrozA

C. 7v FETHRH

D. IKE £— F&E

Answer: A (A —vyt—T%FEY)

When using multiple dial-up IPsec VPNs in aggressive mode, the Peer ID setting in Phase 1 can be used to distinguish between different VPN tunnels. Each dial-up user or department can be assigned a unique Peer ID,
allowing the FortiGate to match the incoming VPN request to the correct tunnel based on the Peer ID value.

BT RE: 20

BRRESELTIESL,
SD-WAN trafric 1og

Application Name ¥ Result Policy ID Destination Interface SD-WAN Quality SD-WAN Rule Name
@ YouTube v’ Accept (8.08kB/27... 1(DIA) M port2
@ YouTube v Accept (UTM Allowed) 1(DIA) M port2
3 Facebook v Accept (UTM Allowed) 1 (DIA) M port1
K3 Facebook v Accept (UTM Allowed) 1(DIA) ¥ porti
K3 Facebook v Accept {8.33 kB4 104 1 (DIA) M port1
uTube .l..( t 3... 1(DIA) ™ port2
E:N H Jm E!twed] 1(DIA) " port1
B CNN v Accept (UTM Allowed) 1 (DIA) M port2
B CNN v Accept (UTM Allowed) 1 (DIA) M port2

EEE(LX SD-WAN JL—ILEERTE L FortiGate k574 w4 045 R—I[Z SD-WAN BEEDF| SD-WAN BB & SD-WAN JL—ILR) EZRFRTAESICHELE LT,
FortiGate (X7R1) — ID1 [C-T r S 74 v O ZHALET, cIESD-WAN bS5 T4 v O FEFA[ T H1R!) —TT,
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INLDHREICHEMDDLT, bT T4 99 AJICIE . SNED STy 70—ZHlHdT 5-OICHERAINS SD-WAN L—LDAFIERRINFELEA,

HAFFITL & 5572

A. FortiGate [ZEE2X0 SD-WAN JL—JLIZiE-T cS 70 v o ZAFRERLELT-,

B. 7747 24— ILRYS—IZ7T) =23 %HlTOT7AILABERINTLERA,

C. SD-WAN JL—ILDFEEIET TV 7r—2 3 VS EICHEINTVETA EEEDAIREEIBENILE>TLELRA,

D. SD-WAN JL— LA LT CIZIERTEINEF A, EBBEIR—CZFHTIDLELAHY FT,

Answer: (& %X D)

If the SD-WAN traffic logs do not show the specific SD-WAN rule name, it likely means that FortiGate is using the default or implicit SD-WAN rule to balance traffic. The implicit rule comes into effect when no explicit SD-WAN
rule is matched, and as a result, the SD-WAN rule name is not displayed in the logs. The default behavior is to load balance the traffic across available interfaces based on SD-WAN strategy.

ExHTERE: 21
BrmZzZRLTIES Y,

Firewall policies

D Name Destination Schedule Service Action P Poo
Pt 2

=] LANtowaN @

kiiscad = WAN (port) | & 4 By D WAR T vacceer @ 1PPoo NAT
™ WAN (port2 : - i W A

= : I 1 Y r

o —— % Lan poriasRD B B P ° (@ aiways @ ALl © DENY
—— B WAN (port1 2 AE N BB B webserver (@ always @ ALl v ACCEPT © Disabled

Webserver ™ WAN (port1) ‘*Lﬂ‘iw T Ban B wWebserver « P ) ALl v ACCEPT © Disabled

Implicit Deny O any -' (@ a'ways ) ALl © DENY

CDITFAT 24— RIO— YR MIETIRDERDSIBELVEDIFENATT A,

A BRI IL—TICIE BEROEBI7AT7 94— L R O—2EHEIENTEFET,

B. 7747 94#—ILAKR)—IEID—4 VR Ea—T—ERRINET,

C.I7AT7I+—IR)I—F AABLVHAA U EF—T A RDORT ) VT Ea—IC&k>T—ERREINFET,

D. LAN /5 WAN, WAN 5 LAN, B &K URERMIE, o—45 R JIL—TIEa— JR MTT,

Answer: C (A —vt—T %KY

The firewall policy list in the exhibit is arranged in the "Interface Pair View," where policies are grouped by their incoming (ingress) and outgoing (egress) interface pairs. Each section (LAN to WAN, WAN to LAN, etc.) groups
policies based on these interface pairings. This view helps administrators quickly identify which policies apply to specific traffic flows between network interfaces. Options A and D are incorrect because the Implicit group typically
does not include more than one deny policy, and there is no "sequence grouping view" in FortiGate. Option B is incorrect as the list is not displayed strictly by ID sequence.

References:

* FortiOS 7.4.1 Administration Guide: Firewall Policy Views
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=ETERE: 22
FortiGuard D T/N v J H A

ERTRTESHRLTIESY,

FortiGuard connection debug output

FortiGate ¢ dia
Locale :

Service
status
License

Service

AT
sStacus -

Num, of
Protoacel
Fort
Anycast
Default servers

s5ervers

~-m= Server List
IP
173.243.141.16€
12.34.97.18
210.7.96.18

HAICEDINT EEE FortiGuard #E##EICDOVWTED 2 DOBEEZEHM>TVETHA? (2 DFIRLTLZEWLY,)

A ZHBHREWMET 56121

gnose debug rating
english

Web-filter
Enable
Contracet

Antispam

]wrijilis;
iTu Ek Prevention

Disable

1

hteps
443
Enable
Included

(Thu Jun 9 14226256 2022)

Weight RTT Flag®hT2
-8 18 DI ThO
20 30 1
160 305 9

DY —N—|ZHEHRINFELT,

B. Bt L T/\7y bEXSF-H—N—DDEEE1EHBYET,

C. O—7AJL FortiManaqger [&_F

ortiGate ABIET 5 H—/N\—D 1 DT,

D. FortiGate (X5 7 # JL k@ FortiGuard BIEZREFFALTWET,
Answer: AD (A —vt—T%ET)

The debug output indicates that FortiGate connected to one server (173.243.141.16) to retrieve contract information as it shows four FortiGuard requests without any packet loss, which confirms the connection to the server.
Additionally, the default FortiGuard communication settings are being used, as indicated by the use of the HTTPS protocol on port 443, which is the default setting for FortiGuard connections.

References:

= -

FortiGuard-requests

4
1
0

Curr Lost Total
0
0
0

Los

oocon

Updated
Thu Jun
Thu Jun
Thu Jun

Time
9 11:26:24 2022
9 11:26:24 2022
9 11:26:24 2022
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* FortiOS 7.4.1 Administration Guide: FortiGuard Connection Settings

=ERE: 23
Facebook D77 A 7o+ —IL R S—,txa)T4 TOT7AIILERTEREZSHBLTLESL,

Firewall policy
Name @ Facebook SSL Inspection
Incoming Interface ™ port3 =
Outgoing Interface = ™ port1 -
Source B all =
+
Destination = all -
+
Service @ ALL : I:.:d_'EH-I-InET-
etion @ DENY e Q'
Firewall/Network Options W s;';gb ‘J'm '_ _
S g settings from matching Central SNAT
Pmtmw B default - 2
Security Profiles
AntiVirus o
Web Filter o
DNS Filter »
Aeptaii ot 8 FacbookAccess  ~ #
IPS ®
Flle Filter ®
- 2k certificate-inspection ~ J#




Comments | sFERTINET
& Mixed~ All Categories

‘@~ Business (179, 05 6) ®~ Cloud/IT (31)
® -~ Emall (87

5t(241, 05 9)

Service (332)
Llﬂé}

&g SodaIMedla{iso O3
6 ® -~ Update (48)

®~- VolP(31)

iiiiiii

Overrides

*+CreateNew | # Edit © Delete

Priortty Details Type | Action
1 [Fi Facebook Application @ Allow
1 Facebook |ike Button



- T
-~ L " - g -
3 Facebook_Video.Play

1

A—H—[ZlE Facebook 9z T 7T Hr— a3 oADT I RAENREZ 5NFET Facebook TRR FENTWAETAH OV T UVYEBAET A LIITEETA ETAHAPZTDMOIEEDERBICRIGEET ZEITTEEEA,
MREZRRRT DICIE BROEDHDEERT IVENHY FIH?

A.SSLIREZ T4 —TaVTUYREIZT S

B.t¥Xxa2!)T 4R —DURLAT I IZFacebookZEMT 5

C.WebT 59 THTTPMHHTTPSAD YA A LY FEEHIZT S

D. tXa )T 4R I—ICEBMT HHDITREREMDT TV r—a VEBRZRELEY

Answer: (&% &K ~9 B)

In the security profile, there are application overrides for specific Facebook-related features, such as

"Facebook" and "Facebook Video.Play." However, the absence of specific signatures for actions like

"Facebook_Like.Button" might be preventing reactions. You need to ensure that the necessary application signatures for all desired Facebook features, including reactions (like buttons), are included in the security policy.
Therefore, retrieving or adding those signatures would resolve the issue.

EHTIERE: 24
EEENRDREEERLE L

CDEED 2 DOFERIFMTTM? (2 DFBIRLTLZELY,)

AEBESINF-A—Y—L30 TRV ShFET,

B.EEGEEN- I T4y 0Dy aVMERENET,

C.HETINEFI T4V IICE>TEREINLZOATOHEMEIFENET,

D. T RTDA B —TT—RATODT /A REH 30 FREHEINFET,

Answer: B,C (A —vt— U %%&9)

A session for denied traffic is created.

The command set ses-denied-traffic enable ensures that sessions for denied traffic are logged, meaning a session will be created for traffic that is denied by security policies.
The number of logs generated by denied traffic is reduced.

The set block-session-timer 30 command sets a timer to prevent excessive logging of denied traffic within a short period, which helps reduce the number of logs generated by repeated denied traffic sessions. This timer blocks
sessions for a specified period (30 seconds in this case) to avoid overwhelming the log system with repetitive entries.

=ITfERE: 25
SD-WAN 21175 3 DDEERIL—T « Y RAIFRITTHM? (3 DFBIRLTLEELY,)
A . TIAIL L BEADEDLZIL— FHEMEE SD-WANA UN—[FRFy TENFET,
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B. 774 b BEADIL—FRN1DULOFATELRWMESIE, SD-WANIL—ILIZRAFy TEhFET,
C. T4, BBEADREBELLIL— FHSD-WAN A U /XA—TH MBS (X SD-WANIL—LIZR Xy TEhET,
D. SD-WAN JL—)LIZthDfEFEDIL— F K Y HEBXESINET

E.BEDRYL—IL—FESD-WAN JL—ILE Y LEBESNET
Answer: A,C.D (A —vt—T%5ET)

By default, SD-WAN members are skipped if they do not have a valid route to the destination SD-WAN ensures that only members with valid routes to the destination are considered during routing decisions.
By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member If the best route is not an SD-WAN member, SD-WAN rules are bypassed and standard routing takes over.
SD-WAN rules have precedence over any other type of routes

SD-WAN rules are evaluated first, meaning they take precedence over other routing mechanisms, such as static routes or policy-based routes.

Ex#TfEIRE: 26
BTRmESRLTIESL,

port3 P port1

= 10.0.1.254;24\:’/10.200.1.1!24
> \,.

Web client FortiGate Web server
10.0.1.10/24 10.200.1.254/24

FortiGate ¢ diagnose sniffer pack@er ahy port 80" 4

interfaces=[any]

filters=[port=80]

11.510058 port3 in 10€90.%. 18. 49255 10.200.1.254.80: €97263124
11.760531 port3 in 10.Q. HRTV.49256 10.200.1.254.80: 868017830
14.505371 port3 in 10.081 M 0.49255 10.200.1.254.80: £97263124
14.755510 port3 in 10.081.10.49256 10.200.1.254.80: 868017830

RIZRIT Ry bT—I TIE Web 25472 MMEHTTP Web —N—[Z#ETEF A, EHEE(E FortiGate A RAAR =T 7—%2FETL RITRIHAZEREFLET,

MEE FS TN a—Ta o9 T5HIC EBEERIZAZTANETL £ 557

A TRy T I70—%FTLET,

B. part! [ZHEENFWMBR =T 7 —2FEAL TS 74 v &F v TF Y LET,

C.45EI(E7 4 L2 — hose 10.0.1.10]%EMA L T FortiGate THDR =T 7—&EXTLFT,

D.Web 4—/N\—ETR=ZJ77—%F{TLET,

Answer: A (A —yt—T#ET)

The sniffer output shows that packets from the web client are reaching the FortiGate and being forwarded to the web server, but there is no indication that the web server is responding. To troubleshoot this issue, executing a
debug flow will help analyze the traffic path and pinpoint where the problem might be occurring, such as a possible issue in firewall policy or route settings that is causing the server not to respond correctly.
References:

* FortiOS 7.4.1 Administration Guide: Troubleshooting network connectivity

BT HRE: 27
BrmzZRLTIES,

B . o - B ol e e L e AR
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IFsecC tunnel conrnigurauon

portl port2

HQ-FortiGate 10.10.100.10 10.10.200.10

Remote-FortiGate

Dwe 20 Peer Detection
DOD 1otry courd

DOD retry nervad

1Ped
Sk 1P A ean
10 10 200 10
N port]

Forwad frror Correction  lgpenn Ingrews

0 Advarxed

Avtheed i 2l bon

Ll

Pre vhawed Ney
IxE

Wer woan

Poar Opl i

[Ty, —

Pre whuw ed ey

aassesmaw

o :
B o 00 potection)

2

N Twor

IP Version

Remote Gateway
IP Assdres
Inerface

Loc a Gateway »

Mode Conhg

NAT Travenial
Keeosive Fireguency
De 2a Peer Detection
DPO retry condt
DPO retry interval

Forward Error Correction
8 Advanced .

Authentication

Method
Pre-shared Key
IKE

Verion

Mode

1Pwd
St | P Adaredn

1010100 10
- port)

Pre shawed Key

[1 |8
Acr e [

o

o



Phawe | Propoaa L] e 2

Mo 1| Propess - W e "
- i - |
] - { - n J

v hD—OEBEX 2 D0 FortiGate T/81 AD IPsec b RILD S TN a—T 4 T %ToCWET EEBEIE, 72— 1 AEFKBRLI-EHBLEL:, £, EEBEILMEmAD FortiGate T/3\1 A CHRIHE
F—ZBEANL Thoh—HT 5 LEHRBLELT,

TJ—RX1DBEERICRENTVSRIZEDNWT BEEN I —X1 ZEBTHOHIZETTEL 2 DOBRAERILENTT M 2 DFRLTLEZEWY),

A. HQ-FortiGate T _ Diffie-Helman J'JL—7 2 #&HICLE T,

B. ') €— hFortiGate T, IR— F2%& A U2 —TJ 1 —XRELTHELFET,

C. @A D FortiGate 7T/\4 X T_Dead Peer Detection % On Demand IZERE L E T,

D. HQ-FortiGate T IKE E— K& A1 > (ID {RE&) ICERELFET,

Answer: C.D (A —vt—U%5&9)

To bring Phase 1 up, the following changes can be made:

* A. On HQ-FortiGate, disable Diffie-Helman group 2: This is incorrect because Diffie-Hellman group 2 is already selected on both devices. Disabling it would not help.

* B. On Remote-FortiGate, set port2 as Interface: This is incorrect as both sides should be consistent in their interface settings for the IPsec tunnel, and the interface is correctly set to port1 on both FortiGates in the IPsec
configuration.

* C. On both FortiGate devices, set Dead Peer Detection to On Demand: This is a valid option.

Setting Dead Peer Detection (DPD) to "On Demand" helps maintain the IPsec connection by checking if the peer is still available, which can help in some cases where the connection fails due to timeouts.

* D. On HQ-FortiGate, set IKE mode to Main (ID protection): This is also a valid option because the Remote-FortiGate is already set to Main mode (ID protection). Ensuring that both ends use the same mode is crucial for
successful phase 1 negotiation.

Thus, the correct answers are:C. On both FortiGate devices, set Dead Peer Detection to On Demand.D.

On HQ-FortiGate, set IKE mode to Main (ID protection).

EFTERE: 28

EEE L FortiGate THZEG RPF Fx vV &R ELFE LT,

BEGERPF Fz v EDK S ITHEELFTH?

A. BEET; RPF (X BEA V23— T 1A REZFERLTEER~NORBELIL—FEFIVILET,

B. %7 RPF TIE I RTODT7 I T4 TEII—bEFERLTNAY Y FEEERICRT I ENTEET,

C. RZ% RPF L BEA VR — Tz A REZFERALTEERICRAT IV T4 THIL— DD LECEL 1 DEETIDNESIIDHEF VI LET,

D.HILWLWVEY > a VORADEE/NTY FERBE/NTY MR L TEHEZG RPF F v I AERITEINET,

Answer: A (A —vyt—T%EY)

Strict RPF (Reverse Path Forwarding) check ensures that the packet is received on the same interface that the FortiGate device would use to send traffic back to the source. It verifies that the best route to the source of the
packet is through the same interface it arrived on, enhancing security by preventing IP spoofing. If the check fails, the packet is dropped.
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AT 29

HAZ—N\—5 4 FEENEMIZLE>TVDIFEED T 54 <) FortiGate :FBIR T AL R (FATT H?

A BRENTOSERMRER— b > BEE > DX T LRERME > FortiGate D> ') 7 ILES

B. Bt SN TV AERMRA— ~ > X T LEEFME > B5%E > FortiGate D2 ) 7ILES

C. SN TULAERE— k> BEE > HA BREBFMHE > FortiGate DL 1 7 ILES

D. #i SN T A ERKR— b > HA BERRE > B%LE > FortiGate > ) 7ILES

Answer: (&% &RT9 5)

When the HA override setting is disabled, FortiGate uses the primary election process based on the following criteria:
* Connected monitored ports: The unit with the most monitored ports up is preferred.

* Priority: The unit with the highest priority is preferred.
* System uptime: The unit with the longest uptime is preferred.

* FortiGate serial number: Used as the final criterion to break any remaining ties.
References:
* FortiOS 7.4.1 Administration Guide: HA election process

EHTREIRE: 30

FortiGate HA A U/N\—HEITRIEAES N AHERITENTIMN? (2 DFBIRL TLZELY,)

A. OSPF#zE %

B.IPsec t¥aly7T4 7VYII—3Y

C.BGPETF7 U YY

D. DHCP!)—X

Answer: (&% RTT 5)

IPsec security associations

IPsec security associations (SAs) are synchronized between HA members to ensure seamless failover and continuity of VPN tunnels.
DHCP leases

DHCP lease information is synchronized between HA members to maintain consistent IP address assignments and prevent disruptions when failover occurs.

FTEIRE: 31
BrRmZSRL TS,
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FortiGate web filter profile configuration

Edit Web Filter Profile

Name Corporate

Comments

Feature et [N n] Proxy-based

&' FortiGuard Category Based Filter

o %

FERTINET™

(=] Bandwadth Consuming ©
Freeware and Software Dawnloads
File Sharing and Stexage

Streaming Media and Download
Peer -to-pter File Sharing

Internet Radw and TV

Internet Telephony

[=] Security Risk @

Malicious Websites

COEIE TEDWeb 74 I)LRA— TAT7AI)LD FortiGuard 731 R—X T4 )ILEZ— €I 3 VERLTVWET,

EBEEL, 2V—0zT7HLVY I bz 7OF0A—F ATIVIZET % download.com ADTF7 VX2 TA VI T EHELENAHYFET EBBE RLCATI) DD Web YA FELEFAIT HIBLELAHY FET,
EHWEHT 2 DOMRKRFMMTIMN? (2 DFBIRLTLEEELY,)

A. 793> Deny & 3E%7 FLARELT *.download,com @ FAQDN 7 KLR # T2z ) FEBELEID I 747 o4—IL R —FERLET,

B.7U—0x7¢,VYIbIzT7DEIA—FK ATIIYDTHILaVEELIZRET S

C. ¥ >vB—FK _com® Web A—/"\—5 4 FEHEZHERL YIHTITVELTBEDHD Web 94 FEBRLET,

D.AATETHOLIavEEFENENTAILEA—FRETO Y YIZERTE L T, download, com D& URL 74 LA — T U EBRLET,

Answer: (fBZ % &RTT B)

To block access specifically to download.com while allowing other sites in the "Freeware and Software Downloads" category, you can create a separate firewall policy with a deny action specifically for the FQDN
*.download.com. This approach allows blocking this particular site without affecting the other sites in the same category. Alternatively, configuring a static URL filter entry with the type set to Wildcard and action set to Block will
also achieve the desired effect by directly blocking the specific URL without impacting other sites in the category.

References:
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* FortiOS 7.4.1 Administration Guide: URL filter configuration

H%h7%: FCP_FGT_AD-7.4-JPN RERE& (L GoShiken.com M n=E# L9 L) FCP_FGT_AD-7.4-JPN ERERRIEEE ! GoShiken.com A &x#r D FCP_FGT_AD-7.4-JPN HERfEE 12 L TLVE T, GoShiken.com
FCP_FGT_AD-7.4-JPN HEAMEII BT T MEAER TS ENET . B D GoShiken.com FCP_FGT _AD-7.4-JPN FSE&£% 5w b3 % AL 5 i https://www.goshiken.com/Fortinet/FCP_FGT_AD-7.4-JPN-
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RHTREIRE: 32

TJO—R—XDIA AR TAT7AILEHBAT S I DOXIEENTTM? (B DFEIRLTLZELY,)

A 70— AR—XDBETE, TAXIR—RDBEETHATMRELZRAF Y VE—FONAT Yy REFERALET,

B. 70— R—ZDHZRERFTAOXF IR—RADBEICERTN I+ —I VANRHELEINET

C.FortiGate (X7 7 A NEERENY I 7 I VT LETHN RBRKFICYSA T MIEELET,

D. VAIILADNREENE & RERDN Ty bV SAT U MIEBREShET,

E.IPSTI P ETOERE#R2 U F7Ra E LTUELET,

Answer: B,CE (A —vt—T%#REY)

Flow-based inspection optimizes performance compared to proxy-based inspection.

Flow-based inspection scans traffic in real-time as it passes through, resulting in better performance compared to proxy-based inspection, which buffers traffic.
FortiGate buffers the whole file but transmits to the client at the same time.

In flow-based inspection, the file is scanned while it is being transmitted, improving speed and reducing latency.

The IPS engine handles the process as a standalone.

In flow-based antivirus inspection, the IPS engine is used to inspect traffic, making it more efficient and integrated within the broader security mechanisms.

xFERE: 33

FortiGate & FortiAnalyzer & & U FortiManager &S TWVET,

T7AT794—IL R O—%ERT 5 & et %M E S FortiAnalyzer £ 1=1& FortiManager ~AO A S DR E Y R— 5012, EORBEMNRY O—ITEMSNhEITMN?
A. 041D

B. R —ID

C.(¥—4 Y RID

D. =/N\—H)LaA=—#EHF

Answer: D (A —vyt—T%EY)

When a firewall policy is created in FortiGate integrated with FortiAnalyzer and FortiManager, a Universally Unique Identifier (UUID) is added to the policy to support logging and management.

ExHTMEIRE: 34
BrmZzZRLTIESY,
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1D Name Source Destination Schedule Service Action NAT Type Security Profiles

1 Full_Access & Remote-users ﬂ all E' always @ HTTP v ACCEPT @ NAT Standard m Category_Monitor
E) LOCAL_SUB... ) HTTPS B certificate-inspection
() ALL_ICMP

FortiGate (X7 7 A4 7 VA —LERFIAICBR INTUVWET N Web o MIT7IVERAL&SETHE AT TAVT MIRTEINFERA,
CORRDELAREMEDSWLERIEIMATL &£ 557

A. 7747 24—IL R —IZIEFH—EX DNS ABETT,

B. 1—H—AMEsf-1—H—&ZFERALTLET,

C.UE—FIA—H—JIL—TEEEICEMEINFELA,

D. ZDA—HY—IT—HTH1—HF—T7HIOY rHAFEELEFEA,

Answer: (&% %KT9 D)

Firewall authentication generally requires the DNS service to be enabled in the firewall policy to correctly resolve hosthames during the authentication process. If DNS is not allowed in the firewall policy, the FortiGate cannot
resolve external domains, and as a result, the user may not be presented with the login prompt when attempting to access an external website.
References:

* FortiOS 7.4.1 Administration Guide: Firewall Authentication Configuration

EXHTEIRE: 35
BRrmZzZRL TS,

Engineering

FortiGate [Z(, BX&ME T =7 Y U JBMANRLCEFX2) T4 TAT 74 LEFEALTRAL Web H—N—I[C7 0 X T E5OD 2 DOBEFND I 7 AT oA—IL RY—DBHYET,
2DOMR) =% 1 DIMET BRI EEBEBRFEDT IV avEETTIRLELHY FTH?
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ABHDA A=z —RAR)O—ZFHLTC BALI7AT7I4A— IR O—TR—MER—F2EBIRLET,

B. port1Lport2EEL A A —T 1 —RTIW—TH#ERL B—DIT7A T 04— LR O—FERLET,

C.E—DI7AT7I94—ILHRY—Tpotl LU port2 4Ty FEEIRLET,

D.E—DI7A 74— KR I—AD port1 & port2 ZEEDA VA —T A RICEEH|RAFT,

Answer: (f2& %R 9 B)

To consolidate the two separate firewall policies for Sales and Engineering departments accessing the same web server, you can create an Interface Group that includes both port1 (Sales) and port2 (Engineering). Once the

Interface Group is created, you can use this group as a single incoming interface in a single firewall policy. This approach reduces the number of policies, making management more efficient.
References:

* FortiOS 7.4.1 Administration Guide: Firewall Policy Configuration

Ex#TERE: 36
Br@mZZSRLTLLESY,
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FortiGate web filter profile configuration

Name Aliow_Twitter & Static URL Filter
Comments  Write a comment Z 0/255 Block invalid URLs O
Feature set Proxy-based URL Filter L &
% Create New & Edit N [ T S aal Q
@ FortiGuard Category Based Filter
URL Type Action Status
- W | | 1
twitter.com Wildcard Q@ Allow &® Enable
Name Action
Medicine @ Allow
News and Media @ Allow r)
Social Networking © Block Block malicious URLS discovered by FortiSandbox (B
Political Organizations & Allow Content Filter »
Reference @ Allow
Global Religion @ Allow
Shopping @ Allow
Society and Lifestyles @ Allow
Sports @ Allow

EEEF KITTRT Web 742020 TOT774ILEEREL T, Twitter ZBR<TRTOY— %L 2y RT—F 2T YA bADT7I2RZTAY Y LELI, fzFEZL, A—H—H twitter.com [TV AL &S5 ET 5D
& FortiGuard Web Z 4 LAY T JAvY R=J(ZYHEAL LY FShFET,

BRICEDWT BEEIL Twitter I LA LMD I RTOY—2vIL XY R I—F 0T A 5 TAV I T BHEOICEDLESIBEBREREITOIENTETETMN?

A FFHIURLZ 4 LA —DERET 24 TE= U TIVIZEKRET S

B. FortiGuardh 7 3 UAR—X T4 LAERET V=¥ ULRY N I—F 2 TDT7I a3 vEZEEICRELET,

C.H#MURLZ A LA—/ETT I3 VEERICKTET S

D. #MJURLT 1 LA —RETT Va3 Vv EBRMEET S

Answer: D (A —vt—T %KY

In the current configuration, although "twitter.com" is allowed in the Static URL Filter, the category "Social Networking" is set to "Block" under the FortiGuard Category Based Filter. To resolve the issue, setting the action to
"Exempt" in the Static URL Filter for "twitter.com" will bypass the category-based block for this specific URL while still enforcing the block on other social networking sites.
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ExHTREE: 37

EEEI I —Cz VLA R=YT E—FRDaALI2—E LTHEET HK 51 FortiGate #RELE L T=,
AD A —H— JIL—TEREWE T 5=-HIZ BEEEIL FortiGate T/851 R ZEBMIT Z2LENHY £TTH?

A. LDAP H—/\—

B. RADIUS H#—/\—

C. DHCPH—/\—

D. Windows H—/\—

Answer: A (A —vt—T %KY

To retrieve AD user group information in agentless polling mode, the administrator must add an LDAP server to the FortiGate device.

E#TEE: 38
BTmZaSHBL T mE0

Network dlagram

10,20

VIP object configuration

qu Virtual IP

Name Webserver
Comments  Write a comment
Color & Change
Network

Interface
Type Static NAT
External IP address/range @  10.200.1.200

Man ta

# 0/255



https://www.jpnpdf.com/Fortinet.FCP_FGT_AD-7.4-JPN.v2025-05-17.q44-mondaishu.html

=

IPv4 address/range 100.1.10

Protocol (o2 UDP SCTP ICMP
Port Mapping Type One to one

External serviceport @ B0
Map to IPv4 port 80

Firewall policy
iD Name Source Destination Schedule Service Action IP Pool
| 2 intemetAccess Hai Bal Baways @AL v ACCEPT
3 Allow_access gan & Webserver [® always @ HTTP v ACCEPT
@ HTTPS

Sniffer CLI output

e lnETfer packet any 'icmp' 4 FortiGate # diagnose sniffer packet any 'icmp' 4
Us¥hy Drgimal S fi ® Original Sniffing Mode
interfaces=[any] aces=[any]
filters=[icmp] s=[icmp]

4.487597 port3 in 10.0.1.10 => 10.200.3.1: icmp: echo request 97 port3 in 10.0.1.10 =-> 10.200.3.1: icmp: echo request

4.487679 portl out 10.200.1.1 =-> 10.200.3.1: icmp: echo reques79 portl out 10.200.1.1 => 10.200.3.1: icmp: echo request

4.489203 portl in 10.200.3.1 => 10.200.1.1: icmp: echo reply 03 portl in 10.200.3.1 =-> 10.200.1.1: icmp: echo reply

51 port3 out 10.200.3.1 => 10.0.1.10: icmirtecho Yepl

BRICIE, *y b=V I S iz FortiGate T/ ROE VIP R, 774 7oA —IL K o—_ B LU FortiGate T/NA R EDRX =T 7— CLI HANTREINTLET,
WAN (R— k1) 4 2 —T 24 ZAD IP 7 KL R 10.200.1.1 /24 TH,

LAN ((R—k3) 4/ 23— —XDIP 7 FL X[ 10.0.1.254/24 TY,

Web #—/3— 7k X b+ (10.0.1.10) [£, ) E— b H—/3— (10.200.3.1) [Z ping ZETT B E ZIZ_VIP 58 IP 7 K LR £2155T NAT (SNAT) & LTHRAT2RENHYET,
CHBEEFERTAE=OICEDLE 2 DDAT— AV MIENRTTMN? (2 DERLTLESLY,)

A. Allow_access 7744 704+ —IL K1) —TNAT ZBZICLET,

B. Web H—/\—® Internet_Access DEIZFH LW I 7 A 7o+ —IL RY O—%FERRL IP T—ILEERLET,



C.Internet_Access 774 74+ —JL 7R!) >—T NAT #&ENIZLFT,

D.VIPAI2xY bTOR— FEEZEMIILET,

Answer: AD (A —vyt—T%EY)

* Enable NAT on the Allow_access firewall policy (A):

* The Allow_access firewall policy must have NAT enabled to allow the webserver to use its VIP external IP address (10.200.1.10) as the source NAT when initiating traffic, such as pings, to the remote server.
* Disable port forwarding on the VIP object (D):

* Port forwarding is designed for specific port mapping, typically for services like HTTP or HTTPS. To use the VIP external IP as a source NAT, port forwarding should be disabled.
Disabling port forwarding ensures that the full VIP IP address is used without being tied to specific ports.

Why other options are not correct:

* B. Create a new firewall policy before Internet_Access for the webserver and apply the IP pool:

* This is unnecessary as the VIP object itself is used for SNAT in this case, and an additional firewall policy is not required.

* C. Disable NAT on the Internet_Access firewall policy:

* Disabling NAT on this policy would prevent the NAT functionality needed for the webserver to use the VIP external IP address as the source IP.

Thus, enabling NAT on the Allow_access policy and disabling port forwarding on the VIP configuration are the valid steps to achieve the goal.

Ex#TERE: 39
RTmESBLT IS

FortiGate routing database F H -I- I n E T

Local-FortiGate # get router info routing-table database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2
1 - 18-18, 11 I1S~1IS level-l, L2 - IS-IS leysi-2, 18 = IS-IS inter area

V - BGP VPNV4

> = selected route, * - FIB ¥pUte,.V'p a 5td¥@le 1info

Routing table for¢VRF=(
S 0.0.0.0/0 §20/0] via 10.200.2.254, port2, [1/0)
S

*> 0.0.0.0/0 #10/0) wvia 10.200.1.254, portl, (1/0]

Cl

*> 10.0.1.0/24 is directly connected, port3

*> 10.200.1.0/24 is directly connected, portl

)

)

*> 10.200.2.0/24 is directly connected, port2

*> 172.16.100.0/24 is directly connected, port$

)

ZDT—ER—RFT—TILDIL—T 425 TUMJIZDWTELWRRIZENRTTH, (2 DFBIRLTLESLY,)
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ANN—T429 T—3R=X T—=TILADTRTDOIY ) H FortiGate L—T 4 7 T—TILIZA VA F—ILENFET,

B.R— 24U —Tx—RFFET7IV T4 TELTI—VENTLET,

CHADTIAILEIIL—FOEEEHENIELGY ET,

D.porc2 LDT 7Lk IL—FERAUINA JL—FELTI—V ENFET,

Answer: C.D (A —vt—T%EY)

The routing table in the exhibit shows two default routes (0.0.0.0/0) with different administrative distances:

* The default route through port2 has an administrative distance of 20.

* The default route through port1 has an administrative distance of 10.

Administrative distance determines the priority of the route; a lower value is preferred. Here, the route through port1 with an administrative distance of 10 is the preferred route. The route through port2 with an administrative
distance of 20 acts as a standby or backup route. If the primary route (port1) fails or is unavailable, traffic will then be routed through port2.

Regarding the statement that the port2 interface is marked as inactive, there is no indication in the routing table that port2 is inactive. Similarly, all the routes displayed are not necessarily installed in the FortiGate routing table, as
the table could include both active and backup routes.

References:

* FortiOS 7.4.1 Administration Guide: Default route configuration

* FortiOS 7.4.1 Administration Guide: Routing table explanation

#fEIRE: 40

FortiGate 7274 74 —IL R —IET7 U T4 TRBIATHERSINTUVETHS 12— —IEWeb YA MZTFTIERTBHEEICRIETETELTA,
A—H—DFIATELMEETH FortiGate (FEDTO FO L ZEHATIHELH Y FTIH?

A. LDAP

B. ICMP

C. DNS

D. DHCP

Answer: C (A —yt—T #ET)

=HERE: 41
T7AT 94— IL R SO— AR ETOT7AILDERETRTEBRESBLTLL &Y,
Edit Antivirus Profile

Namy

Comments Scan files and bioc ik viruses

:.'t"".'r"' LS S M v v alade a4
v i i
reature set Proxy -based

29/255
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SMTF &
POP] &
IMAP &
TP &
CIFS ' »

APT Protection Options

Treat Windws scedutables
inem@l MLachments as viruses

Send hilgs toFortiSandbox for inspection O

o0 «

ET

Send hies to FortiNDR for inspection ©

inciude mobile malware protection g

Quarantine © »

Virus Outbreak Prevention O

Use FortiGuard outbreak prevention dathA‘ij HTI nET

Use external malware block list »
Use EMS threat feed O >»

BRELE-T7ALEDNHTEIO—RTEEEIC A—F—DTAOVIBBRAVE—CEZETELVDIEHETTHI?
A JO—R—XDBEE—REFEATIEEE. BABLEEF1U T TOT7AILEEHIICTEIHELNHY FT,

B. BED=®HIZT 74 L% FortiSandbox [ZEET 24 T 3 UoNBERIZHE>TLET,

C.IF7AT 94— RYI—E FZ7ANICH LTREHAVTUVIYREEERITLET,

D. 70— R—XDREMNMERA SN  RED/NTry bR A—H =2y FENFET,

Answer: D (A —vt—T %KY

In flow-based inspection mode, FortiGate sends a reset (RST) packet to the client instead of providing a replacement message, which causes the block message not to be displayed.

ExFTIEIRE: 42

Web 77— 3 VvEBREBETHEHOT7 TV r—2a UHIEOFERIZEELTELWERIZFENTT M?
AT7TNVr—2a3Vf#lIEF7TIT—2a ER7TVr—2a v E8BAIL TR ETNIHLTELESTIVaVERTTEET,
B. 77— a3 Ukl 4 #F v (L Fortinet Antivirus T O VIZE&FEFNTLNVET
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C.77)r—>a HETlE, Ay 3nf=Web7 TV r—2a DREBAVE—DEREFSINFLEA,

D. 77V —> 3 VHEITIE Web 7T r— 3 D DEAIC SSLBREILESHY FHA,

Answer: (fRZEZ#RTT 5)

FortiGate's application control can differentiate between parent and child applications and allows administrators to configure distinct actions for each. For example, it can identify Facebook (parent application) and specific
functions within it (child applications) like Facebook video or chat, enabling more granular control over application traffic.

= HfEIRE: 43

TILFVDOMBRETOEFa2 T4 777Uy DRRAICETHIRDEBRDSBELVEDIFENTI D,

A EFxa)T4FHELR— ML BRENZVDOMI EIZ@EBIICETTEFRT,

B. RIEENDEVDOMIE BHGd5EFXa T4 77T Vv ID—HIHEEZIENTEFET,

C. TNA AP EHRSNT=AR— DL VDOM [E FARADICRTRINFHA

D. A VR M)—LTINARIE, EOVDOMM S TEHET Y TR M) —LTNA RIZEHKETEET,

Answer: (&% &RT~9 5)

In a multi-VDOM environment, each VDOM can be treated as an independent virtual firewall, and each VDOM can belong to a separate Security Fabric. This allows administrators to configure and manage separate Security
Fabrics for different VDOMSs, providing flexibility in managing security policies and fabric connections across virtual domains.

RFTEIRE: 44

Fy hD—H EBEL T4 SSLRERICEEIN, TS5AR—F CAIIAENRE SN SSLSSHRETO I 7 A LEBRLEL, NS T4 v I EHFAT DI 747 I94—IL R I—EX SSLREIZZHTOT 7L
ZEAL Web 74 LAY VT ERFTLET HTTPSWeb ¥ MIF7IERTHE, TSIV —(FMAEDELE IS —2HRELEFT,

SERAENZEESEI S —DERAIMTI H?

A.SSLEETAT 74T SSLEEFERA T2 a U EMIL>TVWEFA SSLEETAT7AILNTSAR— K CASEAETEZESN TV SGHEE CORENDETT,

B. FortiGate A* SSL & (CHEHAT HiAECIE M ELGIRASIREENEEN TV EEA,

C.770HIX FRDPDIAEINMEETEL CAICE>TERLINLDELTRELELA,

D. E£7 SSLBRETIX, TI7VY LANILTIHRENEEIS—%E#T LI LIETEEHA,

Answer: C (A —vyt—T %K)

The certificate warning errors occur because the SSL inspection profile is configured to use a private CA certificate that is not recognized by the browser as being signed by a trusted CA. For the browser to trust the FortiGate's
re-signed certificates, the CA certificate used by FortiGate for SSL inspection must be installed in the browser's trusted certificate store. Until the browser recognizes the certificate authority (CA) as trusted, it will continue to

Qspla warning errors when accessing HTTPS websites.
eferénces:

* FortiOS 7.4.1 Administration Guide: SSL/SSH Inspection Configuration
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