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ExFTEE: 1

AT MMBEIUHRETOERADRDRTY TINS5 AT FOSEHEEEEFHIR
THEICERZENTWVWADIEENTTM?

A. 1B#g

B. T—42 &

C. Al

D. # LiA®

Answer: D (A —vyt—T%EY)

ATHEIE: 2

SOC7F+URRDY 3 IE Windows T2 FRA Y bSO TORRERT VT4 ET 14 D
TEERLEZVWEEZTUVET,

RO Splunk 7 TUDS5H, TAOLRERICEET HBEQ S EMBTHDIC/IDLDIFEN
TIH?

A. index=windows LogName=Security EventCode=3688 NOT (Account_Name=*$) .. .. ..

B. index=windows LogName=Security EventCode=4688 NOT (Account_ Name=*$) .. .. ..

C. index=windows LogName=Security EventCode=5688 NOT (Account_Name=*$) ... ... ...

D. index=windows LogName=Security EventCode=4678 NOT (Account_Name=*$) .. .. ... ..
Answer: B (A —vyt—T%EY)

RFTEIRE: 3

Identify the password cracking attempt involving a precomputed dictionary of plaintext passwords
and their corresponding hash values to crack the password.

A. Dictionary Attack

B. Bruteforce Attack

C. Syllable Attack

D. Rainbow Table Attack
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Answer: A (A —vyt—T%EY)

EXFEIRE: 4

I LLEBETEHGOD FEOMEDTREMEZ R L TWSATEEENH DA N MDY
T.Windows AJHDA Ry FEXRELANLERELET,

AZEE

B.T5—

C. XMDEE

D. 7%k

Answer: (& &%~ 9 5)

EHRRE: 5

YA N—BEA VT DT UR%E SOC F—AICEYICEAT S & TTP ORRICELEE
ER

oD TTP (XfAZELETHM?

A=y b BB, 7OoEX

B. B, 7o =v o FIE

C. Biffr, &8, FI&

D. Eiffi, B, 7A€ X

Answer: B (A —vyt—T%EY)

REMIRE: 6
SEMMA7FURMIAVTHFRAMEBERERBETHOICTHERTIERA T O RIER
DENTIH,

BET7IVA—DTIP . ILITT FroR—=V BRTIVZA—NMERTIV—ILEFERALE KR
R,

1 EBRMEBRSA T )OI UR

2EMMEBRA TIO I UR

IERLEDERBAVTIOIUR

4 EMMERA TP TUR

A.2BKU3

B.1H5&U2

C.3&4

D.1B5&U3

Answer: A (A —vyt—T%#ET)

RATHERE: 7

Which of the following is a Threat Intelligence Platform?
A. SolarWinds MS

B. TC Complete
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C. Keepnote
D. Apility.io
Answer: A (A —ytE—TU %Y

xHEIE: 8

RODA T MBS IURIGERBDS L, ALy IEREMNA VDT FORKIRR
EROITHZBENHLIDIEENTIH?

A DR T LOEE

B. GEHLD U E

C. GE#LD W38

D. 1Ri

Answer: B (A —vyt—T%EY)

RHfERE: 9

BREIVOUPITA—FLTAI—H—ANERTT S, REFLUSNDXFETXTHIML X
FIVTATAICEMIHIETRIBTEZDHEIRDSEENTY AV

A. XSS K%

B. BN 1=7 U & A Hl K E

C. Web y—ERK%E

D. tvia v EBERE

Answer: A (A —ytE—C %9

#[EE: 10

BRANDOAENDEEEEFIT EDICERIDDIIRD I B ENTTM?
AtxXa)T4 TRAREZEFEBLTLWEEA

B.OVTXXA b+ T—20DWYiAH
C.IRTDT7I—hrEFLANILELTHRWVET

D. 774 bDIL—ILEHFEFT S

Answer: D (A —vt—T%EY)

EFTERE: 11

AV HERITHIERDSIBEENTIH?
A. )R =TlgEtt * EXE * EEME
B. VXY =wlaets *#ER * EXE
C.URY =Twlaelt * =& * EXE

D. VR = mlgetk * 28 * BEME
Answer:D (A —vyt—T%REY)


https://www.jpnpdf.com/EC-COUNCIL.312-39.v2024-04-26.q46-mondaishu.html
https://www.jpnpdf.com/EC-COUNCIL.312-39.v2024-04-26.q46-mondaishu.html
https://www.jpnpdf.com/EC-COUNCIL.312-39.v2024-04-26.q46-mondaishu.html
https://www.jpnpdf.com/EC-COUNCIL.312-39.v2024-04-26.q46-mondaishu.html
https://www.jpnpdf.com/EC-COUNCIL.312-39.v2024-04-26.q46-mondaishu.html

Severity Assessment c S A

I W The severity of the

wial asset

I < Risk is the potential loss, damage, or destructi

* = Risk=Likelihood x Impact x Asset Value

FTERE: 12

Web 7TV r—2a o A0 T MDLREIETHEHICERAINDY—ILIZFRD ENTT H?
A. CrowdStrike FalconTM #—4 X kL—4 —

B.o9 Ty X277 WebS—bozA

C. RL—X7#+—)L SWG

D. 7A*xL J—HORUF

Answer: (&% %KT9 D)
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Tools to Recover from Web Application Incidents (Cont'd) CSA

I

CrowdStrike Falcon™
Orchestrator

it includes powerful workfiow
automation and case
management capabilities, as
well a5 extendable wide range
of security forensics and
remediation actions which
work in conjunction with and
complement the capabilities of
CrowdStrike Falcon %)

STRIKE

BHTERE: 13
Identify the type of attack, an attacker is attempting on www.example.com website.

404 Not found http://example.com/Jason file.html

- o il
:
L]
-

/Jason file.html Server Response ...

~ (Handles requests for

donnge T SO
404 Not fourd Server
A
3 el o ]
s M ST 2 e http://example.com/<script>alert
Attacker oK (“WARMING: The application has

A. SQL Injection Attack

B. Cross-site Scripting Attack

C. Denial-of-Service Attack

D. Session Attack

Answer: B (A —vt—T %KY

=HTEIRE: 14
SOC7FURLD Julieald, AT ZERL TS & F(C KIREZE TXT_NULL R4 O— FIZK
DEFELI-,
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HNIFEMERLTULSDTL &£5H7?
A. DHCP #8517

B. b3Sy DhN—DRT

C. [EIFF VPN &R 1T

D. DNS #itH DA

Answer: D (A —vt—T#ET)

= HTERE: 15

SOCT7F+VARLTHD John[F 2y FT—VIZEZEFT S Tor FS 74 v IDEFFSLTLE
T MBI SIEMIZE Y aR—FZ#BE LT, TOR FS T4 v I DEETDOBRMEHET 50
DTS ITEMHBLEZVWEEZTVET,

By aR—REEFTEEDITROT—F V—RADENEFRLETITH?

A. IPtoName fEiRZHERALTIP 7 FLRAFERIEHRR FE ##iFTE % DHCP/RY

B.IP 7 KLZX%&% DNS/Web H—i—p o4,

C.IP7KRLRELI—HY—I—T 12 D IPtouseragent fiBiRE ST 1IS/Web H—/N—D 045,
D.IP7 FLREKRR M EED Apache/Web H—/A—D 0O,

Answer: D (A —vt—T#ET)

= HTEIRE: 16

REGTAPI ZFERALTA VAT ADERAERLICRET S L TRIETEZIHEIRDS B E
nTIH?

A.LDAP A 22 x93 VHE

B. 7744y a vk

C.SQLA > UL aVvE

D.av kAo a vk

Answer: C (A —vyt— T %K)

A7 312-39 [ERELE L GoShiken.com MR ENF=EHE LAOT LY 312-39 FHERFHRELSR !

GoShiken.com M EHTD 312-39 FHERFEL 1Rt L TLVET, GoShiken.com 312-39 FE&
BIEIRHT BEHSNEETITIVET, EFD GoShiken.com 312-39 [EEES Y FT D AT
Z 5 5 https://www.goshiken.com/EC-COUNCIL/312-39-mondaishu.html (10230%OFFEzESE

A & IEfRfTE T 30%wiERIEI5 o — F: Freepdfdumps)

=EEIRE: 17

AVELA—374LPv o S5REEY bV TTHREOHOELLVWIO—(XRDSEENTT
h?

A SHEEFERR > BPHEEMEFROS AR > PBUAIBFREEEETOEESIE > £
(XTYTDEEEE >YENtET1) T ICBETSHESE > AWM Y —XDEEEIE
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B. itE & FPEEMN > PMENGIEREBERITDEESRE >EEXET ) TOEESIE > AHER
@%F%IE S>HEREX2 ) T4 ICET SHEESIE > ZAEFRAFADSA1 22X

C. ftH & FHEIFEMN > MEMGIHEMEBERTDBEBEEIE > HFEERAEMOSIA VX > A
MERDEBEREE > XTI T7ODEESRIE > YPEALX) T4 ICHAT HHRSFIE
D. itE & FPEMmAK > MENGIGEMEBERITODEESE > HEEBEMRFOSIA X > £
XEIYT7DERESEE > AWERDEZBESRIE > YWENEXa) T4 (CHT HHESIE
Answer: (&% &RT~9 5)

EFTERE: 18

Syslog A Yy E—CDERELARILIE LRILODDLARILT ETODINILIMFFLENTINVET,
LARLO [FEZRLETH?

A.75—h

B. ;@0

C. RE2ERE

D. T/Av4

Answer: C (A —yt—T#ET)

Severity Levels of Cisco Routerilogs

Log messages in Cisco routers afe calegorized into eight severity levels ranging from 0 to 7. Each
severity level determined a number and its corresponding name and UNIX syslog definitions, The
lower severity number represents the high severity, and higher seéverity number represents the
least severity.

Level Level name Syslog definition Description

0 Emergencies LOG_EMERG System unusable
1 Alerts LOG_ALERT Immediate action needed
2 Critical LOG_CRIT Critical conditions
3 Errors LOG_ERR Error conditions
4 Warnings LOG_WARNING Warning conditions

Ex #TFERE:

INT +— 7/Z0)RJ"' BUHZTOC ) FELURKHBEEOHENEEFATVLDIEDERD S

LENTIH?

A. 1 2T RGBT

B. 412 TV bRIERY O—

C.AVITrHETOER
D. 14> T2 bRIGFIE
Answer: D (X —yt—U %#%T)

BT RE: 20
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Emmanuel is working as a SOC analyst in a company named Tobey Tech. The manager of
Tobey Tech recently recruited an Incident Response Team (IRT) for his company. In the process
of collaboration with the IRT, Emmanuel just escalated an incident to the IRT.

What is the first step that the IRT will do to the incident escalated by Emmanuel?

A. Incident Analysis and Validation

B. Incident Recording

C. Incident Classification

D. Incident Prioritization

Answer: C (A —vt—T#EY)

Explanation
Graphical user interface Description automatically generated
Incident Response (IR) Process Overview c s A
-.-..] -
Fropar ot e for - Rl b o mm:n:-mm-
’ " et R ey ; l.:_.
ot sl a. | & “‘&m"‘ |. - Forensics Dept. .
—r-‘t__“'r"'———' —_—
EC .t:'unn cil/ s
Doz bty Proxedure
. .-. 1. r
mmum i) .
% ‘ ) I . ~ Post-incident Activities a—
incident Trisge ~ » - | s :
‘ ;
e ____-_-l fngigent impact Assevumeet * Erverw b Bayne Prdaes - m-hdlu:.jl

=HTEIRE: 21
SOC 77+ YR LD Rinni [£,IDS O #ERFIZ RORIZTKTARY FERELEL:,

List= .~ Format 50 Per Page «

i Time Event
> 2119 2009-02-07 1217:29 10.10.10.12 GET r'l'lllcu’u*‘..!-'.a%plilii- ORO-001117]80 bl
54729000 PM  +WinGd; + x64) + AppleWebKit/537.36 + (KHTML, + like + Gecko) + Chrome/71 G358 ol .__-
cs_urni_query = id-ORD-001117 | host = WinServer2012 | source = Mu :. "'i'
sourcetype = ii% E- |
= 2719 2019-02-07 12:17:25 10.10.10.12 GET /OrderDetail fipx Is
S:AT:25.000 PM ;+WinG4; +x64)+ AppleWebKit/537.36 + (KHTML Wike st @Wome/71.0. 35?3%4;{.1:;#53? 36- 20000 133
cs_uri_query = id-ORD-001116 | host = WinSiiive 3;'_,, 3 solrce = CAinetpubMogs\logfiles\W3SVC2\u_ex190207 Jog |
sourcetype = iis e
> X9 1019-02-07 12:17:21 10,10.10
5:A47:21.000 PM  +Winbd; -:Edjrhpphwmkhél%*
£5_uri_query = -MMEIMQ =
sourcetype = iis 4
> 2119 2019-02-07 12: 1r1§uﬁmlz GET /QrderDetail.aspefid=ORD-001114]80 bob 10.10.10.12 Mozilla/s.0+ (Windows+NT+6.3

S5:A7:16.000 PM [+ Winbg; +x64) + A ebKit/S37 36 + (KHTML, + like + Gecko) + Chrome/71.0.3578.98 « Safari/537.36 - 200 00 173
os_uri_query = id-ORD-001114 | host = WinSener2012 | source = Chinetpub\logs\logfiles\W3SVC A u_ex1 90207 log |

CDARY L OJIFAERLTVNET A

ML, -Ilkt Gc{kﬂ] rChmmcﬂ'l 0.3578. %r'&af.:lr.r'si? 36 - 200 00207
mserver0l? | source = ChnetpubMogsiloghiles\W3SVE 2u_ex1 90207 log |
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ASQLA VDY avKE
B./\TA—2BRETAKE

C. XSS &

D.T4LY FJFIN—HILHE
Answer: B (A —vt—C #7%9)

IR 22

Mike is an incident handler for PNP Infosystems Inc. One day, there was a ticket raised regarding
a critical incident and Mike was assigned to handle the incident. During the process of incident
handling, at one stage, he has performed incident analysis and validation to check whether the
incident is a true incident or a false positive.

Identify the stage in which he is currently in.

A. Post-Incident Activities

B. Incident Recording and Assignment

C. Incident Triage

D. 1> TV FDRTR

Answer: C (A —vt—T#ET)

Process Flow of Incident Triage

4 The structured approach is reguined to
respand (o the incident i a proper wiy

The IRT manager should clasaty and
prioritize the inchdfents based on Lhe
Bevel (high, medium, or kow level)

The inCident hanving high priority should
be attended first

EHTRIRE: 23

ROTOEADSE T—AHNEMDOZEEZICENMD - EEEETITEMETIC, IL—
TAVT LRILTNNy FEBETLHILEZETIDEENTIM?

A Y IR DA

B.O—K N5 L4

C. L— h4IBR

D. 7Sy Y ik—IL T4 B )T

Answer: D (A —vyt—T%EY)
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RFTEIRE: 24

RDARNY MEEEMRIDOS S 12— —B&LUIT2T 1 T4 1T82HH (UEBA) AT 5L DI
EnT9m?

A Ea—Y)RTA4 I R—RDIEH

B. VIR F ¥ R—ADEH

C. L—ILR—AD&H

D. EER—XAD&H

Answer: (&% %K D)

ExFTEIRE: 25
SOC 77— 70—®MIELWERIZFTTH?
A URE EYiAA HREE, XEE, LER—F &
B. IN& WYiAH XEL I LER—F EE
C.IN& . &% #REE, BYr#H LR— b XEiE
D. IR&E HYiAH HREE, LR— bk & XE
Answer: D (A —vyt—T#ET)
S0C Workflow CSA

LHM-E j e o

!n- - __r l:mni

courer ' woest

{ .““" | Vet s, B |
anfieaied bogem o, el -

e B e |
o ety g
i B e R

= HTEIRE: 26

T7ANIERFDORADER FET7MINADEELNRRITEMT HRE L HHEL, R
DENTIHN?

AJ7A4NMA00THP 3V KRE

B.DHCP R4 —~R—> 3 V%

C.DoS %

D. S Y LY 7THE

Answer: D (A —vyt—T %)

BT ERE: 27
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BHGETLIA VIR (IPTRLR)DLRESNDIGTITIVT A VI RENCREL EOEET
ZEMTELDLDICTHAHEMERDSI bENTTHA?

A. L— RHIRR

B.HAZ4 BT

C.xavy kyvy

D.AYI LRI ANE YT

Answer: D (A —vyt—T%EY)

B FTEIRE: 28

MBI SIEMEBAT7—FTI9F VY ERELEVWEEATWET, L #EETZ 50T 51
EDHTHY EHYD SIEMBEEEIXMSSP [CL>TEEBINSAIDELHYFET,

HBEED SIEMEA7—F TV F v E2FERALEITH?

A BCKRX M BCOEER

B. B2HKRX R HEETER

C.75™ K_MSSP TR— R

D. E/L KRR B MSSP EEE

Answer: D (A —vt—U%EY)

RFTRIRE: 29

DIR)—=EX . ITAVITIVEVNSIEHDA VO TUO MY RS—TY HSH5H FHIETLET
BOWHD Y ZIMERBEFRET 5-ODTI =9I FFATWELT:,

DIAY—IERDS>E REFERTEIRELDIEIMTT HM?

A D)7 EFED Y TIEEIZEZ N SEF2) T+ ¥RZERET S

B. tXaUTABNEELGI ROV Y FILLZEHFALET,

C.EETELVANERIELFET , VVTIMEESN=T—RICEBRTELVSIADANEENT
WBZLEHERTDHOIZD)TIIESINET,

D.E¥TEST—ADNHEL ) TIMIFEEREREZHBZAINENHYET

Answer: (fAZEZ%RTT B)

ATERE: 30

Maximus Tech ® SOC 7+ ) R kT&%H S Jason (& CiscoASA 774 7o 4#—I)LOOT %#RHE
LTHY . ko y TR ERRLFELL,

May 06 2018 21:27:27 asa 1: %ASA -5 - 11008: L.—+— 'enable_15' A 'configure term' 2 < >
FEEFTLELE LEEBOOTDEFY T4 LRALIEAZRLTWNETH?

A BEENEEGAYE—D

B.Z&EKEAYE—

C.EXRLHKREBDAvE—

D. FRA v E—

Answer: B (A —vt—U%&9)
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FTERE: 31

HTTPS R 7—4A2 X O— F 403 (ZfaflzFX L ETITH?
A RO IS—

B.ZitEhf-T5—

C. REHY—/N\— T5—

D. fELGITS—

Answer: B (A —vyt—T%EY)

A7 312-39 EESK(E GoShiken.com ARt S =& L9 L) 312-39 FHERREIRESR !

GoShiken.com M E&HTD 312-39 FHERFEREL 1Rt L TLVE T, GoShiken.com 312-39 F{E&
BIIEFT BEHLEETIIVNET, RHD GoShiken.com 312-39 fEREE %4 Y T B Al
— 5 5 https://www.goshiken.com/EC-COUNCIL/312-39-mondaishu.html (10230%OFFERE5%

B L EfEfTE T 30%wiFAIEISIa— F: Freepdfdumps)

EHTREEE: 32

What is the process of monitoring and capturing all data packets passing through a given network
using different tools?

A. Port Scanning

B. Network Sniffing

C. Network Scanning

D. DNS Footprinting

Answer: B (A —vyt—T%REY)

ATEE: 33

FEUEXMLEXETAIINFA ) TTEHIETRIETEDHEIRDS B ENTT M?
A.SQLA T Y a3 Vv HE

B. Web —E XK &

C.™+onixn ik BERWE

D. CAPTCHA K%

Answer: A (A —vyt—T%EY)

EHTEIE: 34

Which of the following formula represents the risk levels?
A. Level of risk = Consequence * Likelihood

B. Level of risk = Consequence * Impact

C. Level of risk = Consequence * Asset Value

D. Level of risk = Consequence * Severity

Answer: B (A —vyt—T%&Y)
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Ex#TEIRE: 35

A ZT)LIF Mesh Tech £ WS BRIDEH TRIERI SN IRT DA UN—TY, #KIE,

NTWBA VT MRHIGHEOEMEERZR DT EEZTHELT:,

RIFFMEFELTLEDTLEIM?
AAVOTUOMNRRAVYTYOIVR
B. A4 TV MBI Y3y
CAVYTUMRKBED Y

D.A4 > T bxisl) VY—R
Answer: (&% &9 B)

Define IR Vision and Mission

e
q7
[ 3=

Incident Response Vision

I IR wision statement feflects organization’s
mid-term and long-term goals for incident

management capabelities $ | ’
Key Points: s Wi
|
& Secure the organization resources.and data Ba—i-g
frown al! type of attacks
L4
1 = WinEusiarmer T ﬂ,r ot on
4 ety M fupt =3
® Ensure salety of consgiber and client dota 3L all gy
UafFidd
[ s |

=FTEIRE: 36
iptables TMO O4
A. $ iptables -A INPUT -j LOG
B. $ iptables -B INPUT -j LOG
C. $ iptables -A OUTPUT -j LOG
D. $ iptables -B OUTPUT -j LOG
Answer: (&% %K 9 D)

Ex R 37
DA ZRIXFRD I ENTIH?

AR =TIaetE * £E * EXE

B. VXU =vlaeft* R *EXE

C. VRV =Twgel * EXE * BEMIE
D. JRY =wlagtt * £E * BEMIE

Answer: (fRZE % RTT B)

Ex#fElRE: 38

Incident ReSponse Mission

1 IR mission gatéments define the purpose an

gEnpe gl th planned incident responie
capabulities

Key Points:

& Have an efficient incident réfponse proedurne
that helps 10 handie all types of inclidents

L] Ga.n abality 10 contain And eradicale iInGdents
h beast disruption thme and koaset

& Adoption state-of-the-art information secutity
sandards, processes, methods, and best
practices

® Protection of digital resounces from attacks
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What would be her next action according to the SOC workflow?

A. She should immediately escalate this issue to the management

B. She should immediately contact the network administrator to solve the problem

C. She should communicate this incident to the media immediately

D. She should formally raise a ticket and forward it to the IRT
Answer: (&% %KT9 D)

Responsibilities of SOC Analyst—L2

An SOC Analyst-L2 is responsible for performing the following activities:

o Prioritizes security alerts.

o Keeps track on all alerts and tickets.

o Examines security sensors and endpoints for alarms.
o Closes false positives.

o Monitors open tickets. I'n [ ]_l e ir] i
L *Afa )i Rfal
Initiafly, Level 1 SOC analyst reviews the latest alerts in order to identify which alerts require

attention. Once the suspicious alerts are ientified, those are escalated to Level 2 security analyst

for review purpose. Level 2 50C analyst performs investigations to determine their relevancy and

urgency. Based on the relesanty and urgency, tickets are raised for alerts that indicate an incident

and forwarded to Incident Responder. Mow, Incident Responder reviews the tickets forwarded

by Level 2 security analyst. After reviewing and investigating them, he/fshe takes the necessary

action to remediate and close the issues.

@ Performs basic investigation and remediation,
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