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While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel
security process.

They have a policy that describes screening individuals prior to authorizing access to CUI,
but it does not mention what organizations should be looking for in an individual. There is
no link to a process or procedural document. What should the OSC evaluate when
screening individuals prior to accessing CUI?

A. They are trusted and well liked

B. They are a hard and loyal worker

C. Their conduct, integrity, and loyalty

D. Their functionality, reliability, and ability to adapt
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Under NIST SP 800-171, Personnel Security (PS) family, requirement PS.L2-3.9.1,
organizations must screen individuals prior to granting access to CUI. The screening is
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intended to evaluate conduct, integrity, and loyalty to ensure that individuals can be trusted
with sensitive information.

Supporting Extracts from Official Content:

NIST SP 800-171 Rev. 2, PS.L2-3.9.1: "Screen individuals prior to authorizing access to
organizational systems containing CUI... Screening is intended to assess an individual's
conduct, integrity, judgment, loyalty, and reliability." CMMC Level 2 Assessment Guide
(Personnel Security practices): confirms that screening covers conduct, integrity, and
loyalty.

Why Option C is Correct:

The key attributes explicitly listed are conduct, integrity, and loyalty.

Options A and B describe subjective or informal measures, not compliance criteria.
Option D uses terms not aligned with the official requirement.

References (Official CMMC v2.0 Content):

NIST SP 800-171 Rev. 2, Personnel Security controls.

CMMC Assessment Guide, Level 2 - PS.L2-3.9.1.
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Understanding the Best Source for CMMC Practice DescriptionsTheCMMC Assessment
Guide (Levels 1 and

2)is theprimaryandmost authoritativedocument for detailed descriptions of each practice
and process within the variousCMMC domains.

Step-by-Step Breakdown:#1. What is the CMMC Assessment Guide?

TheCMMC Assessment Guideprovides detailed explanations of:

EachCMMC practicewithin its respectivedomain.

Theassessment objectivesfor verifying implementation.

Examples ofevidence requiredto demonstrate compliance.

CMMC 2.0 includes two levels:

Level 1: 17 basic cybersecurity practices.

Level 2: 110 practices aligned withNIST SP 800-171.

TheAssessment Guidedefines howassessorsevaluate compliance.

#2. Why the Other Answer Choices Are Incorrect:

(A) CMMC Glossary#

TheGlossaryprovidesdefinitions of termsused in CMMC but does not describe specific
practices in detail.

(B) CMMC Appendices#

Appendicesinclude supplementary information likereferences and scoping guidance, but
they do not provide full descriptions of practices.

(C) CMMC Assessment Process#

TheAssessment Process Guideexplainshowassessments are conducted, but it doesnot
describe each practicein detail.
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Final Validation from CMMC Documentation:TheCMMC Assessment Guide (Levels 1 and
2)is theofficialsource for descriptions of eachCMMC practice and process, making it
thebest referencefor understanding compliance requirements.
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How does the CMMC define a practice?

A. A business transaction

B. A condition arrived at by experience or exercise

C. A series of changes taking place in a defined manner

D. An activity or activities performed to meet defined CMMC objectives

Answer: D (A —vyt—T%EY)

Understanding the Definition of a "Practice” in CMMC 2.0ln CMMC 2.0, the
term"practice"refers to specific cybersecurity activities that organizations must implement
to achieve compliance with defined security objectives.

* Definition from CMMC Documentation:

* According to theCMMC Model Overview, apracticeis defined as:

Step-by-Step Breakdown:"An activity or activities performed to meet defined CMMC
objectives."

* This means that practices are theactions and implementations required to protect
Controlled Unclassified Information (CUI) and Federal Contract Information (FCI).

* How Practices Fit into CMMC 2.0:

* CMMC 2.0 Level 1 consists of17 practices, which align withFAR 52.204-21 (Basic
Safeguarding of Covered Contractor Information Systems).

* CMMC 2.0 Level 2 consists 0f110 practices, aligned directly withNIST SP 800-171 Rev.
2.

* Each practice has anobjectivethat must be met to demonstrate compliance.

* Official CMMC 2.0 References:

* TheCMMC 2.0 Model Documentationdefines practices as "the fundamental cybersecurity
activities necessary to achieve security objectives."

* TheCMMC Assessment Process (CAP) Guideoutlines how assessors verify the
implementation of these practices during an assessment.

* TheNIST SP 800-171A Guideprovidesassessment objectivesfor each practice to ensure
they are implemented effectively.

* Comparison with Other Answer Choices:

* A. A business transaction# Incorrect. CMMC practices focus on cybersecurity activities,
not financial or operational transactions.

* B. A condition arrived at by experience or exercise# Incorrect. While practices evolve
over time, they are defined activities, not just experience-based conditions.
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* C. A series of changes taking place in a defined manner# Incorrect. A practice is a set of
security actions, not just a process of change.
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C) FHi) R U OFFE & EEH#
This part of the plandocuments risks(e.g., scheduling conflicts, data access issues), but it
doesnot outline names, facilities, or costs.
(D) Select and Develop the Evidence Collection Approach#
This step defineshowevidence will be gathered (e.g., document reviews, interviews,
system testing) but doesnot focus on logistics.
Final Validation from CMMC Documentation:
TheCMMC Assessment Process Guidestates thatresource identification and schedulingare
essential for organizing the assessment. Since this sectioncaptures interviewees, facilities,
costs, and the schedule, the correct answer is:
#A. |dentify resources and schedule.
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CMMC 2.0 Level 2 consists 0of110 practices, aligned directly withNIST SP 800-171 Rev. 2.
Each practice has anobjectivethat must be met to demonstrate compliance.

Official CMMC 2.0 References:

TheCMMC 2.0 Model Documentationdefines practices as "the fundamental cybersecurity
activities necessary to achieve security objectives." TheCMMC Assessment Process
(CAP) Guideoutlines how assessors verify the implementation of these practices during an
assessment.

TheNIST SP 800-171A Guideprovidesassessment objectivesfor each practice to ensure
they are implemented effectively.

Comparison with Other Answer Choices:

A). A business transaction# Incorrect. CMMC practices focus on cybersecurity activities,
not financial or operational transactions.

B). A condition arrived at by experience or exercise# Incorrect. While practices evolve over
time, they are defined activities, not just experience-based conditions.

C). A series of changes taking place in a defined manner# Incorrect. A practice is a set of
security actions, not just a process of change.

Conclusion:

ACMMC practicerefers to specificcybersecurity activities performed to meet defined CMMC
objectives. This makesOption Dthe correct answer.
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BATEIE: 47
Which phase of the CMMC Assessment Process includes the task to identify, obtain
inventory, and verify evidence?
A. Phase 1: Plan and Prepare Assessment
B. Phase 2: Conduct Assessment
C. Phase 3: Report Recommended Assessment Results
D. Phase 4: Remediation of Outstanding Assessment Issues
Answer: A (A —vt—C#ET)
Understanding the CMMC Assessment ProcessTheCMMC Assessment Process
(CAP)consists offour phases, each with specific tasks and objectives.
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What is a conflict of interest?
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Ex#fERE: 53

Exercising due care to ensure the information gathered during the assessment is protected
even after the engagement has ended meets which code of conduct requirement?

A. Availability

B. Confidentiality

C. Information Integrity

D. Respect for Intellectual Property

Answer: (fBZ % &RTT 5)

The requirement to exercise due care in protecting information gathered during an
assessment aligns with the principle ofConfidentialityunder theCMMC Code of Professional
Conduct (CoPC). This ensures that sensitive assessment data, findings, and any
Controlled Unclassified Information (CUI) remain protected even after the engagement
concludes.

Step-by-Step Breakdown:

Definition of Confidentiality in CMMC Context:

Confidentiality refers to protecting sensitive information from unauthorized disclosure.

In the context of a CMMC assessment, it includes safeguarding assessment artifacts,
findings, and other sensitive data collected during the evaluation process.

CMMC Code of Professional Conduct (CoPC) References:

TheCMMC Code of Professional Conductstates that assessors and organizations must
handle all collected information with discretion andensure its protection post-engagement.
Clause on"Maintaining Confidentiality"specifies that assessors must:

Not disclose sensitive information to unauthorized parties.

Secure data in storage and transmission.

Retain and dispose of data securely in accordance with federal regulations.

Alignment with NIST 800-171 & CMMC Practices:

CMMC Level 2 incorporates NIST SP 800-171 controls, which include:
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Requirement 3.1.3:"Control CUI at rest and in transit" to ensure unauthorized individuals
do not gain access.

Requirement 3.1.4:"Separate the duties of individuals to reduce risk" ensures that
assessment findings are only shared with authorized personnel.

These requirements align with the duty toexercise due carein protecting assessment-
related information.

Why the Other Options Are Incorrect:

(A) Availability: This refers to ensuring data is accessible when needed but does not directly
relate to protecting gathered information post-assessment.

(C) Information Integrity:This focuses on preventing unauthorized modifications rather than
restricting disclosure.

(D) Respect for Intellectual Property:While related to ethical handling of proprietary data, it
does not directly cover post-engagement confidentiality requirements.

Final Validation from CMMC Documentation:

TheCMMC Code of Professional ConductandNIST SP 800-171control requirements
confirm thatConfidentialityis the correct answer, as it directly pertains to protecting
information post-assessment.

Thus, the correct answer isB. Confidentiality.

= HTfERE: 54
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= #fERE: 57
An Assessment Team is conducting interviews with team members about their roles and
responsibilities. The team member responsible for maintaining the antivirus program
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knows that it was deployed but has very little knowledge on how it works. Is this adequate
for the practice?

A. Yes, the antivirus program is available, so it is sufficient.

B. Yes, antivirus programs are automated to run independently.

C. No, the team member must know how the antivirus program is deployed and
maintained.

D. No, the team member's interview answers about deployment and maintenance are
insufficient.

Answer: C (A —vyt—T%EY)

For a practice to beadequately implementedin aCMMC Level 2 assessment,
theresponsible personnel must demonstrate knowledge of deployment, maintenance, and
operationof security tools such asantivirus programs. Simply having the tool in place isnot
sufficient-there must be evidence that it isproperly configured, updated, and monitoredto
protect against threats.

Step-by-Step Breakdown:#1. Relevant CMMC and NIST SP 800-171 Requirements

* CMMC Level 2 aligns with NIST SP 800-171, which includes:

* Requirement 3.14.5 (System and Information Integrity - SI-3):

* "Employautomatedmechanisms toidentify, report, and correctsystem flaws in a timely
manner."

* Requirement 3.14.6 (S1-3(2)):

* "Employautomated toolsto detect and prevent malware execution."

* These requirements imply that theperson responsible for antivirus must understand how
it is deployed and maintainedto ensure compliance.

#2. Why the Team Member's Knowledge is Insufficient

* Antivirus tools requireregular updates,configuration adjustments, andmonitoringto
function properly.

* The responsible team member must:

* Knowhow the antivirus was deployedacross systems.

* Be able toconfirm updates, logs, and alerts are monitored.

* Understand how torespond to malware detectionsand failures.

* If the team member lacks this knowledge, assessors maydetermine the practice is not
fully implemented.

#3. Why the Other Answer Choices Are Incorrect:

*(A) Yes, the antivirus program is available, so it is sufficient.#

* Incorrect:Just having antivirus softwareinstalleddoes not prove compliance. It must
bemanaged and maintained.

* (B) Yes, antivirus programs are automated to run independently.#

* Incorrect:While automation helps, security toolsrequire oversight, updates, and
configuration.

* (D) No, the team member's interview answers about deployment and maintenance are
insufficient.#
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* Partially correct but incomplete:Themain issueis that the team membermust have
sufficient knowledge, not just that their answers are weak.

Final Validation from CMMC Documentation:TheCMMC Assessment Guide for SI-3 and
SI-3(2)states that personnel mustunderstand the function, deployment, and maintenance
of security toolsto ensure proper implementation.

Thus, the correct answer is:

FTRIRE: 58
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Systems thatprovide protection for CUI systems(e.g., firewalls, monitoring tools, security
appliances) arealso in scope.

Why Not the Other Options?

A). Federal systems that process, store, or transmit CUIl.#Incorrect

CMMCdoes not apply to federal systems.

B). Nonfederal systems that process, store, or transmit CUl.#Partially correct but
incomplete Itexcludes security systemsthat protect CUI assets, whichare also in scope.
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C). Federal systems that process, store, or transmit CUI, or that provide protection for the
system components.

#Incorrect

CMMConly applies to nonfederal systems.

Relevant CMMC 2.0 References:

CMMC Scoping Guide (Nov 2021)- Confirms that CMMCapplies to nonfederal
systemsprocessingCUI.

NIST SP 800-171 Rev. 2- Specifies security requirements fornonfederal systemshandling
CUL.

DFARS 252.204-7012- Requires DoD contractors to implementNIST SP
800-171onnonfederal systemshandling CUI.

Final Justification:

SinceCMMC applies to nonfederal systems that process CUI or protect those systems, the
correct answer isD.

Nonfederal systems that process, store, or transmit CUI, or that provide protection for the
system components.

EHTIRE: 59

The Assessment Team has completed the assessment and determined the preliminary
practice ratings. The preliminary practice ratings must be shared with the OSC prior to
being finalized for submission. Based on this information, the assessor should present the
preliminary practice ratings:

A. During the final Daily Checkpoint

B. After discussing with the CMMC-AB

C. Via email after the final Daily Checkpoint

D. Over the phone after the final Daily Checkpoint

Answer: (fAZEZ%RTT 5)

According to the CMMC Assessment Process (CAP) v2.0, assessors are required to
conduct Daily Checkpoint Meetings at the end of each day to summarize progress with the
OSC (Organization Seeking Certification).

The final Daily Checkpoint is where preliminary practice ratings are shared, before the
quality assurance review and Out-Brief. The Out-Brief is reserved for the presentation of
final results. Additionally, Department of Defense regulations (32 CFR 170.17(c)(2))
provide a 10-business-day re-evaluation window for requirements marked NOT MET
before the final report is delivered, which necessitates that the OSC see preliminary ratings
during the assessment process itself.

Supporting Extracts from Official Content:

CAP v2.0, 2.23: "The assessment team shall host a Daily Checkpoint Meeting with the
OSC at the end of each assessment day to summarize progress." CAP v2.0, 3.7: "The
C3PAO shall conduct the quality assurance review... prior to the conduct of the Out- Brief
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Meeting." CAP v2.0, 3.10: "The purpose of the Out-Brief Meeting is to convey the results of
the assessment to the OSC."

32 CFR 170.17(c)(2): "A security requirement assessed as NOT MET may be re-
evaluated... for 10 business days... if the CMMC Assessment Findings Report has not
been delivered." Why Option A is Correct:

The CAP specifies that Daily Checkpoint Meetings are the formal, structured mechanism
for assessors to communicate progress and preliminary findings to the OSC.

The final Daily Checkpoint provides the OSC with visibility into the preliminary practice
ratings before they are finalized, ensuring transparency and alignment.

The Out-Brief is explicitly for conveying the final assessment results after the C3PAO has
completed QA.

Federal regulation (32 CFR 170.17(c)(2)) requires the OSC to have access to preliminary
results so they can provide additional evidence for re-evaluation before the report is
locked, further confirming that this exchange must occur at the final Daily Checkpoint.
References (Official CMMC v2.0 Content):

CMMCEHME 7O+ X CAP)V2.0 24932223 (HADFzvIHRA2 L) 3.7~3.10 (&
BRI E RIS,
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VR,
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As part of CMMC 2.0, the change to Level 1 Self-Assessments supports "reduced
assessment costs" allows all companies at Level 1 (Foundational) to:

A. to conduct self-assessments.

B. opt out of CMMC Assessments.

C. have assessment costs reimbursed by the DoD.

D. pay no more than $500.00 for their annual assessment.

Answer: (&% &RT~9 5)

Step 1: Review CMMC 2.0 Reforms (Level 1 - Foundational)As part of CMMC 2.0, the DoD
announced changes toreduce burden and costsfor companies that only handleFederal
Contract Information (FCI):
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DoD Statement (CMMC 2.0 Overview):

“"Level 1 (Foundational) will only require an annual self-assessment, affirming
implementation of the 17 FAR

52.204-21 controls."

#Step 2: Intent of "Reduced Assessment Costs"The move to allowself-assessments at
Level 1was explicitly designed toeliminate the costof hiring third-party assessors for
organizations that only handle FCI.

Level 1 self-assessments are:

Conductedinternally by the OSC,

Affirmed annuallyby a senior company official,

Submitted via SPRS(Supplier Performance Risk System).

B). Opt out of CMMC Assessments# Incorrect. Organizations must still perform aself-
assessmentannually - they cannot opt out entirely.

C). Have assessment costs reimbursed by the DoD# No such reimbursement mechanism
exists.

D). Pay no more than $500.00...# No such fixed cost is set or guaranteed in CMMC
documentation.

#Why the Other Options Are Incorrect

UnderCMMC 2.0, all companies atLevel 1 (Foundational)are permitted toconduct self-
assessmentsannually to demonstrate compliance, supporting the DoD's goal ofreducing
assessment costsfor low-risk contractors.
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A CCP is working as an Assessment Team Member on a CMMC Level 2 Assessment. The
Lead Assessor has assigned the CCP to assess the OSC's Configuration Management
(CM) domain. The CCP's first interview is with a subject-matter expert for user-installed
software. With respect to user-installed software, what facet should the CCP's interview
focus on?

A. Controlled and monitored

B. Removed from the system

C. Limited to mission-essential use only



D. Scanned for malicious code
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B. Consult the CMMC Assessment Guides and NIST SP 800-171.

C. Go with the network administrator's ideas with the least stringent controls.

D. Go with the network administrator's ideas with the most stringent controls.
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When preparing forCMMC compliance, organizations must ensure that theirnetwork
configurations align with required cybersecurity controls. Ifnetwork administratorsdisagree
on certain configurations, the mostobjective and accurateway to resolve the disagreement
is by referencingofficial CMMC guidanceandNIST SP 800-171 requirements, which form
the foundation of CMMC Level 2.
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Step-by-Step Breakdown:

CMMC Assessment Guides as the Primary Reference

TheCMMC Assessment Guides (Level 1 & Level 2)provide clearinterpretationsof security
practices.

Theyexplain how each practice should be implemented and assessedduring certification.
NIST SP 800-171 as the Compliance Baseline

CMMC Level 2is based directly onNIST SP 800-171, which outlines the110 security
controlsrequired for protectingControlled Unclassified Information (CUI).

Network configurations must complywith NIST-defined security requirements, including:
Access Control (AC) - Ensuring least privilege principles.

Audit and Accountability (AU) - Logging and monitoring network activity.

System and Communications Protection (SC) - Secure network design and encryption.
Why the Other Answer Choices Are Incorrect:

(A) Consult with the CEO of the company:

ACEO is not necessarily a cybersecurity expertand may not be familiar with CMMC
technical requirements.

Technical compliance decisions should be based onCMMC and NISTframeworks, not
executive opinions.

(C) Go with the network administrator's ideas with the least stringent controls:
Choosingless stringent controls increases security riskand could lead toCMMC non-
compliance.

(D) Go with the network administrator's ideas with the most stringent controls:

While security is important,more stringent controlsmay introduceoperational
inefficienciesorunnecessary coststhat are not required for compliance.

The correct approach is to implement what is required by CMMC and NIST SP 800-171,
no more and no less.

Final Validation from CMMC Documentation:

TheCMMC Assessment GuidesandNIST SP 800-171 Rev. 2areofficial sourcesthat provide
the most reliable guidance on compliance.

CMMC Level 2 is entirely based on NIST SP 800-171, making it the definitive source for
resolving security disagreements.

Thus, the correct answer is:

B). Consult the CMMC Assessment Guides and NIST SP 800-171.
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Which regulation allows for whistleblowers to sue on behalf of the federal government?
A. NISTSP 800-53

B. NISTSP 800-171

C. False Claims Act

D. Code of Professional Conduct

Answer: (fRAZEZ%RTT 5)

Understanding the False Claims Act (FCA) and Whistleblower Protections

TheFalse Claims Act (FCA)(31 U.S.C. 3729-3733) is aU.S. federal lawthat
allowswhistleblowers (also known as "relators")to sue on behalf of the federal government
if they believe a company issubmitting fraudulent claimsfor government funds.

The FCA includes a"qui tam" provision, which:
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#Allows private individuals to file lawsuits on behalf of the U.S. government.

#Provides financial rewards to whistleblowersif the lawsuit results in recovered funds.
#Protects whistleblowers from employer retaliation.

In the context of CMMC and cybersecurity compliance, theFCA has been used to hold
companies accountableformisrepresenting their cybersecurity compliancewhen working
with federal contracts.

For example:

If a companyfalsely claimscompliance withCMMC, NIST SP 800-171, or DFARS
252.204-7012butfails to meet security requirements, it could beliable under the FCA.
TheDepartment of Justice (DOJ)has pursued cases under theCyber-Fraud Initiative, using
theFCA against defense contractorsfor cybersecurity noncompliance.

Thus, the correct answer isC. False Claims Actbecause it specifically allows
whistleblowers tosue on behalf of the federal government.

Why the Other Answers Are Incorrect

A). NIST SP 800-53

#Incorrect.NIST SP 800-53provides security controls for federal agencies butdoes
notcontain whistleblower provisions.

B). NIST SP 800-171

#Incorrect.NIST SP 800-171outlines security requirements for protectingCUI, but itdoes not
have legal mechanismsfor whistleblower lawsuits.

D). Code of Professional Conduct

#Incorrect. TheCMMC Code of Professional Conductapplies toC3PAOs and assessorsbut
doesnot provide a legal basis for whistleblower lawsuits.

CMMC Official References

False Claims Act (31 U.S.C. 3729-3733)- Establishes whistleblower protections and qui
tam lawsuits.

DOJ Cyber-Fraud Initiative- Uses the FCA to enforce cybersecurity compliance in
government contracts.

DFARS 252.204-7012 & CMMC- Require accurate reporting of cybersecurity compliance,
which can lead to FCA violations if misrepresented.

Thus,option C (False Claims Act) is the correct answeras per official legal guidance.
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Which term describes the prevention of damage to. protection of, and restoration of
computers and electronic communications systems/services, including information
contained therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation?

A. Data security

B. Cybersecurity

C. Information security

D. Network security

Answer: B (A —vt— U %&9)
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Ex#fERE: 100

What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.

B. Conduct interviews to test process implementation knowledge.

C. Determine the one-to-one relationship between a practice and an assessment object.
D. Identify and describe differences between what the Assessment Team required and the
evidence collected.

Answer: D (A —vyt—T%EY)

Understanding the "Verify Evidence and Record Gaps" Activity in a CMMC Assessment
During aCMMC Level 2 Assessment, theAssessment Teamfollows a structured
methodology toverify evidenceand determine whether theOrganization Seeking
Certification (OSC)has met all required practices.

One of the key activities in this process is"Verify Evidence and Record Gaps", which
ensures that the assessment findings accurately reflect any missing or inadequate
compliance evidence.

Step-by-Step Breakdown:

#1. Primary Intent: Identifying Gaps Between Required and Collected Evidence
TheAssessment Teamcompares the evidence provided by the OSC against theCMMC
practice requirements.

If evidence ismissing, insufficient, or inconsistent, assessors mustdocument the gapand
describe what is lacking.
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This ensures that compliance deficiencies are clearly identified, allowing the OSC to
understand what must be corrected.

#2. How This Process Works in a CMMC Assessment

Assessorsreview collected documentation, system configurations, policies, and interview
responses.

They verify that the evidencematches the expected implementationof a practice.

If gaps exist, they arerecordedfor discussion and potential remediation before assessment
completion.

#3. Why the Other Answer Choices Are Incorrect:

(A) Map test and demonstration responses to CMMC practices.#

Incorrect:While mapping evidence to CMMC practices is part of the assessment,
theprimary intentof the

"Verify Evidence and Record Gaps" step is toidentify deficiencies, not just mapping
responses.

(B) Conduct interviews to test process implementation knowledge.#

Incorrect:Interviews are a method used during evidence collection, but they arenot the
primary focusof the verification and gap analysis step.

(C) Determine the one-to-one relationship between a practice and an assessment object.#
Incorrect:The assessment teamreviews multiple sources of evidencefor each practice, and
some practices require multiple assessment objects. The goal isnot a strict one-to-one
mappingbut rathera holistic validation of compliance.

Final Validation from CMMC Documentation:
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The CMMC Level 2 assessment must align withNIST SP 800-171and follow the
procedures outlined in theCMMC Assessment Process (CAP) Guide v1.0, particularly
aroundevidence collection and scoring methodology.

#Step 1: Refer to the CMMC Assessment Process (CAP) Guide v1.0

CAP v1.0 - Section 3.5.4: Evaluate Evidence and Score Practices

"To assign a MET determination, the Assessment Team must collect and corroborate at
least two types of objective evidence: either through examination of artifacts, interviews
(affirmation), or testing (demonstration)." This meansat least two typesof the following
evidence are required:

Examine(documentation/artifacts),

Interview(affirmation from personnel),

Test(demonstration of implementation).

#Step 2: Clarify the Official Minimum Standard for a Practice to be Scored MET The CAP
explicitly states:

"A practice can only be scored MET when a minimum oftwo types of evidencefrom the E-I-
T (Examine, Interview, Test) triad are successfully collected and evaluated." Theevidence
types must come from two different categories, for example:

An artifact(Examine)+ an interview affirmation(Interview),

A demonstration(Test)+ an interview(Interview),

Etc.

This cross-validation ensures that the control isimplemented, documented, and
understoodby personnel - a core principle in assessing effective cybersecurity
implementation.

#Why the Other Options Are Incorrect

A). All three types of evidence are documented for every control
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#Incorrect:While collecting all three types (E-I-T) strengthens the assessment, theminimum
requirementis onlytwo. Collecting all three isnot requiredfor a practice to be scoredMET.
B). Examine and accept evidence from one of the three evidence types

#Incorrect:This fails to meet theminimum two-evidence-type requirementset by the CAP.
Single-source evidence is not sufficient to score a practice as MET.

C). Complete one of the following; examine two artifacts, observe one demonstration, or
receive one affirmation

#Incorrect:Even if two artifacts are examined,this is still only one type of
evidence(Examine). The CAP requires twotypes- not two instances of the same type.
#Why D is Correct

D). Complete two of the following: examine one artifact, either observe a satisfactory
demonstration of one control or receive one affirmation from the OSC personnel.

#This directly reflects theCAP's requirement for collecting two different types of objective
evidenceto determine a practice is MET.

BLUF (Bottom Line Up Front):

To score a CMMC Level 2 practice asMET, the Assessment Team must collecta minimum
of two distinct types of evidence- from theExamine, Interview, Test (E-I-T)categories. This
requirement is clearly stated in the CMMC Assessment Process (CAP) v1.0.
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The CAP makes clear that evidence collected during the assessment is evaluated for both
adequacy (does the evidence align with the requirement) and sufficiency (is there enough
evidence to make a confident determination).

Supporting Extracts from Official Content:

* CAP v2.0, Evidence Collection Guidance: "Evidence must be evaluated for adequacy...
and for sufficiency, to ensure enough information is available to support the assessor's
determination." Why Option A is Correct:

* Evidence is assessed based on two qualities only: adequacy and sufficiency.

* "Thoroughness" and "appropriateness" are not official CAP terms for evidence
evaluation.

References (Official CMMC v2.0 Content):

* CMMC Assessment Process (CAP) v2.0, Evidence Evaluation section.

Ex#TfEIRE: 105
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&#TfEIRE: 106

After completing a Level 2 Assessment, a C3PAO is preparing to upload the Assessment
Results Package to Enterprise Mission Assurance Support Service. Which document
MUST be included as part of the final assessment results package?

A BELRNILOFAEHRR
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B. ST
C. All Daily Checkpoint logs
D. REHMES

Answer: D (A —vyt—T#ET)
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Ex#fERE: 109

What type of criteria is used to answer the question "Does the Assessment Team have the
right evidence?"

A. Adequacy criteria

B. Objectivity criteria

C. Sufficiency criteria

D. Subjectivity criteria
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Answer: (A& %RTd 5)

In the context of CMMC 2.0 assessments, thesufficiency criteriaare used to determine
whether the assessment team has gathered enough evidence to support their conclusions
about compliance with a given requirement.

* Definition of Sufficiency Criteria:

* Sufficiency refers to thequantityandcompletenessof the evidence collected during an
assessment.

* This ensures that the evidence collected isenough to support an objective and valid
determinationof compliance.

* Why Sufficiency Matters in CMMC 2.0:

* Assessors must ensure that the amount of evidence collected isadequate to substantiate
findingswithout doubt or gaps.

* This prevents situations where an organization might claim compliance but lacks
thenecessary documentation, technical evidence, or procedural validationto prove it.

* Official CMMC 2.0 References:

* TheCMMC Assessment Process (CAP) Guidedefines sufficiency as a key factor in
validating assessment findings.

* According toCMMC 2.0 Level 2 Scoping Guidance, assessors must apply sufficiency
criteria when reviewingartifacts, documentation, interviews, and system configurations.

* TheDoD CMMC Assessment Guide(aligned with NIST SP 800-171A) emphasizes that
compliance decisions must besupported by a sufficient amount of verifiable evidence.

* Comparison with Other Criteria:

* Adequacy Criteria# Focuses onqualityof the evidence, not the quantity.

* Objectivity Criteria# Ensures evidence isunbiased and impartial, not necessarily
complete.

* Subjectivity Criteria# Not applicable in CMMC since assessments must beobjective and
based on factual evidence.

Step-by-Step Breakdown:Conclusion:To verify compliance in CMMC 2.0 assessments, the
assessment team must ensuresufficientevidence is available to support a determination.
This makes"Sufficiency Criteria" (Option C)the correct answer.
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In a CMMC Level 2 assessment, the Organization Seeking Certification (OSC) is
responsible for identifying the assessment scope based on the CMMC Scoping Guidance
provided by the Cyber AB (Cyber Accreditation Body) and DoD.

The OSC must determine which assets and systems handle Controlled Unclassified
Information (CUI) and categorize them accordingly.

Reference:

CMMC Scoping Guidance for Level 2, which outlines asset categorization and scoping
considerations.

Step 2: Role of the C3PAO in Scope Validation

Once the OSC has determined its CMMC assessment scope, a CMMC Third-Party
Assessment Organization (C3PAO) is responsible for validating the scope during the
assessment planning phase.

The C3PAO reviews the OSC's scope to ensure it aligns with DoD's scoping guidance,
ensuring that all relevant assets, networks, and policies required for CMMC Level 2
certification are correctly identified.

If there are discrepancies, the C3PAO works with the OSC to adjust the scope before
proceeding with the assessment.

Reference:

CMMC Assessment Process (CAP) Guide, which describes the scope validation
responsibilities of a C3PAO.

Step 3: Why Other Answer Choices Are Incorrect

Choice A (Incorrect): A CCP (Certified CMMC Professional) does not have the authority to
validate the scope. Their role is to guide and consult, but final validation is the C3PAQ's
responsibility.

Choice C (Incorrect): The CMMC Lead Assessor (part of the C3PAO team) does not
determine the scope; instead, the OSC does.

Choice D (Incorrect): The C3PAO validates the scope but does not determine it-this is the
OSC's responsibility.

Final Confirmation of Correct Answer:

OSC determines the CMMC Assessment Scope.

C3PAO validates the CMMC Assessment Scope.

Thus, the correct answer is B. "The OSC determines the CMMC Assessment Scope, and
the C3PAO validates the CMMC Assessment Scope."
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Which assessment method describes the process of reviewing, inspecting, observing,
studying, or analyzing assessment objects (i.e., specification, mechanisms, activities)?
A. Test

B. Assess

C. Examine

D. Interview
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Understanding the "Examine" Assessment Method in CMMC 2.0CMMC 2.0 usesthree
assessment methodsto evaluate security compliance:

* Examine- Reviewing, inspecting, observing, studying, or analyzing assessment objects
(e.g., policies, system documentation).

* Interview- Speaking with personnel to verify knowledge and responsibilities.
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On a Level 2 Assessment Team, what are the roles of the CCP and the CCA?

A. The CCP leads the Level 2 Assessment Team, which consists of one or more CCAs.
B. The CCA leads the Level 2 Assessment Team, which can include 3 CCP with US
Citizenship.

C. The CCA leads the Level 2 Assessment Team, which can include a CCP regardless of
citizenship.

D. The CCP leads the Level 2 Assessment Team, which can include a CCA. regardless of
citizenship.

Answer: C (A —vyt—T#ET)

Step 1: Define Roles - CCP and CCA

CCP (Certified CMMC Professional):

Entry-level certification in the CMMC ecosystem.

Supports assessment activities under the supervision of a CCA.

May assist in consulting roles outside of formal assessments.

CCA (Certified CMMC Assessor):

Certified tolead assessmentsunder the CMMC model.

Requiredfor conductingLevel 2 formal assessments.

Can be part of a C3PAO assessment team or lead it.

Source: CMMC Assessment Process (CAP) v1.0, Section 2.3 - Assessment Team
Composition

"Level 2 assessments must be led by a Certified CMMC Assessor (CCA), who may be
supported by one or more CCPs."

#Step 2: Citizenship Requirements

CAP v1.0 - Appendix B: Team Composition and Clearance Requirements

"All team members performing Level 2 assessments must be U.S. citizens when handling
CUI, regardless of role." But forsupporting team members who do not handle CUIlor inFCI-
only scoping, there is no automatic exclusion based on citizenship.
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So:

TheCCA leadsthe team.

CCPs can be team membersregardless of citizenship,unless restricted by contract or CUI
handling needs.

#Why the Other Options Are Incorrect

A). The CCP leads the Level 2 Assessment Team...

#Incorrect. CCPscannot leadLevel 2 assessments.

B). The CCA leads... includes 3 CCP with US Citizenship.

#Incorrect. Citizenship is requiredonly when handling CUI, not a universal requirement.
D). The CCP leads...

#Again, CCPs donot have the authority to leadformal CMMC assessments.
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Does notmeet DoD requirements for protectingCUI.

C). Level 3#

While Level 3 offersadditional protectionsfor high-risk CUI, it isnot the

minimumrequirement.

Level 2 is the minimumneeded to handle CUI.

D). Any level#

OnlyLevel 2 and higherare eligible for contracts requiring CUI protection.

Level 1 doesnotmeet CUI security standards.
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Which authority leads the CMMC direction, standards, best practices, and knowledge
framework for how to map the controls and processes across different Levels that range
from basic cyber hygiene to advanced cyber practices?

A. DoD CIO office

B. NIST

C. Federal CIO office

D. Defense Federal Acquisition Regulation Council
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According to DFARS clause 252.204-7012, who is responsible for determining that
Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent

B. The contractor who generated the information

C. The DoD agency for whom the contractor is performing the work

D. The military personnel assigned to the contractor for that purpose

Answer: (&% %K 9 D)

DFARS clause 252.204-7012 establishes the safeguarding of Covered Defense
Information (CDI), which aligns with CUI categories. The clause specifies that the DoD is
responsible for determining whether information is Controlled Unclassified Information
(CUI) and marking it accordingly before sharing it with contractors. Contractors do not
make determinations about what constitutes CUI; they are responsible for safeguarding
information once it is received and marked as CUI.

Reference Documents:

* DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident
Reporting

* CMMC Model v2.0 Overview, December 2021
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This clause only specifiesbasic safeguardingof Federal Contract Information (FCI) but
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During an assessment, which phase of the process identifies conflicts of interest?

A. Analyze requirements.

B. Develop assessment plan.

C. Verify readiness to conduct assessment.

D. Generate final recommended assessment results.

Answer: (fRZE%RTT B)

In the CMMC assessment process, conflicts of interest must be identified early to ensure
an impartial and objective evaluation of an organization's compliance with CMMC 2.0
requirements. The appropriate phase for identifying conflicts of interest is during the"Verify
Readiness to Conduct Assessment"phase.

Step-by-Step Explanation:

Assessment Planning & Conflict of Interest Consideration

Before an assessment begins, theC3PAO (Certified Third-Party Assessment
Organization)or theDIBCAC (Defense Industrial Base Cybersecurity Assessment Center)
for DOD-led assessmentsmust confirm that there are no conflicts of interest between
assessors and the organization being assessed.

A conflict of interest may arise if an assessor haspreviously worked for, consulted with, or
provided direct assistance tothe organization under review.

CMMC Assessment Process and Phases

The CMMC assessment process involves multiple steps, and the verification of readiness
is acritical early phaseto ensure that the assessment is unbiased:

Analyze Requirements:This phase focuses on defining the assessment scope, but it does
not include conflict of interest verification.

Develop Assessment Plan:This phase focuses on structuring the assessment
methodology, not on identifying conflicts.

Verify Readiness to Conduct Assessment (Correct Answer):

At this stage, theC3PAO or assessment team must review potential conflicts of interest.
TheDefense Industrial Base Cybersecurity Assessment Center (DIBCAC)also ensures
assessors do not have any prior relationships that could compromise the objectivity of the
evaluation.

Generate Final Recommended Assessment Results:This phase occurs at the end of the
process, after the assessment is complete, so conflict of interest identification is too late by
this stage.

Official CMMC Documentation & References

CMMC Assessment Process (CAP) Guide- The CAP details procedures assessors must
follow, including conflict of interest verification.

CMMC 2.0 Scoping and Assessment Guides- Published by the Cyber AB and DoD, these
guides reinforce the need for impartiality and independence in assessments.

DoD Instruction 5200.48 (Controlled Unclassified Information Program)- Outlines
requirements for ensuring objective cybersecurity assessments.
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While theDoD sets CMMC requirements, it relies onprime contractors to ensure
compliance among their subcontractorsthrough contract flow-down requirements.

Final Confirmation of Correct Answer:Prime contractors must ensure their subcontractors
have the required CMMC certification level to handle FCI or CUI.

Thus, the correct answer is:D. Contractor organization
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CMMC 2.0 References Supporting this Answer:

DFARS 252.204-7012(c)(1)

Specifies thatcontractors using external cloud services for CUlI must meet FedRAMP
Moderate or equivalent.

CMMC 2.0 Level 2 Requirements

CUI must be protected using NIST SP 800-171 security requirements, whichalign with
FedRAMP Moderate controls.

FedRAMP Security Baselines

FedRAMP Moderateis designed for systems that handlesensitive government data,
including CUI.
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