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Y- X2 T BEEBOAHAZTELET, LEA—THLNEBRIEI hOTRTOEE
S R F—LNSBTEDLSITT—AR—RIZREFLET,

D. T—RAADTI VR T—EDEE T —I3~NDT7 I RAAERIZEINTH TS5 4 v—%5HE
FTERIHNFT R TGS LEREILET Y TS5 V—DFMESINTLEL—BLUBEES
NEAETELFEEZNY) L TEST Y TSAV—OIEISEFRYRIF—LICKELTWLSEM%E
BOIFTHRELET,

Answer: A (A —vt—T %%
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RADT—RREICEY HALENRA ML —VREERICEET 2 280EHDO T 7ML E
RELTVWAZENHALMCRYELE, ChoD I 7AIILERRECLICARMMEENTE Y,
BEDSEIFLIX BHLEHLE MEZENT AEOICERASINES, 77/ LIEESESh
TWEW = #THLT7 I RATEFEYT, LREBF—LRX BEOTO LR ZHHTEH LR
. INODMEBITHBLI-WEBZTVET,
TXAVTAT7—FTIMEIRDSIEENTHRELFTH?
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Answer: B (* —vt—T % EY)
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B HHBOMB R TLNKEEINFELE, 74 L0y F7FIURMI VLYY FA—F
T—ADREINT77MILORABRZHAELTLET,

BT —20RONEDNEINERDLICHTHICE TFIVRANRODOTUEDSBEN
EERTTOILELNHY ETH?

A.+7<3>D
B. 773> 8B
C.A#7 avcC
D.A7>arvA
Answer: C (A —vt—T %KY

= FEE: 53
HELEFE Web H—N—RSANILBEICE>TRASKERBEERAHD EF-TLET, &
Fal)T4 TUDZTIEWeb H—N\—DOTEHEREL RO EEZHKRLEL,

| T i e

t;\:l')74 I o= 7(3:5»—5]%%‘& BICO—FZ#HERL ROTHLETIN-ESIZAT T
')75\1’EEJZ’C'<1’L%5 c‘:é’—ﬁEE LET,

m%#%k?méﬁwﬁt$1U74 BEEIRDS>BLENTTH?

A H—N—RIONBAFERALT /INAASD XSS HHBHEFEELET,

B.av R4z a3 B CHHIZVATLA—ILANIEER XYY EFT,
C.TALIMNIDTUARFAZHEARYEFRICHIRLET,
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B. EFDH A ki VPN $#& AT Base64 T a— FZEFERAT S

C.VPNH A r&KIZEF2) T VY—REDET S
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E. M hR—XDHB—ERDAVTFR—RADT—F T F ¥ ~DBAT

Answer: (&% RTT 5)

TOTAERBICEY VPN I EV L= TD U LIZGEETE HIORA—DTTE VPN O
v bL—2EFERATNIE BBEERRTEET,
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HEALEIREEDS NI —IO0—FEI IV FIIBITLTEY Web X—XD7 T 75— 3
COEARAEEETEEERT DBENHYFET V530 T7—FTIOF v F—LIZILRODEH
NEZbNFELL,

*TINVT—2 a3V FEIZTON OBRETETTILENHYET

*F7I) 44— 3215 DoS B& U DDoS HEICTHA DBELHY FT,
*H—ERFEBMICEET HSVENHYET,

D3O T7—FTI0F% F—LRRDILENEZRET HBENHY TIH? (3 DEER),

A GARYERALTY A
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D. WAF
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DXal—ParvoNEREBIZRLEZVWESIE [TRTYUEY M AR20E0 )y LTLEES

Ly,
Internet

Site B

Drag and Drop - Relevant Findings

A natural disaster may disrupt ope stions at Site A, which would then
mnmmmﬁﬁ\whmhgmmmm
their workstations after relocating to Site B,

A natural disaster may disrupt operations at Site A, which would then
cause the pump room at Site B to become inoperable.

A natural disaster may disrupt operations A,
cause unreliable Internet connectivity at Site B due p

Answer:




A natural disaster may disrupt operations at Site A. which would then
cause an evacuation. Users are unable to log inta the domain irom
their workstations after relocating to Site B,

cause the pump room at Site B to become inoperstle.

@ A natural disaster may disrupt operations at Site A, which would then

causie unreliable Internet connectivity at Site B due to route flapping.

% A natural disaster may disrupt operations at Site A, which would then
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TXaUT AV F U MI HERETHERAINSAIRIILF—OEREFEHICEREINSGE
[IL—DRY FI—V ZRETIDLENHYFET,
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A MIHESIEENIZWPA3 7V R EZRBLIEZVWEEZATVWET  EDRANCODBERNZERT
EDEDCHEDIE, ROBED S BLENTI H?

A. EERTAEN

B. iR AIREARFREE A FaL

C.IVNVAFA—T Y

D. R%F& R 2L

Answer: D (A —yt—TU#%T)

Ex#fERE: 60

i HBOMB LR TLAREENEL, 74 LYY I TFHFIRAME LYY FA—F
T—ADRESNET7MILORABERABLTCVET MBT -0 EAEINERD &
CHIT BICIX . 7HFVARAMNRDAT U FD LI ENEZETTABENHY £IH7?

AF+TarA
B.#7>3avD
C.H7>3vcC
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Answer: C (A —vyt—T#ET)
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Zal—i3y

HE-IF EHOEERY FT—I M50 Nmap R¥ v VH A ERBIRT 5EHE8 %Y
T4 F7FIJARTY,

E#DBIEHA ESA VTIERODZ ENREINTNET,

TINARZEIZ1DDT AR —N—F=EFH—EXRBETT,
TIHILEDR— DA EFERTIBLELHY T,

RETHEWTO FIVIEEDZTIHENHY ET,

FIiE

Nmap DHAZFEALT XY FIT—9LDTNRAREFDHRE BLUVEHLZREFHLTNNS
R—rEHELET,

Nmap [C& > TRESNIZTNARZEIZ, ROBHREELT/NAR I M) ET/3( X&H Y
A MZEMLET,

FTINA ADIP7 KL X
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RLEWEER, LWOTH [TRTY Y M

BIEHA FSA4 ) 2alb—2 3 0MEKEIC
REED) v LTLEEN,

Nman scan feport for 1001 4% 655
Mok s wp (0,005 nbisncy)
Not, stereen: 08 Mtored poirls
PORT STATE SERVICE VERSTON
open  suh CrushFTR sftpd (pro 2.0

interface

©@Add Device For

10.1.45.65
10.1.45.66

v ol ot firdd ot besast 1 opeen 101_“5‘6?
10.1.45.68
wer il [T
Fumning: Mcrosolt Winsdows. ] 200
O5 OPE: ope: foomicrosall sedndows 7 ope:fo-microsolUwindows, server P07
O35 dielolls: Micmosolt Windows J 5P of Windows Sorver 2008 B2
Hrmap scan reoort for 1001, 4% 5
Host 5 wp (00165 bl
Mol showen: 908 closod
PORT ATE SERVICE VERSION
el d satp
L} tep  open sl el

Barraduda Mol % Spam Firewall ws=tpd

SH7/tep open
iI/tep  open
Aggressiee U5 gussses: Linux [ sy 15,05 (Lirmex 3.18)
sl Dby (Linied 4.1 or 4. are FO9 (Lot 206,22
Lirmuce 4.5 ( Asam BT -NCHE bt L } %), Li 16 - 4.6
OpsnWirt 0U9 - 7,00 (Lirwo OpenWit Whilte Russkan 0.9
30 (A7), Asus HT-N16 W , A T -REELN WAR [

Nao mosct OF5 rnatchas for host (et ool
Sorvioe Irfo: Host: berracude. pag,

ope b racudanotwor ke spaem W26 virus Deevwall G00:

apy Scan ropodt for 100 1.4
{0.026s Wntoendy)
Mol shewaeti: 31 Alored] ports
HVICHE YIRS TN

Filelilla fipd &._9

Micro

©FOE

Rusndrsy [ JUST GLI NG ) Microsolt Windows Vista] 7] 20088, 1 (T4%:)
O5 CPE: opfo;
Cp oo rracrosolt windoss sy
Apagressiee OS5 guesses: Microsolt Windows Vista SP27, Windows 7 SP1, of Winddows

kel owinclones. 72 ospl
ME s ol ol redncdoes. B 100

Gl | o

soft Windows
dowwes. 7 51 o Windows Server 20

Sorwny SO [ 4T Microsolft Windows Sereer S00E B2 [ I
Sorves M 5P 0P ), Microsolt VY
Micyomolt Windows Soerver 2008 (B/9%:), Morosolt Windows Sereer 2008 B2 SP1 (5
Microsalt Winckosss Vista S0 o 5P, Sows Sorves 2008 5P, or Windoses 7 (82
Microsolt Wiandows= B.1 R1 (B5%:)

No moact OS5 maltches for host (Test condifions mon- deal)

Sarveoe Info: O Whindowes: (OPE : opefoormicrosoll wirsdows

- O Filts
STATE SERVICE

Abalder Dot i W bisant 1 opean
1 o pw
Drwion typee: Trewall|genesal pus poso]media devios
(TUST GUFSSING): Linux 3.X]2.6.X (929), IPCop 2.X {(92%), Thar
v e Brvin lorrmeel =3 4 e ipoop.? opa g irwee loermed: 3.2
el 26,33
s s [PCop 2 frewwall (Lioe 3.4 (9%, Linues 3.7 (899, Lo
rudy NVH {BOSG )
CrS rmanlbchves bod hosd (Desd ooncildons n




0 NMAP Sosn Outpat
Devices Discovered (1)

Nmap scan roport for 10, 1.45.65

Hoest ks up (0,015 Intoncy)

e B - 7 -
Mot shown: 998 filtered ports o‘t‘l‘dd Device For 10.1.45.66 bd
PORT STATE SERVICE
tep opeen h C WFTP sftpd (prot o
@/tep open  http CrushFTP web interf IP Address 10.1.45.65
Warning: OSScan resulls may be enrcliable bocause we oould not Nind ot least 1 open
mnd 1 closed port Role v
Devicn typo: goneral POss
H g . Microsolt Windows S| 2008
o5 CPf e fosmibcrosolt swindows 7 opesfoomicrosolt owindows  senwer D08 SFTP Server
Email Server
OS5 detalls: Miorosoft Windows 7 SP1 or Windows Server 2008 -2 FTP Server
UTH Appliance
Nmap scan report for 10.1.45.60 Web Server
Host s up (00165 latency ) Database Server
Not shown: 998 dosed ports AD Server
PORT STATE SERVICE VERSION
25/ tep closed smtp Barracuda Networks Spam Firewall sstpd Disable Protocols I:l zoflcp
41%/tcp  open ssl/smtp satpd [:‘ 21][(:[3

b tcp  open sslfasmtp smtpd l:l 22’itcp
A43/tcp open  ssl/htip : :_r‘- htitpd 7 [ 25/tcp
Agpiessivie OS5 guessos: Liniod 3. 16 (90%: ), OpenWit Chaos Calimes 1505 (Linux 3.18) -
or Designated Driver (Lioux 4.1 or 4.4) (89%), OpenWit Kamikaze 7.09 (Linux 2.6.22) [T 80/tcp
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> 6) (o [ 8080/tcp
3 act OS5 matches for host (best conditions nan-kdeal)
Host: barmascuds, pnp.root; O
o T barraoudanetwor kos:spam_ %26 virus lrewall  G00:

Nmap scan mopoit for 1001.45.67
Host s up (0 s lntency
Mot showwn: 3] lkeroed
PORT STATI SERVICE % DM
20/t data
N/ tecp illa ftpd 0.9.39 beta
2 tep
BO/tep ft IIS httpd 7.5
open ssl/http oft ITS hitpd
ep €l rd de
2047 ftcp closed dls
2196/tcp cl LGt ]
G/ tep closed X11:1
Dhrvhon Dypeo: Quodwiefol prur oo
Rumining (JUST GUESS » ) pusolt Wikndows Vista| 7)2008(8.1 (94%)
OS CPE: p smbcr osol | e boes visdis ¥ wolowilinddowes_ 7. 0sg
o koot s windoaes . saerw MW ik soll T windows,_B.1:r1
Ao uesses: M nosol Widows Vista 52, Windows 7 5P1, of Windows
Sorver 2008 (949%:), Microsoll Wind s Server 2008 R2 (929%), Microsolt Windows
Server MO08E SP2 (90%), Mk findows 7 5P or Windows Server 2008 B2 (90%),
Micr omolt Windows Sorves 2K B), Microsolt Windows Server 2008 S (B
Microsoll Windows Vista 5P0 y Sorver 2008 SP1, of Windows 7 (85%),
Microsofl Windows 8.1 R (8
for host (test condithons non-ldeal).

Servioe Info: 05 Windows, OPE: cpe:focmicrosolt s windoss

Nmap scan repodt for 10.1.45.68

Host s up (0.016s Iatoncy)

Mol showwin: ¥ fitevid podts

PORT STATE SERVICE VERSION

21/tcp open fip Pure-FTPd

243 /tcp open ssi/http-p SonicWALL VIFN hitp pre

Warning: OS5 1 results ey be diable because we could not find st least 1 open
wd 1 chosed port

Danvicr bype: Thoweall | peraral o pose | maodia dovl

Running (JUST GUESSING): Linux 3.X]2.6.X (929%:), ICop 2.X (92%), Tiandy
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o5 OP e foc o o Kermeel: 3.4 opesfocipoopeipoop: 2 opesfos oo oo
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Mo exact OS5 moiches Tor ost (Lest conaditbons. noeny-ldoal ).
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C. SIEM Y—JLA®D O 7 S 47
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Answer: B (A —vyt—T%EY)
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tXa)F4 FHFIVRAKMI AEEITA—IL H—N—~D OS5 A VEHITORBMMNBEICEML
TWBZEIZERDEFELE DYy T RV AD 1 D2FRBELTWA ESZIZ 7FURMEIAY

T74ILTRDZ & ZE4E L FE LT=: powershell EX(New-Object Net.WebClient).DownloadString
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RDEF2)T14HEDS>6 BEEZHL KREZEORDERBZHALTELZDIIENTTH?

A. VA4 ILAXE E UEBA
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DMEZ architecture A \
Internet---======T0.54.30.1-[Firewal INg L&l 02§ ¢4 1 BOF L4 & ;E‘l!‘-‘-—ﬁ] ] ----10.0.0.0/16----corporate nat

Firewall A ACL
10 PEEMIT FROM 0.0.0.0/0 TO 192.168.1.0/24 TCP 80,443
20 DENY FROM 0.0.0.0/0 TO 0.0.0.0/0 TCP/UDP 0-65535

Firewall B ACL

10 PERMIT FROM 10.0.0.0/16 TO 192.168.1.0/20 TCR 80,443

20 PERMIT FROM 10.0.0.0/16 TO 0.0.0.0/Q ACE/UDRS-65535

30 PERMIT FROM 1952.168.1.0/24 TO DB _SERVERS TCFP/UDP 3306
40 DENY FROM 192.1€8.1.0/24 TO@l 00,000/ 1% TCPSUDP 0-65535

EBELMI7ATI94+—ILERT—RILT LAN—TDITANR )T EL—T 105 %R
BLET, COSRICITIRDESBEHELHY FT,

Web H—/N\—IE EXY FT—9H5 HTTPISBHETIRTOEHFEZZETINELAHY F
v,

Web H—/—IgA o2 —Fy FEDBEFRBLBEVLTLIZELY,

Web H—/I\—I& FBRIIERBINZEET—IR—X H—N—[COHEHRT IDLELHY FT,
REEBDAVE2L—TAVT TNNARIE R—F 80 HLU 443 BHTNDH Web H—E R
BT I2RENHY ET,

TRTDEH/ZRIRELAECHERICHLZT DI 7T—FTI FMIRDSIBENEZHELE
ITH? 2OBBRULLIZELY,)

A. Firewall B I2:R#%3E L E3: 15 PERMIT FROM 192.168.1.0/24 TO 10.0.2.10/32 TCP 80,443
B. Firewall_A [ZR%3EML F9: 15 PERMIT FROM 192.168.1.0/24 TO 0.0.0.0 TCP 80,443

C. Firewall A [ZX#:EMLZEJ: 15 PERMIT FROM 10.0.0.0/16 TO 0.0.0.0/0 TCP 80,443

D. Firewall_A [CLAFZ3E L ZEJ: 15 PERMIT FROM 10.0.0.0/16 TO 0.0.0.0/0 TCP/UDP
0-65535

E. Firewall B [IZ&Z3EMM L EJ: 15 PERMIT FROM 10.0.0.0/16 TO 0.0.0.0 TCP/UDP 0-65535
F. Firewall B [ZR#%EMLE9: 15 PERMIT FROM 0.0.0.0/0 TO 10.0.0.0/16 TCP/UDP 0-65535
Answer: CF (A —vyt—T%%Y)
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Hov 02 23:15:42 : virtualhoat ViCLogs 224288445368 enl-2T0ecdf] 10.0.5.52 138 . 30 . B 86 W3 63788 & 1 40 1604159182 1604358242 REJECT OX
Mov 02 23:19:44 vpevirtoalhost VPG 224209449368 onl=-3T%cif] 10005520072 A5 W66 143 SEGEd 6 1 40 1604359182 1604259242 ACCEPT OX
3 12 23:19:46 vpevirtualhost W g 224209449068 enl-37%ecd 1 TR0 0. 52 Y S50.6 242 BO 6 1 40 1804355182 1604359242 ACCEPT OF
P3:19:47 vpovirtualhost VPG 224 £ 1 ) LR, O 10,0.50,6 243 8] 1 A0 LE04355] 1E0A1592470 REJECT
31 vpevirtualhost VPCLogas 224289449368 ani=17 S5m0l Bi5y 1792.37.6.66 443 61591 & 1 40 1604359187 1604359242 ACCEFT oK
03 vpgeTrualhost VPCLog = TPeapsameies ond-Yioecl 1°10,0.5.52 192.32.6.66 443 64279 6 1 40 1604359102 1604358242 ACCEPT OK
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© NMAPF Scan Output
Devices Discovered (0)
Nmap scan report for 10.1.45.65
Host ks up (0.015s atency).

Mot shown: 998 filtered ports ©Add Device For

PORT STATE SERVICE VERS 1ON

22/tcp open  ssh CrushfTP sftpd (pr 0 10.1.45.65
8088 /tcp open hitp Cr hFTP web Interface 10.1.45.66
Warning: OSScan results may be unreliable becouse we could not find at least 1 open 10.1.45.67
and 1 closed port 10.1.45.68
Divvice type: general purposes

Runndng: Microsolt Windows 7| 2008

0OS CPE: cpe:fo:microsoll:windows_7 cpe:fo:microsolt -windows _sorver_2008:02

OS5 details: Microsoft Windows 7 SP1 or Windows Server 2008 R2

Nmap scan repoct for 10.1.45.66
Host Is up (0.0106s katency).
Not shown: 998 dosod ports
PORT STATE SERVICE VERSION
25/tep closed smitp Barracuda Networks Spam Firewall smtpd
A15/t¢ ssl/smtp satpd
S81/tcp open ssl/umtp smtpd
ftcp open fhttp Micre LIS httpd 7.%
Aggressive OS5 guesses: Linux 3.16 (90%:), ( Wit Chaos Colmer 15.05 (Linuex 3,18)
o0 Designated Deiver (Linux 4.1 or 4.4) (89%), Open'Wirt Kamikaaze 7.09 (Linux 2.6.22)
, Asus RT-ACGHU router (Linux 2.6) (88%), Linux 3.16 - 4.6
OpenWit 0.9 - 7.00 (Linux 2.4.30 - 2.4.34) (879 ), OpenWirt White Russian 0.9
(Uinux 2.4.30) (87%:), Asus RT-N16 WAP (Linux 2.6) (87%), Asus RT-N66L WAP (Linux
2.6) (87¢
N t OS motches for host (test conditions non-kdeal)
Service Info: Host: barmrascuda. pnp.root; CPE

cpe: M barracadanctvwor ks spam_ % virus flrewall GOO:

Nmap scan repot for 10.1.45.67
Host s up (0.026s atency)
Not shown: 991 fikered ports
PORT STATE SERVICE VIRSION
20/tcp closed ftp-data
21/tep open fep FileZilla ftpd 0.9.39 |
22/tcp closed ssh
80/ /tep o htip I1S htipd

/tep or | Microsoft [IS httpd
2001 /tcp
2047 /tep
219 /tcp
GO0l /tcp close X111
Device type: general purpose
Running (JUST SSING): Microsoft Windows Vista] 7] 2008]8.1 (049%%)
OS5 CPE: cpe:fo:microsolft windows_vis 02 cpocfosmicrosoft:windows 7::spl
cpeformicrosolt:windows_server 2008 cpx rosoft:windows_8.1:r1
Aggressive OS5 guesses: Microsolt Windows Vista SP2, Windows 7 SP1, or Windows
Server 2008 (4% osoft Windows Server 2008 R2 (929%), Microsoft Windows
Server 2008 SP2 (90%), Microsoft Windows 7 SP1 or Windows Server 2008 R2 (9C
Microsolt Windows Server 2008 (H79:), Microsoft Windows Server 2008 R2 SP1 (86
Microsoft Windows Vista SO or SP1, Windows Sorver 2008 SP1, or Windows 7 (82
Microsolt Windows 2.1 R1 (B5%)
P matches for host (test condi = non- ideal)

Service Info: OS5 Windows; COFE: cpe:/o:microsolt windows

Nmap scan report for 10, 1.45.68
Host ks up (0.016s8 tency).
Not shown: 999 liltered ports
PORT STATE SERVICE VERSION
21/tep open fip Pure-FiTPd

I/tcp open  ssl/http-proxy SonicWALL ¢ VPN http proxy

arning: O an results may be unreliable because wo could not find ot least 1 open

ond 1 closed port
Devico type: firewall |general purposoe]media device
Running (JUST GUESSING): Linux 3.X|2.6.X (929%), IPCop 2.X {(929%), Thandy

wxddod (B6%)

cpe:foclin o 3.4 cpefoipoopiipoop:2 cpe:fo:h o bnune_keermed: 3.2

cpefobowoclionoe kernel:2.6.32

Aggressive OS5 guesses: [IPCop 2 firewaoll (Linue 3.4) (929%), Linux 3.2 (899%), Linux
2.6.32 (87%:), Tiandy NVR (B6%)
No axact OS malches Tor host (test oo e oo kdeal ).




© NMAP Scan Outpat

Nmap scan report for 10,1.45.65
Hoest bs up (0.015%s Intoency)
Not shown: 908 filterod ports
PORT STATE SERVICE VERSION
22/ tcp open  ssh CrushFTP sftpd (protocol 2
8/ tcp n  http CrushFTP web interface
Warning: OSScan results may be unreflable becouse wo could not find ot least 1 open
and 1 closed port
Device type: general purpose
wilng: Microsolt Windows 712
s O o formk ol fows 7 cpe osolt ;windows _sorves_ 2008:02
OS detalls: Microsoft Windows 7 SP1 o lowes Server 2008 R2

Nmap scan report for 10.1.45.66
Host is up (0.010s ktency)
Not shown: 998 dosod ports

T ERVICE VERSI
2%/ tep mtp Barracuda
a415/tcp o 3 smt pd
Sa7/tep ssl/smtp smtpd
441/tcp open ssl/http Microsoft 1IS httpd 7
Aggressive OS guesses: Linux 3,16 (90%:), OpenWit Choos Calmer 15,05 (Linux 3.18)
o Designated Driver (Linux 4.1 or 4.4) (89%), OpenWirt Kamikare 7.09 (Linux 2.6.22)
(88%), Linux 4.5 (88%), Asus RT-ACG6U router (Linux 2.6) (88%), Linux 3.16 - 4.6
(B88%), OperWirt 0.9 - 7.09 (Linux 2.4.30 - 2.4.34) (87%), O 1 White Russsian 0.9
(Linux 2.4.30) (879%), Asus RT-N16 WAP (Linux 2.6) (879%), Asus RT-NGGU WAP (Linux
2.6) (87%)
M act OS5 matches for host (test conditions non-kd
Service Info; Host: barmracuda. pnpuroot; CPE
cpe: fh:barracudanetworkscspam_ %20 _vious_lvewall_600:

Nmap scan report for 10.1.45.67

Haost Is up (0.026s latency)

Not shown: 991 filtered ports

PORT STATH SERVICE VERSTON

28/tcp closed ftp-data

21/ ke open FileZilla ftpd 0.9.39 beta

22/ tep closed

80/ tcp open ~osoft [IS htipd 7.

443/tcp open 3 / > # ~osoft IIS httpd 7.

2001 /tcp closed

2047/t closed

2196 /tecp closed unknown

G0d1/tep closed X11:1

Darvice typo: genoeral purpose

Running (JUST GUESSING): Micr Ml Windows Vista| {2008 (8.1 (91%)

OS CPE: cpefoimict Wlow S VSIS b2 SR/ o mikcrosolLwindows pl
cpe:fo:microsoflt:winkiows_ sopss. 2008 i /o crosoft:windows_8.1:11
AOcpresshve OS5 guesseds Micr oSt Windaws Vista SP2, Windows 7 SP1, of Windows
Sorver 2008 (94%), Miaasalt Windeass Server 2008 R2 (929%), Microsoft Windows
Server 2008 SP2 (90% ), Miffosoft 'Windows /7 SP1 or Windows Server 2008 R2 (90%.),
Micosolt Windows Seover 2008 (879 Microsolt Windows Server 2008 R2 SP] (BE
Microsoft Windows Vista SPO 'S 5P 1, Windows Scrver 2008 SP1, or Windows /7 (85°
Microsoft Windows 8.1 R1 (65%%)

No exact OS matches for | (test conditions non-ideal)

Service Info: O5: Windows; OPE: cpe:/o:microsoft: windows

Nmap scan repoet for 10.1.45.68
Host ks up (0.016s Btoncy )
Not shown: 990 Mtered ports
PORT STATE SERVICHE VERSION
21/tcp pen ftp Pore-F1Pd
a43/tcp open  ssi/http-proxy SonicWALL SSL-VIPN http pr
Warning: OS55can results may be unreliable because we could not find at least 1 open
and 1 closed port
Dovice typae: Thewall|gencral pur poso | modla devioe
Running (JUST GUESSING): Linux 26X ( ). IPCop 2.X (929%), Thandy
embedded (86%)
woclinue_kermel: 3.4 cpe Ipcopcipoop: 2 cpesfo
il 2.6.32
guesses: [PCop 2 firewall (Linux 3.4) (92%), Linux
, Tlandy NVR (806%)
No cxact OS matches for host (test condithons non-kdeal)

Devices Discovered (1)

©Add Device For 10.1.45.66 v

IP Address 10.1.45.65 o

Role v

SFTP Server
Emall Server
FTP Server

UTM Appliance
Web Server
Database Server
AD Server

Disable Protocols [7] 20/tcp
[ 21/tcp
] 22/tcp
= 25/tcp
=] 80/tcp
5] 415/tcp
] 443/tcp
] 8080/tcp

Answer:
10.1.45.65 SFTP H—/\—®D EZH1t 8080

10.1.45.66 EF A —J)L —/N\— 415 5 LU 443 #E,HNIZT B

10.1.45.67 Web H—/\—#%h1k 21_80
10.1.45.68 UTM 7 754 7 > AD &1L 21
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PORT STATE SERVICE VERSION
25/ tep closed smtp Barracuda Networks Spam Firewall sstpd Disable Protocols I:l zoflcp
41%/tcp  open ssl/smtp satpd [:‘ 21][(:[3

b tcp  open sslfasmtp smtpd l:l 22’itcp
A43/tcp open  ssl/htip : :_r‘- htitpd 7 [ 25/tcp
Agpiessivie OS5 guessos: Liniod 3. 16 (90%: ), OpenWit Chaos Calimes 1505 (Linux 3.18) -
or Designated Driver (Lioux 4.1 or 4.4) (89%), OpenWit Kamikaze 7.09 (Linux 2.6.22) [T 80/tcp
4.5 (889%), Asus RT-ACE6U router (Linux 2.6) (889%), 1 3,16 - 4.6 []1 415/t¢cp
0.9 - 7.09 (Linux 2.4.30 - 2.4 (87%:), Opes White: Russian 0.9 E‘*‘B-’KP
(Lo 24300 (87%:), Asus RT-N16 WAP (Limng 2.6) (B79%:), Asus RT-N6SL WAPR (Linux -
> 6) (o [ 8080/tcp
3 act OS5 matches for host (best conditions nan-kdeal)
Host: barmascuds, pnp.root; O
o T barraoudanetwor kos:spam_ %26 virus lrewall  G00:

Nmap scan mopoit for 1001.45.67
Host s up (0 s lntency
Mot showwn: 3] lkeroed
PORT STATI SERVICE % DM
20/t data
N/ tecp illa ftpd 0.9.39 beta
2 tep
BO/tep ft IIS httpd 7.5
open ssl/http oft ITS hitpd
ep €l rd de
2047 ftcp closed dls
2196/tcp cl LGt ]
G/ tep closed X11:1
Dhrvhon Dypeo: Quodwiefol prur oo
Rumining (JUST GUESS » ) pusolt Wikndows Vista| 7)2008(8.1 (94%)
OS CPE: p smbcr osol | e boes visdis ¥ wolowilinddowes_ 7. 0sg
o koot s windoaes . saerw MW ik soll T windows,_B.1:r1
Ao uesses: M nosol Widows Vista 52, Windows 7 5P1, of Windows
Sorver 2008 (949%:), Microsoll Wind s Server 2008 R2 (929%), Microsolt Windows
Server MO08E SP2 (90%), Mk findows 7 5P or Windows Server 2008 B2 (90%),
Micr omolt Windows Sorves 2K B), Microsolt Windows Server 2008 S (B
Microsoll Windows Vista 5P0 y Sorver 2008 SP1, of Windows 7 (85%),
Microsofl Windows 8.1 R (8
for host (test condithons non-ldeal).

Servioe Info: 05 Windows, OPE: cpe:focmicrosolt s windoss

Nmap scan repodt for 10.1.45.68

Host s up (0.016s Iatoncy)

Mol showwin: ¥ fitevid podts

PORT STATE SERVICE VERSION

21/tcp open fip Pure-FTPd

243 /tcp open ssi/http-p SonicWALL VIFN hitp pre

Warning: OS5 1 results ey be diable because we could not find st least 1 open
wd 1 chosed port

Danvicr bype: Thoweall | peraral o pose | maodia dovl

Running (JUST GUESSING): Linux 3.X]2.6.X (929%:), ICop 2.X (92%), Tiandy

ernbedded {B6)

o5 OP e foc o o Kermeel: 3.4 opesfocipoopeipoop: 2 opesfos oo oo

opee focRrunc lirmng keymeed; 2.6.32

Agppesshee OS5 guesses: [Cop 2 firewall (L 1.4) (92T e 3.2 (B99%:), Linux

2.6.32 (879%), Tiandy NVR (B6%)

Mo exact OS5 moiches Tor ost (Lest conaditbons. noeny-ldoal ).

Answer:

10.1.45.65 SFTP H—/\—D %1k 8080

10.1.45.66 BF A —JL H—/\— 415 B KUV 443 #EMNIZT S
10.1.45.67 Web H—/\—#&%hik 21_80

10.1.45.68 UTM 7 754 7 > A DExh1E 21



HTERE: 161
BEHEN S www.test.com D Web A FMIERLTH—EXZFRATERVERENHY EL
- BEIE Web 7T 5—2 a3 VIZROLBASNEZBERA— b HEIZ LICRIEFE LT,

TLS ECDHE RSA WITH AES 256 CBC SHA384 TLS ECDHE RSA WITH AES 128 CBC SHAZ256
Signature ha=h algorithm:

sha256

Public kevy:

RSA (2048 Bits)

-htaccess config:

®WirtualHost>"VEOOE

Selt veit 4 frvrll . R est Jook

FedfTect /T f-.;:-..‘: : / Paww  Lest . com
</VirtualHost>

<VirtualHo=st default 4438
ServerName www.besl .com

DocumnetRoot Jusr/kodil Apache? /hitdocs
SSLEngine On

</VirtualHost>

BEBRIMERTELVERE LTRLAREENGEVDIERD S L ENTTH?
A. 2HF—IL ECDSA 2T AR ENHY FT,

B. 774 MEAR—F 80 T,

C. H—/\—4&lL testcom THHIDENHY T,

D. BLMESMERIATLET,

Answer: D (A —vt—U%&Y)

EFTEIRE: 162

REY Y —RADFFHDI- EEBF—LEEFELX2 T 7—FTI ML 7T 5—
23y LRNLOFHEIZHT EEED—MEITVEK TANAF—IZHBIT V) a— 3 U E iR
TEHELIKBELEL, EERBFETLATIE, ROY—EX LRNILOENNCDEHZFHZLE
ENAY

A. FaaS

B. laaS

C. SaaS

D. PaaS

Answer: D (A —vt—C#EY)

= HfERE: 163

IRLX—MHE BEOFHICERAINRARTRAOFEHNENZRET ILELHY FJ,PLC
X DEHZLR—FEERTIER NI T H—N—IZTF—2%FELET,

RDER M) T H—NR—DBFANSIE TENOTHLVITEETHELRLKR— 2B T
ZHDEENTTM?

AOTRIEL ITREDOBTRY U —rSnzH IRy bEFERALET,

B. TIEETIX PLC AN OTEBEMD ITREBICT—42Z2ETEDLSITLET,
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C.OTIRIETIZ ITIREMNS OTIRIE~N VPN ZEHALET,
D.OTIRIETIX OTIREADIT bS04 v 0 FHFALET,
Answer: (&% &RT~9 5)

#TEIRE: 164

HOLEDHRZ YA FTIHZEE APIHFUHLAKRKL TOHR BEFERZEFvITIH
LTEBATZELGLLGYFELE, COBORRIET BHEEOREOTIZFTORUDFHDETICOLE
MBATREMEAHY £,

DATLDNFBRREICHEDZURIICHLT B-OI1C BEFIRDENEZEETIHLELHY FT
m?

ARRLR—F DRTL

B.1—H—¢I T4 T4DTEIRMH

C.BCEBEVATL

D.77Us—arvarikta—i

Answer: D (A —vyt—T%EY)

HTEIRE: 165

EEEZGRHD A TLEREIL AR 741 b—N\—LTREIN-ERRER (PH) %R
LET, EEBEIRDEDFIRZETT IHENHY £IH?

A H—N—DOMD5 Ny 1ZBMBLET,

B. EZBEFICHEHKT HFT. Ry b= DI RTO PHI ZHIBRLET,

C.¥RXRTOPH ZHE® VLAN LIZHBEL LANVY—2 THEELI=FEFICLET,

D. ZMEHZTRET DICIE EBHMICHERL T ZSL,

Answer: C (A —vt—T#ET)

=HERE: 166
X2 )T TFVRAME REDISHE ATADRY bT—9 b3 T4 v EFRRITLD
LEIC RO EERBELELE,

paFTTpa Lhost VRCLog®=TTN2E %40 Ji
0040 Gl S0

XA TFA FTFIRMIRDEDFIEZRAIERITTIHENRDHY TIH7?

AtxXa)T4 JIL—TE#MHLT10.0506 Z0BLET,

B.10.0.50.6 ® Web OV %#AEBEL T, CNDABED RS T4 v I THINES I FFHIBLET,
C.EDR#HT 10.0552 IC7V AL Ry hI—VEGOHL TO LR EHELET,
D.10.0.5.52 @8t L RA MR LTIILIT7 AFX ¥ UE2ETLET,

Answer: B (A —vyt—T%EY)
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A7 CAS-004 [HFELE L GoShiken.com AR I =& L9 LY CAS-004 HERFEIESE !

GoShiken.com H'&x#10D CAS-004 AERRESR 1=t L TLVET, GoShiken.com CAS-004 i
ERMREIX R T MENEHT IS NVET , &#D GoShiken.com CAS-004 RIEEZE4 Y b T
5 ANEZ B 5 https://www.goshiken.com/CompTIA/CAS-004-mondaishu.html (62030%OFF[4

BEB L EMMAET 30%wiERIEIS 0 — F: Freepdfdumps)

RFTEIRE: 167

REDT—EREICEY HILENR FL—CREBESERICERET 2580207711 %
RELTVWASIENHALMNIRYELE, SN T 7AILIEREE ZLICARMEINTEY
BEOIFIFLIEX BULELE BBZENTS-HICERAINET, 774 ILIEIESLEESh
TWEW=O HTET7IVERTEET  LREEF—LE BREFEOTOEREGETEH5I LR
.S DOMEICHL LIZNWEEZTLET,

X2V TAT7—FTIRMIRDIBEENEHRELETH?

AtxXal)T4 R=XSAVIZERESNTULWEWSRTAIZDWT LAR—F9 5 CMDB
B.T—42%##iAL. Ot REZ—XRIZEDNTTFHI/ERZTOEYS 3 =53 560 CRM
7TV r—3ay

C.EQDTOERFEMT IDLENHINERET HERP JOT 35 4
D.EAET—ADNEEND T 7AMILEHELTCHIBRT S5 DLP 75 5 A

Answer: A (A —vyt—T%FEY)

E#TfEIRE: 168

BRNTAVT F—LE 2y FIT—OUNTRESTDHAEMDHDS APT 7V T4 ET 1 IZF
$TH5LR—FEZITRYET,
F—LIIRDBHEEBEIL—LT—IDIbENETRETILENHY TTH?

A. NIST SP 800-53

B.BADTDAAYEL K ETIL

C.¥144%—7%2v%Y&CK

D. Y4/ N—FI)ILFz—>

Answer: A (A —vt—T#ET)

= HTERE: 169

HOEBIRE T VFRAVE TNARAEDOS J—bO—45—[2EEDOHSOD v EHEA
TEOREELRHETIRENACEELEL, ZDH, COMRBIEX 0S aViR—FY FD5E
£ O0—FZBLTIUEFIASEAVR—FR Y FZEBRLENS BIET— k EFREEIC TPM OfF
A#ERTDHEEFZRELEL:, ROTPMIBEIX, CORML—UHEEEADICLETH?
A. TSy FIH—LEBRLPRA

B.7Ovh/ho atEE

C.H#LFZv b

D. MAC R*¥—LZFEALIaOTU K 2 J1E&
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Answer: A (A —vyt—T%EY)

R#THERE: 170

EFEOHBNI—2FRYERSE REBEBFIREFSNPITVWIRATLERR LR ERZFLE
LizZ &b YFET RtE EELCHBRBRENEGELLELA L, CORBREZFEAL TREZRE
TEHEERDIFTI-WEEZTULET,

SUNBEATIDICHRBELDIERD 5B ENTITH?

A.\N=—FRv k

B. IDS

C. SIEM

D. WAF

Answer: (&% &RT~9 5)

xR 171

EEZRIGTARATHFT Y VAZMEERAT HFRIERDSIEENTTH?
A.DRM TRESNE=A T4 7ICHT 2HMBEBOHBDEEDHE

B. X2 BEFRBIETHEA SN LIS DR

C. MG L =i DREBEDMHE R

D..wav 77 ILADT—EDETHEY b Toa—T 1 V7 D#EA
Answer: (f2& &R~ 9 B)

FTEIRE: 172

TEORERIL BIARITRICEEDRATLALICTIERATEHILEZHATINATLERA, SHD
BFA—IL VATLIFZ HEBHEEICEOWNTOSA 02 TJOv Y355 RS TLET
N, —HORKEEL EFEFESRITPICEFA—NEFRYPLEITTVWSIERELTVWET &
AIEEMEDE VLRI RD S B ENTTH?

(20BIRLTLFZEL,)

A BHEODEFA—IEEBETHhOU L

B. E/A1 LT/ X E®D VPN

C.RHRENDIRAL—L 3 VIRE

D. #ERF IR K E

E.UDP 70 /LD E A%

F. E/\MJLT/Nf X T GPS #&E%IZF 5

Answer: BF (A —yt—U%%Y)

EHTEIRE: 173

XTIV TFTR LERY N T—IDNLDRETHIMEREITARTHAL 5 & 5 I121KEE
SNFELE, IV Z7IE XD UTM A1—H—[Z IMAPS BEHDEF A —I/ILDFHrO—FK
FHALAGAVVERZEELLISIELTVWET IO FIIEBREREL 774724 —)LID
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58 #ERLCTRMERBLET , Aa—Y—(ERDHYIZ IMAP Z2FERATEHZLTEFA—ILELE
LLADA—FTERLSITHYET RV FT—U(E3 D0 VLAN THEREINET,

- VLAN 30 Guest networks 192.168.20.0/25
- VLAN 20 Corporate user network 192.168.0.0/28
- VLAN 110 Corporate server network 192.168.0.16/29
X2 UTA IO ZTFRUIM I 74704 =L L—LERRT RO EEZHRELFLE,
Rule Firewall ‘ g oy TLS
; 7 Source Destination | Ports Action :
active | ID decryption
Yes 58 VLAN 20 15.22.33.45 | 143 Bllow and log | Enabled
Yes 33 VLAN 30 |Any B0, 443, |Allow and log | Disabled
Yasg 22 VLAN 110 | VLAN &0 Any Allow and log | Disabled
No 21 VLAN 20 |115.22.23.45 | 990 Allow and log | Disabled
Yas 20 VLaN ?G §| FORN 110 Any Allow and log | Enabled
Yes 19 Vi 20°YFAny 993, 587 |Allow and log | Enabled

IMAPS Mft¥ 1 —H— Ry hJ—9 L CHEUICHET S LRI HICIE . X270 I
DOZTIMTIREZEIIRDSBENTTM?

A UTMEERREA RV E 2 —FITA VR—FENTVS I EZREREL TS,

B.{fEO Ea1—FITA—)L Y—N—FIAENASA DX F—ILEINTWNE I LEZHERELFET,
C.EFA-INHY—ER TJONAA—IZERKL SHOIPATOYI INTWVEMNE I D ZHER
LFY,

D.IMAPS 27 A4 74 —IL L—LEERLT BFA—IIERICHFASINEILSICLET,
Answer: (&% %KT9 D)

HTERE: 174

tXall)T4 TOOZTFR> ROBEHE®mI-TV ) 21— a3 VEHETLILENADYET,
TONAF—DFy bT—VNDOBET—2EHET S

SHEBLIUVRHDHAS FSAo~ADAVTSATUREHEZET S

NMEREOER FHEL—T—OBE RESNETHAV UM ERHELTHIELET
g5, b= UL . TOERKHGEDT—2FLDEF21) T4 58T D
NEDEHIZHLT H=HIC X2 )Tqa TUDZTHERETLHZV ) 2—23VIERDSB
EnTImn?

A. WAF

B. CASB

C.DLP

D. SWG

Answer: B (A —vt—T %KY

Ex#TMERE: 175
ER7FTIVRAMIHTTP OJZHARTWVNAS EZFIZRD URLIZRDEFHE LT,

BERT7TVARAMPRBELTVDAHESA TERDSENTEH?
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A. CSRF
B.tyiavndoyvy
C.sQLA>>xzHiay

D. XSS

Answer: D (A —vyt— T %K)

HTERE: 176

HAHEBEIRE BEOI LY b h— FEROWE XE REZRBLELR,
TO®E 1 BARURNIC E#EAREGCRIFICREObh BEFEOFEHNARALLEL,
REFSIVEEFORREFRET IEODZREDHTA T VRIEIRDSIEENTTH?
A. NIST

B. PCI DSS

C. GDPR

D. ISO

Answer: B (A —vyt—T%EY)

RFTHERE: 177

TEITBEERITICERD APl #2HLTHY F—2FRALTEET—2 Y 20T 20E
nHYET,

BAEX—OREICEATADICRBELDIRDS>HLENTT H?

A AFRBAVISRESVF Y

B./\—Fz7t€xal)T4FDa—)L

C.O—ASAXENEF—X+7

D.E8TES Ty b IA—LEDa2—)L

Answer: B (A —vt—U%&9)

#TfEIE: 178

KEEBEF—LE FIEIOKEFERBIETTR FRIZRELEZVSOIDOEEWVERYELE E
BERY—EXDEIRD 70% THE V—XAHBHEBLELT:,

FREDBEFEZHCEOHIC ROENZEET ILENHY TIH?

A BRERER

B.)A/N\NYH—ERXLARN)L

C. BiZE |BrFA

D. = v 3 VihZAEEE

Answer: B (A —vyt—T%EY)

RHTERE: 179

FLL Web b—nN—[E FTLWWEF2T7 v/ -THA URBIE PCIDSS [CZEHT HHENH Y
FI,NFE BBRECORBOIVRIVEERT A ENEENFET , X2 T TFHYRXE
MRD Web H—/N\—#ELE2—LTVET,
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TLS AES 256 GCM SHA384

TLS CHACHA20 POLY1305{ SHA256
TLS_AES 128 GCM, SHA>S6

TLS AES 128 CCM, §°®SHA256

TLS RSA WITH{AES 128 CBC SHA256
TLS_ DHE, D8S, "WITH RC4 128 SHA
RSA WITH\KES 128 CCM

EDHRREHEZYR— LT RICEH EFa) T4 THIRXIDEIRT ILELNHIESIETRD S
L5ENTIH?

A.TLS_AES 128 GCM_SHA256

B. TLS_DHE_DSS_WITH_RC4 128 SHA

C. TLS_AES_128 CCM_8_SHA256

D. TLS_CHACHA20 POLY1305 SHA256

Answer: B (A —vyt—T#ET)

xFfEIRE: 180

XA TF4 T—FTI I BEIZOBESNFEVE—F 7= 7+—RAEEZ 2MBEITIC
CASB YV a—2 3 vaRETIVLENHYFET , ELEEHD 1 DI SaaS 7T r— a3y
EREL RKERBELFIVRINBIEHESNT IV r—230ADT7 IR ETAYIT
AHEENESENTT, COBMNERIEICERTEIDERD I B ENTTH?
A.O—Hh)LWeb b5 7490 EBEHRTEIIVFRRAV N I—Cz 0 FZERLT DLP LY
EEERY o—F@RALET,
B.¥RTHDI—H—Web b5 74990 %TO0XLTBI95I9FRAVITISRANIYFERE
L.DI-P B&UREEIERY >—Z#BRALET,

C.IRTDA—H—DWeb FS5T74v9Z270FL _EFRY O—IZH-TT I R ZHIH
TEI9SORAVISRNSOF Y ERELET,

D.O—AJ/LWeb hS5 74 vV ZERL, —TibESnf=zR) O—ITHH>TT7 IV R ZHEHTSHT
VERA I =z FEEBALET,

Answer: C (A —vyt—T%EY)

B33

SaaS 7 I r—LavEREL RKERBELEIVRINBDIEHESNTITVr— 3o~
D77 ERETAVITEHENSBMEERT H-HDREDHEIE, TXATOI—H—0D Web
FS 740w o ETOXFIL —FibEnf=R) O—IZHOTT IV REHEHTEITOK 12D
SAMSOFYERETBHIETT (C), 2DV a—avickyY ExaF4 7—FTU+
FFTRTHOWeb 57499 ZREL 77X arbra—)LKRYS—F—TRICERATES
E3THYFEFT . IOV a—avIickyY EXxaUT4 7—FT9 MMIEKRA SaaS 7Y
F—LavERBLTIAYYTEH2E3TEET,
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EHTEIRE: 181

HRMEBENTIVIDEO LEDERFY IN) E— FEHEZBHFELEZ VE—FT—S
[ZF1T9 5-OIC R#tlE SaaS a5HRL—>a > Y—)LIZBITLELE, ABSBMIEIALD
Y—ILEFERAL THEBEREZLELIZVEZEZATVWETS, T—2DBRODLS5LGELEDITHELTHE
MRHLEZLEEBRELTLET,

XEDHRZBLTAT 4 7IZRR

BADA—ILT FLRIZEESND

DATLEBBIZEKSDTT7 VIV ERABLUVRREINFET
T77AIWREYA M7y TA—FEIND

RDS>6 MEADBEEERTETLHLDEENTTH?

A 70X EXa7 VPN IV KRKRAY FESIE. BLU AV

B.VDI, 7O  CASB.DRM

C. T—Aa#EXRBE V/I\—X FJOoxL EDR . BKLU PGP

D. 94 —8—<%—4_T47—K 70X DLP, & U MFA

Answer: B (A —yt—T#ET)

A#7: CAS-004 FREL L GoShiken.com AR S -E# LT L) CAS-004 FHERREIRES !

GoShiken.com M & #HTD CAS-004 XERFEIESE 12t L TLVE T, GoShiken.com CAS-004 &
ERREIX R T MENEHT IS VET , &#D GoShiken.com CAS-004 RIEEEZE4S Y b T
% A% Z B 5: https://www.goshiken.com/CompTIA/CAS-004-mondaishu.html (62030%OFF[&

BEB L EMRMNET 30%wiERIEISI0— F: Freepdfdumps)

HTEIRE: 182

HEILEMNSSLBEEZEALTVWET  SE6MNADEIC. YT FAAL VTR SNT=EHD
Web 77— 3 o704 EnET,

BHROMBAEZRAETICT —IDBREBELZAEICTIIDIERD S EENTTH?

A FATEBEGEERM — 2T RTEHET,

B. 74 FAh— FEEBAZEZERLFT,

C.H—FKN\—T 4 CAZERLEY,

D.;IFAENEEZERELFT,

Answer: D (A —vyt—T%EY)

Ex#THRE: 183
TXa)T4 7FURME BEEO WAF DNBEIZBREN TGN EZHERLELE, A4
v Web —N—mNEREIN BEOHLVIVIA D1 DTRORAO—FNEOMY ELT-,

. Tl T . e e e T T T Y i s P e s T T -3 1 L T o e, g
I.ll_fn_-l_'__'_-__n.__' ) {ODECTL1lASS | | &loD)eCtlLlASS O L) | y S SRAIL L IR}

COMEEZERT ADICHKLELEZLDIEIRDSEENTI M?
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Ay FT—ORABL
B.¥¥ JFv¥
CAhFzvs
D.T—4#Iyva—Ta4v4

Answer: (&% &RTT 5)

Ex#EIRE: 184
Web ﬂj’—/i‘—lb\éd)&d)_l:lﬁ“ A=y FRHBELET,

4. /2072 o ipress/wp-content.plugina/custom plugin/check user.php?userid~l AND (SEIL
FR INCAT ( (SELE LT (& 10,1) x7] Talg?1 ! )
INE AC P BY X)a 1: (
e 4.0 | 126
1. B! X 1 | wp=conte s ug i
FROM UNT ( 1 ( LT( 1505, 1)) (RAKD( )% FF
{1 HEM P/ 8 4 (Windo ) )
G Fi (
I 2:13 i F t ugir t F |
( 1 1 (ELT (1399 ) 1 zi [ 1
- fox 4.
[19/Apr/2020:07:22:: 100) ET /wordpress/wp-content.plugins/custofl pluginFhech Esoy . pipfuscepias] UNEONFALR SELECT
171787671, 0x537653544175467a7248, Ox11707a7871) , NULL, RULL== HTTP/1.1" 200 198 "0 Wozill I/ N0 NllodaW=:BU; Wiodows NN-6.1;

DA TOREZRLBEUIFHBALTLDIDIERDSEENTITH?
A 7ARYA MO ITRAITF—D 1Y)

B. J/IL—+rT4+—XR
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