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Software composition analysis (SCA) is the best solution to help prevent this type of attack from
being successful in the future. SCA is a process of identifying the third-party and open source
components in the applications of an organization. This analysis leads to the discovery of security
risks, quality of code, and license compliance of the components. SCA can help the security
engineer to detect and remediate any vulnerabilities in a third-party library that was exploited by
the hacker, such as updating to a newer and more secure version of the library. SCA can also
help to enforce secure coding practicesand standards, such as following the principle of least
privilege and avoiding excessive privileges for local accounts. By using SCA, the security
engineer can improve the security posture and resilience of the web application assets against
future attacks. Verified Reference:
https://www.synopsys.com/glossary/what-is-software-composition-analysis.html
https://www.geeksforgeeks.org/overview-of-software-composition-analysis/
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Moving the server to a cloud provider is the most cost-effective solution to avoid performance
issues caused by too many connections during peak seasons, such as holidays. Moving the
server to a cloud provider can provide scalability, elasticity, and availability for the web server, as
it can adjust its resources and capacity according to the demand and traffic. Moving the server to
a cloud provider can also reduce operational and maintenance costs, as the cloud provider can
handle the infrastructure and security aspects. Changing the operating system may not help avoid
performance issues, as it could introduce compatibility or functionality problems, and it may not
address the resource or capacity limitations. Buying a new server and creating an active-active
cluster may help avoid performance issues, but it may not be cost-effective, as it could involve
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hardware and software expenses, as well as complex configuration and management tasks.
Upgrading the server with a new one may help avoid performance issues, but it may not be cost-
effective, as it could involve hardware and software expenses, as well as migration and testing
efforts. Verified Reference: https://www.comptia.org/blog/what-is-cloud-computing
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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The primary advantage of creating and maintaining a vendor risk registry is to ensure that an
inventory of potential risks is maintained. A vendor risk registry helps organizations keep track of
the risks associated with third-party vendors, especially as they may introduce vulnerabilities or
non-compliance issues. By maintaining this registry, the organization can continuously monitor
and manage vendor-related risks in a structured way, improving its overall security posture.
CASP+ emphasizes the importance of vendor risk management in an organization's broader risk
management strategy.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (Vendor Risk Management)
CompTIA CASP+ Study Guide: Third-Party Risk Management and Risk Registries
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Key escrow is the system responsible for storing private encryption/decryption files with a third
party to ensure these files are stored safely. Key escrow is an arrangement in which the keys
needed to decrypt encrypted data are held in escrow by a trusted third party that can release
them under certain conditions. Key escrow can be useful for backup or recovery purposes, or for
complying with legal or regulatory requirements that may demand access to encrypted data.

B : TPM is not the system responsible for storing private encryption/decryption files with a third
party to ensure these files are stored safely. TPM stands for Trusted Platform Module, which is a
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hardware device that provides secure storage and generation of cryptographic keys on a
computer. TPM does not involve any third party or escrow service.

C : Trust models are not the system responsible for storing private encryption/decryption files with
a third party to ensure these files are stored safely. Trust models are frameworks that define how
entities can establish and maintain trust relationships in a network or system. Trust models do not
necessarily involve any third party or escrow service.

D : Code signing is not the system responsible for storing private encryption/decryption files with
a third party to ensure these files are stored safely. Code signing is a process of using digital
signatures to verify the authenticity and integrity of software code. Code signing does not involve
any third party or escrow service.
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Public keys on both endpoints are required for implementing PKI-based mutual authentication.
PKI stands for Public Key Infrastructure, which is a system that manages the creation,
distribution, and verification of certificates. Certificates are digital documents that contain public
keys and identity information of their owners. Certificates are issued by trusted authorities called
Certificate Authorities (CAs), and can be used to prove the identity and authenticity of the
certificate holders. Mutual authentication is a process in which two parties authenticate each other
at the same time using certificates. Mutual authentication can provide stronger security and
privacy than one-way authentication, where only one party is authenticated. In PKI-based mutual
authentication, each party has a certificate that contains its public key and identity information,
and a private key that corresponds to its public key. The private key is kept secret and never
shared with anyone, while the public key is shared and used to verify the identity and signature of
the certificate holder. The basic steps of PKI-based mutual authentication are as follows:

Party A sends its certificate to Party B.

Party B verifies Party A's certificate by checking its validity, signature, and trust chain. If the
certificate is valid and trusted, Party B extracts Party A's public key from the certificate.

Party B generates a random challenge (such as a nonce or a timestamp) and encrypts it with
Party A's public key. Party B sends the encrypted challenge to Party A.

Party A decrypts the challenge with its private key and sends it back to Party B.

Party B compares the received challenge with the original one. If they match, Party B confirms
that Party A is the legitimate owner of the certificate and has possession of the private key.


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

The same steps are repeated in reverse, with Party A verifying Party B's certificate and sending a
challenge encrypted with Party B's public key.

A : Perfect forward secrecy on both endpoints is not required for implementing PKI-based mutual
authentication. Perfect forward secrecy (PFS) is a property of encryption protocols that ensures
that the compromise of a long-term secret key (such as a private key) does not affect the security
of past or future session keys (such as symmetric keys). PFS can enhance the security and
privacy of encrypted communications, but it does not provide authentication by itself.

B : Shared secret for both endpoints is not required for implementing PKI-based mutual
authentication. Shared secret is a method of authentication that relies on a pre-shared piece of
information (such as a password or a passphrase) that is known only to both parties. Shared
secret can provide simple and fast authentication, but it does not provide non-repudiation or
identity verification.

D : A common public key on each endpoint is not required for implementing PKI-based mutual
authentication. A common public key on each endpoint would imply that both parties share the
same certificate and private key, which would defeat the purpose of PKI-based mutual
authentication. Each party should have its own unique certificate and private key that proves its
identity and authenticity.

E : A common private key on each endpoint is not required for implementing PKI-based mutual
authentication. A common private key on each endpoint would imply that both parties share the
same certificate and public key, which would defeat the purpose of PKI-based mutual
authentication. Each party should have its own unique certificate and private key that proves its
identity and authenticity.
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Modifying the ACLs (access control lists) is the most likely solution to avoid the intermittent
access issues with the new cloud application. ACLs are used to define permissions for different
users and groups to access resources on a network. The problem may be caused by incorrect or
missing ACLs for the marketing department that prevent them from accessing the cloud
application or its data sources. The other options are either irrelevant or less effective for the
given scenario.
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A directory traversal attack exploits vulnerabilities in file path handling to access unauthorized
files, as seen in this example. To mitigate, sanitize user inputs and avoid directly passing user-
supplied data to the filesystem. This aligns with CASP+ objective 1.5, addressing secure input
validation and mitigating common web-based vulnerabilities.
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Comprehensive and Detailed in-Depth

Problem Statement:

The organization needs tosecure legacy systemswhile maintaininginterconnectivitywith deployed
assets.

Legacy systems are inherentlyvulnerableand canpose risksif directly connected to critical
infrastructure.

Thegoalis to minimize risks withoutbreaking connectivity.

Why the Correct Answer is D (Screened Subnet):

Ascreened subnet(often called aDMZ - Demilitarized Zone) is anetwork segmentthat isolates
potentially risky systems from theinternal network.

It is typically placedbetween two firewalls:

One firewall separates the DMZ from theexternal network (internet).

The other firewall isolates the DMZ from theinternal network.

This setup allowscontrolled communicationbetween legacy systems and internal assets while
minimizing risk.

Key Benefits of a Screened Subnet:

Isolation:Separates legacy systems from the critical internal network.

Controlled Access:Usesfirewall rulesto restrictinbound and outbound traffic.
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Reduced Attack Surface:Limits the potential impact of acompromised legacy system.
Interconnectivity Maintenance:Enables communication withdeployed assetswithout direct
exposure.

Example Scenario:

A company haslegacy industrial control systems (ICS)that need to interact withmodern monitoring
tools.

Placing the ICS within ascreened subnetensures:

Data flow is regulated.

Monitoring systems can still accessICS data without risking full network exposure.
Compromise of thelegacy systemdoes not automatically mean compromise of thecore network.
Why the Other Options Are Incorrect:

A . Software-defined networking (SDN):

SDN enablesdynamic network configuration, but it does not inherentlyisolate risky legacy
systems.

While it can segment traffic, it is primarily used fornetwork flexibilityandmanagement, not isolation.
B . Containerization:

Containersisolate applications, but legacy systems often run ondedicated hardware or old OS
environmentsthat are not container-compatible.

This approach does not meet the requirement of keeping thesystems interconnected.

C . Air gap:

Anair gapcompletelyisolates systems from any network.

This solutionbreaks interconnectivity, making itimpracticalfor the given requirement.

Ideal forhigh-security environmentsbut not whenintercommunicationis needed.

Real-World Example:

A healthcare organization haslegacy medical devicesthat must communicate with thepatient
management system.

Placing these devices in ascreened subnetallows them to interact while beingisolatedfrom thecore
hospital network, minimizingcyber risk.

Visual Representation:

less

CopyEdit

[Internet]

[Firewall 1]

|

[Screened Subnet/DMZ]

[\

[Legacy System 1] [Legacy System 2] [Monitoring Server]

I
[Firewall 2]



[Internal Network]

Thescreened subnetacts as abuffer zone, ensuringcontrolled communicationbetween the legacy
systems and the internal network.

Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideadvises using ascreened subnet
(DMZ)when isolatinglegacy systemsthat still requirenetwork connectivity. The guide emphasizes
that this approach significantlyreduces riskby minimizing theattack surfacewhile maintaining
necessaryinter-system communication.
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Reference:

OAuth and OpenlD are two authentication protocols that can support the objectives of the
organization. OAuth is a protocol that allows users to grant access to their resources on one site
(or service) to another site (or service) without sharing their credentials. OpenlID is a protocol that
allows users to use an existing account to sign in to multiple websites without creating new
passwords. Both protocols can support MFA, SaaS integration, risk-based policies, and just-in-
time provisioning.Reference: https://authO.com/docs/protocols/oauth2 https://openid.net/connect/
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A machine-learning-based data security service would best meet the pharmaceutical company's
requirements to discover data, monitor changes, and identify suspicious activity across thousands
of independent resources in cloud object storage. Machine learning can analyze vast amounts of
data, detect patterns, and alert administrators to anomalies or suspicious activities without
manual intervention. Traditional file integrity monitoring or data classification might not scale well
or adapt dynamically to the complexity and size of the company's environment. CASP+ highlights
the use of advanced technologies like machine learning for cloud security and monitoring.
Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Machine
Learning for Security) CompTIA CASP+ Study Guide: Cloud Security Monitoring with Machine
Learning
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OPC (Open Platform Communications) and Modbus are two common protocols used for industrial
control systems (ICS). OPC is a standard that allows different devices and applications to
exchange data in a vendor-neutral way. Modbus is a serial communication protocol that enables
devices to send and receive commands and data over a network. Modbus has two variants:
Modbus TCP/IP, which uses TCP port 502 for communication, and Modbus RTU/ASCII, which
uses serial ports.

To allow an OPC server to communicate with a Modbus server that is controlling electrical relays,
the security engineer should recommend restricting inbound traffic so that only the OPC server is
permitted to reach the Modbus server on port 502. This configuration would:

Permit the OPC server to send commands and data to the Modbus server using Modbus TCP/IP
protocol over port 502.
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Limit operational disruptions, by preventing unauthorized or malicious access to the Modbus
server from other sources.

Due to the limitations within the Modbus protocol, such as lack of encryption and authentication,
restricting inbound traffic is a necessary security measure to protect the integrity and availability
of the ICS.
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Reference:

Homomorphic encryption is a type of encryption that allows computation and analysis of data
within a ciphertext without knowledge of the plaintext. This means that encrypted data can be
processed without being decrypted first, which enhances the security and privacy of the data.
Homomorphic encryption can enable applications such as secure cloud computing, machine
learning, and data analytics.Reference: https://www.ibm.com/security/homomorphic-encryption
https://www.synopsys.com/blogs/software-security/homomorphic-encryption/
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A protocol analyzer, such as Wireshark, is a tool used to capture and analyze network traffic. It
allows security administrators to inspect individual packets, understand the traffic flow, and
identify any unusual patterns or issues that may be impacting performance, such as high latency
or unusual volume of traffic on a specific port.
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Reference:

OCSP (Online Certificate Status Protocol) is a protocol that allows clients to check the revocation
status of certificates in real time by querying an OCSP responder server. This would enable
theorganization to determine whether it is vulnerable to the active campaign utilizing a specific
vulnerability, as it would show if any certificates have been compromised or revoked. Deploying
an RA (registration authority) on each branch office may not help with checking the revocation
status of certificates, as an RA is responsible for verifying the identity of certificate applicants, not
issuing or revoking certificates. Using Delta CRLs (certificate revocation lists) at the branches
may not provide timely or accurate information on certificate revocation status, as CRLs are
updated periodically and may not reflect the latest changes. Implementing an inbound BGP
(Border Gateway Protocol) prefix list may not help with checking the revocation status of
certificates, as BGP is a protocol for routing network traffic between autonomous systems, not
verifying certificates. Verified Reference: https://www.comptia.org/blog/what-is-ocsp
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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The Statement of Work is a document that outlines the scope of the penetration test and defines
the objectives, tools, methodology, and targets of the test. It also outlines the security controls
that will be impacted by the test and what the expected outcomes are. Additionally, the Statement
of Work should include any legal requirements and other considerations that should be taken into
account during the penetration test.
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Comprehensive and Detailed Step by Step

A startup may have limited resources, which could impact the security, reliability, and availability
of its products.

Privacy concernsandregulatory complianceare possible risks but less relevant unless the tool
deals directly with sensitive data or operates in a regulated industry.

Geographic locationis unlikely to directly affect the risk unless there are jurisdictional data transfer
laws involved.

Reference:

CompTIA CASP+ Exam Obijective 1.2: Analyze the security risks and impacts of integrating
diverse third-party products.

CASP+ Study Guide, 5th Edition, Chapter 2, Third-Party Risk Assessment.
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Restricting HTTP methods can mitigate the risk of network-based attacks against an online store
by limiting the types of HTTP requests that the server will accept, thus reducing the attack
surface. This is a common method to prevent web-based attacks such as Cross-Site Scripting
(XSS) and SQL Injection.
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The source code in this scenario uses insecure functions like strcpy which are known for not
checking buffer sizes, leading to buffer overflow vulnerabilities. The most effective solution is to
update the company's secure coding policy to prohibit the use of insecure functions and replace
them with safer alternatives, such as strncpy, which enforces buffer length checks. Integrating this
change into the Software Development Life Cycle (SDLC) ensures that future code adheres to
secure practices, thereby reducing the risk of vulnerabilities being introduced into production
systems. This approach aligns with CASP+ guidelines that emphasize secure coding practices
and policies to prevent common security flaws in software development.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Secure Coding
Standards) CompTIA CASP+ Study Guide: Secure Coding and Prevention of Buffer Overflows
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Netstat is a command-line tool that can be used to find the malicious process that is using a
specific port on a Windows workstation. Netstat displays active TCP connections, ports on which
the computer is listening, Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP,
TCP, and UDP protocols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP
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over IPv6 protocols). To find the process that is using a specific port, such as TCP 40322, the
security engineer can use the following command:

netstat -ano | findstr :40322

This command will filter the netstat output by the port number and show the process identifier
(PID) of the process that is using that port. The security engineer can then use the task manager
or another tool to identify and terminate the malicious process by its PID. Verified Reference:
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/netstat
https://www.howtogeek.com/28609/how-can-i-tell-what-is-listening-on-a-tcpip-port-in-windows/
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An ISA, or interconnection security agreement, is a document that should be required to set up a
dedicated VPN between two entities that provide specialized help desk services. An ISA defines
the technical and security requirements for establishing, operating, and maintaining a secure
connection between two or more organizations. An ISA also specifies the roles and
responsibilities of each party, the security controls and policies to be implemented, the data types
and classifications to be exchanged, and the incident response procedures to be followed.
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A wildcard certificate is a certificate that can be used for multiple subdomains of a domain, such
as *.example.com. This would allow the inspection of the data without multiple certificate
deployments, as one wildcard certificate can cover all the subdomains that will be separated out
with subdomains. Including all available cipher suites may not help with inspecting the data
without multiple certificate deployments, as cipher suites are used for negotiating encryption and
authentication algorithms, not for verifying certificates. Using a third-party CA (certificate
authority) may not help with inspecting the data without multiple certificate deployments, as a
third-party CA is an entity that issues and validates certificates, not a type of certificate.
Implementing certificate pinning may not help with inspecting the data without multiple certificate
deployments, as certificate pinning is a technique that hardcodes the expected certificate or
public key in the application code, not a type of certificate. Verified Reference:
https://www.comptia.org/blog/what-is-a-wildcard-certificate
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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In this scenario, the voicemail requesting a wire transfer from an unfamiliar bank account is
indicative of a deepfake attack, where attackers use advanced technology to simulate a person's
voice or likeness. Deepfake technology is increasingly being used in social engineering attacks to
impersonate executives or trusted individuals. This attack attempts to manipulate employees by
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making them believe they are receiving legitimate requests from high-ranking personnel. CASP+
discusses advanced threats like deepfakes, which leverage Al to bypass traditional security
awareness defenses.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Advanced
Social Engineering Threats) CompTIA CASP+ Study Guide: Social Engineering and Deepfake
Risks

EHTIRE: 33

HOEALEF YA N—tFa) T HHDOREZBEELTEY Ay T A 2VTSXFSY
FrICEREZBEVWVTVET 2OV a—>avid fHOY—EXDARMICEEEZE5AT &R
BHAICESDTEHEG LS T4 v RFAY TEINGBVNKSITTEILIETEEFEA,
FHEBEIOERDS>EN?

A. NIDS

B. NIPS

C. WAF

D. J/\—XR JOx

Answer: (fAZE % RTT 5)

Reference:

https://owasp.org/www-community/controls/Intrusion_Detection

A NIDS (Network Intrusion Detection System) is a security solution that monitors network traffic
for signs of malicious activity, such as attacks, intrusions, or policy violations. A NIDS does not
affect the availability of the company's services because it operates in passive mode, which
means it does not block or modify traffic. Instead, it alerts the network administrator or other
security tools when it detects an anomaly or threat. Reference:
https://www.cisco.com/c/en/us/products/security/what-is-network-intrusion-detection-system.html
https://www.imperva.com/learn/application-security/network-intrusion-detection-system-nids/
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* Jump box: Acts as an intermediary that allows secure access to preproduction servers while
enforcing access controls.

* Network ACLs: Restrict access to only trusted accounts and specified preproduction servers.
This aligns with CASP+ objectives 2.2 and 3.4, which focus on securing access and implementing
appropriate controls for sensitive environments.
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DLP (data loss prevention) is a solution that can meet the following requirements: identify
sensitive data in the provider's network, maintain compliance with company and regulatory
guidelines, detect and respond to insider threats, privileged user threats, and compromised
accounts, and enforce data-centric security, such as encryption, tokenization, and access control.
DLP can monitor, classify, and protect data in motion, at rest, or in use, and prevent unauthorized
disclosure or exfiltration. WAF (web application firewall) is a solution that can protect web
applications from common attacks, such as SQL injection or cross-site scripting, but it does not
address the requirements listed. CASB (cloud access security broker) is a solution that can
enforce policies and controls for accessing cloud services and applications, but it does not
address the requirements listed. SWG (secure web gateway) is a solution that can monitor and
filter web traffic to prevent malicious or unauthorized access, but it does not address the
requirements listed. Verified Reference: https://www.comptia.org/blog/what-is-data-loss-
prevention https://partners.comptia.org/docs/default-source/resources/casp-content-guid
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Using digital certificates for authentication is a secure method to control access to laptops and
other devices. A device certificate can serve as an authenticator by providing a means for the
device to prove its identity in a cryptographic manner. This certificate-based authentication is
commonly used in enterprise environments for strong authentication.
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Overloading a machine learning system with incorrect information is an example of poisoning the
data set, which can compromise the integrity of decision-making processes. This aligns with
CASP+ objective 2.3, which involves threat modeling and mitigating risks associated with Al and
ML systems.
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Security Information and Event Management (SIEM) systems provide real-time analysis of
security alerts generated by applications and network hardware. SIEMs are beneficial in
environments where there is a mix of various solutions, as they can collect and aggregate logs
from multiple sources, providing the internal security team with a centralized view and visibility
into all platforms. This would best meet the objective of ensuring visibility into all platforms,
regardless of the differing solutions across the company's locations.
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Order of volatility is a procedure that a computer forensics examiner must follow during evidence
collection. It refers to the order in which digital evidence is collected, starting with the most volatile
and moving to the least volatile. Volatile data is data that is not permanent and is easily lost, such
as data in memory when you turn off a computer. The security analyst should have followed the
order of volatility to preserve the most fragile evidence first, such as the malicious script running
as a background process, before turning off the infected machine. Verified Reference:
https://www.computer-forensics-recruiter.com/order-of-volatility/
https://www.sans.org/blog/best-practices-in-digital-evidence-collection/
https://blogs.getcertifiedgetahead.com/order-of-volatility/
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To prioritize server replacements based on the likelihood of failure, the MTBF (Mean Time
Between Failures) metric is most appropriate. MTBF provides a measure of the average time a
server or system is expected to operate before experiencing failure. This allows the management
team to assess which servers are more likely to fail soon, irrespective of the application criticality,
and thus should be replaced first. CASP+ highlights the use of MTBF in hardware lifecycle
management and risk assessments.

Reference:


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (MTBF in Hardware
Lifecycle) CompTIA CASP+ Study Guide: Server Risk Assessments Using MTBF and Reliability
Metrics
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When a legal records hold is issued, the organization is required to preserve all documents and
communications that may relate to the litigation. This includes emails, files, and any other form
ofcommunication that contains the requested search terms. It is a process of ensuring that this
information is not deleted, altered, or otherwise tampered with.
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Comprehensive and Detailed in-Depth

Problem Statement:
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The development team identifiesmajor issues in codeduring the development phase,
indicatingflawed or vulnerable code.

To prevent similar problems in the future, anautomated and integrated solutionis needed tocatch
issues early.

Why the Correct Answer is A (Implementing a static analysis tool within the CI/CD system):
Static Application Security Testing (SAST)is used toanalyze source codefor vulnerabilitiesbefore
the code is compiled.

Integrating SAST into theCI/CD pipelineensures that:

Issues are detectedearly in the development process.

Developers getimmediate feedbackon vulnerabilities or code flaws.

Security checks areautomated, reducing human error and oversight.

This proactive approach helps inearly detection of syntax errors, insecure coding practices, and
vulnerabilities.

Example of CI/CD Integration:

A typicalGitLab CI/CD pipelinecould include aSAST stage:

yaml|

CopyEdit

sast:

stage: test

script:

- ./sast_tool analyze src/

allow_failure: false

This setup ensures that the code is scanned for vulnerabilitiesbefore deployment.

Why the Other Options Are Incorrect:

B . Configuring a dynamic application security testing tool:

DASTanalyzes applications duringruntime.

It identifiesvulnerabilities in running applications, butcannot catch issues during development.
SAST is better forearly detectionsince it examines thesource codeitself.

C . Performing software composition analysis on all third-party components:
WhileSCAidentifies vulnerabilities inthird-party libraries, it does not addresscoding issues in the
organization's own codebase.

It is useful fordependency management, not for catchingsource code flaws.

D . Utilizing a risk-based threat modeling approach on new projects:

Threat modeling helps inidentifying risks and potential attack vectors.

While useful in planning, it does not providecontinuous detectionof coding flaws.

It is morestrategicand less focused on thedevelopment pipeline.

E . Setting up an interactive application security testing tool:

IASTworks byanalyzing application behavior during testing.

It requires the application to bedeployed and running, making it less suitable forearly detection
during development.

SAST remains superior forcatching flaws before deployment.



Key Benefits of SAST in CI/CD:

Early Detection:Finds issues during thecoding phase, preventing costly fixes later.

Automated Security:Scans eachcode commit, ensuring consistent checks.

Developer Friendly:Providesactionable insightsright within the development environment.
Integration Capabilities:Compatible with popular CI/CD tools likedenkins, GitLab CI, and Azure
Pipelines.

Real-World Example:

A software company integratedSAST into their CI/CD pipelineusingSonarQube.

As a result, they reduced the number ofcritical vulnerabilitiesdiscovered after deployment by60%.
Developers couldfix issues on the spot, minimizing the time and effort required to address
security flaws later.

Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideemphasizes thatintegrating security testing
into the CI/CD pipelineis crucial forDevSecOps. It states thatSAST toolsare essential
foridentifying vulnerabilities earlyin the development process, helping organizations adopt ashift-
left security approach.
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An after-action report is a document that summarizes the performance of a team during a
cybersecurity incident. It is used to review all aspects of the incident response plan, including
what was done correctly, what needs improvement, and how the team responded to the incident.
The CISO's review of data from a cyber exercise would typically result in an after-action report,
which helps in improving future responses to incidents.
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The tools that can be used to provide key information in the risk register are SCAP scanner and
vulnerability scanner. SCAP stands for Security Content Automation Protocol, which is a set of
standards and specifications for automating the management of security configuration,
vulnerability assessment, and compliance evaluation. SCAP scanner is a tool that can scan
systems and networks for security issues based on SCAP content. Vulnerability scanner is a tool
that can scan systems and networks for known vulnerabilities and weaknesses. These tools can
help the security analyst identify and prioritize the risks associated with the systems and
networks, as well as provide possible remediation actions. Verified Reference:
https://www.techtarget.com/searchsecurity/definition/Security-Content-Automation-Protocol
https://learn.microsoft.com/en-us/azure/security/fundamentals/vulnerability-management
https://www.techtarget.com/searchsecurity/definition/vulnerability-scanner
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Answer: A (A —yvt—T %Y

A downgrade attack is a type of man-in-the-middle attack that forces two hosts to use an older or
weaker version of the TLS protocol or its parameters. The attacker does this by replacing or
deleting the STARTTLS command or exploiting the compatibility features of the protocol. The
purpose of the attack is to create a pathway for enabling a cryptographic attack that would not be
possible in case of a connection that is encrypted over the latest version of TLS protocol. The I0C
shows that most client connections are renegotiated after establishing the connections, which
could indicate that an entity is performing downgrade attacks on path by interfering with the initial
handshake and making the client and server agree on a lower version of TLS or a weaker cipher
suite. Verified Reference:
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https://en.wikipedia.org/wiki/Downgrade_attack
https://crypto.stackexchange.com/questions/10493/why-is-tls-susceptible-to-protocol-downgrade-
attacks

https://venafi.com/blog/preventing-downgrade-attacks/

Law enforcement officials informed an organization that an investigation has begun. Which of the
following is the FIRST step the organization should take?

Initiate a legal hold.

Refer to the retention policy

Perform e-discovery.

Review the subpoena

A legal hold is a process by which an organization instructs its employees or other relevant
parties to preserve specific data for potential litigation. A legal hold is triggered when litigation is
reasonablyanticipated, such as when law enforcement officials inform an organization that an
investigation has begun. The first step the organization should take is to initiate a legal hold to
ensure that relevant evidence is not deleted, destroyed, or altered. A legal hold also
demonstrates the organization's good faith and compliance with its duty to preserve evidence.
Verified Reference:
https://percipient.co/litigation-hold-triggers-and-the-duty-to-preserve-evidence/
https://www.everlaw.com/blog/ediscovery-best-practices/guide-to-legal-holds/
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Certificate Authority Authorization (CAA) is not listed directly in the provided options, but it is a
relevant mechanism in the context of managing certificates and preventing issues similar to the
one described. However, based on the available choices, the Online Certificate Status Protocol
(OCSP) comes closest to providing a viable solution. OCSP allows for real-time validation of a
certificate's revocation status, which could mitigate the issue of users being locked out due to key
pinning policies. It is a more modern and efficient alternative to Certificate Revocation Lists
(CRLs), offering faster and more reliable certificate status checks. By implementing OCSP, the
technician could ensure that clients receive timely updates on the revocation status of certificates,
potentially avoiding the downtime caused by the key-pinning policy awaiting expiration.
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Embedded facility automation systems are often difficult to upgrade because they are constrained
by available compute. These systems typically have limited processing power, memory, and
storage, which restricts the ability to implement modern security measures, such as encryption,
software updates, or advanced security controls. Security engineers may be unable to apply
patches or updates without exceeding the system's capacity. CASP+ discusses the challenges
posed by resource-constrained devices, particularly in embedded systems and IoT environments,
where upgrading security can be difficult due to hardware limitations.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Embedded
System Security and Constraints) CompTIA CASP+ Study Guide: Managing Security for
Resource-Constrained Embedded Systems
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To prevent ransomware attacks and protect IT assets, the most secure options are:

Endpoint Detection and Response (EDR): Provides advanced threat detection, real-time
monitoring, and response capabilities, which can help identify and mitigate ransomware attacks
before they spread.

Sandboxing: Isolates suspicious files or software in a controlled environment where they can be
analyzed for malicious behavior without affecting production systems.

Application Control: Ensures that only whitelisted, trusted applications can run, which can prevent
ransomware from executing unauthorized or malicious code.Together, these controls provide a
robust defense against ransomware by addressing detection, isolation, and prevention. CASP+
emphasizes the importance of combining detection and prevention strategies to mitigate
sophisticated attacks like ransomware.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Endpoint
Protection, Ransomware Mitigation) CompTIA CASP+ Study Guide: Mitigating Ransomware with
EDR, Sandboxing, and Application Control
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Reference:

A trusted secrets manager is a tool or service that securely stores and manages sensitive
information, such as passwords, API keys, tokens, certificates, etc. A trusted secrets manager
can help secure the company's CI/CD (Continuous Integration/Continuous Delivery) pipeline by
preventing hard-coding sensitive environment variables in the code, which can expose them to
unauthorized access or leakage. A trusted secrets manager can also enable encryption, rotation,
auditing, and access control for the secrets. Reference:
https://www.hashicorp.com/resources/what-is-a-secret-manager https://dzone.com/articles/how-
to-securely-manage-secrets-in-a-ci-cd-pipeline
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Avoiding the risk by shutting down the application and migrating to a supported, alternative
platform is the most effective option based on the provided scenario. The application is non-
critical, provides no revenue, and replacing it has a nominal cost, making risk avoidance the ideal
choice. This aligns with the CASP+ objective of implementing risk strategies (1.3) and
emphasizes prioritizing cost-effective and practical solutions over maintaining deprecated or
vulnerable systems.


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

X #fERE: 56

HEIEEFI ENAMLTITIVEFAET, T390 T7 I RTESH LY T TH A FEE
FLEVWEEATWET , COFLLWDzTH A LTI BEEIBEEOSVERFERETEIC
REL AVFA VTEERT7 RNARZZ2F52ENTEFET, AREBRIZEHROYV = TH4( +
ZEELTHY T THRAGAREET —FPERERELTVET LD TH A R
T UTOEHEEETHILENHYET,

* 7 JIDREEDREIE

*FRTOIzT S 3 o DIBEFIE

*EREF DRBOESIE

TR OBEEICE DV RENL OB

MICEEIAREBELLTUE ROLI3GHLDHRHY FT,

*UHIIBEEILEERT AMOERDV T TY A FEEELTUVET,

SRR EERNMRICHZIZWEEZTVET,
*RHIFERESER/NRICMZA-VEEZITINS

EEAF LI Web ¥4 FMIEZETIDLENHIDERDIEENTIMN (2 DFIRLTLES
LY),

A. 74 )L FAh— FEEAE

B. EVilEAZE

C. fHE XL

D.sEFAZEDEVED

E. SSO

F. HSTS

Answer: BF (A —yt—U%%Y)

The company should implement an EV certificate and HSTS on its new website. An EV certificate
provides the highest level of web identity validation by requiring extensive verification of the
organization's identity and domain ownership. HSTS enforces encryption of all web transactions
by redirecting HTTP requests to HTTPS and preventing users from accepting invalid certificates.
These solutions would enhance the security and trustworthiness of the website without increasing
complexity or expenditure significantly. Verified Reference:
https://www.entrust.com/digital-security/certificate-solutions/products/digital-certificates/tls-ssl-
certificates

https://learn.microsoft.com/en-us/azure/active-directory/develop/access-tokens
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MITRE ATT&CK is a threat management framework that provides a comprehensive and detailed
knowledge base of adversary tactics and techniques based on real-world observations. It can
help threat hunting teams to identify, understand, and prioritize potential threats, as well as to
develop effective detection and response strategies. MITRE ATT&CK covers the entire lifecycle
of a cyberattack, from initial access to impact, and provides information on how to mitigate,
detect, and hunt for each technique. It also includes threat actor profiles, software descriptions,
and data sources that can be used for threat intelligence and analysis. Verified Reference:
https://attack.mitre.org/
https://resources.infosecinstitute.com/topic/top-threat-modeling-frameworks-stride-owasp-top-10-
mitre-attck-framework/

https://www.ibm.com/topics/threat-management

EHTEE: 58

VIrVI7RAF MHOEIEIN-HRAERELTTSY I+ —LEBELEVEEZT
WET, IHEORZNEREET SRICEDI I ENRIBELFEIEIRDS B ENTTH?

A T—REHE

B. XFEEE

C.YV—Xa—F+rIRXR/O—

D. t—7 N—N—([CEF B EEEIE
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When drafting an agreement between two companies, it is important to clearly define the
responsibilities of each party. This is particularly relevant when a software company is looking to
integrate with an established product. A shared responsibility agreement ensures that both parties
understand their respective responsibilities and are able to work together efficiently and
effectively. For example, the software company might be responsible for integrating the product
and ensuring it meets user needs, while the established product provider might be responsible for
providing ongoing support and maintenance. By outlining these responsibilities in the agreement,
both parties can ensure that the platform is built and maintained successfully. Reference:
CompTIA Advanced Security Practitioner (CASP+) Study Guide, Chapter 8, Working with Third
Parties.
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A. WS-Federation

B. SAML

C. OpenID

D. OAuth
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The BEST course of action for the security analyst to help prevent a similar situation in the near
future is to Establish cross-account trusts to connect all VPCs via API for secure configuration
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scanning (A). Cross-account trusts allow for VPCs to be securely connected for the purpose of
secure configuration scanning, which can help to identify and remediate vulnerabilities within the
system.

A7 CAS-004-JPN 7B (& GoShiken.com MRt S =& L A>3 Ly CAS-004-JPN &
ERMAIREEE ! GoShiken.com H\Ex#H D CAS-004-JPN SREARARBEE FIRH L TULVET,
GoShiken.com CAS-004-JPN R IX R T . BEINEETSSWNWVET , ZRFD
GoShiken.com CAS-004-JPN FREE 447 v LT BHAFXT B 5
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html (62030%OFFREE A &

IEfftZ T 30%wHAIE5 1o — K: Freepdfdumps)
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Microsegmentation enabled by software-defined networking is an architectural design that can

meet the requirements of allowing users to access only predefined services, having unique allow
lists defined for each user, and constructing one-to-one subject/object access paths dynamically.
Microsegmentation is a technique that divides a network into smaller segments or zones based
on granular criteria, such as applications, services, users, or devices. Microsegmentation can
provide fine-grained access controland isolation for network resources, preventing unauthorized
or lateral movements within the network. Software-defined networking is a technology that
decouples the control plane from the data plane in network devices, allowing centralized and
programmable management of network functions and policies. Software-defined networking can
enable microsegmentation by dynamically creating and enforcing network segments or zones
based on predefined rules or policies. Peer-to-peer secure communications enabled by mobile
applications is not an architectural design that can meet the requirements of allowing users to
access only predefined services, having unique allow lists defined for each user, and constructing
one-to-one subject/object access paths dynamically, as peer-to-peer secure communications is a
technique that allows direct and encrypted communication between two or more parties without
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relying on a central server or intermediary. Proxied application data connections enabled by API
gateways is not an architectural design that can meet the requirements of allowing users to
access only predefined services, having unique allow lists defined for each user, and constructing
one-to-one subject/object access paths dynamically, as proxied application data connections is a
technique that allows indirect and filtered communication between applications or services
through an intermediary device or service that can modify or monitor the traffic. VLANs (virtual
local area networks) enabled by network infrastructure devices is not an architectural design that
can meet the requirements of allowing users to access only predefined services, having unique
allow lists defined for each user, and constructing one-to-one subject/object access paths
dynamically, as VLANs are logical segments of a physical network that can group devices or
users based on common criteria, such as function, department, or location. Verified Reference:
https://www.comptia.org/blog/what-is-microsegmentation
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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The device event logs show that the device was in two different locations (New York and London)
within a short time span (one hour), which indicates impossible travel. This could be a sign of
acompromised device or account. The best response action is to disable the device's account
and access while investigating the incident. Malicious installation of an application is not evident
from the logs, nor is resource leak or falsified status reporting. Verified Reference:
https://www.comptia.org/blog/what-is-impossible-travel https://partners.comptia.org/docs/default-
source/resources/casp-content-guide
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WPAZ3-Personal is a simple, secure solution for a small business with a single access point. It
uses a new security protocol called Simultaneous Authentication of Equals (SAE), which replaces
the Pre-Shared Key (PSK) exchange with a more secure way to do initial key exchange. SAE
also provides forward secrecy, which means that even if the password is compromised, the
attacker cannot decrypt past or future data. WPA3-Personal also uses AES-128 in CCM mode as
the minimum encryption algorithm, which is resistant to offline password attacks. WPA3-Personal
requires low administrative overhead and supports a single SSID with no guest access. Verified
Reference:

https://www.diffen.com/difference/WPA2_vs WPAS3
https://www.thewindowsclub.com/wpa3-personal-enterprise-wi-fi-encryption
https://www.teldat.com/blog/wpa3-wi-fi-network-security-wpa3-personal-wpa3-enterprise/
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https://eklitzke.org/memory-protection-and-aslir

ASLR (Address Space Layout Randomization) is a technology that can mitigate the manipulation
of memory segments caused by a buffer overflow attack. ASLR randomizes the location of
memory segments, such as the stack, heap, or libraries, making it harder for an attacker to
predict or control where to inject malicious code or overwrite memory segments. NX bit (No-
eXecute bit) is a technology that can mitigate the execution of malicious code injected by a buffer
overflow attack. NX bit marks certain memory segments as non-executable, preventing an
attacker from running code in those segments. DEP (Data Execution Prevention) is a technology
that can mitigate the execution of malicious code injected by a buffer overflow attack. DEP uses
hardware and software mechanisms to mark certain memory regions as data-only, preventing an
attacker from running code in those regions. HSM (Hardware Security Module) is a device that
can provide cryptographic functions and key storage, but it does not mitigate the manipulation of
memory segments caused by a buffer overflow attack. Verified Reference:
https://www.comptia.org/blog/what-is-aslIr https://partners.comptia.org/docs/default-
source/resources/casp-content-guide
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The log messages in the image display detailed error messages, indicating improper error
handling, which can expose sensitive information to potential attackers. Proper error handling
ensures that error messages do not reveal underlying application details (such as file paths or
configuration information) that could be exploited. This aligns with the best practices in secure
coding and is a core concept in CASP+. Rather than exposing the inner workings of the
application, the system should return generic error messages to users while logging detailed
information securely for internal troubleshooting.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Secure Coding,
Error Handling) CompTIA CASP+ Study Guide: Web Application Security and Proper Error
Handling Techniques
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"Differential fault analysis (DFA) is a type of active side-channel attack in the field of
cryptography, specifically cryptanalysis. The principle is to induce faults-unexpected
environmental conditions-into cryptographic operations, to reveal their internal states."
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Network segmentation is a method to isolate environments from one another, thus limiting the
scope of a potential attack. For loT systems that cannot be updated or patched, network


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

segmentation is the best mitigation technique. It would contain any compromise to the segmented
network and prevent it from affecting the rest of the network infrastructure.
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Reviewing video from IP cameras within the facility would be the most likely process to expose an
attacker who has compromised an air-gapped system. Since air-gapped systems are isolated
from external networks, an attacker would need physical access to the system or use some
covert channel to communicate with it. Video surveillance could reveal any unauthorized or
suspicious activity within the facility that could be related to the attack. Verified Reference:
https://www.welivesecurity.com/wp-content/uploads/2021/12/eset_jumping_the_air_gap_wp.pdf
https://en.wikipedia.org/wiki/Air-Gap_Malware
https://www.techtarget.com/searchsecurity/essentialguide/How-air-gap-attacks-challenge-the-
notion-of-secure-networks
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The concern is users operating in a spit tunnel config which is what is being described. Using a
Full Tunnel would route traffic from all applications through a single tunnel.
https://cybernews.com/what-is-vpn/split-tunneling/
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The clients may not trust idapt by default because it is a self-signed certificate authority that is not
in the trusted root store of the clients. Secure LDAP does not support wildcard certificates
because they do not match the fully qualified domain name of the server. Verified Reference:
https://www.professormesser.com/security-plus/sy0-401/Idap-and-secure-ldap/ ,
https://www.comptia.org/training/books/casp-cas-004-study-guide
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OVAL (Open Vulnerability and Assessment Language) is a standard that would be best suited for
creating checks for a zero-day vulnerability in an organization's internally developed software.
OVAL is a standard for expressing system configuration information and vulnerabilities in an XML
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format, allowing interoperability and automation among different security tools and platforms. An
engineer can use OVAL to create definitions or tests for specific vulnerabilities or states in the
software, and then use OVAL-compatible tools to scan or evaluate the software against those
definitions or tests. ARF (Asset Reporting Format) is not a standard for creating checks for
vulnerabilities, but a standard forexpressing information about assets and their characteristics in
an XML format, allowing interoperability and automation among different security tools and
platforms. ISACs (Information Sharing and Analysis Centers) are not standards for creating
checks for vulnerabilities, but organizations that collect, analyze, and disseminate information
about threats, vulnerabilities, incidents, or best practices among different sectors or communities.
Node.js is not a standard for creating checks for vulnerabilities, but a runtime environment that
allows executing JavaScript code outside of a web browser, enabling the development of scalable
web applications or services. Verified Reference: https://www.comptia.org/blog/what-is-oval
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Answer: B (A —vyt—T%EY)

A VPN (virtual private network) can provide secure connectivity for remote users to access
servers hosted by the cloud provider. A CASB (cloud access security broker) can enforce policies
and controls for accessing SaaS applications. A secure web gateway can monitor and filter user
browser activity to prevent malicious or unauthorized traffic. Verified Reference:
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
https://www.comptia.org/blog/what-is-a-vpn

A7 CAS-004-JPN RRES (X GoShiken.com ARt S f=&4& L+53 Ly CAS-004-JPN i1
EXMIREE ! GoShiken.com AV &x#1 D CAS-004-JPN SHEREIREE IR L TLVE T,
GoShiken.com CAS-004-JPN HERRIRBE IR T BENERTSIWNET, BHFD
GoShiken.com CAS-004-JPN FREE 44 Y T B AT B 5
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html (62030%OFFRERE% A &

IEfftZ T 30%wHAlE5 1o — K: Freepdfdumps)

AT 77

XA T BEEEI Web 7 TUT—L 3 VD BBEDT—EADINT )Y FORRAER
ZICRELESIELTVWET , 7IVr—2aVIZ70€RTEHIFAT U MIE RO EMN
RODNFET,

*POSTE LU GET AT avnAHEHFALET,

*ERTODT—FZTLS12 U ETRELTEELET,
CERINEZBIATOT—RICTI AT BHICIE HED URL ZFEALET,

RT3 —hb—UTRIELFT,

ChoDEREB/EIEOIZ X1 T EBEEIROENEZHET ILELHY FTTH?
A AP — btz A

B. 77— 3ryA—FK NS oH9—

C.Web 77V —3y IJ74T7 4=

D. ynN\—X7FOoxv
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An API gateway is the best solution to meet the specified requirements for securely providing
public access to specific data. An API gateway allows the administrator to control HTTP methods
like POST and GET, ensure secure transmission via TLS 1.2 or greater, and enforce
authentication using bearer tokens. It also allows access control by specifying URLSs for different
types of data. API gateways centralize security and traffic management for APIs, making them
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ideal for this type of secure access scenario. CASP+ emphasizes the importance of API
gateways in managing and securing web application interfaces.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (APl Security
and API Gateways) CompTIA CASP+ Study Guide: Securing Web Application Interfaces with API
Gateways
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A Next-Generation Firewall (NGFW) is the best solution to meet the company's needs. NGFWs
combine multiple security functions, such as VPN support, intrusion prevention, application-layer
(Layer 7) inspection, and more, into a single device, simplifying network security management
while improving security coverage. NGFWs can support multiple VPNs with different security
contexts, which is critical for the company's requirement. CASP+ emphasizes NGFWs for their
ability to collapse multiple security technologies into one platform and offer application-layer
security, addressing modern perimeter security needs.

Reference:
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CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (NGFW and
Unified Security Technologies) CompTIA CASP+ Study Guide: NGFW and Perimeter Security
Strategies
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Based on the given certificate properties:

SuperTrust RSA 2018 is an intermediate certificate authority (CA) because it is issued by
BudgetCert Global Root CA, which is the top-level certificate authority.
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BudgetCert is the top-level CA (root CA) in this public key infrastructure (PKI) hierarchy, as it
issues certificates to SuperTrust RSA 2018 and has no issuer of its own.

Therefore, SuperTrust RSA 2018 is the intermediate CA, and BudgetCert is the top-level (root)
CA in this PKI chain of trust. The www.budgetcert.com certificate is the leaf or end-entity
certificate, which is used for the website itself.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (PKI and
Certificate Chains of Trust) CompTIA CASP+ Study Guide: PKI Hierarchy and Certificate Trust
Models
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Disabling file exchange can help to minimize data leakage by preventing users from sharing
sensitive documents or data through the videoconferencing platform. Enabling watermarking can
help to maintain customer trust and ensure non-repudiation by adding a visible or invisible mark
to the video stream that identifies the source or owner of the content. Enabling the user
authentication requirement can help to secure the videoconferencing sessions by verifying the
identity of the participants and preventing unauthorized access. Verified Reference:
https://www.rev.com/blog/marketing/follow-these-7-video-conferencing-security-best-practices
https://www.paloaltonetworks.com/blog/2020/04/network-video-conferencing-security/
https://www.megameeting.com/news/best-practices-secure-video-conferencing/
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Code signing is the process of digitally signing executables and scripts to confirm the software
author and guarantee that the code has not been altered or corrupted since it was signed. This
provides users with the assurance that the software is legitimate and safe to install.
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The first step in forensic analysis is to collect the most volatile data, which is the information that
would be lost when the power is turned off or the system is rebooted. This includes the contents
of memory (RAM) and other temporary data that are stored in caches or buffers. A memory dump
captures this data and should be done before other less volatile data is collected, like hard drive
images or log files, to ensure the most accurate and comprehensive capture of the system's state
at the time of the incident.
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PAM (Privileged Access Management) is a solution that can increase the security posture of user
endpoints by providing more visibility and control over local administrator accounts. By
implementing PAM, removing users from the local administrators group, and prompting users for
explicit approval when elevated privileges are required, the security engineer can reduce the
attack surface, prevent unauthorized access, and enforce the principle of least privilege.
Implementing PAM, keeping users in the local administrators group, and enabling local
administrator account monitoring may not provide enough control or visibility over local
administrator accounts, as users could still abuse or compromise their privileges. Implementing
EDR (Endpoint Detection and Response) may not provide enough control or visibility over local
administrator accounts, as EDR is mainly focused on detecting and responding to threats, not
managing privileges. Enabling user behavior analytics may not provide enough control or visibility
over local administrator accounts, as user behavior analytics is mainly focused on identifying
anomalies or risks in user activity, not managing privileges. Verified Reference:
https://www.comptia.org/blog/what-is-pam https://partners.comptia.org/docs/default-
source/resources/casp-content-guide
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Introducing secure coding training directly addresses the root cause of recurring cross-site
scripting issues by educating developers about secure practices. This aligns with CASP+
objective 1.5, which includes mitigating software vulnerabilities by fostering a secure development
lifecycle and promoting best practices among development teams.
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SD-WAN (Software-Defined Wide Area Network) is a technology that allows organizations to use
multiple, low-cost Internet connections to create a secure and dynamic WAN. SD-WAN can
provide benefits such as lower costs, higher performance, and easier management compared to
traditional WAN technologies, such as MPLS (Multiprotocol Label Switching).

However, SD-WAN also introduces some potential risks, such as:

The reliability and security of the Internet connections, which may vary depending on the location,
provider, and traffic conditions.

The compatibility and interoperability of the SD-WAN hardware and software, which may come
from different vendors or use different standards.

The availability and quality of the SD-WAN provider's support, which may depend on the
provider's size, reputation, and outsourcing practices.

In this case, the CISO would most likely identify the risk that the SD-WAN provider uses a third
party for support, because this could:

Affect the organization's ability to resolve issues or request changes in a timely and effective
manner.

Expose the organization's network data and configuration to unauthorized or malicious parties.
Increase the complexity and uncertainty of the SD-WAN service level agreement (SLA) and
contract terms.
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Answer: B (A —vyt—T%EY)

Immutable infrastructure through containers ensures that the deployed systems remain consistent
and resistant to drift. Any changes require rebuilding and redeploying containers, eliminating
configuration inconsistencies. This aligns with CASP+ objective 2.2, which emphasizes
implementing scalable, secure system configurations.
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Hardening the engineering workstations using a consistent strategy would have the greatest
impact on reducing the attack surface. The workstations are running outdated and unsupported
operating systems, with no security controls, and inconsistent software installations, which
significantly increases the risk of exploitation. Hardening involves applying patches, reducing
unnecessary software, disabling unused services, and ensuring uniform security controls across
all systems. By addressing these vulnerabilities and inconsistencies, the overall security posture
improves significantly, which aligns with CASP+ best practices on reducing attack surfaces by
standardizing and securing endpoint configurations.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (Vulnerability Management,
System Hardening) CompTIA CASP+ Study Guide: Hardening Techniques and Attack Surface
Reduction
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Rules of engagement are legal documents that should be signed by all parties involved in an
assessment to ensure they understand their roles and responsibilities. Rules of engagement
define the scope, objectives, methods, deliverables, limitations, and expectations of an
assessment project. They also specify the legal and ethical boundaries, communication channels,
escalation procedures, and reporting formats for the assessment. Rules of engagement help to
avoid misunderstandings, conflicts, or liabilities during or after an assessment.
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The main rights for individuals under the GDPR are to:

allow subject access

have inaccuracies corrected

have information erased

prevent direct marketing

prevent automated decision-making and profiling

allow data portability (as per the paragraph above)

source: https://www.clouddirect.net/11-things-you-must-do-now-for-gdpr-compliance/ These are
two of the requirements of the GDPR (General Data Protection Regulation), which is a legal
framework that sets guidelines for the collection and processing of personal data of individuals
within the European Union (EU). The GDPR also requires data controllers to obtain consent from
data subjects, protect data with appropriate security measures, notify data subjects and
authorities of data breaches, and appoint a data protection officer.
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A.DLP

B. Mail gateway

C. Data flow enforcement

D. UTM

Answer: A (A —vt—U%&Y)

A DLP system is the best option for the company to mitigate the risk of losing its proprietary
enhancements to competitors. DLP stands for data loss prevention, which is a set of tools and
policies that aim to prevent unauthorized access, disclosure, or exfiltration of sensitive data. DLP
can monitor, filter, encrypt, or block data transfers based on predefined rules and criteria, such as
content, source, destination, etc. DLP can help protect the company's intellectual property and
trade secrets from being compromised by malicious actors or accidental leaks. Verified
Reference: https://www.comptia.org/training/books/casp-cas-004-study-guide ,
https://www.csoonline.com/article/3245746/what-is-dlp-data-loss-prevention-and-how-does-it-
work.html
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Non-repudiation ensures that a sender cannot deny having sent a message, achieved through
digital signatures provided by PKI. This aligns with CASP+ objective 3.2, emphasizing
cryptographic assurance in communication.
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The root cause of this issue is that the iOS keychain imported only the client public and private
keys, but not the CA certificate. A PKCS#12 file (.p12 or .pfx) is a file format that contains a
certificate and its private key, optionally protected by a password. A PKCS#12 file can also
contain intermediate certificates or root certificates that are needed to verify the certificate chain.
However, when importing a PKCS#12 file into the iOS keychain, only the certificate and its private
key are imported, not the CA certificate. This means that the iOS device cannot verify the
authenticity of the certificate, and displays the error message "mbedTLS: ca certificate
undefined". To fix this issue, the CA certificate needs to be imported separately into the iOS
keychain, either manually or using a configuration profile. Verified Reference:
https://developer.apple.com/documentation/devicemanagement/certificatepkcs12
https://support.apple.com/guide/deployment/distribute-certificates-depcdc9a6a3f/web
https://openvpn.net/fag/how-do-i-use-a-client-certificate-and-private-key-from-the-ios-keychain/
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Step by Step

Database activity monitoring (DAM) tracks user actions within databases and generates alerts for
anomalous behavior, such as unauthorized access to sensitive content.

Database field tokenization protects sensitive data but does not monitor access.

Database decoy involves creating fake data to detect misuse but is unrelated to monitoring.
Database integrity enforcement ensures data accuracy but does not generate access alerts.
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Executing the files in the sandbox on the web proxy is the best solution to reduce the risk of
employees downloading and opening malicious files from the internet. A sandbox is a secure and
isolated environment that can run untrusted or potentially harmful code without affecting the rest
of the system. By executing the files in the sandbox, the web proxy can analyze their behavior
and detect any malicious activity before allowing them to reach the corporate workstations.
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A. Kerberos

B. EAP

C. SAML

D. OAuth

E. TACACS+

Answer: (&% &RT~9 5)

OAuth, which stands for Open Authorization, is a standard for authorization that enables secure
token-based access. It allows users to grant a web application access to their information on
another web application without giving them the credentials for their account. OAuth is particularly
useful for rapid authentication, flexible authorization, ease of deployment, and offers high
functionality at a low cost, making it an ideal choice for new web-based applications. This
approach is well-suited for situations where web applications need to interact with each other on
behalf of the user, without sharing user's password, such as integrating a geolocation application
with Facebook. OAuth uses tokens issued by an authorization server, providing restricted access
to a user's data, which aligns with the objectives of rapid authentication, flexible authorization,
ease of deployment, and cost-effectiveness.
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Answer: B (A —vyt—T%EY)

Isolating the servers is the best immediate action to take after reporting the incident to the
management team, as it can limit the damage and contain the ransomware infection. Paying the
ransom is not advisable, as it does not guarantee the recovery of the data and may encourage
further attacks. Notifying law enforcement is a possible step, but not the next one after reporting.
Requesting that theaffected servers be restored immediately may not be feasible or effective, as it
depends on the availability and integrity of backups, and it does not address the root cause of the
attack. Verified Reference: https://www.comptia.org/blog/what-is-ransomware-and-how-to-protect-
yourself https://www.comptia.org/certifications/comptia-advanced-security-practitioner
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Wed 12 Dec 2020 10:00:03 Unknown sources is now enabled on this device.
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Answer: A (A —vyt—T%EY)
A lack of Mobile Device Management (MDM) controls can lead to successful attacks because
MDM solutions provide the ability to enforce security policies, remotely wipe sensitive data, and
managesoftware updates, which can prevent unauthorized access and protect corporate data.
Without MDM, personal devices are more vulnerable to security risks.
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Caching is the most appropriate solution to improve response time for static content, such as
sponsor-related data on the entry pages. Caching stores frequently accessed data closer to
users, reducing the need to retrieve it from the database repeatedly. This results in faster load

times, especially during high-traffic events. While scalability (horizontal or vertical) might address
overall system performance, caching specifically targets improving the speed of accessing static
content. CASP+ emphasizes caching as a performance optimization technique for handling high-
demand, static web content.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Performance
Optimization and Caching) CompTIA CASP+ Study Guide: Optimizing Web Application
Performance with Caching
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Step by Step
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Data labeling enables metadata tagging for data classification, which allows systems to filter, act,
and enforce policies based on the labels.

Data mapping is used for understanding data flows but does not support automation.

Log scraping and resource tagging are unrelated to enabling system actions based on data
classification.
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Deploying a web application firewall (WAF) signature is a way to detect and block attempts to
exploit the Heartbleed vulnerability on the web server. A WAF signature is a pattern that matches
a known attack vector, such as a malicious heartbeat request. By deploying a WAF signature, the
company can protect its web application from Heartbleed attacks until the underlying vulnerability
is fixed.

Updating the OpenSSL library is the ultimate way to fix and mitigate the Heartbleed vulnerability.
The OpenSSL project released version 1.0.1g on April 7, 2014, which patched the bug by adding
a bounds check to the heartbeat function. By updating the OpenSSL library on the web server,
the company can eliminate the vulnerability and prevent any future exploitation.

B : Fixing the PHP code is not a way to resolve or mitigate the Heartbleed vulnerability, because
the vulnerability is not in the PHP code, but in the OpenSSL library that handles the SSL/TLS
encryption for the web server.

C : Changing the web server from HTTPS to HTTP is not a way to resolve or mitigate the
Heartbleed vulnerability, because it would expose all the web traffic to eavesdropping and
tampering by attackers. HTTPS provides confidentiality, integrity, and authentication for web
communications, and should not be disabled for security reasons.

D : Using SSLv3 is not a way to resolve or mitigate the Heartbleed vulnerability, because SSLv3
is an outdated and insecure protocol that has been deprecated and replaced by TLS. SSLv3 does
not support modern cipher suites, encryption algorithms, or security features, and is vulnerable to
various attacks, such as POODLE.

E : Changing the code from PHP to ColdFusion is not a way to resolve or mitigate the Heartbleed
vulnerability, because the vulnerability is not related to the programming language of the web
application, but to the OpenSSL library that handles the SSL/TLS encryption for the web server.
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https://owasp.org/www-community/vulnerabilities/Heartbleed_Bug
https://heartbleed.com/

= #TERE: 110

T4V TEEBERIC DHOHEL—YT—DARRV R MOLBIZT VI EnFE LR, BEE
BA—H—DENOtXa) T EREBHZHEEICBATESLIICLEVWEEZATVET,
RLAREEDBVEREEIRDS b ENTTHA?

A.Web 574 v9 &R¥ET 5 WAF

B.1—H—¢IVT4T4DTEAMH

C.A—AINRT—KRZEETIH-DDEH

D. ¥v v I

Answer: B (A —vyt—T%EY)

User and entity behavior analytics (UEBA) is the best solution to monitor and detect unusual or
malicious activity by privileged users who failed the phishing exercise. UEBA uses machine
learning and behavioral analytics to establish a baseline of normal activity and identify anomalies
that indicate potential threats. UEBA can help detect compromised credentials, insider threats,
and advanced persistent threats that may evade traditional security solutions. The other options
are either irrelevant or less effective for the given scenario.
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Answer: B (A —vt—U%&9)
Step by Step
Creating an organizational risk register ensures the issue is documented and prioritized for
mitigation, aligning with risk management best practices.
Accepting the risk is not advisable due to the financial implications of failure.
Implementing network compensating controls does not address server reliability.
Purchasing insurance only offsets financial risk and does not ensure system functionality.
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Answer: A (A —vt—U%&Y)
In the context of a private cryptographic key suspected to be exposed, the best immediate action
is to revoke the certificate associated with that key. Revoking the certificate ensures that it cannot
be used toestablish new secure sessions, which prevents attackers from using the potentially
compromised key to impersonate or decrypt communications. The revocation process typically
involves updating the Certificate Revocation List (CRL) or leveraging the Online Certificate Status
Protocol (OCSP), both of which are used by clients to check the validity of certificates.
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OCSP stapling is a solution that allows the web server to provide a time-stamped OCSP
response signed by the CA along with the certificate during the TLS handshake, eliminating the
need for the client to contact the CA separately to validate the certificate. OCSP stapling can
reduce the delay caused by the certificate validation process by saving a round-trip between the
client and the CA. It can also improve the security and privacy of the certificate validation by
preventing potential attacks or tracking by malicious third parties. Verified Reference:
https://en.wikipedia.org/wiki/OCSP_stapling
https://www.digicert.com/knowledgebase/ssl-certificates/ssl-general-topics/what-is-ocsp-
stapling.html
https://www.entrust.com/knowledgebase/ssl/online-certificate-status-protocol-ocsp-stapling
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Foremost is a file-carving tool designed to recover specific file types, including PDFs, from disk
images. It is well-suited for this task because it can search a disk image for the headers and
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footers that define the start and end of a particular file type, which is essential for recovering
documents like PDFs.
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The cloud architecture team should implement Autoscaling (C), WAF (D) and Encryption (F).
Autoscaling (C) will ensure that the application is running at 70% capacity at all times. WAF (D)
will protect the application from DoS and DDoS attacks. Encryption (F) will protect the data from
unauthorized access and ensure that the sensitive workloads remain secure.
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A virtual next-generation firewall (VNGFW) is a software version of a NGFW that can be deployed
on cloud servers to provide advanced network security features. A vVNGFW can help secure the
cloud environment similarly to the infrastructure on premises by providing functions such as URL
filtering, SSL/TLS inspection, deep packet inspection, antivirus, IPS, application control, and
sandboxing. A web application firewall (WAF) is a device or software that filters and blocks
malicious web traffic from reaching an application. A WAF can help secure the web servers in the
cloud environment by protecting them from common attacks such as SQL injection, cross-site
scripting (XSS), and cross-site request forgery (CSRF). Microsegmentation is a technique that
divides a network into smaller segments or zones based on criteria such as identity, role, or
function. Microsegmentation can help secure the cloud environment by isolating different types of
servers and applying granular security policies to each segment.

A content delivery network (CDN) is a distributed system of servers that delivers web content to
users based on their geographic location, the origin of the content, and the performance of the
network. A CDN can help improve the availability and performance of web applications by
caching content closer to the users, reducing latency and bandwidth consumption. However, a
CDN does not provide the samelevel of security as a vVNGFW or a WAF. Software-defined WAN
(SD-WAN) is a technology that uses software to manage the connectivity and routing of wide area
network (WAN) traffic across multiple links or carriers. SD-WAN can help improve the reliability
and efficiency of WAN connections by dynamically selecting the best path for each application
based on factors such as bandwidth, latency, cost, and quality of service (QoS). However, SD-
WAN does not provide the same level of security as a vNGFW or a WAF. External vulnerability
scans are assessments that identify and report on the vulnerabilities and weaknesses of an IT
system from an external perspective. External vulnerability scans can help improve the security
posture of an IT system by providing visibility into its exposure to potential threats. However,
external vulnerability scans do not provide the same level of protection as a vYNGFW or a WAF.
Containers are units of software that package an application and its dependencies into a
standardized format that can run on any platform or environment. Containers can help improve
the portability and scalability of applications by allowing them to run independently from the
underlying infrastructure. However, containers do not provide the same level of security as
microsegmentation. Reference: [CompTIA Advanced Security Practitioner (CASP+) Certification
Exam Objectives], Domain 2: Enterprise Security Architecture, Objective 2.3: Implement solutions
for the secure use of cloud services
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Due care refers to the effort made by an ordinarily prudent or reasonable party to avoid harm to
another party. By not reporting the gaps in the inventory system, the assessor is neglecting their
responsibility and not exercising the due care that is expected of them, which could lead to legal
ramifications for non-compliance or other security breaches.
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Comprehensive and Detailed in-Depth
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Problem Statement:

The security administrator needs a solution that:

Securesmultiple subdomainsunder asingle domain name.

Simplifiesprivate key management.

UsesX.509 certificates, which are common forTLS/SSLin web environments.
Why the Correct Answer is C (Wildcard certificate):

AWildcard certificateallows thesame certificateto securemultiple subdomainsof a domain.
The format for a wildcard certificate is usually:

CopyEdit

*.example.com

This single certificate can cover:

hr.example.com

payroll.example.com

benefits.example.com
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It significantlyreduces administrative overheadsince onlyone certificate and one private keyare
needed.

In anX.509 context, a wildcard certificate is commonly used forweb servers that host multiple
subdomains.

Key Benefits of Wildcard Certificates:

Cost-Effective:One certificate forall subdomains.

Simplified Management:Oneprivate keyto secure multiple services.

Flexibility:Can addnew subdomainswithout issuing a new certificate.

Compatibility:Widely supported inweb servers and application frameworks.

Why the Other Options Are Incorrect:

A . Certificate revocation list (CRL):

A CRL is used tolist revoked certificatesand ensure they are no longer trusted.

It does notsecure multiple subdomainsormanage private keys.

B . Digital signature:

A digital signature is used toverify the integrity and authenticityof data.

It is not related tomanaging certificates or securing subdomains.

D . Registration authority (RA):

An RA is responsible forvalidating identity and issuing certificates.

It does not directly address theissue of securing multiple subdomains.

E . Certificate pinning:

Certificate pinning ensures that an application only trustsspecific public keysto preventMitM
attacks.

It does not providemulti-subdomain supportorsimplify key management.

Real-World Scenario:

An organization runs anHR portalwith multiple subdomains:

login.hr.example.com

docs.hr.example.com

support.hr.example.com

Implementing awildcard certificateallows the company tomanage a single certificatewhile covering
all these subdomains.

This reduces themaintenance workloadsince updates or renewals only need to be performed
onone certificate.

Example of a Wildcard Certificate in Practice:

Common Name (CN):

CopyEdit

*.hr.example.com

Usage:

Secures all subdomains within thehr.example.comnamespace.

Reduces thenumber of certificates neededfrom one per subdomain to justone wildcard certificate.
Visual Representation:

lua



CopyEdit
+ +
| Wildcard Certificate |

| (*.hr.example.com) |
+ +

+ + +

hr.example.com payroll.hr.example.com

benefits.hr.example.com

Asingle wildcard certificatecovers all subdomains underhr.example.com.

Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideemphasizes thatwildcard certificatesare an
efficient solution when securingmultiple subdomains under the same domain. They reduce the
complexity ofprivate key managementand streamline thecertificate deployment process.
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The company should implement OCSP stapling and HSTS to improve TLS performance and
enforce HTTPS. OCSP stapling is a technique that allows a server to provide a signed proof of
the validity of its certificate along with the TLS handshake, instead of relying on the client to
contact the certificate authority (CA) for verification. This can reduce the latency and bandwidth of
the TLS handshake, as well as improve the privacy and security of the certificate status. HSTS
stands for HTTP Strict Transport Security, which is a mechanism that instructs browsers to only
use HTTPS when connecting to a website, and to reject any unencrypted or invalid connections.
This can prevent downgrade attacks, man-in-the-middle attacks, and mixed content errors, as
well as improve the performance of HTTPS connections by avoiding unnecessary redirects.
Verified Reference:

https://www.techtarget.com/searchsecurity/definition/OCSP-stapling
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https://www.techtarget.com/searchsecurity/definition/HT TP-Strict-Transport-Security
https://www.cloudflare.com/learning/ssl/what-is-hsts/
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An API gateway is a management tool that sits between a client and a collection of backend
services. It acts as a reverse proxy to accept all application programming interface (API) calls,
aggregate the various services required to fulfill them, and return the appropriate result. API
gateways can enforce policies such as rate limiting and authentication to prevent unauthorized
access, making it an effective solution to prevent unauthorized API key sharing. By managing
APIs at the gateway level, organizations can ensure that API keys are used as intended and are
not shared or misused, addressing the need for secure management of API keys.
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Step by Step

CI/CD pipeline (Continuous Integration/Continuous Deployment) automates the testing, including
vulnerability scanning, for every code commit before deploying to production.

Code repository stores the code but does not handle scanning.

Integrated development environment (IDE) aids developers in writing and testing code but does
not enforce automated scanning.

Container orchestrator manages container deployment but does not directly address pre-
production scanning.
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Implementing decoy files on adjacent hosts is a technique that can entice the adversary to
uncover malicious activity, as it can lure them into accessing fake or irrelevant data that can
trigger an alert or reveal their presence. Decoy files are also known as honeyfiles or honeypots,
and they are part of deception technology. Deploying a SOAR (Security Orchestration Automation
and Response) tool may not entice the adversary to uncover malicious activity, as SOAR is
mainly focused on automating andstreamlining security operations, not deceiving attackers.
Modifying user password history and length requirements may not entice the adversary to
uncover malicious activity, as it could affect legitimate users and not reveal the attacker's actions.
Applying new isolation and segmentation schemes may not entice the adversary to uncover
malicious activity, as it could limit their access and movement, but not expose their presence.
Verified Reference: https://www.comptia.org/blog/what-is-deception-technology
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Soft delete allows blobs to be deleted, but the data remains accessible for a period of time before
it is permanently deleted. This allows the company to delete blobs as needed, while still affording
enough time for the backup process to complete. After the backup process is complete, the blobs
can be permanently deleted.
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Reference:

The AllowUsers configuration directive is an option for SSH servers that specifies which users are
allowed to log in using SSH. The directive can include usernames, hostnames, |IP addresses, or
patterns. The directive can also be negated with a preceding exclamation mark (!) to deny access
to specific users.

The logs show that there are multiple failed login attempts from different IP addresses using
different usernames, such as root, admin, test, etc. This indicates a brute-force attack that is
trying to guess the SSH credentials. To address this risk, the security analyst should modify the
AllowUsers configuration directive to only allow specific users or hosts that are authorized to
access the SSH jump server. This will prevent unauthorized users from attempting to log in using
SSH and reduce the attack surface.Reference: https://man.openbsd.org/sshd_config#AllowUsers
https://www.ssh.com/academy/ssh/brute-force
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Containerization is a technology that allows applications to run in isolated and portable
environments called containers. Containers are lightweight and self-contained units that include
all the dependencies, libraries, and configuration files needed for an application to run. Containers
can be deployed on any platform that supports the container runtime engine, such as Docker or
Kubernetes.

Containerization would allow the company to refactor a monolithic application to take advantage
of cloud native services and service microsegmentation to secure sensitive application
components, because containerization would:

Enable the application to be split into smaller and independent components (microservices) that
can communicate with each other through APIs or message queues.

Allow the application to leverage cloud native services, such as load balancers, databases, or
serverless functions, that can be integrated with containers through configuration files or
environment variables.

Enhance the security of the application by isolating each container from other containers and the
host system, and applying fine-grained access control policies and network rules to each
container or group of containers.

Ensure the portability of the application by enabling it to run on any cloud provider or platform that
supports containers, without requiring any changes to the application code or configuration.
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To securely operate the camera, the security analyst should recommend hardening the camera
configuration. This involves several steps:

Changing Default Credentials: Default usernames and passwords are a common vulnerability.
They should be replaced with strong, unique passwords.

Disabling Unnecessary Services and Ports: The numerous open ports and insecure protocols
should be reviewed, and any unnecessary services should be disabled to reduce the attack
surface.

Firmware Updates: Ensuring the camera's firmware is up to date will mitigate known
vulnerabilities.

Enable Encryption: If possible, enable encryption for both data in transit and at rest to protect the
video stream and other communications from interception.

This approach addresses the identified vulnerabilities directly and ensures that the device is more
secure. Simply sending logs to the SIEM or isolating the camera might not fully mitigate the risks
associated with default settings and open ports.

Reference:

CompTIA CASP+ CAS-004 Exam Objectives: Section 2.4: Implement security activities across
the technology life cycle.

CompTIA CASP+ Study Guide, Chapter 5: Implementing Host Security.
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A static code analyzer is a tool that analyzes computer software without actually running the
software. A static code analyzer can help developers find and fix vulnerabilities, bugs, and
security risks in their new applications while the source code is in its 'static' state. A static code
analyzer can help ensure that the code has close to zero defects and zero vulnerabilities by
checking the code against a set of coding rules, standards, and best practices. A static code
analyzer can also help improve the code quality, performance, and maintainability.

A : An open-source automation server is not a tool that can help ensure that the code has close to
zero defects and zero vulnerabilities. An open-source automation server is a tool that automates
various tasks related to software development and delivery, such as building, testing, deploying,
and monitoring. An open-source automation server can help speed up the CI/CD pipeline, but it
does not analyze or improve the code itself.
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C : Trusted open-source libraries are not tools that can help ensure that the code has close to
zero defects and zero vulnerabilities. Trusted open-source libraries are collections of reusable
code that developers can use to implement common or complex functionalities in their
applications. Trusted open-source libraries can help save time and effort for developers, but they
do not guarantee that the code is free of defects or vulnerabilities.

D : A single code repository for all developers is not a tool that can help ensure that the code has
close to zero defects and zero vulnerabilities. A single code repository for all developers is a
centralized storage location where developers can access and manage their source code files. A
single code repository for all developers can help facilitate collaboration and version control, but it
does not analyze or improve the code itself.
https://www.comparitech.com/net-admin/best-static-code-analysis-tools/
https://www.perforce.com/blog/sca/what-static-analysis
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Subject Alternative Name (SAN) is a part of the X.509 specification for SSL certificates that allows
multiple domain names to be protected under a single SSL certificate. Using SAN is the most
suitable option when a single Certificate Signing Request (CSR) needs to cover multiple
hostnames. It enables the security engineer to list all the required hostnames in one certificate,
ensuring secure communications for each listed entity without the need for separate certificates.
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The mismatch between the hostname sent via SNI and the certificate undermines the trust
relationship. Attackers can exploit this to conduct man-in-the-middle (MITM) attacks. This aligns
with CASP+ objective 1.4, which addresses managing vulnerabilities in secure communication
protocols.
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Nov 0823 W8add vpcuintud ]l Rosti WPCLOgs 224289449368 eni-379%ecdfl 10.0.5.52 472.32.6.66 443 63768 6 1 40 1604359182 1604359242 REJECT OK
Nov 02 23:19:44 vpcvirtualhost VPCLogs 224289449368 eni-379ecdfl 10.0.5.52 '172.832.6.66 443 58664 6 1 40 1604359182 1604359242 ACCEPT OK
Nov 02 23:19:46 vpcvirtualhost VPCLogs 224289449368 eni-37%ecdfl 10:0.5.52 1000.50.6 242 80 & 1 40 1604359182 1604359242 ACCEPT OK

Nov 02 23:19:47 vpcvirtualhost VPCLogs 224289449368 eni=37%ec4f1710,0.5.52'10.0.50.6 243 B1 6 1 40 1604359182 1604359242 REJECT OK

Nov 02 23:20:01 vpecvirtualhost VPCLogs 224289449368 eni-37%ec4fl 10.0.5.52 172.32.6.66 443 61593 6 1 40 1604359182 1604359242 ACCEPT OK
Nov 02 23:20:03 vpcvirtualhost VPCLogs 224289449368 eni-379%ecAfl 10.0.5.52 172.32.6.66 443 64279 6 1 40 1604359182 1604359242 ACCEPT OK
Nov 02 23:20:05 vpcvirtualhost VPCLogs 224289449368 emi-379ecdfl 10.0.5.52 10.0.50.6 244 82 1 40 1604359182 1604359242 REJECT OK

Nov 02 23:20:19 vpcvirtualhost VPCLeogs 224289449368 eni=379ecdfl 10.0.5.52 172.32.6.66 443 58783 6 1 40 1604359182 1604359242 ACCEPT OK
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Answer: B (A —vyt—T%EY)

The security analyst should remove the cipher TLS_DHE_DSS WITH_RC4_ 128 SHA to support
the business requirements, as it is considered weak and vulnerable to on-path attacks. RC4 is an
outdated stream cipher that has been deprecated by major browsers and protocols due to its
flaws and weaknesses. The other ciphers are more secure and compliant with secure-by-design
principles and PCI DSS. Verified Reference: https://www.comptia.org/blog/what-is-a-cipher
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Answer: D (A —vyt—T%EY)

A Content Delivery Network (CDN) is designed to serve content to end-users with high availability
and high performance. By implementing a CDN, the company can distribute the content across
multiple geographically dispersed servers, thereby reducing latency for users far from the West
Coast data centers, including those on the East Coast of the United States and in Europe.
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An immutable system is a system that does not change after it is deployed. Any changes or
updates are done by creating a new system from a common image or template and replacing the
old one. An immutable system meets the requirements of storing data outside of the VMs,
preventing unauthorized modifications to the VMs, and deploying a new VM if a change needs to
be done. An immutable system can improve the security, reliability, and consistency of the VMs
by avoiding configuration drift, human errors, or malicious tampering. An immutable system can
also simplify the deployment process and enable faster recovery from failures. Verified
Reference:
https://cloudinfrastructureservices.co.uk/vm-types-for-devops-pets-vs-cattle-vs-immutable/
https://www.digitalocean.com/community/tutorials/what-is-immutable-infrastructure
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Answer: C (A —vt—U%&Y)

Mobile application management (MAM) is a solution that allows the organization to control and
secure the approved collaboration applications and the data within them on personal devices.
MAM can prevent unstructured data from being exfiltrated by restricting the ability to move, copy,
or share data between applications. Multi-factor authentication (MFA) is a solution that requires
the user to provide more than one piece of evidence to prove their identity when accessing
corporate data. MFA can prevent data from being exfiltrated as a result of compromised
credentials by adding an extra layer of security. Digital rights management (DRM) is a solution
that protects the intellectual property rights of digital content by enforcing policies and
permissions on how the content can be used, accessed, or distributed. DRM can prevent
sensitive information in emails from being exfiltrated by encrypting the content and limiting the
actions that can be performed on it, such as forwarding, printing, or copying. Verified Reference:
https://www.manageengine.com/data-security/what-is/byod.html
https://www.cimcor.com/blog/7-scariest-byod-security-risks-how-to-mitigate
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Answer: C (A —vt—U%5&9)

In a shared responsibility model for PaaS, the customer's responsibility is OS security. PaaS
stands for Platform as a Service, which is a cloud service model that provides a platform for
customers to develop, run, and manage applications without having to deal with the underlying
infrastructure. The cloud provider is responsible for the physical security, network security, and
host infrastructure of the platform, while the customer is responsible for the security of the
operating system, the application, and the data. The customer needs to ensure that the operating
system is patched, configured, and protected from malware and unauthorized access. Verified
Reference:
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://www.techtarget.com/searchcloudcomputing/feature/The-cloud-shared-responsibility-
model-for-laaS-PaaS-and-SaaS
https://www.splunk.com/en_us/blog/learn/shared-responsibility-model.html
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Fuzz testing, or fuzzing, is a software testing technique that involves providing invalid,
unexpected, or random data as input to a computer program. The program is then monitored for
exceptions such as crashes, or failing built-in code assertions or for potential memory leaks. This
type of testing can help identify security vulnerabilities that could be exploited by malicious inputs.
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Stopping the Print Spooler service and setting the startup type to disabled is the best
configuration change to harden a domain controller against lateral movement attacks. The Print
Spooler service has been known to be vulnerable to remote code execution exploits that can
allow attackers to gain access to domain controllers and other sensitive machines. Disabling this
service can reduce the attack surface and prevent exploitation attempts.
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Answer: AB (A —vt—U%EY)

Option A (Origin assurance):Digital signatures ensure that the code originates from a trusted
source.

Option B (Integrity verification):Digital signatures verify that the code has not been tampered with
since it was signed.

Option C (Confidentiality):Digital signatures do not provide encryption or confidentiality.

Option D (DRMs):Digital signatures are not specifically related to Digital Rights Management.
Option E (Recipient verification):Digital signatures validate the sender, not the recipient.

Option F (Free of malware):While digital signatures verify integrity, they cannot guarantee that the
code is free of malware.

Reference:

CompTIA CASP+ Exam Objective 2.1: Implement cryptographic solutions to protect application
integrity.

CASP+ Study Guide, 5th Edition, Chapter 9, Digital Signatures and Code Signing.

Ex#TERE: 148
XAV TA T—FTIOMPI—FD—HZRST ROZEEZRRLET,

TXa)T4 7—FTV I —FDO))—RZEBTDHNERTILENHLIEEFIRD
EnTIH,

A 1 —HF—RICEFRBFOAFERATEET,

B. fYRELNRT—FEYR— T BHICE NRAT—FEHERCLFET,


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

C.20 XFZHBABDAXFEZANTERNELIICLET,

D. checkUserExists BI$(IZ/SXT— K RS A—S2 FEMLET,
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The code snippet presents a buffer size risk where the user input (username) is accepted without
limiting the number of characters, potentially leading to buffer overflow vulnerabilities. The best
solution is to implement input validation that limits the input to a maximum of 20 characters,
matching the buffer size defined in the code. This prevents overflow attacks by ensuring that user
input does not exceed the allocated memory space. Other options, like adding more parameters
or allowing alphanumeric characters, do not directly address the root cause of buffer overflow
vulnerabilities. CASP+ stresses the importance of proper input validation and bounds checking as
critical security measures.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Input Validation
and Buffer Overflow Prevention) CompTIA CASP+ Study Guide: Secure Coding Practices and
Input Validation Techniques
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A service level agreement (SLA) is the best option to set expectations between the security team
and business units within an organization. An SLA is a document that defines the scope, quality,
roles, responsibilities, and metrics of a service provided by one party to another. An SLA can help
align the security team's objectives and activities with the business units' needs and expectations,
as well as establish accountability and communication channels. Verified Reference:
https://www.comptia.org/training/books/casp-cas-004-study-guide ,
https://searchitchannel.techtarget.com/definition/service-level-agreement
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The Chief Information Security Officer (CISO) should highlight social engineering as an area of
increased vulnerability due to the lack of completion of security awareness training by employees.
Social engineering attacks exploit human behavior, and employees who are not adequately
trained are more likely to fall victim to phishing, pretexting, and other types of social engineering
tactics. Increasing awareness and training helps employees recognize and respond appropriately
to these threats.

Reference:

CompTIA CASP+ CAS-004 Exam Objectives: Section 4.3: Understand how to conduct risk
management activities.

CompTIA CASP+ Study Guide, Chapter 9: Risk Management and Incident Response.
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Passwordless authentication is an authentication method that does not require the user to enter a
password. Instead, it relies on alternative forms of verification, such as biometric readers
(fingerprint or facial recognition), proximity badge entry systems, and hardware security tokens.
These technologies provide a means to authenticate users with higher assurance levels and
would benefit the most from the use of the mentioned devices and methods.
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B . Log aggregator: A log aggregator is a tool that collects, parses, and stores logs from various
sources, such as devices, applications, servers, etc. A log aggregator can help meet the
requirement of retaining logs for 365 days by providing a centralized and scalable storage
solution1 .

D . PAM: PAM stands for privileged access management. It is a technology that controls and
monitors the access of privileged users (such as administrators) to critical systems and data.
PAM can help meet the requirement of controlling and tracking privileged user access by
enforcing policies such as least privilege, multifactor authentication, password rotation, session
recording, etc. .

F . SIEM: SIEM stands for security information and event management. It is a technology that
analyzes and correlates logs from various sources to detect and respond to security incidents.
SIEM can helpmeet the requirement of identifying ransomware threats and zero-day
vulnerabilities by providing real-time alerts, threat intelligence feeds, incident response workflows,
etc. .
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Step by Step

IAST (Interactive Application Security Testing): Combines both dynamic and static testing
techniques and is highly suited for securing SaaS applications by providing insights into runtime
and code-level issues.

DAST (Dynamic Application Security Testing): Focuses on runtime vulnerabilities but lacks code-
level analysis.

SAST (Static Application Security Testing): Analyzes source code but does not address runtime
vulnerabilities.

ZAP (OWASP ZAP) is a DAST tool similar to Burp Suite, providing redundant functionality rather
than new protections.
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Defining ACLs in a CSP relies on software-defined networking. Software-defined networking
(SDN) is a network architecture that decouples the control plane from the data plane, allowing for
centralized and programmable network management. SDN can enable dynamic and flexible
network configuration and optimization, as well as improved security and performance. In a CSP,
SDN can be used to define ACLs that can apply to virtual networks, subnets, or interfaces,
regardless of the physical infrastructure. SDN can also allow for granular and consistent ACL
enforcement across different cloud services and regions. Verified Reference:
https://www.techtarget.com/searchsdn/definition/software-defined-networking-SDN
https://learn.microsoft.com/en-us/azure/architecture/guide/networking/network-security
https://www.techtarget.com/searchcloudcomputing/definition/cloud-networking
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Answer: (A& %RTd 5)
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The process that involves searching and collecting evidence during an investigation or lawsuit is
e-discovery. E-discovery stands for electronic discovery, which is the process of identifying,
preserving, collecting, processing, reviewing, analyzing, and producing electronically stored
information (ESI) that is relevant to a legal matter. E-discovery can be used for civil litigation,
criminal prosecution, regulatory compliance, internal investigations, and other purposes. E-
discovery can help parties obtain evidence from various sources, such as emails, documents,
databases, social media, cloud services, mobile devices, and others. Verified Reference:
https://www.techtarget.com/searchsecurity/definition/electronic-discovery
https://www.edrm.net/frameworks-and-standards/edrm-model/
https://www.law.cornell.edu/wex/electronic_discovery_(federal)
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Answer: A (A —vt—T %Y

A secrets management tool is a tool that helps companies securely store, transmit, and manage
sensitive digital authentication credentials such as passwords, keys, tokens, certificates, and
other secrets. A secrets management tool can help prevent secrets sprawl, enforce business
policies, and inject secrets into pipelines. A secrets management tool can also help protect
secrets from unauthorized access, leakage, or compromise by using encryption, tokenization,
access control, auditing, and rotation. A secrets management tool is a recommended solution for
replacing the company's monolithic software application with a containerized solution, because it
can provide a centralized and consistent way to manage secrets across multiple containers and
environments.

B . Saving secrets in key escrow is not a recommended solution for replacing the company's
monolithic software application with a containerized solution, because it does not address the
operational challenges of managing secrets for containers. Key escrow is a process of storing
cryptographic keys with a trusted third party that can release them under certain conditions. Key
escrow can be useful for backup or recovery purposes, but it does not provide the same level of
security and automation as a secrets management tool.

C . Storing the secrets inside the Dockerfiles is not a recommended solution for replacing the
company's monolithic software application with a containerized solution, because it exposes the
secretsto anyone who can access the Dockerfiles or the images built from them. Storing secrets
inside the Dockerfiles is equivalent to hardcoding them into the application code, which is a bad
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practice that violates the principle of least privilege and increases the risk of secrets leakage or
compromise.

D . Running all Dockerfiles in a randomized namespace is not a recommended solution for
replacing the company's monolithic software application with a containerized solution, because it
does not address the issue of storing and managing secrets for containers. Running Dockerfiles
in a randomized namespace is a technique to avoid name conflicts and collisions between
containers, but it does not provide any security benefits for secrets.
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In this case, the security engineer is assessing a web application that uses SAML, and dynamic
analysis (also known as DAST - Dynamic Application Security Testing) is the most appropriate
method toidentify potential authentication issues. Dynamic analysis tests the application in a
runtime environment, allowing the engineer to identify vulnerabilities that arise during actual
application execution, such as SAML misconfigurations or other authentication weaknesses. This
is more effective for finding authentication issues compared to static analysis, which only reviews
code without execution. CASP+ highlights the importance of dynamic testing in identifying real-
world vulnerabilities, especially in web applications.

Reference:
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CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Dynamic
Testing for Web Applications) CompTIA CASP+ Study Guide: Authentication Testing in Web
Applications with Dynamic Analysis
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Answer: (&% &RT9 5)

A governance program that rates suppliers based on their access to data, the type of data, and
how they access the data is the best way to manage the risk of handling and security of customer
data by third parties. This allows the company to assign key controls that are reviewed and
managed based on thesupplier's rating and report findings to the relevant units and risk teams.
Verified Reference: https://www.comptia.org/training/books/casp-cas-004-study-guide ,
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1/third-party-risk-management
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Answer: C (A —vyt—T%EY)

TheCompTIA SecurityX CAS-005 Official Study Guidespecifies thatALEis a critical risk
management metric used to understand the financial impact of a recurring loss. By accurately
calculating theSingle Loss Expectancy (SLE)and considering theAnnual Rate of Occurrence
(ARO), companies can make informed decisions about budgeting for potential losses.
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A hybrid laaS solution in a single-tenancy cloud is the best option for the company to meet the
computing demand while complying with healthcare standards for virtualization and cloud
computing. A hybrid laaS solution allows the company to use both on-premises and cloud-based
resources to scale up its capacity and performance. A single-tenancy cloud ensures that the
company's data and applications are isolated from other customers and have dedicated
resources and security controls. Verified Reference: https://www.comptia.org/training/books/casp-
cas-004-study-guide , https://www.hhs.gov/hipaa/for-professionals/special-topics/cloud-
computing/index.html
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Field masking is a technique that hides or obscures part of the information in a data field, such as
a password, credit card number, or social security number. Field masking can be used to protect
sensitive or confidential data from unauthorized access or disclosure, while still allowing
authorized users to view or verify the data.

Field masking should be implemented to authenticate employees who call in remotely by allowing
the help desk staff to view partial information about employees, because field masking would:
Enable the help desk staff to verify the identity of the employees by asking them to provide some
characters or digits from their data fields, such as their employee ID or email address.

Prevent the help desk staff from viewing the full information about employees, which may be
considered sensitive and subject to privacy regulations or policies.

Reduce the risk of data leakage, theft, or misuse by limiting the exposure of sensitive data to only
those who need it.
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Answer: (&% &RT9 5)

A non-disclosure agreement (NDA) is crucial when external parties are provided access to
sensitive company devices or information. The absence of an NDA poses a risk that confidential
information could be disclosed by the service provider. Therefore, ensuring an NDA is in place
with the company that supports sensitive devices would be a key risk identified in the contract.
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A. grep -v "M[0-9K12}(?:[0-9{3})?$ Z 7 A L

B. grep "M4[0-91{12}(?:[0-9]{3})?$' 7 71 L

C. grep "6(?:011|5[0-9){2})[0-9){12}?' 7 71 )L

D. grep -v '"*6(?:011|5[0-9){2})[0-9{12}?' 77 1 JL

Answer: (&% &RT9 5)

Comprehensive and Detailed in-Depth

Context:

The forensic analyst needs to identifycredit card datain compromised files.

The most common credit card formats include:

Visa:Starts with4, followed by12 to 16 digits.

MasterCard:Starts with51 to 55, followed by16 digits.

Discover:Starts with6011, followed by16 digits.

American Express (AMEX):Starts with34 or 37, followed by15 digits.

In this case, the question focuses on detectingVisa credit card numbers.

Breakdown of the Correct Command (Answer B):

Command:

grep '"M[0-9]{12}(?:[0-9]{3})?$' file

A4: Matches strings thatstart with the number 4(indicating a Visa card).

[0-9]{12}: Matchesexactly 12 digitsafter the starting 4.

(7:[0-9]{3})?: Matchesan optional group of 3 additional digits(making it15 or 16 digitstotal).
$: Matches theend of the line.

grep:Searches for patterns in the specifiedfile.

The command specifically looks forVisa card numberswith the format:

13 digits:4XXXXXXXXXXXX

16 digits:4XXXXXXXXXXXXXXX

Why the Other Options Are Incorrect:

A . grep -v '"M[0-9]{12}(?:[0-9]{3})?$' file'

The -v option in grepinverts the match, meaning it would display all linesnot matchingthe pattern.
This isnot usefulfor finding credit card numbers, as it would list irrelevant data.
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C . grep '"*6(?:011|5[0-9]{2})[0-9]{12}?" file'

This pattern matchesDiscover card numbersstarting with6011orMasterCard numbersstarting
withS, both of which are not the target as the question clearly indicates a Visa card pattern.

D . grep -v "*6(?:011|5[0-9{2})[0-9]{12}?' file'

This also uses the-vflag to invert the search, excludingDiscover and MasterCard numbersrather
thanVisa.

Again, not relevant to finding the specific pattern of interest.

Real-World Use Case:

When conductingforensic analysisafter a data breach, it's crucial to search forpatterns that match
sensitive informationsuch as credit card numbers. Using preciseregular expressions
(regex)ensures that the analyst accurately detects potential data leakage.

Extract from CompTIA SecurityX CAS-005 Study Guide:

According to theCompTIA SecurityX CAS-005 Official Study Guide, forensic analysts should
usepattern matching tools like grepto identify leaked sensitive data efficiently. The guide
emphasizes usingappropriate regex patternsto detectcredit card numbers, specifically mentioning
the importance of correctly identifying the number format to avoid false positives.
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Change management is a systematic approach to dealing with the transition or transformation of
an organization's goals, processes, or technologies. In the context of implementing a Data Loss
Prevention (DLP) solution and ensuring that authorized modifications are well-planned and
executed, change management is critical. It ensures that changes are introduced in a controlled
and coordinated manner to minimize the impact on service quality and mitigate risks associated
with the changes.
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Answer: (fAZEZ%RTT 5)

The data owner is best qualified to classify systems and data in accordance with external
requirements. The data owner is responsible for determining how data should be classified based
on its sensitivity, value, and regulatory requirements. They have the authority to decide on
classification levels such as public, confidential, or secret, and ensure compliance with external
standards. Other roles, like data custodians or processors, support the implementation of data
management, but the data owner has the final responsibility for classification. CASP+ highlights
the role of data owners in determining data classification and ensuring compliance with external
requirements.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (Data Classification and
Data Owner Responsibilities) CompTIA CASP+ Study Guide: Data Classification and
Governance Responsibilities of the Data Owner
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Firewall

File server
Authentication server
Email proxy

VPN concentrator ("
Database E‘.c;?cmpTlA

Workstation
I Workstation
Workstation

Answer:

See the solution in explanation part
Explanation:

LAN:

Workstation

Workstation

Shared Services Zone:
File server
Authentication server
Database server
Screened Subnet (DMZ):
Web server

Email proxy




VPN concentrator

Let's Map Them by Zone

LAN (Top Right, 2 boxes) - Workstations only

Workstation

Workstation

Shared Services Zone (Middle Row) - Internal-use servers
File server

Authentication server

Database server

Screened Subnet / DMZ (Bottom Row) - Public-facing services
Web server

Email proxy

VPN concentrator

YRemaining Workstations:

Go in theLAN(you'll have two more slots)

/Final Assignment:

LAN (Top Right)

Workstation

Workstation

Shared Services Zone (Middle Row)

File server

Authentication server

Shared Services Zone (Middle Row)

Database server

WorkstationX —This is not allowed!(Needs to go elsewhere)
So we must placeall 4 workstationsinto theLAN, and all 3 internal servers into themiddlerow.
Corrected Mapping:

LAN (Top Right - 2 slots)

Workstation

Workstation

Middle Row (Shared Services Zone - 2 boxes)

File server

Authentication server

Bottom Row (Shared Services or DMZ - 3 boxes)
Database server

Web server

Email proxy / VPN concentrator
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Event g L - Y ; "y b
D Device |Process Classification|Threat type Action
-=a|CRE e - i . - g .
2142773 ws002 |Pe2ECry.exe Inconclusive |[Create Allowed
— - R . " - - :
2142755 w002 |3%eTrinit.exe Inconclusive |Connect Allowed
~as|CPE" =~ L 73 ]
2142734 w002 NO-AV.&xe Suspicious Halt process Allowed
002
. ' i
2152118 i explorer.exe Inconclusive
wallo E
cxans |SPET e T I =
2152101f "7 ... [powershell.exe |Likely safe |
SUil0 5- "
214265%6| . LEkel® QAL "[Process execution |allowed
ws002 u B
I - - " W . . P ——
2Y92T713) - Ma¥cious Create Blocked
walU<Lbo
2152755 31::’2 Incenclusive Connect Allowed
=-<JaC
“ cat= 2. = ;
215293% - NE-AV.ex# Suspicious Halt process Quarantined
m=028
2142685 ;i:..,\ userinit.exe Malicious Create process Blocked
vida
cpt- . sy o -9 3
2153855] * ... |;avaw.exe Likely safe Connect Allowed
- Y
walse n

SUHLIITIIRDEDTNARETOCLRTHEELFEL=N?

A. cpt-ws018_ powershell.exe

B. cpt-ws026_ DearCry.exe

C. cpt-ws002  NO-AV.exe

D. cpt-ws026_, NO-AV.exe

E. cpt-ws002_  DearCry.exe

Answer: D (A —vt—T%#EY)

The EDR output shows the process tree of the ransomware infection. The root node is NO-
AV.exe, which is a malicious executable that disables antivirus software and downloads the
DearCry ransomware. The NO-AV.exe process was launched on cpt-ws026 by a user named
John. The DearCry.exe process was then launched on cpt-ws026 by NO-AV.exe and propagated
to other devices via SMB. Therefore, the ransomware originated from cpt-ws026 and NO-AV .exe.
Verified Reference:
https://www.microsoft.com/security/blog/2021/03/12/analyzing-dearcry-ransomware-the-first-
attack-to-exploit-exchange-server-vulnerabilities/
https://www.crowdstrike.com/blog/dearcry-ransomware-analysis/
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C.ISA

D. MOU

Answer: (fAZE%RTd 5)

A Service Level Agreement (SLA) is the document used to specify due dates for the remediation
of high- and critical-priority findings. SLAs outline the responsibilities of the service provider,
including time frames for addressing issues or vulnerabilities, based on their severity. By setting
clear timelines for remediation, SLAs ensure that critical security vulnerabilities are addressed in
a timely manner. CASP+ emphasizes the importance of SLAs in maintaining accountability for
security operations and ensuring compliance with organizational security policies.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (SLAs and Security
Management) CompTIA CASP+ Study Guide: SLAs for Security Vulnerability Management
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Answer: B (A —vyt—T#ET)

Framework codeprovides a standardized structure and set of conventions that all team members
can follow, ensuring consistency in coding styles across the development team.
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Option A (Chain of custody): This relates to tracking and managing code changes for
accountability, not standardizing coding styles.

Option C (Two-person integrity): Ensures review and approval for code changes but does not
enforce uniform coding styles.

Option D (Code coverage for unit testing): Focuses on test quality rather than addressing
inconsistent coding styles.

Reference:

CompTIA CASP+ Exam Objective 3.3: Apply software development security best practices.
CASP+ Study Guide, 5th Edition, Chapter 8, Secure Software Development.

E#fERE: 180

AEEF1)TAEEICKY BE AV FIT—9 R4y FEETET H-OIZIRIEAT Telnet A
FRINTWAIENHBALELE, CNEDTNAIRICATA VT 5-OICFERINETL—
UTERAMDERBEREHINT DHICIE  ROEDY—IEFERT ILELHY FTITH,

A J7Y—

B.AYNI—Y I T4 90 T7FZ4H—

C.HTTPA >3 —+ T2 —

D. R— b XF¥vF—

E.\RD—KUS5vh—

Answer: B (A —vyt—T%EY)

A network traffic analyzer (also known as a packet sniffer) is the best tool to identify credentials
being transmitted in plaintext, such as those used in Telnet sessions. Since Telnet transmits data
without encryption, a network traffic analyzer can capture the traffic between the client and the
network switches, revealing sensitive information, including login credentials, in clear text. This
tool helps identify insecure protocols and enables remediation by switching to encrypted
alternatives like SSH. CASP+ highlights the importance of using secure protocols and tools like
traffic analyzers to identify vulnerabilities in network communications.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Network Traffic
Analysis and Insecure Protocols) CompTIA CASP+ Study Guide: Monitoring Network Traffic for
Plaintext Credentials
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Answer: B (A —vt—U %KY

To prevent similar issues from occurring again, the CISO should create an effective
communication plan and ensure all employees are aware of it. A clear communication plan
ensures that critical security information, such as breaches or vulnerabilities, is promptly
communicated to the right stakeholders (e.g., the CEO) in a timely manner, preventing situations
where the media reports on breaches before internal teams are fully informed. CASP+
emphasizes the importance of having structured communication protocols during security
incidents to ensure accurate and timely responses.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Incident
Communication Plans) CompTIA CASP+ Study Guide: Developing and Implementing Effective
Incident Communication Plans
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GoShiken.com CAS-004-JPN RERFEIREII R T, BENEE TSI VET , &RFTD
GoShiken.com CAS-004-JPN fREE %47 Y LT HAEXT B 5
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html (62030%OFFRIREE A &

IEfftZ T 30%wHAIE5 10— K: Freepdfdumps)
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Answer: B (A —vyt—T%EY)

Comprehensive and Detailed Step by Step
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SAML (Security Assertion Markup Language)is a standard for single sign-on (SSO) that provides
centralized authentication and authorization, ensuring SaaS access is governed by organizational
policies.

SLDAP (Secure LDAP)focuses on directory services but does not centralize SaaS product
access.

VDI (Virtual Desktop Infrastructure)is unrelated to SaaS authentication.

TACACS (Terminal Access Controller Access-Control System)is more suited for network devices.
Reference:

CompTIA CASP+ Exam Objective 2.3: Implement authentication and authorization technologies.
CASP+ Study Guide, 5th Edition, Chapter 6, Identity and Access Management.
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Answer: C (A —vyt—T%REY)

The SIEM events show that powershell.exe was executed on multiple endpoints with an outbound
connection to 40.90.23.154, which is an IP address associated with malicious activity. This could
indicate a malware infection or a command-and-control channel. The best response action is to
configure the forward proxy to block 40.90.23.154, which would prevent further communication
with the malicious IP address. Disabling powershell.exe on all endpoints may not be feasible or
effective, as it could affect legitimate operations and not remove the malware. Restarting
Microsoft Windows Defender may not detect or stop the malware, as it could have bypassed or
disabled it. Disabling local administrator privileges on the endpoints may not prevent the malware
from running or communicating, as it could have escalated privileges or used other methods.
Verified Reference: https://www.comptia.org/blog/what-is-a-forward-proxy
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Answer: D (A —vyt—T%EY)

Implementing an ongoing, third-party software and library review and regression testing is the
best way to maximize risk reduction from vulnerabilities introduced by OpenSSL. Third-party
software and libraries are often used by developers to save time and resources, but they may
also introduce security risks if they are not properly maintained and updated. By reviewing and
testing the third-party softwareand library regularly, the company can ensure that they are using
the latest and most secure version of OpenSSL, and that their proprietary software is compatible
and functional with it.
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Answer: (fRZEZ%RTT B)

The company should use CASB for OAuth application permission control to help prevent this type
of attack in the future. CASB stands for cloud access security broker, which is a software tool that
monitors and enforces security policies for cloud applications. CASB can help control which third-
party applications can access the company's cloud file storage service and what permissions they
have. CASB can also detect and block any unauthorized or malicious applications that try to
access the company's data. Verified Reference:
https://www.kaspersky.com/resource-center/threats/how-to-avoid-social-engineering-attacks
https://www.eccouncil.org/cybersecurity-exchange/ethical-hacking/understanding-preventing-
social-engineering-attacks/
https://www.indusface.com/blog/10-ways-businesses-can-prevent-social-engineering-attacks/
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Step by Step

A: Randomizing the keypad reduces the risk of shoulder-surfing attacks by eliminating predictable
patterns.

C: Randomization increases the cognitive load on users, making it harder to input numbers
quickly.

D: Additional computational power is minimal and not typically a trade-off.

E and F: Remembering access numbers or weak passwords are unrelated to keypad
randomization.
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Comprehensive and Detailed in-Depth

Understanding the Risk Levels:

Inherent Risk:

Theoriginal riskbefore any controls or mitigation measures are applied.

In this scenario, it represents therisk of automated purchases without CAPTCHA.

Residual Risk:

Theremaining riskaftermitigation strategieshave been applied.

After implementing CAPTCHA, some risk remains asCAPTCHA systems can be
bypassedorhuman-operated botsmay still make purchases.

Mitigated Risk:

A risk that has beenreduced or managedeffectively.

While CAPTCHAmitigatesthe issue, it does noteliminateit.

Low Risk:

A risk that is consideredminordue to effective mitigation or low impact.

CAPTCHA reduces risk but does not guarantee it is low.

Transferred Risk:

A risk that has beenshifted to another entity, such asoutsourcing or insurance.

Implementing CAPTCHA does nottransfer riskbut ratherreduces it directly.

Why the Correct Answer is D (Residual):

Implementing CAPTCHAreduces the number of automated purchases, but therisk is not entirely
eliminated.

There is always aresidual riskbecause:

Advanced botsmay bypass CAPTCHA systems.

Human-assisted purchasesmight still occur, as attackers might hire people to complete
CAPTCHAs.

Therefore, the risk after implementing the CAPTCHA system isresidual, assome potential for
automated purchases remains.

Why the Other Options Are Incorrect:
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A . Inherent:

Inherent risk existsbeforeany mitigating actions, like CAPTCHA implementation.

Since the CAPTCHA is already suggested, we are addressing theresidual risk.

B . Low:

While CAPTCHA reduces the risk, itdoes not eliminate it completelyor make it negligible.
Attackers can stillbypass CAPTCHAusing more sophisticated methods.

C . Mitigated:

The CAPTCHA reduces risk butdoes not fully mitigate it.

The termmitigatedimplies a more comprehensive reduction than what CAPTCHA alone can
provide.

E . Transferred:

There isno transfer of riskto another party or system.

CAPTCHA directlymitigatesrisk rather than shifting responsibility.

Real-World Scenario:

Whenpopular productsare released (like new GPUs), attackers usebotsto make bulk purchases.
Retailers implementCAPTCHA systemsto prevent automated orders.

However,bot developerscontinuously innovate tobypass CAPTCHA, leaving some level ofresidual
risk.

Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guidedefinesresidual riskas therisk that remains
after controls are implemented. Implementing aCAPTCHAsystem reduces thelikelihoodof
automated purchases butdoes not fully eliminate the threat, thus leaving aresidual risk.
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In a PaaS implementation, the provider offers relief to the organization's teams by sharing in
many of the operational duties related to the application/platform software. The provider is
responsible for securing and maintaining the underlying infrastructure, operating systems,
middleware, runtime environments, and other software components that support the platform and
the applications running on it. The provider also handles tasks such as patching, updating,
scaling, and backing up the platform software.

A . Application-specific data assets are the responsibility of the organization in a PaaS
implementation. The organization owns and controls its own data and must ensure its
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confidentiality, integrity, and availability. The organization must also comply with any applicable
data protection laws and regulations.

B : Application user access management is the responsibility of the organization in a PaaS
implementation. The organization must define and enforce its own policies and procedures for
granting, revoking, and monitoring access to its applications and data. The organization must
alsoensure that its users follow security best practices such as strong passwords and multifactor
authentication.

C . Application-specific logic and code are the responsibility of the organization in a PaaS
implementation. The organization must develop, test, deploy, and manage its own applications
using the tools and services provided by the platform. The organization must also ensure that its
applications are secure, reliable, and performant.
https://www.techtarget.com/searchcloudcomputing/feature/The-cloud-shared-responsibility-
model-for-laaS-PaaS-and-SaaS
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The Security Content Automation Protocol (SCAP) is a method for using specific standards to
enable automated vulnerability management, measurement, and policy compliance evaluation.
Using SCAP can help to identify vulnerabilities, including those without standard definitions, and
ensure they are tracked and managed effectively.
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Answer: D (A —vyt—T%EY)

SaaS, or software as a service, is the solution that can best fulfill the requirements of having the
lowest RTO possible, the least shared responsibility possible, and patching as a responsibility of
the CSP. SaaS is a cloud service model that provides users with access to software applications
hosted and managed by the CSP over the internet. SaaS has the lowest RTO (recovery time
objective), which is the maximum acceptable time for restoring a system or service after a
disruption, because it does not require any installation, configuration, or maintenance by the
users. SaaS also has the least shared responsibility possible because most of the security
aspects are handled by the CSP, such as patching, updating, backup, encryption, authentication,
etc.
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Theddtool creates a bit-for-bit copy of a hard drive, preserving its contents exactly as they are.
This is essential for forensic analysis, as it ensures the integrity of evidence. This aligns with
CASP+ objective 5.2, which emphasizes forensic tools and techniques for preserving and
analyzing digital evidence.
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For a successful Data Loss Prevention (DLP) strategy, the first step is data classification. Data
classification involves identifying and categorizing data based on its sensitivity and importance,
which allows the DLP system to apply appropriate security controls to protect critical or sensitive
information. Without proper data classification, it is difficult to implement effective DLP policies.
While tokenization, network traffic analysis, and multifactor authentication can contribute to data
security, classification is fundamental to building a targeted and effective DLP strategy. CASP+
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highlights the importance of identifying and categorizing data as a key part of securing sensitive
information and preventing data breaches.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Data Loss
Prevention and Data Classification) CompTIA CASP+ Study Guide: DLP Strategies and Data
Classification
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Answer: (fRZ % RTd 5)

Data loss prevention (DLP) is the best option to resolve the board's concerns for this email
migration. DLP is a set of tools and policies that aim to prevent unauthorized access, disclosure,
or exfiltration of sensitive data. DLP can monitor, filter, encrypt, or block email messages based
on predefined rules and criteria, such as content, sender, recipient, attachment, etc. DLP can help
protect transactions, customer data, and company information from being compromised by
malicious actors or accidental leaks. Verified Reference:
https://www.comptia.org/training/books/casp-cas-004-study-guide ,
https://www.csoonline.com/article/3245746/what-is-dIp-data-loss-prevention-and-how-does-it-
work.html
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Answer: D (A —vyt—T%REY)

Visitor logs would be the best additional method for identifying individuals who enter the building
in the event of a camera system failure. Visitor logs track who enters and exits a secured facility,
providing a record that can be cross-referenced with security events, like the discovery of a
suspicious flash drive. In this case, reviewing the visitor logs could help identify the vendor
representative who dropped the flash drive. CASP+ highlights the importance of physical security
measures, such as logging and auditing access to facilities, to complement digital security
controls.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Physical
Security and Access Control Logs) CompTIA CASP+ Study Guide: Physical Security and Incident
Response Procedures
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GoShiken.com CAS-004-JPN RERFEIREIEHZIT T, MENER TS IVET , &HD
GoShiken.com CAS-004-JPN IREEZE S Y T DAL B 5:
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html (62030%OFFRIRE%E A &
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Answer: C (A —vt—T#ET)

PCI DSS (Payment Card Industry Data Security Standard) is a standard that provides the best
guidance for protecting credit card information while it is at rest and in transit. PCI DSS is a
standard that defines the security requirements and best practices for organizations that process,
store, or transmit credit card information, such as merchants, service providers, or acquirers. PCI
DSS aims to protect the confidentiality, integrity, and availability of credit card information and
prevent fraud or identity theft. NIST (National Institute of Standards and Technology) is not a


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

standard that provides the best guidance for protecting credit card information, but an agency that
develops standards, guidelines, and recommendations for various fields of science and
technology, including cybersecurity. GDPR (General Data Protection Regulation) is not a
standard that provides the best guidance for protecting credit card information, but a regulation
that defines the data protection and privacy rights and obligations for individuals and
organizations in the European Union or the European Economic Area. ISO (International
Organization for Standardization) is not a standard that provides the best guidance for protecting
credit card information, but an organization that develops standards for various fields of science
and technology, including information security. Verified Reference:
https://www.comptia.org/blog/what-is-pci-dss https://partners.comptia.org/docs/default-
source/resources/casp-content-guide
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A content delivery network (CDN) is a geographically distributed network of servers that can
cache content close to end users, allowing for faster and more efficient delivery of web content,
such as images, videos, and streaming media. A CDN can also handle an increase in customer
demand of resources, provide high-quality streaming media, and create a user-friendly interface
by reducing latency and bandwidth consumption. A CDN can also improve the security and
availability of the website by mitigating DDoS attacks and providing redundancy. Verified
Reference:

https://www.cloudflare.com/learning/cdn/what-is-a-cdn/
https://learn.microsoft.com/en-us/azure/cdn/cdn-overview
https://en.wikipedia.org/wiki/Content_delivery network
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The company using the wrong port is the most likely root cause of why secure LDAP is not
working. Secure LDAP is a protocol that provides secure communication between clients and
servers using LDAP (Lightweight Directory Access Protocol), which is a protocol that allows
querying and modifying directory services over TCP/IP. Secure LDAP uses SSL (Secure Sockets
Layer) or TLS (Transport Layer Security) to encrypt LDAP traffic and prevent unauthorized
disclosure or interception.
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PowerShell is a versatile scripting language that can be used to automate administrative tasks
and configurations on Windows machines. It has the capability to edit registry keys, which is what
the red team appears to have done based on the provided information. PowerShell is a common
tool used by both system administrators and attackers (in the form of a red team during
penetration testing).
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Answer: D,F (A —vyt—T%%Y)

The combination of DAST (Dynamic Application Security Testing) and SAST (Static Application
Security Testing) would meet the developers' requirements. DAST is used for runtime testing,
capable of simulating attacks like SQL injection and reflected XSS, which fulfills the first
requirement. SAST analyzes the code statically to ensure that the application is not vulnerable to
issues like memory leaks, fulfilling the second requirement. Implementing both will integrate
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security testing into the SDLC, addressing the security concerns earlier in the development cycle,
as recommended in CASP+.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (DAST, SAST
for Secure Software Development) CompTIA CASP+ Study Guide: Secure SDLC and Application
Security Testing
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Answer: A (A —vyt—T%EY)

Software Composition Analysis (SCA) is a process that identifies the open-source components
used in software development to manage the risks associated with third-party components.
Implementing SCA into the Software Development Life Cycle (SDLC) can help identify outdated
third-party packages and ensure they are replaced or updated before the software is distributed.
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Address Space Layout Randomization (ASLR) is a security feature that randomizes the memory
addresses used by system and application processes, making return-oriented programming
(ROP) attacks more difficult to exploit. ROP relies on predictable memory locations, and ASLR
disrupts this predictability by randomizing memory locations at runtime. Implementing ASLR on
public-facing servers helps mitigate this attack vector. CASP+ recommends leveraging memory
protection mechanisms like ASLR to defend against advanced exploitation techniques like ROP.
Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Memory
Protection Mechanisms) CompTIA CASP+ Study Guide: Memory Exploit Mitigations and ASLR
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Answer: (&% &RTT 5)

The methods that can be used to protect user internet privacy, to ensure the connection is
encrypted, and to keep user activity hidden are proxy and MAC address randomization. A proxy is
a server that acts as an intermediary between a user and the internet, hiding the user's IP
address and location from websites and other online services. A proxy can also encrypt the
connection between the user and the proxy server, preventing anyone from snooping on the
user's traffic. MAC address randomization is a feature that changes the MAC address of a mobile
device periodically or when connecting to different networks. A MAC address is a unique identifier
of a network interface that can be used to track the device's location and activity. MAC address
randomization can help protect the user's privacy by making it harder for third parties to link the
device to a specific user or network. Verified Reference:
https://www.techtarget.com/searchsecurity/definition/proxy-server
https://www.techtarget.com/searchnetworking/definition/MAC-address-randomization
https://www.techtarget.com/searchsecurity/definition/MAC-address-Media-Access-Control-
address
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Answer: D (A —vyt—T%EY)

Given the vulnerability in the deprecated runtime engine, configuring an IPS (Intrusion Prevention
System) and WAF (Web Application Firewall) with appropriate signatures is the best temporary
control. This allows the organization to monitor and block potential attacks targeting known
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vulnerabilities in the runtime engine while the developers work on the transition. Shutting down
the systems or uninstalling the runtime engine would cause service interruptions, and blocking
traffic might disrupt legitimate users. IPS and WAF provide an active layer of defense without
interrupting service. CASP+ emphasizes the use of layered security, including IPS and WAF, to
mitigate risks in public-facing applications.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Web
Application Firewalls, Intrusion Prevention Systems) CompTIA CASP+ Study Guide: Mitigating
Application Vulnerabilities with WAFs and IPS
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The organization's new email system should provide e-discovery functionality. E-discovery stands
for electronic discovery, which is the process of identifying, preserving, collecting, processing,
reviewing, analyzing, and producing electronically stored information (ESI) that is relevant to a
legal matter. E-discovery can help the organization comply with legal holds, which are orders or
notices to preserve relevant ESI when litigation is anticipated or ongoing. E-discovery can also
help the organization reduce the costs and risks of litigation, as well as improve the efficiency and
accuracy of the discovery process. Verified Reference:
https://www.techtarget.com/searchsecurity/definition/electronic-discovery
https://www.techtarget.com/searchsecurity/definition/legal-hold
https://www.ibm.com/topics/electronic-discovery
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A tabletop exercise is a type of testing plan that is used to discuss disaster recovery scenarios
with representatives from multiple departments within an incident response team but without
taking any invasive actions. A tabletop exercise is a SIMULATION of a potential disaster or
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incident that involves a verbal or written discussion of how each department would respond to it.
The purpose of a tabletop exercise is to identify gaps, weaknesses, or conflicts in the disaster
recovery plan, and to improve communication and coordination among the team members.
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In the context of legal proceedings, "material" evidence refers to evidence that is relevant and has
a significant impact on the case at hand. For digital evidence to be admissible in court, it must be
material, meaning it must relate directly to the case and contribute to proving or disproving a key
aspect of the case. Material evidence helps establish the facts and is crucial for the court's
decision-making process.
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Answer: (f2& % &RRT B)

The indicator that shows when a company might not be viable after a disaster is the maximum

UOU‘J>

tolerable downtime (MTD). MTD is the maximum amount of time that a business process or
function can be disrupted without causing unacceptable consequences for the organization. MTD
is a key metric for business continuity planning and disaster recovery, as it helps determine the
recovery time objective (RTO) and the recovery point objective (RPO) for each process or
function. If the actual downtime exceeds the MTD, the organization may face severe losses,
reputational damage, regulatory penalties, or even bankruptcy. Verified Reference:
https://www.techtarget.com/searchdisasterrecovery/definition/maximum-tolerable-downtime
https://www.techtarget.com/searchdisasterrecovery/definition/recovery-time-objective
https://www.techtarget.com/searchdisasterrecovery/definition/recovery-point-objective
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Answer: C (A —vyt—T %K)
An inspection proxy, also known as an SSL/TLS inspection proxy, can decrypt HTTPS traffic,
allowing the IDS to analyze the content for malicious activity. This method ensures that encrypted
traffic can be inspected without compromising the security of the data in transit. The inspection
proxy will re-encrypt the data before sending it on to its destination, maintaining the confidentiality
of the communication while enabling security tools to perform their functions.
Reference:
CompTIA CASP+ CAS-004 Exam Objectives: Section 3.3: Integrate network and security
components and implement security controls.
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CompTIA CASP+ Study Guide, Chapter 7: Analyzing Security Incidents.
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Physically uncloneable functions (PUFs) are hardware-based features that leverage intrinsic
physical properties of chips to create unique, non-reproducible identifiers. This reduces supply
chain risks by enabling robust authentication and counterfeit prevention. This method aligns with
CASP+ objective 4.3, which focuses on secure hardware design and supply chain risk
management, ensuring authenticity and integrity of hardware components.
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According to NIST SP 800-146, cloud computing introduces new risks that need to be assessed
and managed by the cloud consumer. Some of these risks are related to the shared responsibility
model ofcloud computing, where some security controls are implemented by the cloud provider
and some by the cloud consumer. The cloud consumer cannot transfer all the risks to the cloud
provider and needs to understand which risks are retained and which are mitigated by the cloud
provider.3
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Answer: (f2& %2R 9 B)

The inability to select AES-256 encryption will most likely be a limiting factor when selecting
mobile device managers for the company. AES-256 is a symmetric encryption algorithm that uses
a 256-bit key to encrypt and decrypt data. It is considered one of the strongest encryption
methods available and is widely used for securing sensitive data. Mobile device managers are
software applications that allow administrators to remotely manage and secure mobile devices
used by employees. However, not all mobile device managers may support AES-256 encryption
or allow the company to enforce it as a policy on all mobile devices. Verified Reference:
https://www.comptia.org/training/books/casp-cas-004-study-guide ,
https://searchmobilecomputing.techtarget.com/definition/mobile-device-management
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Remote file inclusion (RFI) is a web vulnerability that allows an attacker to include malicious
external files that are later run by the website or web application12. This can lead to code
execution, data theft, defacement, or other malicious actions. RFI typically occurs when a web
application dynamically Reference external scripts using user-supplied input without proper
validation or sanitization23.

In this case, the website allows users to specify a country parameter in the URL that is used to
include a file from another domain. For example, an attacker could craft a URL like this:
https://mycompany.com/main.php?Country=https://malicious.com/evil.php

This would cause the website to include and execute the evil.php file from the malicious domain,
which could contain any arbitrary code3.
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Implementing cloud-based content filtering with sandboxing capabilities is the best solution for
preventing malicious software installation on the employee's laptop due to opening an email
attachment that appeared to be a claim form. Cloud-based content filtering is a technique that
uses acloud service to filter or block web traffic based on predefined rules or policies, preventing
unauthorized or malicious access to web resources or services. Cloud-based content filtering can
prevent malicious software installation on the employee's laptop due to opening an email
attachment that appeared to be a claim form, as it can scan or analyze email attachments before
they reach the mailbox and block or quarantine them if they are malicious. Sandboxing is a
technique that uses an isolated or virtualized environment to execute or test suspicious or
untrusted code or applications, preventing them from affecting the host system or network.
Sandboxing can prevent malicious software installation on the employee's laptop due to opening
an email attachment that appeared to be a claim form, as it can run or detonate email
attachments in a safe environment and observe their behavior or impact before allowing them to
reach the mailbox. Implementing application whitelisting and adding only the email client to the
whitelist for laptops in the claims processing department is not a good solution for preventing
malicious software installation on the employee's laptop due to opening an email attachment that
appeared to be a claim form, as it could affect the usability or functionality of other applications on
the laptops that may be needed for work purposes, as well as not prevent malicious software from
running within the email client. Requiring all laptops to connect to the VPN (virtual private
network) before accessing email is not a good solution for preventing malicious software
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installation on the employee's laptop due to opening an email attachment that appeared to be a
claim form, as it could introduce latency or performance issues for accessing email, as well as not
prevent malicious software from reaching or executing on the laptops. Installing a mail gateway to
scan incoming messages and strip attachments before they reach the mailbox is not a good
solution for preventing malicious software installation on the employee's laptop due to opening an
email attachment that appeared to be a claim form, as it could affect the normal operations or
functionality of email communication, as well as not prevent legitimate attachments from reaching
the mailbox. Verified Reference: https://www.comptia.org/blog/what-is-cloud-based-content-
filtering https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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DMARC (Domain-based Message Authentication, Reporting and Conformance) and SPF (Sender
Policy Framework) are two mechanisms that can help detect and prevent email spoofing, which is
the creation of email messages with a forged sender address. DMARC allows a domain owner to
publish a policy that specifies how receivers should handle messages that fail authentication
tests, such as SPF or DKIM (DomainKeys Identified Mail). SPF allows a domain owner to specify
which mail servers are authorized to send email on behalf of their domain. By checking the
DMARC and SPF records of the sender's domain, a receiver can verify if the email is from a
legitimate source or not. Verified Reference:

https://en.wikipedia.org/wiki/Email_spoofing

https://en.wikipedia.org/wiki/DMARC

https://en.wikipedia.org/wiki/Sender_Policy Framework
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Rescanning ensures all identified vulnerabilities have been resolved and no additional changes
introduced new issues. This step is critical for verifying remediation effectiveness before moving
systems back into production, aligning with CASP+ objective 5.1, which involves verifying security
measures during testing and evaluation phases.
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Key escrow is a process that involves storing encryption keys with a trusted third party, such as a
CASB (Cloud Access Security Broker) or a government agency. Key escrow can enable
authorized access to encrypted data in case of emergencies, legal issues, or data recovery.
However, key escrow also introduces some risks and challenges, such as trust, security, and
privacy.Reference: https://www.techopedia.com/definition/1772/key-escrow
https://searchsecurity.techtarget.com/definition/key-escrow
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Digital signatures require the use of a cryptographic key pair, which consists of a private key used
to sign the application and a public key used to verify the signature. If the certificate used for
signing the application is set for the wrong key usage, then the signature will fail. This can happen
if the certificate is set for encrypting data instead of signing data, or if the certificate is set for the
wrong algorithm, such as using an RSA key for an ECDSA signature.
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A WAF protects your web apps by filtering, monitoring, and blocking any malicious HTTP/S traffic
traveling to the web application, and prevents any unauthorized data from leaving the app. It does
this by adhering to a set of policies that help determine what traffic is malicious and what traffic is
safe.

According to OWASP, LDAP injection is an attack that exploits web applications that construct
LDAP statements based on user input without proper validation or sanitization. LDAP injection
can result in unauthorized access, data modification, or denial of service. To prevent LDAP
injection, OWASP recommends conducting input sanitization by escaping special characters in
user input and deploying a web application firewall (WAF) that can detect and block malicious
LDAP queries.45
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Defenses against BGP hijacks include IP prefix filtering, meaning IP address announcements are
sent and accepted only from a small set of well-defined autonomous systems, and monitoring
Internet traffic to identify signs of abnormal traffic flows.
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Software composition analysis (SCA) is the most effective method to mitigate third-party risks in a
software supply chain. SCA tools analyze the open-source and third-party components used in
software development to identify known vulnerabilities, outdated dependencies, or licensing
issues. By integrating SCA into the development environment, the company can proactively
address risks related to external libraries or codebases that may introduce vulnerabilities into the
software supply chain. CASP+ emphasizes the importance of securing the supply chain,
particularly by identifying and addressing risks introduced by third-party software components.
Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Third-Party
Risk Management) CompTIA CASP+ Study Guide: Securing Software Supply Chains with SCA
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The organization is implementing homomorphic encryption. Homomorphic encryption is a type of
encryption that allows computations to be performed on encrypted data without decrypting it first.
This means that the organization can analyze the customers' data and deliver analysis results
without being able to see the raw data, preserving the privacy and confidentiality of the
customers. Homomorphic encryption can enable various applications, such as cloud computing,
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machine learning, and data analytics, that require processing sensitive data without
compromising security. Verified Reference:
https://www.techtarget.com/searchsecurity/definition/homomorphic-encryption
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-at-rest
https://www.ibm.com/topics/homomorphic-encryption
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Reference:

The ARO (annualized rate of occurrence) for successful breaches is the number of times an
event is expected to occur in a year. To calculate the ARO for successful breaches, the engineer
can divide the number of breaches by the number of years. In this case, the company's data has
been breached two times in four years, so the ARO is 2 / 4 = 0.5. The other options are incorrect
calculations. Verified Reference: https://www.comptia.org/blog/what-is-risk-management
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Aligning the impact subscore requirements to the predetermined system categorization can help

=

the analyst get a better picture of the risk while adhering to the organization's policy. The impact
subscore is one of the components of the CVSS base score, which reflects the severity of a
vulnerability. The impact subscore is calculated based on three metrics: confidentiality, integrity,
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and availability. These metrics can be adjusted according to the system categorization, which
defines the security objectives and requirements for a system based on its potential impact on an
organization's operations and assets. By aligning the impact subscore requirements to the system
categorization, the analyst can ensure that the CVSS scores reflect the true impact of a
vulnerability on a specific system and prioritize remediation accordingly.
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A Virtual Desktop Infrastructure (VDI) solution meets all the listed requirements: reducing patch
management, using standard configurations, allowing for custom resource configurations, and
providing access from multiple device types. VDI allows centralized management of desktop
environments, where patches and updates can be applied once and distributed across all virtual
desktops. It also supports flexible resource configurations and secure remote access from various
devices. CASP+ highlights VDI as a solution for centralized, secure desktop management that
meets modern enterprise needs for mobility and security.

Reference:
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CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (VDI for Secure
Remote Desktop Management) CompTIA CASP+ Study Guide: Virtual Desktop Infrastructure for
Centralized Management and Security
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Reference:

The recovery service level is a metric that defines the minimum level of service or performance
that a system or process must provide after a disaster or disruption. The recovery service level
can include parameters such as availability, capacity, throughput, latency, etc. The recovery
service level should be modified to prevent the issue of running out of computational resources at
70% of restoration of critical services. The recovery service level should be aligned with the
recovery point objective (RPO) and the recovery time objective (RTO), which are the maximum
acceptable amount of data loss and downtime respectively. Reference:
https://www.techopedia.com/definition/29836/recovery-service-level
https://www.ibm.com/cloud/learn/recovery-point-objective
https://www.ibm.com/cloud/learn/recovery-time-objective
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Information Sharing and Analysis Centers (ISACs) are member-driven organizations, facilitated
by the government, that gather and share information on cybersecurity threats, vulnerabilities,
and incidents among their members. Engaging with an ISAC would enable the company to
collaborate with others in the industry regarding emerging attacks and security threats.
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This solution would address the three issues as follows:
Serving static content via distributed CDNs would reduce the latency for international users by
delivering images from the nearest edge location to the user's request.
Creating a read replica of the central database and pulling reports from there would offload the
read-intensive workload from the primary database and avoid affecting the inventory data for
order placement.
Auto-scaling API servers based on performance would dynamically adjust the number of servers
to match the demand and balance the load across them at peak times.
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The security analyst acknowledges this alert because it is a false positive. A false positive is an
event classification that indicates a benign or normal activity is mistakenly flagged as malicious or
suspicious by the SIEM system. A false positive can occur due to misconfigured rules, outdated
signatures, or faulty algorithms. A false positive can waste the security analyst's time and
resources, so it is important to acknowledge and dismiss it after verifying that it is not a real
threat. Verified Reference:

https://www.ibm.com/topics/siem
https://www.microsoft.com/en-us/security/business/security-101/what-is-siem
https://www.splunk.com/en_us/data-insider/what-is-siem.html

BT RE: 241
L, BEOHERY A FTAPIFUHELAKRKRL BEEFRGEFIVITIOMNLTEBATER
CBYFELE, CORDABT BEZLRN, IS TOSHOTH BG5S AIRENAHY T,


https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html
https://www.jpnpdf.com/CompTIA.CAS-004-JPN.v2025-06-21.q244-mondaishu.html

DATLDBRHATELRLCLDIVRVIZHAT =012 SHNERTREZLEIRDSBENT
THh?

A77Y)r—arvarvika—)i

B.BECEBEEAT LA

C.A—HY—¢LIVT14T1DTEIRH

D. ARG LAR—F SRXTL

Answer: A (A —vyt—T %K)

B CAS-004-JPN [EfEEE L GoShiken.com MR SN+ L+F LY CAS-004-JPN &t
EXMIREEE ! GoShiken.com A& #T M CAS-004-JPN HERIBEE FIRHE L TULVET,
GoShiken.com CAS-004-JPN iRERFEIREILHZIT T, MENER TS SVET , HD
GoShiken.com CAS-004-JPN IREEZE S Y T DAL B 5:
https://www.goshiken.com/CompTIA/CAS-004-JPN-mondaishu.html (62030%OFFRERE%E A &

EfETE T 30%wiERIEI5I0— F: Freepdfdumps)

RFTEIRE: 242

HHMBE, 7TV r—2 a3 v EARBREICEAT HHICKRIT 5-0DFH LWLV I o7&
MTOTSLEBELEISELTVEIDN BELEHAL ZLOT7TVr—aviEaviqaL
BHNAFTVELTOHRESINTOET , ChoDT7 TV r—2 a0 nid 5012 8k
FRDSIEENFFRAIARETLELIMN 2D0FBRLTLEZELY),

A H— FN\—T 1 DIKFRHZRERE

B. 77 XTAX Lk

C. SAST

D. BT A k

E. IAST

F. IDE SAST

Answer: BF (A —vyt—L%%Y)

ExHfERE: 243

BEEA—N—~y FZR/PRICHZ LGNS HEXED MFA O— FZHROA 754 VDGR
REITNYI Ty TLEWMABIZE > THRELZY 2 -3 VIERODENTITH,

A X—IXyO0—H%—EX

B.o—/Y Ly EHE

C.EESltENf-T—2R—X

D.N\—FKT7 X274 EVa—I

Answer: D (A —vyt—T%EY)

A Hardware Security Module (HSM) provides the best solution for securely backing up MFA
seeds in a central, offline location with minimal management overhead. HSMs are specialized
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hardware devices designed for cryptographic key management, including storing sensitive data
like MFA seeds securely. HSMs offer high levels of protection against tampering and provide
offline security, making them an ideal choice for backing up cryptographic materials. CASP+
recognizes HSMs as critical components for managing and securing cryptographic keys in
centralized, secure environments.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (HSM and
Secure Key Management) CompTIA CASP+ Study Guide: Secure Backup and Key Management
with HSM
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OCSP stapling and HSTS are the best options to meet the requirements of reducing the risk of
on-path attacks and implementing stronger digital trust. OCSP stapling allows the social media
servers to improve TLS performance by sending a signed certificate status along with the
certificate, eliminating the need for the client to contact the CA separately. HSTS allows the social
media servers to inform the client to only use HTTPS and prevent downgrade attacks. The other
options are either irrelevant or less effective for the given scenario.
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