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Route table
SUBMET MAME SORT BY

Subnet Name Type Next hop

10.115.32.0/28 Store 1532 - appliance; MGMT © Meraki VPN VLAN  Peer: Store 1532 - appliance
10.116.32.0/28  Store 1532 — appliances DATA . Meraki VPN: VLAN  Peer: Store 1532 - appliance
192.39.2 28/32 External BGP 10.128.124.62
192.168.70.8/29 MSF MOL ; IPSec Peer 4.99.111.99

192.168.70.0/29, MSE NOC | IPSec Peer 4.100.99.100

192,39 228.0/24  Extérnal BGP 10.128.124.62
192.168.00/16  Beeinal BGP 1012812462

1#£{E7T IP 10.168.70.3_%E5% IP 10.116.32.4 /N7y kA VPN Ot FL—RZEIFELET,
AV ML—F NW—TFT 42T T=TIIZEDILNRT Y bORI R b Ry TIEATTH?
Aoty hL—8 B— kT4 (10.128.124.62) BRI R k Ry TTT,

B. /N5y hMIEBELEESHATLET,
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D.Auto VPN E7 R +7 1532-7 TSA T VR IERI R L Ry TTH,
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C.IPsec bR U5 MDIBEAE EFIL 32768 ~ 61000 DEHEARD LI TCP R— FEFERALET,
D. E7IETCP7/R—F 9350 TVPN LR MY IZERHRLET,

E.IPsec k>R VT DBE ETFTIXUDP /R— k 500 8LV 4500 #FALET,

Answer: B,C (A —vyt—T%EY)

S .

BRE FSTLYa—TFa

RHTERE: 9
HLWTFTTUS—2 3 VETRTDIOS TNARIZT 2T 20ELRAHYET, —HDT/NA XTI AR
> b BT NotNow | B RESN 7TV r—2a UM VR F—ILEhFERA,

NotNow |1 XY kI ZR L TLETH?
A 7T)5—2 3 VICIERFD I0OS N—2a U ETY,
B. 7/\f RIF/XROA—KTAY Y ENhTWET,
C. T/3 R % Apple H—N_—IZ#EETEE A,
D. 7/34 X Cisco Meraki —/\—[ZHEHETEEEA,
Answer: (& &R 9 B)
&5t BA
TNAZRDNNRAI—RTAY I INTWVWSE=DIZT Y3 VERITTELRNGE I0S T/ ADFHR—
DARY Kk ATIZES— AyE—2 NotNow |BARFREINFET, ChoDT7I 2 avIZE, EBRETTUD
Twa TAT7AILDA VA =L ZTOMDT I avhEENET, COMBEIRETDHE TSR
FAYIDEBREINDET SIS, 7O avERFAITI AHICMDM —N\—~DBEHGZHAFTT,
https://documentation.meraki.com/SM/Monitoring_and_Reporting/Status_of %22NotNow
%22_in_Systems_Ma

BT E: 10
BRZzZRLTIESY,


https://www.jpnpdf.com/Cisco.500-220.v2024-02-12.q42-mondaishu.html
https://www.jpnpdf.com/Cisco.500-220.v2024-02-12.q42-mondaishu.html

Web App Health  for Google - for the last week -

Network #2 | g
LAN WAN SERVER

ON©

2 VIEW TRENDS

Network #1
LAN WAN SERVER

© 9

¥ VIEW TRENDS

Web App Health 7 7)) r— 3 VICRMEND 2 DOFBRIFMMTIMN? 2OBBEULLIZELY,)
AO—hILISAT7FDBREIADZSH v bT—2 #2 £ Google #HmAH AL T EMTEEEATL
1=,

B. Y hI—9#H2EFEF2x Yy IT—O#1 &YELTTIS—2a DN TA—IVANMERTLNELT:,
CHADKRY FI—ULEDI1—H—MN Google IT7VEALKLS LT HEMMBENRET HuEEENHY FT,
D.EL5DFRY FIT—9 L —N—BIONRT+—T o ADEBELEBELELATLT,

E.UE—F U—N\—DHBED=H Fv FT—%2 #1 X Google FA— FTEFHATLT:,

Answer: C.D (A —vyt—T%EY)

ExFTiEIRE: 11

Apple Mac # & U Windows PC TO&HERATE _i0S E£71=1& Android E/NA )L T/Af A TIEERATEAL 2
D@ Systems Manager Live YV —JLIEENTTMN? 2OHEULLFZELY,)

A.OS7vyTT—Fh

B. BMZ*ET S

C. ERMIA4 T

D.AYVV)—223vk

E.UE—FTRI by T

Answer: DE (A — vyt —T %5%79)

&5 BA


https://www.jpnpdf.com/Cisco.500-220.v2024-02-12.q42-mondaishu.html
https://www.jpnpdf.com/Cisco.500-220.v2024-02-12.q42-mondaishu.html

https://documentation.meraki.com/SM/Monitoring_and_Reporting/MDM_Commands_in_Systems_Manager -
Live Tools MFERKT A E > 1L MacOS DA ITHERAINFET, 2 ZIZEWindowsZ vy Ty T HY EFT
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SD-WAN & trafhic shaping

Uplink configuration

WAN 1 50 Mbps
WAN 2 10 Mbps
et
Cellular unfimited
Uplink statistics Test Connectivityte  Description Default Actions
8.8.8.8 .
List update interval O WAN 1 | Howly 2
WAN 2 iy

Colhuls Houty §
Uplink selection

Global preferences

Primary uplink WAM 1§

Load balancing © Enabled
'.'I’ AT ..|-|-.--1--.---'. traffc to the Merakl cloud will use the primary uplink
Disabled

| Interrot rafhc Wwill use Ihe primary uplink unless overridden by an uplink preference or il the primary uplink Talls

BRESBLTKESV,WAN2 LEEBELT WANTBEATIL—T1 09 ENhdA 08 —Fy FEEOT7AO—
DEFEEZENLS SWNTTH?

A TRTO70—MN51 DEETREIZTHNET,

B.¥RTH 70— 21 DERTREIZfTTONET,

C.TRTO7O0—(EWAN 1.1 DLEEZNLT—HLET,

D. ¥RTH70—(x WANT1 BEHTHAENET,
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By Sentry Policy

By Radius Attribute

By VLAN

By Device Type >3

By Devce Type ‘
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Available Options
By Sentry Policy

By Client

Non-Available Options
By VLAN

By Active Directory Group

https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Creating_and_Applying_Gr
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Route table

SUBNET NAME TYPE SORT BY

SEANC)T kY ‘.._:. r_'r:F :.ﬂ-‘:'.._

y SUon : _ -
Subnet Name Adype o= ﬁ kﬁﬂ'& %i%)ﬂ hop
10.115.32.0/28  Store 1532 - appliance: MGMT + Meraki VEN™WLAN Peer: Store 1532 - appliance

10.116.32.0/28 Store 1532 - appliang@®RATA[, Wefaki VPN: VLAN Peer: Store 1532 - appliance
192.39.2.28/32  Extermal _om W % B BGP 10.128.124.62
192.168.70.8/29 MSP MI:]C A IPSec Peer 49911199

192.168.70.0/29 MSP NBCH IPSec Peer 4.100.99.100
192.39.228.0/24 External BGP 10.128.124.62
192.168.0.0/16 External BGP 10.128.124.62

25T IP 10.168.70.3_ 58%E IP 10.116.32.4 M/845 v kAAVPN IVt b L—RIZEIELET,
ZRAVEVML—E IIL—TFT 42T T=TIIZE DIy bORY R+ -y FIXETITH?
A dvtEY hL—48 B— k914 (10.128.124.62) AR R k kv TTY,

B. ROy TERET DHDIT+REHMALHY FEA,

C.\7y FIBILEENTWET,

D.Auto VPN E7 R +7 1532-7 TSA TR IER VR L Ry TTH,

Answer: D (A —vt—T%#ET)
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EX#TfEIRE: 16
BRRESRLTIESL,

UPNNK seiecuon
Global preferences

Primary uplink

Load balancing Enabled
Traffic will be spread across both uplinks in the proportions specified above.
Management traffic to the Meraki cloud will use the primary uplink.
« Disabled
All Internet traffic will use the primary uplink unless overridden by an uplink preference
or if the primary uplink fails.
Active-Active AutoVPN = Enabled
Create VPN tunnels over all of the available uplinks (primary and secondary).

Disabled
Do not create VPN tunnels over the secondary uplink unless the primary uplink fails.

Flow preferences
Internet traffic Thiere are no uplink preferences for Internet traffic canfigured on this nétwark.

,.".._j.-] apreference

SD-WAN policies

VPN traffic Uplink selection policy Traffic filters Actions
Use the uplink that's best for VolP traffic. All VoIP & video conferencing + X
Prefer WAN 2. Fail over if poor performance for "Conf" WebEx + X

Add a preference

Custom performance Name Maximum latency (ms) Maximum jitter (ms) Maximum loss (%) Actions

classes Conf 200 50 5 %

COMXDAVPN E7EDEEHE M URILEHEILTWSERETHE MXIEIWebEX FS5 74 v 0 FED&
ST —T 4 T LFETH?

A.WebEx b5 74 v O X MADT I T4 TEWAN Y DHOBTERSBINET,

B. WebEx k574 v Id, Confj/IRT4+—<T R IVSADLEMEZHEIZLTWLWLHEY WAN2 ZE5ELF
ER

C.WebEx k574991, T34 Ty TV THS WAN1 EEBELET,

D.WebEx F5 71 vV IF BHEBLTULASRY WAN2 ZBELFT,

Answer: C (A —vt—T %KY
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Uplink selection

Global preferences
Primary uplink WAN1 5
Load balancing Enabled

Traffic will be spread across both uplinks in the proportions specified above.
Management traffic to the Meraki cloud will use the primary uplink.

« Disabled
All Internet traffic will use the primary uplink unless overridden by an uplink preference
or if the primary uplink fails.

Active-Active AutoVPN = Enabled
Create VPN tunnels over all of the available uplinks (primary and secondary).
Disabled
Do not create VPN tunnels aver the secondary uplink unless the primary uplink fails.

Flow preferences

Internet traffic There are no uplink preferences for Internet traffic configured on this network.

SD-WAN policies
VPN traffic There are no uplink prefgrences far VPN traffic configured on this network.

Agldl ajpreiBrenge

Custom performance Name Maximum latency (ms) Maximum jitter (ms) Maximum loss (%) Actions
classes VolP# 150 {fhone) {none) X

CreatSigpelicugiolh Deierange |ass
MXtEXal)T4 PTTSATURIE VPN b3 T4 99D VoIP HRRAL INTA—I VR YSATERESN
FEBELEMEZERTLANE SNEHINT 5D ZEELETA?
A. 7543 WAN Iy 29 EIZHESI SN = VPN Lo R )LZEEL T, EF 1000 /31 hD TCP F7O0—TH1Th

nEY,
B.¥RTMHWAN YUY EICHEI SN VPN FoRILEN LT, EF 100 /34 D UDP TA—THThh
FY,

C.734<YWAN Y > EICHEILENT- VPN o RILEN LT, EF 100 /34 bD UDP TO—TJ & XE4T
LET,
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D. ¥ RXTOWAN ) > EICHEII STz VPN FoRILEEL T, EF 1000 /N1 D TCP FO—JhfThh

FY,
Answer: B (A —vyt—T%#ET)
&R

RIA—T VR FTA—T(E BALENFTRTO VPN FURLENLT 1 BT EICEESNS UDP T—4
DINSHERAO—F #100/34 b)) TF MX T TSAF7URE B LEEEDOEEG L BEERETDE
TORBEMZEHLET, COT—RITEY MXIEE VPN FoR)LLED/NTy MEXK EBE DOV E—%H
BIL NI —TVRICEDVWTRELGREZTIIENTEET,
https://documentation.meraki.com/Architectures_and_Best Practices/Cisco_Meraki_Best Practice_Design/Best
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EEINTULET,

By aR—FOEDHEEZFERAITNE RAHNBEGZFB - LGNS ASOREMEZTRETETEIN?

A. FIfRE—F

B. T 1) 7 Ef=IXEK
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E. 734N —"942 KD
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r

switch name @

port name

interface type

STP bridge property " Not Cloned

Answer:

switch management IP Cloned

switch name H port name.
g“

port name | mterface type
, €N

'interface type HSTPI bridge property

STP bridge prﬂpegﬂﬂf‘? Not Cloned

B
Cisco Meraki MS XA v FDEREEZFEA L TERSINIBREFRDODEEYTY,
— k4
A8 —D T —ADIEHE
STP7Ywon7TO/NT 4«
Cisco Meraki MS X4 v FD Y A— U {EEEE AL T A—UAMER S NGB VEREFIRDELSY TT,
Ay FEEIP
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App Store (235 Systems Manager @ L TC7RAES a5 &Nz i0S 7T DBHEHFNALELIZE,
EDERFIENBLETT H?

A.BRFIREIDEHY LA, BEEFHIEIT 74V FOEETT,

B. Meraki 1 YR h—JLEHF TR T 7AILTIOS TNA ADEHBEHERELET,
C.HHIEHZAMIT S LX) T RUI—FERLET,

D. EEIEHZH ML TIO T 7AIILEER L IOS T/AA RITHEALET,

Answer: (&% &RT~9 5)

Bl

TIHIETIE BRECTEHEHFALT VG oTLSIHEE App Store [THAVATL IR—Iv—ZBLT
TJAEYIZU T ENIOS 7Y LEEBEHEINET , ARFZLIOS 7T DIGE FHIEEHREFET
Tyoa 8o dBITE ROFIEZHEZRE LTSS,
https://documentation.meraki.com/SM/Apps_and_Software/Updating_Manated_iOS_Apps
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WAN Health  For the last 2 hours

0.00%
Ready

BREFHYLATUOOMEIEMAIZEDSVTULET HA?

A [tXx2!)T4&SD-WAN>SD-WAN & bS5 T4 99 Sx—EVI I R—UTEBEINEERETAMNIPT
FLRATMXT7TSAT7 AN RIET BIEE

B.[1 %4 F]>[Web 7T DEEHE]I R—DDEHKET A RRAMETMX 7 ISAT7URDBRRET HNE
C.INLT>[T7A T 4+—ILIER R—CDEHETANIPZFRLATMX 7 ITSA T UOADNZET IS
D.[t¥Xa)T4&SDWAN> D7 A4 7 94— L] R—SDEHETAMIPZRLATMX 7 TSA T VAN
RETHRE

Answer: D (A —vt—U%&9)

Ex#fERE: 22

MXT7TSAT U REINRARI— E— FTHEATIERICTHR—bEIND 2 DOMEFENTTH? 205F
U<ESEY,)

A. RABFIE

B. %1 ~fE VPN

C.thvE) TFTvIT)Ly

D. DHCP
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E. S TRk

Answer: AB (A —vt—T %)

BILL]

CNBIE MXTITSAT7 U RENRRRL— E— FTHERATBHEITHR—FEhd 2 DOMETT,
MX7 KLy T & VLAN] DREICEDE NRRIL— E—FEFERATEHE MXTITSA T UAHLA
Y—2TYyTELTHAEL L—T 12507 FLATEEEFEFIC LAN K— k& WAN R— FORIT
ST VO EETENTEET, 2L, BABIEOY A M VPN 5 ED—EDEEIEL. CHOE— RTH
SlEEEATEEY,

BT RE: 23

BRzZRLTIESY,
_Icense information tor Home

_icense status

_icense expiration May 20, 2029 (3593 days from now)
MX advanced Security Enabled
system Manager Enabled (paid)

License limit  Current device count
VIS220-8P 1 i
MV 2 0
VIX64 1 1
systems Manager Agent 100 0
Wireless AP 7 1
MV-SEN 10 free 0

neld anathes licanea
By aR— FEBIE HER TS Ao X ETILEFERLET,

SAEVREEMETIC, CORY FT—Y LETELICTODAP ZERTDHEESHY ETH?

A1 D0 AP B =EBICHEEEFELLET,

B.TRTHOAP NELIZHKREEXFLLET,

C.TRTORY hT—4 TN/ XL 30 BEIZHREEZFIELFET,

D. ¥RT®D AP (£ 30 BZITHEEFELELET,

Answer: (&% &RT~9 5)
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Cisco Meraki 7/3f ADFRAHRIEED K S ITHR— A TWETH?

A.VRRP 2 AT 2 MX X1 )Tq P TIS5A TV RADHNESAREEY R—FLET,
BMXtEXxalyT4 PFITSATUVRIZETIT4TI70 T4 T2 RAMRTHHEREINET,
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The MX appliance acts as a layer 2 bridge Routed mode

This mode is the default mode of operation

DHCP services can be configured on the MX
appliance

VLANs cannot be configured

This mode is generally also the default gateway -l
for devices on the LAN '

= ; -———— | Passthrough mode
This mode is not recommended at the network | 9

perimeter

No address translation is provided

Client traffic to the internet has the source IP | &= -
rewritten to match the WAN IP of the appliance &
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Routed mode

i
The MX appliance acts as a layer 2 bridge :

. This mode is the default mode of operation

This mode is generally also the default gateway
for devices on the LAN

DHCP services can be configured on the MX

-------------------------- rewritten to matctithe WAN IP of the appliance

1
l B
apphance | | client traffic to the imtérnét has the source IP
|
|
|

________________________ : DHCP#eRices.can be conflgured on the MX

This mode is generally also the default gateway ' _"i__appllance
for devices on the LAN A

..................... | Passthrough mode

I ————————————iae e e T

perlmeter | ‘ The MX appliance acts as a layer 2 bridge
:
|
|

VLANs cannot be configured

e e e ww e ws ww s . s _sew__ s www__me_wes s

Client traffic to the internet has the source IP !
rewritten to match the WAN IP of the appliancej No address translation is provided

- - — i W —— i — W T~ ——

This mode is not recommended at the network
perimeter
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APl OENEA L, BE D REST FRANZHWLET,

GET &, HAFMEEESINTLENEIMNIGLT VY —RADEFLEFIV—ADIR+ERLET,
POST (F#H LWLV Y —RZEMLEFT

PUT FUY—RZEEHLET

DELETE [&') V—R ZHIBRLFT
https://documentation.meraki.com/General_Administration/Other_Topics/Cisco_Meraki_Dashboard_API
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MX Live Y—ILZEERT S15E Y4 LEl VPN #2H T ping Z12ET 5=OICED VLAN NMERINETH?
A.VPN Z(FERT 5=DICHER SN NO IZEEESINTULSEH&AD VLANID
B.VPN BT 5=-HIZHEH SN YES [CERESINTLSE&/NID VLANID
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D.VPN AT 5=OIZHEB S NO [ZERE S f=:=/PD VLAN ID
Answer: C (A —vyt—T%REY)
& BA

BME-77—Loxz7 MX15 1M1 LAY a3 E2SRBL TS, I7—L 27 MX15.11 LT & E1T
LTS MX DIHFE MX HIEEIZ ping ZXIET HEZITHERTHEETIPIE, &xEHELVLANID O MX IP
T9,5EEMN VPN 2/ L TLBIHEE MX X VPN IZSML TLWSE&RAD VLANID O MXIP 2R LET,
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https://documentation.meraki.com/General_Administration/Tools_and_Troubleshooting/Using_the_Ping_Live_T
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o T SD-WAN & traffic shaping

asco Meraki

NETWORK Uplink configuration

MEAR-TRAINER 4 Gbps 2
||.-I|.l'.|-. ||!~..- |.|I-|:\. ; WANl i
|. ) ;"f'H j ] 4 GbPS

WAN 2

i X lirrsi

Metwork-wide Cellular S

Security & SD-WAN

Uplink statistics Test connectivity to Description Default Actions

conteh 8.8.88 Google . X
Wireless Add a destinatu
I '””1”."’“-' List update WAN 1 Hourly ~
Insight :
interval WAN 2  Hourly -

Cellular ~ Hourly ~

Uplink selection
Globa! preferences
Primary uplink  WAN1:

Load balancing Enabled
« Disabled

Flow preferences

Internet traffic  There are no uplink preferences for Internet traffic
configured on this network.
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D. EWEBEDT7 YT VIODEEHXEOIZERELET,

E.WAN 1 & WAN 2 DY 4 TEES 41 (B2 ESCEBLET,
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100 Mbps & 25 Mbps Tl&k, ZNZ N 41 DERPEENERSNET,
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https://documentation.meraki.com/MX/Content_Filtering_and_Threat_Protection/Threat_Protection
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Kiosk mode

105

Backpack

Single App mode

Androad
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_____________
| . [
| Single App mode I Wallpaper
F e
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! Cisco Security Connector |
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SUGNTTIVE—F
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VAR EFaVT OB
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FFRUE—F
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TOT4TOUY

CDERIX CiscoMeraki FXFa AV D FEYYICEELTWVET,

ZDREY Y DEMIZDOULNTIL, [System Manager: Getting Started] DiEE F 1= 1%
PATLY =Dy —HEIR—T,

https://documentation.meraki.com/SM/Profiles_and_Settings/Configuration_Settings_Payloads
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https://documentation.meraki.com/SM/Device_Enrollment/Enrolling_and_Supervising_iOS_Devices_using_App
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A. *v kT7—7% B T Web App Health ZR[#R1L3 BIZ1E *y FT—%5 A TH—® Meraki Insight 514 > X
ERETOIDLENHYETS,

B. v k7—% B T Web App Health Z7/[#R{t T BI(Z(X *v FT—% B THE—® Meraki Insight 54 > X
EERETAILENHYFET,

C. *v k7—% B T Web App Health Za[tR1L 3 B I1ZI1% BE—D Meraki Insight 54 X E&Ry kT —9 A
THEHEL BE—D71E22R%&3rY FT7—9 B THERKTHIVLELHY FT,

D. v k7—% B T Web App Health Zw[fR1t T 52X *v kT—% A T 2 DD Meraki Insight 54 >
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ZEREL . RYFT—YUBTI1DODTAM U REEET IBENHYET,
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https://documentation.meraki.com/MX/Firewall_and_Traffic_Shaping/SD-WAN_and_Traffic_Shaping
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An adrrinistrator can sccess most sspects of a network
but ne changes can be made.

n Bdrministrator can onby wiew a subset of the Monitar section in
Cashboard and no changes can be made,

Mﬂnﬂﬁmhmhﬂnﬂlﬁg\
and can make ary

*

kn administratoe can only view the st of Meraki authentication
users, add users, update existing users, and
authorize/ceauthonze users on an S5I0 or chent VPN,

Answer:

An administrator can access most aspects of a network

An administrator has access to view all aspects of a network
and can make any changes to it

An administrator can only view the list of Meraki authentication
users, add users, update existing users, and
authorize/deauthorize users on an S5ID or chent VPN.

|
mast aspects of a |

but ne cirm-de ' |
g AL LK

SIS €6-

An administrator can only view 2 subset of the Monitor section In
Dashboard and no changes can be made,

|
|
| An administrator can
|
|



An administrator has access to view all aspects of a network
and can make any changes to it.

],
CISCO

An administrator can only view a subset of the Monitor section in
Dashbeard and no changes can be made.,
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CMXT7TTSATUARIX VLANEI S 749 7I12x LT IDS/IPS #ETLET,
DMX7TSAF7URIEVLIANE FS 74 v o120 LTAMP 2ETLET,
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