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Centralized Campus—Dual SSID Design

In this design there are two SSIDs: one provides enrollment/provisioning and the other provides secure network access.
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In WLC firmware version 4.0, there are CPU ACLs which can filter traffic destined

for the Management Interface. An example of how to configure CPU ACLs is provided later in this document

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html
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The regular local mr:-de or FlexConnect mode AP 15 extended with a subset of WIPS capabilities. This feature
enables you to deploy vour APs to provide protection without needing a separate overlay network.
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The following are the different options to choose for access before authentication
. Allow HTTPs traffic only before authentication and block all the traffic

To do this, click the sequence number whose Source Port or Dest Port has the value HTTPs. The Access Control Lists > Rules > Edit page

appears and you can select Permit from the Action drep-cdown list andichCk Apply
. Allow all the traffic before authentication and intercept HITP only

To intercept HT TP, click the sequénce number whose Source Port or Dest Port has the value HTTP. The Access Control Lists > Rules > Edit
page appears and you can select Deny from the Action drop-down list and click Apply
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local authentication, local switching=In this state, the FlexConnect access point handles client authentication and switches chent data packsts
locally. This state is valid in standalone mode-and connected mode
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The Media Stream feature makes the delivery of the IP multicast stream rehiable over ar, by converting the multicast frame to'a unicast frame over

the air. Each Media Stream client acknowledges receiving a video IP multicast stream
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Reports are saved in either CSV or PDF format and are either saved to a file on Pime Infrastructure for later download or emailed to a specific email
address
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https://www.cisco.com/c/en/us/support/docs/wireless/connected-mobile-experiences/200906-Troubleshootin
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html
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Centralized Campus—Dual SSID Design

In this design there are two SSIDs: one provides enrollment/provisioning and the other provides secure network access
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https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html#a
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https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_199/Dot1X_Deployment/Dot1x_Dep_Guide.html
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https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_troubleshooting.html
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PIM dense mode (PIM-DM) uses a push maodel to flood multicast traffic
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EFTEIRE: 29

H532 A= BHDIY FA—FITA—Z VT FTERLEEIC VIAT UV MDILFEFYRA T 2D —LLABEREICKY Ry FT—IDBILFEXYR LT L—
LDOLAN2T ST AT EHSCEOITERINSEBRITIENATT D,

A. RO LA V3RS v FTIGMPV3ZERIZLET,

B. WLCTIGMPRX—E V5 #EMIZT S

C.WLCTVYILFXF YR ME—REHYICLET

D. FRDOLA V3RS Y FITIILF XY XA MTIL—TEHERLET,

Answer: B (A —vyt—T%EY)
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 _CONSOLIDATED _chapter_01011.html

#TERE: 30

XY RI—OITOO=ZFIFE 500APD Y FO—FTILFHFY R MEEMILIZZR, 22 bA—FDCPUX—/N\—A Y FE2EMGRY FT—VEREODALRZHELE
T, EDRENEREICEEL TWVEIT M ?

A. 3> bA—5—IGMPRX—E VY

B. V/ILFF+vRXAPTILFF YR FE—F

C. 78— RF* v X hERE

D.1=F%+vX FAPTILFFv R +FE—F

Answer: B (A —vt— U %7%9)

&5 BA

I B CPUDSIZ LITOERICHASEBRICETLHIDOTHY FEDBRRERDODTVLSILIFITIEHY FEA
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html

ExFTiERE: 31

MDNSDEREICE L TED2DODFIENHY FIM? 2DFBIRLTLLZELY,)

. mDNSI& UDPR— 5436 A ZFEEHR—FE LTHERLET,

. mMDNSI[XUDPR— +5353%%E%ER— & LTHERATEEF A,

.mMDNSIZ . O—HIL TR A vy F ENBWLANZ K X 1=FlexConnectAP ClEHR— rShTLWEHF A,
LA MA—=5—Y I I TET06LURTHILEADHYZFET,

.MDNSIXIPV6TIEHR— SN TLVEEA,

Answer: CE (A —vyt—U%%Y)

Restrictions for!Configuring Multicast DNS

mooO W >

o« mDNS over IPvb Is not supported

» mDNS snooping is not supported on access points in'FlexConnect mode in a locally switched WLAN and mesh access points
multicast traffic including mDNS is simply bridged between the local VLAN and the SSID

« mDNS is not supported on remote LANs


https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
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300-430 SHEARIRB IR T MENEETIIVET, ZEF D GoShiken.com 300-430 BEE Z 4 v 3 B AL T B 5 https://www.goshiken.com/Cisco/300-430-
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RFTERE: 32

IO TIE 802 AxA—H—REZETT AL IITEELAND Y FO—F ZRELEFT ,WLCHARADIUSEBIETERWEGETHL V3472 b TNARANTA ¥ L RIZHEH
TEAHEIITTBICE, EDEBREEMCTIBLELNHY FI D,

A. SRIREE

B. O—7JLEAP

C.&REFxvvrvy

D. Cisco Centralized Key Management

Answer: B (A —vt—T#EY)
Local EAP

Local EAP is an authentication method that allows users and Wireless.clients 1o be authenticated locally. It is designed for use in
remote offices that want 1o maintain connectivity to wireless cllants"when the backend system becomes disrupted or the external
authentication server goes down. When you enable local"EAPsthe controlier serves as the authentication server and the local user

database, which removes l!'.||'_‘|'||'"|'|d1f-!".'.'.1" on an extermal authentication server. Local EAP retrieves user credentials from the local

IR 33

ITEFIE, Sy T by TOREDHREEZZITIMY . Sy T by TOMACT FLRICET 2EREH >TWET, TOIEFMERET H=OICTAVYLRA VISR SV FrIZK
ETEAUNENHD2DODHREFENTTIMN? 2DFIRLTLFZELY,)

A VSAT7 0 FOREEHEMSETEMICT AIBHENRHY £,

B. 7547 b0OAr—> 3 VBREEMSTENZT ILEAHY FT

C. REAPBLUREYSA 7 bDOS— 3 VBEIEIMSETERICT Z2RELHY ET,

D.iffEDOS— 3 VERIIMSETEIIZT HANELNHY 9,

E. Bfi@ILEWLTHIICT 2HENHYFT

Answer: AE (A —vyt—U%%Y)

FTEIRE: 34

MDNSDEEFEICEA L TED2DODHIRAH Y FITH? 2DF|IRLTLZELY,)

. MDNSI& UDPR— 5436 #H# #FRFER—FELTHEALET,

. MDNSIXUDPR— +5353% %%k R— b & LTHERATEEEA,

.mMDNS[Z, B—HILTRA v F ENSHWLANZ i 2 7=FlexConnectAPTlEHR— FrEhTLWEHA,
A hA—=5—Y T rITTIET06LUETHEILENHYET,

.MDNSI[XIPV6TIEHR— S TWWEEA,

Answer: CE (A —yt—U %7

mooO w >
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Restrictions for Configuring Multicast DNS
« MDNS aver IPvG is not supported

« mDNS sn u,,p ng is not suppcrte,d on access pointsin FIEanhﬁeu ncde ina I':.,L-:. |-, 5y |lc hed WLAN and mesh access points

« mDNS is not supported on remote LANS

B #fERE: 35

Cisco HyperlocationD#&H L ELMEIL IRE-50Bn [THRESNATWET, T4 VL RAA—H—DIGHZEHER L% F—HIZK I EF L=, Cisco HyperlocationDFEE #F £ &
BE5EOHIC. TP FIIBELEMELEZ-100dBMIZEEL XS5 & LFET, ==L Cisco Catalyst 9800 1) — XV A ¥ L RO FO—Z Tk COERXBEHATETEEFA, 2D
MREERRRT 5-DICMEIRETE)

A2V rO—SOIRTHDERES ¥y FF 2 L Cisco Hyperlocation DR LR L T EREFBEAMICLET,

B.APEZERE—FICHELTEREZ Yy FFH 2 LTH B CiscoHyperlocationt it L ELMEEZZEE L FET

C. #7 L L\CiscoHyperlocationt& HH &1 {8 L TCiscoCMXTH LW IO I 7/ L EER L FNEWLANICERLET,

D. Cisco/N/ /8s—O4 7 —< 3 U H#EHIZ LFE T, Cisco Hyperlocationt®H L EWMEFZEEL T AMICLET

Answer: D (A —vyt—T%EY)

?%ﬁﬂﬁaﬁ' 36

IVPZTFIE 2BDOTACACS +H—#\%{FFA L TCiscoAireOSa > FA—SFRELEFL, TP =7IX, 754 I UTACACS +H—\CEENFELET S E WLCIHHFESY
[ZEhoF)H—N\OFERZAEBLETN AT VS—NIZEENEETSH 22 FO—SHBEBSNDIETC WLCIETSA ) H—NEZBEFRALEV. LICRGE
F9, COMBOEDRRAMNELNTIMN?

A. 7F—ILINY I DBERITHES>TLNS

B. 74— LI\ I BNEMZLE>TVET

C.DNSY T Y MNENIZHEH>TUVET

D.DNSY T UMNERIZHE>TLET

Answer: B ()‘— vt */EEQ )

Eallback Mode is disabled when server A come back to life, WLC will continue to send TACACS request to B and A will be a

) Server

RFTiEIRE: 37
MDNSDEREICE L TED2DODFIENHY FIM? 2DFBIRLTLLFZELY,)
.MDNSIZIPV6TIEHR— TN TULELEA,
LAY RA—=5—Y I I TIIT06LURTHIDENHY FT,
. mMDNS(X UDP/R— r5436MDH FFEELHR— b ELTHERLET,
. mMDNSI[XUDPR— +5353%%E%ER— & LTHERATEEF A,
.mDNS[X  B—HILTRA v F N SWLANZ (i Z =FlexConnectAPTIEH R— kSN TWLWFEHA,
Answer: (f8&ZRT9 D)

mooOow>»

Ex#TfElRE: 38
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IVOZTFIE ISEEERLTY E— kY4 FIZCisco Identity-Based Networking ServicesZRE L 21— DI IIL—TE#HEDIPH IRy MIHMICEY L TEILELAHY F
T 94T MIBVETONEZY TRy b YE— M A FTHEATRLGEE, 570928 —ALTH 70— FF53RELNHY  JVE— YA FTHERATELRVY T
Y RMEIWLCIZr R VT LTRIBENBHYFET , CNoDEHZH-THEETENTTM?

AVSAT7YURDIPT RLRAEEET S

B. FlexConnectA— A JLEREE

C.VLANR—ZX DtV FFIWARAL Y F Y

D. thRDHCPALIE

Answer: C (A —vyt—T%EY)

EHEA

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/Enterprise-Mobility-8-5-Design-Guide/Enterprise

R#TERE: 39

ERFFRiA AL TBYODRY) O—2FRELFL, EFXaVTATALIF—NBETRE2DODI RV FENTIMN? 2DFIRLTLEEELY,)
A TILoxT

B. fAlcnTLVal a—H—

C. TI\A ADMEE L VEH

D.Rxy bIT—=U7F54Y

E. ¥—0#H—

Answer: A,C (A —yvt—T %59

https://ccbtechnology.com/byod-5-biggest-security-risks/

https://blogs.cisco.com/security/byod-many-call-it-bring-your-own-malware-byom

R#T[EIE: 40

IVDZFIRIWLCTATATARA N —LEZRELTHEY , 2—HFTLITDE<EL2MbpsD R ) —LERIET HIRENHY FT,
IVCZFIEEDRRCTF VT L— 2 AT HIBHELAHY FTITM?

A. &

B. #HLY

C. L&

D. &

Answer: A (A —vyt—T%EY)

A

T4 hNA—HF—A =T AR TFANTIVr—230 FrYy b FRETEFR AV E—DHRBEANBHMNICERSNET
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» Very Coarse (below 300 kbps)
» Coarse (below 500 kbps)
Ordinany (below 750 Xbps)

Low @elow T Mbps)
Medium (below 3 Mbps)
High (below 5 Mbps)

EHTfEIRE: 41

FAEIL . CEODA 7 1 RIZHAHAPIZ EERLERICEMINTO S MMDAPLFEL S EBYR— PO —RBENRNRT—FERET S LEZLEATVET, COBEZER
T BHICIE WLCEAPTEDHEEZERNICT AMENHY FIH,

A O—hH)IEEI1—H—

B.7O—nNILYLToovILELEEET D

C.HTTPS7 VX

D.802.1X¥ T ho ko LTUI¥IL

Answer: (&% &9 D)

JA—NLA—HE NRAT—FZHEL BEIY FA—FICERINTVEIITRTOT7IERARSA D FEFREMT I RTOT IV ERRA 2 b2 bE—FI125MT
BHEEITHET DINRT—FEBIICTEIIENTEET BEIRLT /A=Y LTIV ILELEZL —EQA—HV—RE/NRXRT—FZEYLHETT HEDT It
ARLAYRDINRT—RFZANTEHIENTER

9, https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED_chapter_01101011.html

FTEIRE: 42

TETIE, WLCIZ2DDWLANMEEE SN TULVET AP ZEFlexConnect®E— FIZEMT S EHMEINTIVET WLAN AIT#EEEL 9 A° WLANBIZBBEL EHA APEO—AIL
E— FICE#T 5558, WLAN BISHEEL FI A, WLANAITHBEEL F A, COBREZETISICIE,. EDQOT I a Vv ETTMN?

A. AP%CiscoFlexConnectZ )L—FIZ8 M€ ET,

B.WLANODRA—AIRAS v FUTEENLET,

C. WLAN-VLAN< v E >4 # {8 L TCiscoFlexConnectJ IL— T &R LE T,

D.APY JL—TZE#WLANA V3 —T A RIZXVEVT LET,

Answer: C (A —vyt—T %K)

Ex#TfERE: 43
BRzZRLTIESY,
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802.11
Voice Video Media

L &

Max RF Bandwidt

Expedited bagaecl

siP sk

Per-Cal

SIPC

sample Interval (msecs)

COWLANRE ZHARITERT H121F, VOWLANEE THR— S 2 LELAHL2D0DEBEFENTT M, 22BERLTILEZE,)
A. TSPEC

B. SIFS

C. 802.11e

D. WMM

E. APSD

Answer: C.D (A —vt—T#%Y)

Cisco Unified Wireless products support WMM, a QoS system based on IEEE B02. 11e that has been published by the Wi-Fi Alliance, and WMM
Power Save, as well as Admission Control

T RE: 44
BRRESRLTIESL,
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Access Control Lists > Rules > New
Sequence

Source Any -
Destination [ANY o~ ¥ |+
Protocol Ay -
DSCP Any v
Direction Any -
Action EEEE....

Outbound

IO =TIE WLCCPUND—EBD bS5 74 v #HIBT HACLEERLTVWEST AR KAy TAIV YR IML EDERETSDELHY FIH?
A N7y FOARITEETEHDY FEA, ENEFEICANYTT,

B.WLCHLERENDE S T4 v I THEI=D TIRNNI U RTHIMENHY FT,

C.ATLarvDELHYRALMERMBTBICIE CLIZK > THHAHCPUACLEZERT 2EAHY T,

D. b2 74 vV IEWLCIZEGON D =D A VIOV RTHIRLELHY ET,

Answer: D (A —vyt—T #EY)

B HTEIRE: 45
EEYTATLN—TIZERSNLIAXABETEATAEDOTAVLARY FI—V BRI HIH5E 20 bO—SOERMDELCRY BLEEUTAAVvE—UhHEFSIAET
ne

Ao brO—FZFZEEY T4 IL—TEFBDORFTIL—TIZERELET,

B.EEUTAVIL—THhoXRELZIY FO—FFHIBRLET,

C.arvhrA—35%a v bO—3T¢LICEBDEEYTATNL—TIZRITET,

D. EEUTATNL—TINFIXvRAMAvE—D U0 %KRELFET,

Answer: (&% &RT~9 5)

ExFfERE: 46
D947 T T7499DBAPRAS Yy FR— TRy bT—9I2A%B K52 CiscoCatalyst9800> 1) — X VA ¥ L RaAY FOA—FFHRET ST FEY FMIENTTH,
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+ config terminal
wireless profile policy [policy name]
local switching
end

" config terminal
wireless flexconnect policy [policy tlame]
local switching R ~ o~
end Lu oW\
config terminal
wireless flexconnect policy [policy name]
no central switching
end

" config terminal
wireless profile policy [policy name]
no central switching
end

A.xX723>D

Procedure

Command or Action

Step 1 configure terminal

Example:

Device# c _....1_....1"

wireless profile policy profile-policy
Example:

Device 3 profile palicWidefault-policy-profile

no central switching ‘ ‘ i “
Example:

aLisy) ¢ m clin ﬁralfjﬂ ,f.'.‘-l!.';
F O—ANRAYFUTERBRTSICEF, £V |~7)bx4u?‘-/]’é,.“;m:d'é;%%b%t)ié'
B.+7<3avB
C.#7>¥a>C
D.A#7<3 > A
Answer: A (A —yt—T%#ET)

Purpose

Enters global configuration mode

Configures a wireless policy profile

Configures a WLAN for local
switching.
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300-430 SREARARBII R T BENEHE T IVVE T, ZH D GoShiken.com 300-430 RAEE %45 v b3 % AlL T B 5 https://www.goshiken.com/Cisco/300-430-
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ATEIE: 47

FBEEIEO—hIIWebBAZBRALTWET , T4 LY MIY—EXRELTHRATBICEK EDYI Oz F7T7 TV r—2 32 %Cisco ISEIZRET ZRHENHY FIM7?
A. SAML

B. LDAP

C.Solaris7«4 LY FJH—EX

D. Novelle Directory

Answer: (&% %K D)

B HTfEIRE: 48

CiscoHyperlocationDEADEHICEAT H2DDEHRED I BEELWVEDIEENTT A, 20ERLTLZELY,)
A. CiscoCMXTCiscoHyperlocationZBE#IZ L =& APLERLAND Y FO—S ZBEBT IMLENHY FT,
B.NTPZHEHTEZEIN ChixBBHHLEEA,

C. Cisco Hyperlocationt#gE(d EHLANT > b O—5 £ CiscoCMXTHERIZT IHENHY FT,

D. Cisco Hyperlocation##gtld  EIELANT Y FO—35 TOHEMIZT E2HELHY FT,

E. Cisco CMXH—/\HBRVM®D15E . CiscoHyperlocationDEA [Z[E/\1 T2 FVMAIRBLE T,

Answer: (f2& % &RTT B)

B

The major steps involved in setting up a Hyperlocation system are: & ‘

1. Assemble the APs and mount them to the ceiling, recording the exact X_Y _height, and arientation of the

devices.

Install Cisco WLC and connect the APs to Cisco WLC.

Enable the functions that are required, includingHyperiocation, in Cisco WLC.

Import Cisco WLC into Cisco PL

Place the AP on the map in Cisco PI.

Save and export the map from Cisco PI o a local storage point.

Install Cisco CMX.

Configure and enable Hyperlocation.

Import the map from the local storage point.

0. Verify that the system is showing the clients correctly on the map and that the APs are placed and oriented
correctly.

11. Complete Location Accuracy testing of static clients to determine the level of accuracy obtained.

2.
3.
4.
5.
6.
7
8.
9.
1

https://www.cisco.com/c/en/us/products/collateral/wireless/mobility-services-engine/datasheet-c78-734648.html

BT HRE: 49
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&R

EBRLTCESY,

AFULLE WS

ket e L]

LEEEW

2| 0.003747 10.48.39.251 | 10.48.71.21 | UDP 146 | 9999 = 2003 Len=104
3| 1.087479 10.48.39.214 | 10.48.71.21 | UDP 130 | 9999 = 2003 Len=88
42733577 10.48.39.214 | 10.48.71.21 | UDP 130 [ 9999 - 2003 Len=88
5| 2.999859 104839251 | 10.48.71.21 | UDP 178 | 9999 > 2003 Len=136
6]3.0 ) 1048.71.21 | UDP 162 | 9999 = 2003 Len=12(
=71 10.48.71.21 | UDP 146 | 9999 < 2003 Len=104
8 10.48.71.21 | UDP 178 | 9999 = 2003 Len=13¢
10.48.71.21 | UDP 146 | 9999 2003 Len=104

1048.71.21 | UDP 146 | 9999 = 2003 Len=104

AS. 10.48.71.21 | UDP 178 | 9999 —» 2003 Len=13¢

1048.39.214 | 10.48.71.21 | UDP 146 | 9999 = 2003 Len=104

13 | 10.894785 10.48.39.214 | 10.48.71.21 | UDP 130 | 9999 = 2003 Len=88
14 11.995126 10.48.39.251 | 1048.71.21 | UDP 194 | 9999 - 2003 Len=153
15 [ 11.999193 10.48.39.251 | 10.48.71.21 | UDP 162 | 9999 = 2003 Len=120
16 | 14994902 10.48.39.251 | 1048.71.21 | UDP 178 | 9999 = 2003 Len=136
17 | 14.996368 1048.39.251 | 1048.71.21 | UDP 162 | 9999 = 2003 Len=120
1817994857 | 10.48.39.251 | 10.48.71.21 | UDP 146 | 9999 = 2003 Len=104
19| 17.996231 10.48.39.251 | 10.48.7121 | UDP 162 | 9999 = 2003 Len=12(
20 18.102843 10.48.39.251  [1048.71.21 [UDP 130 | 9999 - 2003 Len=88
21| 21.098408 10.48.39.251 | 1048.71.21 | UDP 146 | 9999 3 2003 Len=104
22| 21.099952 10.48.39.251 | 10.48.71.21 | UDP 162 | 9999 = 2003 Len=12(
23| 24.098574 10.48.39.251 | 1048.71.21 | UDP 146 | 9999 = 2003 Len=104
24 | 24.099804 10.48.39.251 | 10.48.71.21 | UDP 162 | 9999 - 2003 Len=12(
25|27.098099 | 10.48.39.251 | 1048.71.21 | UDP 162 | 9999 2003 Len=12(
26 | 27.099839 10.48.39.251 [ 1048.71.21 | UDP 130 | 9999 = 2003 Len=88
27 | 28880307 10.48.39.164 | 10.48.71.21 | UDP 146 | 9999 = 2003 Len=104
28| 28881569 | 10.48.39.214 | 10.48.71.21 | CAPP 146 | CAPP MD5 Encrypted
29| 30.094237 104839251 | 10.48.71.21 | UDP 178 | 9999 = 2003 Len=13¢
30 | 30.097812 10.48.39.251 10.48.71.21 UDP 146 | 9999 =» 2003 Len=104
31| 30.513451 10.48.39.214 | 10.48.71.21 | UDP 130 | 9999 = 2003 Len=88
32|30515926 | 1048.39.164 | 10.48.71.21 | UDP 130 | 9999 2003 Len=88

» Frame 1; 162 byles on wire {1296 bits), 162 bytes captured (1296 bits)

= Ethernet Il, Src: Ciscolnc_2a cd.a3 (0000616 2a.c4:a3), Dst: Vmware_99:4e:19 (00:50:56:99.42:19)
= Internet Protocol Version 4, Src: 10.48.39.251, Dst 10.48.71.21

» User Datagram Protocol, Src Port: 9999 (9999), Dst Port 2003 (2003)
+ Data (120 bytes)
Data ae 2/441000 00 b4 5fef 06 fd cb b7 6c 03 ¢7 ...

ZDEEIE, CiscoCMXH—/\DCLITHREEN=/1\Ty X v TFvZRLTVWET, TN H—N—IZFETAWLCHALDUDP F S 74 v o FRLTWET , T TFvIE
fIZEEBAL E£TH?

A. CiscoCMXH—/\[FWLCH 5NetFlowT—42 #ZELE T,

B. CiscoCMXH—/\[EWLCHABNMSP RS 74w FRIELET,

C. CiscoCMXH—/NEWLCHAHABSNMP F S5 24 v O #2{ELET,

D. Cisco CMXH—/ X WLCH L RIFERET—4%ZELET,

Answer: D (A —vt—T %KY

&5 A
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The wireshark capture proves that the CMX receives the AoA information as shown in the image

‘a0 e q * ace3pcap
AW L9 R Q&= ExQ== R3]

162 9999 - 2083 Len=119
<4 B.003747 10.48.39.251 10.48.71.21 uoP 146 9999 - 2093 Len=104

https://www.cisco.com/c/en/us/support/docs/wireless/connected-mobile-experiences/200907-configuring-and-tro
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WIMIM]WHH@

P2P Blocking Action Disabled -

Client Exclusion 2 @l enabled 60
=) enable -
Timeout Value (secs

Maximum Allowed Clients &

Static IP Tunneling 42 | Enabled
Wi-Fi Direct Clients Policy Disabled
Maximum Allowed Clients 200
Per AP Radio
Off Channel Scanning Defer
Scan Defer Priority g 2 3 4 5 6 7
1 ] (B 4 0 1 I
Scan Defer Time 100
(msecs)
FlexConnect
FlexConnect Local Switching
2 o PR . E'  Enabled

FlexConnect Local ﬁ{;ﬂ:h-g .‘.!1:’_ Enahled

Learn Client IP Adﬂreis - .ff'.‘-.-_-Egl ’Enabled
PERIE HRPDOIEFIELZWLANZEERA L TCisco FlexConnectBRAZEZE L AOBHRIZH LW IS UFERZLTVET IO TOREIL T RTOTA VYL REK
ZEITL FLOAPSORAS v FR— &R T A2FEEZRETACLETT RAVFUTF—LIFRRA Y FR— b TCEDEREZERT IHENHYETITM?
AT7I9EXRE—F
B.>VJILE—F
C. EHDVLAN
D. kS V0 EF—F



Answer: D (A —vyt—T%EY)

TR 51

CMX Facebook Wi-Fil&  BREERIICHR Y b T—O DTV R ZHAILET FATEL20DEREENATTIMN? 20:EBIRLTLFZEL,)
A BEANICOAHTTP RS D4 v O FHAIL I RTD LS 749 9%TOv Y LET,

B. RERICIRTD RS T4 vV &AL _HTTPOAEZA V3 —E2TLET,

C. BEIATICTRTD S T4 vV #HaIL _HTTPSOAZEZA V23—t T LET,

D. BREIRIICDAHTTIPS bS5 74 v O ZHAIL DI RTD LS TovoZETOVILET,

E. BERIICDASNMP rS 74 v ZHAL I RTD S T4 997099 LFET,

Answer: (&% &9 D)

Ex#TfERE: 52

TS50FA4 74 ADOEETIE, FlexConnect APAR A2 Y F7AVE— FTWLCADEHRMNEDOND E T RTDISA T2 AU ESN SSIDAT7 N4 XEniEiEsbC
EITEELTLES L, FlexConnect A—H LA Y F U IMNEBEMZHE-TWNWEIEEEZDE  COHEDRREL>TWLWBRERFENTIT M,

A. ISENACHOYERIZIE > TLVS

B. 802 11rE& @B ITMNEICHE - TS

C.O347 Y FOBALERNIZE>TULET

D. FlexConnectAB— A JLEREENEIC G > TLVET

Answer: D (A —vyt—T%EY)

local authentication, local switching=In this state, the FlexConnect access point handles client authentication and switches client data packets

lecally. This state is valid in standalone mode and connected mode

#TMEIRE: 53

EHROBENEELTWND I SA 7Y bDBMERTRT BICIE, EDa VR—3 > b %CiscoDNACenter& #iE T 2B H Y £9H,
A T4V LARABLLD R T L

B. Cisco Connected Mobile Experiences

C.Ciscoxf/\—O4y—L 3 vEDa—)L

D.CiscoEE) T4 H—EXRTVDY

Answer: C (A —vt—U%5&9)

RFTEIRE: 54

tXaUTs LOEBEENS TP ZTFIECPUACLEZEARRIICL [EFXF 2T A4P[7 7 2RFE) R F>[CPU7 VXl R A =2 —TACLEZERLET  EENITHOND
ETCIT. CHEBIFIEDEED S T4 v I ITERESNFEITMN?

AAJDAVY LA 7499 DH

BERNZI T4 9O DH

C.VPN+Z T4 %

D. BRE L UERMNSI T1 v P

Answer: (fAZEZ%RTT B)

Note When CPU ACL is enabled, it is applicable to both wireless and wired traffic.
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MAPDXRFERD A —H %y biRk— MK T HEEITT IAI FTERZINDIRY FT—S X ENTTHN?
A. MAPHMERE SN TULVS A T 1 FVLAN

B. WLCOWLANZES1(ZESE St 1T 5N TLVHVLAN

C. WLCHhE SN TSR A T4 JVLAN

D. MAPAE{E L TV 5 SSIDIZBE&E R I+ 5 TULVBVLAN

Answer: A (A —vyt—T %K)

HEA/SHE -
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IVOZTFRFHLOWENMALT T 75— a3 VTHARELGR YRS LRILOMEREEZERT ARENHYET, COI—RXT—RXATEH EDTV/ AO—42FEETILENH
YEITM?

A. FIEDRE

B. Bluetooth Low Energy

C.RSSS7L—vay

D. TOASTL—> 3>

Answer: A (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBSDG/wifich2.html
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avE St 24 —TIlL, Cisco Wave2APTAireOSa Y hO—S #EA L TULVET, Guest-012345678-WLAN & LN S BHTIDBIDOWLANMS X RITA XY LRI ZA4TFT 2 M
FRENFT ARDOHLSTY T7EHETHICIE EEENAT—a R HETOBLENHYET , CMXIE BEFM TNV AT FOHAEERT ILENHY F

9, CMXY—N—FBETHZBIRT IDLELNHYETHI?

ATa—TFTaHA4O 1Ay 47T

B. O—HILEBEBINIMACT A ILE ) VT EHHIZT S

C.A%—>a MACT AR VT HEBMZIT S

D. 7O—E T U347 bEBRNT D

Answer: D (A —vyt—T#ET)
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BRI KXEPBTOBEABRTNARETAVLARY b=V ICBHRIZBETESLIICLEVWEEZEZATWEY  BEFF - ZAVLHNEEDLAIBELLICRILC R Y
FO—JICBBETCELRITNELGY EEA, COBEREYR— T BHICE CiscolSETED TOERERET ILENHY FTH,

AFRAT4THTV A FTREDIZVY

B. O —7)LWebzZ:E

C.BCEH Y X bR—%)L

D. MACEERE/ N1 /R R

Answer: (fBZ %X~ d D)

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216330-ise-self-registered-guest-portal-configu.html
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BRxSHEL TS,

iCisce Controller) >

(Cisco Controller) >"EAF Framework:. Jan 21 23:55.43.56%. eap fast.c-EVENT. New context (EAP handle = c4000000)

*EAF Frarwmwork: Jan 21 23 43 569 eap_fast c-EVENT: Allccated new EAP-FAST context (handle = 37000000)

*EAF Framework: Jan :55:43.5659: eap fast auth c-AUTH-EVENT: Process Response (EAF handle = c4000000)

*EAF Framawork.  Jan 43 563 sap_fast_auth c-AUTH-EVENT: Rsceived Idantit

*"EAF Frarawork: Jan 43.569. esap fast tlv.c-AUTH-EVENT: Adding PAC A-ID 436373636£0000000000000000000000)
*EAF Framework: Jan 43 565 eap_fast_auth c-AUTH-EVENT. Sending Star

*EAF Framawork. Jan 43 .586. eap fast c-AUTH-EVENT Frocess Respons

*EAF Fraramwork: Jan 43 .586: eap_fast_auth c-AUTH-EVENT: Process Re P handle = c40C0000)

*EAF Framawork  Jan 43 586 ®Ap "'l.:t auth c-AUTH-EVENT. Receiv ord type. Handshake in atate. Start
*EAF Framawork:. Jan 43.586: esap ‘a:t auth c=AUTH-EVENT: Raadi ntvHello handshake

*EAF Frarawork: Jan 43 586: sap_ ‘n:t auth c-AUTH-EVENT. Ignor owWn &Kt rec type: 10

*EAP Fra~ework: Jan 43 .586: eap_ fa:t auth c-AUTH-EVENT: I nown ext rec type: 11

*EAF Framawork  Jan 43 .506: sap | 'l:t auth c~-AUTH-EVENT > D SA_WITH_AES_118_CBC_ SHA proposed

*EAF Framework: Jan 43.506 1lp_!l:t_a=th €=-AUTH-EVENT 5 | HI:H A!S 128 p:apnsld

*EAF Framework: Jan 41 586 eap fast auth _'Nl"'H_I“-ﬁ_""B propoaed

*EAF Framawork: Jan 43 586: sap fast.c T ciphersuite (s)

*EAP Framawork:. Jan 43.586: eap_fast :k‘cuu:t- 255

*EAF Frameawork: Jan 43.586 tl.p_fl.!t L "".t"}h‘:l’.‘!u:.ti 43188

*EAF Framework. Jan (35.42.5086. eap fast EVENT cipherauite 102
Framawork: Jan 41 586 eap fast Sk ciphersuite 57
Framawork. Jan 43 5BE: eap fast ; S DHE RSA WITH AES 128 CBC_ SHA
Frarawork: Jan 431.586: eap_Zfast Unknown cipharsuite 22
Fra=awork:. Jan 43.588 o Unknown ciphersuits 61

Frarework: Jan 43,587 TLS_RSA_WITH AES 128 _CBC_SHA

Framawork: Jan i] 587 i Unknowneciphersuits 10

Fra=awork: Jan 587 . ANap Unhnaut*::ph-r:u;t- 43155

Fra~awork: Jan ag : FEVENT: W Rriown -:phnr:a;tc 43165

Framework. Jan TR Bk RVOR 'r:..t_?t ADRITH_RCA_128_SHA

Fra=awork: Jan As nown ciphlrsuite 4

Framework . Jan Y ﬁU—Hft‘ el faft rx packet{) EAP Fast NoData (Ox2b)
Framawerk: Jan LAl --a:n-.: EVENT: Pricess Reaponse. type: Oxlb

Framawork: Jan P  fast auth c-AUTH-EVENT Frocess Response (EAP handle = c4000000)
Fra~ework: Jan : P IHE lhﬁ-rﬂ"hum Bleeived ACK from peer

Framework: Jan 2 |Ihp fn:i.ﬂ EVENT 'I_tnr c:htutt I.EM" handle = cd200000)

IVP=TFIE, B—hILEAPZER L TCiscoWLCEEA L E L1-, EAP-PEAPRIZER SN TS 21— —IE vy FIT—VIZEHKTETE LA BESA TS0 —HILEAP
TNy TA bA—5—ICEDVT IFA4 7Y FAERTELLDEFGETIN?

A V547 MEERAEZZTANELE S ELTLET,

B. ClscoWLCb\n,\oT_El‘HL SESNTULET,

C. 1—H—hH'E j]@:é*ﬁ'lﬁ*ﬁ%ﬁﬁﬁ LTWET,

Answer: A( - )
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IO Z7I1E, ORIGINAWiredZERE SN TWLBIEEIZDHA AppleTVMDNSH —E RDLSSZ BRI EILENHY FET, COBHFF-I 7o avixERTIMN?
A. ORIGIN%WirelessZ 1= [XAINIZERTE L &3, config mdns servicelssAla <Y > K&EHHA L TLSSZE®ICLET,

B. ORIGINZWirelessE 1= [ZAIIZERE L £, config mdns service Iss enableAppleTVa Y > REFEHA L TLSSZEXICLET

C. ORIGINZWiredIZE%E L 9, config mdns servicelssAlla< > KZER L TLSSEAEMICLET

D. ORIGINZWiredIZE&E L £ 9, config mdns service Iss Apple TVa <> F&#FAL T LSSEHEMIZLET,

Answer: D (A —vt—T#ET)

=FTERE: 61
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IUOZ7IF 802 1MUNDFHEEET IMENHY FT , PIOBAICIFANERSNETHM?
A DPELSEELEIDDBABTFEHEN DY A FOERICEEEZEZATUVET,
B.®RRESNTWA3DDEFDY SAEZ—IE APOBRENF TR THAHIZEEZRLTVWET,
C. WK OADXEFHENCDY A FOEGEENITHEEZEZ TULET,

Answer: B (A —vt—T #5KT)

A7 300-430 fARESR (F GoShiken.com AR SN F-EH& L9 L) 300-430 FHERRIRES | GoShiken.com H'&#1 D 300-430 FHERFRESR 124t L TLVE T, GoShiken.com
300-430 FHERFREIIRFT T, MEDEET I ETLVET, THEFTD GoShiken.com 300-430 fEEZ 7 v T H AL B 5! https://www.goshiken.com/Cisco/300-430-

mondaishu.html (35530%OFF FEIRESE A & EfE {1 = T 30% w5 AIEI5 10— F: Freepdfdumps)
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TUOZTIE 8021MUNDTFHEEET IBEAHY EY  PIOHAICEAARNFETH,?
A. WK ODDEFENZDY A FOERICEENIZREEZEZATVET,
B.RRENTWA3IDDEFMNDY SR F2—[F APDERENF+ATHAZ EEZRLTULET,
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Answer: B (A —vt—T %KY
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TS UF 474 AOEMTIEL, FlexConnect APAAR R Y F7AVE— FTWLCADERMDKRDONDSE TRTDI AT bHUIEN SSIDBT N A RSN ESHZ
EITEFELTL S, FlexConnectA—HILARA Y F U T RAMZHESDTWR I EFEZDE COFEDREAEL>TVWREREFXENTTH,

AVSAT72 FDBRADNENCHE>TNET

B. 802. 1@ EBATHNEMICHEH>TULVD

C.ISENACHEMIZIE-> TS

D. FlexConnectA— A JLEREEANENIZ G > TULVET

Answer: (fRZE % RTT 5)
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D9SAT ST 4 VIDAPRAL Yy FR—FTHY bT—2IZA%B & 512 _CiscoCatalystd800 1) — XA ¥ LRV FOA—5%RETHAY U Ky MEIEATITH,
% config terminal

wireless profile policy [policy name]

local switching

end

3. config terminal
wireless flexconnect policy [policy name]
local switching
end

config terminal
wireless flexconnect policy [policy name]

no central switching
end

L]

J config terminal
wireless profile policy [policy name]
no central switching
end

A AT av A

B.77>3.B

C.#7i3>C

D.#7+3a>D

Answer: D (A —vt—T%EY)
A
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Procedure

Step 1 configure terminal Enters global configuration mode.
cxampe: CISCOAN

Device# configure terminal

Step 2 ireless profile policy profile-policy : Configures a wireless policy profile.
Example:

Device (config)# wireless profils polici_q default-policy-profile

Step 3 5 central switching : Configures a WLAN for local
Exﬂmp‘h: switching.

Device (config-wireless-gPlicy)# no central switching

T O—ANRAYFUTERRNTHICEH  EV FILNRLMYFUTEENTILENHYET

XHTMEIE: 65
BRRESRLTIESL,
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*EAF Fra=ework: Jan
*EAP Frarawork: Jan
*EAP Frarework:. Jan
*EAF Fra—ework. Jan
*EAFP Frarework: Jan
*EAP Frarework.  Jan
*EAF Framework: Jan
*EAP Fra=ework. Jan
*EAP Fra~ework: Jan
*EAF Fra~ework: Jan
*EAP Fra=ework. Jan
*EAP Frarework: Jan
*EAP Framawork: Jan
*EAF Framawork. Jan
*EAP Framework:. Jan
*EAFP Fra=ework. Jan
*EAP Fra~ework: Jan

Jan 21 23:55:43 .56%. eap_=fa
eap fast c-EVENT
eap fast auth c-AUTH-EVENT
eap fast auth c-AUTH-EVENT
eap fast tlv. c-AUTH-EVENT
eap fast auth c-AUTH-EVENT
eap_fast c-AUTH-EVENT Pro
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eap fast
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eap fast_authoo
eap fast ajer
eap_fast cily

wT
eap
Fro

Allocated new EAP-FAST context

faat

st.c-EVENT. New context (EAF handle = c4000000)

{handle = 37000000)
Process Response (EAP handle = c40 CQ)
Received Identit

Adding PAC A-ID TLV (436373636£000000000000C000C00000)
Sending Start

ceas Response, type. Ox2b
Frocess Response (EAP handle = c400000C0)
Received TLS record type. Handshake in state
Reading Client Hello handshake
Ignoring unknown exs
Ignoring unkno
TLS DHE RS

T,
e

Start

10
11

ciphersuite 103
ciphersuite 57

TLS_DHE RSA_WITH_AES 128 CBC_SHA

:1phir:;1:1 22
ciphersuite 61

TLS_RSA_WITH_AES 128 CBC_SHA

10
49155
43065

4 B_sg
4

EAP Fast NoData (Ox2b)

ciphersuldl

ciphersudti
ciphi su st
SA
iphersuls

Packet ()
cess Response, type: Ox2b
ipanse (EAP handle =
Kifzon peer

= c4000000)

c4000000)
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9, Cisco CMX Location Analytics =R 3 B IZ(XAIABETET M ?

ADVTXERRTIITECMXT SOV I VS —OEHHIZLET,

B. CiscOMSET FS v X VI NS A= EZHFILET,

C. 707 < v J#{EH L TCiscoPrimelnfrastructure® 4 X b—JLLE T,

D. CiscoMSETRER/NS A —2 #H%/ELET,

Answer: B (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-6/cmx_config/b_cg_cmx106/getting_started with_cisco_cmx.html
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D. CiscoPrimelnfrastructure D RIEMD XA T—4 X ZcontainedITEFH L FT,

Answer: D (A —yt—T #ET)
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D. 802.1x7R— +EBEE % FH L 7=EAP-TLS
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Cisco Identity
Services Engine

4

L2 Switch

a L2 Switch

g g

Wired Clients

IVOZTIE. 74— )7 FEWGBERHTIAVYLARY FD—2 1284 L RADIUSH—/\—IZ% L TWGBSIBAZE # R T S ELAHY FT , COBRKITHEL3IDDR
TYTIEENRTTIMN? BDOFERLTLLEEELY,)

A.WGBTIEBAE WLAN, 8 X UERA V23— T A REHEHELET,

B. WL.CTiEBAZE ZHRELF T,

C.ISEZERALTFRIMI AL IICWLANEZEELET,

D.ISEMNoDIL— FEAZEZ2FERALTT7 VARSI U FERELET,

E.ISECWGB%Z Ry hT—U TNRARELTHERELET,

F.ISETR) L—ZHEA LT AAZERIET ST /N\M ABERTEDSLIICLET,

Answer: A,C.F (A —vt—U &%)

https://mrncciew.com/2018/05/25/wgb-with-peap/
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A.Jabber kS 74 O DAVCTO T 7AILEEREL FNEWLANISERALET,
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B.5 GHzEETHDHTO— KX ¥ X T 5L ICWLANFERE L Jabbera—H—MEHRTESLSICLET,
C. Jabberst i T /34 AHHEH T 5 & 512 WLANTCisco CentralizedKkeyManagementZ &I L E£ 9,

D. Jabber4 VA F—ILENTWBENSILTINA ATQoSE#ERLET,

Answer: (&% %K D)

& BA

traffic is marked scocording to the AVE policy. For example, in siiuations whore a wireless client sends unmarked Jabber traffic, this traffic Upon reaching the WLAN Controller would geot

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/81/Jabber_in_ WLAN/b_Jabber_in_ WLAN,

ExHfERE: 72

A—HY—WN BEDSY T by TEFERLTWPA2-Enterpriset ¥ 2 1) 74 BICEBEINTA VLAY FTD—VI2ERLES ELTWET, BV —/\—DCASERAEIL,
YT by TOEEINIIL— FEABBER F7ICA DR F—LENTVEST , A—F—F I LT oI v ILEZBEBEANT L SITROONFE LA BRI LTLEE
A, BREDRRAIEF TN ?

A ST byTEI74Y LRy FAO—F—WLFHEZIPT FLAZZELTLERA,

B. 1 —H—®MActive Directory7 h o > MME AENRITICEKKTHLO09 97D FENFET,

C.A—t T4 —3—IZEWEB02AXEREER) —DHY FT,

D. BRI Y —/\—IZIEEEDEIN 2802 1XEREER ) —HY F,

Answer: (fRZEZ%RTT 5)

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_199/Dot1X_Deployment/Dot1x_Dep_Guide.html
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BERIT MAPRDESEETELWLANZER L TCisco FlexConnectBEZR&E L AIDBAIICHL WIS VFERRELTVWET , TS ZTORFERF, IRTDTA VY L RERK
ZRITL FLOVAPSODRA Y FR— b EBRTE2HEZRETAHETT RAA VYV FUITF—LERA Y FHR—rTEDERZFERATIHLELHY ETIH?

A. EHDOVLAN

B.7VtXE—F

C. k320 F—F

D. > VJILE—F

Answer: B (A —vt—U%%7)
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ALLAR®R Y FD—O T P=ZFIE 7 X FWLANED TR TDiPadZAIDOVLANIZ BT A ENHY FI, TP =FIL Cisco ISEZERAETICIDRARIEED L S ITEST
LETH?

A 802 1IXxEHFFALTTNARADTO T 7 AL EERLET

B.WLCTR—AIKRY—FERLET,

C. WLANTRADIUSDHCPZR 274 ) V5 #HAMZLET,

D.iPadT /8 AICmMDNSTO 77/ ILEZFERALET,

Answer: (f2Z % &R~ 9 B)

E#TMERE: 75
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Cisco Catalyst 9800 1) — XA ¥ L XY bA—Z #HAT 5155 AutoQoSIZEE T HIE L L\ RERIZF EN TT HY,
A CHULEZEETELVEFIERINE-TATI7MLDEY FAHYET

B. cS5 74 v ZRBAL BASKEE/NY Y FEQSTIL—TIZEIYLBTET

C. H#RQoSOEMZEHHIL L BIRQoSHEEZRHICLET

D. HARY —< v THHEDNDQoSF 1 —EHENDY TV II—TICERETELLIITLET

Answer: B (A —vt—T #5KT)

- Auto-QoS matches traffic and assigns each matched packet to qos-groups.

#HERE: 76
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IVCZTFIE A T4 ATHEERY —EXRZEBRTIHELADHY T9, EE(X FastlocateFFAL LYEWLWAOyr— 3 ILydal— b2 ERTAHIETT, DA
=2 aR—RADFEEEET ILENHYFEIMN?

A. R

B. 7O—JA~R—X

C.T—Ha/1\7y kR—X
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D. A4 —>avnNg—y
Answer: (fAZE % RTT 5)

A7 300-430 fE7ESE (L GoShiken.com MRS =& L9 L) 300-430 FHERREARESR ! GoShiken.com AV #71 D 300-430 FHXERFAESR 12 L TLVYEJ, GoShiken.com
300-430 SREARIRBIEI R T BEMNEE TS IVVET , ZH D GoShiken.com 300-430 BIEE %45 Y b3 % AlL T B 5 https://www.goshiken.com/Cisco/300-430-

mondaishu.html (35530%OFFRIRESE A & IEfE {1 & T 30%w i AIEI510— F: Freepdfdumps)
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ITF—LFREICEELTHY EBTNARATZIVEADY Y 21— a3V ERELELTOWET , 2OV a1—2 3 TR WLCOBEDO—HILTIEEL HNERUKRS FY D
A—HERATIVENHYET . 1—FE2HIL 1 —FDREODDEBEOHIT7 I EALRIILEZRETIVEAHYET, ChoDBEEZERT IEHIC. EnTObal
EREOHLEIMN?

A 3y FT—0R) —H—/\—

B. RADIUS

C. TACACS +

D. LDAP

Answer: C (A —vt—T%#ET)
&R

+ Authentication of users who attempt to log in to the network equipment.

+ Authorization to determine what level of access users should have.

https://www.cisco.com/c/en/us/td/docs/switches/lan/Denali_161/ConfigExamples_Technotes/Techzone_Articles
https://community.cisco.com/tS/wireless-mobility-documents/wlc-and-acs-5-x-tacacs-configuration-example-we
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A. AP % CiscoFlexConnect7 JL—Z[2&ME#F T,

B.APY JL—TEWLANA V3 —TJ A RIZTIXVEVILET,

C.WLANDO—AILARA v F T #E|/ALET,

D. WLAN-VLANY v E >4 %#{#F L TCiscoFlexConnect IL— T Z R LT,

Answer: D (A —vt—U%&9)

FlexConnect Groups and VLAN Support

You can configure VLAN Support and VLAN ID on a per FlexConnect group basis. This allows all APs in a FlexConmect group toinharit the VLAN configuration from the
FlexConnect group including VLAN support, Native VLAN, and WLAN-VLAN mappings
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B.12MSSDIFTHEC a=V AT, £ 5120SSIDIERY b T—IADT I EREMET 2-HODLDTT, FTRES 3=V J &IV 547> FEREALSSIDIHE#KS &
51=-HIC ACLOFERZARFILGENTL S,

C. 7OEY 3= Y SSIDEFERLE®R. V5472 AL yFDSSIDEERT 5=OIFRENFACLIZEY  2—HF—[EMACT A LB Y VT I2&k>THRY bI—9 £HE
FHFTERIN—RTEIBELHYFET,

D. 2Dty b7y TDSSIDIE, U 54 7 > FHCiscolSETEREET 5 1= MNACState-RADIUS NAC | F1=1&CiscolSEMNY 54 7 > b ZBEE 1T 5 1= 5Hh MNACState-ISENAC T
BETIMBENHYET,

Answer: (R %RTd 5)

Centralized Campus—Dual SSID Design

In this design there are two SSIDs: one provides enrollment/provisioning and the other provides secure network access

ExFTiEIRE: 80

DAV LARARY FNI—H IO FFX ERERAT7HAEVTRTOREAPO Y R b EREEBICIRTTIVLELAHY T, COERERET SIS
[ CiscoPrimelnfrastructure TYER 3 2 ED H D LR— MIENTT H,

A. RIEEAPAD Y FDOE

B. ~1EAP

C. 1 LLNFIEAP

D. RIEAPA/ R

Answer: (&% &RT9 5)
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Cisco WLCZERET 154 . EDCLIa T > FAVLAN IDA30MDVLANZBranchA-FCG & LY 5 & RiTDFlexConnectZ )L— 12BN L ET M ?
A. config flexconnect BranchA-FCG vlan 30 add

B. config flexconnect group BranchA-FCG vlan add 30

C. config flexconnect group BranchA-FCG vlan 30 add

D. config flexconnect BranchA-FCG vlan add 30

Answer: B (A —vt—T %KY

To configure VLAN for a FlexConnect group, use the config flexconnect group vlan command.

config flexconnect group group name vlan {add vian-id acl in-aclname out-aclname | delete vian-id}

ExFTEIRE: 82

Cisco Catalyst 98002 ) —X DA ¥ L XY rA—Z % EAT 515E . AutoQoSIZBEF H1E L L\ERBAIZ ENTT M,
A CNUEEETELGVENIERSNETOT7MILDEY FAHYET

B. 574 v ZBAL BASKEEZ/NY Y FEQoSHTIL—TIZEYHTET

C. H#RQoSOEMZEHIL L BIRQoSHOEREFXRHAICLET

D.EARYS—< v THEEDQSF 1 —2HEDH TV IL—TICRETESLSICLET

Answer: B (A —vyt—T%EY)

Auto-QoS matches traffic and assigns each matched packet to qos-groups.
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A DXORBEDTANVYLATINAR

B. 7ANYLATINAR

C.EEET/IN\M4R

D. BB L UEET /NI X

Answer: D (A —vt—U%&9)

0. What devices can be tracked with the Cisco Context Aware Services?

A. The Cisco Context-Awane Sernces allows you o track and locate [P enabled dievices both wired and wirgleass vwith the Cisco Unifred Wirsless Network and Werad network

https://www.cisco.com/c/en/us/support/docs/wireless/context-aware-software/110836-cas-fag.html
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ITEEBEX (FEAEDTINA ZADAPPIEIOSTHDITAVYLARY FT—U BB L TUWVET, QSOMEIFIWLANTH LT 2UHENHY EFT, EOEREETT ILENHY
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A. AUTOQOS-AVC-PROFILEE WS ZRIDF LWLAVCTO T 7 A ILEERRL T RTOWLANIZERALE T,

B.[74 Y LAP[TYERKRA > F>[F O—/ LR TFastlanez 4 O—/NLIZESIZLET,

C. £#WLAN:E%RE CFastlane# &I L F 9,

D.[74 ¥ L X>[M] CTWMMTSPEC/TCLASR®R I I —avaEaAMLET,

Answer: C (A —vt—T#ET)

&5t BA

https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/86/Enterprise_Best Practices_for
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Cisco WLCHERET 51HE . EDCLIa~Y > KAVLAN IDM30DVLANZBranchA-FCG & LS & HiTDFlexConnect 7 )L— F([ZBMLEIT A ?
A. config flexconnect BranchA-FCG vlan 30 add

B. config flexconnect group BranchA-FCG vlan add 30

C. config flexconnect group BranchA-FCG vlan 30 add

D. config flexconnect BranchA-FCG vlan add 30

Answer: B (A —vyt—T%EY)

To configure VLAN for a FlexConnect group, use the config flexconnect group vlan command.

config flexconnect group group name vlan {add vian-id acl in-aclname out-aclname | delete vian-id}
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A. 0.0.0.00.0.0.0UDP % gFmI
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D. EFEMDNST0.0.0.00.0.0.0UDP % &f7]
E.FEDEEDLDFHAT S
Answer:C.D (A —vt—T%EY)

B
Seq Action Source IPfMask Destination IP/Mask Protocol Source Port Dest Port
IR ERN R L O I L)
Parmil uop DNS Ay
0.0.0.0 0.0.0.0
0.0.0.0 0.0. 00
Parmit z unp Ay DNS
0.0.0.0 a0 O

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
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I P =7I& CiscoCatalystd800Y ) — XV A ¥ L XY FAO—STIAEZ JOEC I Z U993 ELRHYET , BERIEIY— KNX—FT s DCAH—N\—ZFFRHALTLE
TABAEZERLTA VR F—=)LTBICIE Y FA—FECAY—/BITED T FOLEFERTILENHY FIH,

A. SSL

B. LDAP

C. SCEP

D. TLS

Answer: (&% &RT9 5)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/locally-significant-certificates.html
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C.VILFXF¥RArY—RBEHTO L

D. 7O FaNITEKBELEWLWIILLFF Y R FR/IS—RE—F

Answer: (fRAZEZ%RTT 5)

PIM in Source Specific Multicast (PIM-55M) is similar to PIM-5M with the additional ability to report interest in receiving packets from specific
source addresses (or from all but the specific source addresses) to an IP multicast address

Ex#EIE: 89
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(2. DifferentiatedServices3— FiRA > & —HIELIBENHYET , 2V TV IZIXEDERPDBLETTMN?

A. WLANTERE iz 75 FFQoS

B. WLAN T ZEIZERTE S f-WMM

C.a>hrB—35DRA vFiR— FIEE SN f=mls qos trust dscp

D.aY FA—5DRA v FR— FZIERE SN i=mls qos trust cos

Answer: C (A —vt—T %KY

In trusting the AP DSCP values, the access switch is simply trusting the policy set for that AP by the WLC. The maximum DSCP value assigned to
client traffic is based on the QoS policy applied to the WLANs on that AP
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DU ILSSIDEFERAYT HHE ISE/N—2 3 2.1 BYODTHZHRET ADELHY EFITH?
A. WPA2

B. +—J 8%

C. R L

. 802.1x

Answer: (&% &RT9 5)

As its name signifies there is only one 5SID used for the onboarding, which is secured by 802 1X_ |

O

While ISE supports various EAP types for 802.1X authentication, with ISE BYOD, there are three EAP Types that can be
used; EAP-TLS, EAP-PEAP-MSCHAPvZ, and EAP-FAST. With EAP-TLS ISE identifies itself by providing EAP Identity

https://ciscocustomer.lookbookhq.com/iseguidedjourney/BY OD-configuration
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300-430 HEMEXRHF T MENERETIINVET, HZHF D GoShiken.com 300-430 FiEE %4 v bF 5 Al Z B 5: hitps://www.goshiken.com/Cisco/300-430-

mondaishu.html (35530%OFFFEIRE&E A & Ef2 {1 & T 30%wiFAIEI5Ia— F: Freepdfdumps)
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A ApE—F E=4—_ ApHTE—F WIPS

B.ApE— K :B—AhHJ)L ApHTE—FK #HL

C.ApE—F :A—HhJL ApHTE—FK WIPS

D. ApE—F E=42— ApHJE—F &L

Answer: C (A —vyt—T%EY)

The regular local mode or FlexConnect mode AP 1s extended with a subset of wIPS capabilities. This feature
enables you to deploy your APs to provide protection without needing a separate overlay network.
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A79ERARA 2 FEMSEEREALET,

B. v k7w JHIZEE S fzCisco Prime Infrastructures@{§ Y L7 > ¥ ¥ L& E R L T MSE % CiscoPrimelnfrastructure|Z;:8M L £9,
C.MEEBHICEMNGSIAEREZEALET,

D. JAVLARABABLESRATFLIZEDES A R EZEALET,

E.CLIZ LT Y ¥ /L% L TMSE % CiscoPrimelnfrastructurel 28N L £9,

Answer: (fAZE%RTT B)
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I > ¥ =7 HCiscoHyperlocationDFEET A FZEITLTHY  CiscoCMXTemxlocstarta Y > FEEITLTWET BET 2200/85A—2(FENTITM? 20:EIRL TL
=&Ly,)

A. AP£

B.73547 > DA

C. X, YO EBE D5

D. 75472 DMACT7 FL R

E. WLCIP7Z FL X

[cmxadmin@cmx ~]% cmxloc start
MAC address: 49:98:ad:71:e8:b9

Ao #—m——— 4——mm Hmmmmm A o it +
| MAC Address | X | ¥ | Comp Type | Location | Last Located | Current Server Time

o bmm————— o fmm e ———— B i o o i e +
| 40:98:ad:71:e8:b9 | 23.87 | 30.08 | FUSION | Si=Cisco>Floorl | 2018+07-13T720:01:29.942+0200 | 2018-07-13720:01:31.760+0200 |
e N e B . A A . A 0 A +

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/88/b _ap 4800 _hyperlocation_deployment_guide.html

Answer: C.D (A —vyt—T %5 7)
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D. A5tH

Answer: (&% &RT9 5)

ERBA/Y) 77 LU R https //www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBS-DG/wifich2.html
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A. SOAP / XML
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B. NMSP

C. CAPWAP

D. SNMP

Answer: B (A —vyt—T%EY)
& BA

Ensure that the NMSP session is active to push the profile to the controller.

https://www.cisco.com/c/en/us/td/docs/wireless/mse/7-6/MSE_wIPS/MSE_wIPS_7 6/MSE_wIPS_7_ 5 chapter
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C.3H

D.7H

Answer: A (A —yt—T %KY
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D. WLCTIGMPRX—E 5 %EFMIZT S

Answer: D (A —vt— U %&9)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01011.html
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B. ZAll=

C. Z55 R

D. ASt5

Answer: D (A —vt—T %KY

Angle of Arrival (AocA)

The Angle of Arrival (AcA) technique, sometimes referred to as Direction of Arrival (DoA), locates the mobile station by determining the angle of

incidence at which signals arrive at the receiving sensor. Geometnc reflationships can then be used (o estimate location from the intersection of two
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A.CSV

B. PDF

C. XLS

D.DOC
E.7L—YTF%X b
Answer: (fRZE % RTT B)

Reports are saved in either CSV or PDF format and are either saved to-a file on Prime Infrastructure for later download or emailed to a specific email
address
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IUDZTIF EPET Y I L— ERRIZHE 2T CiscoAireOSWLCE/NA—2 3 V7.3 6897y FUL—RKLTWET,
BESNf-a—FKhoT7yTIL—FKT % EEIZ Cisco CWAD2DODACLEZRET DHENHY FITH? 2D:ERLTLESL,)
A. 0.0.0.00.0.0.0UDP % gF®]

B.EENEENELDEHAT S

C. £ B MDNST0.0.0.00.0.0.0UDP % B8]

D. 0.0.0.00.0.0.04£ B MDNSE & DDNS % ¥ 8]

E. 0.0.0.0 0.0.0.0UDPDNS#/[ 9 5

Answer: AC (A —vt—T %5 T)
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TP, Sy T by TOERMOHREEZTRY Sy Ty TOMACT FLRICET H1EHREFH>TLNET,

TDGBMERET DEOICTAVLARALA VISR ISV FYICHEET DBENHD2DDREIEFENTIMN? 2OBIRLTLEZELY,)
ISAT U MDMBEEREMSETEMICT ZHELNHY EFT,

AEAPBXUREISAT7o bR —2 3 VERIIMSETHRIZT H2HENHY 7,

EEOOS— 3 VBBIEMSETEMICT ZRENHY FT,

OSATo OO — 3 VERIIMSETAERICT ZRENHY ET,

MWLCT FSyF U RBILEEMCTIHELHY FT,

Answer: AE (* —yvt—C %57

mooO mw >
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X2y T LOBEENDS, TS TFIFCPUACLERRICL [€F 2T P[7 Y ER&IfY R F>[CPUT ¥ £ R&If1) R M4 =21 —TACLEERLET, EEATHNI S
ETCIC, CHERIIEDEFED S 74 vV ICEHASNETHN?

AAJANYLARSI T4 v I DH

B.EREZ T4 v I DH

C.VPNkST1v99

D. BB L UAHR T T4 v

Answer: (&% &RT9 5)

Note When CPU ACL is enabled, it is applicable to both wireless and wired traffic.
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CiscoCatalyst9800!) — XA/ ¥ L XY hA—5NDWeb4 >4 —7 = 4 X TCiscoHyperlocationE 27 2 TLVBIGRTIEE S TTHY,
A.RFZ7O274)L

B.7LwoX7TOI774)L

C.APEmM7Oo774JL

D.R)>—TAT74)L

Answer: (&% &RT~9 5)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/cisco-hyperlocation.html

=FEIRE: 105
Cisco DNA CenterDElfE & 7 5 —LDR—U TR TEHIRABHEHEIENS SWVNTIM?

A. 3B%fdE

B. 24BFf4E

C.3H

D.7H

Answer: D (A —vt—T %KY
B

Table 1. Global Izssues Window il
Itemn Description

"
24 Hours drop-down list Allowes you to display information onthessyhoely Based on the time range you select. Default is
24 Hours. Do the followmng
a. From the 24 Hours drop- dawn fist, choose a time range: 3 hours, 24 hours, or 7 days
h. Specifythe Start Date'and time; and the End Date and time
c.Click Apply

Thig sets the range of the timeline

(RRBETY , ERTEFY)

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-c
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IINFFXF YR METAZEIANLRY) VD ENLTIANLRA—Y—[ZVAVLATHERIZCAMN)—ZI VI TEBREIIC TANVLRARY FIT—OREEINTWET ¥
FJAT U RPETAZR N =SV TELRWZEEZRELE-R BEEIIVSATY D2 MbpsDT—2 L—FIZEHELTHY Y N IT—9 EOEPLEIILFENY AT
FLRICRM) =SV LESELTVSEHIBLEST ERATIDELNHD2DODT7I a3 VIEENTTIHN? 2DFERLTLEZSLY,)

A BRGEEFERALEVWIAVYLRATILFXFv X CHARET RTSPAETAE#RA M) —Z I TESLESICLET,

B.aY FO—FIZHRESNTLWEITRTOWLANDIGMPAX—E VS %4 JICLET,

C.ILFEXEXYARIALY FHAELKHEL IILFEXEXYRA ALY EATO—NILIZERIZHEDLSIZLET,

D. TILFX ¥ R CAERIZHBZWLANOWLANQOSEZ JO U XIZEBLET,

E.QYhrO—S5—ICYLLFFYRMETFADETAR M) —LZERELET,

Answer: CE (A —vt—U %KY
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A7 300-430 [EFELE (X GoShiken.com AR I =& L9 L) 300-430 AEX[EIRESE | GoShiken.com A &x#7 M 300-430 SAERREIREE #1244t L TLVE T, GoShiken.com
300-430 SHEARIRB IR T MENEETIIVET, ZEF D GoShiken.com 300-430 BEE Z 4 v 3 B AL T B 5 https://www.goshiken.com/Cisco/300-430-

mondaishu.html (35530%OFFRARESE A & IEf2{+ & T 30%wiEAIEI5/0— F: Freepdfdumps)
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IVDZTFIIWLANA VISR M9 F Y EFEALTTYAMN NI 749y 70— 2 BB HBLERHYET, SO YFUITEETTHICIE, EDCisco CMXIEREZERTE L
TEHERTIVENHYFEIMN?

A. DT

B.#ERLTIVS—VF 5

C.7LtErX

D.##HLTRDITET,

Answer: C (A —vyt—T%EY)

» PRESENCE ANALYTICS: Cisco Presence Analylics service i15-a new analytics engine that detects the presence of visitors via their mobile devices interactions with

even a single network access point. The probe requests which are transmitted from the wireless devices provide information, which is used to identify the general

E#TMEIRE: 108

I =7I&, CiscoWLCTCiscoAVCEFERL T 74V LAy bT—9 #EHAT S5CiscolPh A S ICBEIBLRLZFITEIDENHY ET IL—ILTEDERZERLEFTMN?
A.T—7

B. L— LR
C. WMMAV L E

D. EFA[-ACL

Answer: A (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/AVC_8point8_dg.html
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WIPSH—EXZEAT=FH LLWMSENAS VX F—LENTHY a2 FA—FHELMSEIC7 S —LBEHRMNFZELTWVEVNKSTYT ., 32 bA—5HSMSEIZEIZES 5= IZFFA
TEHRENHZTORILIEENATTH,

A. SOAP / XML

B. SNMP

C. NMSP

D. CAPWAP

Answer: (&% &RT~9 5)

TR 110
BRzZRLTIESY,
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Access Control Lists > Rules > New

Sequence

Source 'Any

Destination

Protocol
DSCP

Direction

Action \Inbound

'Outbound

IVPZTFIE WLCCPUAND—ED LS5 T4 w0 EHIRT HACLEZERL TWET  ARKFAY TEO YR AL EDBREZTOSBENHYEITMN?
A S T749TFWLCIZEBND =D A VIOV FTHARENHY FT,

B./\7ry FOAMITIEETIESHY FHA, TNITEIZAnYyTT,

C.WLCHLEREIND T T4 v I THIO 7O MNIDUFTHIRENHY FET,

D. AL avDEEH YR MERMBTBHIZIF CLIZE > THOHACPUACLZER T AELRHY T3,

Answer: A (A —vyt—T%EY)

s CPU ACLs only filter trafiic towards the CPU, and not any traffiic exiting or generated by the CPU.

RITRIRE: 111
BEHII WLCAT 42t U2 —ICRBESNTWADHIA VL AEBRETILEZEALTLET,
T77ANY—N—ET—3 U3 —[CBESNTWS=H TBEOWLANNGD ST 1499
Corp-401266017 1> FrO—S5 %@ BT HZHELHY 4 X FWLAN Guest-19283746 | k5 74 v I (EEA T4 RIZHRESNTWWSO—HILA VA8 —3y FEIEEFERT
SHERHYFET, COFRVEETTHERIEIENTTHN?
A TEBEUSRX MWLANOO—HILRA Y F T H#EMLET,
B. f¥WLANOO—HAILRA Y FUTEENZL S RAMWLANOO—HILARS Y F T EZHMLET,
C.EHBIUSFRMWLANDOO—HILRAL Y FUTEHMLET,
D. BEWLANOA—AHILRA Y FUTHEFHMZIL FTRXAMWLANOA—DIL RS v F T EEHILET,
Answer: C (A —vt—T %#5K7)
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HBAY FO—5ASBNDIAY FO—SICO—S V5T BEEIT I54T Y FADILFF YR TF—EDI—LLRBERICEY Ry FT—IMBRILFFrR b T L—
LDLAN2T5 9T V& C0IcBRAENGERIEENTTH,

A RO LA Y34 v FTIGMPV3ZEMIZLET,
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B. WLCTIGMPRX—E T #EMIZT S

C.WLCTYLFHFYRXAME—KREBEMLET

D. FRDLANVIRA YFICTILFEFXY XM TIL—TH#ERLET,

Answer: B (A —vt— U %7%9)

Bl
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONS

RATEE: 113

I P=7I&, CiscoWLCTCiscoAVCHFEAL T, 74V LAy bD—9 %#FERAT HCiscolPh A S IZEBEIBELZ(T T EBELHY FT, IL—ILTEDEREZEBRLETHN?
A. permit-ACL

B. WMMMAHE

C.v—7

D. L— ~HIRR

Answer: C (A —vt—T#ET)

Far the same ANVC profile two rules are created. The Administrator can configure up to 32 rules n the same &VC profile. Indnadual rules can be configured for action MARK or DROP i the

same profile A single rule can only be configured wilh @ single action i.e. either MARK or DROP

EHTERE: 114

CiscoHyperlocationDEADEHICEAT H2DDEHRAD I BIELWVEDIEENTT A, 2DERLTLIZELY,)
A. Cisco Hyperlocation#gE (3 ERLANT > F O—S5 £ CiscoCMXTERIZT ZRENHY EFT,
B.NTPZ#EHRTEEIA, ChiFEBAHLEEA,

C. CiscoCMX T CiscoHyperlocationZ &% L= APL EIELAND Y FO—S Z2BRHTILENAHY FT,
D. Cisco CMXH—/\MVM®D15E . CiscoHyperlocationWE A IZ[E/\f TV FVMARETY,

E. Cisco Hyperlocation##gE(L EMRLAND Y FO—5 TOHEMIZT EILENHY ET,

Answer: AD (A —vt—T%ET)

https://www.cisco.com/c/en/us/products/collateral/wireless/mobility-services-engine/datasheet-c78-734648.html
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DA LRIV =TI ARELZRYRLIENLAEZTCRKEERTORETAVLARY FI—V 2RETEIVENHYET, T4 VLAY FT—Y (3 SEIELEHMHAD
B00ANDRERICH L TI2OVLANZ Y R— b FEIRENRHYFET IO TFEFEDY ) 12— a Vv EERTIDVLELNHYFEITH?

A. BEADOAPOENZHHR— T E5LS5I2BEBEDWLCERELET,

B. BE—MSSID%HREL , SEIFHI—HO—)LIZH S>TVLANEI Y HTHIZCiscolSEZ=RE L F T,

C. T RTAHOWLANZHADNEBR CTCIO—FX v A, TEDLSIC, SEITERVLANEZ Y R— M T BESICEEIEFHAPYIIL—TERELET,
D.24GHzEETIO—FX ¥ R T DL IC16EDWLANZHERR L 5.0GHzHETIO—FF v X FF 5K SIZ16EDWLANZER LE T,

Answer: B (A —vyt—T%EY)

s 1%E T i be e ber exadniple, o allow the wireless hogt 1o femaln on the same VLAN as i
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I > < =7 HCiscoHyperlocationDFEET A FZEITLTHY  CiscoCMXTemxlocstarta Y > FEEITLTWET BET 2200/85A—2FENTTM? 20:EIRL TL
ZEL,)

A. X YDOEBEDBZRT

B.V 547> DB

C. AP#&

D. 725472 FDODMACT FL X

E. WLCIP7 FL X

Answer: (&% &KT~9 5)
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INFXFXAMNT DAV I EDELTBAPEFTTEHL TRTOAPHAIYILFFYRAMNNSI D490 ZZELTVET, COBBBORRIKATITM?

A BESI-TILFXEYRA T FLAMNMERSNELS:

B.V/ILF¥v A NMGMPRAX—EVINEMZHE>TLEEA

C.VILFFX R LT IL—TIZHESFVLANNEIY BTHNTNET

D. TILFFX¥ R LT IL—TICIETRTOAPHAEENET

Answer: B (A —vt—U%&9)
https://www.cisco.com/c/en/us/td/docs/wireless/controller/74/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED_chapter 01011.html
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I =7I% CiscoCatalyst9800 ) — XA ¥ LAY FO—STIHRAEZX JOEYC aZ V5330 EAHYET, BEHRIEIY— KIX—FT s DCAH—N\—ZFRHALTLE
T HBAZZERLTA VA M—ILTBIZE a2 bO—S5ECAH—NBITED 7O FILEZFERTIHERHY TIH,

A. SCEP

B. TLS

C.SSL

D. LDAP

Answer: A (A —vyt—T%EY)

A

The controller makes use of the Simple Certificate Enroliment Protocol {SCEP) to forward certReqs generated on the devices to the CA and makes use of SCEP again
to get the signed certificates from the CA

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/locally-signific
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ARy T =0 YR T 5-DICOEAPDBEHDR— b EFRT HL ST IATWLS L DEAITT M ?
A.'JE— FLAN ACL

B. ) E£— FLAN

C. AAAZx—/I\—5 A F

D. 75472 FDARDE

Answer: (&% &RT~9 5)
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TAXLVAIVIZTIE V53470 MEMERET OMBENHYET L HERERE, VA VLRATNA ADBHERET A-OICEDHEEZFRALEIMN?
A ZEEEHRE

B. =ffIE

C. ZEm+E

D. A5A

Answer: D (A —vyt—T%EY)

Angle of Arrival (AoA)

The Angle of Arrival (Aad) technigue, sometimes referred 1o as Direction of Arrival (DoA), locates the mobile station by determining the angle of

incidence at which signals arrive at the receiving sensor. Geomeiric relationships can then be used to estimate location frorm the intersection of two

ATHEIRE: 121

ITF—LITREICEELTEY BETNARAT7IELRADY ) 2—2avERBEELTVLWET, 2OV 2a—2 3 TIE WLCOREDO—AHILTIEEL ANEBIURDS FUMIDS
A—HEFRATIVENHYET . 1—FE2HIL 1 —FREODDEBEOHEIT7 I EALRILEZRETIVEAHYET , ChoDBEEZERT IEHIZ. ETOralL
EREOHLEIMN?

Ay FT—0FR) O—H—/\—

B. RADIUS

C. TACACS +

D. LDAP

Answer: C (A —vt—T%EY)
& BA

« Authentication of users who attempt fo log in to the network equipment.

+ Authorization to determine what level of access users should have.

https://www.cisco.com/c/en/us/td/docs/switches/lan/Denali_161/ConfigExamples_Technotes/Techzone_Articles
https://community.cisco.com/t5/wireless-mobility-documents/wlc-and-acs-5-x-tacacs-configuration-example-we
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VideoStream /Y JLF ¥ v X b F A LU MEEEICEAT S1E LWRBRIZENTT A ?

A PTLFHRYRNNS T4V PIF IEEEB02 M TA VL ATYLFHF YR MREANZALTERINTVES LI, TI4I/IL FTWLANEHRTEBETEET,
B. &VideoStream2 S A 7> I ETAIPRILF XY A MR M) —LDZEZHERALET,

C.A-FYRILIL—LZE B TILFIVYRAFIL—LIZEHRLET,

D.IPRILFXx+ AR M)—LDEREDEHRTOEEMEHIFELBYEIA A—H 2y FTIIEEENISHBYET,

Answer: (fBZ % &R~ d D)

The Media Strearm feature makes the delivery of the IP multicast stream reliable over air, by converting the multicast frame to a unicast lrame over
the air. Each Media Stream client acknowledges receiving a video IP multicast stream

BT RE: 123
Cisco MSEETA Y LALANO Y A—FHDTI74I)L FONMSPIT O—fEfEEENS S WLNTTM?

A. 107
B. 157
C. 30#
D. 60%)
Answer: B (A —vyt—T%EY)
Echo Interval How frequently an echo reguest is sent from a MSE to a controller. The default value is 15 seconds: Aliowed values range

from 1 to 120 seconds

EHTEIRE: 124

a2 FA—5SWLC 1&WLC 2RI LEEY F4 S L—FIZBLTOET, B LVLANA V8 — T 1A REFHEHBWIAL Y LAY SA4 T2 FE WLC IASWLC 2028—3 04
LEIT . 95347 b0O—I 2T ESHBYFTFTM?

AVSA72Fa0THFRARMEIOY FAB—5WLC_ 1THEIBREN FILWISAT7U POV TERMWLC 2THERRSNTT o A—a 2 bO—FIZRY FT,

B.Y/354 7Y FavTFFRA AL FA—5WLC_ 1A 53 FO—SWLC 2IcBBENET, TOHRE WLC 19547 bavTHX MAEIBREA WLC 27 > Hh—2
vhkO—3JIZHYET,

C.OSAF7YraAVTFHERRATY FA—5WLC 14532 FA—5WLC 2I2aE—3hET, ZOEE WLC 1A% 83> hO—5I2AY WLC 247 > h—a > hO—
JICBYFET,

D. V547 FaAVTFHFR AV FA—SWLC_ 1ASIY FA—SWLC 2120 E—SNET, TORHR WLC_ AT oH—a Y FA—SF(2HY WLC 2AWHEa Y hA—
JITRYET,

Answer: D (A —vt—U%&9)

http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-0/configuration/guide/c70/c70mobil.html
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EAPT ORI HICHVSA T Ry I VICHEELT RADIUSH—N—MNET7 I ERRAS V MIEESNEIBEELINF—(EENATTH,
A. WPAF—

B.tviarvt—

C.EBSit+—

D. X HWER

Answer: B (A —vt—T#ET)
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Curing the logon session, the RADIUS server encrypts and sends the WEP key, called a session key, over the wired LAN to the access point

= HTERE: 127

CiscoCatalyst9800!) — XA/ ¥ L RO bA—5DT 7 4+ JL FDIEEE802.1XAPEREE R E LA T H,

A. CAPWAPDTLS#f# i L 7=EAP-FAST
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/1612/configguide/ewc_cg_16_12/802_1x_support.pdf
B. CAPWAPDTLS+:R—  ~ERREZ £ L 7=EAP-FAST

C. 802.1x7R— FFRRE (£ FH L 1=EAP-PEAP

D. 802.1x7R— FFREEZfE A L 7=EAP-TLS

Answer: B (A —vt—U % &Y
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A. DT

B. LTI —DF 5

C. 7LEVR

D. B LTRDIHET,

Answer: D (A —vt—T%EY)

+ PRESENCE ANALYTICS: Cisco Presence Analylics service is-a new analylics enginge that detects the presence of visitors via their mobile devices interactions with

even a single network access point The probe requests which are transmitted from the wireless devices provide information, which is used to identify the general
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INFXYRMNS T4V ERBBEETBAPEITTHL TRTOAPHRILFIF YA NS 7499 FZELTVWET, COMBORRAXAITTHM?
A TILFXNXYRAMTIL—TIZIEITRTOAPAEENET

B. VILFF¥YR LT IL—TIZHHESIZVLANDEIY TN TULET

C.VILFX¥RXFMIGMPRX—E VIR EMIZHE>TLWEEA

D.BESI-VILFXF ¥R E7 FLAMNEREINELT:

Answer: C (A —vyt—T%EY)
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A PRILFFYRANMS T4V PIF IEEE80211TA VL ATILF XX R MEEANZALTEERESINTWVDAELIIC, T4 FTWLANBRHTIEETEET,
B. &VideoStreamy S A 7> ME ETHIPRILFEF Y XA MR M) —LDZEZHERALET,
C.IPRILFEXEYRAFRAM)—LOEEDEHRLTOEEHEIELGYVEIN 41—y FTIHEBEENSHBYET,

D.A-F ¥R FIL—LZE B TILFXIYAMIL—LIZEBRLET,

Answer: B (A —vt— U %7%9)
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THERTIDELHYETM?

A. 7347
B.ERLTTI V7 —V9 %
C.7LEVR

D.&BHLTRDHFT,

Answer: C (A —vt— U %%9)

&5 BA

Cisco CMX Presence Analytics—E X [ APZ{ERA L T, £/ 1 JLT/34 XDReceived Signal Strength Indication RSS) [CEDWTHEED T LE R EBRET 52BN
PHMBLVIVT VAV MTIY b I4A—LTYT AP EEESN-ESHERNIZHLRY EBEOTAVLRATYII—2a VREBICAGRLGESIALDI Z4 7V FEN
ANTNAREREL ENAILTNARATIAVLRF T 3 VRFEHIHRYVET &y FT—VICERINATOEWNEETET NI RETA VLA THRIEY HHEE
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_config/b_cg_cmx104/the_cisco_cmx_presence_a
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A TDINFXRYR M —T 4T RETIVLENHY EITM7?

A 7O FINICEKELBEVWIIILFX Y X FEBEE—F

B.W/IFFv XA rY—XEHTO O

C. 7O FaNNIZEKELEWLWIILFXFFY R FR/IN—RE—F

D. V—RXBEHDTILFF¥ Xk

Answer: (&% &RT9 5)

PIM in Source Specific Multicast (PIM-53M) is similar to PIM-5SM with the additional ability to réeport interest in receiving packets from specific

source addresses (or from all but the specific source addresses) to an IP multicast address

https://mrncciew.com/2012/12/28/multicast-deployment-types/
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2V RIT—OTNA REBRRNDEDEREHERT DIDLENHY FEFTH?

A. T/31 XID

B. £ HHE

C.TINARA VA= 4 ADEHIER

D.SNMPROaO X a=7+«

Answer: B (A —vyt—T%EY)
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D. HEH LAHLANLFLIZHREL [SSIDHLRAHDFER|A T a v ERIRLET,
Answer: B (A —yt—T#ET)
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I > =7I%_ CiscoAireOSa > k B—F[ZCiscoldentity-BasedNetworkingZ=EZE L TWET TP = 7IE, a2 FA—F(22DDACLEH >TULVET  BASE_ACLE LS &R
DA DACLIE, WLCDcorporate_clientsf 2 —T A RIZHEAIN, I RTOLEI SA 7Y MEREINFEFT ,HR_ACLE LS ZHTD2E B DACLIE, HumanResourcesJ
IW—TR) O—DISEIZ& > TSHBEIhFJ,Human Resources 1 —HF—MEHE L= & ZITHREE L TEONAACLIFRITI M ?

A. BASE_ACLD &

B. HR_ACLAMd N & /=BASE_ACL

C. BASE_ACLAf & s =HR_ACL

D. HR_ACLD#

Answer: D (A —vt—T#ET)
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AR R=ILLIR—FIZIXEDTI A TORBREEDOIVHENHY EFTM7?

A. WLAND Y R— b B IERERI—H—#,

B. REZNDT A FHOWLANIRBOHMAHRA, AL BET I AR RE. RELL, THROEELE,
C. NEIWLANIRIEDSTEL 4514,

D.RAYF J—FA— A bO—5— LUy —L a3V TF7ISAT7VADERNDY 7 haE—,
Answer: D (A —vyt—T%EY)

A7 300-430 fERESE L GoShiken.com AMEHE S =& L9 LY 300-430 FRER[ERESE | GoShiken.com A Ex#TM 300-430 FXERfERESR 121t L TLVE T, GoShiken.com
300-430 HERRIEXRHF T MENERET T IVET, & D GoShiken.com 300-430 FiREE %4 v bF 5 Al T B 5: hitps://www.goshiken.com/Cisco/300-430-

mondaishu.html (35530%OFFFEIRE&E A & EEf2 {1 & T 30% w5 AIEI5Ia— F: Freepdfdumps)
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TANX LRIV ZTHISEXZFERALTLWAZRE L COWFET BEREIRABEETHY T4V LRAI—HY—IZTFs LY F)ICHT HRIMZEERLE LM LDAPIEERTE
FEARLEFAVTAEA—F—TIIVRRYIVRERRTHEHIC EDOV) 21— a3 vERELEFIMN?

A. SAMLZ{ERYT 5

B. EXOWLANTERIXBEXF—2FAT S

C. NovelleDirectoryZ#{#ER3 %

D. RADIUSH—/N—DREBT—2 X—XZFEALFET,

Answer: (& &% 9 5)
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7R FBYODT/NA ADBCEHRERET DEE  HKEXEMODTNA RZRABIZRY FT—VICERLES ETHEESRYFEFTAM?
A REDTNAZADEIBREN FHLLEBMENFTNAZABNTITATTNARELTEFHENFET,

B. ZRIIHAEINTNEITN, —ETEKETZ AT /NS RF1DEITTY,


https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.goshiken.com/Cisco/300-430-mondaishu.html
https://www.goshiken.com/Cisco/300-430-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html

C.ITRTDTNA ALY bD—9 L TCRFICHFASNET,
D. N—UBIE, T/ ADBKR—FJLIZEFR SN TWSERERLET,
Answer: B (A —vt—T %KY

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless Networks/Unified_Access/BYOD_Design_Guide/BYOD_ Enhanced _Use_ Case.html
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BRxSHEL TS,

(Cisco Controller) > o
iCisco Controller) >*EAP Framework: Jan 21 23 c- i Wiﬂi-untlut (EAP handle = c400000
*EAF Fra=ework Jan 23:5%:43 569 eap fast c j&tﬂ? llﬁbtntq‘ nedlEAPEFAST fontext fBandle = 3700000

*EAF Framework: Jan 23:55-43 569: eap_fast_auth c-RETH-BVENTD PraSessifespohse EA? Bandle = 400000
*EAF Fra-awork Jan €3 55 43 563 eap fast_auth c-AUTH-EVENT Rasceived Iddﬂi"?

*EAFP Frarswork: Jan 23:55:43.569 gap fast tlv :-iU’H EVENT: Adding PAC A-ID TLV (43639736362000000000
*EAP Framework Jan 2355 43 5€% weap fast “auth < =ALEEM - EVENT iqux SEArt o

*EAF Framawork Jan 21:55 41 586 H-p_!n!.t :-hJ‘"‘HW‘:‘ |h¢:ll: Regﬂih w:\ﬁnih

*EAF Framework: Jan 23-55:43 586 eap_fast_auth cEAUTH- :-:m- rm.u nnpoqu BAP handle = c4000000)

*EAF Framawork Jan 23.55 41 586 eap_fast_auth :HQFIH E Anttlﬂiﬂ S | type. Handshake in state. Start
*EAF Fra~ework. Jan 23:55:43 586. eap fast_auth . c- -ATTH-EV "Ffldx.q ‘©iient Helloc handshake
*EAF Fra~ework Jan 23 .55 43 586, eap fast auth c-AUTH- E?tHT Ignoring unknown axt rec type: 10

*EAF Framswork  Jan 23:55:43 586: eap fast auth c=AUTH-EVENT Ignoring unknown ext rec type: 11

*EAF Framework  Jan 23 55 43 586. eap_fast_auth c-AUTH-EVENT X TLS_DHE RSA_WITH_AES_128 @8BC SHA proposed
*EAF Framawork: Jan 23:35:43.5086. sap Zast_auth. c-AUTH-EVENTX TLS RSA WITH A!E -2' Plﬂpu!lﬂ

*EAF Frarework Jan 23 55 41 EA8& eap fast Autf c=AUTH-EVENT TLS F*A HI'I 'ﬁ‘ 128 prﬂp::.ﬁ

*EAF Framework Jan 23:55 43 586, eap_fast c-EVENT REcpdied ciph eEsuite (8]

*EAF Fra=awork Jan 23 55:43 586 sap_fast c-EVENT _UNRnENN“cipheBluite 2855

"EAF Framaswork:
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[ S = S I I =

23:55:43.586: wap_fast C-EVENDEE Ufknowil cipheXfuitey 43108

*EAF Fraraswork
*EAFP Fra=awork
*EAF Fra=swork
*EAF Frarawork
"EAF Frarawcrk

25:55 42,506 DEDERAsES c -ENENTR. LR owR ciphersuite 103

23 SSRAT SRS Taap 1ns Se_EUENT ¥nknown ciphersuite 57

2055 41 S8E Sap EAsthE-EVENT TLS DHE RSA WITH AES 128 CBC SHA
23 5545 586 hip:!t:t.:—rvIHT rnlnnun_czp;irjczto 22 N N
23055 W2 TE6. eap fast c-EVENT. Unknown cipherauite 61

N

B B3 B B B

[ S S

299%% ij 587 eap_fast
21:55°43 587 eap_ fast

-EVENT TLS_RSA_WITH AES 128 CBC_SHA

Unknown ciphersuits 10

23.55 .43 587. esap fast Unknown cipherauite 49155

23:55:43 . 587: sap_fast Unknown ciphersuite 431635

23 55 43 .587. eap fast TLS RSA WITH RC4 128 SHA

23:55:43 587: eap fast ¢ Unknown ciphersuite 4

23.55:43 592 eap fast c-AUTH-EVENT eap fast _rx packat() EAPF Fast NoData (Oxlb)
23:55:43.592. weap_fast c-AUTH-EVENT  Frocess Response. type: 0Oxab

43 .35 43 5% esap fast_auth c-AUTH-EVENT FProcess Responss (EAP handle = c4000000)
23.55:43.592: eap_fast_auth c-AUTH-EVENT: Received ACK from peer

23°55°43 532 eap_fast c-EVENT: Fres contaxt (EAP handle = c4000000)

T

"EAF Framawork
*EAF Fra=awork
*EAF Fra—ework
*EAF Frarawork
*EAF Fra~swork
*EAF Fra=awork
*EAF Fra=~ework
*EAF Frarawork:
*EAF Fra—awork
*EAP Frarmework
“EAP Fra=awork

E

EE‘
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B3B3 BJ B3 B3 RS B BB R RS

e T

IVO=7I&, B—AIEAPZ{ER L TCiscoWLCEZEA L F L1z, EAP-PEAPARIZER INTWS1—H—[F Ry FI—VICEKETEFEA RESAh TS O—HILEAP
TNy TaA bA—5—ICEDVT IF4 7Y MAERTELLDEFGETIN?

AVTSATUMEEAEZZFTANELE S ELTLET,

B. 1 —H—MESLGERBEREZERALTLET,

C. CiscoWLCH & o= BFHZERESNTLET,

Answer: A (A —vyt—T%#ET)
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A FREEZ L

B. WPA2

C. A—TJ &%

D. 802.1x

Answer: D (A —vt—T %KY
& BA

As its name signifies there is only one SSID used for the onboarding, which is secured by 802 1X. |

While ISE supports various EAP types for 802.1X authentication, with ISE BYOD, there are three EAP Types that can be
used; EAP-TLS, EAP-PEAP-MSCHAPv2, and EAP-FAST. With EAP-TLS ISE identifies itself by providing EAP Identity

https://ciscocustomer.lookbookhq.com/iseguidedjourney/BY OD-configuration
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FYRIT—O IO ZTFIE 500APOIY FA—5TILFF v XA MZEMLIZE,. 32 FA—5DCPUA—/N\—Ay FE2KRNERY NT—VFEREQEALRZHRLE
9, EOBEENMEICEAELTWETM?

AL A=-F v X FAPTILFFY R FE—F

I BECPUDSIZ LITOERICHLSEBHICETLH3DOTHY FEDBRRERDTVSIHLIFITIEHY FEA
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html

B.V/ILFXv X MAPTILFEXNY A E—F

C.a> +rA—5—IGMPRX—E Y

D. 78— F¥ v X bERiE

Answer: (fAZEZ%RTT 5)
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I > < =7 HCiscoHyperlocationDFEET A FZEITLTHY  CiscoCMXTemxlocstarta Y > FEEITLTWET BET 3200D/85A—2FENTTM? 20:EIRLTL
ZEL,)

A. X YDERDIZRT

B.V54 7> DM

C. AP%

D. 25472 DMAC7 FL X

E. WLCIP7 FL X

Answer: AD (A —vyt—T %K)

& A

[cmxadmin@cmx ~]$ cmxloc start
MAC address: 40:98:ad:71:e8:b9

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/88/b _ap 4800 _hyperlocation_deployment_g
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A 02 FO—5—TLAGHEMIZE>TWEIEE T4 I b TIRTOR— FHBLAGIZSMLET vy

B. B V23— Tz A RELEEEAR— MIZBEIShFELS:

CRAVAE—TIARIZTZARYR—rEEAVE)R—FIBETYT,

D. AILAR— bADEHDRA T LA VA= —REHFASNTULEHA,

E. EtherChannelld, R4 Y FDE—FK HF 2V ICKRETEILENHYET,

F.r2 74 vV ZRBBIERITH-OICHRELGRKENGYER— MMI1DFZIFTT,

G.OY rO—F—THEHBDLAGEFERTETET,

H. LAGEREZEMIZT H=HICWLCZE ) T— r T 2REIEHY FTHA,

Answer: ADEF (A —yt—U%#5%Y)

http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/ b_cg74 CONSOLIDATED / b_cg74 CONSOLIDATED_chapter_0100011.html
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TEICIF BETHHREENVET T/ VLRIV ZT7IX VE— T LIT—H—DIGERTI18100EAP. R T AENH Y ET OV FO—SRITIRTODERENTET
LELEA XY FT—VDERBEIREFTT APAI Y FO—F([IBMTEDELIICTBIZIE, F7A T O A—ITEITTI2DENHL2DODEREIEENTTH, 20FIRL
TLfZEL,)
A 774794+ —ILOUDPHR— F18128 & U1813%2 O v o LET,
B. 774 74 —JLTCUDPR— 5246 L UDPHR— h5247% e LE T,
C. 774 74 —ILTUDPR— ;122225 K U12223%#A LE T,
D. 48 —%y FTIL—T 4 V5 EEERIPT7 KL R %HEA L T5520CNAT? LR EBHIZLET,
E. OEAP1810 THMIPZERL F T,
Answer: B,C (A —vyt—T%EY)
HiLi):
G274 hNA—HF—A2VE—TzA R TFAMN 7TV r— 3V OHENBEEMICERSINET
Corporate Firewall

The Wireless LAN Controller should be placed in DMZ and the corporate Firewall must allow CAPWAP
Control and CAPWAP Data traffic throligh the Firewall to the Wireless LAN Controller The general
configuration on the firewall 1s to allow CAPWAP contrel and CAPWAFP management port numbers through
the firewall.

A\

Note The UDP 5246 and 5247 ports need to be opened on the firewall for communication between the Wireless
LAN controller and the Cisco OfficeExtend Access Point 1810.
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T 2P =7I%, CiscoAironet6003 ') — X OfficeExtendAP & H7R— k9§ 5 & 5 IZCiscoWLCHRET AMENH Y ET, CORETHR—FSIhTWE2DOD LA/ v¥—2+EF1)
TAATLIavFEENRTTA? 20BRLTLESLY,)

A. F3HIWEP + 802.1X

B. WPA + WPA2

C. F#HIWEP

D. CKIP

E. 802.1X

Answer: B,C (A —vyt—T%EY)

For Layer 2 Securnity, the following options are suppértet] far the 600 Series OfficebExtend Access Point:
* None
« WPA+WPAZ
« Static WEP

¢ 802.1X (only for remote LANs)
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A. ZIFEDEE

B. Bluetooth Low Energy

C.RSSZTL—Y3v

D. TOASTL—Y 3>

Answer: A (A —vt—T %KY

Bl

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBSDG/wifich2.html
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BRzZSHRLTIESD,

Access Control Lists > Rules > New
sequence
Source Ay
Destination A" -
Protocol [Any £y
DSCP [Any -
Direction \Any hd
Action W
Outbolind
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B./\y FOARIFEETEHY FHA, ZNILEICANYTT,

C.WLCALAEREND FF 749V THEID . TIORNIVRTHIRENHYFET,

D. AT avDEEHBYRMERET BIZIE CLIZK > TOHCPUACLEERLT 2 ELAH Y £,

Answer: (&% &RT~9 5)

« CPU ACLs only filter trafiic towards the CPU, and not any traffic exiting or generated by the CPU.
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DJAN LRIV ZTFIE . TAVYLARY FT—9 ZRADIUSH—/N\—¢#EE LE L=, RADIUSOBRIFELWLNOTIN, A—HF—DoERTEHVEDHRELHYET, 5
INoa—T4 TR TV FRIBIEERNFAY TENTWE I EICRDEET , EDTHI L a o TRBIRRLETMN?

A. RADIUSH—/N\—THREINTWWENDERLEAPA A TE2FERALTI AT MERIALET,

B.74¥ LAY rO—5—HM5RADIUSH—/\—DIPANDEHZEHRAILET,

C.ar hO—5—&RADIUSH—N—THEWMEX—ZHERLET,

D. RADIUSH—/N\—THER SN TWSENLEI AT ha—H—RZEHELET,

Answer: (fRZ % RTT 5)

EFTIEIRE: 149
IV TIX BRIBHLEFFAEL WLANDQoS TR 77 A ILE LEETH L S5ICWebEXZREL-NWEEZTWET,
CDRERYVERTITBIZIE EQOEBENBETITMN?

A. WebEXDAVC 7O 7 A ILEZERLET

B.AVC7 71y 5 —< 3 > MDWebEx-app-sharinge ¥ — Y [CEBLZET

MONITOR.  WiANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

/‘_,Q S e ete |

Applir slinn  Application
Sane Giraup Name Achan DSCP

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/AVC_dg7point5.html
C. WebExMDACLZER L E T

D. WebEXDWLANFHIHEIREEELFT

Answer: (fR&%RT9 %)
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Answer: B,C (A —vyt—T%EY)

Bl

https://ccbtechnology.com/byod-5-biggest-security-risks/
https://blogs.cisco.com/security/byod-many-call-it-bring-your-own-malware-byom
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ABREZREL. 7Y ITIL—FRV )T r#ERALT SRAREELGS CLHKHAAURTE7 v T L—FLET,

B./L—rN\YFHEEFTLT &AN/NA—23 21062127y T L—FLThBE N—232106312BITLET,

C. cmxha config disablea < > RZFERA L CEAALZHEERL, T/ A T DEEKEZETZ Y TS L—RLET,

D. BHICEAANRT ENA—3 210624 A—SIZF vy FHL—RLTHD N—232106312F7 v FHL—RKLET,

Answer: C (A —vt—C %)

https://www.cisco.com/c/en/us/support/docs/availability/high-availability/213664-configure-cmx-high-availability.html
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FZEL,)
A. X YDOERDIZ
B. AP#

C.O9347>DMACT FL R

D. V547> FDiRA
E.WLCIP7 FL X

Answer: A,C (A —vt—T%EY)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/88/b_ap 4800_hyperlocation_deployment_guide.html
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malicious

set substring-ssid to ATC

set 551D value to ATC

Answer:

‘ <ot substring-ssid to ATC \

| set SSID value to ATC ‘

o ‘ set SSID value to ATC “

—
internal .

EX#TEIRE: 154



RRESRL TS,

-
o

F ol N | e _ l
E:ﬂjrf*?-‘n.ﬂv:ii?.‘a‘.‘}.'f-‘.-'ﬁf: e 1B

P2P Blocking Action Disabled

Client Exclusion 2 Enabled

Timeout Value (secs)
Maximum Allowed Clients £

Static IP Tunneling 1 "] Enabled
Wi-Fi Direct Clients Policy ~ Disabled

Maximum Allowed Clients
Per AP Radio

Off Channel Scanning Defer I
Scan Defer Priority T R T 4_'. ! l; l 7 | ' ' |
RERPEFSCO

Scan Defer Time 100
(msecs)

200

FlexConnect

FlexConnect Local Switchin _
2 . Enabled

FlexConnect Local Auth 12 Enabled
Learn Client IP Address 2 Enabled

PERE HRPDOIEFIELWLANZERA L TCisco FlexConnectBRZEZE L AOBHRIZH LW I S UFEZHZLTVET IO ZTORFIL I RTOTA VL REK
EFEITL HLWLAPSORAS v FR— FEBRT AAEEFRETDICETT RAVFUITF—LEIRA Y FR—rTEDERZFERITH2VELAHY ETITM?
AT79tERAE—F

B. 8 DVLAN

C.o VT LE—F



D. F5 VU E—F
Answer: (fAZE % RTT 5)

HTfRE: 155

X1 T4 LOBALNL T UPZTFIICPUACLEEMICL [EXUTA4 [TV ERAIEY X K> [CPU7 Y EAFE!) R A Z21—TACLEZEIRLET . EEMNTHhN
5L CIC, COERIIEDEED LS 74 v ICERASAETHN?

AAJTAYLALSI T4 I DH

B.EBrcS 749 I DH

C.VPN+rS 2749

D. BR S L UERMSI T1 vy

Answer: D (A —yt—T#ET)

Note When CPU ACL is enabled, it is applicable to both wireless and wired traffic.

EFTEIRE: 156

IO TIE BYET Y T L— FNRRIZHE ST, CiscoAireOSWLCZE/N—2 3 730689127y O L—KFLTWET,
BESNI-a—KhoT7y T L—K3BEEIZ _CiscoCWAD2DDACLEZERTET ALENHYEITM? 2DFIRLTLEELY,)
A.0.0.0.0 0.0.0.0UDPDNS#&r[ ¥ %

B. 0.0.0.00.0.0.0{FE DDNS % &5 7]

C. FEMDNST0.0.0.00.0.0.0UDP % &5 ]

D. 0.0.0.00.0.0.0UDP % &¥ 7]

E.TEDEEDLDEEHET S

Answer: A,C (A —vt—TU%EY)

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

m#TEIRE: 157
TRMF—ERICHEEINDQoSLAILIEENTT D,
A . Jd—J)L K

B. o X

C. 7355+

D. 2 JL/N—

Answer: B (A —vt—T%EY)

+ Bronze/Background—Provides the lowest bandwidth for guest services.
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5 F)FIFENTT D,

A. 7 5FlexConnecty JL— THEIDPMK OKC) [C& B2 RRA vy F 5

B. [& LFlexConnect% JL— A T®MCisco CentralizedKkeyManagementiZ & 20 —HhILR A v F 45

C. £73 % FlexConnect’ JL— FR M Cisco CentralizedKkeyManagement(Z & 2R A v F 45
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D. @ LFlexConnect¥ JL— JARDOPMKIDZ{ER L-OA—HILRAS v F 5
Answer: B (A —vt—T%EY)
SREA/SHE -

Ex#fEIRE: 159

IVOZTFIE A—ANLNRAYFUoTHFFRLTWAN FRDHCPZFERALT UE—FOSy—230DT7 7 RKRA 2 FZFlexConnecty IL—TEFEELTWVET, COERK
NEBINBEIZOH EDI AT 2 MEEENERTIREICGZY FIHh?

A T)ILFXyYR b+

B. ###IIP
C.E&EA—=2Yy
D. mDNS
Answer: (fRZEZ%RTT 5)
&5t BA
« If the three attempts fail, the access point will fall back to the static IP and will reboot (only if the access point is configured with a static IP)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-7/config-guide/b_cg87/flexconnect.html
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No. | Time Source Destination | Protocol | Length | Info
2 | 0.003747 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
3| 1.087479 10.48.39.214 10.48.71.21 UDP 130 | 9999 => 2003 Len=88
4 | 2.733577 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
5| 2.999859 10.48,39.251 10.48.71.21 UDP 178 | 9999 > 2003 Len=136
6 | 3.001227 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
7| 4.355249 10.48.39.214 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
8 | 5.999538 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
9 | 6.000959 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
10 | 8.999418 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
11| 9.000791 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
12 | 9.262904 10.48.39.214 10.48.71.21 | UDP 146 | 9999 = 2003 Len=104
13 | 10.894785 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
14 | 11.995126 10.48.39.251 10.48.71.21 UDP 194 | 9999 = 2003 Len=152
15| 11.999193 10.48.39.251 10.48.71.21 UDP 162 | 9999 > 2003 Len=120
48 39.251 10.48.71.21 UDP 178 | 9999 => 2003 Len=136
0.4 10.48.71.21 UDP 162 | 9999 <> 2003 Len=120
10.48.71.21 UDP 146 | 9999 = 2003 Len=104
10.48.71.21 UDP 162 | 9999 = 2003 Len=120
10.48.71.21 UDP 130 | 9999 = 2003 Len=88
8. 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
10.48. 39 251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
23 24.098574 10.48.39.251 10.48.71.21 UDP 146 | 9999 => 2003 Len=104
24 | 24.099804 10.48.39.251 10.48.71.21 UDP 162 | 9999 => 2003 Len=120
25| 27.098099 10.48.39.251 10.48.71.21 UDP 162 | 9999 = 2003 Len=120
26 | 27.099839 10.48.39.251 10.48.71.21 UDP 130 | 9999 => 2003 Len=88
27| 28.880307 10.48.39.164 10.48.71.21 UDP 146 | 9999 => 2003 Len=104
28 | 28.881569 10.48.39.214 10.48.71.21 CAPP 146 | CAPP MDS5 Encrypted
29 | 30.094237 10.48.39.251 10.48.71.21 UDP 178 | 9999 <> 2003 Len=136
30| 30.097812 10.48.39.251 10.48.71.21 UDP 146 | 9999 - 2003 Len=104
31| 30.513451 10.48.39.214 10.48.71.21 UDP 130 | 9999 > 2003 Len=88
32| 30.515926 10.48.39.164 10.48.71.21 UDP 130 | 9999 = 2003 Len=88

> Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
> Ethernet ll, Src: Ciscolnc_2a:c4:a3 (00:06:f6:2a:c4:a3), Dst: Vmware 99:4e:19 (00:50:56:99:4e:19)
> Internet Protocol Version 4, Src: 10.48.39.251, Dst: 10.48.71.21

> User Datagram Protocol, Src Port: 9999 (9999), Dst Port: 2003 (2003)

v Data (120 bytes)
Data: ae 2f 44 f0 00 00 b4 5f ef 06 fd cb b7 6c 03 c7 ...

[Lenath: 1201

E&IE CiscoCMXH—/NDCLITHRGEN=N\Ty bX ¥ TFrERLTVWET, ChlEx H—/N\—IZFETAWLCHALDUDP FS 74 w9 ERLTVWET , F¥ TFvIiE

ﬂ%&%bi?#?




A. Cisco CMXH—/N[E WL S EIEARAET—222ELET

B. CiscoCMXH—/\[ZWLCH 5 NetFlowTF—42 #ZELE T,

C. CiscoCMXH—/N[FWLASNMP F S5 74 v 2ZIELET
D. CiscoCMXH—/N[EWLCHABNMSP RS 74w #2{ELE T,
Answer: A (A —vt—U%&Y)

https://www.cisco.com/c/en/us/support/docs/wireless/connected-mobile-experiences/200907-configuring-and-troubleshooting-hyperloc.htmi
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SHE AVTLIRARVFDEBERELTVWET AR A EHOWLANIZER SN-TA VLRI SA T2 MME EELLS#EET 5=0I121F H 1= Y F15300000000
By FERELTEETAT TUSr—2 3 V2 ERLET, ZOWLANICERT 3RENHBQ0ST—4 T 1 V5 EIZATT b,

A.Od—J)LF

B. 7o X

C. VbiN—

D. 75 F7+

Answer: A (A —vt—T%#%7)

ExHfERE: 162

IV TFIE ROEHEHEATI-BYDDRY >—%FLEFTIHENHY T,
*REIDI L oDFR—T4 20

MEEICRr—Z T

*TAXYLRARY FT—=DDA—IN—~y FDMEVWC N DEHRZHE =T AEEXENTTH,
A. 1) JILSSID

B. SSID#RA<

C. Ta7ISSID

D. E—®SSID

Answer: D (A —vyt—T%EY)

Bl
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Desig

B HTMEIRE: 163

HBOCTOIX, §RTHANdroidT/Nf ABRTVA Y LRy FD—9 LOERMDVLANICERESIND L SICLI=WEEZTWET, =L _CTOKISEZEAT L EELATL
FH A, CiscoOWLCIZEET H2LENHIMEET ENTT D,

A. WLANO—AH LR o—

B. W AR LAVCTOT 74 )L

C. AAAL+—/"\—5 4 K

D. RADIUSH—/N\—LEES VE—T (R

Answer: (&% &RT9 5)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/NativeProfiling75.html

Ex#TMERE: 164


https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html
https://www.jpnpdf.com/Cisco.300-430.v2022-08-31.q164-mondaishu.html

T 2P =7I%, CiscoAironet6003 ') — X OfficeExtendAP & H7R— k9§ 5 & 5 IZCiscoWLCHRET AMENH Y ET, CORETHR—FSIhTWE2DOD LA/ v¥—2+EF1)
TAA T IvEENTTN? 2OERLTLLEZSL,)

A. FFBIWEP + 802.1X

B. WPA + WPA2

C. F#HIWEP

D. CKIP

E. 802.1X

Answer: B,C (A —vyt—T%REY)

For Layer 2 Security, the following options are supported for the 600 Series OfficeExtend Access Point:

LRSLANN

(o [WPA+WPA2
e Static WEP

e 802.1X (only for remote CANSs)
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