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The VoWLAN Readiness (voice readiness) tool allows you to check the RF coverage to determine if it is sufficient for your voice needs
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1. The optimal VoWLAN Cell Edge recommendation is -67 dBm

5. Retransmissions should be kept under 20 percent.
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With the proliferation of clients with varying wireless capabilities, it is important to survey for the ‘worst’ clients in order to ensure a consistent
experience across all your clients once your wiraless network is in production.

https://documentation.meraki.com/MR/WiFi_Basics_and_Best_Practices/Conducting_Site_Surveys_with_MR_A
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Default voice minimum RSS1 is -75 dBm. but cisco reccomend to get RSS1 better than -67 dBm.

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/34/user/guide/bk _CiscoPrimelnfrastructur f&/IME (& -90 R K{E(L IP BEENIHEE 67 TT
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It is important to note that metal chair legs and desk components will interact with the antenna of the AP and
change the pattern of the radiation. Surveying the results of placement decisions with a good tool is necessary
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https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057site-survey-gu
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-4/b_mesh_84/Site_Preparation_and_Planning.htmI#ID3405
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/7-3/design/guide/Mesh/Mesh_chapter_0100.html
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With the proliferation of clients with varying wireless capabilities, it is important to survey for the ‘worst’ clients in order to ensure a consistent
experience across all your clients once your wireless network is in production.

https://documentation.meraki.com/MR/WiFi_Basics_and_Best Practices/Conducting_Site_Surveys_with_ MR_A
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Default voice minimum RSSI is -75 dBm. but cisco reccomend to get RS51 better than -67 dBm.

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/34/user/guide/bk_CiscoPrimelnfrastructure_3 4 0_UserGuide/bk_CiscoPrimelnfrastructure_3_4_ 0 UserGuide_chapter_01010.html
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A jamming transmitter creates constant noise across each frequency. These are used in a denial-of-service attack, and

will prevent other wireless technologies from fully operating.
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_010100001.html
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Once S50 is enabled, the Standby WLC can be accessed via console connection or via BSI§ on the service port and on the redundant management interface
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/81/design/guide/b_mesh_81/Site_Preparation_and_Planning.html
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The 802_11r Fast Transition (FT) Roaming is an amendment to the 802.117 IEEE standards.
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FYRI—Y TOOZTFR TR . EBE . BLUVAT—23 0 H—EREYR— T ABELRHLITA VLR Ry FIT—VDFRFICTRYBATHET, ChoDY—EREYR— T 5EHIC T
DOZTREDT IV ERRA U FOBEEZERT 5LENHY FTH?

A.d—F7—0OH

B. BIFE & A

C. EE D

D. ERN & ESt

Answer: (&% %KT9 D)

In & location-ready design, it is important to ensure that access points are not solely clustered in the interior and toward the center of floors. Rather, permeter access
paints should complement access points located within floor intenor areas. In addition. access ponts should be placed in each of the four comers of the floor, and at
any other comers that are encountered along the floor perimeter. These penmater access pomnts play a vital role in ensunng good lecation Rdelity within the areas they
encirche, and in some cases may participate in the provisioning of general voice or data coverage as well
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EHTEIRE: 35
AV MA—=FDARAT—FIN ALV TFF—N—RT7OARETABB L TV TERSIATVWSCEZRIATAOICTIOCZTHERT S CLIaAT Y FIXENRTTA?
A. rping

B. ping

C.IE Y

D. mping

Answer: B (A —vyt—T%REY)

B WLC sends an Intemet Conirol Message Pratocal (ICMP) ping 1o the gatewsy using the Managemen! [P address as ihe soutce

= HTERE: 36

Cisco Catalyst 9800 2> FEO—35M 9800 ) —X JA ¥ LR av bAB—F EEY T4 FURIIZDVWTELWERIZENTITH?
A. HEH/SRDHD IPsec k2 RILTT,

B. T—2/XADHD CAPWAP k> #J)LTT,

C. Hl#/ SR ET—45 /XX ZHD CAPWAP FURILTY,

D. /AR &ET—% INRXEHFD IPsec rRILTY,

Answer: C (A —vt—T%%7)

The Cisco Catalyst 9800 Sernies Wireless Controller mobility tunnel is a CAPWARP tunnel with control path (UDP 16666) and data path (UDP 16667). The control

path is OTLS encypted by default. Data path DTLS can be enabled when you add the mobility peer

TR 37

X #RZET 802.11a EHMNET T 5DIEHEETTH?

AXBEFESRZEOEMETT

B. X ##5Y802.11a UNII-2 F ¥ RIL NA FIVIZEBHEFEZ & TV ECA RS FOBMICF Yy RILEERELET,
C. . NMoDEEAD X RFX TILFNRDEBEZESIERILET,

D. X ##(%. 802.11a HiH TEKRALIE Wi-Fi FHE3ITEILET,

Answer: (&% &RT~9 5)

ExHTREIRE: 38

Metageek Chanalyzer THAI TE 5 JE Wi-Fi FiBRIZENTT H?
A. PDA

B.ovv—

CARAY—FI74+2

D. 7Y ia—
Answer: (fBZ5ZRTYT D)
A

https://www.metageek.com/training/resources/wifi-and-non-wifi-interference
A jamming transmitter creates constant noise across each frequency. These are used in a denial-of-service attack, and

will prevent other wireless technologies from fully operating

BTl RE: 39
TAVLRBEHY—LIZEDVT RLESHEET HRAIKXA T H?
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A BRZHh5TOyYDEE

B. h 5 RE:

C.€RHD K7

D. X714 ADE

Answer: C (A —vt—U%&Y)

=TEE: 40

HEITIVOZTIE BEIDODDITANVLRALAN O FA—SFFALTWAXF Y UIRR I VA—TSA X TAVY LA XY RT—JI2\f FRASEY T4 ZEBRT5-ODRILERAFMNDEREDT L
HEERELEISELTVWET IV TIEREDT—FTIVF Y EEEATILELHY I H?

A.SSOLDONH1I Y )a— 3y

B. SSO &M L 1= N+1

C.SSO #fERHLAEWLNNY )2 -3

D.SSO #{#MA L 7= N+N

Answer: B (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/wireless/technology/hi_avail/N1_High_Availability_Deployment_Guide/N1_HA_Overview.html|?

RFTEIRE: 41

IO THRLAY2HA FMABZEBRLTVWET , IV TFIREDFATDI A7V FEREBEICEES B IDLENHY £TH?
A FIFARIGEGRBRDYV SA4T7 2 b

B.E#FE VA7

C.EBEDYVZATh

D. FIAAIRELRREBDYV ZA4T7 2 b

Answer: D (A —vt—U%&Y)

&R

https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-gu

RFTHEIRE: 42

CiscoWLC # 1 DD RF JIL—T 29 S5 R 51T 5 E RRM 7T X LIEE—D Cisco WLC D#EEEBA TILETEET, 753y IA—AICKRLT WLC ) J—X 89 Tarv bA—3F YT b+
DT T7HIEERTES RF JIIL—THAD WLC & AP O#E?

A. =K 20 5D WLC & 1000 &M AP

B. &KX 20 f@® WLC & 3000 @D AP

C. =KX 20 f@® WLC & 4000 @D AP

D. &KX 20 f@® WLC & 6000 {Ed AP

Answer: (A %RTd 5)

& BA

» Controller software supports up to 20 controllers and 6000 access points in an RF group.

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-9/config-guide/b_cg89/radio_resource_management

E#TERE: 43
AV LRESIZETE5AERDBZEEL?
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A. 3dB

B. 4dB

C. 6dB

D. 12dB

Answer: (fAZE%RTd 5)

https://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/emob30dg/Voice.html

EXFTEIRE: 44
TR T7ohDTIE SHBICHLERSNIZ-SSID ITH L TEBREINET , EEY T4 FUoRILABREBLTWVENWZ E BLXUNEWLC 572 h— WLC ~D MPING %89 5 2 EhAH
MHOTWET, TN EKKT SEBIIMTIMN?
A. 774 T 4+—)LTUDP 7R— 16666 DBIEZ AT HIL—ILHANETT,
B. 774794 —ILTUDP/R— bk 97 OBEZHATHIL—ILHABLETT,
C.77AT7V4#—ILTTCPKR—F 97 DEEFHATHIL—ILHEDBLETT,
D. 774724+ —J)LTTCP 7/R— k 16666 D@BIEZFFRI T HIL—ILDKLETT,
Answer: (&% &RT~9 5)
* UDP 16666 for tunnel control traffic

« TP Protocol 97 for user data traffic
*» UDP 161 and 162 for SNMP

R#TEIRE: 45

IVOZFIREBREIDDTAVYLALAN OV FA—FZFRALTVWEFXF Y UNRR IVF—TF3A4 X TAV LR XY RT=JI2N\A FRASE) T+ ZRBREATH-ODORLERARMDIREDBLAE
FRELEDELTVWET VP27 REDT—FTIVFYEREATIMLENHY FIH?

A.SSO#FERALAEWLN+T Y a— 3y

B.SSO Z &/ L 7= N+1

C.SSO #fERALIGEWLNN Y )2 — 3>

D. SSO Zf#A L 7= N+N

Answer: (fBZ % RTT 5)

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-campus-lan-wlan-design-guide.html

ER#THEE: 46

2YRI—=) ZOOZTFRETIECARAVETNA FRASEYTAZRELTVWET R TESI Y FO—F—DERHINL DT H?
A. 1

B.2

C.3

D.4

Answer: B (A —vt—C %% Y)

B

The N+1 HA architecture provides redundancy for controllers across geographically

separate data centers with low cost of deployment.
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FD1=-H_AP TIERX 2 2AYR—rEhFT,

BE#1: 300-425 [EREE (X GoShiken.com ARE SN =E4 LAOF L) 300-425 SRERRARELSE ! GoShiken.com N Ex#FTD 300-425 HERRIREE 12t L TLVEJ, GoShiken.com 300-425 HERHIRE 1 &
BT MRENEERETIIVET, BHD GoShiken.com 300-425 FAREE %4 v 9 5 AlX T B 5: https://www.goshiken.com/Cisco/300-425-mondaishu.html (35130%OFFRIRESE S & IEf2 1+ = T 30%

wiHAlEI5a0— F: Freepdfdumps)

Ex T RE: 47
TANVLVRAIVOZTIE DAVLRENLIEVTUEALT I r—23 &Y R—bF3TAV LA RY FI—VEREHLTVET IO ERA RSV MEISAT U MRTREE NS/ Y
$EBOL BEO—S VI ERRTLILODIC. TOO=F7HWLC TEMICTHILENH S IEEE TA O LIEENTTH?

A. 802.11w

B. 802.11r

C. 802.11i

D. 802.11k

Answer: B (A —vt—T%EY)

B802.11r reduces the number of packets that are exchanged between the client and an AP The client preauthenticates to the AP it will roam 1o belore actually raaming

L faster because the AP already has the client authentication credentials cached, resilting in fewer packets required between the

xFEIRE: 48

REYSAT7 2D BYICIHELCLTERDIY IRy FLEIZCHIDELNHDEVWSEHZEHE >TEIMESNE=EEHR AHT7 IR R4 MEIO—AIL E—FTEELTHY EEINFHA, CNIE,
B—motA—5Y)a1—23> T EFLWMEREEHAHTHRGT TO—FIELENTITH?

A.SSDDEEY T4 7oh—%ERL a2 bO—5ORESSIDDFIZHERLEST, Ar—> a3 VICEDWTHMD VLAN ~AONEY Y TH#ERLET,

B. 0ELRIBFEIZAP HIL—TH#EHKL ELWLVLAN ZRESSID Ty EVS LT, FDBFADT IR RA v FEEBIMLET,

C.SSID Z# /L. #h%E WLAN D TOER® VLAN [ZEEL ISE T802Ix B LT V547> rAREEL T A SSID IZEDWTELWL VLAN ZE|Y ¥ TET,

D. FlexConnecl JIL— %L, 7V R KAV FEEEL GRTICE DO TEYZL VLAN IS SSID ADIYEV T ZRELET,

Answer: B (A —vt—C%#%T)

=FTRIRE: 49
N A AN =R
EIRL CEE:
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S COPpTe

Management traffic Target 1

Deals with protection against DOS attacks Target 2

Uses one single command FHEESS

Assists with packet forwarding by decreasing Y NPP. . _ -

the load on the control plane = \

_ Tergebl B |

Uses QoS - -

Target 2
: : | -

One interface (or more) can be designated ;

Target 3

Answer:

..COPP...
Uses QoS

Deals with protection against DOS attacks

Assists with packet forwarding by decreasing
the loadon the control plane
[ .

T..MPP. ..

Uses one single command

Management traffic
[

One interface {or mare) can be designated

Explanation:

CoPP & MPP

https://www.cisco.com/c/en/us/about/security-center/copp-best-practices.html 3> kA—)L FTL—> 7R >4 (CoPP) - CoPP (&, Cisco I0S 2D /IL—k Tty HREAHD_XLTYT K2 IR
FTLSIZ rACL ERI#RIZ, CoPP (FIL—F2—D/82 b NRIZTEIRBEASNET L BEIP /ATy FORZEICOAERASINS rACL EIZELY  CoPP IFMED-HIZ)IL—k TOEyHI(Z/AV +
TEHITRTO/N 7y FMTERASINET, LN >T_CoPP (XL IP /N7y FOREFLITTHELS PN Ty FEFEIP /Ty FOBEINE hN—LFET, 512, CoPP (X, R —EERD Modular
QoS CLI(MQC) ZL—LT7— 9V #FEALTEEINET , COLSIC BEMAHAES I CIEEHREICMAT BED/NT Y MIFASNFEFTHAL— MIBRShEFT, COEEICEL Y IR CoPP R
) — %4 EET HHENAKEBICALELET, CTERLESLV"



MQC Tl& class-map AX Y F&EFARAL TS 7499 VS REFZEEZLEFT, bF3 7499 VS5RICIE AR DFERIE—ED match av U K LUV 5D match <> REFHET 55412
THRREWVWS IDDFELERNESENETT match AT RIX N7y FERETIHRODSIEIFLREFBETHOICEREINET /Ay MME match 7Y FTIEESN-REEICT—T
BEMESHNFI VI ENFET /Ty bDEESNEREICT—HITEIEE. TONTY MIVSRADAVN—ERESA H—EX R I—THRESINT QoS EHRIZH>THREBEINFEF T, —HEE
DODWVWTHNIZHEBEELEBEWWNT Y ME TIAIL L ITRDAN—=ELTHEINET,

match < > FZ5HE 9 5 -6 Da S (X, match-any E7=(& match-all & L THEEINET  EHD match AT7—F A Y FAEENTUVSIHES match-any TIX IV SRICEENEZIAT— LAYV FOD
B EL 120N 7y FBA—HBT EBENHY £FI ,match-all ZHEAT HIFE. /N7y MEIVSRICEFNESGITARTDRAT— AV MI—BTEIBLENHY FT,

policy-map O<Y > Kl class-map AY Y FTEZEINFZ LS T4 v 95X%F 1 DULED QoS R —ICEAEMITH-OICFERAINET, COBREMITOHRIX H—EX RYL—EFIENET,
H—ERRYO—IZIX BRI bS5 T74v9 V5R €lass ATV KTHEE) BEUP QS KRYL—D 3 DDERENEFNET  H—EXRY—OHNIE, F5T7499 V5% 1 DLUED QoS 7R
) O—ICEAEMITAHZETT R S— IV TICEENDISRIE, by THFDUTREBEINET Y SRIT—HTE/\7y kRROM-BE TAULORBIEETINFELA, DOFY /Ty b
F1D2DYSRIZOHBT A ENTE RV—HBLEISRIZHRYET , EESNEEDISRICE—HLAELAY Y I BEMIZY 5 X class-default [CERESNET, T IAIL b 2S5 XL B
THIZERESNTUWSENESINICERLEL BISERAINET,

service-policy A< > K& policy-map AX Y FTHRESINF-HYH—ERXR R I—%A V3 —T 2/ RIZHMT B =HICFERENET CoPPDIBE, ChiFar tA—)IL TL—2 A V3 —T A RXT
T H—ERXRRY—DEREFAVE—TTARIZADBNNTY b FE—HD/IA—23 20D CoPP TlRA V2 —T A AL E /15y FMIBRATESEH 12— —E9—EX R —DEH%E
BEENTY FERERENTY MIERT AN EINZEET ILELHYET,

MQC I, Cisco I0OS A TITRTD QoS ZEXT H-OITFEAINEZ BB IL—LT—9 THY CoPPERATIEHENWI LITEELTLESWVW . MQC 7L—LT—Y ATHATRELTRTD
BEEEDFIAAIBEE 2L CoPP R O—ICERATED DT TEHY FRA EALX BEDHEE (—F) BEDHH CoPP ISHEAINET  IHEICK > TIL CoPP IZEA SN S AEEMEAH S MQC 7
T b7+ —LBLWERITI0OS KFHEFRELAHY FJ, CoPP BIAEDKFBRICOVWTIE BEYILERK) 77 LR EBRAAN FESRBLTLEZEL,

CoPP 7R1) S — DB

CoPP Ry >—mEA

CoPP 7R1) & —MHEER

CoPP R1) > —m %

https://www.cisco.com/c/en/us/td/docs/ios/12_4t/12_4t11/htsecmpp.htmi#wp1049321 EE T L —Y EBITL—2F IV—T 4 VI DEBICEET HIATD LS T4 v I DRB/ANRTY, TS5 v b
R—L, LAXYET L=V TRESNDIBEET—FTIFYD3IDDTL—2D1 DTHIEEIL—VIE FY N T—VDEBHEEZETL . IRXTOTL— (BB _§lfH, 7—2) B THEEZHRE
LET  EBIL—2IE XY P T—IADEZKENLTCTNA REEBT HHICHLFERINET,

EEITL—TUNEEINS O Fa)LDFIZ(F, Simple Network Management Protocol (SNMP)_ Telnet, HTTP_ Secure HTTP (HTTPS). 8 KU SSH AH Y EIT , ChoDEETO FaLix =4 Y
DOECUTIERIZEREINET, TNARAANDT IV ERERNTY—X (EHETELSRY FT—0)ICHIRT S EIFEETY,

EETL—REHMEDRN =

MPP #EEERETH L ROFENFLNET,

-ITRTDAUVA—T A RATEBRTORILEHATEEYE, THNAREEEBT H-ODOENT-T7 Y & XHI{H

-EEEASA VA —T A ARATODT—R I\ bDINTH—T 2 ADMA L

XY RT—=ODRT—FE) T4 DHHR—F

- AVA—TIARTEDACLEFARALT TNAANDEBT IV EREFIBT 22 RV EERIELET,

-TINAZRANDT IV 2R EHIRT H1-DICWEL ACL B4

S RAYTFUTBEVIN—TAT A3 —T A RTOEE/N 7y b 759 KA CPUICEBELAGWVELSITLET,

Ex#ERE: 50

IO =7IE £#tdD Cisco Wireless LAN Controller RIZT—42 1) VO D RME#ERT HILENHYET TP ZTFIE R— FR—XORAEHETEHELEL LAGR—RADTTEMEZEBR TS EICLFE
L=, COREIZHEEZSZ- LAGR—XDTEMED 3 DO#EEIXENTIMN? BDEATLIEELY,)

Ay MEEIZ ZELER—FERUR—FTEEShET,



B.1 DDR—FA7YTLTWBRY T RTDAUA—TIAR S T70vID@EBLET,
C.RLR—KMIBHDATGELIAFTIVRAVEA—T A ABNHYET,

D.2 DOERDIERRE VI XA Y FADA U EZ—T 4 RAEGEMNARETT,

E.TRTOY VY DEFHENFIRATEETT,

F. R— MIEHD LAG IZTIL—TlkshFzT,

Answer: ABF (A —yt—U %)
https://community.cisco.com/t5/wireless-mobility-documents/lag-link-aggregation/ta-p/3128669

#TfEIRE: 51

TAXLR 2y FIT—D DFRETPIC BEEFEIEBYVORABRICTANLR ANLYDERBEELETDHIEFTTHELS T4V LR RXY FIT—IUD6DESRNER/MRICHIZZWEEZTVET, COFKETZEE
WI BT EDTUTTEERATILENHYEITH?

A /Ny TF

B. Mi&F

C.E®/HR—IL

D. #Eigm%

Answer: B (A —vt—U%&9)

&5 BA

https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/antennas/installing-combined/industrial-routers-and

E#TEE: 52

IVOZTFR T2 EBERY—ERERELTHIERREDFRAIAVLAERMZIT>CTVWET, THA D OR/NEHIZATT H?
A2DODT7I9ERXARA 2V ENLD -72dBm A/NNLY DDEE

B.1D2D7 7R RA4 Y bh5EKLT-67dBm #H/\—

C.12O2079 R R4 b oEFKELT-72dBm ZH/\—

D.2 DDT7 A RA Y bMBD -67dBm h/\Ly DDEE

Answer: (&% &RT~9 5)

ExHERE: 53

KEIE 500 NADEEZRBL FEDS YTy TEYR— LT EEBETITAVLRA Ry M I—V XD TT, KEIEBETEDRFHAERERET ILELHY I H?
A O—ZUJRHETIL

B. RARXRTHAUETI

C. IMIERETETIL

D. BEEREETIL

Answer:D (A —vyt—T%EY)

https://www.cisco.com/c/dam/en_us/solutions/industries/docs/education/cisco_wlan_design_guide.pdf

=TfERE: 54

IV TFIE SEITFELBBEOIAVLRAISAT7 U MEYR— T E2TA VLA XY N I—I R LTCWET  AEZEHT IR IRTODIANVYLRISATFUMTC—ELEIVARY T Y
AZHRITBIZF EDVSATU NEERTIRELRDHY TIH?

A Z=50 RFHEEEHEID9SIAT7 Uk
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B. 2 TRLFERAINTWEIS/4T7 Uk
C.EftTRILFARAINTLVENWISAT U
D. RF 4ARLEVNI SA47 Uk

Answer: D (A —vyt—T%REY)

With the proliferation of clients with varying wireless capabilities, it is important to survey for the ‘worst’ clients in order to ensure a consistent
experience across all your clients once your wiraless network is in production.

https://documentation.meraki.com/MR/WiFi_Basics_and_Best_Practices/Conducting_Site_Surveys_with_MR_Access_Points

B HTfEIRE: 55

IV TAVYLRARHED TPCEALEWMEZT 74 MEA S -65dBM ICEBLFELE TP =_7IE FHLOERHROHAEZEREL T RBRERIIELEFT FTEREINSBERIIMTTH?
A. )L 1 XDEM

B.ZERET YT

C. F¥RIL A—N—5 v TORFL

D. V547V FDIESRENET

Answer: D (A —ytE—T %% T)

Ex#fERE: 56
Cisco Catalyst 9800 2> FO—5®M 9800 ) —X JA ¥ LR av bO—F EEY T4 FURILIZDVWTELWERIZENTITMN?
A. FlfEI/SZDHD IPsec bV RILTT,

B. T—2/NADHD CAPWAP k2 RIJLTT,

C. /SR ET—45 /SR ZHD CAPWAP FURILTY,
D. Hlf#Hl/ SR &ET—5 /NREHD IPsec FURILTY,
Answer: C (A —vyt—C #7%7)

v th {UDP 16666) and data path (UDP 16667). The conirol
path is OTLS encypted by default. Data path DTLS can be enabled when you add tf

EFTfEIRE: 57

HEIIUO=ZTH BUAMEYR— 574V LR XY FI—VZFEHFLTVET RV FT—VIL AP DBRBEI AT L SSO 2 R— M EIBENHYEST, 54T H—ERE, 74
WA—N—rh T 5 LG EELRTAIRENHYEST, oD Z—X &I -OICERFITHAALBENH D 2 DOEHREENTIMN? 2DOBATLEEY,)
A. T WLC

B.ENHAP WOV R SAEVAEFEODWLC D1 2DV A= N/ FRASEY T4 R7

C. 10¥RTT

D. WLC D /Ny 7 Y—/\y J B

E.WLC 7.5 O— FLI%

Answer: B,D (A —yvt—T %5%9)

A

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability DG.html#pgfid

ExFTfEIRE: 58
TP =F7H Cisco AIR-2702i AP ZFRLTLA Y 1 DY A FRAEZEITOTLVET, AP A Metageek Chanaryzer & DIE Wi-Fi TS5 EZRET H=HIZERSINBZE— FIZENTITH?
AAXR=_T7—
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B.2Ly2Xaxy b+

C.E=4—

D.SE-ax%¥ k

Answer: (JB& % XKTT D)
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED chapter_010001001.html

Ex#TfEE: 59
RRESRLTIESL,

Redundancy Mgmt Ip 2 172.25.44.4
Peer Redundancy Mgmt Ip 172.25.44.5
Redundancy port Ip 169.254.44.4
Peer Redundancy port Ip 169.254.44.5
Redundant Unit Prirmary

Mobility Mac Address ©0:73:5C:D1:76:00

Keep Alive Timer (100 - 1000) & 2 100 milliseconds
Keep Alive Retries (3 - 10)# 3

Peer Search Timer (60 - 300) 120 | s | geconds
Management Gateway Failover Enabled |
ss0 owna B

g Ap—

TEE IVFATUORNDEELGRY FT—VEGELTIAIVLREFERALTVWEYS , Y- EXRDRGHEHR T H-DIC, T2 €23 -2V FE—F—DR7NA VR b—)LEhFET T O=
FHRAVFA—=5—ORT7 TSSO #HEHLTWET £AVA) OV bA—F—PAUTF R E—FIZELHBWVKSIZT BICIE, FREFICRIZEDIVENHY TIH?

ATTRR—FI AREBELRLY ITRY FTHIDLENHY T,

B. TRAR— FREIDEHEN KON TUVET,

C.a> hO—35TSSODNTO—NIILEEINEDCHREFEINATLET,

D.¥—JT7347 34— BT E5-0 RHOBENRELET,

Answer: (&% &9 B)

HTfERE: 60

IVO=TFIR EREEREAOEIL A—N—Z Vv TERETIVLENHY FT, £ED Cisco AIEHREEZRIATILENHY FTH?
A.EILDITYIIE-67dBm THEILELHY ET,

B. /L DiflE 35 RSSI RFETHAIBENHY T,

C. BIEIX 24 CGHz HTITOWEMNHYET,

D.3000 FAT4—hrZ&IZ1 DD AP 2BETHILENHY FT,

Answer: A (A —yt—T%#ET)
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- The optimal VoWLAN cell boundary recommendation is -67 dBm

FTEIRE: 61

IVOZTIE BREEBMELTLSF v RILOA T Metageek Chanatyzer ZER L TL A4 v¥— 1 AEEETLET, Cisco CleanAir AP [ZIZEDEIMEE— FARE SN TLET M?
A .O—AhL

B.A=7O7—

C.E=%4—

D.SEax% +

Answer: A (A —vyt—T%EY)

https://www.metageek.com/training/lessons/chanalyzer-clean-air.html

B#7: 300-425 BIREE (X GoShiken.com MR TN I=E#& L9 1) 300-425 SAERRIRESE ! GoShiken.com M ExFHT D 300-425 AERRIREE #12#Ht L TULVE T, GoShiken.com 300-425 S E&RE (X &%
BT MBENERTIIVET, HTD GoShiken.com 300-425 fiIREE %4 v 9 % AlX T 5 5: https://www.goshiken.com/Cisco/300-425-mondaishu.html (35130%OFFRIREE S & IEf2 {1+ = T 30%

wiAE513— F: Freepdfdumps)

ExHERE: 62

I RD—9 T ZTIE, FR WLAN SREFHICHRYBATOLET FHILLWIA VLA XY R T—DX A=Y N BF A= BE. BLUVA RV KN T—AR=—IADT IR EHYHR—F
TEHELERHYFET, CNoDH—ERFZBYICHR—F T BICE FEY—ILTIVSZTHIMESHBELANILE SNRIZHERITIDHEDHIERITENTT H?

A.67 dBm DIEETRE_20dB M SNR ERK 1 /85—t FD/7y MEX

B. -67 dBm M{EB54E , SNR 20dB, Fx K 5% D/ v ~E%k

C.-67 dBm M{EE#&E , SNR 25dB, &K 1% D/ v hE%k

D. -70 dBm M{ES34/E , SNR 30dB, ;K 10% D/347 v k8%

Answer: C (A —vt—T%EY)

https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-guidelines-wlan-00.html

FTEIRE: 63

IV TFIE FHLLERENIZSSDDHT AN FUoh—%BRELELEZN . EEY T FoRLABFEBLTEST  HEBWLC M7 27— WLC ~AD EPING BNEBLTWET  BIEXTEEIZT S
OIS T7AT704A—ILTED NS T4y JO—ZHATHLENHY EFTH?

A.IP A koL 97

B. UDP 7;R— k 97

C.TCP7/R—k 97

D. UDP ;R— I 16666

Answer: D (A —vyt—T%EY)

Ex#ERE: 64

BEE1FLET 4 TEBEINTWAGEEDT IR RA VUMD AP T2 ILA—N—DBEEICDOVTELWVERIFENTIH?

ABEE1TEBRIATVWESEE TV ERA RIVMIBREDBEELANUDEYVETONA VY TAALNELTY—IENET, T5347Y) AV bO—JICEENRELEEES, COT7I X R
12 MNIBEIBLOEWMEDT VR RSV FEYBEICTT—ILA—N—LET,
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B. 7544 ) T4 4 TRBRAINTWEEE . TIVERRA UV MIEREBDTSAF) T4 LRUDEIYETEN IV TAhNLELTI—VEINET, T547) 22 FO—SICEENRE LIS
B.CDT7I7ER RS2 MIBEIBELOEMIDT VX R4V F&UBEITTz—ILA—N—LFET,

C.TSAA VT4 4TEBEINTWDIIEE 7TV EA RSV MIERIEDTSAF T4 LRULDEYETOEN BEELTI—VINFET, T34 a2V bO—FICEENRELIZBE. DTV
R RA 2V MIEEEDOSMEDT VX RA 2 FDRIZCT T — LA —N—LFET,

D.BEE 1 THRREINATWEEE TR RA UV MIEHFEEELANLNEYLETO A HELTIYI—IENET, T5347) OV bFA—FICEENRELIEBE . COTI R RL U MIEEXRE
DEMEDT IR RA 2 FDRIZT T — LA —N—LZFET,

Answer: B (A —vyt—T%EY)

N+1 Redundancy
AP Failover Priority

Assign priorities to APs: Critical, High,
Medium, Low

Critical priority APs get precedence over
all other APs when joining a controller

In a failover situation,a higher priority AP
will be allowed to join"ahead of all other
APs

R#TEIRE: 65

ITUT=FIE. 2 DM Cisco5508 T4 ¥ LA LAN IV hO—5%#FERALT N PARALSEYF &SSO ZERICHRELEL, TVS=FETIT4T 54T WLC [CF7 /R TEFTA,
AU REUNA WLC ISIET VR TEFERA RI VN, A=Y FADT I LR EHAT B 2 DOHEEENTTMN? 2DBATLEELY,)

A OV —)LiEEER

B.754<!) W.CC DTREEA 2 —T A4 X~D SSH

CH—ERXRKR—FA2E—T A4 X~D SSH

D. A2 #1) WLC DREA V2 —T =4 XA~MD SSH

E. 75471 WLC DEEBA 2 —T x4 A~D SSH

Answer: AC (A —vt—T%ET)

Once SS0 is enabled, the Standby WLC can be accessed via console connection or via ESIR on the service port and on the redundant management interface

Ex#TERE: 66

BEE RADAP ET7TTORAEHEE  W—Y FMEEDAR—RAD 1 DDETILDHET VT AP & ERXR A VTF VA FERRETVTROBZA Vv 7o TT&EAT=1D20DET
IWONBT T AP ICHIBBRLELE, A—RY FAEOI VT EIETIY 7OREBHTHEE TV TERABET A REERETHDETNT WK OAMDAP 2FRABLFT  RADELELZE
BT BT ENTTA?
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A BOTHESNET I ER KA Y FORIEEHNEHOLET,
B.XFABDT7 VX R4V FEFRETICERALET,
C.ERtzHIABELTHELET,

D.INT7 BATZLICHEESINTIV R R4V FEERALET,
Answer: C (A —vt—T #5K7T)

X HTREE: 67
EROHEEARIOBULGHEEEC NS YT TR FAYTLET,

complex configuration on the Cisco
WLC and infrastructure

achieves optimal AP join process
with src-dst-ip load-balancing

simple configuration on the Ci
WLC and infrastructur

avoids single poi
neighbor swiiches

Answer:

I
WLC and i
[

achieves optimal AP join process

iﬁonulexmrﬁwahmonlhe@sm
1 WLC and infrastructure

[achieves optimal AP join process
| with src-dst-ip load-balancing
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Multiple AP-Manager Interfaces

avoids single point of failure on
neighbor swilches

simple configuration on the Gig®0

| [wLc and infrastrugiures O |

LAG, ~{\Y
co“?—"“ Sauration on the Cisco
WLC and infrastructure

achieves,apiimal AP join process
with src-dst-ip loat-balancing

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONS

#T[EIE: 68

IVOZTFRH EEVT JIL—THOEHDI FO—S5TREIP7 FLRERETIVENHY FT BULA—SVJZ2HRT DI, TOPTHEDLABTNIEGESZVRAIEENTT
m?

ADNSITURUAWLC DIREIP 7 FLRIZEEMTONTWAZEZFHERALET,

B.ZWLCICEBDIP7 FLRAZHERALET,

C.DNS KRR R T4 —ILFNEESNTWNWE I L ZHRELFET,

D.EZEWLCICRILIP7Z FLRZFERALET,

Answer: A (A —vyt—T%EY)

All controllers within a mobility group must be configured with the same virtual interface IP address.

FEE: 69

AP [ _-77 dBm @ RSSI{EZ#D 802.11a FEHE T 80211 /8y FEZELTWWET  IRED AP [X_.802.11a D RX-SOP M [H] IZCHRESINI=RF 7O 74 ILAEIY BT SNi= AP JIL—TD—ER
TF. AP /8y MZHLTEDT IS a v EERLETH?

A TRTDIL—LALIFEWI-Fi IJL—LELTHEIN 5CGHz BETIETa—RFSnFEEA,

B. 7L—AIEZ24GHz #ETTa—FEnhET,

C. 7L—LIE5CGHZ |BIETTaA—FSnFT,

D. T RTDIL—AIFFEWI-Fi ZL—LELTHEIN 24GHZz B#BIRTIETI—FEShFEEA,

Answer: (fBEZ &Y D)

ExFTERE: 70

DTAVLRIVDZTN TAX LA XY FI—VDERRIEZTHO>CVWET, T/ VLA RY M I—IONBEFEY—EREYR—FTEEILEHERTHEHDIC. TP THKRIT 5 2 DDIEEIX
ENTITM? 2DBATLIEEL,)

A hN\LyD TYTFIZIE -87dBm ZBAHWNW/ A X JA7HILETT,
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B. V347> b TNARIZIF PEED -67dBm RSSI MBETT,
C./\ry FODBEERIEL15% LLTTHAIARBENHY FT,

D./\7y FDBEEEF 20% LT THIRLENHY FT,

E. 23472k TNARIZIE PHL< EE -65dBm RSSI BMIAETY,
Answer: (fAZEZRTT 5)

1. The optimal VoWLAN Cell Edge recommendation is -67 dBm.

5. Retransmissions should be kept under 20 percent.

FTERE: 71

Cisco Catalyst 9800 2> tA—5M 9800 >y —X T4 ¥ L X ar bO—F EEY T4 FURILICDODVWTIELWERIZENTTHM?
A. HI#I/NR ET—5 INR%EHD CAPWAP R RILTY,

B. ®lffl/ AR &T—45 /XA %EHD IPsec FURILTY,

C. F—AR/SZAD#HD CAPWAP kU RILTT,

D. #fH/ XX DHD IPsec k> RILTT,

Answer: C (A —vyt—T%EY)

ExHfERE: 72

HEIIVCZTN BAFT 74 RATERT—FLEBFOFAYA FMABZERLE Lz, B4 VOWLAN FHETDT=8HIZ -67 dBm DIEELANILTHRINSGT—42 L—EK?
A. 802.11 bgn T 6 Mbps

B. 802.11 bgn T 24 Mbps

C. 802.11 an T 12 Mbps

D. 802.11 an T 24 Mbps

Answer: (& Z %R~ 9 5)

The -67 dBm measurement has been used [or years lor 11b phone clients from many vendors. Tests
indicale that this same rule ol thumb measurement works well for 11g and 11a phone clients.

The lower data rates in 11a can be disabled, the 24 Mbps

= HTfERE: 73

DAY LR TP ZFIE Ekahau A FRAEZFERALT BFEOTA VLR 2y hT—O W HFEBYICHELTWAZEEZRIELTVWEST IV R Y— IV RDRY b T—9 NTOF—T R %4
ETHICE, EDEATORELZERTILENHY FIH?

A.GPS 7 R +

B. AR b3 L

C.\y>J

D. 7% T« 7 ping

Answer: (fRZEZ#RTT 5)

https://support.ekahau.com/hc/en-us/articles/115004973067-Spectrum-Analysis-Surveys

=HERE: 74
DAV LR IVUUZTN TANVYLRA XY FI—0DBERBRIEFTOCWET, TANVLA XY N I—IDWBEY—EREHYR—FTELLE2ERT LD, T ZT7HRIET 5 2 DOHELEIL
ENTITM? 2DFBATLIEELY,)
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A. ALy D TYTICIE -87dBm #BAKBWN/ A X JAT7HARLETT,
B. V547 bk TINARIZIE D7 &H -67dBM RSSI MBETY,
C./\ry FOBEEELX15% LT THEIDENHY FT,

D. /N7y FDBZEEF 20% U T THEIVLENHY FTT,

E. 25472k TNRARIZIE Vi EE -65dBm RSSI ARETT,
Answer: (

WLAN network requires aps of 20 percent (2 4 GHz), and approximately 15 to 20 percent (5 GHz), where a WLAN Data design may use an AP
-oll overlap of 5 10 10 percent

» The optimal VoWLAN cell boundary recommendation'is -67 dBm

HTEIRE: 75
Fiffi#& (L Cisco Aironet 3700 ) —X 7O A R4V FERA v FIZHEH L AP N 3X3IMIMO ZFERALTWA I EIZRfGEE Lz, COEEFHBAT HEBHITIENTTHN?
A R4 Y FICARERNHYFEA,

B. R4 v FI% 802.3af ®ETY,

C.APENT—AVOz YA BNEZRMELTVET,

D. X4 v FI& PoE+ X & TY,
Answer: B (A —vyt—T%EY)

1 d 803 i xm Power ovwer Ethemat (POE) sources, local power, or via mikd-span ar paower infector har AP 3700 is powered by PoE and the source is

The big difference between 802.3af (PoE) and 802.3at (PoE+) is the amount of power delivered over each
standard.

EHTEIRE: 76

BHOWLC (X, EEUT A JIL—TDONA FTRASEYTABRTEEINEFT APIE, T34 a2 bO—FDANEY B ToONKRETREREASNAES, 774/ FTEH 2V FE—FICESE
DRELEZEE MILLEZAPIXEDEEY T JIL—TF AN a0 bA—=FZEMLETH?

A RLFAETBEG AP 7)) — 42V R v\ T4&FD>2a0 b0—3

B. 542 R v\ T14H-YDEERITLNT- AP DEIEARLENIY FOA—F

C. &M LAKR— AT CPU EAEARLENIY FO—F5—

D. BEf T o TLNS AP AR VLGN FO—3F

Answer: D (A —vyt—T%EY)

st A

https://mrncciew.com/2013/04/07/ap-failover/

BExh7i 300-425 fERELE (L GoShiken.com MR I =& L+5F L) 300-425 HEXRSIRELE ' GoShiken.com ME&EEH D 300-425 SRERFEREE 2124 L TULVE T, GoShiken.com 300-425 R EXFERE I &%
BT MENEEETIINET, ZHFD GoShiken.com 300-425 RIEE %4 v b § 5 AlFX T 5 5: https://www.goshiken.com/Cisco/300-425-mondaishu.html (35130%OFFREREEE S & EEfiZ {1 & T 30%

wHAlE|I5a0— F: Freepdfdumps)

=ATEIRE: 77
EE)TA Toh—%BWT EFEY T4 JIL—TDHERIZDNWTIE LWRBIZENTT H?
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A.HA SSO £ %= WLC AEBISA T ZEA WLCHA RFDEWLC FEE YT 4 EFELTERMEESAET,

B.WLCIE, EEUT A JN—TDAUN—IZHBE=OICRAILETIVERIEIZA TTHIDEEHY FEAN . BAUN—FERZYI Iz T N—D 3 VERTLTVWSARELAHY FT,
C.EEUTA4 FL—TTIE IIL—THDTRTOWLC ARILIEEIP 7 FLRAZFEARAT ILEEIHY FEA,

D.ZWLC [FEILEEY T RZFEAL EVD#BHUEEY T4 AUN—JRFTETELTERTDIVLENHY FT,

Answer: A (A —yt—T%#ET)

Ex#TfERE: 78

TO/80—1EDRY N IT—DEHR AT HIEHIT, T4V LRIV ZTHREONEL, RHDF v UNRIZIE 4 DOEYME TELETANVLR ANLYDEREBTET7 VA RA U b EEAT:
BEL XY MI—VDATICRESNIZ1HOWLC BHYFET , EDFATOTA VLR T—FTIFvMERAINTOETHM?

A fRERE

B. HE R

C.&FEMR

D. " HRECE

Answer: (fRZE%RTd 5)

Centralized - Works across APs and WLCs in the same Mobility group

EHTREIRE: 79

BEEX AV EFT—VADTRTODTI LA RA U FEEEBEL N OREEHEA—R NSOV T %BHT S 2 DD Cisco 550B WLC #fFiELTWET, T34 <1 CiscoWLC IZIZ60 D51t
VANSHY tHUHE) CiscoWLC [ZIZ 60 DSAEVANHY FT,

40. BEIE N+ ETILE HAETILICEHRL SSO ZIRELEZVWEBZATVWET BRI A VT F U REBRDICETTIVLENHYEFT MADIY FO—FTETRTOHREZEITLI=# . config
redundancy unit secondary A< > FAtEH A1) Cisco WLC THRITEN KBMLFET BRETTTHICIE EDNFTA—FERTETILELNHY FTH?

A.RP  R—FrDHT—T )L

B. A >4 CiscoWLC IZIE, RIE 50 DERFA U ANBETT,

C. 7541 CiscoWLC [T TICEAVAY) A=y hELTHRESATLET,

D.SSO #B%ICT HENHY FT

Answer: B (A —yt—T #ET)

fEin 5% -

x#fEE: 80

T2 =7h Cisco AIR-27021 AP ZFEARALTL AV 134 FRAEZEMKL TLVET, AP A metageek chanalyzer & DIE Wi-Fi T ZHRHET BIZIE EDE— FABIRSINTWNETH?
AAX=_T7—

B. E=-4—

C.7LwyoRaxy b

D.SE ax% k

Answer: (fRZE%RTT 5)

xHEIRE: 81
BERIEI AV a Ny IFR—IL ) IDEXF1)TAIZODNWTERIZEREVTWET NV IR—IL ) VIEEDLRIILDIEEILEFERLETTH?
A./\vyv o
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B. AES

C. WEP

D. 3DES

Answer: (&% F&K~9 B)

In a Cisco wireless backhaul network, traffic can be bridged between MAPs and RAPs_ This traffic can be from wired devices that are being bndged by the wireless
mesh or CAPWAP traffic from the mesh access points. This trafhic is always AES encrypted when it crosses a wireless mesh link such as a wireless backhaul

ExHfEIRE: 82
VLAN [CEEZMAELN, ZOEENVIP RASVHOMDR A v FITEEBENFEEATLE,
EENMTON-RAAL Yy FTshowvtp ATV FEANTEHE ROEAVRRREINET,

figuraction revisisn: 4
uE VLAMS supported locally: 1085
rof existing VIANs: 3

cmaln namE © Moblils

sawerd
VIF operating mode : TransghZgnt
VIF prualng =ode : Enabled
VIF traps gensraticn i.Emnabled
Configuracion laatkpildiwied byt 10.1.1.34 at 00-00-0000 00:006:00

COMEEMRRT HIZIEESTIELNTTH?

A VTP JIL—=V T #8BHILET,

B.VTP OEIEE— FZHY—N—IZEBLFT,

C.VTPN—=23 2 %N\—=232 227y T L—KRLET,

D.VIPNN—2 3 %&N\—23 03127y 79 L—FRLET,

Answer: (f8&ZRT~9 B)

showvtp AT > FOHEAIE VIP DEEE—FA S URARTFLU N E—RTHDIZEFZRLTVWET, CNIE R YFTVLAN ZERTELELEZERLEFI N EREZDRS v FICOAHEE
LET EERIE LAV2RY FTI—IVADMDRAS v FICIFEESNFEFLFAVLAN DEEZMDR A v FITEET HEEE EBEE—FEY—N—ICEETILILENHY FT,
VIP BIffE— R&H—/N\—IZZEEFET BICIE RD &K S vip serverglobal av > KEAALET,

switch1#(config) vtp H-—/3—

VIP IN—=2 5% T 42— LBVTLKESY, CHIEEEBICIEEELEFRA RIMIYFOE—FEZERTILENHY FT,

VIPN—=23 2 &N—=23 02 FEN—23 3127y T L—FLBVWTLESWD, ChIIEEBICEFZELEFEA,

AAVFDE—FEERETILENHYFET,

B -

LA4v279/0o—

Y JHM:

FD XTI DR E FHERR

& Xk

Cisco > Cisco IOS LAN R4 v F >4 A< K 1JT7 LR >vitp v2-mode IZ& % udld > vip H—/\

Ex#TERE: 83
EROHMEZEROENLGHEEIZC RSy PR FOYTLET,
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Muttiple AP-Manager Interfaces
—

complex configuration on the Cisco
WLC and infrastructure

achieves optimal AP join process
with src-dst-ip load-balancing

simple configuration on the Cl
WLC and infrastructure

Answer:

complex configuration on the Cisco
WLC and infrastructure

achieves optimal AP join process
with src-dst-ip load-balancing

WLC and infrast +.'1 'a | complex configuration on the Cisco ||
| nfrastructure
avoids single point of failure on w_____ﬂmc andi |
neighbor switches | achieves optimal AP join process
with src-dst-ip load-balancing

&t A



Multiple AP-Manager Interfaces

avoids single point of failure on
I"Eighbﬂl' switches

simple configuration on the Cisco
WLC and infrastructure. ("0 ¢

LAG

complex configuration on the Cisco
WLC and infrastructure

achieves optimal AP join process
with src-dst-ip load-balancing

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONS

RFTEIRE: 84

DAY LREBIZHITEANKDREEMEIL?

A. 3dB

B. 4dB

C. 6dB

D. 12dB

Answer: A (A —vt—T %KY

EER=E

EENEXRZERATILETE EEOREFLIIEEBANKELET ESINELGLIATOY FERBBTHICONT ESHEOCERIIIVIEZICHZYET, 20 MW DEEENIL 13 dBm IZH
LLET,LIEA>T BER—FOBOAYVAOTOEEEAN 13dBM DBE TOREEFZHLLEEDETEREIE10BmMISHEILLET, CORIE, SEFIEFHIATOA TV Y Mk -TEIERS
SNLHFEREEDHLHETHREDELZTZRLTVET,
SEITFELBEOA TSI ML TEIZRIINBEEDHEE
EESBRBRAODA T b

MAKIZLDETRE

BER—FDE

3ITIRN)L

EEBIL—LDHTREE

6T NI

BRZMD T 0Oy DEE

AT IR

74 ADE

3ITIUNIL

TEHEHDO K7

6T NI

LUADEIZEREDRT

127 IR

NS

3ITINIL
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RABELEEYA M, SESTFLLRILDOTILFNRAEH EFBR BLUVES/ A ADHYET FRILEE, TILFNAREH ESEBEX ES/ A ADPKREVEH FAEFRLRHELGRETT R
Beld, RAEICHEANMY JUEBEEDT IV ERA RA UV FEBEEL FVEWNTF—T UV REEZRELLFEFT RIAEI#ELVOF HERGEHERZTY, ChodDYA FTIEH BEE, K
[CEBYVATAUIEZDERYMALHY TILFNREAEBETIRMNESIEELET A T4 X ELPRRAERZY T4 Y4 FTIE, —RICEBOBENLAKRELBYFETH, TILF/IRRDE
HDREREFNECLGEYFES,

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/71642-vocera-deploy-guide.html
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Answer: (&% &RTT 5)
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A—SDMZEA—I VI TEDIRELNHYET , EDFIATOITAVYLRA T—FTIVFVvEFERTILENHY FIH?

A. 738K

B. £ #

C.V957Fk

D. HER

Answer: (&% &RT~9 5)

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/emob41dg/emob

41dg-wrapper/ch2_Arch.htmi
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C.RF o774

D.ISEZRZJ74J)

Answer: A (A —vyt—T%EY)
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ClientA enlry moved to new WLC
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ClientA
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Client A roams from AP1 to AP2

BRESBELTKESWVW V3472 MI 2 ODEAZ I FO—FJIZEBINTVWS 2 DOAPHZO—S VS LET KA MO—FE IVSATUo RS TRY MMV A—T A REHE-TL
FI . MADIL FA—FHAIre0S 2EITLTCVWET V53470 bOO—S VI HEEZHRAT LT VA EENTTA?

A.arbO—F—(F (UDP R—k 16666 M LTC) EEU TAHIHA v E—DFRML HLWISATUo My avdFHlLay bO—5—THIBENET,

B.a brO—FFEEYToHHIAYE—2% (UDP /R— b 16666 BHAT) XL V547 b T—EF3R—X I M EmDar bO—ShoFHLWVIAY FA—FIT R VT EINFET,
C.avhrA—FFEEYTA4HIEAYE— (UDP R— K 16666 #2H) £V ATV b T—EAR—REZXWLFEFA IV M) EROa FA—ZA6FH LWLV IY FE—FIIBHINFELEA,
D.a>bA—5—I[L (UDP 7/R— K 16666 Z LC) EEUTAHlHIA v —DERML IV FA4T7 U T—ER—X IV M) EROIV bA=F—M0H LAY FA—F—ICBEENFET,
Answer: (&% &4 5)
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A—H—DNR2Y FT—V LD T 7ALEBIZT VAT HRICHENREELTVWET , RV FT—9 TP =FIE Web T53VOHERWVWTIHEDND IP 7 FLRAZAAL BRICKS &S I2a—H—IC
FRERARLET, CNEETTDHE AV —EEHOREBICT IV ERTELLIIHBYVET IV FIEEDFATOUE—F 7O BRZEMLELZA?

A. EZVPN

B.lpsecVPN 2 5472 b 701
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D.SSLVPN Y S5A4 7279 €A

Answer: D (A —vt—U #7ET)

Cisco AnyConnect VPN Client [, JE— bk A—HIZtFa ) T4 FTSATUVRANDLE SSL EREFRBLET LRIV SAT Y MBS VR F—ILENTWEWNMES, JE—F 2—HIE SSL
VPN i ZRITAND LS ICRESNTFA VA —T A RADITTIHIZIP T RFLRZAALEST . EFXa T4 7TSATURD http:// BRZ https:// [TUFAA LI FTEHELSITHREIN TR
BRY . 1—H (X https:/<address> DX T URL ZANT HRELAHYFET,

URLZAANTBE TSIV NEDA U EA—T A RIEHKL AT A VEERNRTINET , -S54 L ERIEZF L X274 PTITSATURNISAT U MERELL TS —

HEHANTEHIE VE—FAVE2L2—RDARL—TFTAVT SRTLIZT—BTEISAT7obEFHoo0—FLET 00— FE V547V MIBEEA VA =)L LTHERL KL% SSL #
MEMILL BHEIMRTLIEEIS (X2 T TTSATUORDERICIHELT) BEZHMEFTOIN BEEZT VA VA M—=ILLET,

SR hitp://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100936-asa8x-split-tunnel-anyconnect-config. html
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FYbRI—Y T TFR TR BE. BLUAT—23 0 H—EREYR— T IBELRHLITA VLR XY FIT—VDFRFIIRYBATHEST, ChoDY—EREYR— T 5HIC T
DOZTIEEDT VR RA Y FOBREZFERT LILELHY FIH?

A .d—F—0DOH

B. BIE & A

C. BE®#H

D. ERN &L ES

Answer: B (A —vt—T%&7

y desmn, it is impartant t e that access points are not solely clusterad in the intanor and toward the center of floors. Rather, parimeter-access
P he four cormers of the fioor, and at

elity within the areas they

points should
any other corn

participate in the provisionmng
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EEYTA TUoN—ZBRVLT EEY T4 JIL—TOERICDOVTE LWHRAFENTTH?

A ZWLC ERLEEY T4 &2 ZFEAL EVOBNEEY T4 AVN—JRMTETELTERTIVELNHYET,

B.HA SSO #fEA 1= WLC NERSNTWLEEE WLCHART7DE WLC FEEY T4 E7ZELTHEAMIZEESINET,

CWLCIE EEUT A JIN—TDAVN—IZHEBZEOICRALETILERIEFIA TTHIDEIEHY FEHEADN  FAVN—FELRDIY I LDz T7 N—DaVvEETLTVWARELRHY T,
D. EEUT A4 JIUL—TTIE FL—THDTRTHOWLC BRI LIREIP 7 FLRZFERAT IHEILHY TEA,

Answer: B (A —vt— T %K)

= The HA pair of AireOS WLCs should be considered as separated
WLCs with the same exact configuration
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DTAVLR IV ZTIE TANXLRAENLIEZVTILEAL T IV =23 0% R—FFB3TAVLR XY M I—VUFHRHLTVWET TR RA D MEISA T MEATRBEIND /Ty
BEROL EEA—I VI EFRBETHEHIC. TS 7HWLC TEMZTZ2BELAHD IEEE 7O FaLIXZENRTTHM?

A. 802.11r

B. 802.11k

C. 802.11i

D. 802.11w

Answer: B (A —vyt—T%#ET)

Ex#TfERE: 93
RRICHERLTVWEHLIEEE FRAY FIT—IDPERTEIET RV T TV FITHLWVF1—EVIL YT % Cisco T—0FIW—T T)yDICTA VY LATERTHLIICHLEL
2o 82 NDFHRA—F—EZThETN AVE1—3—L VoIlP BEZF>OTVWET , I RTOTNA REEE LGNSR FER/MRICMZAZIZIE, T—0T9NWL—T Ty PUTRIZLS DD AP %%

XY HORENHY FITM?
A. 4
B.5
C.6
D.7

Answer: A (A —vyt—T%EY)

e Mumber of 802110 devices per AP: Cisco recommends that you have no mare than 1510 25

LI=A>T BAPIZIE 25D 547U bHYET RIE4 DDAP THATY,

ExFTEIRE: 94

IO TIE FFED IEEE 802.11ac Wave 2 74 ¥ L ABRHAD-OIZEZE LAN OFEf#ET T I2DLENHYEFT  IRXTDT7IER RAAMYFET7RA M A=Yy bAGDAHATHY BEFD AP &
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= AW

AT79ERRLAYFEAPRBIDT—TILEEBEMN 55 A— MILEBABRWNESICLTL IS,

B. 70X R4 vF & APREDT—TILEERA 100 A — FLEFBAGENLSITLTLESL,

C.EREDRAYFEI0GTYIT)UVIDXHEY M R4V FICEEHRAET,

D. IEDARAA v F% mGig RA Y FICESHZET,

E. A FDERREA VT SA NSV F ¥ % CAT-TE BfRREICEZT]ZA T,

Answer: (f2&ZRT9 B)

EFfEIRE: 95

DAY LREETIL, Cisco 8821 BEEXHFAL THEHBDO WLCHITE—S UV ZmEILT 5=OIZ HLWEFE SSID X ETHHENHYET, COEEZERT S WLC REITENTIMN? (20:F
ATLEEW)

WLCHEDEEYY T« JIL—TDEFE

. SBEEIZ Cisco Centralized Key Management ZEH L £ 9,

.WLC D AP JIL—TH#HBELET,

.SSD TAVC 7O 774 ILEH#ERT S

AVCEZFEALT RRAMITH—bELT RS TaVIDBERE NS T4 v EBESEET,

Answer: BE (A —vt—T %KY
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cuipph/8821/english/adminguide/w88x_b_wireless-8821-8821ex-admin-guide/w88x_b_ wireless-8821-8821ex-admin-guide_chapter_01. html
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IO=7I1,.802.11 7O FIDEBEICEDCEEXZFERALT HLLWIAVYLRALAN BN T7 IR RA U MO —LLRGO—I VI Y R— b TELHILZHRBTILELNHYVFET, T
DOZTIREDTA FONLEERT ILENHY FTH?

A. 802.11i

B. 802.11ac

C. 802.11r

D. 802.11e

Answer: C (A —vt— U %7%9)

The 802 11r Fast Transition (FT) Roaming is an amendment to the 802.11 IEEE standards.
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EEYT A FAMVEEEY T JIL—TOBIEBERICEDLSICHBAT ILENHY FTH?

AETE)TA IL—TREX 95472 b0EF2) T4 aVTFRMOBEHBEFHIBEET WLCHARBLEEY T4 AL VIZHBHBE A2 FO—FHD AP 7z —ILA—N"—31FIERLFEEA,
B.WLCHARLEEY T4 RASVIZHIEE TNLITHEICEBELEITN,. 7oh— WLC BAEET IIEEEX BEZARICTSE=OICRLEEY T4 RASVRIZHIBENHY £7,
C.WLC [ MEIZEET SE=HICRLEEY T4 RASVICHIDEBEEIHYFEFLA, EEV T FL—TREX 95472 bDEF2 T aVTFAMOEBEAEFIEL, 22 FO—SHED AP
TJx— LA —N—3%FHRLET,

D.WLCARILEEU T« A VIZHZEHE, TNLIEHEICEELET , EEYV T FJL—TRX 9534 TF72o DX T4 aV0TFRAMOBEHZFHIBRL 3> FA—5BD AP 7z —)LA—
N—HLFRLET,

Answer: D (A —vt— U %&9)
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ar kA—5—[F (UDP R—k 16666 ZNM L T) EEN TAHIHA v E—DZRBL FHLWISATUo My avhFHiLvary bO—5—THIBENFET,
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Answer: A (A —vt—T %KY
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A B—F ¥ RILTFEMN-85dBm X TNV L #HRELET,

B. WLAN T 802.11a AEMIZHE>TWBR I E5HERELET,

C.O074A7 Y b/ HIEEIRRSSI LEMEZ#EZD RSSIZZIEL TSI LEZHRELET,

D.WLAN TFY RV RO T 4 VI NEHICHE O TSI LEEHERLET,

E. 802.11a £ T UNII-2 53R F ¥ RILDERIZH > TS I E2HEELE T,

F.OSATUMNT2A2TILNY ERETHDIZ EEERLET,

Answer: CEF (A —vt—T %KY
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MNOTWET, TANKRKRT HEAFAMTT M ?
A. 774724 —I)LT UDP 7/R— b+ 16666 DEEEHFAIT HIL—ILHBRBETT,
B. 774724 —I)LTUDP R—k 97 OBEZFHRITHIL—ILHBKBETT,
C.77AT7 24— JLTTCPR—F 97 DBEEZHATHIL—ILIRBETT,
D. 774724 —JLT TCP ;R— | 16666 D@BIEZEFal 3 DI —ILHANETY
Answer: (&% &RT9 5)
* UDP 16666 for tunnel control traffic

+ TP Protocol 97 for user data traffic
*» UDP 161 and 162 for SNMP
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C. FiexConnect ' IL— 7% L 7V R R4V rEEEL BRTICE DWW TEYA VLAN 2 SSD YV EVTICERELET,
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A. 02— )LEEGERZER

B. 7547 WL.C DREEEA V2 —T 4 XA~MD SSH

C.H—ERXRKR—rA2E2—T 4 A~D SSH

D.th>A&!) WLC OfREA V2 —T 4 XA~D SSH

E. 75471 WLC DEEA VAF—T x4 A~D SSH

Answer: A,C (A —vyt—T%EY)

Once S50 15 enabled, the Standby WLC can be accessed via console connection or via ﬂ\s:a: on the service port and on the redundant management interface
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Answer: B (A —yt—C %% 9)
AP REI R A A VISHFEFICHESINTHEY EEFITHLETEFEA BI—FE RE FAAS O TEELS WLC TFETERSINFT Bty b BEEM TN AP DIRGIFA A DAIZH D0
ENHYET, KEDEEFTHY FEA,
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TEF EFA—NTITIS—23 00T EA LT 22 5—2a30BE FEAEDY—ERZIVSORIIBITLELE, A—F—IHVRARYIVRFRALIEDRE=HIZ, T4V LR 2y b
T—Y TEMICTILENHIMELENTIAN?

A. QoS

B. BiREHE

C. Fi#E

D.&&FEtXa7O—3I2%

Answer: (&% &RT~9 5)

s A

https://community.cisco.com/t5/wireless-mobility-documents/what-is-cckm-and-how-does-it-affect-fast-an

ITRIRE: 106

IO THHLLWIANY LR XY b T—0 R LTVET XY P TV X DBEREH-TRHELNHY ET
*BLWIAVYLR 95470 MEREYR—bH

DAY LRTT—2 &Y R+

*RA RA—N—DA XY LREYR—

*FisERIT S

EDFRHAT7 IO —FE2EATILELHY FIH7?

A. A0 MHzZ F¥ RILEYR— b 520D, FrRIL RO T 4 VT +ED 5 GHz BiK#THiE
B. Fv L RVT 14 2J7% LD 5GHz BiR#E®E., 20 MHz F ¥ )L ZHYHR— b
C.80MHz F¥ RILEHR— LT BEHD FrRILRT 4 0T FED 5GHz BiREHE
D.20 MHz F ¥ RILEHR— LT B=HDF ¥ RIL RoT 4 2T LD 2.4 GHz BREFE
Answer: (&% &R~ d D)

https://www.cisco.com/c/dam/en_us/solutions/industries/docs/education/cisco_wlan_design_guide.pdf
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C. PMF
D.GTK 5 & Lt
Answer: B (A —vt— U %7&9)
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IVOZTFIE FHLLERENIZSSDDT AN FUoN—EBRELEFLEZN FEEYTa FoRILLBBFEHLTELST NHEBWLC NS5 T7 27— WLC ~AD EPING AR L TWET  BIEXAEEIZT S
OIS, T7AT7I4—ILTED RS T4y JAO—ZHUTIBENHY ETIH?

A. UDP 7R— |k 16666

B.IP 7O +aJL 97

C.UDP ;R— k 97

D. TCP 7/R— k 97

Answer: A (A —yt—T#ET)

T'he only special implementation of the WLC in CCKM is that WLCs exchange client PMK via mobility packets, such as UDP 16666
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With the proliferation of clients with varying wireless capabilities, it is important to survey for the ‘worst’ clients in order to ensure a consistent

experience across all your clients once your wireless network is in production.

https://documentation.meraki.com/MR/WiFi_Basics_and_Best Practices/Conducting_Site_Surveys with_ MR _Access_Points
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kaep track al gate i WLC sends an iilémel Canbtral Message Prolacal (ICMP) ping 1o the galeway using the Managemen! [P address as the soudce
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The only special implementation of the WLC in CCKM is that WLCs exchange client PMK via mobility packets, such as UDP 16666
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All controllers within a mobility group must be configured with the same virtual interface IP address.
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At A

The N+1 HA architecture provides redundancy for controllers across geographically

separate data centers with low cost of deployment.
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