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policy
policer p1
rate
burst
exceed drop
!
access-list acl1 : ca
Sequence i l1an ]
matc ™ '®
source-ip 2.2.0.0/16 Ch5CC
destination-ip 10.1.1.0/24 100.1.4.0/24
destination-port 20 30
‘pmtncnl 617 23

.actinn accept
policer p1
1

default-action drop
1

vpn 1 h‘

interface ge0/4

description Policy ID: B413:A88D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out
1
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A. ASR9000 series

B. vEdge-1000 series

C. ASR1000 series

D. ISR9300 series

E. ISR4000 series
Answer: (& %X 5D)
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B. vVEdge/Ll— 2 —ZEHBHB L UVERLET,

C.VEdge/l—32 —Z R HE L UVERBLET,
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E.OMPEZNALTIL— b ERY O—EREEBHLET,
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vSmart controller - This software-based component is responsible for.the centralized control plane U'T_'I_he': SD»WAN network. It

maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management

Protocol (OMP), acting as a route reflector. It also orchestratés the secure data plane connectivity between the WAN Edge routers
by reflecting crypto key information originating fromWAN Edge routers, allowing for a very scalable, IKE-less architecture.
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A. 900,000

B. 1,200,000

C. 600,000

D. 300,000

Answer: C (A —vt—T%#EY)
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D. 3574V I DEEERLT HDET -2 TL—2TY

Answer: D (A —vt—T %KY

Cisco WAN Edge routers are responsible for establishing the network fabric and

forwarding traffic. Cisco WAN Edge routers come in multiple forms, virtual and
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vEdge (config-vrrp) # track-prefix-list Ilist-name CISCO

If all OMP sessions are lost, VRRP failover occurs as described for the track-omp option. In addition, if reachability to all the prefixes in the list is lost, VRRP failover occurs
immediately, without waiting for the OMP hold timer to expire, thus minimizing the amount of overlay traffic is dropped while the vEdge routers determine the VRREP master.
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A)

Section Parameter Variable/value

Authentication Drop-down local
Order

Useradmin/' Dewvice Specific user_admin_passwd

0] 141 | Password

Section Parameter Variable/value
Basic configuration Number of paths  Global 16

advertised per

prefix
Advertise Radio Global U 0ol [ )
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Static Global _ = _ _
Fall ¥ aff &'
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Parameter

HostnamaaP
5

VPHID

Souice mderface

Varablsivalue
0% 48,13

1

Radio button

Dewice Specific

A AT 3B
B.#73a>D
C.#7>va>cC
D.A7+a A
Answer: A (A —vyt—T%EY)
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TLOCOEH& XTI M ?

A BES1t

B.—EX

C.42%9

D. g DIt H

Answer: C (A —vt—o )

HTEE: 13

SD-WANJL—4Z —DSD-WANA —/\—L A ~DBE#HA VR—T 4 VI %#XETEHTL—2FERTIMN?

A.T—4
B.A—4%X+rL—23 >
C. &

D.a>krO—JL
Answer: B (A —vyt—T%#ET)

Variable/value

a1z

Management VPN

0.0000

Hext Hop
vpnS12_mgl_nexd_hop_ip_addr

The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes.

® The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay.
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B. 3%

C. 1%

D. 5%

Answer: (&% &RT~9 5)
Reference:

https://sdwandocs.cisco.com/Product_Documentation/vManage Help/Release_18.3/Configuration/Templates/VPN_Interface Ethernet
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/application-aware-routing.htmi
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A. WAN

B. vbond M &

C. dns-name

D.O—AJL
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B. OTP

C. VATLIP

D. v—2ID

Answer: A (A —vt—U%5&Y)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html
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A.IGP

B. QoS

C.TLS

D. OMP

Answer: A (A —vyt—T%EY)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guide-2020nov.pdf
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vpn 10
service FW address 1.1.1.1

apgly-pol
site-list firewall-sites control-policy firewall-service out
C)



wpn 10
sarvice FYW address 1.1.1.1

control-policy firewall-service
sequence 1

site-id 2

apply-policy
site-list firewall-sites contral-policy firewall-service out

muﬁ-pdug firewall-servicer o
segquence 1 ~ i\
sha-ld2 W WY

A F+Tar A
B.#73uB
C.+¥7i3>C
D. A7 3>D
Answer: B (XA —vt&—C #5%9)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chaining.html
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vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-d
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1?@0, o ] i

A *+7L 3B
B.+73>C
C.A7>a A
D.#7<3a>D
Answer: (&% &RT~9 5)
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A TCPELUUDPDRT—FIZIA VAR Y

B.TCPORXRT— F7ILEREELEUDPORT— F LRAKRE

C. TCPOIPSEHRESH L UUDPD L 1 ¥ —4t%&E

D.TCPOLAN—TA VAR 3V EUDPDLAN—44 VARG 7 Y

Answer: A (A —vt—T %KY

Cisco’s Enterprise Firewall with Application Awareness uses a flexible and#asily understood zone-based model for traffic
inspection, compared to the older interface-based model,

A firewall policy is a type of localized %ech‘rfty policy that allows stateful inspection of TCP, UDP, and ICMP data traffic flows.
|SC
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omp
timers
advertisement-interval 60

holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interyal 1
noldtime 180
graceful-restart-timer 720

omp
timers
advertisement-interval 60

holdtime 60
graceful-restart-timer 720

A.F+TL 3 A
B. 773> B
C.#7+3>C
D.A7>3>D
Answer: (&% &RT~9 5)

https://sdwan-docs.cisco.com/Product_Documentation/vManage Help/Release_17.2/Configuration/Templates/OMP
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Answer: (&% F&K~9 B)

If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network.
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A. HIEIAR > —

B. vpn-membership7R 1) < —

C. app-route7’R 1) & —

D. cflowd-template

Answer: A (A —vt—U%&Y)
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B. #R>ELEAE

C. EE>ETE

D. V—IL>#fEa< 2k

Answer: C (A —vt—T #5K7T)

Runbook to Request and Install Cisco PKI Certificates

1. Verify that you have satisfied the prerequisites and that you have added the Smart Account credentials.

2_ Navigate to Administration » Settings » Controller Certificate Authorization and press Edit.

3. Select the radio button Cisca Automated (Recommended).
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AWSY 57 FIZHiiRT 4 7= 1ZvManage TCloudonRamp for laaS & Bia 9 A RIICHE =T HEA H L2 DDFHREHEENTI M ? 2DERL TLFZELY)
A. * AmazonCreateVPC *& AmazonProvisionEC2 |/ 8S— 2 w3 VR O—Z#IAMT7 h oY MR LET

B.AWS7Ah™ > FTSD-WANIT Y D IL—E2—AMIZH TR S4TLET

C.OSPFHEET > TL—FEHAWSHY SO RITYDIN—E2—TFT o TL— 7R YFLET

D.AWSIZT 7OA4 32957 KWANIT Y S IL—BR—IZTFNARTUTL—bET7E2YFLET

E.AWS!—2 3V ThSUPy FNPCEERIJOEYSa =V LET

Answer: BD (A —vyt—T%EY)

The pre-requisites include verifying you meet the AWS prerequisites, including thé neBessary AWS credentials and subscriptions to the
Amazon Machine Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco €SR 1000v virtual routers or Cisco vEdge Cloud); verifying
you have available tokens/licenses for at least two additional CiscagSE=¥VANsEdge Routers within Cisco vManage; and configuring and
deploying device templates for the Cisco SD-WAN Edge routers thiat Wll be used within the transit VPCs.

Note that the creation of the customer host VPCs, shown irfihe figure aoye, § putside the scope of this document. It is assumed that one or
more customer host VPCs have already been createdqg’ % IS C O
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for laaS_AWS Version2.html
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ISRTS5 v b 74 —L®DCisco SD-WANSESE O+ R IZEZET A/N— Koz 7arik—Ry MMIENTT N,
A. TPMD

B. SUDI

C.ZTP

D. TPC

Answer: (&% FK~9 B)
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A.OMP_TLOCHE L UH—E X

B. OMP_VPN, % L T#E/R

C.#4Y <> TLOC, & UVPN

D. A1) 2> TLOC, B&UH—ER

Answer: A (A —vt—T%ET)
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IPsec kU R ILEWHILT DBENHY FT  BREINI=T 5 U Fts

viptela-system: system
device-model

stem-ip
domain-id
site-id 1
erganization-name ABC
clock imezone USMNewyork
vbond 10.10.0.1 port 12346

omp
no shutdown
praceful-restart
wvpn 512

interface ethD
ip address 10.0.0.1/24
ne shutdown

BEHEH-IBREENTTH?

description “*** Internet Circuit "**"

ip address 209,165.200.2258/30

tunnel-interface :
encapsulationipsec 1 | 1,11
color public-internet
allow-service all

interface ge0/M
description **“MPLS ="
ip address 10.10.0.101/30
tunnel-interface

encapsulation ipsec




vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-i ntcrntt m‘h’h:t
allow-unrlu j
interface Oy
de tion “** MPLS ="
ip address 10.10.0.101/30
mnnol-lntufm

nolar mpl Pye

allow-se ilﬁ %

N LS L

SCO
W Internet Circuit **"
ip a:ldms 209.165.200. 225:'30
tunnel-interface %
encapsulation ipsec |
color pq.l:llc-lmum( rrmict

allow-service all

interface M‘I
description = MPLS ="
ip address 10.10.0.101/30
tunnel-interface

encapsulation ipsec
color mpls restrict
allow-service all

D)
vpn 0
interface ge0/0
description “*** Intermnet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
‘." nrlot all
SCo
i i ace %owi
description “** MPLS ***"
ip address 10.10.0.101/30
tunnel-interface

encapsulation ipsec
ralar mnle
A F+TL32C
B.#7<3>D
C.H7>a A
D.#7>3.B
Answer: C (A —vt—T%#ET)
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A DATLIPZ RLADY VI DBE ELXUAhTEILE

B. 774794 —I)L_IPS. BELUVT7 TV Hr—a D@t

C.%4 KID_ %% VPN

D. #{Ex. REX. B L UEE

Answer: (fBZZ&RTd D)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-20180CT .pdf
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EIE(L, EHRID3918977T7T0NHEDWANT /NS A TH—ERAIVPNONLEET D T T4 VI DACLERET AR ELNHY FET, COACLERET HICIE, EDRY) O—%F
RI A2ENHY FIH,

A O—ALT—ERY)>—

B. v RT—H2K—

C.77)xiiRY) o—

D. hREER I —

Answer: A (A —vyt—TU%#ET)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.html
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Cisco SD-WAN7 —F T F¥DEDNAVKR—RU D A—N—LA Ry rT—oDa>r bO—)LTL—2FEHR LT CiscoSD-WANT 7 T v EHET HWANT v &
TNA ABDERE L A HiFLEIn?

A. APIC-EM

B. vManage

C. vSmart

D. vBond

Answer: C (A —vt—T%#ET)

Cisco vSmart Controller

The Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the
Cisco SD-WAN fabric.

HTERE: 39

VEdge/L—2 —DTLOCZ & IZBFDtE v & 3 VOBMEBRERRT 5TV FIEEATT D,
A.bfdH < 1) —ZKRT

B. bfdfEE & &R~

C.bfdzyiarExRTR

D. bfd tloc-summary-list% & '~

Answer: D (* —vyt—U %KY
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IControl Policy

strict hub-and-spoke logology

perform shaping on traffi

service firewall mserton Data Palicy ISt 1)

prefer voice and video via MPLS link

Answer:
ontrol Policy
strict hub-and-spoke LoD ology
|[ Seict Bub-and-spoke Lopology
L"‘E.‘"I:ﬁl"l Sapng on traffi LH‘:"E‘T voce and video via MPLS link
|
service fireviall nserton _ [bata Poncy

perform shaping on traffic

prefer voice and video vigMRRS TRl i‘ ——

service firewall nserbon

RFTEIRE: 41

BEOT—2EU3—DHIBEEDNERY FT—ITE 2y hT—0EBEIHIBNT RO EERT 5HICAIZFEFRALETN?
A.vSmart®T—4A2 K1) o —

B. vSmart®D #ll{#iR 1) & —

C. vManage D #ll{EIAR 1) & —

D. vSmart® 7 1) JL— kR > —

Answer: (&% &RT~9 5)

RATERE: 42

IVPZTFR RIS —EZNLTEY TFvTEIRENHLNN 7Y FOT—ER) D—FBELTVWET , EDIATU RRIDERIEETLETM?
A. policy > data-policy > vpn-list > sequence > default-action > drop

B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept

D. policy > data-policy > vpn-list > sequence > match

Answer: B (A —vyt—T%EY)

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357
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A. Medium

B. Critical

C. Major

D. Minor

Answer: C (A —vt—T%#EY)

RFTEIRE: 44

TAFYFIOEDI=ZVIDAVR—T 4 VJICEELG2DDHY—EREERTETMN? 2DBERLTLLIEELY
A. AAA

B. SNMP

C. DNS

D. A—JL

E. DHCP

Answer: (fBZ % &RTT 5)

EHTERE: 45

vManage W EEBT 5T v b7+ —LDMAEHLEIEENTIMN?
A.ISR4321_ASR1001_ Nexus, ENCS

B. ISR4351  ASRI009_, vEdge2000, CSR1000v

C. ISR4351_ ASR1002HX_ vEdge2000_ vEdge Cloud

D. ISR4321_ASR1001_ENCS_ISRv

Answer: D (A —vt—T %KY

EX#TfEIRE: 46
TOoavEEANSHRIDELWVNMEFICKFS Y7 RRAYTILT, 37499408 —Fy MOICEET5-00T—2R) O—2EHLET,

Bopty data pobiy. a1

Enable MAT functionality hap 2 |

|
Cragte centrakred dats polcy ap 1 |

| -
L

Igentdy VPN and match criben i

- -

war 4 |

Answer:

Booly dits poby En gl T rcangLe,

Cahie AT lciaalis g Trtae cestrained data pobey

Crede SeferMhbd Suth poley. e % J ety WP b match citeni

——— == --.'—'.l: == = -
Sdantdy PN jnd makch Higell Kook data plary o=



https://www.jpnpdf.com/Cisco.300-415J.v2022-06-23.q72-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-06-23.q72-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-06-23.q72-mondaishu.html

B#7 300-415J [EREEE L GoShiken.com MR I -E# LT L 300-415J SHEXRIRESE ! GoShiken.com A& dD 300-415J SHEEEEE IR L TWHVET,
GoShiken.com 300-415J SAEBREIE I HZFT T, BEMNEET IS WVVET, & D GoShiken.com 300-415) BEEE4 Y T HAEI B S

https://www.goshiken.com/Cisco/300-415J-mondaishu.html (55130%OFFRREE A & IEf2 11 2 T 30%w i AIEI51a — F: Freepdfdumps)

B RIE: 47
BRESELTEEV, Y1 MO TFATI+—LERLTHA F2EL—T 1 V5T BBREENTT b,

control-policy firewall-service
sequence 10
malch route
site-id 2
action accept
sel service local
default-action accept

On vEmart
control-policy firewall-service
sequence 10

malch route

site-id 2

service FW vpn 10
default-action acceplt

On vSmart
control-palicy firewall-service

action accept
sel

service FW vpn 10
service local
default-action accept

On vEmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10

default-action accent

A AT avA
B.#7>3a>B
C.A#7>a>C
D.#7>3>D
Answer: D (A —vt—T %KY

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-chaining.html
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Here is the configuration procedure:

1. On the hub router, provision the firewall service, specifying the IP address of the firewall device. With this configuration, OMP on the hub router advertises one
service route to the Cisco vSmart Controller. The service route contains a number of properties that identifif the location of the firewall, including the TLOC of the hub
router and a service label of svc-id-1, which identifies the service type as a firewall. (As mentioned above, before advertising the route, the device ensures that the
firewall's IP address can be resolved locally.)

vpn 10
service FW address 1.1.1.1

2. On the Cisco vSmart Controller, configure a control policy that redirects data traffic traveling frem Site 1 to Site 2 through the firewall. Then, also on the Cisco vSmart
Controller, apply this policy to Site 1.

policy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10

match route
site-id 2 . . .
action accept

set service FW vpn 10
default-action accept
apply-policy
site-list firewall-sites control-policy firewall-service out

EHERE: 48
B#EzEANCEBRDELWVNT T L—MIFS YT 7o RFAYTLET,

Answer:
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ExFTIEIRE: 49

BEERA A —U 20 FHEDI2DO0T—3 1202 —H (4 FTOMPEBGPOEITHEMMNER INTVSIEE DCOWANI v D )L—F —TLANMGREICIL— R ZFEE LAV
KOICTBFIBIEENTT H,

A . ADDCTELGADVRFEZEEZELET

B. iADDC WANI v D )IL—F2—ICE LA —/N\—LAASHEHRTET S

C.DCIDI Y VII—F—IZZIVEY bEERET D

D. OMPEEER #BCGPEEEM L VY L IECKRELET

Answer: B (A —vyt—T%REY)

Typically, there are more than one datacenters for HA/redundancy requirements. After
successful migration of the first datacenter, migrate the second datacenter in a similar method
as explained in this section. Note that a routing loop can occur if there is a backdoor link
between the datacenter sites and route advertisement is configured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into 1 AN side towards DC LAN. Configure all DC SD-
WAN edge routers with the same overlay-as. This allows the edges to filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents w:hsmbutmg
the same routes back into OMP. .

3. Use tags or communities to mark the prefixes at one ﬂatacenter When Iedistrihuting
to DC LAN and filter on the edge of the other datacenter when leammg adwvertisements from
the LAN side.

E#TERE: 50
BREBBLTKEEN, 7HTF 1 TERE VN TlPsec b VR LEBRT 2ERITENTT M,
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vpn1
service netsve Interface ipsect ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsved interface ipsectipsec2

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsyct interface ipsec1 ipsec2

fromsvamart lists vpn-list 1
vpn 1

vpn 0
service netsvec interface ipsec1 ipsec2

vpn-list 1
count ServicePSec1_275R76046

from-vemart lists vpn-list 0
A T3 A
B.#7<3>C
C.#7>3>D
D.A7>3avB
Answer: B (A —vyt—T#EY)

HTERE: 51

REAREZVADTAITHA IV ILEBEETTE2D0DERKDS55 WANT Y DY T RIL—F—THR—FINTLEDIEENTTA? 2DFBERLTLIEZEL,)
A. OpenStack

B. AWS

C. VMware vCenter

D. Azure

E. IBM Cloud

Answer: A,C (A —vyt— )

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-cte-en.html
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The following figure illustrates Cisco vEdge Cloud router solution elements.
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b
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vEage cloud VM ' N‘CI:SCD vEdge cloud

mFTfIRE: 52

KVM% %t L 7=CiscoSD-WANZ > k B—35 —®DE A 24 E A RedHatEnterprise LinuxA X L—F 4 VI S X T LDR/NEHIZATTH?
A. RHEL4 .4

B. RHEL7.5

C.RHEL 6.7

D. RHEL 6.5

Answer: C (A —vt—T%#ET)
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WANI Y/ —REFVR—T 40T 5LEDEETTL— LD Ipn0 D BMIXRITT M ?

A.vSmartad > bO—3—&vEdge/l—42 —f], B & UvSmart&vBondEI DR ELGEDTLSF = [ETLSEHZ N L CHIE S 714 v O FEELET
B. A—/N\—L A%y kD —2ADViptelaT /N1 AETHEN LY FT—VEB IS 74 v ZHIBLET,

C.vSmarta > kO—5—&vEdge/l—4 —[, & & UvSmart& vManagerffi DL &4 IPseciERZ N LTHIM S 70 v O FEELET
D.vSmarta > kA —5—&vEdge/Ll—% —f. & & UvSmart& vBondEIN L £ % IPsectE 2 M LCHIE S 74 v o EEELET

Answer: A (A —yt—T%#ET)

= VPN Ois the transport VPN. It carries control traffic over geSre I:":':___.":'- TLS connections between vSmart icofifrollers and
vEdge routers, and between vSmart controllers and vBg héstrators. Initially, VPN 0 contains all a device's interfaces

except for the management interface, and all the int '&_ '
the overlay network can function, you must configll X

xFTEIRE: 54

IO =FHVEdgeDIIFAEDHBE FZ T a—T 4V LTWET  AIRAEDOENMZHEBE T S-OICFERASINLIIT U FIEENTTM?
A SIBAZEDRAT—R R E R

B. 41 X F—ILENTWSEIAZEEZERTR

C.ar hrO—/ILDWEERTR

D.ary rO—)LOA—AHINTOIRT 4 EXRE

Answer: D (A —vt—T %KY
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27Ty II28MT B=ODOWANT v O 7/31 RED#EEE L, £DCisco SD-WANT UiR—FR Y K TTH?
A.WANIT vy )L—F—

B.vSmarta > tAO—5—

C. vManage

D. vBond Orchestrator

Answer: (&% &RTT B)

The Cisco vBond Orchestrator orchestrates the imitial control connection between Cisco vSmart
Controllers and vEdge routers. It creates DTLS tunnels to the Cisco vSmart Controllers and vEdge
routers to authenticate each node that is requesting control plane connectivity. This authentication

Ex$TEIRE: 56

2y RD—OBBEN TS VUFERDEHIZTIDOWANT Yy CEI B EIFTUVWET, WANIT YD IL—F2 —DSD-WANT 7 T v I (ZHEHRTDE EDZA4TD MU RILHTAK
ENFITM?

A.vBonda > FA—5—%FERALDTLSELIITLS o RIL L UvManagea >y fA—5—%FH L zIPsec b > RIL,

B.vBonda > FA—5—%FERALDTLSEETLS FoRIL B LI UTHHOWANT v D )L—F —%FRAL=IPsec k> RIL,

C.vSmarta» hA—Z5—ZFEALDTLSELIETLS FoRIL BLUMMD Ty DIL—F2—FFEHALFzIPsec kU RIL,
D.vSmarta > bA—5—%ERALDTLSFELIETLS o RIL HLUvBonda» hB—F5—%EA L zIPsec k>Rl
Answer: C (A —vt—T %K)

The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to

the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
cantrol connection to the viManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protecel isignabled by default and runs

#TERE: 57

SD-WANY ) 2= 3 DEDTNAAMNARY FLR—FEZELTHEL 773 —LTZERLETMN?
A. WAN Edge routers

B. vSmart controllers

C. vManage NMS

D. vBond controllers

Answer: C (A —vt—T%EY)

https://sdwan-docs.cisco.com/Product_Documentation/vManage Help/Release_17.1/vManage NMS_Product_Help
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A A7 3UB
B. -+ 7 3avA
C.#7v3vC
D.+#7<3a>D
Answer: B (A —vt—C#E&Y)
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DRATVITLZEMET SIS DNSRETHIZITBLELNHL2DODEHEFENTTH, 2DFERLTLEELY
A. WANEdge |J 7 JLEFRI 1) R k £Umbrellali— 2 JLIZ7 v FO— KLET,

B. tXaT4RYI—FTNARTUTL—FIZHEAHLET,

C.vManageT7 > I LS b=V U &BRLET

D. Umbrella & 3 B8 EHREERA L TR TLBET Y T L— b E2ERLTHRFLET,

E. UmbrellardR—#% JL GvManage/X T v JIPE L 7L BEEZBZ L THERELET,

Answer: B,C (A —vyt—T%REY)

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en
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Fv bD—Y EEEF, 07— 3406141498123 HWAN Edge5000)L— 8 —D b5 Y RR— MA P RLHBRIELIZ P T T 4 v I IZQOSRT P a—1) VTR L —%H
BLTWES, CAODTNA A THERT IBENAH DTV FIFERTTH,

A. cloud-mis qos

B. service qos

C. mis qos

D. cloud-qos

Answer: D (A —vyt—T%#ET)

RFTEIRE: 61

I o= F7H, vManagelZiHZATJD306432373D T+ FEEMLTWET , TF U M T4 — )L FTHEATEOIRBFOERHMIWLLSDOTTMN?
A. 64

B. 128

C. 256

D.8

Answer: B (A —vyt—T%EY)

In the Add Tenant window:

1. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.
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RFTHEIRE: 62

Cisco SD-WANA—/N—L A %2y FT—IJRADTNAATILFEFYRAML—T 4 VT FFHZTBIZIEESTNRIEENTTHI?

A WANI YD I)L—2—[X OMPZAMNLTvSmarta > FA—5—ADIIILFF v X Y —ERIL—FEFHIEL OMPIL IGMP VIFEIEV2ICEDNWT EREINEIILFFr R
FIL—TDEME TOPIMSIA v E—UTHRESNIZ Y —XEIEPIM-RPIZEE L FT,

B.vSmarta > FA—5—[X OMPZNLTWANI Y VIL—F—ADIIILFF v XA Y —ERIL—FZREBLET, RIZ, OMPIX IGMP VIE = [FVv2TH —RIZANT b= ER
SNFEILFEXYRNTL—TDSME TOPIMSMA v E—DTHRESINIZY —REIEPIM-RPIZERE LE T,

C.vSmarta > FrA—F5—IEOMPZH L TWANI Y D IL—F —~ADTIILFHF ¥ XA MY —EX)L— b ZFBE L, OMPIES M &1z ILIGMP v2FE 2 (FV3IZEDCER SN TILF
FYRMTIL—TETOPIMBSMA v E—P THEESNZY —RFEIEPIM-RPIZERE L ET)

D.WANIT Y U )L—F—[X OMPZALTvSmartay FA—5—~ADIIILFF ¥R Y —ERIL—FZRABLET, RIZ, TTOPIMSIMA v E—UTHRESIATWNS LS

(2 IGMPV2FE = (FIVIIZCEDWTEREINETILFXF Y R M IIL—TDSMEEETE-(FPIM-RPIZERE L F T,

Answer: (&% &RT9 5)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multicast-routing.html

EHTIRE: 63
970 RIZBATEIDELNHL2DOWANT Y DT /NS REENTETMN? 2DERLTLLFEZELY,)
A. vEdge 5000v
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B. ASR 1000v

C. CSR 1000v

D. vEdge 100wm

E.vEdge” 5™ K

Answer: CE (A —vt—C %57

2. Virtual platforms

* Cloud Services Router (CSR)1000v running [0S XE SD-WAN Software

* vEdge Cloud Router running Viptela'OS

ExFTEIRE: 64

ITyOTNARADIDEHERTH-HIZ. A2 FA—F—IZ&>THRIESNDIEZRDEY MEENRTTHM?
A. TN ZADFIRE L. VU TILES

B.ifFAE L XTALIP, HXUvBond FA A >

C.TN\A ADMBE DL TILEBE L RTLIP

D. fSEBAZE #H#4 . vBond KA 1 >

Answer: A (A —yt—T#ET)

Ex#TfERE: 65

IOOZTFR IOV RMN) Yy TEBEZELOTCEICEY ARV a VBN T4V IDRIL—TY FERALIEIMBENHYFET, COBEEERT SBRIEENTT D,
A. TCPREILERMT D124 VITLET

B. ECMPX—4 V7 DL |4 JICLET

C. TCPREILEZHEMITT B 124 TICLET

D. ECMPX—A VU DL |24 VICLET

Answer: A (A —yt—T%#ET)

TCP optimization fine-tunes the processing of TCP data traffic to decrease round-trip latency and improve throughput.

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

FTEIRE: 66

2y b=V EBER BHOEFHO—BT I a RTFICEDVTEFFIEHARY S—FBELTOWEST TLOCLYETL I v I RYR MEEBEL YD &Y ETLOC
FEBETDHILIIIEHTILELNHDIBEFIETENTT ,,

A BEhboRED—T U RES

B. JEIRRIER

C. RERMIEF

D. /IO EmRKDU—r VAES

Answer: D (A —vt—T%EY)
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A centralized control policy consists of a series of numbered (ordered) sequences of match-action pairs that are evaluated in order, from lowest sequence number to
highest sequence number. When a route or TLOC matches the match conditions, the associated action or actions are taken and policy evaluation on that packets
stops. Keep this process in mind as you design your policies to ensure that the desired actions are taken on the items subject to policy.

If a route or TLOC matches no parameters in any of the sequences in the policy configure, it is, by default, rejected and discarded.

EHTIRE: 67

TSU0FNTIVFADRSI T4V I FTFATIH—IROIPSHEEDRY FT—OH—ERIZVEFA LY T 5R) O —FFRATHLS BRI TLISSD-WAND >~
R—2 bEENATT D,

A. Firewall

B. vBond

C. WAN Edge

D. vSmart

Answer: (fBZ %X~ d D)

ExHTfEIRE: 68

BEFITLOCAS—ELTMPLSEA V23— FEFALTWEI I VS ZFIIMPLSTII ALK A 2 —2 v ZEFEAL Tconlrodlers 2183 2 W EMH Y £ 3 vManage T Z
DEHZEERT HERIEENTT D,

A)

vpn O

imerface eth1
ip address 10.50.0.1/24
tunnel-interface
color mpls

B)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)

vpn 0

interface ath1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)
vpn 0
interface eth1
ip address 10.50.0.1/24

tunnel-interface
color default

A F+TL3>C
B.+77>3.B
C.#7 3 A
D.#7+3a>D
Answer: B (A —vt— U %% 9)

FTIE: 69
CiscoWANI Y D IL—RRETSY h 7+ —LDEAITFERAINZI2DOOERZIETENTTIMN? 2DFIRLTLEZESLY,)
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A. HP-UX#% 34T L TLV%HP ProLiant DL360 Generatton10
B. Cisco ENCS5000> ') —X

C. AIXZZE1TL TLVSSunSPARC/ — F

D. Cisco UCS

E. SunSolans %317 L T4 SunEnterpriseM4000H—/\—
Answer: (&% RTT 5)

https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c78-738512.htmi

EHTEIRE: 70

T7AT 94— Y —ERENTICHEATELSICTH—ERAFWT RLADBERINTVWEDIEEDTNAATTHM?
A. vSmart at the branch

B. vEdge atthe hub

C. vEdge at the branch

D. vSmart at the hub

Answer: (&% %XT9 D)

=PTERE: 71
BFD/XS A —42 —%# KRN S HRIOBFDERKIZ KFS v/ 7o R rOyJLET,

BFD for Transport Tunnel
poll interval
color
heflo interval
PMTU discovery [BFD for Application-Aware Routing
mlmpiier—i—i

Answer:


https://www.jpnpdf.com/Cisco.300-415J.v2022-06-23.q72-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-06-23.q72-mondaishu.html

|BFD for Transport Tunnel
poll interval
color
color hello interval
| ¥ hallo Mtervhl ‘ PMTU discovery
3 P:Hﬁ.l d.i.scwery [BFD for Application- L
sam == poll interval |
multiplier
multiplier

& HTfERE: 72

CiscoOSD-WANtF 17 IV AT UL TILAY FT—HADVSmarta > FA—5 EWANI Y DI —EBTaY FA—ILTL—VIEREXBRT HE=-OIZERASWZIL—T 1 25
JORaNIEENRTT D,

A. BFD

B. OMP

C.BGP

D. OSPF

Answer: B (A —vt—T#ET)
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