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REEIRE: 1

H—@vManage# v a2 h— FTEEBINTWE TSy FITA—LIFENRTTM?
A. ISR4321, ASR1001, Nexus, ENCS

B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C (A —vyt—T%EY)

TR 2
2DORRWANT Y DIL—E2—EDI AR 2FRALTRSVAR—FORREZEET BRI ENTIN?
A. OMP
B.tOo4vyFJnEY a=vy
C.H—EXGRE
D. TLOC#H:5R
Answer: D (A —vyt—T%EY)
Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented
by multiple geo-redundant data centers.

REMIRE: 3

J—EXRBABROERIZFER SN 50E, [Monitor]> [Network]> [Select Device]D & DRI TT H,
AL DATLAT—E2 X

B. c5 TN a—TFqa2Y

C.UT7ILAAL

D. 4RV

Answer: B (A —yt—T #%7)
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+ Using Cisco vManage:

View the service chain path on the Traceroute page (Monitor > Network > spoke-device > Troubleshooting > Connectivity > Trace Route). Enter the
destination IP, VPN, and source interface for the desired path.

RHTHEIRE: 4

Cisco SD-WANZ 7 71) v ¥ TvManageD AT —S EV T4 IEED K SICRALELETM?
A U SREA—(ZHEHDVvManagea > hO—5—%EA

B. EL32YEHY —/\—|Z#EHDVManagea > fO—5—%28ALET,

C. vManagelZ#E#i SN TULVAWANY >0 OFEIE Z 0T

D.vManageD 5/ VA& LET

Answer: (f2& &R 9 B)

ExHEIRE: 5

Cisco SD-WANA—/N—L A %Y FT—9RADTNA ATILFXFYRAML—T 4 VT FFHZTBIZIFESTIRIEEINTTHI?
A WANI Y2 IIL—F—[F OMPZNHLTVvSmarta > hA—5—~ADTIILFF v X bH—EX)L—FZFRIEL OMPIL, IGMP v1E
FIEV2IZEDVT BREINEZTILFXEXY AR IL—TDSM%E FTOPIMSMA v 2— D THEE SNz Y —XF(XPIM-RPIZE
ELFET,

B.vSmarta > bO—5—I[& OMPZN L TWANI Y D IL—F —~ADILFF v X MY —EX)L— ZEFBLET, RIZ, OMP

[, IGMP VIE G2 T —RIZANGNF=ERINEZIILFIXF YA M IL—TDSME TOPIMSIA v E—THRESINT:
Y—RXET=IFPIM-RPIZERELET,

C.vSmarta > FA—5—[EIOMPZN L TWANI v O IIL—F —ADTIIILFF v XA FH—ER)L— +ZER L OMPIESM &%
IGMP V2FE 2 [EV3ICE DK BEREINETILF XY A M IL—TETDPIMSMA v & — D TIEE SNz Y — X F 2 IEPIM-RPIZERE
LEY)

D. WANIT v Y )L—2—[F OMPZ ML TvSmarta > hA—5—ADIILFX YR MF—EX)L— FZBIBLET, RIZ, TOPIM
BMAVvtE—CTHEESNTWAESIZ IGMPV2EIFVIIZETOWTERSINETILFXIYRA M IIL—TOSMEZEETE-IZ
PIM-RPIZERiELET,

Answer: A (A —yt—TU#ET)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multicast-routing.html

= HfEIRE: 6

frem-vimart data-policy_1_ServiceliertionlPSec
direction from-service
vpo-list 1
sequence |
match destinatiof ip 64.102.6.247/32
action accepi
set
service nbltvel
servich lecal
defauli-action accept

BREBRBLTKESV, 79 T4 TERLUNADIPsec kU RIVEEKT 2BREENTT D,
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vpn 1
service netsvel mlerfau |M1 w

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn1

vpn 0
service netsvc1 interface ipsec1 ipse_r_:___g,-____,_

from-vsmart lists vpn-list IJ
vpn 0 _8 v

a vpu-1 L’ .':.'-: v
W‘ﬁﬂﬂhﬂﬂ mterfa:e ipsec1 ipsec2

lom-wmart lists vpn-list 1
vpn 1

vpn 0
service netsvci interface ipsec1 ipsec2

vpn-list 1
count SarvicePSec1_2756768046
from-vsmart lists vpn-list 0

A+ T3 A
B.+7>3.B
C.#7+3>cC
D.#7<3a>D
Answer: C (A —vyt—T%EY)

=HTEIE: 7

RER—FPERISNTVEWNMESE, 22 b O—5—ERAED T CvBondIZHERAINSR— MIENTIMN?
A. 12345

B. 12347

C. 12346

D. 12344

Answer: (&% %KT9 D)

vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other
Viptela devices using port 12346 and they never use port hopping.
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A.vBondZ+—4 R FL—42—A_ [BREIP[R) O—]EEZEIRL O—HS5AXSnt=R)O—2 ITHEIRLET, R O—nEM
Vv O LET
B. In vManage NMST  [ZREI»>[R) O—JBEEZEIRL [A—HFA XRENFRY =12 TEERLT [RU—DEMZEY )Y

JLET

C.vSmartay hO—5—T _[BH|» R —]EEZEIRL [O—HS5AXEnt=R) -2 TEERLEI R —DEME
9V O LET

D. vManageNMSA, [#BR]»[R) O —EEZ:&EIRL [—mibkShi=R) o—]2 TEFBRL T [R)—DEMZEV ) v I LET
Answer: B (A —vyt—J%&Y)

HTERE: 9
EERIZF EVHESA-EROVPNERA-ERDY A +AHY FT,VPN73D L —HF—AVPN 50D 1 —H — L BIETE 5
BEAHHAEVSHLVWESLNRELEL:, COEHZHELIBRIEIEATIMN?

policy
control-policy Route_Leaking
sequence 1
match route
vpn-list VPN_73
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN_50
sequence 11
match route
vpn-list VPN_50
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VEN_73
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_73
prefix-list _AnylpvdPrefixList
export-to VPN_50
sequence 11
match route
VPN_50
prefix-list _AnylpvdPrefixList
export-to VPN_73
default-action accept
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policy
control-policy Route_Leaking
sequence 1
match route
VPN_ALL
prefix-list _Anylpv4PrefixList
action accept
export-to VPN_ALL

policy
control-palicy Route_Leaking
sequence 1
match route
VPN_S50VPN_73
prefix-list _AnylpvdPrefixList

action accept
avnartta VBN -TT VPN &N

A +7L3>2C
B. 773 A
C.#7+3vB
D.#7<3a>D
Answer: B (A —vt—U%&9)

Ex#HfERE: 10
Ay kA—33—rTHR—FSATOIEGBREIENTT A, 2DBBRLTIEZEN,)
.ova

>

B. .qcow?2

C. .bin

D. .nxos

E. Tgz

Answer: (&% &RT9 5)
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A.2

B.7
C.5
D.3
Answer: B (A —vt—T %KY
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10.1.1.0/24
Mgmt

(-3)

eth0

(-3)

150,5.1.0/28
Transport
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TS
HQ




W i warTImy

system | . B i systes

system-1p 0. 1p. Yo .¥02" | ¥ © system-ip 18.10.10.102
hast naae m hoat -name vimart
site-id 1L & o « site-id 1
clock timegone W{m clock timerons Europe/London
vbond 138.5°1 ¥ vhond 150.5.1.93
organiration-name Cisco.com organization-nams Cisco. com
L] L]
wpa 0 vpa ©
intecface sthd interface athd
ip sddress 150.5.1.1/280 ip sddress 130.3.1.2/28
a0 shut no ahut
tuanel - interface tunnel-interface
allow-pecvice all allov-service all
ip routa ©0.0.0.0/0 150.5.1.14 ip route 0.0.0.0/0 150.5.1.14
' '
commi & comm T
whand
aystes

system-ip 10.10.10.103
host-name wiond

site-id 1

clock timsrons Europe/London
vhond 150.5.1.)
erganisation-name Clsco. com

wpa @

iatarface g9e0/0
ip sddress 150.5.1.3/28
Ao shut
tunnel-iatertace

sncapsulation Lpasc
allow-smrvice all
ip romte 0.0.0.0/0 150.5.1.14

I > =F7hH, vManage &vSmart TvBond N DIEHDHEILIZHELN HIBBED F S TN a—T 4 VT &7 >CTVWET EDTY
DIVHAEEEBELETMN?

A. vBond®vbonda < > K#%vbond150.5.1.30—AJ)LE LTEEBRLEYT

B. rURR—FDBTIDDIAV FA—F—FRTDLURILAVF—T—REEBRLET

C.vBond® k> RILA B —T 24 ADTFIZH %encapsulationipseca < > KZHIBRLET,

D. vManage® & UvSmart®d k> R VB2 —T 24 ATHTILiEFIPseck L THERELET

Answer: A (A —yvt—T %KY

Conhgure the [P address of Cisco vBond Orchestrator. Ciscal -=- ch (drehestratar's B
vEdge devices in the overlay network to reach Cisco vBond D{r.l"lg;tril%
vBond (config-system) ivbond ip-address locat '~

In Releases 16.3 and later, the address can be an IPv4 or an IPvE addrass. I earlier releases, it must be an IPvd address.A vBond orchestrator is
effectively a vEdge router that performs anly the orchestrator fupclians. The local option designates the device to be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must run on a standalone virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router

=FTRIRE: 13

FIVT—2a VBB I7AT 04— ILOFRAIXATTM?

AT7T)Vr—230Z8IC S 74v9%T0YvILET,
EElESNfz b5 T4 90 %FTOVILET

C.\sry FOMTUIZE& ST +Z 70y 9ZE2TRAYILET,

D.MAC7 RLATrS 74w 9 %AV YILET

Answer: A (A —yvt—T %KY
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HTEE: 14

DRATVILSEMET HHE DNSKRETHIZITDELHI2DODEHEFENTTH, 2DFERLTLEELY
A. WANEdge> ') ZILEFA ) X b &UmbrellarfR—4# JLIZ7y FJO—KLET,
B.tXxaT4RYL—FTNARTUTL—FIZHMFLET,

C.vManageT7 > I L3 b=V V& BRLET

D. Umbrella & & EMEFERA L TR TLBET L TL— FEER L THRGLET,

E. UmbrellazdR—#% JLCvManage/N T ) vV IPE L) FILBEZEHF L TERLET,

Answer: (& %X D)

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

ExFTEIRE: 15

FT—2TL—2DETAHIZDLNT, CiscoSD-WANY 7 bz FZIEAZEELTHVETM?
A. BFD

B.vSmarta Yy hO—5—E,WANI W O IL—2 —BOHEMEEHEIT 5

C. 8 DvBondA—4 X FL—% —

D. OMP
Answer: A (A —vyt—T%EY)
For data

RFTEIRE: 16

ITyOTNAADIDEHRT H=HDIC AV FA—F—IZ&>THRIESNSIERDEY FIENTITM?
A FIERZ #H#& vBond KA A >

B. SIBAE VX TLIP, 85X UvBond F A A >

C. T/\4 RADIEHAZE HMfli%, YV 7ILES

D. 7/\f RDMEHBEDL ) TILE B E AT LIP

Answer: C (A —vt—T#ET)
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Cisco vManage & O et o admin -

£ CONFIBURATION | TEMPLATES

Dawice Feature

Bratulfl TemglBl  AJETER -l gl 8y o
Configuration

Devica Type vEdge Cloud
Template Name

Description

Tmers ey
BASIC CONFIGURATION

Templates

Graceful Restart for OMPS @~ e On off
Overlay AS Nambee o ~
Grageful Restart Timer (seconds) o~
Numbe:f Paths Advertised per Prefix <@~
ECMP Limit 9~
Shutdown S~ Yes ® No

v hD—YEEBEX vManage TOMPERERHR LT 2D0OWANI Y OTNA A HBH A O SRLELTL I Y I RADTRTDH
IRRETRRAARLET, EWANT v SF/34 (& 3DDISPE2DD TS5 4 R— FMPLS b 5 U RR— Mz INTOET,
BRETIDELNHD TLIAVIRTEIZTZ ENEA XENZNRADB DR/MEFWN DTTH,

A.3

B. 2

C.10

D.5

Answer: (fAZE % RTT B)

EHTREIRE: 18

BEOT—2 € 3—DNHIZBEEDNERY FT—ITIE 2y b T—0EBEIMENT FARODCEERT S5-I EFERL
FIM?

A. vSmartDH|fHR 1) & —

B. vManage D #llfEIR 1) & —

C.vSmart@®57—42 R > —

D.vSmart®7 71) JL— kR & —

Answer: A (A —vt—T %KY
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FTEIRE: 19

IV 7IE, COEBOEENI0WNKREDIGEIZ. TRTOHTTP S T4 v IBNRTY v H A4 08—y FRIBEFEFRT HILE
DHEYA FTERURY) O—ZBET IDENHYET , TNLUNDZEIE MPLSEZHERT IMLENHY FET, COEHTHET:
THREV 1 P—FRIEENTI D,

AT7T7Vr—2 3 FRIEALDOHDITIN—TEERTE>5 T4 vV IL—ILEERT 5>HA4 FEVPNIZARY O—%#EAT 5
B. kA RO DER>Y A L EVPNADRY O —DE A

C.REDT TV r—avE EIEILN—TEERTE>0T T4 v I T—3%ERT H5>H 4 FEVPNIZRY O—%@ERAT S
D.VPNA U= TEERT >4 FEVPNIZRY O—%28AT 5

Answer: A (A —vyt—T%FEY)

BT RE: 20
BRZzZHRLTIESY,

Customer A

| GeD/2 Gen/2
TLOC Extension

R2

R2OMPLSH#EFRICIER S ARENH Y FITRIDERICVDL—HF—FT -2 bS5 T4 v I DT a7 LERERF STV IRLEN
HYFET EDEMAMPLSER Zt L TRIGIEEHKZRELFTIH?
A)

interface ge0/2

ip address 34.34.34.1/30
tloc-extension ge0/1 -
tunnel-interface ~'\'

color mpls, ¢ ‘-’._-;,w.:” ol

Ez -."";-\.:I,;-"
in ce' ge0/2
ip ress 34.34.34.2/30
tloc-extension ge0/0
tunnel-interface
color public-internet

B)
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R1 NN
interface ge0/2 -
ip address 34.34.34.1/30
tloc-extension ge0i1

interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)
/pn 0
‘outer
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
exit
lists

prefix-list W2_|
ip-prefix 10.10.10.5/32
!

route-policy OSPF_Route_Policy



redistribute omp rouu-policy OSPF_Routo Policy
area 0
interface ge0/2
exit
lists

prefix-list W2_Loopback
ip-proﬂx 10.10.10.6/32

rout-polk:y OSPF_Route_Policy
sequence 1

AT av A
B.+7<a>D
C.#7va>cC
D.+#7<3a B
Answer: (&% X9 D)

=FTERE: 21

REA DRI VADTA THA D IVEEBEZRITTH200HEDIH WANI Y DI FI FIL—F—THR—bFEAhTWELDIFE
nTIM"? 2OBIRLTLEZEL,)

A. OpenStack

B. AWS

C. VMware vCenter

D. Azure

E. IBM Cloud

Answer: A,C (A —vt—T%EY)

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-cte-en.html


https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html

The following figure illustrates Cisco vEdge Cloud router solution elements.

------------------------------------------------------------ -

OpenStack VMware ! Customer owned and
Cloud Software vSphere , operated

VM Orchestrationtools )

vEdge cloud VM Cisco vEdge cloud

BT ERE: 22

(00 YMan(e

0 ConPIURATON e

BRESBLTCEZSV, EBEE HEICEREETOILENH 200U A MIFHLT BEDNIT 7Y FRAR—=2KR ) >—I(2m
ATRYD—ZFZBBELTVET , ORI D—FEDLSITBEA SN TLETM?

A NTT7 2 RRKR—Y

B. *via

C.EHFEDOrRODEALAVR—FLET

D. h R4 Lo tA—)L {L— +&TLOC)

Answer: D (A —vt—T%#EY)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies.html#id_107219

BT RE: 23

TNNAREDT I T4 THEDONSEX Y TARY O—[2DONT HMBORBTHRI FENTVWET7 T S—2a VICEETED L
T HHEEF ENRTT A ?

A.O—AIIL AL DINALINR
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B. DHCPA 7L 326

C.DNSCrypta>v 74 ¥alL—4—

D. UL LY MIEDT—EHR—F—

Answer: A (A —vyt—T%EY)
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/umbrella-integration.html

» Local domain bypass list is global and each VRF can enable or disable the local domain bypass list. If enabled, the DNS packet will be matched against the local
domain list.

RITEIRE: 24
V=V R—ZADIT7A T4+ —ILTHREV—VEERT 2=OIZVPNR T IL—FLSh T BEES . 1DDVPNEWLL 2D Y —IZ

EHBEIENTEEIMN?

A. .2

B.4

C.1D

D.3

Answer: C (A —vyt—T#ET)
Reference:

https://sdwan-

docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/Enterprise_Firewall_with_Application_Awareness

ExFTfEIRE: 25
Cisco SD-WAN7 —XF O F¥DEDAVKR—FR U N F—N—LA Ry bIT—o0ar bO— LT L—UFEHRL T Cisco

SD-WANZ 7 T v &R T HWANT v OF/N\A REDEHGZHL A HRELEITH?
A. APIC-EM

B. vManage

C. vSmart

D. vBond

Answer: C (A —vyt—T#ET)

Cisco vSmart Controller

The Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the
Cisco SD-WAN fabric.

Ex#TERE: 26

LHE-HHUEEF'HH%M 1p edulsy veD 100

GCateway of last cesort is 10.1.9

n" 0.0.0.000 T251/0] via 10.1
[251/0] wvia 10.1
10.80.6.0/24
0/300] via

D] wvia

4
172.19,
172. 19

56.0/24
110/300) via 1%E.%P.
110/300]) via/Mgrisl9.

2 to petyork 09.0.0.0

9.3 0E:T0:53

9. 9F 0HbI10:53

8. T8,
L5766,

20:35:33, GigabitEthernetd 0 2.10
lwild, GigabitEthernseds0/1.11

Ta.18;, 20:3%:33; GlgabltEthernaetl 0/2.10
715.66, lwild, GigabitEthecnet0s0/1.11

BRRESBLTKESVW, Ry MNI—VEBER, IS U0FA T4 RICN—T 4 VI T—TIERTT H—wnlbEnf- bARODKRY
VBB LELE HAICK S TRIESND2DDEBRIE ENTI AN ?[2DFIRL T LEY,)

A BEINTRY O—F FBLIIIL— MI300D)IL— 2 T ZEBMLTLET,
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B. ZDI—T 4 > FT—7TIIFcEdge)—2 —Mh 5D LD T,
CIL—TFT42TT—TNNIE S RR—FVPNATT,
D. T4 MIL—FEIA—AILTHRESNET,

E.T7#4) FIL—FIOMPENLTEEINFET,

Answer: BE (A —vyt—T %5%Y)

EHTRRE: 27
WANI Y D)L= —[FEDT/NA RIRETHIEERZERLEITA, T—F2 bURILEFERShFEEAN?
A. B3
B.\woF7v7
C.7U0T47
D.RT—2VYy
Answer: (fBZ % &RTT 5)
Staging — In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN

controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.

Ex#fERE: 28
IO TR EAERAEE— FOBRZFENCBBICEEL-VWEEZATVEY, EOCGUERN N ZERLEFTN?
AAVTFOR>SEF2) T4
B. BRC>IAE
C. EE>ET
D. V—IL>#{EFa< Uk
Answer: C (A —vt—T %KY
Runbook to Request and Install Cisco PKI Certificates

1. Verify that you have satisfied the prerequisites and that you have added the Smart Account credentials.

2. Navigate to Administration » Settings » CGontroller Certificate Authorization and press Edit.

L
y
3. Select the radio button Cisco Autoﬂ?;&d iﬁecommended).

BT RE: 29
BRESRLTIESL,
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Controllers

2y RIT—=9F—LIE, TS5SUFBWANI Y OFT/81 R103ZERE LT MPLSHELUA V42 —2y FRIEZEN LTSV F 2EA
Lfi&fwéwﬁtﬁﬂﬁ7w}viqﬁkmFD*»EEQ?%M%ﬁ%Ui?}ﬁﬁéht75>?m:

viptela-system: system
device-model

nterface ethD
ip address 10.0.0.1/24
no shutdown

B Em=I @RI ENnTIN?

e
ptien “*** Intermet Ciruit =~
ip address 208.165.200.225/30




pnu
nterface gel/0
description “*** Internet Circuit ==
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet.restrict
allow-service all

nterface gel/{ : | 1.
description “*~ MPLS =
ip address 10.10.0. 1n1rab I5C0
tunnel-interface

encapsulation ipsec

cnl:rmplsl rnlrint

description “*** Internet Circuit """
ip address 209.165.200.225/30
tunnel-interface

encapsulation i

color public-internet restrict

allow-service al!

interface gel/1 CIoCO
description “** MPLS ***"
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
allow-service all
D)

P v
1nerface ge0/0

description “*** Internet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface

encapsulation ipsec

color public-internet

allow-service all

pn 1

1erface ge0/1
description “** MPLS ***”
ip address 10.10.0. 101.\'30
tunnel-interface

'“F’P’“'M‘Pﬁ!c
A. A7 3>C
B. A7 avA
C.#7<3>D
D.#7>3avB
Answer: (&% %K D)
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#TMEIRE: 30

EDY—FNRN—TFT DI A —T54 ACAY—/IN\— EEI 5D FR—XDvSmarta > hA—5—) ZFRATI2HELAHYET
m?

A. RADIUS

B. RootCert

C.RYHA>Y

D.v44-0Y7Jk

Answer: B (A —vyt—T%EY)

= HTERE: 31

TARYFOAVR—FT 427 TOEREYR— T BH12HITPNP / ZTPICRERT/NA RIFRITENRTT M ?

A. serial and chassis numbers

B. interface IP address

C. public DNS entry

D. system IP address

Answer: A (A —vyt—T%FEY)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guide-2020jan.pdf

E37%: 300-415J [ERESE [E GoShiken.com ARt SN =E#& LT LY 300-415J SAERRARESE ! GoShiken.com MERFT D
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BT RE: 32

Wi OE =L | DUOw

F dql.-_-lf 1 ouicd#@

vEdge-Cloud® vshell

vEdge-Cloud:~% cd /var/log/

vEdge-Cloud: /var/logl

Edge-Cloud: /var/logd 1s =1

rotal 28992

rw-r - 1 root oot 1441700 wow 22 15:13 .'||LH:.':u|:_|

-rw=-r--r-- 1 basic adm 0 Aang 7 15:29 cloud-9nit. log
drwxr=xr=x 2 root root 4096 Nov 12 14:84% confd

-FW=-F==F=-=- 1 root roor 1896486 Nov 22 T4:57 kern. log

~-rw-r==r=-= 1 root raot 292292 Aug 9 22:31 lastlog

rw=r==r 1 root root 6197843 Nov 22°15:14 messages

-rW=-r=-r-- 1 root root 10512141 Aaug 30 21:00 messages.l
drwxr-xr-x ! root root 4096 Nov 22 14:48 pdb

drexr-xr-x 2 quagga quagga 4096°aug 7 15:29 quagga

-PW=P==F== 1 FOOL root 437 Mov 22 14:48 sw_script_active. log
~rW=r==r== 1 root root JB2 MNov 22 14:48 sw_script I.I-I'-’."'\.."iCIIJE..1L}I:_I
m=r==r== 1 reot root L0004 Mov 22 14:49 sw_script_synccdb. log
f=re==== ]| root root bAGGA Nov 22 15:00 tallwlog

lrwiir=Xi"=X 2 root oGt 60 Now 28 1448 T.hl[:l-ll.“_l

rw=r==r 1 root root 641506 oW 22 15:18 weonfd

o O L 1 root root 1840602 aug 7 1%9:29 wvdebug

“rwW=r==r== 1 root root 2479511 wov 22 15:14 vsyslog

rwxr=xr=x 1 root utmp w9536 Nov BT 15T0R witmp
.-F_dqrr-t'_]l::mrl:.-"'L'.'u"'||::|v||§

i dna i Vruid s firaem flant

BRZSEBLTLEEW, BITHIZWANEdge T /34 X TODNetconfCLIAFX V5 =1L T 2 BRIZ ENTT H,
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logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

legging
disk
audit-disable

natranf.dieahla
A AT avA
B. #7323 B
C.A#7va>cC
D.A#7+3a>D
Answer: B (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp3867250313

Syslog messages related to AAA authentication and Netconf CLI access and usage @Fe placgdun the auth f6g 8hdmessages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push filés teifhe rogler, thefgouter generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling the [9g filgs, you"ean disable the logging of AAA and Netconf syslog messages

Device (config) # system aaa logsViplLeia@®@ontiqs1l8ga)# audit-disableViptela (config-logs)# netconf-disable

EHTEIRE: 33

vManage NMS®DFHERIZAI TE M ?

A.VPN 512 (EEPN)NSDH TV ZAARETT,

B. V3R —TRK TNARTUTL—rEERL BLY—N\—ICEKT IVENHYFET

C.*xYy FIT—YVADEARAWANI Y UIL—E2—LDY I bz 7T7OEATY,

D. 7S5 R A —Ed %< EH2DNDvManageNMSTHER SN E T

Answer: B (A —vt—T %KY
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimization-high-availability-
book/high-availability.html

AT 34

Cisco SD-WANY )2 —2 3> D7 TN r—2a o774 774 —ILEEEDF R TTH?
AT7T)r—2 3 D8R

B. 77U 7r—>3avviLozTRE

C.77)4—>avnmafit

D. &R ) > —DEME

Answer: (fRZEZ%RTT B)
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242

The Application Firewall inspects and blocks traffic based on applications or application-family. This application-aware firewall feature provides the following benefits:

» Application visibility and granular control
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T 35

WANI W O I)L—2 —TSNMPV3EZR Y VT R T 5L, A—F—ZFBHAT 22207 XLIEFEATT,, 2D0BAT
CEELY,)

A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB (A —vyt—T%EY)

Configure SNMPv3
Table@l. Feg@ture #istopy | |
Feature Nafne Release Information Description

Support falSNMPy3 AES=2564ilAuthefitivation Protocol Cisco SD-WAN Release 20.5.1 Support introduced for AES-256 bit Authentication Protocol called
SHA-256.

To configure SNMPv3, in SNMP Version, click V3. For SNMPv3, you can configure groups, users, and trap information. Configure groups anc tigiafor@ation as described above.
To configure SNMPv3 users, in the User section, click Add New User and enter the following paramgtersg
Table 8

Parameter Name —
Sl =

© 382 adlphantmeric/eharagters

User Enter a name of the SNMPwser IB6aM 08, 1

Authentication Select the authentication m@@hanisin fofthe USer
Protocol * SHA-1 message digest

SHA-256 message d}}ﬁt

Note Starting from Cisco SD-WAN Release 20.5.1, SHA-256 authentication protocol was introduced. When you choose SHA-256 as the authentication
protocol, you must set the security level as authPriv.

Note MD5 authentication protocol is deprecated for Cisco SD-WAN Release 20.3.2 and later releases

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

#fEIRE: 36

FYRI—OEBEI AV T—IDFSVAR—FMUNTRAEI—FTNAATEIULTWBREZIZLNS T4 IDITIVY
R—ILZEETDHLSICVRRPEEHLTWET REIUNAAD T T AINA—N—FRRIZTDHIZIE [AZEXT H2LENHY F
ITMH?

A. 24 7 —[EfRHMEEL

B.7L74v YRR DB

C.&YmEWWIIL—TIDES

D. OMPiE &

Answer: B (A —vt—T %KY

vEdge (config-vrrp) # track-prefix-list list-name

If all OMP sessions are lost, VRRP failover occurs asgescribed forthe track-omp option. In addition, if reachability to all the prefixes in the list is lost, VRRP failover occurs
immediately, without waiting/for the OMP hold timeFtogxpire, thus minimizing the'amount of overlay traffic is dropped while the vEdge routers determine the VRRP master.

T 37

Cisco SD_ WANY ) 2—2 3 U TlE vSmarta > hA—5MBED2DODT UL a vEHHBLEITMN? 2DFBRLTLEZELY,)
A.vEdge/Ll—43 —[HICHEESRFERZEBEMALET

B. VEdge/L— 2 —Z BB L VERLET,

C.VEdge/l—2 —%RRAH L UEZELET,

D. DHCPH#—/\—h 5vEdge/l— 4 —IZIP7 KL R EEH L ET,
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E.OMPZ L TIL—h&ERY S—EREBRTMLET,
Answer: AE (* —yvt—C %57

vSmart controller - This software-based component is responsible for thé'centralized control plane of the SD-WAN network. It
maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management

Protocol (OMP), acting as a route reflector. It also orchestrates the secure data plane connectivity between the WAN Edge routers

by reflecting crypto key information oniginating from WAN Edge routers, allowing for a very scalable, IKE-less architecture

TR 38

Cisco SD-WANO > FA—)LTL—2F7—F T F¥DEDAVR—FR U IR Ry b7 —9 a2 R—3 2 FOIIAZE L REDRE
ERZIZLETHN?

A. WAN Edge

B. vManage

C. vBond

D. vSmart

Answer: B (A —vyt—T #&T)

ETEE: 39

EEHRIL CiscoSD-WANT /A R &AL bO—FF/N—2 319205618 —2 30203127y T L— KT BRENHYET, T
N1 X121, WAN Edge¥ 57 K _vManage,  vSmart, 8§ K UvBondMEFENET , CDT Vv TIL—FRIZIE EDRALTDA A=
BRALTDA A= IT7AIDRBETTH?

A.vManageRIZ1DD 7 7 A )L ik Flar.gzZ FH 2D I R TOT /NS RAIT1DD T 74 )L

B. vManageFi121D _ vSmartf(Z12_ vBond + WAN EdgeCloudFiIZextension.bin® 7 7 1 LAY D

C. vManagafI1212_vSmartAIZ1>_vBond + WAN Edge CloudfI212_ {5k Ftar.gz

D. vManagafIZ1 2D 7 7 1 )L _HiRF.binZHF MDD TN TOT/NA RAIT1IDD T 74 )L

Answer: C (A —vt—T#ET)

https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1

#TEIRE: 40

Cisco IOS XE SD-WANA A —T & HR— LT 520DN\—FKO 7 TS5y hT7+—L) 20:ER)
A. ISR4000 series

B. vEdge-1000 series

C. ASR1000 series

D. ISR9300 series

E. ASR9000 series

Answer: (&% &RT~9 5)

TR 41


https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html

A3 1 M BOOA 4204 4R

Tranatored rool Ca wad Int Ye 1o rlond < haa a1 A DU ST A BVEL  saa

st aiend 50 Cort Cmn £ wond T V7 . OaH OIS o
e 3801 796 DOIELTH4 BVRS

A PR QT AT BASE  gue

vManage#f show certificate ins

led
Server certificate ¢ I ' i I l g

CISCQ,

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
d0:d1:£0:e0:63:52:¢c9:3a
Signature Algorithm: sha2Z56WithRSAEncryption
Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab
Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT
Subject: C=U0S8, ST=California, L=San Jose, OU=ABC,
O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9£f£5~
10e810£9ddab-0.vm
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

BRESHBLTESVVNESLGEFAXRELHEBICEIRSIFER, 3 L LERHIEEnterprise RootCAD AR & B H1 L . openssl &
BALTHLWIBAZ24EMT A EEZRELELE, COEBIIHFH L WGEAZZE#H L vManage Monitor | T7 53— FEHITLE
¥ ARY Sy vak— 7

Step1: Generate the RootCA Certificate

opanssl x509 -req -in vmanage csr \
=CA ROOTCA.pem -CAkey




Stept: Genorate the RostCA Canificatn

opanssl x509 =req -in vmanage_car %
=CA ROOTCA .pam -CAksy ROOTCA . key -CAcreatssscial )
=out vmanage.crt -days )65 -ahaiS6

Step2- Instadl tha RootCA Centificate

vManage > Adminitration = Seltings > Controlior Cortificate Aulhorization >
Symantec Automated (Recommanded)

Stapt: Ganarate tha RooiCA Cmm

vHanage :-$openssl reg -:..'-H -new -nodes -key ROOTCA key -
shaz% -dayé 2000 % )
=subj " /CeUR/ST=ENG/LaLondon/O=XYE/Cln SDWAN . lab = %
-out ROOTCR.pam

w:wmnmm

M’-anﬂa‘mhm Cwﬂrmrﬂ-umﬁcamhﬂmnbnnh
Entarprise Root Contifcat™ | [

Stop1: Genorate the RoolCA Cartificate

vManagefopenssl req -x509 -new -nodes ~key ROOTCA key -shal5é
~days 2000 \

~gubj */CeUK/STeENG/LaLondon/O=ABC/CNe SDMAN.lab * \
=out ROOTCA.pem

Step2: Install the RootCA Ceniicale

Mrmmrsﬂmumwmm.ms -
Symantec Automated (Recommended)

A XT3 A
B.#73uB
C.#7+3>C
D.+7>a>D
Answer: C (A —vt—T#EY)

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step.

vmanage !~/webs opensal reg -x30%8 -new -nodes -key roctca.key —sha2dt -days 4000 -ocut rootca.pem

=FTERE: 42

Cisco SD-WAND B ERkIE, T/NA A ZEBETHELEZFICT 7/ ILDSHAEZHEL T REINE-NEBEZHEZEL 774 ILHBEEM T
BN BELNHINEHE T ILELNHYET, BEREFE - UTILFALDOESI T4 v I HEETL EBBIREEINZLE
[C7S5—bFPEERLIE-VWEEZTVWET , BEHZEZHTI-92DDCiscoSD-WANY ) 2—S 3 UFENTTH, 20FBIRLTLEES
Ly,)

A. Cisco Threat Grid

B. Cisco Secure Endpoint
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C. Cisco Snort IPS

D. Cisco Trust Anchor Module
E. Cisco AMP

Answer: (fBZ % &R~ D)

=ETHIRE: 43
R o— EEM#bEM@ELmﬁU/ BATIZRSyT7oRROYTLET,

] i

= N

-

=

strict hub-and-spoke tooology

E;?

|

[l= ]

perform shaping on traffic

smu.eﬁrmiimsﬁ ﬁ'nr?e,&‘l uj{'; ﬁ.]:':':l mm
- g - i -

g\' '\"\-

prefer voice and video via MPLS link

Answer:
—1 —1 Control Policy
strict hub-and-spoke tipolboy, B | "
e EB‘JJ — g—[—L strict hub-and-spoke topology
L LS C L
pecform shaping oW trlffie S S _ , _
prgler WoRkte and video via MPLS link
service firewallinsertion ! -ﬂ Data Poiicy
— perform shaping on traffic
prefer voice and video via MPLS link
service firewall inserbon

BT ERE:

WANI v /75\7' 4+t 2% —MDvManage, vBond & UPvSmarta Y hO—S5—IZRET S -ODEHXFTIM?

A. IGP

B. QoS

C.TLS

D. OMP

Answer: A (A —vt—T #5KT)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guide-2020nov.pdf
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TLOCIEED & S ITERSNATVETA?
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A.SD-WAN7 —FTOFx ELTHA FEEET H-OD—EDHANFTREINET,

B. Zthl& GREZF=IEiPsech TEIILIE, VI DE BLXUVVRTFLIPTF FLAO—ENaLY L3V TT,
C. Y ILF T+ > FvSMARTER TMDCiscoSD-WANA—/N—L A ZEELE T,

D. WANI w D )L—F —ICEAINDQoSHKR) O—DTIN—TTRINET,

Answer: B (A —yt—T#ET)

FTEIRE: 46

v RD—0EBEX WANT Y UI)IL—F —(Z#AT 5VManageGUIMN 5OMPH#EET >~ T L— M ZERL TULVES, LANEIA S
OMPIZR A/ — FDOBEMZEET HEREBEEEENTT D,

AL DLIA4VIRZEIZT ENFLAXENZNRNRADY I EHELET

B. #F—/\—LAASEE | ZHTE

C. Ny 7y TIRRADEE | ZERLET

D. ECMPHIRR 1 Z#RLET

Answer: (&% &RT~9 5)

If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network.

B35 300-415J FIREE (X GoShiken.com MR I NT-EH LT L) 300-415J SAEZ[EIRESE ! GoShiken.com H & D
300-415J HERRIEE #12H L TLVE I, GoShiken.com 300-415) HERRIBEIIREH T BENERTIIVET, T D
GoShiken.com 300-415J FSIRBEE A~ v F 9 B AL Z B 5: hitps://www.goshiken.com/Cisco/300-415J-mondaishu.html

(52030%OFFRIREE S & IEfE (& T 30%wiFAIZEI510— F: Freepdfdumps)

RFTEIRE: 47

Ty k=Y EBEIL vManage GUIZER LT WANI Y DIL—F2—DORAV =BV —2o~ADT7 T r—2 3 Ut
T7ATIF—ILEERLTVWEY, BEI7I9VaV52FATIHIE EDLHILGRENETSAEFIMN?

A TCPELUVUDPORT—FIZILA VARG 3 Y

B. TCPORAT— F 7 ILEELUDPDRT— b LRAKRE

C. TCPOIPSEEH L UVUDPD L 1 ¥ —4t5&E

D.TCPOLAN—TA VAR 3V EUDPD LA N—A44 VARG 3 Y

Answer: A (A —vyt—TU#ET)

Cisco's Enterprise Firewall with Application Awareness uses aflexible and*®asily understood zone-based model for traffic
inspection, compared to the older interface-based model.
A firewall policy is a type of localized security policy thatallows stateful inspection of TCR,'WDP; and ICMP data traffic flows.

Ex el RE: 48
BRZSRLTSESY,
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L] MONITOR  network » WAN - Tunnel

widge! [10.10.00.1  Stell 1  Device Model vEdge Cloud

* [ Chart Optices ~ [lgtmlhmmlmnmmm
2 & VEOgeZ pubibe-Intermet |1t L]
Intertace B vEdgerpublic internet.
vEdge3 public-internet}PSEC)
TCP Optimization ) B B vidger public-internet.
3_ = — g
WAN Theoughpat
6 Rows Selected bt N
X 00
Flows Q %n o Total Rows: 8
Top Takers W %\ ,#é
b Oom(®) O mm T v of N ) -
WAN | diter (ms) | Loss (%) FEC Loss
oc , B
Tuneel A O\ w AR j ’ ‘
Secwrity Monitoring ‘tdp*ﬁhc-mm vEdged public-internet t -
= DT E1SCO

WANIZ Y OTNARADEDAI Y FSA VBN N ODEREERLETMN?
A)

vpn 0
interface ge0/0 10114
ip address 10. 50.0
tunnel-interf
encapsu gre
color c-internet
all ce ntp

ip route 0.0.0.0/0 10.50.0.102

ip address 10050.0.101730

0101130

ip route 0.0.0.0/0 10.50.0.102
D)



vpn 1

interface geQ/0
ip address 10.50.0.10%30
tunnel-interface
encapsulation ipsec
color publlie-internet restrict
allow-service all
allow-service netconl

ip route 0.0,0.0/0 10.50.0.102
A F+73>D
B.+7>3.B
C.#7v3>cC
D.A7> a3 A
Answer: (&% &RT~9 5)

EATEIE: 49

Cisco vManageWeb Y —/A—%* L TRESTAPIZ 7 VR T BICIE EDEF 1 7HEKEEFRIT ILENHY TTH,
A HTTPA VAR Z3—A( B3 —T1—R

B. REES N /-HTTPS

C. REEE N =DTLS

D.JSONA VAR B —A B —T 1 —R

Answer: B (A —vyt—T%REY)
https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650

Ex#fERE: 50
IVOZTRE AV NT=II— T ENEA XAV MIEEBZEZSEPFRR) O—ZBALTOET , EDT2 FA—FHZD
RY)—2 77TV IICRELEFETAN?

A. vSmart

B. vManage

C. WAN Edge

D. vBond

Answer: A (A —vyt—T %K)

vSmart controllers are the centralized brain of the solution; they implement policies and connectivity between SD-WAN branches. The centralized policy engine in Cisco vSmart controllers provides policy
constructs to manipulate routing information, access control, segmentation, extranets, and service chaining.

FTERE: 51

WANI Y OTNARADEDAT Y FH OMPESHF L TVvSmarth bEB L7 7 ) vV ICFEET HBRICEAT HERERRFLET
m?

A.omptzv i3 UERT

B.ompE7 #& R

C.omp/L— FE#RR

D. omp tlocs % &~

Answer: (fBZ % &RTT 5)
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A—ALT AR ~DsyslogA v E—OOXF T EE/NTHATY FIXENTI M,
A SRTLAOX VT TARIDBNEDZHE>TVERA

B. A—AICY AT LAY T4 R HELY

C. VRTLAYTT4RIDEMIL

D. YV XTLBYH—N—JE—F+

Answer: A (A —vt—U%&Y)

Reference:

To disable the logging of syslog messages to the local disk, use the no system logging disk enable command.

#TEE: 53

IO =—F7hHVEdgeDIIFAZEDRIEF FS I a—TFT 4V LTWET  IIAZE0EMEEERT S -OIZERASND T RIE
EnTymn?

A GIFAZEDRA T—R R ERTK

B.2> bO—)LOBA—AILTONT 4 FZFRE

C.avhrA—/ILOBWMEERT

D. 41 VXA F—ILENTWSIIAEF KT

Answer: B (A —vt—L%#5’&9)

R#TEIRE: 54

ARALATUVOATEICERAINS TORIL, O3 BEXUWANTI Y DIL—F—ETRHO LD RILOEEE?
A. BFD

B. NetFlow

C.IP SLA

D. OMP

Answer: (&% &RT~9 5)

Ex#TfERE: 55
BRZzZHRLTIESY,


https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415J.v2022-05-26.q68-mondaishu.html

Address Family

e

~| @® On

&

Off
Address Family @  ipv4-unicast
Maximum Number of Prefixes . 0 e —
%:rttelrﬂnyﬂlnE W | .\ @~ on e Off
CISCO
Route Policy Out S~ @® On off
Policy Name @ ~

eBGP_Community_Policy

TIM?

IVPZTFIE BGPETFIZ7 FNAAL XENDET SIS TADEER Y —/N—RY FT—ID5363D(2aZ2a=T4327%EVY Y
THARERHYET, DY —N—FY FT—I X ASONERIZT ENFALA XL TEBEY EFEBA, COEEEZB-THERIEIEN

route-policy ¢BGP_Community_Policy
sequence 1

address Community
actien accept RI1LEL

8l
community 39965000 no#xpsr ()
Imm accept

prefix-list Community_Prefix

ip-prefix 20.20.20.0/24

ip-prefin 21.21.21.0/24




ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A F+Tar A
B.#73uB
C.+¥7i3>C
D. A7 3D
Answer: D (A —vt&—C #%Y)

=FEIRE: 56
OMPZ R T 2T T L— REENRTIM?

A)
Parameter Type Variable/value
Authentication Authentication  Drop-down jocal
Order
Local User/admin/ Dewice Specific user_admin_passwd
Password

Section Parameter Variablelvalue

Number of paths  Global
adverised per
préfix

Section Paramater Varablelvalue

Hostname 1P Gilobal 1004 4813
Address

VPN IO Slobal 1
Seeceinerack | iBhb*' I
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Section Parameter Variable/value

Global 512

Global Management VPN

Global 0.0.0.0/0

Radio button Next Hop

Device Specific vpn512_mgt_next_hop_ip_addr

A.F+7v3a>C
B.#73wD
C.A7+avA
D.A#73VB
Answer: D (A —vyt—J %K)

X HTREE: 57

O

vBond

m NAT | Internet
U - o
1 p

vEdge a B a - & vSmart
. . l i,
intetace gedl/1 A BE v @
VN
Intevlae gedy/D {}‘1 i [:'r :-LI il‘; = Ir:;:;f: 2
=31 | ), ]
TR S ey Y W

VPNADEREA v 8 —%y b7 2R ERET HMAEERTT
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vpn 1
interface ge0/1
nat
!
ho shutdown
ypn 0
Ip route 0.0.0.0/0 vpn 1
vpn 1
interface ge0/0
nat
!
no shutdown
vpn 0

ip route 0.0.0.0 vpn 1
vpn 0

iaun‘lu gedi1
|p nat
!
no shutdown

'.rprl 1

ip route 00,0000 vpn 0
A.+7232C

B.+73avB

C.A7>a A

Answer: A (A —vyt—T%FEY)

E#T[EE: 58

BE/NTy FMZIES002 YR OEBESABETYT , BFE/NT Y FNEICS0IT UBRBOEBET) VI LITEESIND LS ITEREINT
WBRY O—IFENTITH,

A EHhEE

B.O—hS4XENz7—4

C.A—AZA4XEhtzarka—)L

D. —wikEht=7—%4

Answer: D (A —vt— U %&9)
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/application-aware-
routing.html

E#TfERE: 59
VEdge/Ll—R —I2 Ty adnfzR) O—%KRiT 537 FIFENRTITM?
A. vSmart# show running-config policy
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B. vSmart# show running-config apply-policy
C. vEdge# show policy from-vsmart
D. vEdge# show running-config data policy

Answer: C (A —vyt—T%EY)

R#TERE: 60

#A#(E . Cisco SD-WAND b SN —EXFr—UBEEZFERALT Ay b7V RO7 TV S5—3 00X bea—H—
IDARYIVRZRBEIEL, TV FIL—EN T T4 v I ERMLTRELGRY FIO—OBEICFETELLIITLIZLEE
ZATCVWEYT, COEHZmI-ITHREFENTIMN?

A. Cloud Services Platform

b. VNF Service Chaning

B. Cloud onRamp for Colocation

C. Cloud onRamp for laaS

Answer: B (A —vyt—T%EY)

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-cte-en.pdf
The solution provides enterprises with multiple distributed branch offices that are clustered around major
cities or spread over several countries the ability to regionalize the routing services in colocation facilities.

EHTHEE: 61

VEdge/L—% —DTLOCZ L ITBFDtE v & 3 VOBBEFERERTT 43I FIFENRTT D,
A. bfd tloc-summary-listz &R~

B.bfdtv i 3 vERR

C.bfdH¥ <) —Z&XRT

D. bfd B & &R

Answer: A (A —yvt—T %Y

B35 300-415J FIREE (X GoShiken.com MR I N-EH LT L) 300-415J SAEZ[EIRESE ! GoShiken.com H & D
300-415J AERFEIREE # 1R L TULVET, GoShiken.com 300-415J SRR IR T BENEE TSI VET , RFD
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xFERE: 62

EEEL, [EHRID3918I7T77T0DHEDWANT /NS A TH—ERXBIVPNNLEET ST T4 VI DACLERET SENHY F
4, CDACLERET BICIE, EDRY O—ZFRATILELHY ETH,

A O—ALT—E2KR)—

B.hART—2K) I—

C. 7 7URIGRY o—

D. hREEAK I—
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Answer: (& %X 5D)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.html

EXHTMEE: 63

A)
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A.FTTarA

B.#723> B

C.#7va>cC

Answer: C (A —vyt—T %K)
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

R#TEIRE: 64

2 NI —OBEEDRNEICHEEZEZAOIN DYy DU LBVWERGARY P EERTDILSICER SN TS 7 5 —LREE
ENTI M,

A. Medium

B. Minor

C. Major

D. Critical

Answer: (& %X~ 9 B)

ExFTEIRE: 65

WANI Y/ —REFVR—T AT FTHLEEDERETTL— LD Ipn0 D BEMIERITT M ?

A.vSmarta > O—5—&vEdge/L—4% —/l, $ & UvSmartE vBondBI DR EHDTLSE - [ITLSEHKZNLTCHIE S 70 v o &
mELET

B.A—/N\—LA %y hT—URHNDViptelaT /N1 ABTHEN LY FT—V BB S 70 v I EHlEILET,

C.vSmarta > kA—5—&vEdge/l—4 —[, £ & U'vSmart& vManagerfl DR £ % IPseciEHR 2N L THIE LS 714 v o ZEEL
EXD

D.vSmarta > kO—35—&vEdge/l—42 —E 8 K UvSmarté vBondEIDZ 24 IPseciE R Z N LTCHIE S 70 v O FEELET
Answer: A (A —vyt—TU%#ET)

» VPN 0 js the transport VPN. It carries control traffic over secupe DTLS orgdMi& €Onbegtions between vSmart controllers and
vEdge routers, and between vSmart controllers and.vBand SEChestratpRsadnitally, VPN 0 contains all a device's interfaces
except for the management interfaleangd 3l thelintBriaces are Qisabled. For the control plane to establish itself so that
the overlay network can function, y@u st €orfigire WAN transport interfaces in VPN 0.

ExFTEIRE: 66
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(nco vMarage




Csco vManage

Coetirsl Snanus Total §

LA vhlarage

A. AT ar A

B.+7L 3B

C.A#7va>cC

D.A#7+3>D

Answer: D (A —vt—T%#ET)

https://sdwan-docs.cisco.com/Product_Documentation/vManage _Help/Release_18.3/Configuration/Devices

Ex#fERE: 67

b3SV RIR—MUDWANT v DA 2B =T 1A RET U F—LA/WANRY b T =7 28T HVPNILENTT M ?
A. VPN 1

B. VPN 511
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C.VPNO
D. VPN 512
Answer: (fAZE%RTd 5)

transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

= #fEIRE: 68

IVOZTFRERIO—EN L TN TF AT IRENHD/N7Y FDT—E2R)—ZERELTVWEST , EDTTU RFHAIDER
DERITLEITMN?

A. policy > data-policy > vpn-list > sequence > default-action > drop

B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept

D. policy > data-policy > vpn-list > sequence > match

Answer: (fRZE%RTT 5)

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357
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