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ExFTEE: 1

KEBER— BRI TUVVEMES, O bO—5—FEBAE T vBond ICERAENHR— MMIENTI H?
A. 12345

B. 12347

C. 12346

D. 12344

Answer: C (A —vyt—T%EY)

vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other
Viptela devices using port 12346 and they never use port hopping.
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A.vBond O FO—5—%EHAT A DTLS £=IETLS bR S &KV VManage 3> bO—5—%FRHT S IPsec k>R,

B.vBond > tA—5—%FRALEDILS £/=IEX TLS FoRIL LMD WAN Ty 2 JL—2—%FFERALT= IPsec b HRIL,

C.vSmart > FA—5—%FRHT 5 DTLS £=(X TLS b RIL B UMD Edge IL—F2 —ZFFEHRT % IPsec bR,

D.vSmart 3> FA—5—%FHAT S DTLS £/ILTLS FoRIIL LU vBond O bA—5—%EHT % IPsec kRl

Answer: (&% %&~d D)

The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
control connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN

Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protecol is enabled by default and runs
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Answer: (&% &RTT 5)

ExFEIRE: 5

Cisco SD-WAN 7—F T F ¥ D2 DD TSV b IT+—LDE53B AUTLIRDNAIN—NAH—F=IXIAAS V5 FICBHETE DI ENTITM?
2OBATLIEEELY,)

A. CSR 1000v

B. vEdge 100c

C.vEdge ¥ 5 F

D. vEdge 2000

E. ISR 4431
Answer: A,C (A —yt—T%5%9)
S .

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-cte-en.pdf
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#Branch1-Edgel #Branchl-Edge2

vpn 0 vpn 0
I
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 I
tloc-extension ge0/2 ip route 0.0.0.0/0 10.113.4.2

Branch1-Edge1 T tloc-extention Z#m T 5I1ZIE, EDBREENNBETT HV?



- interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec ..
color mpls restrict « 1| 1411
no shutdown “"ISCO
- interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

- interface ge0/2.704

ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/2

interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
tloc-extension ge0/2
no shutdown
A F+T7L3>rD
B.#7>a>C
C.A7 arvA
D.+#7 3B
Answer: (&% XKT9 D)
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A.DTLS

B. OMP

C.BGP

D. OSPF

Answer: A (A —yt—T#ET)
& EA
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HTERE: 9

TLI24v D RADTN—TEFERLT 2y bT—VRADIL—T 1 D TIZHEEEEZ DRI O—PMERENFET Y/ F YR MIERALESHE, COBRE

EERTHIDEEDR) O —TF TV r—3 0 TTH?
A.VPN A NN—2y TR o—
B.77U)L—FkKR—

C.arvhra—)LRYI—

D. cflowd 7> 7L —k

Answer: C (A —vt— T %K)


https://www.jpnpdf.com/Cisco.300-415.v2023-02-15.q125-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415.v2023-02-15.q125-mondaishu.html

&FfIRE: 10

Cisco SD-WAN V1) 12— 3 TBGP R OSPF B EDIL—T 425 A FINLEFHET IO VR—RY MIENTTH?
A.vSmart > tA—5—

B.vBond #A—%7 X FL—%—
C. vManage

DWANIvYY JL—F—
Answer: D (A —vt—T %KY

WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, security, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more.
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Cisco I0S XE SD-WAN € A —S%HHR— b F 22 D2DN—KH 17 FS59 R TA—LIZERTTN? 2 BIRLTLESYY)
A.ASR1000 & 1) —X

B. ISR93003 1) —X
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C. vEdge-1000 ¥!)—X

D. ASR9000 +!)—X

E. ISR4000>1) —X

Answer: AE (A —vt—T%#’&7)

S
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/white_paper-c11-741071.html

RATHEE: 13

Cisco SD-WAN 7—FF U F v DT—3 TL—VTT—2 N7y FrOBERZRIAT H-OICERAEINS 2 DDA AZXLIFERTTMN? {2 DEIR)
A. B I5FT

B. BNy & —

C.iIFAZE

D. TPMF v 7

E.Zh 7/t Xxa) 74 R4A—F

Answer: (&% &RT~9 5)

https://sdwan-docs.cisco.com/Product_Documentation/Software Features/Release 18.4/Security/01Security_Overview/Data_Plane_Security Overview
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ITODZTIE IDXXXXXXXXX ZHE DRy FT—THDITARTOIILFF YRR IL—F—IZTLFFY R T—2FEELLSELTUVET,
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A.224.0.0.3

B. 224.0.0.1

C.224.0.0.4

D. 224.0.0.2

Answer: D (A —vyt—T%EY)
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Answer: A (A —vyt—T%EY)

S .
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guide-2020jan.pdf
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TOoaveEEANSHEROELWEFICEFS YT 7o FAYTLT, b3 74904058 —%y PHOICEET ST —42 R —Z2ERHLET,
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BEEERERRE
Aasly data paliey e 1 L : '
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Enable NAT functionality. e 2
Craate centraized data policy =en 3
Ldentfy VPN and match oitera, o 4

Answer:
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Apoly data poscy Create cantraizedtata policy. ®
Gy, £ Y
Enable NAT funcionality. | Ident®y VBN ad match critena.
- ]
| Craate centralized data pelicl Enable NAT fundtionality.
“““““““ — W S W W
I [dentify VPN and match cntenia } Apoly data policy.

Create centraiged data policy.

o ‘. i [
Identdfy VPN and match critens. ‘

Enabde NAT functionality.

Bpply data policy.

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release 16.2/07Policy_Ap
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A T2 RKYL—EHBAET S

B.7T—% X274 RUI—%HERT S

C. IR o—Z@BALES

D. 77V r—a omiER) O—&#ET %

Answer: (fBZ %R~ D)

RFTEIRE: 19

T 7I% 5 JD 306432373 DT+ k% vManage [ZEBMLTWET, T2 F 2 T4 —IL FTRHFAN DM EMFORAXTHITATT H?
A. 64

B. 128

C. 256

D.8

Answer: B (A —vyt—T%EY)

In the Add Tenant window:

1. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.
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tloc-extension A< > F’&ﬁﬁﬁ L'C1’FEJZ‘51’L%>/\*{ /T«r /Oliﬂ'CT?b\'?

A. R— FEIH—E XMDge 0/2.101 & R— FEH—E XMDge 0/0DfHE

B. R"—F& 5 U RXKR— D ge 0/2.101 £R— FEIH—E XD ge 0/0 DFE
C.R—rEH—ERMD ge 02101 £AR—FE LS5 U RR— LD ge 0/0 DFHE

D. R— & S U RAKR— D ge 0/2.101 £R— LB 5 U XFKR— kD ge 0/0 DFE
Answer: D (A —vt—T #5KT)

tloc-extension

Bind this interface, which connects to another vEdge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)
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h I I
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B.vSmart a> rA—5 & WAN IV JL—2—BIDT 7 4 =T 1« DFEIL
C. % vBond #/—4 X kL—4&

D. OMP
Answer: A (A —yt—TU%#ET)
For data

plane resiliency, the Cisco SD-WAN software implements standard protocol mechanisms, specifically Bidirectional Forwarding Detection (BFD),
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2y hJ—4HEEEIL vManage TOMP Z#H LT 2 DDWAN TS FNRL REHEDHA rHLRILTLIA VI RADTRTD/INRET KN4 4
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A.2

B.5

C.10

D.3

Answer: (&% F&K~9 B)
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Answer:
Create groups of interest.
| Configure traffic rules.
Configure topology. "\ | Apoly policies to sites and VPNS,
Applyrpnlmstosnn:l.? ,‘ . onfigure traffic rules,
S

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/data-policies.html
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Answer: A,C (A —vyt—T#%ET)

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/3813237
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WAN Ty 2 JL—32—T SNMPV3 BEfR BT 5L TICA—HF—Z2REAT 52 D207 IILT) AL ENTETMN? 2DFBEATLCIEZELY,)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB (A —vt—U%7&9)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.htmi
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A.VPN A NN—2y TR o—

B. app-route /R!) & —
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D. cflowd 7> 7L —k

Answer: C (A —vyt—T % &)
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CiscoSD-WAN > brO—JL TL—2 7—FTI9FvDEDAVR—R U N 2y bT—9 aVR—R2 FDIBRAELERTEDREFELZBRSZICLETMN?
A. vSmart

B. vBond

C.WANI vy

D. vManage

Answer: (&% &RT~9 5)
S

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/system-overview.html
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Cisco vManage Web 4 —/\#H T RESTAPI [C7 VR T BIZIE ENRELERZHERTILELH Y TTH?
AHTTP A VARG Z LA 3 —T (4R

B. F2REE A HTTPS

C. :35EF# DTLS

D.JSON A/ VARG B — A2 BZ—T (4R

Answer: B (A —vyt—T%EY)

2jiEA
architecture uses a stateless, client-server, cacheable communications protocol. The Viptela vManage NMS web server uses
HTTP and its secure counterpart, HTTPS, as the communications protocol. REST applicationis communicate over HTTP o

A#7: 300-415 RARELE (X GoShiken.com ARSI N -&# LA03F L) 300-415 RERRARESE ! GoShiken.com A &#FTD 300-415 HERRIBEE IR L T
LVET, GoShiken.com 300-415 SRERRIREIXHRFT T MENEE T I VET , &#FTD GoShiken.com 300-415 FIREEZEZ S Y FTHANIET B 5!
https://www.goshiken.com/Cisco/300-415-mondaishu.html (44630%OFFRARELE A & IEfR (T & T 30%w i FIZI510— F: Freepdfdumps)
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vEdge IL—A2 D TLOC CT&IZBFD £y ¥ a VOB BEREHREZRTT 52T RILENRTTH?

A. bfd BEZRT

B. showbfd D&

C.bfd zwvi 3 &ERT

D. bfd tloc-summary-list & &~

Answer: D (A —vt—U%&9)

Bl

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/sdwan-cr-book _chapter_0100.ht

EHTRIRE: 33

SD-WAN YV )2a—3a3 2 DEDRDTNAANBARU L LIR—FEZIELTHEL 7I3—LEERLETH?
A.vBond o> FA—5—

B.vSmart 2> bO—5—


https://www.jpnpdf.com/Cisco.300-415.v2023-02-15.q125-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415.v2023-02-15.q125-mondaishu.html
https://www.goshiken.com/Cisco/300-415-mondaishu.html
https://www.jpnpdf.com/Cisco.300-415.v2023-02-15.q125-mondaishu.html

C. vManage NMS
D.WAN Ty JL—43—
Answer: (fBZ % &RTT B)

mFTEIRE: 34

MEBWAN Ty D TNA XD ID 2RI S-DICAEAETRIISNAEIXENTT M?
A DT ILES

B. OTP

C.ATLIP

D.>v—> 1D

Answer: (&% %KT9 D)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

#HTERE: 35
TOoavEERNSHABOELWEFICFS Y 7R FAYTLT b3 7499403 —Fy PHOICEEST ST —42 R —Z2ERLET,

e »
poly data pobcy. W 9 el

Enable NAT functionality. L, % step 2

Create centralzed data policy step 3
Identdy VPN and match ':r*?fc\\’a'i step 4
%
Answer:
I Aoply datz poboy. || Enable NAT functionality. I
=
Enabde NAT fundionality. Create centryized data policy

T ——————————————————
Create centralzed data policy Identdfy VPN and match cnteria.

-

Identdy VPN and match cntena. Aooly data pobcy. PR <

EXHTEIE: 36
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209,165.201.0.0/28
athi Transport

(14)
10.10.10.0/24 20/0 . ,‘.: )

Mgmt
(.3) (-3)
N,

yBond

HQ

vManage vBond
systam sysatam
systam-ip 10.10.10,101 i system-ip 10.10.10.103
host-name vManage host-name vBond
site-id 1 site-id 1
clock timezone Europe/London clock timezone Eurcpe/London
vbond 209.165.201.3 vbond 209.165.201.3 local
organization-name Cisco.com organization-name viptela.com
] [ ]
vpn 0 vpn O
interface eth0 interface ge0/0
ip address 209.165.201.1/28 ip address 209.165.201.3/28
no shut no shut
tunnel-interface tunnel-interface
allow-service all ancapsulation ipsec
ip route 0.0.0.0/0:209.165.201.14 allow-service all
! ip route 0.0.0.0/0 209.165.201.14
commit !
commit

BERESR LT &L vManage & vBond ISHEICHEGZHEILT SEICHELNHY T MBEEBRTEIT I aviFENATTH?
A.vipteta.com £E—HT S5 &I MADIY FA—F—DEBREZEELFET,

B.vBond M k> RJL £ R —T 4 AT encapsulation ipsec A< > FZHIBRLET,

C.UoRTLIPEZBERLT RLY TRy MIETHLIICLET,

D.vManage ® k> JL 4 A —7T = 4 AT encapsulation ipsec A< > FE#EBLET,

Answer: (fBZ %X~ d D)

RFTERE: 37
vManage NMS D E#ER (IR T H?
A. VPN 512 (BB VPN) B S DHT I E R TEET,
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B.VSRA—TIE, TNARTUTL—brERLY—N—LTHERLTERT IVELAHY EFT,
C.HAYFrI—VAOERWANI YD IL—F—TDOY I +oxz7 FAELRTT,

D. 7 5 R% (& &IE 2 DD vManage NMS THERINET

Answer: A (A —yt—T#ET)

You can access the viManage NMS from VPN 0 (the WAN transport VPN) and from VPN 512 (the management VPN).

XFTREIE: 38
ERORY) o—zHGAOBENGER)— 24 TSI 7o R FAYTLET,

strict hub-and-spoke topology

perform shaping on traffic

service firewall insertion

Answer:

strict hub-and-spoke topology H | ==
perform shaping on traffic F

sernice firewall inserton

pecform shaping on traffic

prefer voice and vided via MPLS link ||

senace firewzll insernon

FTEIRE: 39

A bA—5 O—FTHR—FEINTWE 2 DOEEEXIIENTITHI? 2DBATLESLY,)
A. .bin

B. .ova

C.Tgz

D. .qcow2

E. .nxos

Answer: (&% %KT9 D)
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FEE: 40

AN—Ty rEBREL LFVBVWREEZERT 2EOICFRELFBRELERELGIHTCP Y4 U R A XEHCEOHIC WAN Ty STHERAEND
TCP i@ b HgEl X ENTT A2

A.o— 2R

B. SYN

C.RTT

D. %wv¥

Answer: (f2& % &RKRY B)

TCP Optimization

The Cisco SD-WAN TCP Optimization #feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmiissions and large initial TCP, window sizes in
order to maximize throughput and achieve a better quality of ﬁxpencncc

EFTIEIRE: 41

LTE & Wi-Fi 4R — +3 % Cisco SD-WANWAN Ty > T35 b T+ —ALIXENTTH?

A. vEdge2000

B. ASR1001

C. CSR 1000v

D. ISR 1101

Answer: D (A —vt—T #5&T)

S .
https://www.cisco.com/c/dam/en/us/products/collateral/routers/1000-series-integrated-services-routers-isr/q-and-a-c67-739639.pdf

Ex T RE: 42
AVR—FY FEEADSHRIOMIET S CiscoNFV A VTSR RZIF ¥ ELTA2Y TAYVIZRS YT 7UoF FAYTLET , $RTOFT
v 3 /b\ﬁﬁﬁ ESnEhIFTESHY 35'@'/\/

Answer:
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LR — 5 : ey o iy - 2
I - . =i ;_ﬂh:_‘ﬁ G o T T

=FTERE: 43

Y7 b7 vManage NMS T7 Y T L—RahdeE A A—CFO—AILD vManage VI b7 YR MJIZRET D2 DDA A—TEM
AT aVEENTTMN? 2DFBATLIEEL,)

Aavhko—)L FL—rEKENLTYY E—FT 5

B.ICMP g cH v ro—Fk

C.SMTP#fETH»rA—FK

D.SNMP #E#i A vA— K

E. FEsEfRcadHoa—F95%

Answer: AE (A —yvt—U%5%Y)

HERE: 44
VPN A o=y TR =M vSmart a2 FE—Z THIFISNA TWSHZE, 4 F20 &£ 30 TVPN1 21t 5K o—([FENTTH?
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apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
1
vpn-list VPN 1
vpn 10
vpn 20
[ a
! st liat |y
vpn-membership disallow-ypn1)
sequence 10
match
vpn-list VPN 1
I
action reject
1
!
default-action accept




policy
lists
site-list 20-30
site-id 20
site-id 30
prefix-list drop-list
ip-prefix 10.200.1.0/24
!
1

control-policy drop-unwanted-routes

sequence 10
match route

prefix-list drop-list
!

action reject
!
I

default-action accept

. appiy-poncy
site-list 20-30
vpn-membership disallow-vpn1
!
!
policy
lisls
. Sltelist 20-30
cSite-id 20
‘site-id 30
]
I
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
aclion reject
!
I

C. default-action accent

B



policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy impori-BFPa-to-Enterprise
sequence 10
match route
vpn-list All-BPs
I
action accept
export-to vpn-list Enterprise-BP
|
!
!

p. default-action.accept

Answer: C (A —vyt—U %#ET)

o av Ry o—

fRst S % https://sdwan-

docs.cisco.com/Product_Documentation/Software _Features/Release 17.2/04Segmentation/03Segmentation_(VPN)_Configuration_Examples

X HTMEIRE: 45

O hO—)L TL—UEGOT AL O RaLIERITTM?
A.HTTPS

B. DTLS

C. IPsec

D. TLS

Answer: (& ZRT9 B)
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RFTEIRE: 46

L) —4 D&ENL cisco SD-WAN TED K S CHEEL FTH?

AWAN I YUY FRARE FUT—LA Ry hT—0 2R LTTRTOZEEIZSVFIT— KAV FET7 KNS A XLET,
B.vSmart 3> FA—5—& A—N—LA XY FT—VFN LTIRTOZEZIITI VT I— R4V FERBHMLET,
CWANI VY TNARIE A—N—LA XY FT—IEZNLTITRTODZEBIZS VT I— KA bET7 NI XLET,
D.vSmart 3> FA—F—& 7o —LA Ry FT—V N LTIRTOZEEZIIF VT I—RA UV M ERHFLET,
Answer: B (A —vyt—T%REY)

Replicators
For efficient use of WAN bandwdth, strategic Cisco SD-WAN routers can be deployed and gonfigured as replicators throughout the overlay network. Replicalors
mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each receiver. As discussed above

replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Contrallers in the overay network. The controllers then forward the
rephcator location information (o the PiM-enabled Cisco [0S XE SD-WAN routers that are in the same VPN as the replicator

Axh7: 300-415 RIREL (X GoShiken.com AR S f=&# LT L) 300-415 REXRIRELEE | GoShiken.com AERETMD 300-415 RERRIRBE Z1RH L T
LVET, GoShiken.com 300-415 SRERRIREIXHRFT T, BENEH TS WVVET , &FTD GoShiken.com 300-415 FEEZE7 Y T DAL B 5!
https://www.goshiken.com/Cisco/300-415-mondaishu.html (44630%OFFZELE A & IEf2 {4 & T 30%w i AIEI5 10— F: Freepdfdumps)

= ATEIRE: 47
Ta1T7ILWAN T OEREDH A FMSWAN I YD L—2—%HFYFEFLLAWLWEOIZT S OSPF av Y FIZENTTM?

A)
vpn vpn-id
router
ospl
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
/\)
vpn vpn-id
router
ospf

area number
no-—sSumnary

D)
wvpn wvpn-—-id
router
ospf
arsa number
nssa

n-n-aumnry
A.A7>3a>D
B.A7Y 3> A
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C.A#7+3vB
D.A#7Y3vcC
Answer: (&% %K D)

EXFTREIE: 48
IVOZTFIT F—LIE EEBVLANA VA =Ry bDBD ST 4 v 72 LT MPLS EfEABEENE S T4 v TP ZF YT R O—
EEBITIVEAHYET, CNE NV I TV TELTOAMERT ILENHYEY, COBERZR-THBHEIENTTA?

A)
olicy
jata-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest Prefix
action accept
set
vpn 10
tloc-list Hub_TLOCs
default-action reject

locist Hub_TLOCs '
loc 10.4.4.4 color mpls lrl:apilmprifﬁ'onu 300

ma dift d A d cclas s dulla Jalh e ol - T -l e A
B)
policy s 1 o :
data-policy _TE EERER |
vpn-list VPN_10
sequence 1 | &
match .
source-data-prefix-list !‘mm Prefix
destination-data-prefix-list D!st Prefix
action accept
nat use-vpn 0
nat fallback
! default-action reject

tlecist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloe 10.4.4.4 color public-internet encap ipsec preference 600

/\)

policy
data-policy _TE
vpr-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tioc-list Hub_TLOCs
w:ull-.u-t{m accept

ﬂo::-liﬂ Hub_TLOCs y | 1 0
tloc 10.4.4.4 color mpls encap ipsec wﬂm“
tloe 10.4.4.4 color pub ;
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Ny
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOGCs
default-action acgept

tloc-list Hub_TLOCs

tloc 10.4.4.4 color mpls encap ipsec preference 690 o
A+TLavA T
B.#7>a>C

C.A#7+3avD

D.A#7v3>vB

Answer: B (A —vt— U %&9)

xFEIE: 49

CiscoWAN Ty L= DRETSY b I+ —LZEBHTEE=HITHERASINS 2 DOHRFENTITMN? 20BATLIEEL,)
A. Cisco ENCS 5000 ~!)—X

B. Cisco UCS

C. HP-UX #3179 % HP ProLiant DL360 Generatton10

D. Sun Solans #3179 % Sun Enterprise M4000 H—/\—

E. AIX #3179 % Sun SPARC / —F

Answer: AB (A —vt—U%E9)

E#TfEE: 50

TOAYFFUR—T420 TOEREYR— T 5=HIC PNP/IZTP TEREINDT/\A RERITENTTH?
A.SATLIP7ERLR

B.A A —JxA4AADIPF7 LR

C.UUT7ILBEEIY—UFS

D./X7w%- DNSIT> LI

Answer: C (A —vyt—T%EY)

=ATEIRE: 51

TLOC [FED K SITEESINTULET M?

A.SD-WAN 7—F T F v LTHA FEHETH-HDO—EDHMNFTRINET,
B. ¥ JLF 57> b vSMART ERBIT Cisco SD-WAN A—/\—L 4 #{8ELET,
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C.WAN Iy IL—RIZERAESNS QS KR —DIIN—TTRENFET,
D.GRE FfzlXiPsec h Tt V2D h5— BFUVPVRTLIPZRLAD—ENDILY L3 VTH,
Answer: (fBZZRTT D)

RITRIRE: 52

WAN T v )L—3 —HlEEREZERT 50, T—3 FORILDBMER SN WOT /NS ZIREBIXENTTH?
A. B

B.\woT7vJ

C.7U9747

D.R7—Sv7

Answer: D (A —vyt—T%EY)

placed in staging state before deployment. During staging state, WAN Edge devices can only establish secure control
connections with the SD-WAN controllers. No data plane connections are created. Hence, the vSmart controller establishes a

R #TfERE: 53

v b=V EBEE T VFERAICI DODOWAN I Y DEILEEIFTCVOWET WAN I YD JL—F2—HSD-WAN 77 T v U ICHERT HE, ED
BATDRUORILDESNETM?

A.vBond a2 FO—5—%FHT S DTLS £IETLS bR HEV VvManage 3> bO—5—%FHT S IPsec k>R,

B.vBond 3> bA—F5—ZFEALDTLS £/[ETLS FoRIL ELUMDOWAN Ty ¥ JL—E—%FALT IPsec fURIL,

C.vSmart > bA—5—%FHT % DTLS F£/IETLS b2 RIL B LVHMD Edge IL—2 —%{FEAT S IPsec f2HIL,

D.vSmart > bO—5—%FRAT D DTLS £ILTLS oI LU vBond O bO—5—%EHT % IPsec b RIL,

Answer: (f2& % F&RRT B)

The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
control connection to the vManage server, but over just one of the transports, The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protecol is enabled by default and runs

RTfEIRE: 54

EDOVPND EESVEZ—3y FRIBREN-REA V2 —T A XATONATEETT , 7V ER?
A.0

B. 1

C.10

D. 512

Answer: A (A —vt—T %KY

Ex#TfEIRE: 55

EQOY—FN—TFT DI UA—TSAXCAY—N— (FIEIVFIVER—=XADVvSmart 3> hA—5—) 2FHTIHELH Y TIH?
ARNYHAY

B. &

C./)L— hEIBRE

D.¥44~0OY7F
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Answer: C (A —vt—T%#EY)

xHfERE: 56
show omp tlocs Mo DIL— MREIH A% ERIASHEBIOE LWERBRIZKS Y 7R FRYITLET,

shows if the route was chosen Lo enler the routing table or not system 1D
ENCAPSULATION ttribate of VAN link
COLOR tvpe of tunnal being use.:
TLOC IP TLOC route Kah?!' . ¥
Answer:
shows if the route was chosen o enter the routing Lable or not JLOC 1P
ENCAPSULATTION COLOR “
I ENCAPSULATION
shows i the route was chosen Lo enter the routing table or not

#ERE: 57

Cisco SD-WAN O+ F 27 THIRAGELZRY FT—IDEDAVR—RU b 2y FIT—V DEREREIT—TTMGET7 TO—FZRELFETH?
A. APIC-EM

B. vSmart

C. vManage

D. vBond

Answer: C (A —vyt—T%#EY)

Cisco vManage provides a single- pane-of-glass management to manage all controller components and both enterprise and extended anterprise WAN edge devices
The comprehensive viManage GUI has dashboard, monitor, configuration, tools, maintenance, administration, and analytics as the top-level menus

X HTRIRE: 58

IVCZTIF, —HT D QoS /NS A—R[CETWTDIAFAOWAN T YD L—2—%BHBRLTWET , CDFRIEERTS22079 3 vidEhn
TTM? 2DBATLEEL,)

A QoS Ty T RYI—%#FBRALET,

B. HIfHAR) O—EERLET,

C.—wmikEhfz=7—42 KU —#HERLZET,

D. FSVARAKR— b A8 —T A AT NAT R LET,
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E.WAN 4 3 —DJ A RIZT—32 RY—Z@RLET,

Answer:C,.D (A —vt—T%EY)

Bl
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

Ex#TERE: 59
BRzSHRLTIESD,

PEER PEER CONTROLLER
PEER PEER PEER SITE DOMAIN PEER PRIVATE - PEER PUBLIC GROUP
TYPE PROTOCOL SYSTEMIP ID ID PRIVATE IP. PORT PUBLICIP ~ PORT LOCAL COLOR STATE
UPTIME ID
vbond dtis - 0 0 1.3.25.25 12346 132525 12346 gold connect 0
vbond dtls B 0 0 1.3.25.25 12346 1.3.25.25 12346 silver connect 0

ITOOZTHHEEGEORELE FSTL a—T4 0 LTVET EEOHNEZHETEHET, BRIEIEESIVSIBEKRTIM?
A. HlEERE RSN TOET

B. flflEHmA TV LTWET

C. ar hO—/LiEkRTH

D. Y FA—LERNT Y TLTUVET

Answer: D (A —vt—C %)

Ex#HfERE: 60
MEWAN TV Y TINAAD D 2T 5-DICEIAE TRIEESNBEIXENTT A?
A.2)T7ILVES

B. OTP
C.>x¥—>1ID
D. VAT LIP

Answer: C (A —yt—C%#%7)

ExHTERE: 61
BRZZHRL TS,
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BGP AS21
100.100.100.100/32

BGP BGP AS104
_AS100 o 104.104 104 104732

m SECURE

DATA PLANE

TUU=7IE, 10666 DA —/S—L A £ LT OMP 8 LE L=, R100 DT L 7 4 v 4 R 104.104.104.104/32 0 AS-PATH [£F TF A2
A. 100 10666 104

B. 100 20 104

C. 100 10666

D. 100 10666 20 104

Answer: C (A —yt— T %)

A% 300-415 RIREE L GoShiken.com AR SN =& LOF L) 300-415 HKERRSIRELE | GoShiken.com NE&E#H D 300-415 SRERFIREE FIZHE L T
LVET, GoShiken.com 300-415 SRERRIREIXRFT T MENEHE T I WNVET , &FTD GoShiken.com 300-415 FEEZE 7 Y T HANIET B 5!

https://www.goshiken.com/Cisco/300-415-mondaishu.html (44630%OFFRRELE S & IEf2{t = T 30%wiEAIE|51a— F: Freepdfdumps)

HTfEE: 62
BRRESRLTIESL,
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#Branch1-Edgel #Branchl-Edge2

vpn 0 vpn 0
I
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 I
tloc-extension ge0/2 ip route 0.0.0.0/0 10.113.4.2

Branch1-Edge1 T tloc-extention Z#m T 5I1ZIE, EDBREENNBETT HV?



- interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec ..
color mpls restrict | ] el )
no shutdown “"ISCO
- interface ge0/2.704
ip address 10.113.4.2/30

mtu 1496
tloc-extension ge0/1

- interface ge0/2.704

ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/2

interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
tloc-extension ge0/2
no shutdown
AF+TLarA
B.#7>a>C
C.+#7+a>rD
D.+#7 3B
Answer: D (A —vt—T #5&T)

EXHTREIRE: 63
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IO TFMNVEdge L—ED STV a—T420T%1T7oTHEY, DCONFAIL -DTLS DL | EWVWS A vE—UNRFSINFET, MEIXATY
m?

A GERAEDT—E

B. it D RE

C. DT —

D. &) DFERE

Answer: B (A —vt—T#ET)

RFTEIRE: 64
Cisco SD-WAN V) a—>3 27TV —23 > 7oxT7 7747 74— IILEEEDFKRIIRITTH?
A7T)r— 3 V8RR
B.77U4—>3y oz 7RE
C.77Ur—>arnmliftt
D. R L—D@ERAEHET S
nswer: C (A —vt—L %KY

The Applics 1 Fire i blocks traffic based on applications or application-family. This application-aware firewall feature provides the fol owing benefits

#T[EIRE: 65

WAN T v OMNT—4 >4 —0 vManage,  vBond, 8 & U vSmart 3> b O—F(ZEET 5O DEHIIRTT M?

A.IGP

B. QoS

C.TLS

D. OMP

Answer: A (A —vyt—T%EY)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guide-2020nov.pdf
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BEIEITLOCHOBELTMPLS LA/ 3 —2y FEFEALTVWET TP =FIEX _MPLS TIEHLA 2 —2y FZE{FERAL T conlrodlers Zt&Ed 504
EMNPHLY FEI vManage TCDE{F B -THEBRIIENTTHI?
A)
vpn O
interface eth1
ip address 10.50.0.1/24

tunnel-interface
color mpls
B)
lvpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color public-internet

/\)

vpn 0
interface ath1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet
D)
vpn 0
interface eth1
ip address 10.50.0.1/24

tunnel-interface
color default

A.F+TTarA
B.#7v3>D
C.A7vavcC
D.A#7 3B
Answer: D (A —vt&—T %#%Y)
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B—@ vManage # v L2 R—FTEBIND Ty b T+ —LIK?
A. ISR4351_ ASR1009, vEdge2000, CSR1000v

B. ISR4351_ ASR1002HX _ vEdge2000_vEdge ¥ 5™ K
C.ISR4321_ASR1001_ %% 4 X _ENCS

D. ISR4321_ ASR1001, ENCS_ ISRv
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R#HEE: 101
S EE VPN 2RI 5T T L— MEIERTYH?

Parameter Variable/value
Basic configuration  Shutdown Global  + No
Interface Name  Global loopback0

IPV4 configuration 1Py Adgress, | ﬁd;o buton  Static
A IPv4Addidss; " Qevice Specific  vpn1_log_int_ip_addrimaskbits




Section Parameter Type Varablelvalue
Basic configuration  Shutdown Gilobal_ 1.: c 'm

Interface Name DeviceSpedific vpnS12_mgt_int_mgmid_or_gewx
Description Global Management Interface

IPv4 Address,. " Radio button Static

IPud Address  Dewice Specific  vpnS12_mgt_int_ip_addrimaskbits

Section Parameter Type Variable/value
Basic configuration VPN Global 212
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
o | I N l _'G@teway Radio button Next Hop
c c I S c C_.,:Next Hop Device Specific vpn512_mgt_next_hop_ip_addr
Section Parameter Type Variablel/value
Basic configuration  Shutdown Device Specific /“wpn1_lan_int2_shutdown
Interface Name Device Specific  vpn1_lan_int2_gex/x
IPv4 configuration  Description Device Specific  vpn1_lan_int2_description
IPv4 Address Radio button Stati¢ |
i IPv4Address  Device Specific  vpnt gap- ipt2_ip, addrimaskbits

Answer: B (A —vt—C %)
O ar EHEER
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Cisco SD-WAN Ot ¥ 2 7 THRAIEELE R Y FT—VDEDAVR—FR U D 2y b=V DEREBEIC—THNLET TO—F#REELFTH?
A. APIC-EM

B. vSmart

C. vManage

D. vBond

Answer: C (A —vt—T%#ET)

Cisco yManage provides & single-pane-of-glass management to manage all controller components and both enterprise and extended entarprise WAN edge devices
The comprehensive viManage GUI has dashboard, monitor, configuration, tools, maintenance, administration, and analytics as the top-level ments
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vManage [Z& > TEEBIND TS Y b7+ —LDMAEHLEIEENTT H?
A. ISR4321_ASR1001 =2 %X ENCS

B. ISR4321_ASR1001_ENCS_ISRv

C. ISR435I_ ASRI009, vEdge2000, CSR1000v

D. ISR4351_ASR1002HX_vEdge2000 vEdge 7 57 F

Answer: D (A —vt—T%#ET)
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BEHEIL cisco SD-WAN TAA RETY FO—FEN—2 32192 MBN—23 2 203279 TH L— KT BREAHYET, T34 ZIZIE. WAN
IvP Y57 K vManage vSmart, & U vBond BNEFNET , CDT7T Vv TITL—FIZIX EDZATDA A= T7AILHBRBETT H?
A.vManage BIZ1 DD T 7ML & HhRFH tar.gz DD TR TDT/NA ZRBIZ1 2D 774 I)L

B. vManage FIZ 1 DD 7 7 4 JL_vSmart AIZ 1 D _vBond + WAN Edge Cloud AIZ 1 DDYEERF.bin D7 71 L

C. vManaga FIZ 1 D _vSmart AAIZ 1 D _vBond + WAN Edge Cloud BIZ 1 DD 7 7 4 JL T _#LiEFI& tar.gz T,

D.vManaga FIZ 1 DD 7 7 4 JL_#LiRFH .bin DD TRTOT/NA ZABIZ1 D2DT 74/ IL

Answer: C (A —vt— U %7&9)

https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1
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I T=7h vEdge DFFFAZEDHEZ FS TN a—T 4 2T LTCWEY  FIAZEOEMNMEZRRT SOICFERASIND AT FIFEATTH?
AAVAR=ILENTWSIIHEEZRT

B.aY bO—/ILDBEEZRT

C.arvrkBA—)LOA—AhHI TAIRT 4 EFRE

D. sfIBAZND R T—A R &R
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EHTfERE: 107
2y b= BEDBEICHEEZEZ ANV v Y VUV LBVWERGARNY FEERT AOITBRENA TS T I —LREFENTTH?
A XAF—

B. MMk

C.#

D.2UT4hl

Answer: (&% &RT9 5)
el

https://sdwan-docs.cisco.com/Product_Documentation/vManage_How-Tos/Troubleshooting/Monitor_Alarms
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v b —0 EEEE vManage GUI ZERALT WAN Ty D L—2—OREIV—2V ENY —VDREICT T r—>a v 72927 274774 —)L
EERALTVWEY, BREI 7V VaVEFERTIE EQLSGRENERITSNFTIH?
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C.TCP®D IPS#®E&EL UDP DL AV 4 RE
D.TCPELUVUDP DRT—FIILA VARG Y
Answer: D (A —vt—T % &)
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ISR 75w bk 74+ —L® Cisco SD-WAN IO R CEET H/N\— K7 aVR—R2 MMIENTTH?
A.ZTP

B. OTPC

C.AT4

D. TPMD

Answer: (&% %&~d 5)

o avieXxa)TaEY—ERDRE

AT 110

NTTIF7AT 4= H—ERERBATELIICEESNFY—EXFW 7 RLADNBRESNTWVST NI REENTTH?
A. 5D vSmart

B. 735 > F® vEdge

C./\7 M vEdge

D. /N7 ® vSmart

Answer: C (A —vyt—T%EY)

o av IL—2—DEH

SRBA/SER: https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/
Release_18.4/07Policy_Applications/02Service_Chaining/Service_Chaining_Configuration_Examples
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EDVPNN EHEAF—3Y FRAICEBRSINERIEAN VI —TIAATONATRETT 7R
A.1

B. 10

C.512

D.0

Answer: D (A —vyt—T#ET)

S
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2019nov.pdf

ExHfERE: 112

REAVRBVADSTAITHAVIILEBERITTD2 DDEZDS5E5 WANI YD 5D K L—F—THER—FZINTWBEHDIEIENTIMN? 2DE
ATLEEL,)

A. OpenStack

B. AWS
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C. VMware vCenter

D. 7X—JL

E.BMY257F

Answer: BD (A —vt—T%EY)

Hybrid cloud 13 now the new norm far enterprises. With hybrid cloud, certain enterprise workloads remain within the boundaries of the private
data centers, while others are hosted in the public cloud environments, such as Amazon Web Services (AWS) and Microsoft Azure. This

TR 113

from-vsmart data-policy_1_ServicelsertionIPSec
direction from-service
vpa-list 1

sequence 1

mafch destination-ip 64.102.6.247/32

I 1o actipn agcept
1] ‘L,_! :
' | > grﬁ netsvel

service local
default-action accept

BRESHBLTESVW, TV T4 TBEEURZ UL T IPsec b RILEBRT DERIEENTTH?

vpn 1
service netsvc1 interface ipsec1 ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpnO
service netsvc1 interface ipsectipsec2

from-vsmart lists vpn-list 0
vpn0

vpn 1
service netsyct! interface ipseci ipsec2

from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvc1 interface ipsec1 ipsec2

vpn-list1 "
count SefvicaFSeac1_775676046
from-vsmaf(tli_pﬁl \{pryuli._:t 0

von O
A.FTTLa A
B.#/7<3>D
C.A#A7+avB
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Cisco SD-WAN O bE—)L TL—Y 7—FFI9F¥DEDAVR—FRU N Ry bT—9 AVR—RY FOFIAELEREDREZRBZICLETH?
A.WAN T v

B. vBond

C. vSmart



D. vManage
Answer: D (A —vt—C%#EY)
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OMPDEIRILE THETZELDIXEN?

A. OMP_VPN, L itgiR

B.+1JLY TLOC, & U VPN

C.AxJ P> TLOC, BLUH—ER

D.OMP_TLOC & UH—EXR

Answer: (&% XKT9 D)

S .

https://sdwan-

docs.cisco.com/Product_Documentation/Software_Features/Release_18.2/03Routing/01Unicast_Overlay Routing_Overview#OMP_Route_Advertisements

ExHTERE: 119
show omp tlocsM 5D JL— FEEEH % ERINSHERIDELWRBIZKS Yy I 7o kR TLET,

shows if the route was chosen Lo enler the routing tabla or not system 1D
ENCAPSULATION attribate of VAN link
COLOR type of tunnel being usad
TLOC Ip TLOC route Statys® o o
Answer:
shsowrs  Ehee roule wis chosen Lo enler he routing table or mot TLOC TP
ENCAPSULATTON COLOR
COLOR ENCAPSULATION
A N N
OCIP 5 P || i i Ehar roule wars cheosan Lo enler tha routing table or not ||
== = L
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A NT72RRKR—Y

B. Ay a

C.EEFEMD ROTEA Vik—

D. h A& L 3> FO—JL (Jb— k & TLOC)

Answer: D (A —yt—T %KY

BT

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies
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FSUAR—MUDWAN Z YD A VB —D 2 RETUHE—LA/WAN Ry T—7 12845k T 5 VPN [FENTTH?
A.VPN 1

B. VPN 511

C.VPNO
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D. VPN 512
Answer: (& %X 5D)

transport netwaork and the transport network itself. The network ports that connect to the underiay network are part of VPN 0, the transport
VPN, Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

ExHfERE: 123

TINAZRDBWNDT YT L— RSN hZHRT 507 (FENTIH?
A. ACL

B. A—JL

C. SNMP

D. &

Answer: C (A —vt+—o )
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EHTMEIRE: 125

FSURR—FMUDOWAN T YD A B3 —T A RETUF—LA/WAN Ry FT—0 (28R T 5 VPN T ENTTH?
A. VPN 1

B. VPN 0

C. VPN 512

D. VPN 511

Answer: B (A —vt—T %KY
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