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xHTEIRE: 2

BRZSBLTLCESN, TV 27H192.168.32.100%10.1.1.1BHETEELES S ELTWET
M A0ANBHATEESNEL, 10.111ZNL TSy b EEET 7V a VIIRAITIN?
A/19EYRWTL T4 v R%&5HD192.168.32.0)L— FEZET S L SIZEIGRPEZRELET,
B. KYIEWA MY v T192.168.32.0)L— b EZIET DL SICEIGRPEHRELEY,

C. EIEIREENSE(V192.168.32.0/L— N5 Z{EF 5K SICEIGRPERELET,

D. 7L 274 w9 AN 24LL ED192.168.32.0)L— %2 Z{ET 5L S ICEIGRPZHRELE T,
Answer: D (A —vt—T #5&T)

BT 3
BRZEZHRL TS,

R1#show policy-map control-plane
Control Plane
Service-policy inpul: CoPP-BGP
Class-map: BGP (match all)
2716 packets, 172071 Qn
5 minute offered “drop rate 0000 bps
Match: GP

arop 0

Ehswp:dﬂ ult (| -any)

5212 pa

5 mhmﬁﬁ%ﬂ%ﬁ.mp rate 0000 bps
e _gI1SCO

COBREERLEHBREIESBYFIN?
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A IL—E —([FHDT/INA REBGPRAN—2y TEHRTEET,

B. L—3—[3hDT/INA REBGPHRAN—2y TERRTEEF A,

C.IL—BIE EBEINETIERIVR =BT ETNAREBGPRAN— Y TEHERTEEEA
BGP|,

D.IL—RF EBESNLTIELRVRA BT EIEEDTNAREBGPRAN—2 Y TEHBRTESE

+
BGP,

Answer: (fRZEZ%RTT 5)

after bgp session are UP.I configured the CoPP to drop 10.3.3.3 bgp traffic (R3).

R3 bgp traffic that matched the ACL 100 is dropped and the state is in IDLE

access-list 100 permit tcp host 10.3.3.3 any eq bgp
access-list 100 permit tcp host 10.3.3.3 eq bgp any
!

class-map match-all class-bgp

match access-group 100

!

policy-map policy-bgp

class class-bgp

drop

!

control-plane

service-policy input policy-bgp

!

The 10.3.3.3 neighbor goes to IDLE

RHEIRE: 4

DMVPN kYR LERETE S 11 74 EEEIZENTT A,
A. TACACS +

B. RTBH

C. IPsec

D. RADIUS

Answer: C (A —vt—T%#%7)

3IRE: 5

AUTFFURD4 U RODBIC BEEN B >TTelnetBEEDHERFHIBRL T . £EAHN S BIEB DKM
DH RAERY FT—2 Eh0O/0) MRy fT—0 DHNEB~DTelnetiEfm ZEFal LE L1, FMEZFfRIR
TAHEBRIETENTTM?
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interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

r

accessist 101 permit udp.10.1:1.0 0.0.0:256 172.16.1.0 0.0.0.255
eq teinet !ime-fange changewindow

tlme-range changewindow 1110101,
periodic Friday Saturday Sunday 22:00 to 05 00 .

B)
interface Ethernet0/0

ip address 10.1.1.1 255.255. 255 0
ip access-group 101 in CISGO
!

:c)ccess-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq telnet time-range changewindow
!
time-range changewindow
periodic 22:00 to 05:00
C)

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

!

;’:lccess-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

eq telnet time-range changewindow
time-rang?“e--chéngév‘irldbw
periodic FrdaySaturday Sunday 22:00 to 05:00




interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0

ip access-group 101 in
!

access-list 101 permit udp 10.%.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq telnet time-range changewindow

!

fime-ranne chanaewindow

A F+73a3>D

B.#73uB

C.A#7>a>C

D.A# 7 3 A

Answer: C (A —vt—T %#5K7)

xFEIRE: 6

IODZT7HEHT) POSPFERVATLDOIYY FRIOY ) —IL—b2EFRET HETCIC, 21—
H—IET ) 7ROEEMREMICET AMEEZHRELET , EDT IV a U EEEBRLETH?
A. ABRTsummary-addressa Y > FERELET,

B. ABRTarearangea <> FZ%ELE T,

C.ASBRTarearangea v > FEBRELZET,

D. ASBRTsummary-addressa < > RZHRELZE T,

Answer: C (A —vyt—T%EY)

TR 7
BRZzZRLTIESY,
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1) 24 EBGPEBGNT Y TLTVWBBE A VA—F2Y ST 4 v IXEIZHA FAISP1E%EXRT S
DELHBYFET, ZNLUNDFE T RTDA U2 —F2 Y bS5 T 4 v I IKISP212EET 2RENHY
F9,BEMIEIBGPEOSPFIL—T 4> 70 FaLBETHERINATEY BEEBYICHELTLEE
N, EQOES3BTH L a > TRIENMEBRLETM?

A. 4 FARTR1ITOSPFOX F00%E&E L, Y4 FBRTR2TOSPFO X F200%RELET

B.H 4 FARTRITA bYW I R2AT2%BEL YA FBRTR2TA FYw O 24 T1EHRELET

C. A4 FARTRITA MY WO RAL T1%#HREL YA FBRTR2TA MY w O 3L T2%BRELET

D. 4 b ARTR1TOSPFOX F200%&%E L Y4 ~-BRTR2 TOSPFOX FO0EERELFT
Answer: C (A —vt—T#ET)

= HfEIRE: 8
BRRZZHRLTSES,

BRANCH-RTR#

router eigrp 100 !

network 10.4.31.00007

metwork 10.100.100.1 0.0.0.0

distribute-hst route-map RILTER-IN 0 FastEthemetOi0
eigrp router-id 101004100, 1

|

ip prefoc-list 102 seq 10 permit 10.1.1.100/32
]
route-map FILTER-IN deny 10

match ip address prefix-list 102
I

CAZTFIVO TN IS UFIL—EDEREEZEHLFELE . EEERT SIS . IV FEAILTTRY
MOXEDHELYEENRRY FT—IDREEICEETELVEWVWSIEEZXZRZTET H—EXZEETL 5|
$=10.1.1.100/32%2 O v U F BRI ENTTH,
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A. route-map FILTER-IN deny 5

B. ip prefix-list 102 seq 15 permit 0.0.0.0/32 le 32

C. ip prefix-list 102 seq 5 permit 0.0.0.0/32 le 32

D. JL— k< v JFILTER-INEFA] 20

Answer: D (A —vt—U %% 9)

By using "deny" keyword in a route-map, we can filter out the prefix specified in the prefix-list.
But there is an implicit "deny all" statement in the prefix-list so we must permit other prefixes with
"permit" keyword in the route-map.

BARE: 9
BRESBLT LS,

101100074 101 20004 10030000 10

_ LA0.0/M
(1 (2 L 1) 0 L (4}
Frin] #01 I I o0 i Fr ] .,;ﬂ‘-]_: I #0 #00
Rl R R3 R4 RS

R5E. EIGRPRAAS U TCHRESNZIL—FEZELBEVWLSICTIDLENHY T, BBEEZEBIET S
OIZREIL—T 4 VT T—TILMBHEIGRPIL— L #HIRT 2R EED LY I ENATIT D,
A.R4

IL— k< v JO2REE10

TYFET111

JL— k< v JO2REFA20

1

==y

ospflIL— k< w JO2RA Y v 1ZBEALET

B. R4

JL— k< v JO2REZE10

T YF2T111

1

==y

ospflIL— k< v FO2RA MY wH1EBEMLET

C.R2

IL— <y TE201320%EELFET

R4

IL— k< v JO2REE10
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TYFET111
1
W—2—1y7
ospflI)L— k< v JO2RA FY O 1ZBEALET
D.R4
JL— b JO2REFA[10
TYFET111
IL— <y JO2RIF20ZEELET
1
—a2—1y7
ospfl)L— kT v FO2RA k) w o1 BERALET
Answer: A (A —vt—U%5&9)

Ex#fERE: 10
BRZzZRLTIESY,

access-list 100 deny tcp any any eq 465
access-list 100 deny tcp any €q 465 any
access-list; 100 permittcp any any eq 80
access-list 100 permit tcp any eq 80 any
access-list 100 permit udp any any eq 443
access-list 100 permit udp any eq 443 any

ST a—TFT a0 THIC REGWeb T TV —Z2FALTT NS RIZEETELRVWI EAHKRS
NFELE BEZHERT HICIEFAABETTMN?

A. tcprh— F443% I LE T

B. UDP/R— F465%FRILE T

C.top— P22 A LET

D. tcp/R— F465%FFFRILET

Answer: A (A —vt—U%&Y)

ATfERE: 11

MPLSL A4 ¥3VPNH—E XX ED LS ICEBBASINFETHI?
A.RDIEERTIEIEVRRO T T—HT A2LENHYET

B. VRFTORDIELRTIEIX, U E— FPELL—R T—HIT HI2LELNHYET

C.VRFTODA Vi R— IV RAR— FDRTEFEICEIC THEIDENHY EFT,

D. SNILRA wF/RAR[FX O—HIPEIL—B &) E— FPEIL—F DB THERATIEETHIDELADHY F
9,

Answer: D (A —vt—T %KY


https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html
https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html
https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html

https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/vpn/65x/b-13vpn-cg-ncs5500-65x/b-13vpn-cg-
ncs5500-65x_chapter _010.html

EHTIRE: 12

FastEthernet0 / 0T et] & WLV TARILDF WV VRFZEMICLIE=EBRIEENTT M ?
A. R1 €onfig) #p vrf Inet

R1 €onfig-vrf) #ip vrf FastEthernet0 / 0

B. R1 €onfig)#router ospf 1 vrf Inet

R1 ¢€onfig-router) #ip vrf forwarding FastEthernet0 / 0
C. R1 €onfig)#ip vrf Inet FastEthernet0 / 0

D. R1 €onfig) #p vrf Inet

R1 €onfig-vrf) #interface FastEthernet0 / 0

R1 €onfig-if) #ip vrf forwarding Inet

Answer: (&% F&K~9 B)

Ex#TfERE: 13
BRzZRLTIESY,

e —————

MASS-RTR#show running-config

'
hostname MASS-RTR

!
aaa new-model

[
aaa authentication login default local
aaa anthorlzation exec default local
aaa avthorization commands 15 default local
'
username admin privilege 15 password 7 0236244818115F3348
username cisco privilege 15 password 7 0607072C494A5B
archive

log config

logging enable
logging size 1000

'

interface GigabitEthernet0/0

ip address dhcp

duplex auto

speed auto

'

line vty 0 4

!

MASS-RTR#show archive log config all

idx sess user@line Logged command
1 1 consolefconsole |interfage GigabitEthernet0/0
2 1 console@console | no shutdown
3 1 consolefconsole | ip address_dhcp
4 2 adminévty0 lusername gisco [privilege 15 password cisco
5 2 admin@vty0 | 'lconfig: USER TABLE MODIFIED

954 72 bl&, 2Dshow archive log config all #1795 & /INRT—FRREFINDZZLEFEE

BEEGTINY

WET,

LT
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COMBERRT BIZIE, EQIL—F—EBEIBETTM?

A. MASS-RTR(config-archive-log-cfg)#password encryption aes
B. MASS-RTR(config)#aaa authentication arap

C. MASS-RTR(config)#service password-encryption

D. MASS-RTR(config-archive-log-cfg)#hidekeys

Answer: D (A —vyt—T%EY)

Step / hidekeys

(Optional) Suppresses the display of password information in
configuration log files

Example: Note  Enabling the hidekeys command increases security

Device (config-archive-log-config)# hideKeys by preventing password information from being
displayed in configuration log files

HTREIE: 14

H—EXTANA F—HLVPNMPLS7 T r—> 3 V& FIAT 50T ELZ2DOOaVR—3 2 ME
EnTYH, ROERLTLLEEL,)

A.P)L—3—I[& PEJL—A—IZ[MIT TMP-BGPARIZER T SBLENHYFET

B. PIL—3 —[IRSVPTHEAT 2REAHY FT,

C.PE/L—AZ (X DPE/IL—42 & DMP-BGPRIZEET 2 ENHY FT

D. PE/L—% (& MP-eBGPMCEIZ##t T 2 L D ICERET AMENAHYET

E.PE KUPEIL—4F —IELDPE - IEIRSVP TR T 2HELNH Y £T

Answer: CE (A —yt—T %57

MPLS Network Protocols

+ IGP: OSPF, EIGRP, IS-IS on core facing and core links+ RSVP and/or LDP on core and/or core facing
links ->

+ MP-iBGP on PE devices (for MPLS services), MP-BGP: Multiprotocol Border Gateway Protocol, used

for MPLS L3 VPN -> .

Ex#TERE: 15
BrRzSHRLTIESD,

R1#show running-config | include aaa
aaa new-model
aaa authentication login default. group tacacs+ local
aaa authentication login.Console local
R1#show running-config.| section line
line con O R
logging synchrohous
R1#
IOOZTF7MRAVY =LA TA—ALRBIHAEEELELS ELTWLET A, T/314 RIXTACACS +%{#
ALTREERATVNET, ENTI L a v ZELOEREERLETH?
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A. aaa authentication login default nonea <> K& O—/\LERKIZEMLET,
B. aaa authentication logina >V —J)LOO—AH)LaAY Y KT AXFED CIH/INXFED EIICESHZFE

v,

C. aaa authentication login default group tacacs + local-casea ¥ > K& 45 O—/\LERIZEML E T,
D. login authentication consolea Y > K& 54 UERIZEMLET

Answer: D (A —vt—T %KY

Reference:
https://community.cisco.com/t5/switching/how-to-define-login-local-for-console-0/td-p/2949493

xFERE: 16
NE I

policy-map COPP-7600
class COPP-CRITICAL-7600
police cir 2000000 bc 62500
conform-action transmit
exceed-action transmit
!
class class-default
police cir 200000 bc 6250
conform-action transmit
exceed-action drop N
!
class-map match-all COPP-CRITICAL-7600
match access-group name COPP-CRITICAL-7600
!
ip access-list extended COPP-CRITICAL-7600
permit ip any any eq http
permit ip any any eq https

Copp Rl o—hERASINT#E BGPHA ISV EVY LET, MEZMRT 52DDBRRIEMTT M ?
2OERLTLEESLY)

A. COPP-CRITICAL-7600 ACLTBGP %8R L £

B. k574 vV DE—VBIZKYZBL DNy FEHFRITH-OIC. TI4+IL Y S XATCIRDIEEZS
(ERE

C. COPP-CRITICAL-76007 S A CCIRIZEHIMEZRELFET

D. COPP-CRITICAL-7 S ADTT 2BRVH—DHRHLYIZZBRIS—ZRELET,

7600

E.IP CEF%ZCoPPR1) >—IZERE L BGP##Ee =€ 5

Answer: AB (A —vyt—T %K)
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The policy-map COPP-7600 only rate-limit HTTP & HTTPS traffic (based on the ACL conditions) so any
BGP packets will be processed in the class "class-default”, which drops exceeded BGP packets.
Therefore we have two ways to solve this problem:

+ Add BGP to the ACL with the statement "permit tcp any any eq bgp"

+ Configure higher value for CIR in default class as 2Mbps is too low for web traffic (http &
https)

A7 300-410J RERESE (X GoShiken.com ARSI 7-E4# L9 L) 300-410J ABRRRESE !
GoShiken.com M &# D 300-410J FAERFRESR 1Rt L TLVET, GoShiken.com 300-410J iR B&fERE
FRIT MENEHETTEVET, HIFD GoShiken.com 300-410J FIEEZ S Y T BHAIXTH
5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFF R EEE S & IEfR {1 =

T 30%w 511510 — F: Freepdfdumps)

S ERIE: 17
BRESELTIESL,

152 168 100 0724

Rl

G Pz
Bl BGP AS 65520

eBGP
=
BGP AS 65510
iBGP
& l-:‘-:?_}i:-ai

AS65510 iBGPIZ Bt SNz A4 N—HIZER S TUVET, R4lER Yy FT—2192(CpingF =1k
traceroute TEFE A

168.100.0 / 24Z DB ZMRT 57V L aviFENnTIHN?

ARAFI—FY DL A—H—N—¢EELTERL R1ZIL—FJDILIZ—0S54T7 2 FELTHER
LET

B.R1Z/IL— ) TLIR—H—IN—E LTHEBRL R2ER3ZIL—LJITLIA—H9S5A4TFTURELT
BRLET

CRIZI—FYTLIZ—HY—N—¢ELTHERL RAZIL—L)ILIB—DSAT U ELTHER
LET
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D.RAZIL— LY TLIRA—H—NN—E LTERL R2ER3ZIL—FJTLIA—D AT RELT
BELET,
Answer: A (A —yt—T%#ET)

HTERE: 18

IRy DII—F—HDRITTDINVEEREZENTT S,

A. SWAP# &K U'POP

B. SWAP# & U'PUSH

C. PUSH® & U'PHP

D. PUSH#& & U'POP

Answer: (&% X9 D)

A label edge router (LER, also known as edge LSR) is a router that operates at the edge of an MPLS
network and acts as the entry and exit points for the network. LERs push an MPLS label onto an
incoming packet and pop it off an outgoing packet.

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-
os/mpls/configuration/guide/mpls_cg/mp_mpls_overview.pdf

EHTERE: 19
ERO7 FLRAZERDELWPWET 4 LE—OBMICFS v I 7o ROy TLEY,

Permit syslog from this
2001:0088-0800 2006818 l lol I i

Permit HITP from this solicel = L. (]

2001:0D8B:0800:200c:0fff

Permit HTTPS from this source
2001:0D8B:0B00:200c:071f

Answer:

EXHTREE: 20
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DMVPNL 5 LT kRO D& OSPFTIPsec + mGREZ AL TWET NIHEEIL—F—I2H S
KOCTBITF NTTRIZERT HRENHY EFTM?

A.ip nhrp ospfdrFERAL=/\TD RIS VB2 —T T —R

B. OSPF{E5%&EO

C.EELEL—FDARY Y EMOERET HIL—FTyT

D. OSPFEEM LY KEL

Answer: (&% &RT~9 5)

By default, the priority is 1 on all routers so we can set the OSPF priority of the hub to a value which is
greater than 1 to make sure it would become the DR.

FTERE: 21

Cisco DNA CenterCTT/N\A REZTAEY IV J95E TP TFIE FNA REEIRTEERA, T
DIL—FEEBERAHYFEAIEVWSI IS —AvE—DFRRLET,

IS5—DERFFTTMN?

A TUoTL—FOEBRENELLHY FHA,

B.7YTL—brDYIT LIz TN=2avRTFNRARDY T Iz TNV a3V ERBYET,
C.TYvIL—FrADEEIFOIZIY FENFFATLI,

D.7YTL— DT AN DTIEREINZETNTNRARETE—BLERA,

Answer: D (A —vt—U %7&9)

If you use tags to filter the templates, you must apply the same tags to the device to which you want to
apply the templates. Otherwise, you get the following error during provisioning: -Cannot select the
device. Not compatible with template.

BT RE: 22
BRZzZHRLTSESY,

R1 (config)# ip vif CCNP

R1 (config-vrf)# rd 1:100

R1 (config-vif)# exit

R1 (config)# interface Loopback0

R1 (config-if)# ip address 10.1.1.1 255.255.255.0

R1 (config-if)# ip vrf forwarding CCNP

R1 (config-if)# exit

R1 (config)# exit

R1# ping vrf CCNP 10.1.1.1

% Unrecognized host or address, or protocol not runnifig.
VRF CCNPEHEES € 3I(E, EDaT Y RERET AHENHYETM?
A. 4 >3 —7 = —XLoopback0
IP7 KL 210.1.1.1255.255.255.0
vrfExiZCCNP
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B. 1 > 42 —7 = —XLoopback0
IP7 FL X10.1.1.1255.255.255.0
C. M4 > 32— x—XLoopback0
IP7 KL X10.1.1.1255.255.255.0

ipvrfEziX CCNP

D. 1 > 42 —7 = —XLoopback0

vrfEizikCCNP

Answer: B (A —vt—T#ET)

BT HRE: 23

MPLS LDPEH#RE#MEETHR— SN TWBIGPIEENTI M ?

A. RIPv2 &£ OSPF

B. OSPF & & U'EIGRP
C. OSPFE L UISIS
D. ISIS&RIPv2

Answer: C (A —vyt—T#ET)

The MPLS LDP Autoconfiguration feature enables you to globally enable Label Distribution Protocol (LDP)
on every interface associated with an Interior Gateway Protocol (IGP) mnstance. This feature 1s supported on
Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate System (IS-IS) IGPs. It provides

EFTIERE: 24
BRZzZHRLTIESY,

CUSTOMER
LAN

162 168.1.1

% 192.168.1.2

Gi 01072

ISP 1

Gi 001 100921

CUSTOMER
EDGE

100122 a\

Inteynet
{10.10.10.10)

10,0132 e_/

ISP 2

ISP1E L VISP2[XEHEA V4 —2y MIEHGLET, PEKRIIEADISPY) VO B L TRAEREZE
HLTHY JI—233>2Y—ILTCisco IOS IP SLAEBIHE W ZHERETEEEA, IPSLABEMNOREL
TWBav U RlFENTTM?

A. 59 HIRKFHE
B. 9 <IZBAREFH
C. BA%aEFfRE00:00
D. R EFfRE0
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Answer: A (A —yvt—T %KY

Ex#TfERE: 25
BRzZRLTIESY,

Cat3350-Stack-2# show policy-map

Policy Map LIMIT_BGP
Class BGP
drop

Policy Map SHAPE_BGP
Class BGP
Average Rate Traffic Shaping
cir 10000000 (bps)

|| Palicyiép POLICE. BGP

- Class BGP

" " police cir 1000k bc 1500
conform-action transmit
exceed-action transmit

Policy Map COPP
Class BGP
police cir 1000k bc 1500
conform-action transmit
exceed-action drop

CPUSETMBGP 574 v %Y Z1 MbpsIZHIRL . K YESETEEESNSBCGP S T4 vV ZEMRI 5
vhkAO—LTL—rR) o—IEENTITH,

A. policy-map SHAPE_BGP

B. policy-map COPP

C. policy-map POLICE_BGP

D. policy-map LIMIT_BGP

Answer: (fBZ % RTT 5)

FTEIRE: 26

MPLSS RILDIEAIZERENSH0S1ETILIEERTT A,
A LMY —1& L4 VY—20DH

B. LA Y—5& LAY —6DH

C. LAY —=3&LAV—4DM

D. LA Y¥—2& LA Y—3D/H

Answer: D (A —vt— U %7&9)

Ex#TfERE: 27
BRZzZHRLTSESY,
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=

cojo/ WA £0/1 ! @ l
R ' —
—

R1 NMS Server
R1#sh flow exporter 10.221.10.11
Flow Exporter FlowAnalyzerl:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 10.221.10.10

Source IP address: . 10.2.2.1
Source interface:  Ethernet0/1
T Protocol: UDP

ingtionPort: 2055
l'l'll Neh
L

IO =ZF7HRITNetFlowZERE LFE LN NMSH—N—[FR1NLD 7 O—%2HERATEF LA, ED
B CHEENMERLETH?

A. M4 >3 —7 x—RXEthernet0 /1

7 0—5%E%10.221.10.11

B. 4 >4 —2J x—XEthernet0 /0

7 0—5%8%10.221.10.11

C. 7A—I % XR—% —FlowAnalyzer1
58%£10.221.10.11

D. 7 B—% =% —Flowmonitor1
584£10.221.10.11

Answer: C (A —vt—T %KY

=HTERE: 28
BRESBLTIEZED,
kL, 172.1.12.3/32 is directly connected, Ethernet0/0
C 172.1.13.0/24 is directly connected, Ethernet0/1
L 172.1.13.3/32 is directly connected, Ethernet0/1
O 192.168.1.0/24 [110/2] via 172.1.12.1, 00:04:44-Ethernet0/0
O 192.168.2.0/24 [110/2) via 172.1.12.1, 00:04:44, Ethernet0/0
O 192.168.3.0/24 [110/2]) via 172.1.13,2, 00:04.:44, Ethernet0/1
O 192.168.4.0/24 [110/2] via 172.1.13 2, 0004:44, Ethernet0/1
192.168.5.0/24 is variably subpetted, 2 subnets, 2 masks
C 192.168.5.0/24 is directly'eonneécted, Loopback0
L 192.168.5.1/32 is directiy.connected, LoopbackO | »
192.168.6.0/24 is variably subnetted? 2'subnetS, 2 masks
C 192.168.6.0/24 is directly connected, L oopback! .
L 192.168.6.1/32 is directly connected,Lobpback] .~

SanFrancisco/L—#% —&Boston)L—42 —IE EEU U IOBN Ty TLTWSICEhh 5T HEIZEE
THLOIZERD) VO EFIRLTWET, EOBBETRIBIRRLETMN?
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Boston Router

router ospf 1
auto-cost reference-bandwidth 1000

SanFrancisco Router

router ospf 1
auto-cost reference<bandwidth 1000

All Routers

router ospf1
auto-cost reference-bandwidth 100

All Routers

router ospf 1
altn-rnst refaranca-handwidth 1000

A F+73>D
B.+73>C
C.#7+3vB
D.A7> a3 A
Answer: A (A —vt—U%&Y)

EHTRIRE: 29

IPv6 RAA— FIZDWTIELWERBRIZENTT H,

APV RS T4 v IR VTENDIRETIIREZRBLEEA

B. ANABRMDAA Y FR— b,V F3—T A RCFEBRETEFEA,

C.IPV6 RAH—FRIZk 2T RAY TEN/N\T Y FMEIRNRZUTTEEEA,

D. TCAMM OS5 S LESNhTWSIEE N—FO 7 TEYR—rShFEEHA,

Answer: A (A —vt—T%ET)
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-ra-
guard.html#GUID-589AF00C-7499-439F-AD23-51005D61CAB7 The IPv6 RA Guard feature does not
offer protection in environments where IPv6 traffic is tunneled.

SERIE: 30
BRESELTESL,
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IO =TFIE DNACEFERALTLAY—2)L—TZHEA LET, SF-DI300-1 X1 v FOMBEEIEIET
AT KlEENnTIMN?

ARNRN=ZUGY) =Ty TY2 IT7RXRGEL

B.AN=ZUG V)= L—TH—FDT I+ b

C.RIZVTY =Ny I HR—rER

D. X/8=> %"V 1) —PortFast bpduguard

Answer: D (A —vyt—T#ET)
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and
management/dnacenter/tech_notes/b_dnac_sda_lan_automation_deployment.html

xFTEE: 31

IPv6Y — X AH— FD2DODHEEIERITET M ? 2DEIRLTLZEL,)

AEEBRS T4 VI EHATBEOIC ANSINENA T T—TILEFERLET,

B. IPVOIAHER & [FMIL L CTHREEL F T,

C. THBREEXFLEREIVLETOT FLANGD S 74 v I EEEBELET,

D. BHED/NF—VICDODWTCHEBER/N 7Y FEBREBETSHIEICKY, FIT710 vV ZEELET,
E.BEDY—ADDHCP/AY Y FERETHZEIZEY BEDS 74y v &#TJOvH LET,
Answer: AC (A —vt—T%EY)
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|IPv6 source guard is an interface feature between the populated binding table and data traffic filtering.

IPv6 source guard can deny traffic from unknown sources or unallocated addresses,

F#h73 300-410J RIRESE L GoShiken.com MR EINF-EHE LT LY 300-410J SHERFIRESE !
GoShiken.com A Ex#T D 300-410J FAERMEIFEER Zefit L TLVE I, GoShiken.com 300-410J F{E& 7R
FREFT BENERETIIVVET, &FD GoShiken.com 300-410J FEEZES Y T D AIFIH
5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFF I RE SR & IEfR {1 &

T 30%wHAlEI5a— KF: Freepdfdumps)

BT RE: 32
BRZzZRLTIESY,

R1#show running-config | section dhcp
ip dhcp excluded-address 192.168.1.1 192.168.1.49
ip dhcp pool DHCP
network 192.168.1.0 255.255.255.0
default-router 192.163.1.1
dns-server 8.8.8.8

lease 0 12

A—H—m5 DHCPY—/N—MWLIP7 FLAFIMBTELRWI ENHRESNTLVET, DHCPH—/\—
F.RODELS IR SN TLET, FETHN300 ADFERFLI—F —NZDDHCPH—/N—ZFRAL TLE
IR 1BHEY2BREEZBATT I T4 I2H31—F—(FWFEEBA BEDY V—RAANOEEEELE
TEHIT7OavIiEERTTMN?

A.DHCPT—I)LTH IRy bR %Y %network 192.168.1.0 255.255.254.0a <% > RIZCEB L F T,

B. DHCP!) —R Bl & &K Y KELEICERELET

C.DHCP!) —REfEZ &L Y /IS IMEIZEEELFT

D. network 192.168.2.0 255.255.255.00 < > K&#DHCP 7—/LIZ:BML £3

Answer: C (A —vt—T %#5K7)

BT E: 33
BRzZRLTIESY,
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AS111

Router bgp 111

Neighbor remote-as 100
Neighbor : allowas-in
Neighbor \ remote-as 200
Neighbox allowas-in

AS111(FAS200M HIHBDIL— FEZELTWBRE=H Ry FIT—I TIL—THARELTWET, FDIE
AL —TRHEZIRELFET M ?
NS)

router bgp 111
neighbor 195.1.1.1 as-override
neighbor 195.1.2.2 as-override

NS)

router bgp 111
neighbor 195.1.1.1 as-override
neo neighbor 195.1.2.2 allowas-in

NS)

router bgp 111

ne neighbor 195.1.1.1 allowas-in
neo neighbor 195.1.2.2 allowas-in

NS)

router bgp 111
neighbor 195.1.2.2 as-override
no neighbor 195.1.1.1 allowas-in

A.FT32C
B. 773 A
C.A#7+3a>D
D.#+7> 3. B
Answer: A (A —vyt—T%EY)

E#TfERE: 34
BRZZHRLTSESL,
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E0/0
R1

E0/1

I5P-B

E0/1

R4

Perimeter Zone

Y RT—=DEHAN—KEEZZITTLET, SSHTRIIZERHEL SSHEY 3 VENLTE—ZFIL
EZS—ZHAMLT REDREREREZR DTSR Y NIV IO T v oaviEiyvte—
DTN TV FE>BED S TN a—T a4 VT ET52ENTEFRATLI., RITZORMRE
ERRT BT RIEENRTTM?

A. (config)#terminai no monitor

B. no terminal monitor

C. #terminal no monitor

D. (config)#no terminal monitor

Answer: (&% &RT~9 5)

Ex#TfERE: 35
BRZzZHRLTIESY,

Router# show tag-switching tdp bindings

(-ee)

tib entry: 10.10.10.1/32, rev'dl
local binding: tag: 18
remote binding: tsr: 10.10.10.1:0, tag: imp-null
remote binding: tsr: 10.10.10.2:0, tag: 18

remote binding: tsr; 10.10.10.6:0, tag: 21

tib entry: 10.10.10.2/32, rev 22
local binding: tag: 17
remote binding: tsr: 10.10.10.2:0, tag: imp-null
remote binding: tsr: 10.10.10.1:0, tag: 19
remote binding: tsr: 10.10.10.6:0, tag: 22

imp-null? Z'IEMPLS VPNY 5 FTRIZRLTWLWETHN?
A.SRILERYTLET

B. SRNIILEITD

C.EXPEY rZE&E®H S
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D.EXPE Y FZERRSILET
Answer: A (A —vyt—T%EY)

The -imp-null (implicit null) tag instructs the upstream router to pop the tag entry off the tag stack before

forwarding the packet.
Note: pop means -remove the top MPLS label

Ex#TEIRE: 36
BRZzZRLTIESY,

192.168.0.1 /24

Physical: 172.17.0.1
Tunnel: 10.0.0.1 HUB.~

. 10\ _ Physical;172,17.0.3
Physical: 172.37 O % | &= * (Tunnetad.o o2

Tunnel: 10.0.0,14._ s

"4
é SRR Spoke Be

192.168.1.1 /24 192.168.2.1 124

ZR—YBIL—B —THHDMVPN F U RILEEMICT BIZE, AR—TAL—E—TEDAS 58—
TI—ABREZERT IRENHYETHM?
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A interface Tunnel0
description mGRE - DMVPN Tunnel
ip address 10.0.0.11 255.255.255.0
ip nhrp map multicast dynamic
ip nhrp network-id 1
tunnel source 10.0.0.1
tunnel destination FastEthernet 0/0
tunnel mode gre multipoint

5. Interface, Tunnel0
ip addres‘s 10.0.0.11 255.255.255.0
ip nhip network-id 1
tunnel source FastEthernet 0/0
tunnel mode gre multipoint
ip nhrp nhs 10.0.0.1
ip nhrp map 10.0.0.1 172.17.0.1

interface Tunnell

ip address 10.1.0.11.255.255.255.0
ip nhrp network-id 1

tunnel source 1.1.1.10

ip nhrp map 10.0.0.11 172.17.0.2

tunnel mode gre

- interface Tunnel0
ip address 10.0.0.11 255.255.255.0
ip nhrp map multicast static
ip nhrp network-id 1
tunnel source 10.0.0.1

tunnel mode gre multipoint
A AT 3B



B.+7<3>C
C.A7>a A
D.#7<3a>D
Answer: A (A —vyt—T%EY)

EATEE: 37

VRF-Lite#R BT AL LTELWWEDIEENTT A, 20FBIRLTLFZELY,)
A BBEEEFIBEBDTSAR—bL—T 4T T—TNEFHE>TVWET,

B.EEE ZLICEADTCAMY) Y—XQRHY FT
MPLSSRILDOXRBEYR—FLET

AS-ISEHR—FLET

B LBEENELSVPNTIP? FLREZEBSELZENTEET

.8 K512.000)L— b EHHR—FLET

Answer: (&% FRK~9 B)

mmOoO O

ExHTREIRE: 38

EIGRPZOSPFIZEBERAT A EIZDVWTELL2DDRTF— AV MEENRTT A, 2DFIRLTK
FZELY)

A. ') 7IDHMNEIGRPEZ LA TLE S L—HT H0SPFT ) 7ICERE SNi- BEH SNIzEIGRP/L—
k

B. BElf SN 1=EIGRP/L— FXOSPFAER 2 4 T1& LTRRSNET
C.BERHENFIL—FDTREIZRL—TFT 4 ITT4REVARIFIIT0TT

D. BEfH SNT=EIGRPJL— kX OSPFT—A2R—XTH A JILSAL LTREREINET

E. BB SN/=EIGRPJIL— kL OSPFT—A2R—XTHRA J5LSAELTRTREINET

F. BEEfHA SNIZEIGRPIL— I I—T 4 25 T—TILIZOSPFHAERA A4 T2)L— & LTRRSINET
Answer: (&% %KT9 D)

Ex TR 39
BRzSHELTIESD,

TAC+: TCP/IP open to 171.68.118.101/49 failed =
Destination unreachable; gateway or host down

AAAJAUTHEN (2546660185): status = ERROR

AAAIAUTHEN/START (2546660185): Method=LOCAL
AAAJAUTHEN (2546660185): status = FAIL
As1 CHAP: Unable to validate Response. Username chapuser: Authentication failure

A—H—RIAMEESINHDIELGETTM?

A. The TACACS+ server refuses the user because the user is set up for CHAP
B. The TACACS+ server expects "user" but the NT client sends "domain\user"
C. The TACACSH+ server is down and the user is in the local database

D. The TACACS+ server is down and the user is not in the local database
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Answer: D (A —vt—T %KY

ExFTiEIRE: 40

BRESBLTCESW, BEBERX TIALML—LOH#ZEFRALTEEDFRY FT—VIZRET S &
SIZ.VE—FDEYY—ZANL—F—DIL—bT ENFAL XA FEEBRELELZA KBRLELT,
COMEERIRT DTV avIidERTTIN?

A >— U RBESDITETLIAVIRYRAMMGHEIBRLET,

B. distribute-lista < > FD AR ZoutM HinlZEEBLET,

C.o— 4 2UARBEIODITHETLI4 VIR R M GHEIBRLET,

D. distribute-lista < > Kh Sprefix¥—7— FZHIBRLET,

Answer: A (A —yt—TU#ET)

EHTERE: 41
BRzSHELTIESD,

ip dhcp pool 1

network 200.30.30.0/24
default-router 200.30.30.100
lease 40 A

! |

ip dhep pool 2

network 200.30.40.0/24
default-router 200.30.40.100
lease 40

!

BAFFERF DY —/3—[%_200.30.40.0 / 24~y kD7 —H L T—E L CEIZEMRETIEL L 20hA T EITHL
WP7 FLRAZEREBLET, COMBEZMBRTBICIE . ED2DODT7H L avERATILERAHYET
m? 2OFEIRLTLEZELY,)

A BHIP7 RLRET DA T— bz A #FERALTH—N—ZHEBRLET,

B. H—/N\—®DIP7 RLRETIAIN T — bz A EZBANTEHEIICTL—E2—FERHLET,

C. 774 b5 — k21 420030.40.100D Y kT7—%- TDHCP%FERAT B & S CH—/N\—FBRLE
v,

D. Y—/\—DIP7 FLRZBRNT 5 &S ITIL—F—FHEHLFET,

E. 774 )L 5 — ™1 420030.30.1000 %y kT—% TDHCP#ERAT 2K S ITH—/I"—ZERELF
ERR

Answer: AD (A —vyt—T%EY)
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BT ERE: 42
BRZEZHRL TS,

Debug output:

username: USERS5

password

Aug 26 12:39:23.813: TPLUS: Queuing AAA Authentication request 4950 for processing
Aug 26 12:39:23.813. TPLUS(00001356) login timer started 1020 sec timeout

Aug 26 12:39:23.813: TPLUS: processing authentication continue request id 4950

Aug 26 12:39:23.813: TPLUS: Authentication continue packet genérated for 4950

Aug 26 12:39:23.813: TPLUS(00001356)/0/WRITE/3A72C8D0. Started 5 sec timeout

|l output omitted -—--!

I

Aug 26 12:40:01.241¢ TAC+. using previously set server 192.168.1.3 from group tacacs+
Aug 26 12:40:01.241 TAC+  Opening TCP/IP to 192.168.1.3/49 timeout=5

Aug 26 12:40:01.249: TAC+: Opened TCP/IP handle 0x3BE31D1C to 192.168.1.3/49
Aug 26 12:40:01.249. TAC+. Opened 192,168.1.3 index=1

Aug 26 12:40:01250: TAC*: 182.168.1.3 (3663537180) AUTHOR/START queued

Aug 26 12:40.01.449. TAC+: (3653537180) AUTHOR/START processed

Aug 26 12:40:01.449, TAC+.(641430116): received author response status = FAIL

Aug 26 12:40:01.450: TAC+"Glosing TCPAP 0x3BE31D1C connection to 192 168 1.3/49

v b= EBEIL TACACS +2—H—R E/NRT— FOERFEHREFAL TIL—F—IcOF14 2L
FIH BEEBIIIFEIT U FEETTEERA BBEBIRT LTI avIEENTT D,

A. ActiveDirectory&E & 7 )L— T &£ DTACACS +EEAZHEBR L £
B.A—ALT—ER—AMS1—HF—ZEBRHLET

C.ZDA—Y—MNIDI—F—IZT7 I ERTE=HDRBEAIPT FLRAEEHRLET

D. TACACS +4—\—M o DA—HF—ZDIILT It REERLET

Answer: (fBZ %X~ d D)

RFTMEIRE: 43

IPv6Y — X H— FDBEEILRITT A ?

A BRDEETLEEIVHTONIET FLAMGD S T4 v I FESLET,

B. 7 FLRAIREFIINDEEE LT BHFEDT7 FLRE®RELET,

C. b3 74 v IUPEBINLHZEICHRR MIBMTSELSICNDTA FOLICEMLET,
D.ND/X sy R EDHCP/N 7y FEBREBELT 7P RLANS VT4 VT T—TILEERLET,
Answer: B (A —vyt—T%&Y)

ExHTMEIRE: 44
BRZzZHRLTSESY,
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R1#show run |begning | , . |

line con 0 . i
exec-timeout 0 0
privilege level 15
logging synohronous
transport preferred telnet
transport output none
stopbits 0 4

line vty 0 4
login
transport referred telnet
transport Input none
transport output telnet

R1#

R1#ssh -1 cisco 192 168 12.2
% ssh connections not permitted from this terminal

R1#
IVPZFIE RIDOAVY—IIZER SN TILA B3 —T A ADLHDIL—F —Dm/N> RIZ
TOERBALESIETDHE CDIS—AvE—VERITBMYFET, COMEEMRRT HICIE RITEDHE
BABETY N7

R1corffig)/#ling console 0

R1({config-inej# transport preferred ssh

R1(configi#line vty 0
= 1(config-ine)# transport output ssh

R 1(config)tling vty 0
R1(conhg-linej# transport output ssh
R1(config-ine 2 transport preferred ssh

H1(config)#line console 0
H1(config-ine)# transport output ssh

A. XT3 A



B.+7< 3 B

C.#7va>cC

D.+#7<3> D

Answer: D (A —vt—U%&9)
https://community.cisco.com/t5/other-network-architecture/out-of-band-router-access/td-p/333295 The
"transport output none" command prevents any protocol connection made from R1.

Therefore our SSH connection to 192.168.12.2 was refused. In order to fix this problem we can configure
"transport output ssh" under "line console 0" of R1.

Note: The parameter "-I" specifies the username to log in as on the remote machine.

EX#TfEIRE: 45
BRTGMEZECESY,
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LO: 1.1.1.1/24

Fa0/0
200.1.1.0/24

DMVPN
-10.1.1.0/24~__

-

200.1.3.0/24
Fa0/0

L K5
h ol

LO: 3.3.3.3/24 LO: 2.2.2.2/24

200.4.2.0/24
. Fa0/0

B

R2(config)# erypto isakmp policy 10

R2(config-isakmp)# hash mdbd

R2(config-isakmp)# authentication pre-share

R2(config-isakmp)# group 2

R2(config-isakmp)# encryption 3des

R2(config)# crypto ipsec transform-set TSET esp-des esp-md5-hmac
R2(cfg-crypto-trans)# mode transport

R2(config)# crypto ipsec profile TST

R2(ipsec-profile)# set transform-set TSET

R2(config)# interface tunnel 123

R2(config-if}# tunnel protection ipsec profile TST
DMVPNAER SN TWAIEZEE, o RILY—RELTIL—TNY Y E2FRATEIRR—V Y—RR—V &
BEZHRIT HERITENTT D,

A. /\ T Tcrypto isakmp keycisco? KL R0.0.0.0%%ELET,

B. 7\ 7 TcryptoisakmpF—Cisco” F L X200.1.0.0255.255.0.0% % E L £,

C. R7/R—% [Zcrypto isakmp keycisco7 K L 2200.1.0.0255.255.0.0% % E L ET,

D. X7 R—% [Zcrypto isakmp keycisco7 KL X0.0.0.0%%ELET,

Answer: D (A —yt—T #ET)
https://www.cisco.com/en/US/technologies/tk583/tk372/technologies_white _paper0900aecd802b8f3c.html
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Ex#TEIRE: 46
BRZESHRL TS,

EIGRP | iy | OSPF
10.1.12.0/24 _2%10.1.23.0!24 10.1.35.0/24

5

lwiw 124

10.1 .24.0!244.4%‘4 10.1 .4..‘3.'.:11’24i
I
R1

rodter eigept

redistribute connected

network 10.1.12.1 0.0.0.0
default-metric 1000000 10 255 1 1500

R3

router eigrp 1

network 10.1.23.3 0.0.0.0

1

router ospf 1

redistribute eigrp 1 subnets
network 10.1.35.3 0.0.0.0 area 0

REMB Ry b T—%10.1.1.0/ 24IZEZERREM ZRIET 5102, =* v b7 —Y BEEHIXEIGRPZEZR3D
OSPFIZEEMLFETITHA RINVRSZEZNLT........... NRZEFERALTI011.0IZEZELTWS Z EIZRfTE
F9, 24y bT—9, REM510.1.1.0/ 247y FT—O ~DEEFREM ZHF L LA S BEZFEIET
570 avidEncemne

A. OSPF#RAMDEIGRPIZHBEHMLET

B. N EEIGRPOEBEB Z0IZEELET,

C.R5TOSPFOEH R #2001 EELFT,

D. OSPFDRAIZAITTRD 7 D b\ FEEHRU R FE&ERALET,

Answer: B (A —vyt—T%&Y)
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B#h7 300-410J RERESE (X GoShiken.com MR I 7-E4#& L9 L) 300-410J ABRRRESE !
GoShiken.com AVEx#7 D 300-410J FAERFEIFEE =t L TLVE I, GoShiken.com 300-410J F{ER 7R
FEF T HBENEETISINVET, BHD GoShiken.com 300-410J FIEE 24w FTBHAFIH
5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFFRIREEE S & IEfR {1 =

T 30%w51ZI50— F: Freepdfdumps)

B ERIE: 47
BRESBELTIES Y,

Router#show access-lists
Standard IP access list 1
10 permit 192.168.2.2 (1 match)
Router#
Router#show route-map
route-map RM-OSPF-DL, permit, seguence 10
Match clauses:
ip address (accesgs-lists): 1
Set clauses:
Policy routing miatches: 0 packets, 0 bytes
Router#
Router#show running-config | section ospf
router ospf 1
network 192.168.1.1 0.0.0.0 area 0
network 192.168.12.0 0.0.0.255 area O
distribute-list route-map RM-OSPF-DL in
Router#|

IV TFIE RERSNTWAEBREFERALT IL—T4 9 T—TILH 5192.168.22~DJL— +F T
Ay L&S5ELTVWET IL—FIEFEEOSPFIL—FELTIL—T 4 T T—TILICHEELTWET,
W—brE2TOYVITETILavIEENTIMN?
ANL—+IYTTT7IRAVAMDRDYIZTL I IR A MEFERLET,

B.Z&7 VR AMDKOLYIZHERT V2R ) A MEFERALET,

C.route-mapa v Y KDY —4 U R10ZHFaMHIEFIZEELET,

D. RDRAT— A2 hZEJ—FT v FIZBMLET route-map RM-OSPF-DL deny 20,

Answer: C (A —vt—T%#ET)
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FTMEIRE: 48
BRxSHB LTS, DHCPY 54 7 2 FMDHCPHY—/N\—M5IP7 K L X %%{E TZ7% L RouterB
FRDESICERESNTVET,
4 >3 — 7 A Xfastethernet0 / 0
EREAY 54 7 > FDHCPID 394482431
IP7 kL X17231 11 255 255.255 0
1
ip route 172.16.1.0 255 255 255.0 10.1.1.2
CDEBE RS 521X RouterBMDfastethernet 0/04 23— A XA TEDPAI Y KBBETIT M ?
A. RouterBiconfig-ififclp helper-address 255.255 255 255
B. RouterB €onfig-if) #lp helper-address 172.16.1.1
C. RouterB €onfig-if) #lp helper-address 172.16.1.2
D. RouterB ¢onfig-if) #lp helper-address 172.31.1.1
Answer: C (A —vyt—T %K)

ATEIE: 49

BFDZERAY AR R TIMN?

A LAVY—1BLEUV LAV 20RBRBIZHT 1 REDESHRELAHY £7,
B.LA4¥Y—2TO—Ah)I) VIBEEZREL IL—To25 70 FaLEEHLET,
C.LAN¥—1ELUVU LA VY—3DMEIZHT 21K BEOESHRENHY ET,

D. LA¥—1TA—ALY VIBEERHL L—T1 I T—TIVEEHLET,
Answer: A (A —vyt—T%EY)

R #TfERE: 50

BRESBLTKESVW, IV =FIE HQRIZTSARUTIHIL M TF—roz A ELTHEAL
T.BRANCHIL—4 —M5HQR Y FT—HADTO—F 4 U EBMIL— FEEEIZHEELE LT, g0/ 0
MHQ RITHA VT BE TSUFRY FT—5(EHQR Y FT—4192.168.20.0/24I2EETE 1 i
UET,  EOEREY FARIEZHERLETH?

A. BRANCH ¢onfig) #psla1

BRANCH ¢onfig-ip-sta) #cmp-echo 192.168.100.1

B. HQ_R3 ¢onfig) #pslaL AR>S —

HQ_R3 €onfig) #p sla responseer icmp-echo 172.16.35.1

C. BRANCH c¢onfig) #p sla 1

BRANCH ¢onfig-ip-sla) #cmp-echo 192.168.100.2

D. HQ R3 ¢onfig) #HpslaL AR5 —

HQ R3 ¢onfig) #HpslalL XK & —Icmp-echo172.16.35.5

Answer: A (A —vyt—T%EY)

Ex#TERE: 51
BRZZHRLTSESL,
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router ospf 1

redistribute eigrp 1 subnets route-map EIGRP->OSPF

|

router eigrp 1

network 10.0.106.0 0.0.0.255

|

route-map EIGRP->OSPF permit 10

match ip address WAN_PREFIXES

route-map EIGRP->OSPF permit 20

match ip address LOCAL PREFIXES

route-map EIGRP->OSPF permit 30

mi&tch ip addresSWVPN PREFIXES

!

ip prefix-list LOCAL_PREFIXES seq 5 permit 172.16.0.0/12 le 24
Ip prefix-list VPN_PREFIXES seq 5 permit 192.168.0.0/16 le 24

Ip prefix-list WAN_PREFIXES seq 5 permit 10.0.0.0/8 le 24
!

Ty bI—0EBEIL T RXTOWANSRY FT—2I2EEST 5K SICASBRTHEMZEALLF LA,
KBLELE BEZHRRIESTIaVIEENTT N,

A TLI74YvDR)JRA IV R EFHET BIZIE, IL— by FI2F—7T— Fprefix-listh b ETY
B.EIGRPINo T L 74 v I REBEMY HI5E OSPFTOERICEA M) v INBETT,
C.\RFB3DDTLITA4VIAYARDWTNAMNZFEET BIZIE, JL— b7 v TEIGRP-> OSPF(Z
10.0.106.024T > F Y BNRBHETT,

D.EIGRPIF, %Y FT—VRAT— A FEERATEHHRHYIZ,10.0.106.0/ 24)L— ~ ZBEHT 2 LE
AHYFEY

Answer: A (A —yt—TU%#ET)

In order to use a prefix-list in a route-map, we must use the keyword "prefix-list" in the "match"
statement. . For example:

match ip address prefix-list WAN_PREFIXES

Without this keyword, the router will try to find an access-list with the same name instead.

Ex#THRE: 52
BRzSHRLTIESD,
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R1(config) # do show running-config | section line|jusername

username cisco secret 5 $13yb/o$L3G5cXODxpYMSJI70PzEyo0
line con 0

logging synchronous
line vty 0 4

login local

transport input telnet
R1(config) # logglhg console 7
R1(config) # do debug aaa authéntication
R1(config) #

VY= LIZEHKELTOWSEERFEIZE VE— 1Y —HBOJTA U LEEEITTNAYITAvE—DN
RREINFEFAUVE—FATAVIZHLTTNY T Ay E—ORRREINDESICTBIZIE EDT Y
YavEERALEIN?

A. transport input ssh configuratona <> FZAHALET,

B. terminal monitor execa <> F#AHDLFET,

C. logging console debug configurationa <> FZ#AALET,

D. aaa new-modelf¥f v FE#AALET,

Answer: C (A —vyt—T %K)

The -logging console is a default and hidden command.

Ex#TfElRE: 53
R1&£R2(FeBGPR A /N—& L THB S R1IEAS100I2H Y  R2[FAS200I12HY FT, R2AIEChod
Y bT—=UFZRUZT FNEAXLTVET,

i

RIDA Ry FI—YEEBEIE TR IMN23EKED172-16.00 /16 A v —F2y FT—IDFTAATDY T
FYMDEEZTOVITHIEIZKY AVUN—DzVRERETILHELHYFET RIDARI %
ETTHEEDEY FIENTIT D,
A. ip prefix-list PL-1 deny 172.16.0.0/16 le 23
ip prefix-list PL-1 permit 0.0.0.0/0 le 32
1
JL—% —bgp100
4 /3—192.168.100.2!') E— r-200& L T
4 73—192.168.100.27F L7 4 v X1) X kPL-1in
B. 7Vt X1) X ;1(£172.16.0.00.0.254.255% B L £
TOER)XAMIIEEZHFALET
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1

JL—%3 —bgp100

4 7/3—192.168.100.2') E— +-200& L T

4 /3—192.168.100.28F 1) R 1

C. ip prefix-list PL-1 deny 172.16.0.0/16

ip prefix-list PL-1 permit 0.0.0.0/0

1

JL—%& —bgp100

4 7/3—192.168.100.2') E— +-200& L T

4 73—192.168.100.27 L7 4 v A1) A FPL-1in
D. ip prefix-list PL-1 deny 172.16.0.0/16 ge 23

ip prefix-list PL-1 permit 0.0.0.0/0 le 32

1

JL—% —bgp100

4 /3—192.168.100.2') E— +-200& L T

4 73—192.168.100.27 L7 4 v A1) X kPL-1in
Answer: A (A —vt—T %KY

Ex#TEIRE: 54
BrRzSHELTIESD,

190.1.1.9/24

aAsBRl ASBR2

10.10.10.0/24
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EBEL T VFY—IY FOEERREDEOIZRY FT—0 TNA R LE LN ASBRIEZHE
EDEEHBIL— FTRHBY FEA, CORBBEEZRRT HBHOEY FEEATIMN?
A)




i > m’id ebgp-multihop
A +7L 3B

B.+73>C

C.Ax7La A

D. A7 3>D

Answer: C (A —vt—T %KY

Ex#TfERE: 55

PEIL—%(EIpvd T L T 4 v 9 A#MPLSVPNIN T IZZE# LFET M ?
A.B4E Y bIL— FEBRIFEMAEDHDETVPN-IPVATL 74 v I R

B. IP&PE®@router-id&#i&#E&HE-48Ew FIL—
C.ASN_PEIL—4ZID . B8LUIPTL 74 v I REHAEDOELTL I v IR
D.PEtvL 3> ECERY Y 3 UENDeBGP/ N X DRE:ES I+

Answer: A (A —yt—T#ET)

The IP prefix is a member of the IPv4 address family. After the PE device learns the IP prefix, the PE converts it into a VPN-IPv4 prefix by combining it with an 8-byte
route distinguisher (RD). The generated prefix is a member of the VPN-1Pv4 address family. It uniquely identifies the customer address, even if the customer site is
using globally nonunique (unregistered private) IP addresses. The route distinguisher used to generate the VPN-IPv4 prefix is specified by a configuration command
associated with the virtual routing and forwarding (VRF) instance on the PE device.

B #fEE: 56
BRESRLTIES L,

R1

set tag 30

set tag 20

set tag 10

ip prefix-list ccnpl seq 5 permit 10.1.48.0/24 le 24
ip prefix-list ccnpz seq 5 permit 10.1.80.0/24 le 32
ip prefix-list ccnp3 seq 5 permit 10.1.64.0/24 le 24

route-map ospf-to-eigrp permit 10
match ip address prefix-list ccnpl

route-map ospf-to-eigrp permit 20
match ip address prefix-list ccnp2

route-map ospf-to-eigrp permit 30
match ip address prefix-list ccnp3
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IO TFHIL—1E101.80.65/32I1230D 2 T EHRELI=N2E=DTTHA KKLEL- MBIXED K
JITBESNFETMN?

A TJLT749v DR R bcenp3%ZEE LT, 10.1.64.0/20 ge32%EBMLET,

B. route-map ospf-to-eigrp permit 10 % & L _ prefix-listccnp2 & —H IS F 9,

C. route-map ospf-to-eigrp permit 30% Z & L _ prefix-listccnp2& —HEHF T,

D. L4 v YRR heenp3%ZEE LT _10.1.64.0/20 [e24%BMLET,

Answer: B (A —vyt—T%EY)

R#TfERE: 57
BreEsBLTESVD, OV EILREZ2—T—IDIL—F—F>hThBIL—FEZELTLE
TR MHEICEZELTWEREA, EOBBTHENMERLETN?

A. 123 —7 x—XTunnell

no ip split-horizon eigrp 111

B.4123—Jx—X 23RV

Ip next-hop-self elgrp 111

C. M4 >3 —27 x—XTunnell

k> FIJLE— Flpseclpv4

D. 4 >3 —7 = —XTunnel1

b ILR#Eipsec 70 7 7 1 JLIPSec-PROFILE

Answer: A (A —vyt—T %K)

In this topology, Chicago router (Hub) will receive advertisements from Los Angeles (Spoke1) router on
its tunnel interface. The problem here is that it also has a connection with New York (Spoke2) on that
same tunnel interface. If we don't disable EIGRP split-horizon, then the Hub will not relay routes from
Spoke1 to Spoke2 and the other way around. That is because it received those routes on interface
Tunnel1 and therefore it cannot advertise back out that same interface (splithorizon rule). Therefore we
must disable split-horizon on the Hub router to make sure the Spokes know about each other.

Ex Tt RE: 58
BRZzZRLTIESY,
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RUKIPSLAZERA L THEBRIN RODBFRICHIV—/N\—OaAMEHRELEIHS KBLETEL:,
EDEBTHENRRLETMN?

A. R6 ¢onfig) #HpslaL AR —

B. R6 €onfig) #p access-list extended DDOS

R6 ¢onfg ext-nac) #5 permiticmp host 10.10.10.1 host 10.66.66.66

C. R6 ¢onfig) #p access-list extended DDOS

R6 ¢onfig ext-nac) #b6 permit icmp host 10.66 66.66 host 10.10.10.1

D. R6 €onfig) #p sla responseer udp-echo ip address 10.10.10.1 port 5000

Answer: B (A —vt—C %% )

FTREIE: 59
BRzZRLTIESY,
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config t

flow record v4 11

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

collect counter bytes long

collect counter packets long

|

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90
exit

.l

flow monitor FLOW-MONITOR-1
record v4_r1
exit

I

ip cef

|

interface Ethernet0/0.1
ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input

|

I) £— FNetFlowH—/A—HNetFlowT—2 #Z{ETEHL\DIEHEETI M ?
A 7J0—IHVRKR—F—DREICEETEEFEA,

B. 70—IVRAR—F—[FBRESNTOEIN FHSATOELEA,

C. 7O0—EZ4—hHEEIAVE—T A RICTERASNTWLET,

D. 7A—E=4—HMEEF-ARIZERINTWNVET,

Answer: B (A —vyt—T#ET)

Ex#HE: 60

MPLSY 59 K&EDPIL—2—Da > bO— LT L—UTHEET 320070 FaILIEENTTH, 2
DEFEIRLTLEELY

A.LSP

B. ECMP

C. HRHER
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D. BER%
E. MPLS OAM

Answer:C.D (A —vt—T%EY)

E#TfEIRE: 61
BRZzZRLTIESY,

ip access-list éxtended FILTER - 3

deny tcp 192.168.10.0 0.0.0.255 192.168.100.0 0.0.0.255 eq 22
deny tcp 192.168/10.0 0.0,0.255 192,168.100.0 0.0.0.255 eq 23 |
deny tcp 192.168.10:0 0.0.0.255 192.168.100.0.0.0.0.255 eq 80
deny tcp 192.168.10.0 0.0.0.255192.168.100.0 0.0.0.255 eq 443
permit tcp host 192.168.10.10 host 192/168.100.10 eq ssh

permit ip any any
!

interface Gigabitttheret0/1
ip address 192.168.10.1 255.255.255.0

llP access-group FILTER in

ACLIZ IL—B DA VNIV RXHEY bONMA U3 —T A RIZBRBEShFET /KX +
JO0—MEFR SN TLNTH  192.168.10.10(FX7R R +192.168.100.10I_SSHIEHR TEEFHA, —DIL—
R—~DINT I ERERANT ICHEEZBRRT STV avidEnTIH,
AAVE—TJz—ANb—FMICACLZHIBRL T, 28 —H 18T 2N E SN EHERLEFT

B. show access-list FILTERaAY > FZET LT SSHI Y MY IZE Yy MREABELERITONATNDENE
INEHERLET

C.SSHI VU ) ZACLDLEIZHRELET

D. —BFH9IZpermit ip any anyfTZACLDEEEIZEREIL T, 7B —0Haed 2N ES M EHERLET
Answer: (&% %K D)

A%h%: 300-410J [EIREE (X GoShiken.com AR SN F=E4& LT LY 300-410J SERMREIELE !
GoShiken.com M & HTD 300-410J FHERFEIRER #12H# L TLVET, GoShiken.com 300-410J FXERfEI =R
IR T RBRENEETISENVET, EFTD GoShiken.com 300-410J fIEEZ2 45w FT B AKX H
5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFF S ZESE A & IE R+ &

T 30%wiF3IEI513— F: Freepdfdumps)

BT 8 62
BRZzZRLTIESY,
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Console

Iln
@ gglrrg svnchrunnus
line aux 0

line vty 0 4
passw&’d ciscol@123

bo bt

IV TFIE . RAEDEE LX) T 4R O—IZEDNT TRTOLRE!) E— FCiscoT /N1 AD O
Y= IR—bADT7 I ERETOVITEIBRENHYEFIN X2 T4 F—LOBKRKITOY
Y=L R—FrZENLTERTEET . IV —ILR— O EDEBTRIBIRRLETMN?

A BFEBAR L

B. k5 > X7R— k A Atelnet

C. exec 0.0

D.OS A4 2 ENRRT—FK

Answer: (& %X D)

BR#HEE: 63
BRESHBLTIES L,

_10g220@ B 10.3.3.30/24
= =]
Wi
10.1.1.10:24 rp i
1 GO/
IE' 12.12.12.0/24
- R1

2
v &
¥

%y

34 34 34 0724

10.4.4.40/24

EIGRP 100 g
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W—T4 2570 ba)LEITEEANEMIZLEY PC2 PC3, 8L UPCANPCIZEIZETEHL, BEE
fRIRT H2DDERZEKFATET M ? 2DFERLTLIEZELY,)

A.R2ORIPIZHEHRT H L FICRIPL—FE T 4 )L2—LTRIPIZEY

B. R2DRIPIZHEHT 5 & EFIT,  OSPFIL— F%RIP FROMEIGRPIZZ 4 L2 —L %9,

C. R2ZDEIGRPIZEEHMT S L EFIZ RIPIL—FEBRCIRTOIL—FETALEY VT LET,

D. R2TCOSPFIZEEHT 5L FIZ RIPEXUVOSPFIL— %7 4 JLA—L CEIGRPMS50SPFIZREL &
+

E. R3TOSPFIZHBEEHT DL EFIC _EIGRPIL—FZERCITRTDIL—FET4ILRUITLET,
Answer: A,C (A —vt—T %K)

Even PC2 cannot reach PC1 so there is something wrong with RIP redistribution in R2. Because RIP
has higher Administrative Distance (AD) value than OSPF and EIGRP so it will be looped when doing
mutual redistribution.

RFTEIRE: 64

MPLSVPNO EDAVHR—FR Y FEFERALTIP7Z FLRZHERT HE T ZTIEENAEDVPNIZ
BLTWAhZHANTEFIMN?

A. VPNv4 address family

B. RD

C.RT

D. LDP

Answer: B (A —vt—U%E&Y)

« Specify the correct route distinguisher used for that VPN. This is used to extend the IP address so that you can identify which VPN it belongs to.

Ex#TfERE: 65

BRESRLTIESL,

R2) show ip ospf neighbor

Neighbor ID Pri State Dead Time Mdress Interface
192.166.99.2 1 EXCHANGE/ - 00:00:36 492 16699 .1 Serial0/1
router-6#

R3# show ip ospf neighbor
Neighbor 1ID Pri State Dead Time Address Interface
192.,168.99.1 1 EXSTART/ - 00:00:33 192.168.99.2 Serial0/1


https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html
https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html

192.168.9901/30 192.168.99.2/30

S0_ &~ » S0/1 @

G0/0
10.1.11.1/30

10.1.11.2/30
G0/0

R2ER3DBIDOSPF A A /A—B{&(IE . EXCHANGE / EXSTARTHREETR A v/ LTWA T EERLTWL
T, RAN—IFR1ER2OBICHEIL SNET 2y FT—I TP FIEIR2MHRIIZ, FEZDHIC
PINGERITTEFEFTMN, FAN—[EFELEF IV LTVWET BEEBRT BT aVIEENTIN?
ABADIL—FAEF—TIAREZEBE Dryy bEO LThLYYY IO LAWY,

B.41 23— 7144 XATOSPFEZAMICLET, CNITHETT,
C.HADI—F—A 2B —T A ATMTUZ—HBSEEHN MTUZERLET,

D.ISPRyY hT—UDLAY—2/LAVY—3DEHREDHEEZETLET,

Answer: (& Z KT D)

Ex#TEIRE: 66
BRZZRLTSESY,
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RR4# show running-config
]
interface Ethernet(/1
no ip address
ipve address 2001:DB8:1:12::2/64
ipve traffic-filter ACL in
|
ipvé access-list ACL
sequence 10 permit tcp any any eqg 22
sequence 20 permit tcp any eq 22 any
sequence 30 permit tcp any any eq bgp
sequence 40 permit tcp any eg bgp @any
sequence 50 permit udp any any eg ntp
sequence 60 permit udp_any eg ntp any
sequence 70 permit udp any any eq snmp
sequence 80 deny ipvé any any log

RR%# show ipvé cef ::/0
:2/0
nexthop 2001§DBS8:1:12:81 Ethernet0/1

*Feb 23 00:23:97.211: %IPVS_RCL-E—HCCESELOGDP: list ACL/80
denied icmpvém280lesDB8ml :d@::1 -> FF02::1:FF00:2 (135/0), 7321
packets

X1 TAEEDOR BEBEIIIL—F)ILIAICACLEEELELEZ. XY FT—VHADEDIL—
A—MHHRRIZCEETELGCLGY FE L, MEEZRRT 520077 aviEEnTTM? 20FERL
TLEEELY,)

A TIHILEF— b9/ TNDTOFSHEZAEMICLET,

B. 774N ML= DRIRARRYTETIAIL T — DA D)o B—AILT RLRIZERLE
v,

C.ACLTICMPVGIEBHER bS5 74 v U A LET,

D. Ethernet0 /14 B3 —J A RXRTH 2 B—hILT7 FLRZHRELET,

E.ACLT> ~YJB0ZHIBRLZET,

Answer: (&% &RTT 5)

ExFERE: 67

HEIEHRIEFA 22—y PLEICHDXEERART S ETEEZLALTCVET Ry =0TV
Z7IE. TS UFIL—2 TDMVPNEREL T NITIL—FZHEH L NHRPARKR—I IL—E2 ETILTF

XX INHRPY Y EV T ICBEFMNICEREICEMTESLSICTEIBHENHYET NTIL—FTID

EHrm-dBREENnTI N,
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A)

interface TunnelO '6\

ip address 10.0 00%56.256.265,0
tion KEY1

mode gre nmba

e

s 10.0.0.1 255.255.255.0

ip nhrp authentication KEY1
nhrp map multicast dynamic

ip

ip network-id 10

hmmﬂ- gre multipoint
D)

'Tp aodress 1050

P a0ares: .0.1 2565.255.255.0
ip nhrp authentication KEY1
ip nhrp map muiticast 224.0.0.0
ip nhrp network-id 10

Ll.f"l' ot mmﬂ" ‘m

A AT 3>D

B.#7 3 A

C.+xr7v 3B

D.#7>3a>C

Answer: D (A —yt—C %%

E#HfEE: 68
BRRESRLTIESL,
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R1 #show ip bgp summary
BGP router identifier 192.168.1.1, local AS number 65000

<output omitted>
Neighbor V AS MsgRcvd MsgSent Tbiver InQ OutQ Up/Down State/PfxRcd
192.168.2.2 4 65000 28 28 22 0 0 00:21:31 0

R1#show ip bgp

BGP table version is 22, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, | — internal,
r RIB-failure, s stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, C RIB-compressed,

Ongin codes: i - IGP, e — EGP, 7 — incomplete

RPKI validation codes: V valid, | invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 172.16.25.0/24 209.165.200.225 0 32768 ?
R1#

R2 #show ip bgp summary

BGP router identifier 192.168.2.2, local AS number 65000

<output omitted>

Neighbor V AS MsgRcvd MsgSent Thiver InQ OutQ, Up/Down State/PfxRcd

192.1681.1 4 65000 29 28 3 0 g0 002207 1
192.168.3.3 4 65000 7 &ff 3 0 0 000255 0
R2#show ip bgp

BGP table version is 3, local router 1D 18 192.168.2.2

Status codes: s suppréssed, d damped, h history, * valid, > best, i — internal,
r RIE-failure, s stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, C RIB-compressed,

Origin codes: i — IGP, e - EGP, ? — incomplete

RPKI validation codes: V valid, | invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
" 172.16.25.0/24 209.165.200.225 0 100 0 ?
R2#

R3 #show ip bgp summary

BGP router identifier 192.168.3.3, local AS number 65000

BGP table version is 4, main routing table version 4

Neighbor V AS MsgRcvd MsgSent Tbiver InQ OutQ Up/Down State/PfxRcd
192.168.22 4 65000 8 7 4 0 0 00:03:08 0
R3#

R2IZIL—F) LI A2 THY RIBELURIIIIL—F)ILIRZISATURTT IL—FJTLIARIF
LW—brEZELFET

R1MSM172.16.25.024 T M _R3IIZTF KNF A4 X LEHA, IL— DT KN4 4 RSN WNEHIL
TIM?
AIL—R)ILIEZ—DEY 7Y TTE, TLIa VI RIEIVSATURMETT ENFALA X ENFE
A,

B.IL—FrYILYEA—DtY b7y TI2IE N—F—RIZKEEHIBGPA Y L 2 ABETT,



C.IL—rYILIBDEY CTYTTIE VTRITINTLIA VI RADHBMUDY 54T T KN
AL RXREINFET,

D.R2IZIFFR I R bRy TADIL— DW= R2FIMDISA T U MIT LI A v I RET KN4
1 XALEEA,

Answer: D (A —vt—T %KY

Ex#THRE: 69
BRRZEZHRLTIES),

-~
#aall dhcp server

LI

dhcp relaysagent” ¢

f L2 Access Switch

GO/1

——
dhcp-client

7y D=0 EBEIL, RITDHCPEEH /Ny FEHERTEET, LML R2IEDHCPERIZEE L TLY
FthA, RIBIEDA V2 —T 14 RlE DHCPAL/IS—TF KLRTHESNET . PCAR2DFa0 /14
VA=D1 —RIZEHEEHRINTLSIESE DHCPY—/A—([XDHCP 7—ILA LPCIZIP7 FKLRELT
BYETET, COMBEEMRT 5200272 RIFENRTTMN? 20ERLTLLEZEL,)
A.R2T®Dipdhcp!) L—I&iRtrust-alla < > K

B. R1®ipdhcp ) L—i&RAIEaI <Y K

C. R1 T®Mservicedhcp-relaya < > K

D. R2T®Mip dhcp option82a<7 > K

E. R1TMservicedhcpa < > K

Answer: (&% %K D)

xR 70
BTRESRLTIESL,


https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html
https://www.jpnpdf.com/Cisco.300-410J.v2022-07-10.q99-mondaishu.html

ip sla 10
tcp connect 10.1.1.1 80
ip sla schedule 10 life 30 start time now

o e OSPF
2/24 9194
1011030024 [ A X

"4, : ~
__;;ﬁ;24 Metric 1 _2;2M_y

10.11.11.0/24

A—H—[F IP7 FLX10.1.1.1ELDIESLATRR fWebH—/\—AEBEFIICHTTPE Y 3 V2T AN
ENEIDNETARTBHICIPSLATO—TJ#HELELI, TO—TAMELTLET, TO—TH
BT 3012, %2y hI—9BBEEIEDT IV aVEHBETILELAHDYETITM?

A. /R X FDicmp-echoa~v > KZEMLET,

B. HIfHESA TS a3 > FtepEfEICEBMLET,

C.ipslaschedulea < > FEBRITL T,

D.ipslaRX 7 a— )LDEEFKAICERELET,



Answer: B (A —vyt—T%#EY)

AT 71

IPv6 NDi&EDHREE (X ?

A LAXN—"BRAN—T—TILDRAT—FLRAEBEERT FLADNA VT4 VT E#ZEF LTRELE
g—

B. LAY2RAN—T—TILDAT—FIILEEFERT RLADNA VT4 T #FBLTRELE
ER

C.LAN2RAN—T—TILDAT—FLRABHERT FLADNA VT4 VT E2FBLTRELE
?—

D. LA Y—"B3RAN—T—TIDAT—FIILEEFERT RLADNAI VT4 T #FBLTRELE
KR

Answer: C (A —vt—T%#EY)

BT 72
BTRESRLTIESL,

Global RADIUS shared secret:®****
retransmission count:5
timeout value:10
following RADIUS servers are confi gured
myradius.cisco.users.com: _ ¢\
available for authentication on port:1814
available for aoeounting on port:1813
10.1.1. % |
availablélfor authenncanon on port:1814
»available for accounting on port:1813
RAPIUS shared secret:******
10.2.2'3:
available for authentication on port:1814
available for accounting on port:1813
RADIUS shared secret:******

AAAH—/IN—10111NET IA IV FDRIAES LV T H O T 4 VI ERETEBRINTWEIN R4y F
Id:ﬂ‘ N—LBETEFLA, COTILAVERRTHITIaVIEENTTH,
A BEER— b E—H
B.7hO T4 9R—bFE—H
C.AA L7 MEZBELFET,
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D.XFL—V Ly EEBELFET,

Answer: A (A —yt—T%#ET)

Command Default

Accounting port: 1813

Authentication port: 1812

Accounting: enabled

Authentication: enabled

Retransmission count: 1

Idle-time: O

Server monitoring: disabled

Timeout: 5 seconds

Test username: test

Test password: test

Reference:
https://www.cisco.com/c/m/en_us/techdoc/dc/reference/cli/n5k/commands/radius-server-host.html By
default, RADIUS uses UDP port 1812 for authentication and port 1813 for accounting. In the exhibit
above we see port 1814 is being used for authentication to AAA server at 10.1.1.1 which is not the
default port so we must adjust the authentication port to the default value 1812.

BT 73
BRZZHRLTSES,

PC~1
2018:dbl:a:b::1/64

2018:dbl:a:c::55/64

qé% Edge Switch

Gigo/fo
2018:dbl:a:b;:55/

Internet

Gateway Router

Gateway-Router# show ipv6 access-list
IPv6é access liat Default Access
permit tcp host 2018:DB1:A:B::1 host 2018:DB1:A:C::1 eq www sequence 10
deny tcp any host 2018:DBl:A:C::1 eq telnet sequence 20

PC-2 permit tcp host 2018:DBl1:A:B::2 host 2018:DBl:A:C::1 eq telnet sequence 30
2018:dbl:a:b::2/64 permit ipv6 2018:DBl:A:B::/64 any sequence 40

PC-2IE2 — X F LY —N—~DTelnetiZiDMHELICKBMLELI-EDBANHEEZRRLETMN?
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Gateway-Router(config #ipve access-list Default_Access
Gateway-Router(config-ipvé-acl#sequence 15 permit tcp host 2018:DB1:A:8::2 host 2018:DB1:A:C::1 eq telnet

Gateway-Router(config)#ipvé access-list Default_Access
Gateway-Router(config-ipvB-acl#permit tcp host 2018:D81:A:B1:2 Host 2018:DB1:A:C::1 eq telnet

Gateway-Router(config #ipve access-list DefaultpAccess
Gateway-Router{config-ipv6-acl}¥no sequence 20
Gateway-Router(Config-ipvE-aclj#sequence 3 permit tcp host 2018:DB1:A:B::2 host 2018:DB1:A:C::1 eq telnet

i= Gateway-Routgr(config Bipvé actess-list Default_Access
Gateway-Router{configapve-acl #sequence 25 permit tcp host 2018:0B1:A:B::2 host 2018:DB1:A:C::1 eq telnet

A F+Tar A

B.#73uB

C.#7i3>C

D.A#73>D

Answer: A (A —vyt—T%EY)

In fact in this question both answer A and answer C are correct but we believe answer A is the better
choice as it only allows PC-2 to telnet to terminal server. All other hosts are refused to telnet to terminal
server via sequence 20.

HTEIE: 74
BRZzSHRBL TS,
ipvé access-list INTERNET _

permit ipvé 2001:DBB:ADS9:BA21::/64 2004 TDBS:COABBR14::/64

permit tcp 2001:DB8:ADS9:BA21::/M4Q2Q01:DB8:COAB:BA13::/64 eq telnet
permit tcp 2001:DB8:ADSS:BA21.:¥6® any eq http

permit ipvé 2001:DB8:ADS59:./48Jany

deny ipvé any any log \ Y

IPV67 7 2R R FEBEBRLTVSEZFIZ TP ZFIEACLICEY b FRELB NS T4 v I A
VA= IAREBEBLTVWACLICRMHEFTT  BELEZHRRT BICIE, EDIT U FERET HAREN
HYFEFIH,

A. ip access-group INTERNET in

B. ipv6 access-class INTERNET in

C. ipv6 traffic-filter INTERNET in

D.7U0ERVSADAVE—F%Y

Answer: C (A —vt—T %KY

ExHTfERE: 75
BRESRLTIESL,
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Area 250

(-5)

H (-4) n“ﬂlﬂl

ABR Configurations
R4
router ospf 1 router ospf 1

router-id 0.0.0.22 router-id 0.0.&.44
area 234 virtual-link 10.34 34 4

network 100.0.0 0.0.0.255 area 0

network 10.2.2.0 00.0.255 area 0

network 1022 22 0 0.0.0.255 area 234

network 10.23.23.0 0.0.0.255 area

R2 >ship

Virtual Link _VLO to router 10.34.34.4 is domt
Run as demand circuit I S c o
DoNotAge LSA allowed.
Transit area 234
Topology-MTID Cost Disabled Shutdown  Topology Name
0 65535 no no Base

Transmit Delay is 1 sec, State DOWN,

2y RI—OEBEE 20DV YEEESN-RY D=V EZEGETEHEL SRy NIV ZHERL T
T250ICEETELGLKLGEHARBI) VIV EZRVTIRTOERMNEILINTVEY, COMEEZMHERT 52
DOERITENTTMI? 2D:BRLTLIESLY,)

A.R2

router ospf 1

IY)F7ITYTHL234xAE1) > 4910.34.34.4



T!') 70k >20.0.0.44

B. R4

router ospf 1

IYF7IT) T L234RE"1) >£910.23.23.2
T') 70k >20.0.0.22

C.R4

router ospf 1

T TR L234R%E") > 910.23.23.2
T!')7234{R#E') >£0.0.0.22

D. R2

router ospf 1

T 7% L234REA 2 710.34.34.4
T!')7234{x%E') >£0.0.0.44

E. R2

router ospf 1

router-id 10.23.23.2

Answer: (f2& % &R d B)

RFTEIRE: 76

LDPEy L a vOERKICERASNS S URR—FETO FILIFENTT,,

A. UDP

B. SCTP

C.TCP

D. RDP

Answer: C (A —vt—T#EY)

LDP multicasts hello messages to a well-known UDP port (646) in order to discover neighbors. Once the
discovery is accomplished, a TCP connection (port 646) is established and the LDP session begins. LDP
keepalives ensure the health of the session. Thanks to the LDP session, LDP messages create the label
mappings required for a FEC. Withdraw messages are used when FECs need to be torn down.

A%h%: 300-410J [EIFELE (X GoShiken.com AR SN F=E+#& LT LY 300-410J SHERMREIELE !
GoShiken.com A Ex#7 ) 300-410J FAERMEIFEE et L TLVE I, GoShiken.com 300-410J FAE& 7R
FRET BENEETIIVVET, &HFD GoShiken.com 300-410J FAEE %S Y T B AIFIH
5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFF BB A & IEfi# =

T 30%wiAIEI5[a— F: Freepdfdumps)

ExHfERE: 77
BRESBLTCIEED, VE— F—/\—DNetFlowT—2 DRZEICKB L TWETHEZBRT 57
DoaviEENTIN?
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A. 70— F5VRR— kT2 Rtransport udp 20554 ZHE LT, 7A—E=42—7A 77/ ILDTIZFH
BLET,

B. 12— L—XaT 2 FZlp7A—FE=42—FLOW-MONITOR-1ANIZEELFT,
C.7O0—IVARKR—F2TOT7A4ILDTDuUdpR— bZIp k5 U RAR— budpd739IZEELET,

D. 7B—La—FaATYYFLI—RV4 MEZEELTC JA—IHVRR—E2—TAT 71 IILDTIZHEE
LFET,

Answer: B (A —vt—T %KY

From the exhibit we see there are two flow monitors: the first one "FLOW-MONITOR-1" has been
configured correctly but the second one "v4_r1" was left empty andinterface E0/0.1 is using it. So the
remote server does not receive any NetFlow data.

ExFTERE: 78

Ty D=0 EBEF abA—LTL—2RYDUTRAICRIZRELT, HiETelnethk 5714 v oM
100kbpsIZR o andE3I1ZLFELE, 2ORY O—I(F 10.1.1.1/328 K U172.16.1.1/32h 5 7F
BTH5rI 749 7ICITBERALEVWTKESN, BEEFIINEFRBRLEL: .

'

:class-map CoPP-TELNET
match access-group 101
1

policy-map PM-CoPP
class CoPP-TELNET
police 100000 zonform transmit exceed drop
L]

Eontroi -plane
service-policy input PM-CoPP

Ty IV BEEE LFELVVERZMELTVERA, COMBEZHERT HEBHOEY MIENTT
m?

A.avrto—LIFL—y

H—ERRY —AN% LPM-CoPP

H—E XK L—AHPM-CoPP

B.77tX') X Kz L101

access-list 101 deny tcp host 10.1.1.1 any eq 23

access-list 101 deny tcp host 172.16.1.1 any eq 23
access-list 101 permit ip any any

C.7U0+EAR) X KEL101

access-list 101 deny tcp host 10.1.1.1 any eq 23
access-list 101 deny tcp host 172.16.1.1 any eq 23
access-list 101 permit ip any any

1

A3 —Tx4RXEO0/O

#—E ZKR 1Y &—AHPM-CoPP
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D.avha—LTL—>
H—EXKRY O—AH7% LPM-CoPP
1

A3 —T A RA—H %y +0/0
H#—EXRY L—ASIPM-CoPP
Answer: B (A —yt—T #7%7)

BT ERE: 79
BRZZHRLTSESY,

R1#show ip interface GigabitEthernet0/0 | include drops
0 verification drops

B

0 suppressedverification drops

R1#show ip interface GigavitEthernet0/1 | include drops g
5 verification drops; : iy
0 suppressedveriillftion -drops-

R1[ZuRPF TR N THE Y RI1I~Dpingld, GigatxtEthernetd0 / 04 2 —2J 4 X% L TR1L—
TAVTT—TIIZFEET DIV —AMLRBRLTWET BEZMRTEIT7IavEEnTIMN?
A. 1 >3 —7J = 1 XGigabrtEthernet0 / 0N F7 VR X F#HIBRLET

B. URPFE— K #stricth SlooselZZEE L ET

C. Cisco Express ForwardingZH#MICL T URPFNIE LK #EEL TWA Z L2 HEZELET
D.R1IDY—AAD 7 O—TF 4 V5 §MIL— b £GigabitEthernet0 / 14 2 —J =4 RITEMLFET
Answer: B (A —vt—C #7%9)

HTMEIRE: 80
IPV6 77 —RX bRy TEF2 T4 TNA RADEENZEQAI SEROXET DERBAICKSVITURE
oy LET,
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" Receives router advertisements from valid
ost i s ’
routers, and no router solicitation are received.
Receives router solicitation and sends router
router _
advertisements.
: Receives valid and rogue router
monitor ' I
advertisements and all router solicitation.
itk Received router advertisements are trusted
and are flooded to synchronize states.
Answer:
host router
router W host
monitor | switch
switch monitor
Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-
x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-
OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-
OS_Security_Configuration_Guide_7x_chapter_011011.pdf

R#TiERE: 81

DRATLHBYR—FTELINEINZEFHIT DGHE . FIEH/ Ny FHEIE LT & EICBFDHIE/ 7 v k
NZETLHDIVELGHR/IMEFREREENA S G VTT D,

A. LETTRINTXERR

B. VILFZERET S

C. WE T ix/PRXFH R

D. »EHE/NT a—RXEE

Answer: (fAZ % FRRd D)

Desired Min TX Interval: This is the minimum interval, in microseconds, that the local system would like
to use when transmitting BFD Control packets, less any jitterapplied. The value zero is reserved.
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Required Min Echo RX Interval: This is the minimum interval, in microseconds, between received BFD
Echo packets that this system is capable of supporting, less anyjitter applied by the sender. If this value
is zero, the transmitting system does not support the receipt of BFD Echo packets.

Ex#TERE: 82
BRzSHRLTIESD,

\ LISCOo LN R POLICY FROVISION AMMURARER FLATIORU

Dashboards ~

| ~ \ AP " AP0081.C424.3CE2" went down.

Pruwty -

Description AUp Down Charn

Cisco DNA Center Assurance DashboardWAPRA T—R XX 7O ECARA Y FA 23— x4 XG1/
01405 DB GEZEOMEZ R L TCUVET MEMNGEGEOMEZBIRT S-OICEHT—42%4%
BT daATr RldENTIMN?

A. T—TILEZEDOT X MMdrA/ >4 — 7 = 4 XGigabitEthernet1 / 0/14

B. ¥—JJLEZ#tdr4 2 — 7 = — X GigabitEthernet1 / 0/14 &R L T &Ly

C. y¥—7JILghtdr4 > 2 — 7 = — X GigabitEthernet1 / 0/14 % EZE L FT

D. show cable-diagnostics tdr interface GigabitEthernet1 / 0/14

Answer: A (A —vt—U %&9)

E#TfERE: 83

TNA RADOCPUEREZRET BHICIE. EDX T avhRETTMN?
A. COPP

B. i1t

C.ICMPY &ALV k

D. ICMPEETRREA vE—D

Answer: A (A —yt—TU#ET)

S RIE: 84
BRESELTESL,
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Router#sh ip route ospf
<output omitted>
Gateway is last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
o E2 10.0.0.0 [110/20] via 192.168.12.2, 00:00:10, Ethernet0/0
o 192.168.8.0/24 [110/20] via 192.168.12.2, 00:00:50, Ethernet0/0
Router#

Route##show ip-bgp
<output omitted>

Network Next Hop.. "~ Metric LocPrf Weight Path
>* 192.168.1.1/32 0.0.0.0 0 32768
- 192.168.3.0 192.168:12.2 20 32768
>* 192.168.12.0 0.0.0.0 0 32768
Router##fshow running-config | section router bgp
router bgp 65000
bgp log-neighbor-changes
redistribute ospf 1
Router#

IO ZF7MNOSPFZBGPICHEMLELIELTVWEITN, IRXTHOIL— FHABEMEINIDITTED
YEEA, COBBEDERIFRTIAN?

A. TIHILETIE REIL— bENTZ A TIL— FDOHDBCPICHBEMRINET

B.735RX7IWLARY bT—0 DHMNOSPFMNHBGPIZEBEMINET

C.BGPaUN—P U AMEWN O I— FMEIREMIZBGPT—JIIVIZHEELET

D. T 74 J/L kTl AEOSPFIL— FDHHBGPICBEMINET

Answer: D (A —vt—T #5KT)

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-
area routes are redistributed into BGP, by default.

You can redistribute both internal and external (type-1 & type-2) OSPF routes via this command: -
Router(config-router)#redistribute ospf 1 match internal external 1 external 2

Ex#TEIRE: 85
BRESRLTIESL,
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Lo0: 1.1.1.1

1921681 20/24 192.168.13.0/24

Lo(:.2,2.2.2 Lo0: 3.3.3.3

IV F7HARIZEIGRPRA JIL—2 L LTHRELEL:, RZE®R IL—FR3IER2L—TNy I F7 KL
RIZEETEELATLL:,

R2VL—TINY I ERIN—FT 4 T T—TIIZT ENEARXT BT aviEATTH,

A RIZR2IL—TNy I 7 FLRADFEMIIL— L ZFEBML TN EBEMLTRIICT KNFA4 X LET,
B.RIOR2IL—TI\y U7 FLARICEMXIILIL—FZENL, ZNhEBEHALTRIIZT FN24 XL FE
v,

CRHERILIAYIREHBTERID)—I Iy TH#FERAL, ThE#EBHJ A FaY 2 FTR3IZHE
RALEY,

D.BWEBRILIA I RE—HTIRID)—H <y T#FEMAL EIGRPRZ JHEEEHEALET,
Answer: A (A —vt—T %KY

=HTfEIRE: 86

BEEOHDES T4 I DIL—E—%RETDH=HICIL—F—TarvbO—)LTL—2RYI V5%
BRTHGE IV 7IRR BRENZL—T 42570 baDBZEDOTNARTI Sy EVY %FtA
FTHELEEREELEFT AV FA—ALTL—oRII—DEDTIav Xal) T4 BEEERL
HALABRECCOREEHILELETHN?
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A ACLEZEEL—FETRML HAFRBIZOAY FO—LTL—2RY O—Z2 BRI 5E=HITHRAIE
{§9 % conform-action & exceed-actionF X E L £ 3

B.ACLEEEL—FETR ML ADAMEIZOY FA—LTL—URY O—%ERAT 510

[Z . conform-actionZ %45 L _ exceed-actionZz FA Y F3 5K S5ICKRELET
C.ACLEEEL—FETR ML BAAMBIZOY FAO— LT L—URY S—%EAT S8

[Z . conform-actionZ %15 L _ exceed-actionZdroplZE&RE LE T,

D.ACLEEEL—FETA ML AAFARAICOY FA—ILTL—URYO—FBARAT HE-OIZRIIE

11—

{£9 Bconform-action & exceed-actionZ R E L £ 9
Answer: D (A —yt—T#ET)

Ex#TERE: 87
BRZZHRLTSESL,

10.10.10.0/30

Fa0/0 _ 10.10.20.0/30

Fa0/1

JL—AS1IZIP SLARERE Sh, Fa0/ 0AL—AR3 Fa0 /04 V2 —T = R L DEETREME % K o115
BIZFTANML— FEEETERESICHYELE, L— MIL—ER2EBEBT LS ICETENE
Ltz, COMBD FST LY a—T 4 VT ISERENETAYTARY FEERTT B,

A. debug ip flow

B. debug ip sla error

C. debug ip routing

D. debug ip packet

Answer: C (A —yt—C %)

debug ip routing This command enables debugging messages related to the routing table.

Ex 1 RE: 88
BFDZXREZEJ SF|RIIFTI M2
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A.BFDIZ IW—T 42570 balLEETTHIRLELZLICEREAINET
B.BFDIE IWN—T 1 VI T—TJILEHBFTE5-HDLYENT-HEEZIREBELET
C.BFDIXX UM DEEHRHEZRHLET

D.BFDIX, 75 v EVYIL—DEHEEFRIELLET,

Answer: (fAEZ &Y D)

HTERE: 89
AiEZECSBIEES
router ospf 10
router-id 192.168.1.1
log-adjacency-changés
redistribute bgp 1 subnets route-map BGP-TO-OSPF
!
route-map BGP-TO-OSPF deny 10
match ip address 50
route-map BGP-TO~-OSPF permit 20
!
access-list S0 permit 172.10.1.0 0.0.0.255
BGPM 50SPF 7O R10~NDHBEMAICDOVTIELWERBIEENTT D,
A. v FT7—%210.10 10.0/ 24|LOSPFIZCBEHRINFEEA
B. *v k7 —%172.16.1.0/24|LOSPFICBEHR S hFEF A,
C.*2y FT—4172.16.1.024[E7 KEZA FL—F 4 TF4 RE VA1 TEEMINET,
D. %y k7—410.10.10.0/24l& . 7 RKEZRA b L—F 4 TF 4 A2 VR0 TCEEMINTT,
Answer: B (A —vyt—T#ET)

Ex#fERE: 90

MPLSSNILOABZEET DA MIENTI M,

A. 20-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL

B. 32-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL

C. 20-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit

D. 32-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit

Answer: A (A —vyt—T%EY)

The first 20 bits constitute a label, which can have 2220 values. Next comes 3 bit value called Traffic
Class. It was formerly called as experimental (EXP) field. Now it has been renamed to Traffic Class (TC).
This field is used for QoS related functions. Ingress router can classify the packet according to some
criterion and assign a 3 bit value to this filed. If an incoming packet is marked with some IP Precedence
or DSCP value and the ingress router may use such a field to assign an FEC to the packet. Next bit is
Stack bit which is called bottom-of-stack bit. This field is used when more than one label is assigned to a
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packet, as in the case of MPLS VPNs or MPLS TE. Next byte is MPLS TTL field which serves the same
purpose as that of IP TTL byte in the IP header

BT ERE: 91
BrmE B S,

LAN Segments LAN Segments
192.168.1.0/24 192.168.3.0/24
192.168.2.0/24 192.168.4.0/24
|’/';;'\“":{'2] Static Routing (.1) .- /;‘;\\} (1) FIGRP (2) I/& ;
%/ e0/0 e0/0 "™ e/t e0/0 \¥ ™/
10.1.1.0/24 i 10.1.2.0/24
LA Chicago NewYork

Chicago Router

ip route 192.168_ 1 8 R59.255.255.0 10.1.1.2

ip route 192.168.2.07255.255.255.0 10.1.1.2
'

router eigrp 100
redistribute static

LA Router

ip route 0.0.0.0 0.0.0.0 10.1.1.1

192.168.1.0/24%y b T —% LD 1 —H—(F192.168.3.1ICIEEIZpingZ T TEEIH, EEEIILA

IL—3—Mi5192.168.3.1[CpingZRITTETF A, MEZMRRT IBHDOY MEENTIM?
NS)
Chicago Router

router eigrp 100
redistribute static metric 10 10 10 10 10

NS)
Chicage Router

router eigrp 100
redistribute connected

NS)
Chicago Router

ip route 192.168.3.0 255.255.255.0

1
ip route 192.168.4.0 255.255.255.0 1

oo

1.2.2
A4.2.2

NS)



LA Router

ip route 192.168.3.0 255.255.255.0 10.
in route 192.168.4.0 255.255.255.0 10.

A.FT32C
B.+7< 3B
C.Ax7LarA
D.#7<3a>D
Answer: (&% %K 9 D)

]

A1
A1

A7 300-410J FERES (F GoShiken.com AR SN f-&E#& LF L) 300-410J FHERFERELSE !
GoShiken.com M &#T D 300-410J FHAERERESR 1R L TLVET, GoShiken.com 300-410J iR B&fERE
[ERH T MENEETIIUVET, D GoShiken.com 300-410J FIREEZS Y T DA H

5 https://www.goshiken.com/Cisco/300-410J-mondaishu.html (79630%OFF S RE5E A & IEf#{+ &

T 30%w31EI50— F: Freepdfdumps)

FTREE: 92
Ny bR ATEENGARDELWGRAICFS I T Ay TLET,

other end-station devices

ice generated or received packets that
for the creation of the network itself

network device generated or received packets;
packets that are used to operate the network

user-generated packets that are forwarded by network de-
vices to other end-station devices, but that require higher
priority than the normal traffic by the network devices

Answer:

XFTREE: 93
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RRESRL TS,

192.168.0.1 /24

Physical: 172.17.0.1
Tunnel: 10.0.0.1

Physical: 172.17.0.3
Tunnel: 10.0.0.12

Fa0/0 ™,

192.168.1.1 /24 192.168.2.1 /24

MGREE— KTMVPNZE®IZFT BIZIX HUBIL—E—TEDA B2 —T x4 RAEREERT HLEMN
HYETHMH?

description mGRE - DMVFPN Tunnel
ip address 10.1.0.1 255,266 255.0

ip nhrp map multicast dynamic

ip nhrp network-id 1

tunnael source 172.17.0.1

ip nhrp map 10.0.0.11 1721702

ip nhrp map 10.0.0.12 172.17.0.3
tunnel mode gre

interface Tunneld

description mGRE - DMVPN Tunnel
ip address 10.0.0.1 265,266 2550

ip nhrp map multicast dynamic

ip nhrp netweork-id 1

tunnel source 10,0001

'Iunntl mods gri multipoint

| htﬂ'l'lu Tunneio
description mGRE - DMVPN Tunnel
ip address 10.0,0.1 255,255 255.0
ip nhrp network-id 1
tunnel source 172.17.0.1
tunnel mede gre multipeint

interface Tunnail ' ] 1ol I I
dascription mGRE - DMVPN ¢ {}
Ip addrass 10.0.0.1 255 e
ip nhrp map multica amie
ip nhrp network-id 1

tunnel source 10.0.0.1

tunnel destination 172.17.02

tunnal mads ars multinsine
A F+Tar A
B.77>3.B
C.#7v3>rC
D.#7+3> D
Answer: C (A —vt—T#ET)
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-
dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html

EHTERE: 94

BRESBLTCESVW, T VDT NTIL—ER6ETFIUFIL—4ER1 R2 5L UVRIDEIZTIL
FHRA 2V FCGREMVRILEHEILT DRENHYET, RITCDERVEZETTIBRIEIENTIAN?
NS)

interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source a0/

tunnel mode gre multipeint
ip nhrp nhs 192.168,1.6 |
ip nhrp map 192.168.1:6 192.1.10.6

NS)

interface Tunnel 1
ip address 192.168.1.1 256. 2553.355.&'
tunnel source e0/1

tunnel mode g ﬂlﬂgﬂ

ip nhrp n-m@

ip nhrp

ip nnﬁ a 192.1.10.1
ip nh ap 192 1&3‘. 2 1‘99 20.2
ip nhrp map 192.168.1.3 192.1.30.3

NS)

interface Tunnel 1

ip address 192.168.1.1 &5&255 255.0
tunnel source e0/0

tunnel mode gre Iil‘point

ip nhrp nhs 192,168.1

ip nhrp map 68. 1 E 1523‘! 10511 | |
ip nhrp ma .168.1.2 192.1. D.z.
ip nhrp map 192.168.1.3 192.41.30.3

NS)

interface Tunnel 1 - oy
ip address 192.168 1.1 266 255.256.0
tunnel source «0/0

tunnel mode gre I'l'illlﬂpbh'l!

ip nhrp network-id 1

ip nhrp nha 182.168.1.6

ip nhrp map 182.168.1.6 192.1.10.6

A F+TL3>C
B. -7 3 A
C.#7+3>D
D.#+7>3.B
Answer: C (A —vyt—T%EY)

EX#TEIRE: 95
BRZzZHRLTSESY,
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Router# show ip route

2.0.0.0/24 is subnetted, 1 subnets
C 2.2.2.0 is directly connected, Ethernet0/0
C 3.0.0.0/8 is directly connected, Serial1/0
O E2 200.1.1.0/24 [110/20] via 2.2.2.2, 00:16{1%, Ethernet0/0
O E1 200.2.2.0/24 [110/104] via 2.2 22 (0000041, Ethemnet0/0
131.108.0.0/24 is subnetiedi? sipets
O 131.108.2.0 [110/74|gna 22 .2.2, 00:16:17, Ethernet0/0
OIA 131.108.1.0[1 10784 i 2.2.2.2, 00:16:17, Ethernet0/0

Router# shoW ip bgp

Network " Next Hop Metric LocPrf Weight Path
*>2.2.2.0/24 0.0.0.0 0 32768 7
*>131.108.1.0/24 22.22 84 382768 7
*>131.108.2.0/24 2222 74 32768 ?

OSPFIL—T 4 4 7R FaJIEBGPIL—T 4 > 70 Fa)LICEEMEINETH, §XTOHOOSPFIL—
FOBGPIZEEHAENEDITTIEHY FEA BEZBRT ST aviEENTI D,

A. redistributea < > KlZexternal&é WS BEEZEHFET

B.route-mapa ¥ Y F&ERALT 79 A YR FCEEZESIN-OSPFAEIIL— b ZBEHALET,

C. redistribute1 ¥ > F(Zinternalexternal& W\ S BEEEZSOHFET

D. route-mapa ¥ > FEFERAL T, FL 74 v IR JR N TEZESN-OSPFAEIIL— FEHBEALE
ER

Answer: C (A —yt—T %#ET)

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-
area routes are redistributed into BGP, by default. You can use the internal keyword along with the
redistribute command under router bgp to redistribute OSPF intra- and inter-area routes.

Use the external keyword along with the redistribute command under router bgp to redistribute OSPF
external routes into BGP.

-> |n order to redistribute all OSPF routes into BGP, we must use both internal and external keywords.
The full command would be (suppose we are using OSPF 1):

redistribute ospf 1 match internal external

Note: The configuration shows match internal external 1 external 2. This is normal because OSPF
automatically appends "external 1 external 2" in the configuration. In other words, keyword external =
external 1 external 2. External 1 = O E1 and External 2 = O E2.

Reference:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/5242-bgp-ospf-redi s.html

Ex#TfEIRE: 96
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AVITTRMTIF v TIPVOREIICE>TWST=H WANZN LIZIPV6RY b T —) TEEEYHR—
FL AHZO—DILRY NI —IDITSUFA T4 RIHEHRTEET BEEDIAILT TIZIPV6EEST
LTHBY AYRIUFHYA LETSOFHA FORBODDMVPNR Y RD—O A4 VTSRS F v &N
LTIPV6ZEMIZLI=WEEZTWET, MGREIPV6 h U RILRAIN—2y TEFEILT HICIE, EDEK
EAX U FZERATHIRENAHYETMN?

A. bR ILEREEE— Kipv6

B. > RILE— RgrevLFRA > kipve

C.ipV6L=—F ¥R FIL—TFT a2

D. ipv6 nhrp holdtime 30

Answer: B (A —vyt—T % &)

HTMEE: 97

TCP#BZ3I SR IIAIEEAH S TO FaNLIFENRTI M ? 20:BIRLTLESLY)
A. HTTPS

B. SNMP

C.TFTP

D. SMTP

E.FTP

Answer: B,C (A —vyt—T%EY)

#TMEIRE: 98

BN N—T 4T T—TNEERLEY IPT—2TJL—VICEEEEZ-YETIZ IL—2—D1T5
BREDREZLERET AZEFENTI N,

A R)O—R—=ZRDI—F 425

B. /Ny R

C.ETO—FF¥RXRIIILFT7IER

D. SR 1HRA—X

Answer: (& & &RRT )

BT 99
MPLSO#ZZENSADHBAICKSI v I 7o FFOYTLET,
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allows an LSR to remove the label

label edge router >
¢ before forwarding the packet

; acc’:ep’té unlabeled packets and imposes labels

o | I s i'ibﬁl switch router

c I Sogdgg equivalence class

»  group of packets that are forwarded

in the same manner

penultimate hop popping receives labeled packets and swaps labels
Answer:
label edge router | penultimate hop popping
label switch router label edge router S
forwarding equivalence class ' forwarding equivalence class

penuititt! gpwg label switch router
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