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B,

access-list 1 permit 192.168.130.0 0.0.0.255
|

interface Gi0/2

ip policy route-map test
|

route-map test permit 10
match ip address 1
set ip next-hop 172.20.20.2

access-list 1 permit 192.168.130.0 0.0.0.255
|

interface Gi0/1

ip policy route-map test
!

route-map test permit 10
match ip address 1

SeE BT PR ARN 92 J0s. 1000 vU.U.2DD
!

interface Gi0/2

ip policy route-map test

!

route-map test permit 10
match ip address 1

set ip next-hop 172.20.20.1

access-list1 permit 192.168.130.0 0.0.0.255
! a

interface GIOM

ip policy route-map test

i

route-map test permit 10

match ip address 1
cat in next-haon 172 20 A0 1

A FXToavA

B.#7<3>C
C. A7+ 3>B
D. A7+ 3>D

Answer: D (A —vyt—T#ET)

= HTfERE: 3
BRzZSHRLTIESD,


https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html

10.1.1.0/24 10.1.2.0/24

192.168.1.9/24 192.168.2.0/24

192.168.1.0/24 192.168.2.9/24

B G- b rwece ]

10.1.1.08/24 10.1.2.9/24

WP & RN ZEDITIL— 2 — 2N L THEE LETH  BFBAO I —F— LRI T IR TELRVWLSICTIREAHYET . FOHELEBTT, COF R EETT HHEAITE
nTIh,

A VIfEERRF

7 LR 77 = Jipva

1

A 23— x4 RE0/2

IP7 FL X192.168.1.1255.255.255.0
VAR

!

4272 —2x4RE0/3

IP7 KL X192.168.2.1255.255.255.0
BAC 7Ly

B. vifE &Fl %

1

A 23— x4 RE0/2

IP7 FL X192.168.1.1255.255.255.0
BAC 7Ly

!

42372 —2 x4 RE0/3

IP7 KL X192.168.2.1255.255.255.0
BAC 7Ly

C. vrfiE &%

T7EREULRT7 2 ipva



1

A3 —2 x4 XEO0/2

vrfERE L2

IP7 F L X192.168.1.1255.255.255.0
BA L7y

!

A3 —27x4AXEO0/3

vrignE =2

IP7 KL X192.168.2.1

D. vifE &%

7 ELRZ72)ipv4

1

{28 —T T4 REO0/2

IP7 KL 2192.168.1.1255.255.255.0
vriERE f 2

BA L

]

{>8—T T4 RE0/3

IP7 K L X192.168.2.1255.255.255.0
vrfERE L F

BA L&

Answer: C (A —vt— U %&9)

TR 4
BRZzZRLTIESY,

R1(config)# ip route 0.0.0.0 0.0.0.0 1.1.1.1

R1(config)# ip route 0.0.0.0 0.0.0.0 2.2.2.2 10

R1(config)# ip sla 1

R1(config)# icmp-echo 1.1.1.1 source-interface FastEthernet0/0
R1(config)# ip sla schedule 1 iife forever start-time now

R1(config)# track 1 ip s!a 1 reachability

IPSLAIX, T4 IMBNEDULTWVWAEZIINYITITDTIAIN ML= FEERTAILISIICEESNTVEIN FEEBYICHELTLERA, EDITY FABEEZBELEFIN?
A. R1 €onfig) #p route 0.0.0.0.0.0.0.0.2.2.2.2 10 track 1

B. R1 ¢onfig) #p route 0.0.0.0.0.0.0.0.2.2.2.2

C. R1 ¢€onfig)#ip sla track 1

D. R1 €onfig) #p route 0.0.0.0.0.0.0.0.1.1.1.1 track 1

Answer: D (A —vyt—T%EY)
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Note: By default Static Router AD value-1 hence ip route 0.0.0.0. 0.0.0.0. 1.1.1.1 track 1 means AD-1 which must be less than of back up route AD.

Define the backup route to use when the tracked object is unavailable. !--- The administrative distance of the backup route must be greater than !--- the administrative distance of the tracked
route. !--- If the primary gateway is unreachable, that route is removed !--- and the backup route is installed in the routing table !--- instead of the tracked route.
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-ISP-Failover-with-default-routes-using-l.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118962-configure-asa-00.html
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access-list 101 permit tcp 192,168,100,
0.0.0.255 any eqg 80 o T
access-list 101 permit tcp 192.168.100 | =

0.0.0.255 any eq 443 1
access-list 101 deny ip any any Iql
i b

interface Seriall/0 O W
ip address 200.193.22. Nfﬁﬂiﬁ 255.252
ip access-group 101 H‘l
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Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor's router. The problem occurs when the maximum transmission unit (MTU) settings
for neighboring router interfaces don't match. If the router with the higher MTU sends a packet larger that the MTU set on the neighboring router, the neighboring router ignores the packet.0 When
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R1#show policy-map control-plane
Control Plane
Service-policy output: CoPP

Class-map: SNMP-0ut (match-all)
124 packets, 3693 bytes
5 minute offered rate 0000 bps, droprate 0000,bps
Match: access-group name SNMP
police:
cir 8000 bps, bc 1500 bytes
conformed 0 packets, 0 bytes; actions:
transmit
exceaded 0 packets, 0 bytes; actions:
drop
conformed 0000 bps, exceeded 0000 bps

Class-map: class-default (match-any)
10 packets, 1003 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any
R1#show ip access-list SNMP
Extended IP access list SNMP
10 permit udp any eq snmp any
R1IESNMPEZFERL CTEREINATEY BERT/NA REBAMEEBROAZIFLTCOWEYS, COMBEEZMRRT BJICIE, EQOKSIBTILaVvERLIBLENHY FIM?
A7I9EAYRFEZEHELT2TE#EML _udp any any eqgsnmpZFaf LE 9,
B. CoPPRI)O—%ZE LT SNMPIZHEBEINTWLWACIRFIEZEOLET,
C.CoPPR1) L —%ZEE L T SNMPOIERFEABBHIBEEOLET,
D. snmptrapZ&@H 2L ST IRV A MEEELET,
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Debug output:

username: USERS5 v
password:

Aug 26 12:39:23.813: TPLUS: Queuing?AAAIAuthentieatiopifdiguest 4950 for processing
Aug 26 12:39:23 813: TPLUS(00001356) Jogin timér Stateé@ 1820 sec timeout

Aug 26 12:39:23.813: TPLUS: processing authentication continue request id 4950

Aug 26 12:39:23.813: TPLUS: Authentication continue packet generated for 4950

Aug 26 12:39:23.813: TPLUS(00001356)/0/WRITE/3AT2C8D0: Started 5 sec timeout

|

o

|--—- output omitted -—--I

1

Aug 26 12:40.01.241: TAC+: using previously set server 192 168.1.3 from group tacacs+
Aug 26 12:40:01.241: TAC+: Opening TCP/IP to 192.168.1.3/49 timeout=5

Aug 26 12:40:01.249: TAC+. Opened TCP/IP handle 0x3BE31D1C to 192.168.1.3/49
Aug 26 12:40:01 249, TAC+ Dpened 192 168 1.3 index=1

Aug 26 12:40:01.250: TAC# 192.168.1.3 (3653537180) AUTHOR/START queued

Aug 26 12:40:01 449 TAC+ (3653537180) AUTHOR/START processed

Aug 26 12:40.01.449: TAC+: (-641430116). received author response status = FAIL

Aug 26 12:40:01.450: TAC+: Closing TCP/IP 0x3BE31D1C connection to 192.168 1.3/49

v b)—YEEEIL TACACS +1—H—R LN RT— FOERBEREFEALTIL—F—ICOTA D LFETH BEEIIFIEIT Y FEETTEELA BEZMRTIT7I a3 vIEENTTH,
A. TACACS +H—I\—HW5DA—HF—BDIINTFT I L RAEEBRLET

B.ZD1—H—MNCDIL—F—IZT7ORT EODEBEHPT FLAEERLET

C.A—AILT—EAR—ZAho1—H—RZEERLET

D. ActiveDirectory &I & 57 JL— 7T &£ DTACACS +EEAZ R L £ 9
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A F+TLavA
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Answer: A (A —vyt—T %)
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27 .html
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*Sep 26 19:50:43.504: SNMP: Packet received via UDP from
192.168.1.2 on GigabitEthernet0/1SrParseV3SnmpMessage: No
matching Engine ID.

SrParseV3SnmpMessage: Failed.
SrDoSnmp: authentication failure, Unknown Engine ID

*Sep 26 19:50:43.504: SNMP: Report, reqid 29548, errstat 0,
erridx 0
internet.6.3.15.1.1.4.0 =3

*Sep 26 19:50:43.508: SNMP: Packet sent via UDP to 192.168.1.2
process_mgmt_req_int: UDP packet being de-queued

BREZRRT A-OHICHELRFERZEERFICREI 20070 FEEnTIM? 20FRLTLEEEL,)
A. showsnmpv31—+H—

B. debug snmp engine-id

C. debug snmpv3 engine-id

D. SNMPA—H—% &R

E.snmp/Xry hETNY T LET

Answer: DE (A —yt—T %57
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Answer: D (A —vyt—T%EY)

Reference:

In the above configuration we have not had activated our IP SLA operation. We can start it with this command:
R1(config)#ip sla schedule 100 life forever start-time now

Also we should specific the rate of ICMP echo:

R1(config-ip-sla-echo)#frequency 5 // Send ICMP echo every 5 seconds

RHTMEIRE: 18
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MPLSSARILDARZEERT S X MIENTT D,

A. 20-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL

B. 32-bit label; 3-bit traffic class; 1-bit bottom stack; 8-bit TTL

C. 20-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit

D. 32-bit label; 3-bit flow label; 1-bit bottom stack; 8-bit hop limit

Answer: A (A —vyt—T%FEY)

The first 20 bits constitute a label, which can have 2*20 values. Next comes 3 bit value called Traffic Class. It was formerly called as experimental (EXP) field. Now it has been renamed to Traffic
Class (TC). This field is used for QoS related functions. Ingress router can classify the packet according to some criterion and assign a 3 bit value to this filed. If an incoming packet is marked with
some IP Precedence or DSCP value and the ingress router may use such a field to assign an FEC to the packet. Next bit is Stack bit which is called bottom-of-stack bit. This field is used when more
than one label is assigned to a packet, as in the case of MPLS VPNs or MPLS TE. Next byte is MPLS TTL field which serves the same purpose as that of IP TTL byte in the IP header
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0.1PA%10.1.1.1.255.255.255.252 H# <) —)L— bk  REMNTET LR BEDIL—TNY I 7 RLRZE DY I —IL—rE2ZELLBVWEEEHISEBLADYE L, ED2DODEAN TN EE
ELFEFIM? 2OBIRLTLSEZEL,)

router eigrp 1
I

;'ﬂu‘l'l'vm;.lp Leak-Route deny 10
]

intin‘ac- Serial 0/0
ip summary-address eigrp 1.10.0.0.0 255.0.0.0 leak-map Leak-Route

A 79tARY) R MEFR10.1.1.0.00.03% R LZET,

B.77+X') X MEF110.1.1.1.0.0.0.252% B L £,

C.7U0ERYARMZERL JI—bFT vy TLeak-RouteTHRAELET,

D. JL— k< JLeak-RouteFfFaI10Z AL . 7V R Y X MIZ—BSEFT,

E. )L— k< FLeak-Route permit 20 L £,

Answer: (& %X 7 D)

When you configure an EIGRP summary route, all networks that fall within the range of your summary are suppressed and no longer advertised on the interface. Only the summary route is
advertised. But if we want to advertise a network that has been suppressed along with the summary route then we can use leak-map feature. The below commands will fix the configuration in this
question:

R1(

config)#access-list 1 permit 10.1.1.0 0.0.0.3

R1(config)#route-map Leak-Route permit 10 // this command will also remove the "route_map Leak-Route deny 10" command.

R1(config-route-map)#match ip address 1

ExFTERE: 21
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A. R2:REH Hpassive-interfacea~v > FZBIBRL T RIZREE—HBSEET,

B.R1#Em & —89 % & 512 noauto-summarya ¥ > KZR22ERIZCEMLET,

C. passive-interfacea ¥ > FZ#R1ERIZEM L T R2ERE—HSEFT,

D. WINADIIL—F—DBREDERVATLESZHIRL BOBEIZEELET,
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A. router ospf 1

T I+ MERDOFE

B. JL— % ospf 1

EHESNT=0.0.0.0=BEMLET

C. )L—% —ospf 1

BRIy FEHERT D

D. JL—% —ospf 1

v +7—%0.0.0.00.0.0.0 170

Answer: A (A —vyt—T%ET)

BT RE: 23

BRESRLTILESL,
LO:2001:ABC:2000:2:2::1

LO:2000:ABC:20:2:2::2 LO:2002:ABC.2000.2:2::2

IPvEé access list PERMIT_ SSH

10 deny tep 2001:2AB@:2000%: /36 host Z2000:ABC:20:2:2::2 eq 23

20 permit tcp 2001:ABE:2000:2:2::64 host 2000:ABC:20:2:2::2 eqg 22
30 deny tcp 2002:ABC:2000::/36 ho8t 2000:ABCE20:2:2::2 eqg 22

40 permit tcp 2000%ABC:2000:%/36 Bost I00P:MBCRR092:2::2 eqg 22

50 permit tcp 2000:ABC:2000::/36 host 200D:ABC:20:2:2::2 eqg 23

60 permit tcp host 2002:2BC:200U%282 887 h.i'::st 2000:ABC:20:2:2::2 ag 22
70 deny ipvé any any , ———

IPV6% v b T —4 MEBIEIZH 1 [CBASh, AL TFRIE RIBR2DL—FIRy 24 28 —T 24 RIZSSHTEHETERV I L ERELTLET, EOT I L a UATIEERRLETH 7
AT77ERA)AMDIOITEZEREL T EETREHGCHALET,
B.77€RAJA+DIFTEHZEEL T EETRESHALET,
C.77ERXVRXEML60ITRZEIBRLET,

D. 7V EAVARMLT0TEZRIBRLET,
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Matwork Davicoes

77%0

TOTAL DIVICES 1l

v b —0EBE(L Cisco DNA CenterlZJL—R2 Z1DEBML Ry b T—IANLRE Y2 R—FDNLZDREENILREHERLELZ, 2y FIT—VEBEI IL—F—DNFELERINATLE
WEDELTRREINTWNSAZ EEMHELELT-, CiscoDNACenterlcY™ Y T BIZIX IL—E TRIZBET I2HERHY TIH,

A. NetFlowT—42 #FHAL TIL—2—ZBRELET

B.7LA M) T—2ZFERALTIL—2—ZBRLET

C. Cisco DNACenterlZE5E T B & S I2I—T 4 VI ZFRALTIL—2ZRELET

D. SNMPV2cEzIESNMPV3 + 5w T&ERAL TIL— — 2B LFT

Answer: (&% &RTT 5)

Unmonitored: Unmonitored devices are devices for which Assurance did not receive any telemetry data during the specified time range.

FTEIRE: 25

BREZSBLTLLESWN, I VPZF7IE HQR1ZTSA4ARYTIAILET— b4 E LTHERALT BRANCHIL— 42— 6HQHR Y FT—9AQ70—T 4 VU JBBMIIL—FEEEICERELEL
2,90/ OMHQ RITH IV BHE TSV FFY FIT—UIEHQR Y FT7—%5192.168.20.0/24|1EETEHLKHBYET , EDOERtEY FHAEEZRRLETH?
A. BRANCH ¢onfig) #p sla 1

BRANCH ¢onfig-ip-sta) #cmp-echo 192.168.100.1

B. HQ_R3 ¢onfig) #pslaL AR>S —

HQ_R3 ¢onfig) #p sla responseer icmp-echo 172.16.35.1

C. HQ R3 ¢onfig) #HpslaL AR>S —

HQ R3 ¢onfig) #HpslalL XK & —Icmp-echo172.16.35.5

D. BRANCH ¢onfig) #p sla 1

BRANCH ¢onfig-ip-sla) #cmp-echo 192.168.100.2

Answer: A (A —vyt—T%EY)
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B #fEE: 26
BrmECELSL,

LO: 1.1.1.1/24

Fa0/0 |.
200.1.1.0/24

DMVPN
.-10.1.1.0/24~..

200.1.3.0/24 ¢ y 200.1.2.0/24
Fa0/0 Fa0/0

&5
— —

LO: 3.3.3.3/24 LO: 2.2.2.2/24

R2(config)# crypte isakmp policy 10
R2(configsisakmp)# hash md5
R2(config-isakmp}# authentication pre-share
R2(config-isakmp)# group 2

R2(config-isakmp)# encryption 3des
R2(config)# crypto ipsec transform-set TSET esp-des esp-md5-hmac
R2(cfg-crypto-trans)# mode transport
R2(config)# crypto ipsec profile TST
R2(ipsec-profile)# set transform-set TSET
R2(config)# interface tunnel 123

R2(config-ifj# tunnel protection ipsec profile TST

DMVPNA R SN TWBDIGEE, P RILY—RELTIL—TNY I ZFEATEIRAR—UY—RR—VBEEZHATIEREENTT D,
A. /\TJ Tcrypto isakmp keycisco7 KL R0.0.0.0%&RELET,

B. 7\ J Tcryptoisakmp¥+—Cisco7 F L X200.1.0.0255.255.0.0% % EL F T,

C. RR—7% [Zcrypto isakmp keycisco7 K L X2200.1.0.0255.255.0.0% % ELFE T,

D. R7R—% [Zcrypto isakmp keycisco7 KL X0.0.0.02%ELZT,

Answer: D (A —vt—C%#EY)
https://www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd802b8f3c.html

BT ERE: 27
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IVDZTAL—EDAVY—LEyPa DI I a—FT AU TEFoTHEY EHOT/NAY ATV FEAVICLTVET AV Y—LEEICEK, AT FAELKAAIA TS S H
ABPRRENTNEINEIMNERERTELVEWVD RI7A—LTETNYTAVvE—IRKRRENFET I VOZTHRTNY T AvE—DOaMERITLENS ANhShf-ary—ILaT R
FHRBETELLSIITEHTI v aviEnTTM?

A. loggingsynchronizatona <Y > FZ&RELEYT

B. no loggingconsole7T/3y 4 a< Y K& O—/\LIZRELET

C. logging synchronized levelalla <> KZ%ELE T

D.termnomona <Y Y F& T H—/NJLIZERELET

Answer: A (A —yt—T%#ET)
Let's see how the "logging synchronous" command affect the typing command:
Without this command, a message may pop up and you may not know what you typed if that message is too long. When trying to erase (backspace) your command, you realize you are erasing the

message instead.

bos28ll-18cont ©
Enter configuration commands, ons per line. End wich CNTL/I.

bos281l1=1({config) " Z
boaZB8l1l-1¥2h
Jan 18 16:38:02: %3Y3-5-CONFIG_I: Configured from console by admin on veyD (10.0.1.111

With this command enabled, when a message pops up you will be put to a new line with your typing command which is very
INVbos2811-1(config)#line con O |

ENchsZBli—ltcuntzq—l;ne]#iﬂqglng aynch

§NVbDEEELJ~licanriq~11n:]#11ne vey @, 4

EH?busZEllulL:untlﬂ~i1n=]#lﬂgq1nq suynch

INVbos2811-1(config-line) #loggind =¥nchednous

éHUbaaEﬂll-lrmnntlguilne]#“z

INVbos2811-1#sh ip

;Jan 18 16:39:33: S5YS-S5-CONFIG_I: Configured from conscle by admin |
INVbosz811-1#sh ip

=HTERE: 28
MPLS LDPEEIREHAETHR— F SN TWBIGPIFENTT M ?
A. RIPv2 &£ OSPF
B. OSPF & & U'EIGRP
C. OSPF& L UISIS
D. ISIS &£RIPv2
Answer: C (A —vyt—T#ET)
The MPLS LDP Autoconfiguration feature enables you to globally enable Label Distribution Protocol (LDP)

on every interface associated with an Interior Gateway Protocol (IGP) mnstance. This feature 1s supported on
Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate System (IS-IS) IGPs. It provides

BT ERE: 29
BRzSHRLTIESD,
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interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

!

time-range Office-hour

periodic weekdays 08:00 to 17:00
I

access-list 101 permit tcp 10.0.0.0 0.0.0.0 172.16.1.0 0.0.0.255 eq ssh time-range Office-hour

ITRA Y IHNBEEDOEEBFHEPICA T4 RITKT SSHEETT NS RIZT IV ERTELGVWCORBBEERRTDICIE EDTIavEETTILELNHYETM?
A ELWP7Z FLRZERATEALIICTIVERAVRAMEZERELEFT,

B. ELWKHEHEEZHRELEFT,

C.7TVHRYRMEEBLTYTRY FYRIVEBELET

D.7VrNO U FARDT VAV A MEERELET,

Answer: A (A —vyt—T%EY)

To ACL should be permit tcp 101 10.1.1.1 0.0.0.0

Ex#HfERE: 30

BRRzSHELTIEZED,

login block-for 15 attempts 10 within 120
login on-failure log

login on-success log "8
archive

log config

logging enable

logging size 300

notify syslog

snmp-server enable traps syslog
snmp-server host 172.16.17.1 public syslog

EREL KBLEZOJAVRTO LSy TEHRBTEEFIN BUILEOTA VERATO NSy TE2HRB IS LETEERA BEEMBRTDICEEDITY RARETETMN?

A O BEED#ERK2

B. OV BEDHEALS3

C. OV BEEDHE4

D. OV BEDHEAS

Answer: (&% %K D)

By default, the maximum severity sent as a syslog trap is warning. That is why you see syslog traps for login failures. Since a login success is severity 5 (notifications), those syslog messages will
not be converted to traps. To fix this, configure:
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logging history 5

Syslog levels are listed below

Level Keyword Description
0 emergencies  System is unusable
1 alerts Immediate action is needed
2 critical Critical conditions exist
3 errors Error conditions exist
4 warnings Warning conditions exist
5 notification Normal, but significant, conditions exist
6 informational = Informational messages
7 debugging Debugging ni€ssagés
Note:

The syntax of login block is:
login block-for seconds attempts tries within seconds

FTEIRE: 31

BEODRAR—Y TNA AN LDEHOEREYR— T 5OIC TILFRAV P ORLEFRALTNTLICE—OGREM VU RILLS VA —T A REEKTESHCisco VPNTY / AP —FEN
T9h,

A. FlexVPN

B. DMVPN

C. Cisco Easy VPN

D. GETVPN

Answer: B (A —yt—T #ET)
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A7 300-410J RARESE ([ GoShiken.com AMRHE SN f=A# L3 L) 300-410J AEERIRESE ! GoShiken.com ASERETD 300-410J SREERIREE #1424t L TLYEJ, GoShiken.com 300-410J FHERRS
BIEIRHT MBEHSNERETIIVET, HZEHD GoShiken.com 300-410J fEREE %45 v 9 5 AlE Z 5 i5: https://www.goshiken.com/Cisco/300-410J-mondaishu.html (80030%OFFRAREEE % & IEfi2

& T 30%wiBIEI5 13— F: Freepdfdumps)

=ATEIRE: 32

BRESBLTCEZED, VE— F—/\—DNetFlowT—2 DRZEICKB L TWETHEZMRT 57V aviFEnTIN?
A 70— +5 U RR— ka2 Rtransport udp 2055%ZE L C . 7A—E=42—JO 77/ LD TFIZBBLET,
B.4123—L—RXaAY2 FZlp7A—E=2—FLOW-MONITOR-1AAIZEELZET,
C.7A—IHVRR—E2TAT7A4ILDTDuUdpR— kZFIp bS5 U RR— budpd739IZEEB L ET,

D. 70— La—FavYYFLI—FV4 MEZEELT JA—IVRKR—F2—TAT7AILDTFTICHBELET,

Answer: B (A —vt—C%#%Y)

From the exhibit we see there are two flow monitors: the first one "FLOW-MONITOR-1" has been configured correctly but the second one "v4_r1" was left empty andinterface E0/0.1 is using it. So
the remote server does not receive any NetFlow data.

TR 33
ERO7 FLRAZHRIOELWPWG I 4 LA—OEMIZKS YT F7oREFAYTLET,

Permit NTP from this source
2001:0D8B:0800:200¢c::1f

: om this source
i z “0800:200c:1c

Permit HTTP from this source
2001:0D8B:0800:200c::Offf

Permit HTTPS from this source
2001:0D8B:0800:200c:07ff

Answer:
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ExHTMEIRE: 34
BRzSHRLTIESD,

R1#show run | bagin line

line con 0
exec-timeout 0 0
privilege level 15
logging synohronous
transport preferred telnet
transport output none
stopbits 0 4

hne viy O 4
login
transport teferred lelnal
transport input none
transport output telnet

R1#

R1i#ssh -1 cisco 192 168.12 2
% ssh conneclions not permilled [rom this lerminal
R1#

IVOZTFIERIQOAVY—IIIZEHREINZDUTILA A= 24 ZADBRDIL—F3—DOmMN\Y FIZT7I9RALESETEHE CDIT—AvtE—PFRTRYET, COMBEZRERT BHIC
[T RITEDEBRNDLETI M ?

R1(config#line console 0
F1(config-ine# transport preferred ssh

F1{configi#line vty 0
Fl{config-ine# transport output ssh

R 1(config#line vty 0
F1{config-hne# transport output ssh
R1(config-ine# transport preferred ssh

R1(config)#line ¢oansalg 0
R 1{config-lingj# transpart output ssh
A. AT a3 A
B.+7L 3B
C.A#7>a>cC
D.A#7 3D
Answer: D (A —yt—T %Y

https://community.cisco.com/t5/other-network-architecture/out-of-band-router-access/td-p/333295 The "transport output none" command prevents any protocol connection made from R1.
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Therefore our SSH connection to 192.168.12.2 was refused. In order to fix this problem we can configure "transport output ssh" under "line console 0" of R1.
Note: The parameter "-I" specifies the username to log in as on the remote machine.

Ex#TEIRE: 35
BRRZZHRLTSESY,

PC=1
2018:dbl:a:b::1/64

Eﬂﬂ:dbﬁa:c::ﬁw

ig0/1

Gig0n/0
20287001 2. Bi55/!

Internet

Gateway Router

Gateway=RHoutar¥ ‘show ipvé access-list
IPvé access list Default Access
parmit top host 2018:DB1l:A:B::1 host 2018:DBl:A:C::1 ag www segquence 10
deny tcp any host 2018:DBl:A:C::1 eq telnet sequance 20

PC=2 permit tcp host 2018:DBl:A:B::2 heost 2018:DBl:A:C::1 eqg telnet saquence 30
2018:dbl:a:b:-2/64 permit ipvé 2018:DB1l:A:B::/64 any segquence 40

PC-21&82 — S FIILH—/IN\—A~ADTenetiEHDHEILIZEKBR LE L EDERNIBIEEZERLEITN?

Gateway-Router(config2ipv6 access-list Default_Access
Gateway-Router(config-ipv6-aclj#sequence 15 permit tcp host 2018:DB1:A:B::2 host 2018:DB1:A:C::1 eq telnet

Gateway-Router(config#ipv6 access-list Default_Access
Gateway-Router(config-ipvE-acl#permit tcp host 2018:DB1:A:B::2 host 2018:DB1:A:C::1 eq telnet

Gateway-Router(config#ipv6 access-list Default_Access
Gateway-Router(config-ipvB-acl #no sequence 20 .
Gateway-Router{config-ipv6-aclj#sequence § ptrrﬂlt tcp host 2018:DB1:A:B::2 host 2018:DB1:A:C::1 eq telnet

‘s | Gateway-Router(config ¥ipvé access-list Default_Access.
Gateway-Router(config-ipvE-acl2sequence 25 permiticp host 2018:DB1:A:B::2 host 2018:DB1:A:C::1 eq telnet
A. AT 3 A
B.+7L3> B
C.#7+3>C
D.+7<3> D
Answer: A (* —yt— )
In fact in this question both answer A and answer C are correct but we believe answer A is the better choice as it only allows PC-2 to telnet to terminal server. All other hosts are refused to telnet to

terminal server via sequence 20.

Ex#TfEIRE: 36
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RDAT Y FOEAIERITT H,

show ip vrf

A FEESNT-VRFOARPT—TJ )L (BB LUBMIV L)) ERRLET
B. VRFIZCEAE 5= 3—DIL—TFT 1 >5 70 Fa)LIESR,

C. VRFIZBEM T btz IPL—T 4« U T7—TIVERERTLET

D. > 3—®NT 74+ /L DORDIE

Answer: D (A —vt—C#EY)

xR 37
BrzZRLTIESY,

*Sep 26 19:50:43.504: SNMP: Packet received via:UDP from
192.168.1.2 on GigabitEthernet0/1SrParseV3SnmpMessage: No
matching Engine ID.

'Y
SrParseV3SnmpMessage: Failed.
SrDoSnmp: authentication failure, Unknown Engine ID

*Sep 26 19:50:43.504: SNMP: Report, reqid 29548, errstat 0,
erridx 0

internet.6.3.15.1.1.40=3

*Sep 26 19:50:43.508: SNMP: Packet sent via UDP to 192.168.1.2
process_mgmt_req_int: UDP packet being de-queued

MREEMRRT 2=-HICHELERETEEFICRET 220007 RIFERTTM? 20BIRLTLEEL,)
A.snmp/ N7y bETNY T LET

B. debug snmp engine-id

C.snmp1—H—

D. showsnmpv31—H—

E. debug snmpv3 engine-id

Answer:C.D (A —vyt—T %K)

Ex#HfERE: 38
MPLSVPNT /N R A A TEENCADERICKS I TRy T LET,
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Cust {€) dovi device in the cone of tha provider neowork that sadtches MPLS
and detaches the VPN labels la the packels
CE device it the provder netvork
-
PE dedee m tha enterprise netviork that connacts to other custorrar
» NITNIITN
Privdcse (7] Hevics ot the el the enberpise netvork. thet connedts to
Answer:
II Cumtomer () dovioe Provice [7) deice L
I PE seden
I Cumarer (£ devioe I
I Frodicer (7) Seace : £F devics i

EXFTREE: 39
TooavEEAMGHERDOELWEFICRS Y I 7o RFFAYT LT BEDIL—T 4 VT NRIZEDI Ny FEREITRDEWVE S ITRY) O—Z2BRLET,

Answer:



EX#TREE: 40

BRZZHRL TS,

.

"

Q—\.‘:'b.'l.lﬂm / J

S

BGP & EIGRPIZR3CHIE ICHE s h EIGRPLOSPFIZRICHEICERHAINET,

A—H—1£ 101.1.0724TL T4 YD RTHRACINTWR T TV S—2 a3 22y y MEEKEH—ERDGEWHEFRELFET TP =7 /X7y MEBEANBEUVVREETRINSRAND ) VI & T
Z kL#E LA debugip routea <> REETT5E RITHEICSL—T A VINEBRINBZCLICGMHEE LT, EDT I a VY —ERERTEIEETAN?

A.10.1.1.024F LT 4 w9 RIZB T HEFT, TLT 4 v I RDBRIOOSPFICBREMSNENE S ICLET,

B.R3%ZEBT D FS5 T4 v I TEWCPUL /Yy MBKAESIER I TRITODEELOSPFSPFEHE RS LET,

C.OSPFE#iJ R h 7™ kA Y RERIICERE LT, 10.1.10/24F LT 4 v AARIIZT KN4 REhBENKSIZLET,

0.1.1.0/247L7 4 v ATICMP pingZ AL TRANS TR FEBRYIRL Y T3y FOKRR FMIFELIFRS vy FRTLA VY —2I5—FBELET,

D. A—7JU1



Answer: A (A —yt—T%#ET)

ITRARE: 41

VRF-Lite#8 IR HEBAE LTEL W DIFENTT A, 2OBIRLTLEZELY,)
A MPLSSRILOXREHR—FLET

B. IS-ISEHHR—KLET

C. &%X512.000/L— kb HEHHR—FLFT

D. ELS2BEEMNELSVPNTIP7 FLRAEZEESESAENTEET
E.RBEEIIHBED TSAR—bL—T 4 T T—TILEFHF -H>TLET,
F.EAEZELIZERADTICAMY Y —XNHY FT

Answer: DE (A — vt —T %57

BT HRE: 42
BRRzZRLTIES,

ipvb access-list inbound
permit tcp any any
deny ipv6 any any log

interface gi0/0
ipv6 traffic-filter inbound out

2y IO EEEE TCPYB—2IL—LDHEHATEHEIICIPET VLRV RAMERELELEN HAFELSYICHKEBLTOWERA, COBEEZRRT HIEEFENTIN?
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ipv6 access-listinbound
permit tcp any any established

deny ipv6 any any log
!

interface giclo
ipvé traffic-filter inbound out

ipv6 access-list inbound
permit tcp any any syn

deny ipv6 any any leg
!

interface gi0/0
ipv6 traffic-filter inbound out

_ip¥6 accessdistinbound 1l J |
permit tep any any uublhhﬂ 1ISCO

=

deny ipv6 any any log
!

interface gi0i0
ipv6 traffic-filter inbound in

ipv6 access-listinbound
permit tcp any any syn
deny ipv6 any any log

[

interface gi0/0
ipv6 traffic-filter inbound in

A F+7Tar A
B.#7 3B
C.#7v3>rC
D.A#7 3D
Answer: (& %K D)

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/122_55_se/configuration/guide/scg3750/swv6acl.html

XHTREIE: 43
BRZzZRLTSES,


https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html

R1#show policy-map control-plane
Control Plane
Class-map: NMS (match-all)
500461 packets, 24038351 bytes
5 minute offered rate 1390000 bps, drop rate 0 bps
police:
cir 50000 bps, bc 5000 bytes
conformed 50444 packets, 24031001 bytes; actions:
transmit
exceeded 990012 packets, 94030134 bytes; actions
drop conformed 4000 bps, exceed O bps
R1#
TEIEHORY FT—VEBIRATLY—ILEZFHLTWET, SNMPT—RIZK>TERSINIZ LY FT T TIENMSIZE > TREN BHOX v v ITRHLILSICRAFT BED ST
Woa—TFT 4TI TP FIEEET AR NIRMEE LI, I 70X vy TE2MRTIHLDIEMTI N ?
A VSAIYThoBEL—havy FEHIBRLET,
B.a o bA—ILTL—2RIYIUDITD—EISHI SRy INMSEHIBRLET,
C. ¥ RXTONMSY —JLIZHIET HIELMEICCIRL— FZE#ERILET
D.NMSY 5 X< T% HEYIGCoPP7V L avaHIORENTA FINICEDVWTHEHED I ATy TICHHELET
Answer: (fRZEZ#RTT B)
Reference:
https://tools.cisco.com/security/center/resources/copp_best_practices
The class-map NMS in the exhibit did not classify traffic into specific protocols so many packets were dropped. We should create some class-map to classify the receiving traffic. It is also a

recommendation of CoPP/CPP policy:
"Developing a CPP policy starts with the classification of the control plane traffic. To that end, the control plane traffic needs to be first identified and separated into different class maps."

ETfERE: 44
BRZZHRLTSESL,
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Router Configuration:

ip vrf customer_a
rd 1:1
route-target export 1:1
route-target import 1:1
I
!
intérface [FastEthernet0.1
* encapsulation dot1Q 2
Ip vrf forWarding customer_a
ip address 192.168.4.1 255.255.255.(
|
routerospf 1
log-adjacency-changes
l
router ospf 2 vrf customer_a
log-adjacency-changes
network 192.168.4.0 0.0.0.255 area (
!
end
v bO—YEBEIL BEARICVRFite# R LE L=,
)E— b A FORMENIL—FDVRFEZRH>THRELE LT,
customer_aD@ADY A FDEFERIRT SERITENTTHN?

ip vrf customer_a
rd 1:1

route-target export 1:2
route-target import 1:2

ip vrf customer_a

rd 1:1 .
route-target import 1:1
route-target export 1:2
ipwrf customer_a- |«
rd1:2 '
route-target both 1:2

ip vrf customer_a

rd 1:2

route-target both 1:1
A.FT3a A
B.#73VB
C.+#7i3>C
D.#7+3>D
Answer: (&% %XKT9 D)

From the exhibit, we learned:
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+ VRF customer_a was exported with Route target (RT) of 1:1 so at the remote site it must be imported with the same RT 1:1.
+ VRF customer_a was imported with Route target (RT) of 1:1 so at the remote site it must be exported with the same RT 1:1.
Therefore at the remote site we must configure the command "route-target both 1:1" (which is equivalent to two commands "route-target import 1:1" & "route-target export 1:1".

EXHTEIRE: 45
MPLSHEZERIASARBDEL VERICKS I 7o ROy TLET,

device that forwards traffic based on
labels

d packet takes

labelin

Answer:

=FTERE: 46

AVIITRNTVF A TIPVBREMIZHE DTS WANZEN LZIPV6R Y FTJ—Y TEEZHR— L AHZO0—AILRY P T—IDTSUFA T4 RICEKETEET  BEDIAILT TIC
IPv6ZEEITLTHEY AYRIURHYA LETSUFHA FORBODMVPNR Y hT—O A VTSRS 9F v ENLTIPVBEEIICLIZWEEZTWVWET, MGREIPV6 f o RILRAN—2y T
EHILTAHICIE, EOREATV FEERATHILENHYEFTM?

A. FORILIREE— Fipv6

B. ipv6 nhrp holdtime 30

C.ipv6AL=F ¥ XA h)L—FT 1 ¥

D. U RILE— RgreXILFRA > kipve

Answer: D (A —vt—TU#ET)
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EXFTEIRE: 47

I > =7 hHCiscolP PhoneMDHCPH—/N\ZFEREL CTFTPHY—/\M LR EFF U AO—RKLELEA IPPhoneN R EEEETCETELFTATL: BBEXMRRTHICIX AEZHRETLHILENHY
ThH,

A. BOOTPAR— 67

B. DHCP# 72 3 66

C. BOOTP7R— k68

D. DHCP# 7'+ 3 >69

Answer: (fRZE%RTT B)

Command '. | j==r" ¥ ‘

dhcpd option 66 ascii server namé o ides the r ham of a TFTP server for option 66.

Example: @
hostname (config)# dhcpd option 6@
exampleserver '

DHCP options 3, 66, and 150 are used to configure Cisco IP Phones. Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone starts, ifit does not have both the IP
address and TFTP server IP address preconfigured, it sends a request with option 150 or 66 to the DHCP server to obtain this information.+ DHCP option 150 provides the IP addresses of a list of
TFTP servers.+ DHCP option 66 gives the IP address or the hostname of a single TFTP server.

Ex#TERE: 48
BRRZESHLTSES,

R1#show policy-map control-plane
Control Plane
Service-policy input: CoPP-BGP
Class-map: BGP (match all)

2716 packets, 172071 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: access«group name BGP
drop |

Class-map: class-default (match-any)
9212 packets, 655966 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
" Mafeh:@ny )
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COBREZERALEBREIESBRYFEITM?

A L—E—[ZhD T /N4 REBGPRA N— Y TERRTEET,

B./L—3—3thDT/NA RXAEBGPRAN—2 Yy THEHRTEEEA,

C.IL—BIE EBEINETIELRIVR =BT ETNAREBGPRAN— Y TEHERTEEEA

BGP|,
D.L—REX BEINETIERIVRA BT EIEEDTNAREBGPRAN—2y TEBRTEET
BGP|,

Answer: (fAZE % RTT B)
after bgp session are UP.I configured the CoPP to drop 10.3.3.3 bgp traffic (R3).
R3 bgp traffic that matched the ACL 100 is dropped and the state is in IDLE

access-list 100 permit tcp host 10.3.3.3 any eq bgp
access-list 100 permit tcp host 10.3.3.3 eq bgp any
!

class-map match-all class-bgp

match access-group 100

!

policy-map policy-bgp

class class-bgp

drop

!

control-plane

service-policy input policy-bgp

!

The 10.3.3.3 neighbor goes to IDLE

HTREE: 49

IPv6 7 7—RX bRy TEXaUTANA T4 T T—TIIEED2DDHETHELEFTMN? 20FBIRLTLEEELY,)

A BRIZRELETICRAN—V Y TEREICEET 5-ODIPV6IL—T 4 7 FO FaLIZE D

TNA RADBEBRICNA VT4 VT T—TJIVERET HEEANZXLIZES

PV HSRPIZ&E Y 7 — b0z ELTHERASNARINCRAN—DRIESN TSI EZHRELET

TRV IOBT RLRERIT 51=0D S EFTHERIPVe T — FHREIZK S

. FR A A A IPsecHEBEDIPsec k U RILDNY 1 X —ERET S

Answer: B,D (A —yt—T%5%7)

Overview of the IPv6 First-Hop Security Binding Table

A database table of IPv6 neighbors connected to the device is created from information sources such as NDP snooping. This database, or binding table, is used by variousIPv6 guard features to
validate the link-layer address (LLA), the IPv4 or IPv6 address, and the prefix binding of the neighbors to prevent spoofing and redirect attacks.

IPv6 First-Hop Security Binding Table Recovery MechanismThe IPv6 first-hop security binding table recovery mechanism enables the binding table to recover in the event of a device reboot.

m oo W

Ex#ERE: 50
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BRZzZRLTIESY,

Routerfshow access-lists
Standard IP acCess Jist1
10 permit 192.168.2.2 (1 match)
Router#
Router#show route-map
route-map RM-OSPF-DL, permit, sequence 10
Match clauses:

ip address (access-lists): 1
Set clauses:

Policy routinig matches: 0 packets, 0 bytes
Router#
Routerfshow running-config | section ospf
router ospf 1
network 192.168.1.1 0.0.0.0 area 0
network 192.168.12.0 0.0.0.255 area 0
distribute-list route-map RM-OSPF-DL in
Router#|

IVPZTFIRR RRIATVWABHREFERAL T IIL—T 49 T—TIhN 519216822~ DI—rE2TAY I LES5ELTVET, IL— MIFEFLOSPFIL—ELTIL—TFT 4 I T—TILICHEL
TWET IN—+ETAVITETIavEEATIMN?

A RDRT—FAY RZEIL— Ty FITEMLFET route-map RM-OSPF-DL deny 20,

B.EEET IV EAVRAMDRDLYIZHEERT VRV R MEFERALET,

C.IL—rIVTTFTIERAVRLDRDYIZTILIA v IR YR NEFERALET,

D. route-mapa ¥ > KDL —45 U R10FH AN SERICEELET,

Answer: (&% %K D)

BT ERE: 51
IVOZTIE SHOBEHT) TOOSPFAR#IIL—2 —&H A FAciscoll—R —%VRF lite THEELEL, &Y 4 ML—2([E MPLS/NY IV R—2VDPEL—RIZEEENTULET,

Head Office & Site A
ip cef

ip vrf abe

rd 101:101

1

interfau FastEthernetQ/0

ip vrf forwarding abe

ip address 172.16.16.X 255.255.255.252
1

router ospf'1 virf abc
log-adjacency-changes
network 172.16.16.0 0.0,0.255 area 1

MADHA FIL—2—EBREETLEE LSA3 4.5, 70W0WFTnEHA FAL—F—[ZA VR F—ILENTWEERA,
COMEREZRRT DERITENTIN?

A. Rt D#EREvrf-lite & JL—42 —ospf 1 vif abelZHEHE SN -PEL—42 — %R LET

B. 94 FAIZHSREVrT-liteZ R L JL—% —ospf 1 vif abcD FIZHEH S N-PEIL—4 —ZHBH LET,

C. router ospf 1 vif abcD FIZH B At & U4 FADIL—2 —THREvT-liteZ AT 5

D. routtr ospf 1 vif abcD FTAR#L E VA FAL—F —[ZEBESN TULSEADPE/IL—F —THBEvr-ite Z4KT 5
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Answer: D (A —vt—C%#EY)

w=AIRE: 52

PEIL—%(EIpvd T L T 4 v 9 AEMPLSVPNIN T IZZE# LFT M ?

A.B4E Y FIL— FEBRIFEHMAEDETVPN-IPVATL T4 v U R

B. IP&PE®router-id&#A&HEz48E Y FL— k

C.ASN PELL—4FID. B&UIPTL 74 v I REHAEDOETL T4 VIR

D.PEtv < 32 ECERY Y 3 UIDeBGP/ XX DREES I+

Answer: A (A —yt—T%#ET)

The IP prefix is a member of the IPv4 address family. After the PE device learns the IP prefix, the PE converts it into a VPN-IPv4 prefix by combining it with an 8-byte
route distinguisher (RD). The generated prefix is a member of the VPN-IPv4 address family. It uniquely identifies the customer address, even if the customer site is

using globally nonunique (unregistered private) IP addresses. The route distinguisher used to generate the VPN-IPv4 prefix is specified by a configuration command
associated with the virtual routing and forwarding (VRF) instance on the PE device.

& #fERE: 53
MPLS VPNO#EZEZ EQIAN S HBIDELWRBRAICFS v 7o R kA TLET,

propa reachability information

es labels for traffic engineering

uniquely identifies a customer prefix

controls the import/export of customer
prefixes

Answer:

Reference:

https://www.rogerperkin.co.uk/featured/route-distinguisher-vs-route-target/
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EHTEIRE: 54

IPv6 RAT— FOFIRRIFATY H 2

A TCAMATAT S LINTWVSRIEE N—FD 7 TlIEYR—bShFELEA,

B.IPV6 ;574w IR VT ENIRETERESLFELEA,

C. ANAMBDAA YFR— b VE3—T A XATIIERTEFEA

D.IPv6 RAT—RIZ&>T RAY TENNT Y MERNRZV T TEFEEA

Answer: B (A —vt—T %KY

Restrictions for IPv6 RA Guard

The IPv6 RA Guard feature does not offer protection in environments where IPv6 traffic is tunneled.

This feature is supported only in hardware when the ternary content addressable memory (TCAM) is programmed.

This feature can be configured on a switch port interface in the ingress direction.

This feature supports host mode and router mode.

This feature is supported only in the ingress direction; it is not supported in the egress direction.

This feature is not supported on EtherChannel and EtherChannel port members.

This feature is not supported on trunk ports with merge mode.

This feature is supported on auxiliary VLANs and private VLANs (PVLANS). In the case of PVLANSs, primary VLAN features are inherited and merged with port features.
Packets dropped by the IPv6 RA Guard feature can be spanned.

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16-10/ip6f-xe-16-10-book/ip6-ra-guard.html#GUID-589AF00C-7499-439F-AD23-51005D61CAB7

Ex#TERE: 55
WNry b4 TEENGABDELWGRIZFS I 7URFAYy TLET,

user-generated packets that are always forwarded
data plane packets by network devices to other end-station devices
control plane packets network device generated or received packets that

A are used for the creation of the network itself

‘ i ﬁ network device generated or received packets;
e " ph’iﬁ{\ packets that are used to operate the network

juser-generated packets that are forwarded by network de-
services plane packets vices to other end-station devices, but that require higher
|pri0n'ty than the normal traffic by the network devices

Answer:
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data plane packets ‘ @'a“e packets ‘
OU control plane packets

—_—
™

control plane packets

management plane packets

l—' -
’ services plane packets F

Ex#TEIRE: 56
BRZSHRL TS,

ip access-list extended FILTER

deny tcp 192.168.10.0 0.0.0.255 192.168.100.0 0.0.0.255 1
deny tcp 192.168.10.0 0:0.0:255 192.168.100.0 0.0.0.255 53 gg |
deny tcp 192.168.10:0 0.0.0.255 192.168.100.0 0.0.0.255 eq 80
deny tcp 192.168.10.0 0.0.0.255 192.168.100.0 0.0.0.255 eq 443
permit tcp host 192.168.10.10-host 192.168.100.10 eq ssh

ferrnit ip any any

interface GigabitEthernet0/1
ip address 192.168.10.1 255.255.255.0

;pmes-group FILTER in

ACLIZ V=B DA VINIY FXHEY FONMA VB3 —T A RICBEShFET KX +

JO—AHFAT SN TINTE 192.168.10.10(F7R R F192.168.100.10I=SSHIEETEEHA, COIL—F—~DILT7 I LA EZENTICHBEEMRRTE79 >3 VIFERTT A,
A A= —ZANL—FMICACLZFHIBRL T, 70— HEET SN ESHEHERBLET

B. —FFHIIZpermit ip any anyfTZ#ACLDEEEICHEEIL T, JO—HDHEET SN E SN ERERLET

C.SSHI Y+ ZACLDEEEICHEILET



D. show access-list FILTERaAY > FEE{TLT SSHI Y FJIZE Y MRESTABEERITONATNWENESINEZHERALET
Answer: C (A —vt—T%EY)

Ex#[ERE: 57
BRzSHRLTIESD,

access-list 100 deny tcp any any eq 465
access-list 100 deny tcp any.eq 465 any
access-list 100 permit.tcp-any any eq 80

access-list 100 permit tcp any eq 80 any
access-list 100 permit udp any any eq 443
access-list 100 permit udp any eq 443 any

S TN a—TFT 4TI REGWeb T TV HF—Z2FALTT NS RICEETELGOWIENKRESINFEL, BELBRT HICEAIBETTN?
A tcprh— F22ZHFAILE T

B. UDP7R— F465%FrI LE 9

C.tcp/— FA65EHF LET

D. tcp?R— F443%#A LET

Answer: D (A —vt—T%EY)

E#TfERE: 58
BRESBLTCESVD, AV VLR EZ2—T—VDIL—E3— Lo AThBoIL—FEZELTVWETHS BEICEZELTVERA, EOBRTHENEBRLETMN?
A. 1 >3 —7x—XTunnell
no ip split-horizon eigrp 111
B.4123—Jx—X 2RIV
Ip next-hop-self elgrp 111
C. M4 >3 —27 x—XTunnell
k> IJLE— Flpseclpv4
D. 4 > 32 —27 x—AXTunnell
k2 ILR#Eipsec 7O 7 7 1 JLIPSec-PROFILE
Answer: A (A —vyt—T%EY)
In this topology, Chicago router (Hub) will receive advertisements from Los Angeles (Spoke1) router on its tunnel interface. The problem here is that it also has a connection with New York (Spoke2)
on that same tunnel interface. If we don't disable EIGRP split-horizon, then the Hub will not relay routes from Spoke1 to Spoke2 and the other way around. That is because it received those routes
on interface Tunnel1 and therefore it cannot advertise back out that same interface (splithorizon rule). Therefore we must disable split-horizon on the Hub router to make sure the Spokes know
about each other.

BHRIE: 59
BRESEL TS,

e
Sending 5, 100-borle ICMP Echos to ARDL:2011:7:100::3, limeoul s 2 secongds:

Sueesss rabe is 100 percent {5/5), round-trip min/avg/max = 1/1/1 ms

IO TFTHIL—ER1ERIDMEICBGPEHRELFEL=.BOPEZIE I—FEXRBTEDRELIICRAN—[BIEREREFEILTEET A, EFOBRNCORIEEZERLETHN?
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A. R1

router bgp 6501

address-family ipv6

neighbor AB01:2011:7:100;:3 activate

B. R3

router bgp 6502

neighbor AB01:2011:7:100::1 ebgp-muttlhop 255
C.R3

router bgp 6502

address-family ipv6

neighbor AB01:2011:7:100::1 activate

D. R1

router bgp 6501 neighborAB01:2011:7:100::3ebgp-multihop255
Answer: (&% %K D)

Ex#TERE: 60
BRESRLTIESL,

R1 129

199A:0:200C::1/64 Gi0/0 Gi0/0 e
199A:0:200C::1/64 .

201A:0:205C::1/64

198A 0 200C :: 1/64M 5 )L—Z —2~DTelnet k3 7 1 v I #EET SBEEIETENTI N ?
NS)

ipv6 access-list Deny_Telnet sequence 10 deny tep host 198A:0:200C::1/64 host
201A:0:205C::1/64 eq telnet
!

int Gi0/D
ipvé traffic-filter Deny_Telnet in
!

NS)
ipv6 access-list Deny_Telnet sequence 10 deny tcp host 198A:0:200C::1/64 host
201A:0:205C::1/64 eq _t&lﬂqt :
!
int Gi0/0
ipv6 access-map Deny_Telnat in
|

NS)


https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html

ipv6 access-list Deny_Telnet sequence 10 deny tcp host 198A:0:200C::1/64 host
201A:0:205C::1/64
!
int Gi0/0
ipv6 access-map Deny_Telnet'in |

ipv6 access-list Deny_Telnet sequence 10 deny fcp host 198A:0:200C::1/64 host
201A:0:205C::1/64
!
int GiQ/0
ipvé traffic-filter Deny_Telnet in
1

A.F+7L3>C
B. X7 3avA
C.A77> 3 B
D. A7 3D
Answer: (&% &RT~9 5)

HTEIRE: 61

IV TFIEEN—T AT T—TIIFEE LLBWEEIPTZ FLRIZHLTRY O—R—=XDIL—T 1 VT B LE LT, setipdefault next-hopa ¥ > FEHRET H-HNDKR)—EBL T /N
TYMEIEDESITREBINFTH,

ANy MEIBEDORI R bRy FICERESNELA,

B./\7y MIWN—TFT 4 2T T—TINIZEDWTEEINET,

C./Nry MEFHIIL— MZEDWTEHREINET,

D. /N7y FMIBFEDRY R bRy FICERESINET,

Answer:D (A —vyt—T%EY)

The set ip default next-hop command verifies the existence of the destination IP address in the routing table, and...+ if the destination IP address exists, the command does not policy route the
packet, but forwards the packet based on the routing table.+ if the destination IP address does not exist, the command policy routes the packet by sending it to the specified next hop.

A7 300-410J fEIRES (L GoShiken.com AR S =E4# LAOF L) 300-410J HERRIREE ! GoShiken.com MN&#FD 300-410J :XERRIRESE 14t L TULVET, GoShiken.com 300-410J EXE&RA
BEIRHT MBENEETIIVET, &ZEHD GoShiken.com 300-410J FEREE %4 v 9 5 AL T B 5: hitps://www.goshiken.com/Cisco/300-410J-mondaishu.html (80030%OFFRARESE A & IEfi2
12 T 30%wHAIEI5Ia— K: Freepdfdumps)

Ex#THRE: 62
BRRZESHLTSES,
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R1

ip prefix-lisu Ccnpl seff S/parmit 10.1l048.0/24 le 24
ip prefix-listiccnpl2~segu5 ‘permit 10.1,80.0/249 le 32
ip prefix-list ccnp3 seq 5 permipg 1071.64.0/24 le 24

route-map ospf-to-eigrp pérmit,J0
match ip address prefix<list ccnpl
set tag 30

route-map ospf-to-edgrp permit 20
match ip addrogss prefix-list ccnp2
set tag_ 20

route-map ospfi-to-eigrp permit 30
match ip address prefix-list ccnpl
set tag 10

IO ZF7hHIL— F101.80.65/321230D 2 T H#BRE L= >1=DTITH KBMLEL - BEEXEDLSITBESNETN?
A. route-map ospf-to-eigrp permit 10 Z & L _ prefix-listccnp2& —H £,

B. L7499 X R bcenp3Z%ZEHE LT, 10.1.64.0/201e24%BML FT,

C. route-map ospf-to-eigrp permit 30% Z & L _ prefix-listccnp2& —HEHF T,

D. 7L 74 v YRR bcenp3%ZEHE LT, 10.1.64.0/20 ge32%BMLET,

Answer: A (A —vt—T %KY

EHTREIRE: 63

EBEEDOHBINS T4 9D BIL—F—%RETDHEHICIL—F—TaA A= LT L—2RY DU EBRTHIEE TP T BRENEZL—T a2 TR MIADZEDTNAATISVE
DO ERIRTAEEHRALET . A AL TL—2RYI—DEDRTI AR X2 ) T BEFER L AN CABRECCOBBEEBLELETMN?

A ACLEEEL—FETR ML BAARICOY FAO—LTL—2R) O—F@BAT 5 -OIZRAIZEIET Sconform-action & exceed-actionZERE L £ 9

B.ACLEEEL—FETR ML AAARIZOAY FA—LTL—rRY —FBRAT 512612 conform-action& %15 L _ exceed-actionz FA Y T4 5K SICHELFET
C.ACLEZEEL—FETR ML AAAMIZOY FA—LTL—2RY) O—%@AT 51-HIZRHAIZEIET Sconform-action & exceed-actionZERE L £9

D.ACLEEEL—FETR ML EBAAMIZOAY FEA—LTL—2RY) O—%@RAT 572812 conform-actionZ %15 L | exceed-actionZdroplZFE LF T,

Answer: (&% %KT9 D)

=HTEIRE: 64
LDP#EEx ENLADHRBAIZFS Y I 7o RRKOY T LET
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provides ways of improving load balancing by eliminating the
implickt null label need for DPT at transit LSRs

explicit null label LSR ms an MPLS header with the label set to 3

) . [ packet is encapsulated in MPLS with the option of
nbound fabel binging fising ' copying the IP precedence to EXP bits

i I label controls the amount of memory used to store LDP label bindings
: I s cﬁ“' - advertised by other devices

Answer:
imphicit null label g Fwnw label

exphicit null label impéicit null label

explicit null label

inbound label binding filtering

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_Idp/configuration/15-sy/mp-ldp-15-sy-boo k/mp-ldp-inbound-filtr.html

&FTEIRE: 65

MPLSVPNO ED I VR—RY FEFERALTIPZ FLRAZIERT HE TV ZFEZENANEDVPNIZEL TLANEHAITEEITMN?
A. VPNv4 address family

B. RD

C.RT

D. LDP

Answer: B (A —vyt—T%#ET)

+ Specify the correct route distinguisher used for that VPN. This is used to extend the IP address so that you can identify which VPN it belongs to.

rd <VPN route distinguisher>

EX#TEIRE: 66
BRZSHRLTSESY,
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R1i#show running-config | section dhep
ip dhep excluded-address 192.168.1.1 192.168.1.49
ip dhcp pool DHCP

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
dns-server 8,6.8.8

lease 0 12

A—H—h 5 DHCPH—/N—MGIP7 RLAZRMBTELRVWI EARESINTVWET, DHCPY—/N—[L RO LS ITEBEEINTWET, 5300 AN FERBEL—H —MNZ ODHCPHY —/A—%{F
ALTWETHN 1BHE-Y2BMERBATT I T4 7I2HB3A——IEVWEFA BEDY Y —RAHNDOMBEEBET S7VavIiEENTTM?

A. network 192.168.2.0 255.255.255.00 % > K &DHCP 7— LIZi&m L &7

B. DHCP!) — R Bl Z &K U /NS IMEICERELET

C.DHCP!) —REfElZ & Y REGIEICEELFT

D.DHCP7—ILTH I %y kYR %Y %network 192.168.1.0 255.255.254.0a <% > FIZEBELE T,

Answer: B (A —vyt—T%EY)

AT 67

IVDZTFR IN—EDoRYy FT—0ADOMDTINA AANDRELEEREMIBT 5L SIZCiscoll—F ZRET IDENHYFIA KR LIEITET, MEEHERT 520077 avEEnTT
m? ROEIRLTLEZEL,)

A. 1R 9 HSSHERDEETR— F B LET

B. TACACS +#—\—Z BBl L TEMLET

C. 32— /L Ttransport inputssha v > FEBRELET

D. AL VRZHRELFET

E. AT SBESREBRLEY

Answer: D.E (A —vt—T %KY

Follow these guidelines when configuring the switch as an SSH server or SSH client:

+ An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.+ If the SSH server is running on a stack master and the stack master fails, the new stack master
uses the RSA key pair generated by the previous stack master

+ If you get CLI error messages after entering the crypto key generate rsa global configuration command, an RSA key pair has not been generated. Reconfigure thehostname and domain, and then
enter the crypto key generate rsa command.+ When generating the RSA key pair, the message No host name specified might appear. If it does, you must configure a hostname by using the
hostname globalconfiguration command.+ When generating the RSA key pair, the message No domain specified might appear. If it does, you must configure an IP domain name by using the ip
domain-nameglobal configuration command.+ When configuring the local authentication and authorization authentication method, make sure that AAA is disabled on the console.

Ex#TfE17E: 68
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OSPF EIGRP

ff.,-

\ /t (.mﬁu /

Y RI—OEBENRIN—F—ER2IL—F—TCHEBBRAZEBALIZZO 2y FI)—IODBRRREIZEYELE, EDTIV L a UhRIEERHERLETHM?
A.R1DOSPFIZEIGRPZHBEHMT A EEIZ IL— IV IR TERELET, RRTRILZVZHBAE L T, OSPFZEIGRPIZHBEHRT S L EICHAILET,
B. RIMOSPF KA A VIZEIGRPHY hT—9)IL— D TL T4 v IR R +EBERALT EIGRPIL—T 4 VT RAAL UITBEBLET,
C.R1TEIGRP#%#OSPFIZBEMT AL EICIL— IV FITF2TEREL R2TRILZ V& —H B TOSPFZEIGRPIZEBEMT 5L EITERLET,

D. EIGRPOH T 1) —)L— k Z0SPFIZ7 K/A% 4 XL OSPFIZBEAT 5 & =ICHEDEIGRPIL— FEEELET,

Answer: C (A —vyt—T%EY)

https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.html

Ex#TERE: 69
BRZzZHRLTIESY,

Contractors VLAN @ E0/1 E0f1 //\— ’\ 0o E0/1
10.3.3.0/24 A MW 224724 10.2.2.1/28 {ym.:.x.uu 10.1.1.3/24

R4 RL Business Application Server

H (e interface Etherne Q0

4mping 10,.1.1.3 o
i imsddress 10.1.1.1 255.255.255.0

Type cscaps sequence 1o abarnt

Sealing 5, 100-byle ICWMP Echos (o 101,13, timaoot it 2 socpnds:

1

g accesi-group 100 out

: trme-range Contractor
Succoss rale is 100 poroent (5/5), round-trip min/avg/man = 1/1/3 ms

i epelic wstkdays 8200 16 16:30

= End

Réfshow accoss-list Rifshow ip access-bsts

Extended P acoess list 101 | Extended P access list 101
10 parprral top 10L2,4.0 DUOUDL255 host 100113 eq lelnel tsme-range Contractor (inactnae) | 10 permdt top 5002220 0,000,255 host 1001.1.3 eq e I“Lj;m -ERene iamr |mr pr*ﬂwm
20 perreval top 10.3.3.0 0V0V0. 255 host 101, 1.3 oq telnel time-rangeContrationr (inactive] | 20 et t'-l-' 10.3.3.0 0.0.0.255 hoat 10.1.1.3 éq telned the-fin 1 Clhnirac tof | mactivie]
30 pormal top 10,200 000W0.255 host 1001.0.3 eq wew Bime-ange Contractaf {inactive] 30 peremit tep 10,220 00000255 host 10,1 1.3 o4 warw time-range Contrachar (inactive] |
40 ¢ ut bop 10.3,3.0 D.0.0.25%5 hodt 1001.0.3 eq warw Bme-range Contiactior [inactive] A0 peermdt top 10.3.3.0 0,000,255 host 10.1.5.3 og wvw time-range Contractor (inactive]
50 paerral fomip dny any 50 permil icmp any any 130 matches
B0 prmal nf-::f any any 60 permit ospl any any (92 mate h--ﬂ

IV o7 BARICHEREENTeNetFEIFHTTPEN L TESCRRAT7Z T 5 —2 30— N—[ZT7 9 ERATELRD 2 EBAED S TN a—TFT 4 VT ETo>CTVWET, EOBR TRIBEMNERL
EFIH?
NS)
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R1

time-range Contractor

no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30

NS)

R4

time-range Contractor

no periodic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

NS)

R4

no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor
NS)

Ri
nec access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eqg telnet time-range Contractor

AFTay
B. A7 3>
C.A#7vav
D.A7Y3y
Answer: C (A —vyt—T#ET)

= HTfERE: 70

H—EXTANA A —HLVPNMPLS7 ) 5r—> a3 V& FRT 5 OITBELZ2DDIAVKR—FRY MEIENTTH, 2DERLTLLEZEL,)
A P)L—3—I& PEIL—A—IZMITTMP-BGPRIZHER T 2LENHYET

B.P/IL—% —I[XRSVPTHERT SWENHY FT,

C.PE/IL—4 (X HDPE/L—42 L DMP-BGPAIZERET 2NENHY T

D. PEJL—% [, MP-eBGPMCEIZ##tT 6 & D IZRET ALEADHY FET

E.PE KUPEIL—42 —ILLDPE - IERSVPTHEKT 2HELNH Y FT

Answer: CE (A —yt—U %57

MPLS Network Protocols

+ IGP: OSPF, EIGRP, IS-IS on core facing and core links+ RSVP and/or LDP on core and/or core facing links ->

+ MP-iBGP on PE devices (for MPLS services), MP-BGP: Multiprotocol Border Gateway Protocol, used for MPLS L3 VPN -> .

S #7RI%E: 71
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Router#sh ip route ospf
<output omitted>
Gateway is last resort IS not set

10.0.0.0/24 1s:subnettéd, 1.subnets
o E2 10.0.0.0 [110/20] via 192.168.12.2, 00:00:10, Ethernet0/0
0 192.168.3.0/24 [110/20] via 192.168.12.2, 00:00:50, Ethernet0/0
Router#

Router##show ip bgp
<output omitted>

Network Next Hop  Metric LocPrf Weight Path
>* 192.168.1.1/32 0.0.0.0 0 32768 ?
>* 192.168.3.0 192.168.12.2 20 32768 ?
>* 192.168.12.0 0.0.0.0 0 32768 ?
Router##show running-config | section router bgp
router bgp 65000
bgp log-neighbor-changes
redistribute ospf 1
Router#

IO =T7MNOSPFZBGPIZHEHRLELIELTVLWETN ITRTOIL— FABEHIINIDITTEHY FHA, CORMEDEHIIR/TIMN?

A. TIHILETIE REIL— FENTZ A T1IL— FOHDBCPICHBERINET

B.735RX7IWLARY bT—0 DHMNOSPFMNSBGPIZEBEMINET

C.BGPaUN—Dx VRAMEBWNO IL— FMEREHIZBGPT—JILIZHEELET

D. T 74/ b TlEX, AEOSPFIL— FDAHHMBGPIZHEMINET

Answer: (&% %K D)

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-area routes are redistributed into BGP, by default.

You can redistribute both internal and external (type-1 & type-2) OSPF routes via this command: -Router(config-router)#redistribute ospf 1 match internal external 1 external 2

B ERIE: 72
BRESELTESL,
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Router# show ip route

2.0.0.0/24 is subnetted, 1 subnetg
C 2.2.2.0 is directly connected, Ethernéetl/0
C 3.0.0.0/8 is directly connected, Serial1/0
O E2 200.1.1.0/24 [110/20] via 2.2.2.2, 00:16:17, Ethernet0/0
O E1 200.2.2.0/24 [110/104] via 2.2.2.2, 00:00:41, Ethernet0/0
131.108.0.0/24 is subnetted 2 subnets
O 131.108.2.0 [110/4|wia 2.2.2.2700:16:17, Ethernet0/0
OIA 13110810 [110/84]Vvia 2.2.2.2, 00:16:17, Ethernet0/0

Router# show ip bgp

Network Next Hop Metric LocPrf Weight Path
">2.2.2.0124 0.0.0.0 0 32768 ?
*>131.108.1.0/24 2.2.2.2 84 32768 ?
*>131.108.2.0/24 2222 74 32768 ?

OSPFIL—TFT 4 >4 7R FIJLIEBGPIL—TFT 4 ¥ 70 b LIZHBERINETH, TRXRTDOSPFIL— FHABGPICEH INEDITTIEHY FEA, BEEZMRTLETIaviEENTITH,

A. redistributea < > KiZexternalé WS HEZEHET

B.route-mapa ¥ Y FEFALT 7YV EAJ R N TCEESNT-OSPFAEIIL— FEBEEALET,

C. redistribute 1< > FlZinternalexternal& WS BEEZ SO ET

D. route-mapa Y > FEFERALT, FL I Y IR YR M TCERSINIZOSPFAEIIL— FEBEHALET,

Answer: C (A —vt—T#ET)

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-area routes are redistributed into BGP, by default. You can use the internal keyword along with
the redistribute command under router bgp to redistribute OSPF intra- and inter-area routes.

Use the external keyword along with the redistribute command under router bgp to redistribute OSPF external routes into BGP.

-> |n order to redistribute all OSPF routes into BGP, we must use both internal and external keywords. The full command would be (suppose we are using OSPF 1):

redistribute ospf 1 match internal external

Note: The configuration shows match internal external 1 external 2. This is normal because OSPF automatically appends "external 1 external 2" in the configuration. In other words, keyword external
= external 1 external 2. External 1 = O E1 and External 2 = O E2.

Reference:

https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/5242-bgp-ospf-redi s.html

ExHTMERE: 73
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10.2.2.20/24 10.3.3.30/24

10.1.1.10/24 RIP 2SPE 100 |

;_J_,-——'_-“'_.‘—--_
121212024 CO% < 1 232393 0124
G022

-

_) 2, s

Redisinbution <y -

.gf
=

1%

EIGRP 100

W—T4>2570 a)LETEEANEMICGEY PC2 PC3, 8&UPCANPCICEIETER L, MEERERT 52D0DMREKIEFMTEM? 2DBRLTLLEZSIL,)

A. R2DRIPIZHEHT 5L EICRIPIL—rE T 4 ILAZ—LTRIPIZEY

B. R2ORIPIZHE MY 5 & EIZ, OSPFIL— F%RIP FROMEIGRPIZZ 4 L2 —L %9,

C. R2DEIGRPIZHER T H L EFIZ RIPIL—FEBRSTRTOIL—+bETAILE) T LET,

D. R2TOSPFIZHEEHT 5L FIZ RIPEXUVOSPFIL—bZE T 4 JLA—L CEIGRPM50SPFIZRLEY

E. R3TOSPFIZHBEHT S L EFIZ _EIGRPIL— FERCITRTOIL—FET4 LR JITLET,

Answer: (fRZE%RTT 5)

Even PC2 cannot reach PC1 so there is something wrong with RIP redistribution in R2. Because RIP has higher Administrative Distance (AD) value than OSPF and EIGRP so it will be looped when
doing mutual redistribution.

=HERE: 74
OSPFI#EREFE AN SHBDIELWRBRBIZKFS I F7o RROy T LET,
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Each router compares the DBD packets
that were received from the other router.

oring router requests the

rs to send missing entries.
The network has already elected a DR
and a backup BDR.
The OSPF router ID of the receiving router
was not contained in the hello message.
No hellos have been received from a
neighbor router.

Answer

=#TERE: 75

BRESBLTIEEL, OSPFRA N—HFEARIAEIL SN TWVELAOSPFR A N—[REREREZETT AICIIAERET ILENHY EFTH?
A. —H 9 HMTUIE

B. L—2—ID%{EHR

C.N\A—A3A4IX—DIYFY

D. JE— FIL—Z2—DOSPF

Answer: A (X —vt&—T %%

EXHTEIRE: 76
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BRZzZHRLTIESY,

102220724 10.3.3.30/24

10.1.1.10/24 RIP

——

ST GO/ 0"
mﬂ i i w200 0

C

Hﬂdhlllbuﬂﬂn

34 34 34 0724

Gmﬂgﬂ& 10.4.4.40/24

i il g

.

W—T4a2F 70 ba)EITEEANEMIZLE 1%, PC2,PC3, 8K UPCANPCIIZEETEEHA, TRXTOPCICEIETESLSIC TV THAMEERRT H-OICETTEDLT7Y 3
vigEhTIM?

A. OSPFASEIGRPIZCEEHAIND E X TL T4 v R101.1.024% T4 LB YU LET,

B.R2ZORIPZ7OtRTC7 KEZRFL—TFT 4 TT4RER100ZXELET,

C.RIPASEIGRPIZEBEH END EEICZ, TL T4 v T R101.1.024% 74 LR YT LET,

D. BEEHKINI-A V3 —TJ 1 —XZR2CBEREALET,

Answer: B (A —vt—T %KY

B 300-410J FIZELE L GoShiken.com AME#t S =& L107 L) 300-410J SHEARITEE | GoShiken.com HRETMD 300-410J HRERFIEE 124 L TLVET, GoShiken.com 300-410J RE&RS
BIEIRIFT MBENEETIIWET, &HD GoShiken.com 300-410J FEREEZ 4 v 9 5B AL T B 5: https://www.goshiken.com/Cisco/300-410J-mondaishu.html (80030%OFFRARESE A & IEfiZ

& T 30%wiERIEI5 10— K: Freepdfdumps)
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TAC+: TCP/IP open to 171.66.118.101/49 failed --

Destination unreachable; gateway or host down

AAA/AUTHEN (2546660185): status = ERROR

AAA/AUTHEN/START (2546660185): Method=LOCAL

AAA/AUTHEN (2546660186) status = FAIL

As1 CHAP: Unable to validate Response. Username chapuser: Authentication failure

A—H—RAMEESINLDIELGETTM?

A. The TACACS+ server expects "user" but the NT client sends "domain\user”
B. The TACACS+ server is down and the user is not in the local database

C. The TACACSH+ server refuses the user because the user is set up for CHAP
D. The TACACS+ server is down and the user is in the local database

Answer: B (A —vyt—T#ET)

EHfERE: 78

AR b=LFIZ, TP =F7hCiscoDNACenterL A —TS5A XA VA —T A RICAE ST I I T — b Oz A R ELEL, IV THEREBLET SICIE, ENDTT Y FEEST
TEOMBENHYFIMN?

A. sudo maglev-config update

B. sudo maglevD&HA X k—)L

C. sudo maglev install config update

D. sudo update config install

Answer: A (A —vt—U %% 9)

FTRIRE: 79

FY LRIV ITOPZTHNTIPH—N—CLRPLTWDIAT RS YFDISVEVY PyTIFTINAE—T 4 ADMEFHAELCVWEST OV EAEREI Sy TOBEERLTLEE
W, RAYFOAXVTTTNARDYAYIIZH T ISy TOBMZERRTESaI 2 RIZENRTTH,

A Y—ERDA A LRE 2 TOY DIFERRH

B. ERHOBEEImstiE Y R L2BA3B HIER2:00 1BEH11H11H2:00

C. " —EXD A A4 LRAZ > 7 A% datetime localtime show-timezone

D.BsthL VA —F®

Answer: C (A —vyt—T%EY)

By default, Catalyst switches add a simple uptime timestamp to logging messages. This is a cumulative counter that shows the hours, minutes, and seconds since the switch has been booted up

Ex#fEIRE: 80
IPv6 NDi&EDHEEL (X ?

A LAXY—7BRAN—TFT—TILDAT—FLRAEBHERT7 FLRADNA VT4 V7 %FE LTHRELET
B. LAXN—2RAN—TFT—TILDRAT— L IILEFERT FLADNA VT4 0T #FFLTHRELET,
C.LAN—3RAN—T—TILDRT—FIILBBERT FLADNA VT4 VT %FEF LTRELET,
D. LAN—2FRAN—TFT—TIDAT—FLRABFERT FLADNA VT4 V7B LTHRELET

Answer: D (A —yt—T#ET)
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EHTEIRE: 81
BRrESEBELTLEZE,
config t
flow record v4_r1
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
I
flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90
(exik,
I
flow monitor FLOW-MONITOR-1
record v4_r1
exit
|
ip cef
|
interface Ethernet0/0.1
ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
') E— bNetFlowH—/A—HNetFlowT—2 ZZETERLDEFLRETI M ?
A JO0—FE=2—HEEsF-AMICERINTVWET,
B. 78—IVRAR—F—REFEEINATLWEITN FRESNTLEEA,
C.7O0—F=A—hHE-AM 23— A RIZERAINTUVET,
D. 7A—I YV RAR—F—DRBEIZEETETE A,
Answer: (fBZ % &RTT 5)

Ex#TERE: 82
BRZZHRLTSES ),


https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html

R1# debug eigrp packets

(UPDATE, REQUEST, QUERY, REPLY, HELLO,

UNKNOWN, PROBE, ACK, STUB, SIAQUERY,
EIGRP AS 100 SIAREPLY)

EIGRP Packet debugging is on
10.1.1.1/30 10.1.1.2/30 RA#

a e EIGRP: Sending HELLO on Gi0/0 - paklen 20
Ge0/0 Ge0/1 AS 100, Flags 0x0:(NULL), Seq 0/0 interfaceQ 0/0
R1 R2 iidbQ un/rely 0/0
RA#
EIGRP: Sending HELLO on Gi0/0 - paklen 20

AS 100, Flags 0x0:(NULL), Seqg 0/0 interfaceQ 0/0
iidbQ un/rely 0/0

BEOMBEZERI ZT7 I avIEENRTTIN?
A hellof VA3 —NILAAI—%—HESEFET,
B. RiEF—Z2HBELFT,

C. R LCEIGRP7O+XIDEHRELET,
D.RLEBRESATLESEEBHLET,
Answer: D (A —vyt—T%EY)

RHTMEIRE: 83

IO TFIR RBAEEALTCERBY—N\—IZEESNISNMPEMZHER L DESTT—2ZEE{ELE L1z, EPDUD IS —IL, UNKNOWNUSERNAME.WRONGDIGEST & LT{ESh
T, EDTI LI UNREERRLETH?

A. SNMPv3authPrivE# A L TIE LWVREENNR D — FE##BRLET,

B. SNMPv3authNoPrivE{#R L TIEL WRBEE/ AR T — FZERLET,

C. SNMPv3 authNoPrivZ A L T, IELWRBIE/ AR T — R ETSAN—RRT—FEEBRLET,

D. SNMPV3 authPrivE{ERA L T ELWRIE/NART— R ETSANO—RRAT—REERELET,

Answer: D (A —vyt—T%EY)

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-3se/3850/snmp-xe-3se-3850-book/nm-snmp-snmpv3.html

ExFTTHRE: 84

EIGRPZOSPFIZEERMAI A EIZTDVWTIELLR2DDRTF— AV MEIERTTH, 2DBIRLTLEELY
A. BEEfH SNTZEIGRP)L— & OSPFT—AR—X TR A F5LSAL LTRRINFET

B. BEEfH SNT=EIGRP)L— X OSPFT7—AR—XTH A J3ILSAL LTRIRSINFET

C. T 7IDAEIGRPE# VA TLBEE L —HT H0SPFT Y ZICEESN- BEM I NT=EIGRP/L— +

D. BEEfHA SNT=EIGRPIL— I IW—T 4 25 T—TILIZCOSPFHNERZ A4 T2)L—hE LTREREINET


https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html
https://www.jpnpdf.com/Cisco.300-410J.v2022-05-02.q85-mondaishu.html

E. BEEfH SN/=EIGRPIL— FIOSPFAEI 2 A4 T1E L TREREINFET
F.BEASNFZIL—FDT7RFEZR b L—TFT 4 TT4REAVRIEI70TT
Answer: AD (A —vyt—T%EY)

=#TEIRE: 85

TNA RADCPUEREZRET DHICIE EDX T avhRETTMN?
A. COPP

B. Hi 1k

C.ICMPUAA4 LY k

D. ICMPEIZEREEA vE—D

Answer: (&% &RT~9 5)
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